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1 Uenb paboTtbl
HCJ'ILIO pa6OTBI ABJISICTCS HpI/IO6peTeHI/IC MPAKTHYCCKUX HABBIKOB YCTAHOBKH

pacIIMPEeHHBIX MpaB JocTyma K (aiinam u katamoram OC Alt Linux.

2 TeopeTuyeckas 4yacTb
2.1 Ucnonb3oeaHusi bumos pacwupeHHbIX paspeweHul

[ToMuMO OCHOBHBIX pa3pelnieHuil JocTyIa Mojab30BaTeel K karajaoraMm u ¢ai-
nam, B ¢aitmosix cucremax OC Alt Linux ectp HaboOp pacuIMpeHHBIX pa3pelIeHUH.
buthbl Takux pa3pelnieHus yCTaHaBIUBAIOTCS M0 YMOJIYaHHUIO U MOTYT OBITh TIPU HEOO-
XOJIMMOCTH HaCTPOEHBI MOJIb30BATEIIEM.

2.1.1 PaspeuweHue 0nisi ghatina Ha ycmaHoeKy udeHmugbukamopa rosb308a-
mers (setuid)

Wcnons3osanue arpubdyta Setuid (set userlD upon execution) - «ycra-
HoBKa [D nonbs30BaTesns BO BpeMs BBIIIOJIHEHUSD)

Korga s ¢aitnia ycraHoBiieH aTpuOyT setuid, To nons3oBaress, 3aIrycKaro-
M 9TOT (ailyl Ha UCTIOJIHEHHE, TIOJIyYaeT MOBBIIICHHUE MPaB J0 MOJIb30BaTEeNsI-Blla-
nenbia (aiina (oobrano FOOT) B pamkax samymierHoro mporecca. [locie momydeHust
MOBBIIIEHHBIX TTPaB MPOIECC MOKET BBIMOIHSATH 33]]a4H, BHITTOJIHEHUE KOTOPHIX 00bIY-
HOMY I0JIb30BATENI0 HEAOCTYITHO.

Ucnonw3opanue SEtUIA MoxkeT ObITH TOTEHIMATEHO OMACHO, T.K. MOKET IIPEIO-
CTaBJISITH TpaBa goctymna Foot.

B HekoTophix ¢aiinax omnepanroHHas CUCTeMa yCTaHABIMBACT JIAHHBIN OUT 110
YMOJTYaHHUIO.

2.1.2 PaspeuweHue Ha ycmaHo8Ky udeHmucgukamopa epynnbi(setgid)

Ucnons3opanue arpudyra Setgid (set group ID upon execution) - «ycra-

HOBKa [D rpyrimsl BoO BpeMsl BBITIOJIHEHUS.


https://ru.wikipedia.org/wiki/Root
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%86%D0%B5%D1%81%D1%81_(%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%82%D0%B8%D0%BA%D0%B0)
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[Tpu mpuMeHeHun K UCTIOIHsIeMOMY (baiiy, JaHHBINA OUT JaeT MOJIb30BATEINIO,

KOTOPBIN UCTIONHSET (hailil, pa3pelieHus Biaaenbla rpynmsl 3Toro daiina. Takum 06-
pasom, Setgid B sTom ciaydae BeImOMHSET TO %€ camoe, uto u Setuid.

Kak u B ciyuae ¢ paspemennem Setuid, setgid npumensiercs k HekoTOpEIM
CUCTEMHBIM (haiiiiamM B Ka4eCTBE HACTPOUKH IO YMOIIYAHUIO.

Korna Setgid mpumensercs k xaTanory, ero MOHO HCIIOJIb30BaTh I yCTa-
HOBKH BJIaJIeJIbIIa TPYIIHI IO YMOJTYAHUTO TS (haiiIoB U MOIKATAIOTOB, CO3/IAHHBIX B
sToM Kartasore. [Io ymomuanuto, Korjia mojib3oBaTelb co3aaeT ¢aii, ero 3ppexTuBHast
MepBUYHAS TPYIIIa YCTAHABIMBACTCS KaK Biajeiel] TpyHibl 1Jis 3Toro (aiina.

Paspemenue Setqid spisercs oueHb MosI€3HBIM pa3pelIeHHEM ISl yCTAHOBKH
B KaTajorax OOIIMX TPYIIIL.

2.1.3 PaspeweHue Ha 3awumy ¢hbatinia om criydatiHozo yOaneHus (sticky bit)

DT0 pazpelieHue Mojae3Ho I 3auThl (aliioB OT CIIYy4allHOTO yIaJICHUs, €CITU
HECKOJIbKO TOJIb30BaTeNiell MMEIOT MpaBa Ha 3aliCh B OJIUH U TOT K€ KaTaJor.

I[Ipu ucnons3osanuu StiICKY Dit, mons3oBarens mosxker ynanars daiiisl, Toabko
€CJIU BBIMIOJIHAETCA OJHO U3 CIEAYIOLINX YCIOBUM:

. M0JIH30BaTelIb SIBJISICTCS BIaACiblieM (paiina;

. TI0JIb30BATEIb SBISCTCS Bia/IeIbIIeM KaTalora, B KOTOPOM Haxo-
nutes (aiin.
[TosTOMYy OH NMPUMEHSAETCS] B KAYECTBE Pa3peIIeHuUs M0 YMOJIYAHUIO JIJIsl KaTa-
sora /tMP u MoKeT OBITH NOJIE3eH TAKKe IS KATAIOr0B OOIIUX TPYIIIL.
2.1.4 YcmaHoeka 6umoe pacuwupeHHbIX paspeweHud
YroObl ycTaHOBUTH OMTHI pa3pemicauii setuid, setgid u sticky bit, moxxHo nc-
noJp30BaTh koMany chmod.
ITpu aTOM
setuid umeer uncnosoe 3naucHue 4,

setgid umeer uncnosoe 3HaueHue 2,

sticky bit umeer uncnosoe 3nauenne 1.
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Jist 3a71aHUsT PACIIUPEHHBIX Pa3perIeHU MOTYT OBITh UCTIOJIb30BaHbI A0C0-

JIIOTHBIN M OTHOCUTE/ILHbIN PEKUMBI.
B nepsoM cirydae komanae Chmod reo6xoaumo 3ananue Becex ycTaHapampae-
MBIX MpaB, IpUUYEM TepBast HU(pa OTHOCUTCS K PACIIMPEHHBIM Pa3peLICHUSIM.
IIpumep. Cnenyromass komaHaa, 1o0aBuT paspemenue Setgid Ha karamor u
ycTaHOBUT WX 11 110J1b30BaTeIIs U X I TPYIIIBI U APYTHUX:
# chmod 2755 /userdir
B oTHOCHTeIbHOM peskuMe MOKHO IIPUMEHUTh TOJIBKO OJHO KaKoe-Iu0o 13
PaCIIMPEHHBIX PA3PEIICHUN:

1.  Jna setuid chmod u+s
2.  Jlas setgid chmod g+s

3. Jaasticky bit chmod +t

IIpaBa | BocbmepuuHoe CuMBoOJIbHOE HeiictBue

JA0CTyIIa NnpeacraBjdcHue | MpeacraBJICHUC

setuid 4 u+s [Tonb30BaTENb BHIMONHAET (aiin ¢

pa3pelIeHUsIMU BiIaielblia ¢aiiia

setgid 2 g+s [onb3oBarens BbONHAET (aiin ¢

paspCiCHUAMM BJIAACIIbIA I'PYIIIIbI

sticky 1 +t
bit

Ta6auua 1. Cnoco0bl npeacTaBieHusi pacClIMPEeHHbIX MPAB I0CTYNA
Haiitu Bce aiinbl, y KOTOpBIX ycTaHOBIICHBI OUTHI Setuid u setgid moxHo ¢ mo-
MOIIbI0 KOMaH/:
# find / -perm —u+s

# find / -perm —g+s
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2.2 Ucnonb3oeaHue criuckoe kKoHmporss docmyna ACL

2.2.1 NoHsmue ACL
TpaauuoHHBIN 115 Linux moaxoa B Ha3HAYEHUU IIpaB JOCTYyIla K KaTajoraM u

daitmam B Buge User Group Others u HCIONBb30BaHMM OMOJHUTEIBHBIX OUTOB
setuid, setgid u sticky bity He Bcerma obecrieunBaeT THOKOCTh Ha3HAYCHUS ITPaB B
Pa3IMYHBIX KOHKPETHBIX 3a/1ayax.

J171st TOBBINIEHHs] TUOKOCTH pacipeiesIieHus MpaB JocTymna K oObekTaM ¢aiiio-
BBIX CHCTEM HMCTIOIB3YETCS TEXHOJIOTHS Ha3HAYCHHSI TTPaB B COOTBETCTBUU CO CTAHAP-
ToM POSIX. B 3ToM cityuae HCTIOIB3YIOTCS TaK Ha3bIBaEMbIE CIIUCKU KOHTPOJIS TOCTYTIA
K aiinosoii cucreme (ACL, Access Control List) npenocrapnsiomue pacmmpen-
HBIN U 00Jiee THOKUI MEXaHU3M.

Crnucku ACL npeana3zHadeHsl 1l pacIMpeHus TpaB JocTyna K (aiaam u 1mo3-
BOJISIFOT YCTAHABIIMBATh Pa3peIieHus JII0ObIM MMOJIb30BATEISIM WIH TPyIaM MoJIb30Ba-
TeJel JIJIsl pa3InyHbIX (paiiIioB U KaTaJIoroB

Kpowme toro, cnucku ACL 1o3BosisitoT afMUHUCTpaTOpaM YCTaHABIMBATh Pa3-
pelIeHUs IO YMOJTYAHHIO CJIOKHBIM CIIOCOOOM, MPU KOTOPOM YCTAHOBJICHHBIE pa3pe-
IIICHUST MOTYT Pa3JIMYaThCS B PA3HBIX KaTajaorax.

2.2.2 NsmeHeHue u npocmomp Hacmpoek ACL

Ecnu HyxkHO, 94TOOBI CcO3/1aBaeMble B HEKOTOPOM KaTtajiore (hailyibl mpuHasie-
KM K KaKOW-TO TPYTIIE U UMEIIM OIpe/esIeHHbIE TTpaBa JOCTyIa, TO JJIsi 3TOTO Clie-
nyeT omnpenenuts napametpbl ACL aiist karasnora.

UYtoObl yBUIETH TeKyine HacTpoiiku ACL, HE0OX0AMMO BBITIOJIHUTL KOMaHy
getfacl.

Komanna IS —| se mokaseiBaer cymectByromux ACL; oHa mpocTO MOKAa3bIBAET
+ MOCJI€ CIMCKA Pa3pelIeH i, KOTOPBIN yKa3bIBaeT, uTo crucku ACL npuMeHstoTcs K
JTaHHOMY (haility.

ITepen nactporikoit cnuckoB ACL Bcerma moj€3HO IMOCMOTPETh TEKYIIUE

nactpoiiku ACL ¢ nomompio komanna getfacl.
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B pesynbrate BoinonHenus komanasl getfacl paspemenus 6ynyr nokasans: s
TPEX Pa3HBIX OOBEKTOB: MOJIb30BaTE/Isl, [PYNIbI U APYTHX.

Jns ycranoku ACL ucnonesyercs xomanna Setfacl.

IIpumepsbl HCTIOIbL30BAHUS

# setfacl -m g:test:rx /dir.

-Mm  -yKka3bIBaeT, 4To TeKymue HacTporkun ACL He0OX0IMMO H3MEHHTD.

g:test:rx -ycranoButh ACL ms xkatanora /dir 1ist 9TeHUS ¥ BBITIOJTHESHUS

(rx) mst rpymmsr (g) test
# setfacl -m u:student:rwx /dir

M -yKasbIBaeT, 4To Tekyuiue HacTpoiku ACL HE00X0IMMO U3MEHHTD.

u:student:rwx -maer paspemieHus mojbp3oBaTelto student B karasore /dir, He
JieNasi ero BiaeNblieM U He U3MEHsSl Ha3HaueHHe TEeKYIIETro BIaelblia.

Komanma setfacl mmeer MHOTO BO3MOXKHOCTEH ¥ OIIITHIA.

Ecnu ucnonwiyercs napamerp —R, To npoucxonut Hactpoiika ACL nist Bcex
(aiiIoB U MOAKATAIOrOB, KOTOPHIE B HACTOAIEE BPEMsI CYIIECTBYIOT B KaTaJiore, TIe
yctanaBnuBaercs ACL. PekomeHyeTcst Bceraa ucnoJib30BaTh 3Ty ONMIUAIO TIPH W3-
MeHeHHHU cnmuckoB ACL 17151 cyliecTBYOIIMX KATAJIOTOB.

2.2.3 Paboma ¢ ACL o ymon4aHuro
OgHyMM U3 NPEUMYIIECTB MCINONb30BaHusA cnuckoB ACL sBisercs TO, 4TO

MOKHO JaBaTh Pa3pelIeHHs] HECKOJIBKUM TOJIh30BATENSIM WM TPYIMIaM B KaTajore.
Ee ogHuM npeumyIecTBOM SIBISIETCS TO, YTO MOXKHO BKJIIOUMTH HAclIe0BaHUE, pa-
6otasa ¢ ACL no ymoa4aHuIo.

VYcranoBu ACL 1o yMoI4aHUIO, ONpPENEssIOT pa3pelieHus, KOTopbie OyayT
YCTaHOBJICHBI I BCEX HOBBIX 3JIEMEHTOB, co3/aBaeMbIX B karajore. ACL mo ymor-
YaHWIO HE MEHSET Pa3pelieHs IS CYIIECTBYIOMUX (DailyioB 1 moaKaTanoroB. Ytoos!
M3MEHHUTH UX, HY’)KHO 100aBUTh U 00bIuHBIA ACL.

YroOsl ycranoBUTh ACL 10 yMOJIUaHUIO, POCTO HYKHO T00aBUTH OMNIHi0 d

nocie onmuu-m (mopsaok umeeT 3Hadenue!). Hamo wucmombs3oBate Setfacl -m
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d:g:test:rx /data, yToOsI rpymnma test mmena JOCTYI Ha YTEHUE U BBITOJTHCHUE BCETO,
9TO KOTJa-JIn00 OyIeT co3aHo B Karajore /data.

Uro6s! ucnonp3oBaTh ACL U1 HACTPONKHM JOCTYIa HECKOJIBKHUX TOJIh30BaTE-
JIel WM TPYHI K OJJHOMY M TOMY e Katajiory, Heooxoaumo ycranoButh ACL nBa-
xnbl. CHavasa HeoOxoauMo BeIoaHUTE Setfacl -R -m, uto6sr nusmenuts ACL s
Tekymux ¢aiaos. 3arem BoimosHUTH Setfacl -m d:, 4ro6sl mo3aboTuThCs 000 BCex
HOBBIX dJIEMEHTaX, KOTOPbIE TaKKe OYIyT CO3/IaHBbI.

ACL u 00bIYHBIC pa3pellleHrs HEe BCET/Ia XOPOoIlo UHTerpupoBaHsbl. [1pobiemsl
MOT'YT BO3HHUKHYTh, eciau npuMeHWIM ACL nmo yMOJ4aHUIO K KaTajory, MOCJE 4ero
AJIEMEHTHI ObUTH JOOABIIEHBI B 3TOT KATAJIOT, M 3aT€M MOMbBITATTUCh U3MEHUTH OOBIUHBIC
paspenieHusl.

W3meneHus, KOTopble MPUMEHSIOTCSI K OOBIYHBIM pa3pernieHusIM, He OyayT XO-
poiio otpakeHsl B 0030pe ACL. UtoOsl n30exaTh mpodiieM, cCHavajaa HaJlo yCTaHO-

BUTH OOBIYHBIE pa3penieHus, nocie 4yero ycranoutb ACL o ymonuanuro.

3 BbinonHeHne paboTbl

3.1 3adaHue

1. Coznatb yu€THble 3anmucH nojib3opateneii, kataaor JEKAHAT u ob6ec-
MEYUTH JOCTYIT K JAHHOMY KaTajioTy TPYIIIIbI TTOJIB30BATENCH, UCTIONIB3YSI PACIIIUPEH-
HbIe pasperenus (outer setgid u sticky).

2. OOGecrieunTh  pa3rpaHWYCHHE  JIOCTYINA  IIOJIB30BATEIICH  TPYIIIBI

group_dek x monkaranoram katanora JIEKAHAT, ucnons3ys ACL.

3.2 [lopsidok ebinornHeHusi pabomel

1. BoliTu B ONEpallMOHHYI0 CUCTEMY KOMIIbIOTEpa o1 yuéTHoM 3anuchio stud_XX (XX
—WHJIEKC TPYIIIbI).

2. 3anyctuts nporpammy Bupryammszanuu Oracle VM VirtualBox.

3. amyctuth BUpTyansHyro Mammny Alt-10.
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4. BoiiTm B rocTeByr0 omepanuoHHyto cuctemy Alt Linux mox ydu€THOW 3amuchio
root/adminroot

3.2.1 Co30aHue y4émHbIx 3arnuceu nosib3oeamersiel U Kamalsioz208.

1. COSI[aTB C UCIIOJIb30BAHUCM YTHUJINTHI useradd y‘{éTHBIe 3aIIiCH I10JIb30-

sateneit dekan, sotrudnik, admin_dek (mapons dekanat)

2. Cosnats rpymnmy nons3osareneii group_dek u Bxmounts B Heé moIb-
sosareneit dekan, sotrudnik, admin_dek (BkmrouuTh moib30BaTeICH TakkKe
B Tpymmy Wheel)

3. Boiitu B cuctemy noj yuétnoii sanuceio admin_dek

4. Co3natp B JOMAIIHEM KaTajaore Nojab30BaTeNs admin_dek TOYKY MOH-
tupoBanusi JIEKAHAT u cmoHTHpOBaTh B HEE (PaillIoBYI0 CHCTEMY JIOTHYECKOTO

toma VtOm_lin (ToM ObL1 co3gaH B mpoliecce BBITOJIHEHHS J1a00paTOPHOI
pabotsl Ne 4
5. Vcranosuts Bnagensuem karanora JJIEKAHAT nons3osarens
admin_dek
6. VYcranosurs rpymnny BiagenbueB karanmora JEKAHAT  rpymnmy
group_dekK (co Bcemu BroskeHHBIMM KaTanoramu u (aiinamu)

3.2.2 YcmaHoeka rnipas docmyra ¢ ucrosib308aHueM 6umos pacuupeHHbIX
paspeweHuu

1. YcTaHOBUTH, YTOOBI UJIEHBI TPYMIIBI HoNb30BaTeneit group _dek nmenu Bos-
MOKHOCTH co3aBath (aitnsl B katanore JJIEKAHAT.
2.  Vcranosuts, uto Bce (aitnbl, cosmanneie B karamore JJEKAHAT,

JIOJKHBI IPUHAIEKATh TpyIIe noib3oBareneil group_dek.
3. Y CTaHOBHUTH, YTO MOJIB30BATENN JOJKHBI UMETh BO3MOXHOCTh yIAISTh

u3 karanora JJIEKAHAT tonsko npunamnexanye uM (aiibi.
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4, Co3znatb B KaTajore JEKAHAT KaTaJoTH
INPUKA3BI 1 UH®OPMALMUSA

5. HpOBCpI/ITI) KOPPEKTHOCTH CO3AAHHBIX KATaJIOI'OB.

6. Boiiti B cucteMy € MCIIOJIB30BAaHUEM YUETHBIX 3aIIMCEN ITOJIb30BATENEH,
cocrosmux B rpymmne group_dek, cosnats paiiasl ¥ momyunTs HHPOPMALHUIO O Hpa-

Bax JIOCTyNa K HUM:
e Jlnsa moms3oBarens dekan:
cosnate aiin / JEKAHAT / IPUKA3bI / Ilpuka3061121.txt
® IS IIOJIB30BATEIIS sotrudnik

cospats daitn / JEKAHAT / TH®OPMAIIUS / HoBocTu.txt

3.2.3 YnpaeneHue pacwupeHHbIMU ripasamu docmyra K ¢aunam u kamarso-
2am c ucrnosnib3oesaHuem ACL

HeoOxogumo oOecreunTh pasrpaHUu€HUE JIOCTYIAa TIOJb30BaTENed  TPYIIIBI

group_dek x noaxaranoram karanora JEKAHAT.
1. Boiitu B cucteMy noj yuétHoii 3anucero admin_dek

2. IlpoBepuTtsh, UCTIOIBL3YST KOMaHTY getfacl, TEKYIIHE ITpaBa JOCTYyINa K KaTajaory

IHIPUKA3DBI

3. YcraHoBuTh, ncnonb3ys komanay Setfacl, npasa nocryna x karanory

IMPUKA3BI s nons3osateneii dekan (monmstii nocryn) , n sotrudnik

(TOJIBKO UTEHUE)
4. TIposeputhb Texyiue npasa goctymna k katagory [IPUKA3BI
5. TIposeputs Tekymue npasa goctyna k karaiory UHO®OPMALIUA

6. Vcranosuts npasa gocryna K karaiory MHO®OPMAIUSA s noss3osa-

teneii SOtrudnik (monuerit nocryn) n dekan (tonsko urenue)

7. TlpoBeputs Tekyiue npasa gocryna k karaiory UHOOPMALIUA
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3.3 Omeemumb Ha KOHMPOJIbHbIE 80MPOCHI
4 KOHTpOnbHble BOMNPOCHI
1. KakoBo Ha3HaueHHE pacIIMPEHHBIX pa3pericHuii setuid, setgid wu sticki bit?
2. B uém oTnmume 3agaHus pacIIMPEHHBIX pa3penieHuil B a0COIIOTHOM U OTHO-
CUTEJIBHOM PEXKUMaX ?

3. Kak nHaznavarorcs npapa mpu ucrnosbzoBanuu ACL?
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6 [MpunoxeHue

6.1 KomaHOdb! Alt Linux 0515 pabomsi ¢ ronb3oeamernsimu
6.1.1 Co3gaHue HOBOro nonb3oBaTens
# useradd sotrudnik

# useradd admin_dek

6.2 KomaHdbl Alt Linux 05159 pabombi ¢ epyrnnamu rosis3oeamenet
6.2.1 CosdaHue epynrbl rnosib3ogameriel
# groupadd dekanat

6.2.2 [JobasrneHue y4émHoU 3arnucu rnosib3osamersis 8 2pyrnry

# usermod onuuM UMS_TPYNIbI HMS_ M0Jb30BaTeIst

-a — 100aBHTh I0JIH30BATE/IS B HOBYIO Ipyminy (MCIOJb3yeTcs ¢ onuuei G)
-0 — Ha3HA4YUTh [NIABHOM I'PYIIION

G — Ha3HAYNUTH BTOPUYHOMN TPYIIIION

# usermod —a —G dekanat,wheel dekan

# usermod —a -G dekanat,wheel sotrudnik

# usermod —a -G dekanat,wheel admin_dek

6.3 MoHmupoegaHue ¢hatinnogol cucmemsi rioeudecko2o moma LVM

# mkdir / home / admin_dek / AEKAHAT - co3nanue TouKM MOHTHPOBAHHS
# mount —t ext4 / dev / mapper / vdisk1-lvl / home / admin_dek /
JEKAHAT - montupoBanue (aitioBoii CHCTEMBI IOTHYECKOTO TOMa

# df —m / home / admin_dek / JEKAHAT — npoepka 11cKoBOro npocTpaH-
cTBa

# Is /nome/admin_dek/ TIEKAHAT

6.4 KomaHdbl Alt Linux 0159 pabomsi ¢ chatnamu u kKamaro2amu

6.4.1 Co30aHue kamarsoea

# mkdir <ums karanora> - co3manue kaTaiora
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# mkdir -p/ JEKAHAT
6.4.2 CmeHa snadenbya Kamarsioea
# chown admin_dek:group_dek / IEKAHAT

6.4.3 CmeHa cpyriribl gradesrnbues Kamarsioaa co 8CeEMU 8I10)KEHHbIMU Kama-

Jioeamu U haunamu
# chgrp —R group_dek / TEKAHAT

6.4.4 YcmaHoska 803MoxHOCcmMu co3dasamsb ¢hbalinibl 8 kKamaroae Oris Yrie-

HO8 2pynribl

YCTaHOBI/ITb, 4YTO YJICHBI I'PYIIIIbI I0JIb30BaTeIICH group_dek JOJIDKHBI UMCTb

BO3MOKHOCTB co3aBath ¢aiinsl B kataigore JEKAHAT.

#chmod -R 770 / IEKAHAT

6.4.5 YcmaHoska ripuHadnexHocmu ¢palinos 2pyrine rnosb3oeamerel

Vcranosuts, 9to Bee (aiinsl, cosnannsie B karanore JEKAHAT, nomkasr

NpUHAJIEXATh TpyIe nonb3osareneii group_dek.

#chmod -R 2770 /AIEKAHAT

2 —o3nauaem, umo exouén oum Setqgid u cozoasaemvie haiinvt nacnedyrom my sice
2PYnny, 4mo U Kamanoz, @ 6HOBb CO30A8AEMble B10MCEHHble Kamanozu 0yoym
Hacnedosams Setgid pooumensvckozo
B nucmunee Is —la B paspemnenusx rpym oyaet Fws
6.4.6 YcmaHoeka eo3moxxHocmu 0515 nosib3o08ameriel yoarnsime U3 Kamarsioaa
MOIbKO rpuHadnexauwue um gausbi

VY CcTaHOBUTH, UTO MOJIH30BATENN JTOKHBI HIMETh BO3MOXKHOCTD yJIaJsTh U3 Ka-

tanora JIEKAHAT rtonsko npunamiexarme um (aisl.
# chmod +t/ IEKAHAT

B mucrunre IS —la B paspenienusx npouunx 6ymger --T
6.4.7 Co30aHue ¢halsos
# touch / IEKAHAT / IIPUKA3BI /IIpuka3061121.txt
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6.5 YnpaeneHue pacwupeHHbIMU ripasamu docmyna K ¢haurniam u kamarso-

2am c ucriosnib3osaHuem ACL
6.5.1 [lposepka mekyuwux npae docmyrna K Kamarozay
# getfacl | IEKAHAT / IPUKA3bI

6.5.2 YcmaHoeka npae docmyna k kamaroay

# setfacl -m u:dekan:rwx, u:sotrudnik:r-- / JTEKAHAT / IIPUKA3bI
# setfacl —m u:sotrudnik:rwx, u:dekan:r-- / IEKAHAT / UH®OPMAIIUS



