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1 Uenb paboTbl.
Lenbto paboThI sIBIISIETCA MPUOOPETEHNE HABBIKOB!

- HACTPOUKH CETEeBBIX MHTEep(elicoB pabounx cTtanuuu u cepsepos Alt Linux,
- co3aauud JokaiabpHOoI IP-cetn,

- UCIIOJIB30BaHUs CPCACTB YAAIICHHOI'O A AIMUHUCTPHUPOBAHUS.

2 TeopeTuyeckasa 4yacTb
2.1 Hacmpouka cemesbix uHmepgeucoe OC Alt Linux

2.1.1 Adpecayus 8 IP-cemsx
Kaxapiii y3en IP-cetn umeeT agpeca TpexX TUIOB:

- pusuueckwuit agpec (MAC-aapec)
- cereBoit anmpec (IP-agpec)
- cuMBOJTBHBIH azipec (DNS-ums)

- pusuueckuii agpec(MAC-aapec)
Kaxkmoe cereBoe ycTpoiicTBO — cereBoii amamrtep, amanrep Wi-Fi, mogem —

MMEET CBOW MEePCOHANbHBIA HACHTU(PHUKATOP, OTIMYAIOMIMICS OT UACHTUPUKATOPOB
BceX Apyrux ycrpoicts. Takum uaeHtudukatopom siisgercs MAC-aapec (Media
Access Control — Yrpasienue goctynom Kk cpene nepenaun) win Hardware Address
(Anpec ycTpoicTBa), KOTOPBIi MpeACTaBISIET COOO0H IIeCTHAIIATEPUYHOE YUCIIO 13 12
udp, Hanpumep 00:04:ac:26:5e:8e. Peructp cMMBOJIOB 3HaYCHUSI HE UMEET.

Jlns ceteBbIX yeTporcTs nepsbie aBe mudpsl MAC-aapeca — Bcerna 00. IlepBrie
6 nudp aapeca - Koa MPou3BoOAUTENSA 000pyIoBaHUs. Bes mpoaykius, BeITycKaeMast
C OTUM KOJIOM, MPHUHAJICKUT OJHOMY npousBoautento. [locnenqnue 6 uudp — 3to
CEpUIHBIN HOMEP YCTPOMCTBA.

Nmenno MAC-anpec siBsieTcsl yHUKaIbHBIM HICHTU(PUKATOPOM JIJIsT KaXK0TO
BBINYIIEHHOI'O CETEBOr0 YCTpOMCTBa. biaromapsi CBOeM CTPYKType — IIECTH Mapam
IIECTHA/IIIATEPUYHBIX YUCEN, KOJn4decTBO BO3MOXKHbIX MAC-aapecoB cocTaBiisieT 248
Cuuraercs, 4TO TAKOro KOJIMYECTBA aIpECOB JOHKHO XBAaTUTh 10 2100 roxa.

B mmpoxoBemarenbHbIX CETAX, TAKUX, Kak ceTH Ha ocHoBe Ethernet, MAC-

aJIpCC MO3BOJIAICT YHHUKAJIBHO I/II[eHTI/I(bI/H_II/IpOBaTB K&)I(I[BIﬁ y3€JI CCTU N JOCTABJIATH



CIIO JIa6.pabora Ne 5(OC Alt Linux) (CeteBbie unTepdericel pabounx craniuii u cepsepos OC 4
Alt Linux. CpeznctBa yaan€éHHOTO aIMUHHCTPHPOBAHH )

UH(GOPMALIUIO TOJIBKO ATOMY Y31Ty.

- ceteBoii aapec(IP-agpec)
DTOT aapec HCIONB3yeTCs Ha cereBoM ypoBHe. OH  Ha3Hayaercs

aIMUHUCTPATOPOM BO BpeMsi KOH(PUTYpUPOBaAHUS KOMITBIOTEPOB U MAPIIPYyTU3aTOPOB
CETH.

IP-anpec cocTout u3 AByX yacTei: HOMEpa CeTH U HOMepa y3Ja.

Howmep cetn BrIOMpaeTCst aAIMUHUCTPATOPOM TTPU KOHPUTYPHUPOBAHUH CETH.

Ecnu ceth nomkHa ObITH BKIIOUEHA B Internet, To Homep cetu Ha3HayaeTcs 1Mo
peKoMeHIanuu crenuanbaoro nmoapasaeiacuus Internet (Network Information Center,
NIC). [Ipopaiineps! yciyr Internet mosydarot auarmasoHbl apecoB y HOIpa3aciIeHU
NIC, a 3aTem pacrpeAenstoT uX MKy CBOUMU KIMEHTAMH.

Kaxnapiii y3en MoXXeT BXOAUTh B HecKoJibko IP-ceteit. B sTtom ciyuae yzen
JIOJDKEH UMETh HECKOJIbKO |P-anpecoB, ¢ KaKJIbIM U3 KOTOPBIX CBSI3aH CBOM CETEBOM

uHTepdeic.

2.1.2 HasHayeHue cmamu4decKux IP-adpecos paboyum cmaHuyusm cemu.
[Tpu HeGompIioM pasmepe JIokanbHOM ceT |IP-aapeca pabouux cranimii MOTyT

Ha3HA4YaThCSd aIMUHUCTPATOPOM CETHU Bpy4HYI0. KaxkaoMy KOMIBIOTEPY JIOKATBHOM
CETH B OTOM Cily4ae HasHavyaercs crarndeckuii |P-aapec suna 192.168.*.*. Taxkoii
CTaTUYECKUH aipec Bceraa OyaeT OCTaBaThCs MOCTOSHHBIM U OyJeT BUJIEH TOJHKO B
npeaenax JOKaJIbHOM CETH.

Ucnonb3oBanue crarnueckux IP-anpecoB mpu opraHu3aiuu JIOKaJIbHOW CETH

IMMO3BOJEICT MPOIIC aAMUHHUCTPHUPOBATL U YIIPABJIATH CCTHIO.

2.1.3 Cemesbie uHmMepghelcbl
Hactpotika pabouux cTaHiuii ajis paboThl B TOKAJILHON CETH U MOIKIIOYEHUS K

cetu HHTEpHET CBOIUTCA K HACTPOHKE CETEBBIX HHTEPGEHCOB OMEpaIMOHHON
CHUCTEMBI.

C ToYkHM 3peHusl OMNEepPallMOHHON CHCTEMBbl CETEBOM HMHTEpdeiic ornpeaenser
IIPAaBWJIa B3aMMOJEUCTBHUE C YCTPOMCTBOM, YEpPE3 KOTOPOE OINEPALMOHHAS CHCTEMA

IoJIiydact M I1epeaact IP-nakeTsl. OCHOBHBIMU YCTpOﬁCTBaMH, ITO3BOJIAIOIINMHA
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OpPTraHU30BBIBATH B3aMMOJICHCTBUE 110 CETH, SIBISIOTCS ceTeBbie ananTepsl (Ethernet-
KapThl).

Kaxnapiii cereBoit mnTepdeiic ompeaensiercs HasBanueMm U IP-aapecom y3na
cet. |P-makeThl, mpeqHa3HAYCHHBIE OMPECICHHOMY aJpecary, HampaBIsioTCS Ha
OTIpe/IeTICHHbIE CETEBBIE NHTEP(ENCHI.

Takum o6paszom, korma peusb uaet o IP-aapece y3ma, Bcerna umeercs B Bumy |P-
ajZipec OIpeneNEHHOro0 CeTeBOro MHTepdeiica NaHHOro y3na. Kaxaplil y3en MoKer
MMETh HECKOJIBKO |P-apecoB U COOTBETCTBEHHO HECKOJIBKO CETEBBIX HHTEP(EICOB.

Ha3Banue cereBoro wuHrepdeiica onpenensieTcss TUIIOM TPaHCIOPTHOIO
IPOTOKOJIA U TOPSIIKOBBIM HOMEPOM.

Jlnst mpoTtokosta |IP TparcnopTHBEIME poToKoiiamu siBisitotest Ethernet u PPP.

IMostomy jns cereit Ethernet B nasanue unrepdeiica ucnonssyercs npepukc eth, a

mist coemuuenuit PPP (Point-to-Point Protocol) — npeduxc PpP.
Takum oOpa3oM, eciau B OINEPAllMOHHOM CHUCTEME Yy3jJa MPUCYTCTBYET

Heckobko uHTep(eiicos Ethernet, To nepsslii 6yaer umets nassanue €th0, a Bropoii

ethl.

Kpome TOro, BHE 3aBUCHMOCTH OT THIIA CHUCTEMbl M HAJIWYUS JPYTUX
uHTEp(eiicoB, B ONEPAIMOHHON CHCTEME y3JIa BCETIa MPUCYTCTBYET TaK HA3bIBAEMBIi
xombuesoit untepdeiic 10 (Local Loopback), xoropsiit umeer IP-agpec 127.0.0.1.
OtoT uHTEepdeic SABISETCS BUPTYAIbHBIM U, B OTJIMYUE OT JIPYTrUX HHTEP(QEICOB,
MOPSIIKOBOTO HOMEPA HE MMEET.

Hanmuuue B cucreme xoTss Obl OJHOrO ceTeBoro wuHTepdeiica sBIsSIETCS

oOsi3arenbHbIM. Afipec 127.0.0.1 Bceraa agpecyeT JaHHYIO JOKAIbHYIO MAIIUHY.

2.1.4 Cucmembl yripasrieHUs1 cemeesbIMu UHmMepghelcamu
B OC Alt Linux, xak 1 B OOJILITUHCTBE COBPEMEHHBIX AUCTpUOyTHBax Linux,

HCITIOJIB3YIOTCA PA3JIMIHBIC CUCTCMbI YIIPABJICHUA CECTCBBIMU COCIUHCHUSAMU.
B HacToAlmee BpPCMsA CCTb IABC OCHOBHBIX CHCTCM VIIPABJIICHHA CCETCBLIMU

coemquneHusimu: NetworkManager u Systemd-networkd (mis coBmectumocTh
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moJiepKuBaeTcss  Takke w cucrema Ifupdown ¢ Hactpoiikamu B
/etc/network/interfaces).

Ceresbie Mmenexepsl NetworkManager u Systemd-networkd nmeror pazayro
(YHKIIMOHAJIBHOCTh, HACTPAUBAIOTCS MO-PA3HOMY M B Pa3HBIX MECTAaX XPAaHAT CBOU
HACTPOMKHU.

Memnemxkep ceteBbix coeauaennii NetworkManager ucrosb3yeTcss BO MHOTHX
auctpuOytuBax Linux. Jloruka, peammsoBanHas B NetworkManager, mo3Bossier
MOJIEP’KUBAThH IMOCTOSSHHOE COEJUHEHHUE C CEThIO MO JOCTYITHOMY B JAHHBI MOMEHT
CETEBOMY HWHTEp(EeNCy U3 3aJlaHHOTO MOJb30BATEIEM MHOXECTBA CETEBBIX
uHTephEencoB.

Oo6bruno NetworkManager wucronb3yercss Ha pabOYMX CTAHIHUAX, MOCKOIBKY
o umeeT GUI-unTepdeiic 17 Bcex MOMyIsipHbIX TpauuecKuX OKpykeHuil. B ciydae
HACTOJIbHBIX KOMIIBIOTEPOB U HOYTOYKOB, KOTOpbIE PAaOOTAIOT C HENOCTOSHHBIMU
KOH(UTYpaIusIMi TPOBOJHBIX M OCCIPOBOIHBIX COCAMHEHHUN, MEHEKEpP CETEeBBIX
coeaunenuit NetworkManager ocraercs mpeAno4TUTEIbHBIM BEIOOPOM.

Onnako Ha cepBepax Linux wucnons3oBanue NetworkManager He
1esiecoo0pas3Ho, T.K. OH MOoTpedIsieTr MHOTO pecypcoB. NetworkManager 3anumacT B
orepaTuBHON maMsaTH okojio 20 M6, B To BpeMms kak Systemd-networkd u systemd-
resolvd Bmecte 3aHrMarOT MeHbIe 2 MO.

Menemkep cereBbix coemuHeHuit Systemd-networkd sBisercs omHuM u3
KOMITOHEHTOB CHCTEMbl WHHIManm3anuu Systemd, kortopasi mpencrasisieT co0oit
CJIOKHYIO CUCTEMY JIJISl YIIPABJICHUS CUCTEMHBIMU CITyKOaMu.

C mnomompio Systemd-networkd mokHO HacTpouTh HHTEP(EHCHI CETEBBIX
YCTPOMCTB, pabOTAIOIINX C CETSIMH, B KOTOPBIX UCHOJIb3YyIOTCs Kak cepBepsl DHCP,
TaKk M craruueckas aapecauus. OH TaKKe MOXKET HCIOJIb30BAaThCA ISl HACTPOUKH
BUPTYaJIbHBIX CETEBBIX MHTEP(HENCOB, MO3BOSIOIIMX PEaTU30BaTh MOCThI, TYHHEIN
WIH BUPTYabHbIE CETH.

Systemd-networkd wuHTerpmpoBan ¢ ocTampHBIMH KOMIIOHeHTamu Systemd
(Takumu, Kak cucteMHas ciyx6a Resolved, mpemnaznadeHHas i pa3penieHHS

JOMEHHBIX HMMEH 1o mnpotokony DNS, cucremnas cayx6a Timesyncd,



CIIO JIa6.pa6ora Ne 5(OC Alt Linux) (CeteBbie unTepdeticel pabounx craniuii u cepsepo OC 7
Alt Linux. CpezacrBa yaanéHHOro aMUHUCTPUPOBAHHS)

IpeaHa3HaYeHHasl JUIsl CUHXPOHM3aunu BpeMeHu 1o nporokony NTP u cucremuasn
cmyx6a Udevd, mnpenHazHaueHHass UIs OTCIICKHUBAaHHS COCTOSHHS allapaTHBIX
YCTPOMCTB).

CereBoii menemkep Systemd-networkd Oonbie moaxomuT it cepBEpOB,
KOTOpbIe pabOTalOT C OTHOCUTENBHO CTAaOWJIBHBIMU KOH(QUIYpalMsIMH CETEBbIX

uHTEp(PEeicoB.

2.1.5 Ucnonb3oeaHue cepasuca Netplan
Cepeuc Netplan mpemocraBisieT ypoBeHb YIPAaBICHHS, HAXOISIICTOCS Haj

ceTeBbIMU MeHemkepamMu. OH TPEenoCTaBiIsIeT BO3MOXXHOCTH OIMHUCHIBATH CETEBYIO
KoH(purypanuio B euHoN yHuduimpoBanHoi popme. 3aTeM 3Ta KOHPUTYpaIs IPU
nomotu Netplan nmpeo6pasyetcst B HaCTpOWKH IJIs1 OJTHOTO U3 CETEBBIX MEHEKEPOB.

CereBas kondurypaius B Netplan onucsiBaeTcst mpu HOMOIIHU CIIEIHATBEHOTO
s3pika pazMeTkn YAML. OcoOeHHOCTBIO sI3bIKa SIBISIETCS MCIIOJIb30BAHUE OTCTYIIOB
1 (POPMUPOBAHMSI CTPYKTYPHI MOIe. [ OTCTYIOB UCTIONB3YIOTCS MPOOETBI (Yare
BCEr0 UCHOJb3YIOT JIBa UJIM YEThIpe podena).

Crpykrypa YAML-(aiina cocTtouT u3 moned M WX 3HAYEHUH, KOTOpbIE
OTJIENSIOTCSl IBOETOYMEM, B KayeCTBE 3HAYCHHS MOTYT BBICTYNAaTh YMCIA, CTPOKH,
CIUCKH WJIN APYyTUE TOJIS.

Bce kondurypamnmonnsie ¢aiier Netplan xpansites B nupexropuu /etc/netplan.
Nwmst daiiia MOKeT OBITH JIFOOBIM, ¢ 00s13aTeIbHBIM paciuperrem .yaml. Ecim daiinos
HECKOJIbKO, TO OHU 00pabaThIBaOTCS B alI(paBUTHOM TOPSJIKE.

[Tocne cozmanms ceTeBbIX KOHPHUTypaIuii ¢ TOMOIIBIO TEKCTOBOTO PEIaKkTopa,
Ha OCHOBE OJTHX onucaHuidi c¢ mnomomblo komana Netplan  cosmarorcs

KOH(UTypaloHHbIe (aiibl JUisi KOHKPETHOTO CETEBOT0 MEHEIKepa

2.2 Cpedcmea yOanéHHo20 aOMuHucmpuposeaHus Alt Linux

2.2.1 Ucnonb3oeaHue rnpomokosna SSH
[TpoTokon SSH mo3BosisieT OCYIIECTBIATh O€30MAaCHBIM YIANEHHBIN AOCTYI K

YIPABJICHUIO CEPBEPOM.

[Iporokon mmdpyer Bech Tpaduk, MNPEAOCTaBIAT  MaKCUMAIbHYIO
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KOH(UICHIIMATEHOCTb.

s pabotel o mpotokony SSH Heobxoaum SSH-cepBep n SSH-kJmenT.

CepBep TMpOCIYIIMBACT COCAMHEHHS OT KIMEHTCKHX MAIIMH €W TIPH
YCTAaHOBJICHUHM CBSA3M MPOU3BOAUT ayTCHTU(DUKAIMIO, TOCIE 4YEero HayuHaeT
oOCTy’)KMBaHUE KIIMCHTA.

KnueHT ucmomnp3yeTcss I BXOJa Ha yNaN€HHYIO MAIUHY W BBIMOJTHCHUS
KOMaHJI Ha cepBepe.

B Alt Linux B kauectBe SSH-cepBepa ucnosb3yercs maker openssh-server. B
kauecTBe SSH-K/MeHTa B CEpBEPHBIX U JECKTOMHBIX BEPCUAX HCIOIB3YETCS MaKeT

openssh-client

2.2.2 Ncnonb3oeaHue seb-uHmepgbelica ueHmpa ynpasneHusi cucmemol
Lentp ympasnenus cucremoit (I[YC) Alt Linux umeer B CBOEM cocTaBe B TOM

quciie M BEO-OpPUEHTUPOBAHHBIM HHTEpdeiic, MO3BOJAIOIUN YIPaBISITh JaHHBIM
KOMIIBIOTEPOM C JIFOOOTO IPYroro KOMITBIOTEpPA CETH.
Pa6oty ¢ 1Y C M0HO MpOBOIUTH ¢ IMTOMOIIBIO JIFOOOT0 BeO-Opay3epa

BeO-untepdeiic LIYC MOxkHO HacTpauBaTh, BHIOPAB OJMH M3 PEKUMOB: —
OCHOBHOM PEXHM; — PEXKHUM OJKcrmepra. BpiOop pexuma BIUSET Ha KOJIUYECTBO
oToOpaxkaeMbIX MoAyJeil. B pexume skcnepra oTOOpa)karoTCs BCE MOAYNIH, a B
OCHOBHOM PEXXHME TOJILKO HanboJIee NCIOIb3yEMBIE.

LlenTp ynpaBieHUs] CUCTEMON COJEPKUT CHPAaBOYHYIO MH(OPMALIMIO O BCEM
BKJIFOUEHHBIM B HET'O MOJTYJISIM.

O0 wuCnonb30BaHUU caMoOro HUHTepdenca CHCTEeMbl YIPABICHUS MOXKHO
NpOYUTATh, HAXaB Ha KHONKY CripaBka Ha HaYaJIbHOM CTPAHUIIE LIEHTPA YIPABJICHUS
CHUCTEMOM.

[Toce paboTHI C IEHTPOM YIIPaBJICHUS CUCTEMOMH, B IIEsAX 0€30MacHOCTH, BEO-

uHTepdeic HeoOX0IUMO 3aKPHITh.
3 BbinonHeHue paboThl
3.1 3adaHue

1. YcraHoBUTH BHUPTyajbHbIe MAallUHBI PabO4YMX CTAHIUH C ONEPalMOHHBIMH
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cucremamu Alt-Pa6ouasi cranuus u Alt-cepsep.

2. TloaxmouuTh CeTeBble aanTepbl BUPTYATbHBIX MAIIWH JJIs MOAKIIOYEHHUS K
BHEIIHEW CETU U JIOKAIBHOM CETH.
3. 3amycTUTh BUPTyaIbHBIC MAIITUHBI
4. YcranoButh naker Netplan Ha pabouyro CTaHIIMIO B CEPBEP
5. C moMomipl0 TEKCTOBOTO penakTopa omnucaTh Ha sizbike YAML cereBbie
KoH(purypanuu paboueid craHuuu u cepepa. [ pabGodeit craHIUU
UCII0JIB30BaTh ceTeBoi Menemkep NetworkManager , a 1is cepBepa — ceTeBOi
MeHepkep Systemd-networkd
6. Komangamu Netplan co3mate koHurypanuoHHble  (aiabl  CETEBBIX
MEHeKepOoB paboueli CTaHINK U CEpBepa
7. IlpoBepuTh NpaBUIBHOCTH YCTaHOBKH IP-aqpecoB pabounx cTaHLUi JIOKATbHON
CEeTH
8. Hactpouth cpenctBa yman€HHOTO aJAMHHHUCTPUPOBAHUS — mpoTokon SSH u
HenTp Ynpasiaenus Cucremoii
3.2 [lNopsidok ebinosiHeHuUs1t pabomsi
. Boiitu B cucteMy nog yuérHoii 3ammckio Stud_ XX, rae XX - nnaexc rpymms..
Mapons StUAXX

3anyctuts nporpammy Buptyamusanuu Oracle VM VirtualBox

3.2.1 YecmaHosumb u Hacmpoums supmyarbHyto MawuHy wsl-alt10

1.

Umnoptuposats BupTyanbHyto Mamuny WS1-Alt10 ¢ ycranosnennoii

onepaionHoii cucremoit Alt Padouasi cranums:

\home\OC-CIIO\Cern Alt \ wsl-altl0.ova

2.

B nactpoiikax CeThb Manmabl

- BrrounTh Aganrep 1

- BBIOpaTh Tun noaxmodeHus: NAT

- BKJIIOYKTH AfanTep 2

- BBIOpaTh THI NoAKIIOUeHUs: BHYTpeHHASA ceTh
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3. 3anycTuTh pabouyro CTAaHIIUIO wsl-altl0 (mosp30BaTEb admin_ws apoJib

adminws)

3.2.2 Hacmpoumb cemesbie uHmepgelcnsl paboyet cmaHyuu wsl-alt10
3adaHue

Heobxomumo Ha WS1-alt1l0 mactpouts cereBble MHTEpdeElich! s BBIXOAA B
VHTEpHET Yepe3 XOCT-KOMIILIOTED M JUIS CBS3H C Y3JIaMH JIOKAJIbLHOM CETH.

Jlits 5TOro HeoOXOAUMO HACTPOMTH JBa CeTeBBbIX MHTepdeiica — eNPOS3 s
BBIX0JIa BO BHEIIHIOK CETh, U enpOs8 JUIS CBSI3H C JIOKQJILHOU CETBIO.

Nurepdeiicy eNP0s3 6yxer nasnavarses |P-aapec or Buemmero DHCP-
cepBepa mnporpamMmbl BupTyanusanuu VirtualBox. Ecmm B mpomecce
YCTQHOBKM pabodell CTaHLIUM XOCT-KOMIBIOTEP ObLI IOAKIIOYEH K MHTepHETY, TO
untepdeiic eNPOS3 akTuBUpyeTCs ABTOMATHYECKH.

Unrepdeiic €nNP0S8 mnpennasnasen s HasHadeHune pabodedl CTaHIMU
craruueckoro IP-agpeca 192.168.100.101 u macku 255.255.255.0 ps paGoter B

JIOKAJIbHOM CETH.

[NopsiOoK 8bINONIHEHUS

1. Boiitu B cucremy mon yuétHoit 3amuckio Foot
2. YcraHoBUTh Ha paboueii cranuuu naker Netplan
3. Onucath ceTeByl0 KoH(pUTypaiuio pabodyed CTaHIMM Ha S3bIKE PA3METKU

YAML s ¢aiine /etc/netplan/config.yaml
4, Cosznatp (aitn koHpurypauu 1j1si BRIOPAaHHOTO CETEBOTO MEHEKepa

d. [IpocmoTpeTh ceTeBbie HHTEP(DEICH pabodeit cTaHIiH
3.2.3 YcmaHosumbe U Hacmpoume supmyarnbHy mawuHy server-alt10
1. NmrnioptupoBate BUPTYaAIbHYIO MaluMHy SEIVe r-Alt10 c YCTaHOBJIEHHOMN

onepauuonHoii cucremoii Alt cepBep:

\home\OC-CIIO\Cernu Alt\ server-alt10.ova
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2. B nactpoiikax CeThb BUPTyaabHOM MalIHHBI
- BrrounTh Aganrep 1
- BBIOpaTh Tun noaxmodeHus: NAT
- BKJIIOUMTH AJlanTep 2
- BBIOpaTh TUI NOoAKII0YeHus: BHYTPEHHSISA ceTh
3. 3amyCTUTh CepBEp server-altl0

(nonw3oBarens FOOt mapons adminroot)

3.2.4 Hacmpoumb cemesbie uHmepgelcnl cepsepa server-alt10

3adaHue.

Heobxomumo Ha Server-alt1l0 nacrpouts cereBble muTEpQEICH IS BHIXOAA B
VHTEpHET Yepe3 XOCT-KOMIILIOTED M JUIS CBS3H C Y3JIaMH JIOKAJILHOM CETH.

Jliis 5TOro HeoOXOAMMO HACTPOMTH IBa CeTeBhIX MHTepdeiica — ENPOS3 mus
BBIX0JIa BO BHEIIHIOK CETh, U enp038 JUIS CBSA3H C JIOKQJILHOU CETBIO.

Unrepdeiicy enP0s3 Gyner nasnayarses |P-aapec or suemnero DHCP-
cepBepa mnporpamMmbl BupTyanmusanuu VirtualBox. Ecmm B mpomecce
YCTAaHOBKH pabouell CTaHLUM XOCT-KOMIBIOTEP ObLI IOAKIOYEH K VMHTepHETYy, TO
untepdeiic eNPOS3 akTuBUpyeTCs ABTOMATHYECKH.

Unrepdeiic €nNP0S8 npennasnasen s HasHadeHume pabodveil CTaHIMU
crarnueckoro |P-anpeca 192.168.100.100 u macku 255.255.255.0 ps paGoter B

JIOKAJILHOU CETH.

[Nopsi0oK 8bINONIHEHUS
1. Y CTaHOBUTH Ha CEPBEPE MAKETHI netplan 1 Nano
2. Onucath ceTeByr0 KOHPUTYypaluio cepBepa Ha a3bike pazmeTku YAML B daiine
/etc/netplan/config.yaml

1. Cosznath Qaitn koHGUTYpauu 11 BHIOPAaHHOTO CETEBOTO MEHEKepa

2. [IpocmoTpeTs ceTeBbie HHTEP(DEICH cepBepa
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3.2.5 lposepumb cemesblie coeduHeHuUs1 cepeepa u paboyel cmaHyuu IP-
cemu
[IpoBepuTh ceTeBoe COENMHEHHE KIIMEHTa U CEpBEpa CETH.
3.2.6 Hacmpoumsb cnyx6y SSH 0ns ydanéHHo20 docmyrna K cepsepy
1 Cosnath Ha cepBepe S€ rver-alt10 noms3oBatens admin_ssh
2 [IpoBeputh craryc ciyx061 SSH Ha cepBepe u pabodeil cTaHH
3. [Ipu HEOOXOIUMOCTH BKIIFOUUTH CITY>KObI
4 N3mMeHuTh NopT, HA KOTOPOM JIOJKHA padoTaTh CyKoa.
6 OTKpbITh Ha paboueil cranimu SSH- coearHeHNEe ¢ cepBepoOM
7. 3akpbiTh SSH-coenuHenue
3.2.7 Hacmpoums 8eb-uHmepgbelic ueHmpa yrnpasneHusi cucmemol
1. Ha paboueti craniuy, ncnoin3ys Beo-opaysep Mozilla Firefox, moakimrounThest

k Lentpy Yupasnenus Cuctemoii cepsepa 1mo cebuike https://192.168.100.100:8080

YuérHas 3anuchk . root [Taposs - adminroot
2. O3HaKOMHUTHCS ¢ OCHOBHBIMHU BO3MOXKXHOCTAMHU [[YC

e VYCTaHOBUTH apaMeTpbl OOHOBIICHUSI CUCTEMBbI
4 KoHTpoOnbHble BONPOCHI
1. B uéwm 3akimtouaercsa HacTpoika ceTeBbIX HHTEP(hECcOB padOUMX CTAHIIHMA
cetu?
2. B kakux cnyyasx yaoOHO ucmosib3oBaHue cratuueckux |P-ampecos

pabounx CTaHIMI?

5 Jlutepatypa

1. Komsarun B.b. YcranaBnmuBaem u nactpamBaem Ubuntu Server: OOO
«M3natensctBo Tpuymdy», 2012.-255 ctp. :u.
2. Heryc K. Ubuntu u Linux ans npoaBunythix: 2-¢ usn. — CII6.: [Turtep, 2014. —
384 c..un
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6 lMpunoxeHune

6.1 Bxod e cucmemy Ha paboyel cmaHuuu Mol y4YémHol 3anucbio
root

1. Otkpeith nporpammy TepMHUHAJ
2. Ilepeiiru na tty2(Ctrl-Alt-F2)

3. Boiitu root/adminroot

6.2 YcmaHoeka nakemos
# apt-get update

# apt-get install netplan

# apt-get install nano

6.3 Cemeeasi KOH¢huaypauusi paboyeli cmaHUuUU Ha si3blKe pa3Memku
YAML e ¢paiine /etc/netplan/config.yaml
network:
version: 2
renderer: NetworkManager
ethernets:
enp0s3:
dhcp4: true
dhcp6: no
ethernets:
enpO0s8:
dhcp4: no
dhcp6: no
addresses: [192.168.100.101/24]

6.4 Cemeeasi KOHpuaypauyusi cepeepa Ha si3bike pasmemku YAML e
¢gadune /etc/netplan/config.yaml
network:
version: 2
renderer: networkd
ethernets:
enp0s3:
dhcp4: true
dhcp6: no



CIIO JIa6.pabora Ne 5(OC Alt Linux) (CeteBbie unTepdericel pabounx craniuii u cepsepos OC 14
Alt Linux. CpeznctBa yaan€éHHOTO aIMUHHCTPHPOBAHH )

ethernets:
enpO0s8:
dhcp4: no
dhcp4: no
addresses: [192.168.100.100/24]

6.5 Co3daHue ¢palina KoHgu2ypayuu Onsi cemeso20 MeHedxepa
# netplan apply

# netplan generate

6.6 [Iposepka cemeeabix coeQUHeHUll cepeepa u paboyel cmaHyuu
# ping 192.168.100.100

# ping 192.168.100.101

6.7 Co30aHue Ha cepeepe server-alt10 nonb3oeamensi admin_ssh
# useradd admin_ssh

# passwd admin_ssh(adminssh)

6.8 KomaHObI cnyx6bl SSH Ha cepeepe u paboyeli cmaHyuu
# systemctl status sshd - nposepxka craryca ciryx6m1

# systemctl start sshd - zamyck ciryx6b1
# systemctl stop sshd - ocranos ciayxGwbI
# systemctl disable sshd - orkmrounts 3anmyck Bo Bpemst 3arpysku crucTeMbl

# systemctl enable sshd - zanyckars ciayx0y Bo Bpems 3arpy3ku cucTeMsl

6.9 WU3MeHeHUe HOMepa nopma Ons cinyx6bbi SSH.

# systemctl stop sshd

# nano /etc/openssh/sshd_config

- HaliTU, pACKOMMEHTUPOBaTh U U3MeHUTh (#Port 22). YkazaTe 3Hauenue nopra 2222.
- COXpPaHUTb U3MCHCHHUAI.

- 3aIycTUTh SSH 1 poBepuTh cTartyc.

Ilo ymonanuio SSH nacmpoen na 22 nopm. Kenamenvno mensams nopm.
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6.10 Omkpbimue u 3aKpbimueSSH-coeduHeHUs1 ¢ cepeepom

# ssh admin_ssh@192.168.100.100
# exit.



