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1 Uenb paboTbl
[lenbto paboOTBI SABJISICTCS 3HAKOMCTBO C TOJUTUKOM YYETHBIX 3amucei

MOJIb30BaTEIC U I'pyIin II0JIb30BaTEIICH B OIICPAIIMOHHBIX CHCTCMAX ceMEHCTBa

Linux

2 TeopeTuveckas 4acTb

2.1 [lonb3osamenu OC Linux.

2.1.1 Twnbl nonb3oBaTeneu
B OC Linux cymecTByeT TpU TUIIa MTOJIb30BATENEH:

o root(oT aHrJI. root - KOpeHb) — CYMNEPIOIb30BaTEIb, KOTOPHIA HUMEET
npaBo Ha BeinoJiHeHUE Bcex koMaHl OC. IIpucyTcTByeT B cCUCTEME IO YMOITYAHUIO.
B Ubuntu no ymonyaHuio akkayHT root OTKJIFOYEH, TOITOMY YTOOBI BOUTH

o1 Y4ETHOM 3aMMKUChIO 100t , HEOOXOIUMO BKIIFOUUTD 00t aKKAYHT.
o CucremMHbIe MOJIb30BATEH - CUCTEMHBIE MPOIECCH Y KOTOPHIX €CTh
YYETHBIC 3alUCH JIJIs1 YIIPaBJICHUs IPUBUIECTUAMH U MpaBaMu JI0cTyna K (aitnam u

KaTajJoram. COSI[a}OTCH CHUCTEMOM aBTOMATUYECKHU.

° OObluHBbIE MOJB30BATEJM - YUYETHBIE 3alKCU IOJIb30BaTEIIEH,
JOMYUIEHHBIX K  YOPaBICHUIO  CHUCTEMOM. Co3pmaoTcs  CUCTEMHBIM
aIMUHUCTPATOPOM.

Kaxx11p1il monbp30BaTeb UMEET CUMBOJIBHOE UM M YUCIIOBOU UACHTU(PUKATOP
noss3oBaresss UID (User IDentificator).
e [lonw3oBarens root umeer UID=0.
e Cucremusblie noas3oBareyan umerotr UID or 1.
e OO0b1unbIe noan3oBarenau umeror UID ot 1000.
[Tonb3oBaTen MOryT BXOAUTh B rpymmbl. Kaxaplii mosib3oBaTeNb
00513aTeIbHO BXOJUT B OAHY HJIHM HECKOJIbKO TPYII TPYIIIY.
['pynmel  umeroT uucioBoi  uaeHtuukatop rpynmnsl  GID  (Group
I Dentificator).

2.1.2 NHpopmaumsa o nonb3oBaTtensx
B cucreme npucyTcTByeT caeayromas nHGOpMalus 0 KaxkKI0M [0JIb30BaTere:
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. Wwms monb3oBatens (USEr Name) - B paMKax CHUCTEMbI MMs JIOJDKHO
OBITh YHUKAJIbHBIM. B HMeHaX [10JI2KHBI HCHOJIb30BATHCHA TOJIbKO aHIJIMHCKHE

OYKBbI, YMCJIA U CHMBOJIbI _H . (TOYKA).

. Wnentudukanuonnsiii Homep monb3oBarens (UID) -  sBisercs
YHHUKAJIBHBIM UICHTH(PUKATOPOM TIOIB30BaTENs B cucTemMe. CucTeMa OTCIe)KUBACT

nosis3oBateleii mo UID, a He mo umeHam.

. Nnentudukanuonusiii Homep rpymmsl (GID) - o6o3HadaeT rpymiry, K
KOTOPOW OTHOCHUTCS M0JIb30BaTeNb. Kax bl M0oIb30BaTeNlb MOKET IPUHAJICKATh
K OJHOW WM HECKOJbKHMM rpymnmnam. [IpruHagiexHOCTh MONb30BaTeNsl K TPYIIe
YCTaHABIMBAE€T CHCTEMHBI aJMUHHUCTPATOp, YTOOBI HMETh BO3MOYKHOCTb

OrpaHUYHBATH JOCTYII ITOJIb30BATEICH K TEM HIIM HHBIM PECYpCaM CHCTEMBI.
. [Tapoas (password) - mapoJib mosabp30BaTells B 3alU(POBAHHOM BHJIC.

. [Tommroe wums (full name) - moMHMO CHCTEMHOrO WMEHH MOMKET

MMPUCYTCTBOBATH ITIOJIHOC MM I10JIb30BATCIIAA, HAIIPUMCED, (baMI/IJ'II/IH Hu UMsI.

. Jomarnawuii karajor (home directory) - kataior, B KOTOPBIH MomaaaeT
MI0JIb30BaTENh TMOCE BX0aa B cucreMy. [10/10OHBIN KaTajmor uMeercss y KaXkKIoro

IMOJIB30BATCJIIAA, BCC IIOJIB30BATCIILCKUC KATAJIOTU XPAHATCA B IUPCKTOPHUHN /home.

. Hauvanpnas o6osouka (login shell) - komangHast obosouka, KoTopas
OyJeT 3aIycKaTbcs MPU BXOJI€ B CUCTEMY.
2.1.3 KoHdourypaumoHHble goansnbl ¢ MHGopMaLumen 0 nonb3oBaTensax

Nudopmarus 0 MOJIH30BATENSAX XPaHUTCS B CJICTYFOIIX
KOH(HUTyparMoHHbIX (aitinax.

. ®aiin  passwd (etc/passwd) - comepxur umHpOpManMIO 0
IIOJIb30BAaTCIIAX.

dopmar 3anmceit ¢aitna:

user_name:password:UID:GID:full_name:home_directory:login_shell
Ecnu maposb xpaHuTcs B 3amudpoBaHHOM BHE B (aiiie /etc/shadow, To BMecTo

napoJisi ykasbipaercs - X"
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. ®aitn group (etc/group) Conepxut uHGOPMALUIO O TpPyHIax
I10JIb30BAaTEIIEH.

®opmMar 3anuceil ¢aina:

group_name:password:GID:userl,user2,user3...

VY (aitnos /etc/passwd u /etc/group Bcerma onpeaencHHbIC MpaBa JIOCTYIIA:
YTEHHUE M 3aIKCh IS FOOL, I OCTaIbHBIX IOJIB30BATEICH ~TOJIBKO YTCHHUE.

. daiin shadow (etc/shadow) - nadopmarrs o Mapossx MoJIb30BaTeCH

B 3amudpoBannoM Bujae. Paiin /etc/shadow moxkeT mpoynTaTh TOJIBKO FOOL.

. daiin gshadow (etc/gshadow) — mrdopMarius 0 maposIsix TPyIIIL.
. daiin useradd (etc/default/useradd) - ¢haiin, 3agaroruii cBoicTBa "o
YMOJTYaHHIO" Il BCeX H00aBIISIEMBIX MTOJIb30BaTENICH.
. daiin login.defs (/etc/login.defs) - conepkuT HACTPOWKH JJIsT CO3TAaHUS
HOBBIX I10JIb30BATEJICH.
» ®@aiin skel (/etc/skel) - xaramor ¢ nedonTHBIME QailiamMu, KOTOpPbIC

KOIINPYIOTCA B I[OMaHlHI/IfI KaTaJor' KaKA0ro ImoJib30BaTeisl IpU €ro CO3AaHNU.

2.2 [lpumeHeHue rpas rosib3oeameris root 0sis 8bINoIHEHUs 3aday
admMuHuUcmpuposaHusi

2.2.1 Ncnonb3oBaHue riorMHa nosb3oBartens root
[Tonp3oBaTens rOOt MMeeT mpaBa Ha BBIMOJHEHHE JIFOOBIX JEUCTBUU U

M3MEHEeHHE JIIOObIX MmapaMeTpoB. Bce ocranbHbie MOIB30BATEIN CUCTEMbI OOBIYHO
HE UMEIOT OOJBIIMHCTBA HEOOXOIMMBIX IpaB, HAapuUMeEp, MpaB Ha YCTAHOBKY
IIPOTPaMM, IOCKOJIBKY 3TO SIBISETCS AIMUHUCTPATUBHOW OIlEpalel, IpaBa Ha
KOTOPYIO €CThb TOJIbKO Yy Iroot. Emé oaHOM pacnpoCTpaHEHHOW Olepanuen,
JOCTYITHOM TOJIBKO CYIEPIOJIb30BATEIIO, SBIIIETCA KONMUPOBAHUE U H3MEHEHUE
(baiiyoB B CUCTEMHBIX NaIKax, KyJa OObIUHbIN MOJb30BaTelb JOCTYIA HE UMEET.

B Ubuntu nmo ymonuaHuio root-akKayHT OTKJIIOYEH, MO3TOMY BOWTH MOJ
YUYETHOM 3aIUCHIO FOOt, HE BKIIFOYMB €€, HENB34.

Otkmrouenne root-akkaynra B Ubuntu 3akimrouaercss B TOM, 4TO y FooOt
IIPOCTO HE 3a7aH naposb. [1oaTOMy Il MOTYy4EeHHUs] BO3MOXKHOCTH HCIOJIB30BATh

root-jorun HCO6X0)II/IMO YCTAHOBUTDB AJIs1 HETO IIapOJib:
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sudo passwd root
JInst OTKIIIOUEeHUST YYETHOM 3aIMCH T00t, HA0 NPOCTO YIAIUTH €r0 HapoJib:
sudo passwd -l root

2.2.2 cnonb3oBaHue yTunntbl sudo
B coBpemennbix auctpuOyTtuBax Linux BMecTo root-akkayHTa m1is

BBITIOJTHCHHMSI 33124 aJIMHHHACTPHPOBAHUS HCITOJIb3yeTCsl yTHiuTa Sudo.
* Ha3nauyenue yrwimThbI SUCO
sudo - 3To yTHIMTA, MPEIOCTABISAIONIAS PUBUICTUH T0OOt JUIS BBITTOJIHEHHS
aIMUHUCTPATUBHBIX OINEpalMii B COOTBETCTBUM C TEKYIIUMH HACTPONKaMu
yTUIATHL. C TOMOIIBI0 HACTPOEK YTHIIUTHI SUAO MOKHO pa3peliaTh WU 3ampeinaTh

MTOJIb30BATEIISIM BBINOJHEHUE KOHKPETHBIX JICHCTBUM.

Ilo ymonuanuro, npu ycmanoske Ubuntu nepeomy noJibzoeameiiio
(cozoasaemomy 60 epems ycmanoeKu) npeodOCMAGNAIOMCA NOJIHbLE

npaea Ha ucnojibzoeanue sudo.

T.e. dakTuuecku TmeEpBBIA MOJB30BATEIh 00JIaJaeT TOW K€ CBOOOOM
JICUCTBUM, 4TO U rOOt.

Bce nactpoiiku Sudo, cBs3aHHBIE C TpaBaMHU JOCTYyNa II0Jb30BaTENICH,
xpaustcs B (aiine /etc/sudoers.

» IlpenocraBjieHne moJIb30BaTe 0 npas sudo.

B Ubuntu cambrii mpocToii criocod mpeIocTaBuTh MoJIb30BaTelto mpasa SUdo
- 3TO J00aBUTH TOJB30BATENS B Tpymnmy «SUdo». UneHBl 3TOH TPYIIBI MOTYT
BBITIOJTHATH JIIOOYIO KOMaH Ty yepe3 sudo .

UYtoObI 7OOABUTH MOJIH30BATEINS B TPYIITY, HEOOXOIUMO BBITIOJTHUTE KOMAHTY
usermod ot uMeHH 1oJIb30BaTeNs Foot uiu Ipyroro mosb3oBareis SUdo.

usermod —a -G sudo username

YroObl yOeauThCs, YTO y IOJNB30BAaTENs €CTh NpuBHIerHH SUMO, HamIo
BBITIOJTHUTH KOMaH 1y Whoami:

sudo whoami

Ecnu y mons3oBatens ectb 10CTyI K sudo, KoMaH/1a BHIBEIET:

root
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Ecnu mosiBuTcs cooOlieHre 00 OIMOKe «IMoJib30BaTelsi HeT B (aiiie
sudoers», 5TO 03HAaYaET, YTO Yy MOJIH30BaTENs HET IpaB sudo.

« 3anyck KoMaHAa c npaBamMu root B TepMuHane

Jlyist 3anmycka B TepMUHajIe KOMaHJbI ¢ IIpaBaMu oot Hajgo HaOpaTh nepen
KOMaHI0H UMs YTHIIMTHI SUdO:

sudo <komaHga>

[Tocne BBOmA mapoiis IMOJIB30BATENs yKa3aHHAs KOMaHAa WCIOIHUTCS OT
nmenu root.

Cucrema kakoe-To BpeMsi IOMHUT BBEIEHHBIN AP0 (COXpAHIET OTKPBITON
sudo-ceccuro). [ToaToMy TpH MOCIEIYIOIIMX BBIMOJIHCHHUSAX SUO BBOJ mapoiis
MOXeET He moTpeOoBarbes. [ TapaHTUPOBAHHOTO MPEKpAIICHUs ceccuu Sudo
HE00X0MMO HaOpaTh B TEpPMHUHAIIC

sudo -K

2.3 KomaHObI yripasneHusi rnosb3oeamersisiMu
I[JDI YHpaBJICHUS ITOJIB30BATCIIIMHA UCITOJIB3YIOTCA CICAYIONINC KOMAaHABbI:

e useradd miam adduser — 106aBUTh HOBOTO MOJIH30BATEIIS.
e passwd — 3aaaTh HapoJIb IS MOJIb30BATEIIS.
e usermod — U3MEHHUTH MapaMeTPhl YICTHOM 3aMHCH TOTb30BATEIS.
e userdel i deluser — ynamuTh y4eTHYIO 3aIHUCh TTOJIb30BATEIS.
Jlnst yrpaBieHusI TPYIIIaMA UCIIONIB3YIOTCS CICAYIOIINE KOMaHIbI:
e groupadd - mobaBsieT HOBYIO TPYIIITY.
e gpasswd - ycTaHaBIMBAET MapOJib TPYIIIIHL.
e groupmod - u3MEHEHHUE MapaMeTPOB TPYIIIIHL.
e groupdel - ynanenue rpymnmsl.
2.3.1 [lob6aBneHue nonb3oBaTenemn
[Ipr co3maHMKM HOBOIO IOJIB30BATENII ABTOMATHUECKH  YKa3bIBAIOTCS
HECKOJIbKO MapameTpoB. B aiine /etc/passwd, 3aBoauTcst 3ammch ¢ yKasaHHEeM
MMEHH T0JIb30BaTelsd, qoMainHero karajgora, UID, GID. B karamor nmomemaroTcs

(haiisibl THUIMATU3AIUA KOMaHTHON 000JIOUKH.
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1. Komanna useradd
CuHTaKCHUC KOMaH/IbI:
useradd [mapamerpsI] username
JIJist co3maHus IMOJIb30BaTelsA JOCTATOYHO BBHINOJHUTH KoMauay useradd u

YKaBaTB UM HOBOT'O ITOJIB30BaTcCJId.
sudo useradd test

ITocite 3TOro HY»KHO 3a/1aTh TAPOJIb IS CO3aHHOTO MOJIb30BaTeNs. [1apob
3ajaeTcsl KoMaHou passwd

Komanga useradd B Ubuntu mpocTo ¢03aacT rojioro mojib3oBaTelisi, a Bce
oCTAJIbHOE MPHUIETCSI I00aBJISATH IOTOM BPYUYHYIO.
2. VYrtunura adduser

B Ubuntu ynobnee monb3oBathess yrummror adduser, Tlpu ee
UCIIOIb30BAHNH, HYXXHO OyJIeT OTBETUTh Ha HECKOJBKO BOIMPOCOB. B mporecce
BBIITOJIHEHHUS KOMaH/IbI Oy Iy T BUIHBI BCE IIIATH IO CO3aHUIO HOBOTO I0JIh30BATES.

2.3.2 KomaHab! ynpasneHua rpynnamMm nonb3oBaTtenen
VY4eTHbIC 3aMKCH MOIB30BATEIEH CUCTEMBI MOTYT OOBEAMHATHCS B TPYIIIIHI.

Konnenmus rpynmn mosib3oBaTeNiell MO3BOJISET YCTaHABIMBATH MpaBa JOCTyMa Ha
YpOBHE TPYIII MOJIh30BaTENIeHi BMECTO YCTAaHOBKH aHAJIOTUYHBIX TIPaB IOCTYyTA AJIs
Ka)KJ0r0 OTJIEJIBHOIO MOJIb30BATENS.

JIis Ka)XA0T0 TOJIB30BATENS CYIIECTBYET JABa TUIA TPYII, STO MePBUYHAS,
OCHOBHASI JJIs1 HETO TPYIINa U JONOJHUTEJbHbIE.

. IlepBuuHasi rpynma - co3faeTrcs aBTOMAaTUYECKH IPH CO3JAaHUU
MOJIb30BaTeNsl, B OONBIIMHCTBE CIydyaeB HMEET TaKoe XK€ HMsA, KaKk U UMs
noJsib3oBaress. [lonb30Barens MOXKET UMETh TOJIBKO OJJHY OCHOBHYIO TPYIILY;

. Bropuunbie rpynmnbl - 3TO JONOJHUTENbHBIC TPYMIBI, K KOTOPHIM
MOJIb30BATEIb MOXET OBbITh J00aBjeH B TMpolecce pabdoThl, MaKCUMAJIbHOE
KOJIMYECTBO TAKUX TPYIII JJIS MOJIh30BaTENs - 32;

OcHoBHasi Tpynmna OTIWYaeTCd OT BTOPUYHBIX TeM, 4YTO Bce (pailiibl B

JOMAIIHEM KATaJI0re M0Jb30BaTe/Is MMEIT 3Ty IPYIILY, U [IPU €€ CMEHE, TpyIIna
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TUX KaTaJIOTOB TOXKE€ MOMEHsieTcsl. Takke MMEHHO 3Ty TpYyIIy MOJIy4aroT BCe
(aiisbl, CO3JaHHBIE MOJIb30BATEIIEM.

YJeHCTBO TONIb30BaTENICH B IPpYyIIax ONMUCHIBacTcs B daiiie /etc/group.

cat /etc/group

[IepBbIM 1TOJIEM B CTPOKE C OMUCAHUEM IPYIIIIBI OJIB30BATENEH SABISETC MMSA
rpynn.l.

Bo BTOpOoM mone pa3merniaercs (3amu@poBaHHBIN) MapoJab IPyHmnsbl (3TO
M0JIE MOXKET OBITh IMMyCTBIM).

B TperpeM moiie pazMemaeTcs MACHTH(PMKATOP I'PYNIbI WIM 3HAYCHUE
GID.

quBepTOC I10JIC ABJISACTCS CIIMCKOM YJICHOB I'PYIIIIBI.

2.4 HabmodeHue 3a nonb3oeamesnsamu
COSI[aB yquHBIe 3aIlIUCHU HOHBSOBaTGHCﬁ %1 HpeI[OCTaBI/IB TUM

M0JIb30BATEIISAM JIOCTYIT K peCypcaM CHCTEMbI, MOXHO MCIIOJIb30BaTh KOMaH/IbI
IS OTCIIC)KMBAHMS, KaK OHH HCIIOJIB3YIOT PECYPCHI.

Komanay find MoxHO wHCIONB30BaTh Jiss TMOHMCKA B CHCTeMe (haitiios,
KOTOPBIMH BJIaJICIOT BHIOPAHHBIC MOJIb30BATEIIN;

Komanay du MOXHO HCIIOIB30BaTh, YTOOBI y3HATh, CKOJBKO IHCKOBOIO
IPOCTPAHCTBA 3aHUMAIOT JJOMAIIIHHAE KaTaJlOTH BRIOPAHHBIX MOJIh30BATEICH;

Komamnasr fuser, ps u tOp MOXHO HCITOJIB30BATh JJIS BRIICHEHHUS TOTO, KAKHE
IPOIIECCHI 3aMyIIEHBI OJb30BATEISIMH.

C nomoipo kKoMmauabl last MoXHO yBUACTh HH(GOPMAIUIO O KaXIOM
I0JIb30BaTENEe, KOTOPBIKA BOIIET B CHCTEMY (MM OTKPBLI HOBBI HHTEPIPETATOP
KOMaH[I), a TaK)Ke y3HaTh, KaK JOJr0 OH HAaXOIWJICA B CHUCTEME WM BCE €Ie
HAXOIUTCA. PeKOMEHIyeTCs HCIIONb30BaTh MMapaMeTp -a s oOecledeHus
y10004YMTaeMOCTH.

Komanna lastb mokaspiBaeT HeymadHbIe MOMBITKH BX0/Ia B CUCTEMY, a TAKIKE

OTKyJda OHH MCXOJINJIN.
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Komanaer Who -u u users otoGpaxaroT HHGOPMAIIHIO O TOJIb30BATEISX,
HaXOAIINXCS B CHCTEME Ha JTAHHBIA MOMEHT.

[TomMumo oTOOpaskeHHsT OCHOBHOW MH(OpPMAIIMHU O TMOJIk30BaTelNe (JIOTHH, MM,
JIOMAIITHUI KaTajIor, HHTePIIPETaTop KOMaH/I U T. J.), koMaHa finger taxke BhIBEIET
Ha 3KpaH JIF0O0yI0 MHPOPMAIHIO, XPAHSITYIOCS B CHEIUATBHBIX (hailiax B JOMAITHEM

KaTaJIOre 3TOro 1oJb30BaTciId.

3 BblInonHeHue paboThbl

3.1 3adaHue

1.Co3naTe y4€THBIE 3alIMCH TTOJIB30BATEIICH
2. Co3naTh y4€THYIO 3allMCh TPYIIIBI MOJIb30BaTEIEH
3. BKIIFOUMTH OJIB30BATENIEN B TPYIIILY

4. HazHaunTh MOJIB30BATEIIIO MIPAB AMUHUCTPATOPA
3.2 [lopsidok ebinonHeHuUs1 pabomsi

1.  BoliTu B cucTeMy 110 Y4ETHOM 3amuchio USENr2.

2. 3anycturts nporpammy Oracle VM VirtualBox.

3. 3anmycTuTh BUpTYanbHyto Mamuay Uduntu_XX

3.2.1 Co30aHue nosnb3oeamernel

1.  OtkpwiTh OkHO TepmuHana komangoii Ctri+Alt+T

2. Ucnonssys yrumury addUSEr cosmars yuerHble 3amucy IoJb30BaTeseit

admin_kaf, stud_51, stud 52, stud_53, stud 54
3amate mapomu yuétHeix samucedt (adminkaf, stud51, stud52, stud53,
stud54)

3.2.2 Cos0aHue epyrnrkl rnosb3oeamerieu

1.  Cosnats rpynmy nomb3opareneii stud3k
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2. Bxmouuts nomszosareneii Stud 51, stud 52, stud 53, stud 54 s

rpymmy Stud3K.
3.2.3 HasHayeHue nonb3oeamerso admin_kaf npase aOmMuHucmpamopa

1. BxutounTs nosib3oBaresns admin_kaf B Irpynny sudo

2. Boiitu B cuctemy noj yuétHoit sanucsio admin_kaf

3.3 YOdaneHue yyémHoti 3anucu student
Wcnonw3ys yrunury userdel ynamate yuérayro sammcs Student

3.4 [lposepka npasunbHOCMU co30aHusi nonb3osamenel]
Ucnons3ys yrunutel grep, id u cat, mpocmorpers uHpOpMamuio o

CO3JaHHBIX I10J1b30BaTelsAX B KOH(UrypalnuMoHHBIX G¢aitnax /etc/passwd u

[etc/group

3.5 HabsnodeHue 3a nonb3osamersimu
BBIHOJ'IHI/ITB KOMAaH/JIbI Ha6J'IIOI[CHI/I$I 3a IIOJIL30BaATCIISAMMU.:
find

du

fuser, ps u top

last

lastb

who -u

users

fingers

KoHTponbHbIe BOMNpOCHI
Kakwue Tumbl nmosb3oBatenei cymectByor B OC Linux?

Kakumu npaBamMu 061a1aeT 10JIb30BaTelb FO0t?
B uém HazHaueHue yTuiauThl SUAO ?

Kak MO>XHO Ha3HAYHUTH MOJIH30BATENO ITpaBa SUd0?

o & W = b

B kakue rpyaIibl MOKCT BXOIUTb I10J1b30BaTElIb ?
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6 [lpunoxeHwne
6.1 KomaHObI Ubuntu 05151 pabomsi ¢ ronb3oeamernsimu

6.1.1 NpocMoTp MHGOPMaLMM O NOoNb3oBaTENSX
$ cat /etc/ passwd — IIPOCMOTP YYETHBIX 3aIIMCEN ITOJIb30BaTEIICH

$ cat /etc/group - npocmoTp nHGOpMaLUK O TPYIIAX MOIb30BaTENEH.

$ sudo cat etc/shadow — npocmoTp nHbGOpMaIHK 0 MAPOISAX MONB30BATENEH B
3ar(poBaHHOM BUJIE.

$ sudo cat /etc/gshadow — npocmotp urdopmanuyu 0 maponsx TPy.

$ cat etc/default/useradd- mnpocmorp ¢aitna, 3amarommii cBoiicTBa "mo
yMoOJT4aHUI0" 1J1s BceX J00aBIIIEMbIX MOJIB30BATEIIEH.

$ useradd -D. npocmotp daiina, 3anaromiero caoiicTsa "o ymMmonyanuio" s Beex
100aBISEMBIX TIOJIB30BATENEH.

$ cat /etc/login.defs — npocmotp daiina, conepsxaniero HaCTpOMKY 171 CO3AaHUS
HOBBIX I10JIb30BATEIIEH.

$ cat /etc/skel - npocmorp karanmora ¢ aedonTHeIME (aiinamu, KOTOpbIe
KONHUPYIOTCS B JOMAIHUI KaTaaor KaxI0ro T0JIb30BaTels IIPU €ro CO3AaHuN

6.1.2 Co3gaHne HOBOro nonb3oBaTens

I[JISI CO3JaHHs HOBOI'O ITOJIB30BATCIIA MOFYT 6BITB HCITIOJIB30BaHbI yTI/IJ'II/ITBI
useradd » adduser

1. ¥Yruaura useradd
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$ useradd onuuu UMsI_MOJIL30BaTENIN

OcCHOBHBIE OIIIUNA KOMAH/IbI:

-b - 6a30BbIit KaTanor A4 pa3MeleHus JOMAIIHErO KaTAIOra MojIb30BaTels,
no ymondauuio /home;

-C - KOMMEHTapUU K YYETHOM 3aIlNCH;

-d - ngomammmii katamor, B KOTOpOM OydyT pasMemarbcsi (ailibl
MOJIH30BATES;

- - mara, Korja ydeTHas 3aIuch IMOJb30BaTels OyaeT 3a0J0oKHpoBaHa, B
dopmare [TTT-MM-I1/1;

-f - 3a610KMpOBaTE yUETHYIO 3aNMCh Cpa3y MOCIE CO3IAHUS;

-0 - OcHOBHasl rpyIia noJb30BaTes;

-G - CIMCOK HONMOJIHHUTENBHBIX TPYIIIL;

-K - xaranor ¢ ma6nonamMu KoHGUIypaLHMOHHBIX (AIIOB;

- - He coxpansaTh nHGOPMaNHUIO 0 BX0ax Mojik3oBatens B lastlog u faillog;
-M - co3maBaTh JOMAITHUKN KaTaJIoT MOJIb30BaTeNsA, €CIM OH HE CYIIECTBYET;
-M - He co31aBaTH JOMANIHIOK MAIKY;

-N - e cosmasars rpynmy ¢ uMEHEM MOIB30BATENLS;

-0 - paspemmTh CO3JaHUE TOJb30BaTeNs linUX ¢ HEYHUKAJIbHBIM
unentudukaropom UID;

-P - 3amaTe maposb MOIb30BATENS;

-I - co3gaTh CHCTEMHOTO II0JIH30BaTENsl, HE MMEET OOOJIOYKM BXOja, Oe3
JAoMalIHe qupekTopun u ¢ uaentupukaropom 10 SYS UID MAX;

-S - KOMaH/IHast 000JI0YKA JIJIs TTOJIH30BATES;

-U - uneHTuduKaTop IS MOJIB30BATEIIS;

-D - oro6pasuts mapamerpbl, KOTOPBIE UCIIOIB3YIOTCS MO YMOIYAHHIO IS

co3JIaHus IoJb30oBaTelsd. Eciim BMecTe ¢ ATOM oImuen 3ajaTh €llle KaKoM-

00 mapameTp, TO €ro 3HaYeHUE TI0 YMOJTYaHUIO OyIEeT MepeonpeecHo.
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[Ipumepsr:
$ useradd -D IIPOCMOTP HAaPaMETPOB MO YMOIYAHUIO

$ sudo useradd student CO3ZaHUE IOJB30BATENs, 0€3 KOMAHIHOTO
IPOILIECCOPa, MapoJIs ¥ IPYIIIL.
$ sudo useradd p stud_51 s /bin/bash student cosnanue nons3osarens ¢
yKa3aHHUEM IapoJisi ¥ KOMaHIHOTO MPOIeccopa.

Bce MOXHO yKasaTh BpPYYHYIO, IIPH IIOMOIIM JOIMOJHHUTEIBHBIX OIIIIUIA.
CrucoK oMU MOXHO TPOCMOTpeTh KoMan 10# useradd --help wnm useradd -h.

2. Yruaurta adduser
$ sudo adduser <ums moJib30BaTeJsI>

JloGaBinsieTcs Moab30BaATENb « ) ...

JloGasusieTcst HoBas rpymma « » (1001) ...

JloGaBsieTcst HOBBIH mosib3oBarenb «» (1001) B rpymmy «» ...
Co3panue mo4ToBoro sumka: @ans CymecTByeT

Cozmaéresa nomamauii karaisor «/home/» ...

Komnuposanue ¢aiinos u3 «/etc/skel» ...

Beenute HoBBINM mTaposb UNIX:

IToBTOpHUTE BBOA HOBOTO Naposs UNIX:

passwd: maposb yCcremnHo 0OHOBIEH

N3menenre nHpopMaluu o nojib3oBaresne t

Brenute HoBoe 3HaueHue uin HaxxkmuTe ENTER niis BeiOopa 3HaueHus 1o

YMOJITYaHUIO

[Tonroe ums []: Techlist
Howmep koMHaThI []:
PaGouwnii Tenedon []:
Jomarnauii TenedoH [ ]:
Apyroe []: g

. Hannas undopmanus koppektHa? [Y/n] y



Omneparionnsie  cuctembl  (CI'H3)  Jla6.padora Ne2 (OC Ubuntu. VYmnpasienue 16
MOJIb30BATEISIMU )

6.1.3 [NpoBepka co3gaHHOro rnosiL3oBaTens
grep -E 'test’ /etc/passwd

test:x:1001:1001::/home/test:
id test
uid=1001(test) gid=1001(test) rpynmei=1001(test)

6.1.4 YpaneHue nonb3oBaTens

sudo userdel ka4 <umsi MOJIb30BATEJISA>
Karou

-f  IpunyaurensHO yaamuTh Monp30BaTens, 1ake €CIM OH ceifdac paboTaer B
CUCTEME.

-r VY nanuThk JOMaNIHUN KaTajaor I0JIL30BaTEel.
6.1.5 CmeHa TekyLiero nonb3oBaTend B TepMUHane.

SU <uM4 1MoJb30BarTreja>

6.2 KomaHObl Ubuntu 0515 pabomsi ¢ epynnamu rosis3o8ameriel
6.2.1 Co3pgaHue rpynnbl Nonb3oBaTenemn
$sudo groupadd onumu UMs_TpynmnbI

-f - ecnm rpynma yxe cyumecTByeT, TO YTHIMTA BO3BPALIAET MOJOKHMTENbHBIH
pe3yJIbTaT ONEpaLtu;

-0 - yCTaHOBUTb 3HaUeHHUE uaeHTUuKaTopa rpymnisl GID BpyuHyto;

-K - u3MeHuUTH MapaMeTphl 0 YMOIYaHKIO aBTOMAaTHYeCKOi renepanuu GID;

-0 - pa3pemuThb 100aBICHUE TPYIIbI ¢ HeyHUKaIbHbIM GID;

-P - 3amaér nmaposnb A rpyIsl;

-I' - yKa3pIBaeT, 4TO IrpynIiia CUCTEMHas,

-R - nmo3Bonser M3MeHNTH KOPHEBOI KaTalor.

$sudo groupadd stud3k

6.2.2 lobaBneHne y4€THOM 3anmcu Nonb3oBaTens B rpynny
$sudo usermod onuuu MMS_rpynnbl KMs__ 10J1b30BaTeEIs

-a — 100aBUTH MOJIE30BATENIS B HOBYIO IpyIy (UCTOIB3yeTCs C ONMIIHEH

G)
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-0 — Ha3HAYUTh [JIABHOM T'PYIIION

G — Ha3HAYNUTHh BTOPUYHOHN TPYIIIION

$sudo usermod —a —G stud3k stud 51

6.2.3 NpocmoTp rpynn nonb3oBaTens
$groups - npocMOTp TPYIIT TEKYIETO MMOIH30BATENS

VYnpasnenue 17

$groups umMsi_moJib3oBaTessi — IPOCMOTP TPYIII APYrOro MOIb30BATEIS

$groups stud_51

6.2.4 YaaneHue y4éTHOM 3annucy nonb3oBartesis n3 rpynmnbl
$sudo usermod -R <ums_rpynnbr> <uMs_I0J1b30BaTesI>

6.2.5 YaaneHue rpynnsl nonb3oBaTeneu
$sudo delgroup <ums_rpynnbi>



