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1 Uenb paboTbl
Ilenbto paboOThI SBISETCS 3HAKOMCTBO C TOJIMTHKOM YUYETHBIX 3amucei

II0JIb30BATEJICH 1 TPYIIIT MTOJIB30BATENICH B OnepaimoHHBIX cructeMe Alt Linux
2 TeopeTuyeckasa 4yacTb

2.1 [Monb3osamenu OC Alt Linux.

2.1.1 Tunsi nons3o8amerieu

B OC Alt Linux cyiiecTByeT TpH THIIA TOJIb30BaTEIICH:

o AAMHHHCTpPATOp cHcTeMbl (root) (oT aHria. root - KOPEHb) -
CyNEPIIOIb30BATENb, KOTOPBIM MMEET NMpaBO Ha BBINNOJHEHHE Bcex KomaHa OC.
AJIMUHUCTPATOP CUCTEMBI CO3HAETCA MPU YCTAHOBKE CUCTEMBI.

o CucreMHble TOJIB30BATEJIM —  TOJB30BATENM, O0O0JaJaroNIue
OTPAaHUYCHHBIC MOJTHOMOYMS MO CPABHEHUIO C aIMUHUCTPATOPOM, HO HUMEIOIIUE
mpaBa Ha BBIMOJHEHUE HEKOTOPBIX CHUCTEMHBIX (yHKIui. [lepBblii cucTemMHBIN
MOJIb30BATEIIb CO3/IAETCS IPU YCTAHOBKE CUCTEMBI.

° OO0bluHBIE MOJB30BATEJM - II0JIb30BATENM, JIOMYIIEHHBIE K
YOPaBIECHUIO CHUCTEMON € OrpaHWYeHHbIMU mpaBaMu. CoO31ar0TCA CUCTEMHBIM
aIMUHUCTPATOPOM WJIM CUCTEMHBIM IOJIH30BaTEIEM OT UMEHU aIMUHUCTPATOPA.

Kaxnp1ii monp3oBaresib ONEPalMOHHON CUCTEMBI UMEET CUMBOJIBHOE UMS U
grciaoBoi uaeHtudukarop nonb3osarens UID (User IDentificator).

e [lonw3oBarens root umeer UID=0.
e Cucremnsblie nojn3oBarenu umerotr UID ot 1.
e Oo0b1unble nosn3oBateau umeror UID ot 500.

Ilonp30BaTenn MOryT BXOAWTH B IpyIlIbl MoJb3oBareseil. Kaxnabii
M0JIh30BaTeIb 0053aTEILHO BXOAUT B OJIHY WM HECKOJbKO T'PYII TPYIIY.

I'pynmel  umeroT uucioBor  uaeHtudukatop rpynmnsl  GID  (Group

I Dentificator).
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2.1.2 Hgbopmauusi o norb3oeamerisx
B cucreme npucytcTByeT cneayromias nHGopMaius 0 KaKJ10M N0Jb30BaTee:
. Wms nonbp3oBatens (USEr name) - B paMKax CHCTEMbI UM JOJKHO
OBITh YHUKAJIbHBIM. B HMeHAaX [0JIKHBI UCIOJIb30BATHCH TOJbKO AHIJIMHCKHE

OYKBbI, YMCJIA U CHMBOJIbI _H . (TOYKA).

. Wnentudukanuonnsiii Homep monb3oBarens (UID) -  sBisercs
YHHUKAJIBHBIM UICHTH(DUKATOPOM TOJIB30BaTeNsI B cucTeMe. CUCTeMa OTCIICKUBACT

nosis3oBateleii mo UID, a He mo umeHam.

. Wnentudukanuonusiii Homep rpymisl (GID) - o6o3HadaeT rpymiry, K
KOTOPOM OTHOCHUTCS MOJb30BaTeNb. Kaxaplii 0Jb30BaTENIb MOKET IPUHAIIEKATD

K OHHOﬁ HJIX HCCKOJIBKUM I'PYIIIIaM.

[IprHAaIEKHOCTh TONB30BATENS] K TPYNIIE YCTAHABIMBAET CUCTEMHBIN
aJIMUHUCTPATOP, YTOOBI UMETh BO3MOKHOCTh OIPaHUYMBATh IOCTYII I10JIb30BATENCH

K TEM WJIM HHBIM PEeCypcaM CHCTEMBI.
. [Taposs (password) - maposib mosb30BaTelis B 3aiM(GpoBaHHOM BH/IE.

. [Tomroe ums (full name) - mMOMHMO CHCTEMHOrO HWMEHH MOXKET

MPUCYTCTBOBATH IMOJTHOE UM MOJB30BATENS, HATPUMED, (PaMUIIUS U UMS.

. Jlomarnuit karanor (home directory) - katayior, B KOTOpbIii monajaaet
M0JIB30BATENb TOCJIE BX0/Aa B cUCTeMy. [1000HBIN KaTamor uMeeTcs y KaxKI0ro
TI0JI630BaTeNs, BCE MOJIb30BaTENILCKIE KAaTaloru Xpansarca B aupextopun /home.

JloMalHui KaTanor co31aéTcs MpU CO3JaHUU YUETHOM 3aIMCH M10JIb30BATEN.

. Hauanpnas obGomnouka (login shell) — komanmueiii mHTEpnpeTaTop,

KOTOPbIN OYyJEeT 3aIyCKaThCsl MPU BXOJIE MOJIb30BATENS B CUCTEMY.

2.1.3 KoHgbuaypayuoHHble ¢hbalribl ¢ UHGbopmMayuel O rosib3o8amerisix
Nudopmanus 0 ITOJIb30BATEIIAX XpaHUTCA B ClICIyIOIINX

KOH(HUTypalMoHHbIX (aitiax.
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. ®aitn  passwd (/etc/passwd) - comepxur uHbOpMaLMIO O
10JIb30BATEIISX.
dopwmar 3anucei paina:
user_name:password:UID:GID:full_name:home_directory:login_shell

Ecim maposnb xpaHuTes B 3amudpoBaHHOM BHjie B (haiiie /etc/shadow, To BMecTo

napoJisi ykaspiBaercs - X"

. Qaiin group (/etc/group) Conepxxut uH(OOpPMAIMIO O TpPYyIIax

T10JIb30BATEIICH.
®opmMar 3anuceil ¢aiina:
group_name:password:GID:userl,user2,user3...
VY (aiinos /etc/passwd u /etc/group Bcerma onpeenieHHbIC MpaBa JIOCTYIIA:
YTCHHE W 3aITHCh JUISA FOOt, ISl OCTAJIBHBIX MOJIb30BATENICH -TOJBKO YTCHHUE.
. daiin shadow (etc/shadow) - uadopmariyst 0 mapossix moab30BaTesIei

B 3amudpoBannom Buae. Daiin /etc/shadow moxket mpoyuTaTh TOJIBKO FOOL.

. daiin gshadow (etc/gshadow) — mrdopMarius o maposIsix TPyIIIL.

. daiin useradd (etc/default/useradd) - daiin, 3agaromuii coiicTBa "o
yMOJTYaHUIO" 1J1s1 BCeX A00aBIISIEMBIX MMOJIb30BaTENCH.

. daiin login.defs (/etc/login.defs) - comep kUt HACTPOUKH JJIs CO3TaHUS
HOBBIX TTOJIb30BaTEJICH.

»  @aiin skel (/etc/skel) - xaramor ¢ koHpUryparmoHHBIMU (aitiamu,
KOTOpbIC KOMHUPYIOTCS B JIOMAITHUNA KaTajJor KaXJ0TO IOJb30BATEIsl MPU €ro
CO3aHHMU.

2.2 Hcnonb3oeaHue rio2uHa rnosib3o08ameris root

IToap3oBaTens rOOt MMeeT mpaBa Ha BBIMOJHECHHE JIFOOBIX JEHCTBUH U
M3MEHEHHE JII0ObIX TapaMeTpoB. Bce ocTanbHbIe MOIB30BATEIM CUCTEMBI OOBIYHO
HE WMEIOT OOJBITMHCTBA HEOOXOIMMBIX IpaB, HANMpPUMEP, NMPaB Ha YCTAHOBKY
MpOrpaMM, MOCKOJIbKY 3TO SIBISICTCS aJIMHUHUCTPATUBHOW omepanuen, mpaBa Ha

KOTOPYIO €CThb TOJBKO y Foot. Emé omHOM pacnpOoCTpaHEHHOM OIEpalueH,
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JIOCTYITHOM TOJIBKO CYTIEPIOJIB30BATENIO, SIBISIETCS KOMUPOBAHME U HU3MEHEHHE
(aitioB B CUCTEMHBIX MMaIlKaxX, Ky/1a OOBIUHBIN MMOJIB30BATENh JOCTYIIA HE HMEET.

CymiecTByeT J1Ba Criocoda Moy4IHTh MpaBa CyInepoIb30BaTels.

IlepBblii ciocod —3aperucTpupoBaThcs B CHCTEME MOJ HMeHeM Foot B
KOHCOJIbHOM PEXMME BBITIOTHEHUS CHCTEMBI.

Bropoii cnmocod — Bocronb3oBathes yruimtoit SU (shell of user), koropas
MO3BOJIICT BBIMOJHUTH OJHY WM HECKOJBKO KOMaHa OT JUIa JApYyroro
nojb3oBareis. [lo yMomdaHWiO 3Ta YTWIMTA BBIMOJHAET KOMaHay Sh ot
ITOJIB30BaTeIs FO0t, TO €CTh 3aIycKaeT KOMAaHAHbIM HHTEPIIPETATOP.

JI1st TOr0 4YT00BI BOCIIO0JIL30BATHCS YTHIIMTOM SU, M0JIb30BATEIb 10JIKEH
ObITh wieHoM rpynnbl wheel. CucreMHBIH 10J1b30BaTe/Ib, CO3AAHHBIN NPH
yYCTaHOBKe ONEePANMOHHON CHCTEMBbI, BKJIIOYEH B 3Ty IpPynimy.

su [-] [name [arg...]]

YroObl BEpHYTHCS K IpaBaM IMOJIb30BaTEIIsA, HEOOXOIMMO BBECTH EXit

Ecnu Bocmonb3oBaThCcsi KOMaHAOW SU 0€3 KIto4a, TO MPOUCXOIUT BBHI3OB
KOMaHJTHOTO MHTeprperaropa ¢ npaBamu root. Ilpu sTom 3HaueHUE TEepeMEHHBIX
okpyxeHnusi, B yactHoctu $PATH, ocraercst Takum ke, Kak y TOJIb30BaTe/s: B
nepemennoii $PATH He okaxkercs karamoros /sbin, /usr/sbin, 6e3 ykasanus
MIOJTHOTO UMEHHM Oy TyT HEJOCTYITHBI KOMaH Ik Foute, shutdown, mkswap u apyrue.

Bomee toro, mnepemennas SHOME Oymer ykaspiBaTh Ha KaTajaor
N0JIb30BATENsl, BCE IMPOrpaMMbl, 3aIyIIEHHBIE B PEXHUME CYIEpIIOib30BaTels,
COXpaHAT CBOM HACTPOMKM C TpaBamMu FOOl B Karajore MoJib30BaTess, 4TO B
JaTbHEUIIIEM MOXKET BBI3BATh MPOOJIEMBI.

Yrobsl u30exaTh 3TOro, CielyeT HUCIOoNb30BaTh SU -. B aTom pexume su
3allyCTUT KOMaHIHBIA WHTepnperatop B kadectBe login shell, u on Oynmer Bectn

ce0s1 B TOUHOCTH TaK, KakK €clii Obl B CHCTEME 3aperucTpupoBacs root.
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2.3 Ucnonb3oeaHue ymunumael sudo

2.3.1 HasHa4yeHue ymunumsi sudo

[IITaTHO OCHOBHBIM CHOCOOOM TOJy4YeHHS TpaB 00t B OOJBIIMHCTBE
auctpubytuBax ALT Linux, sBiosercs koManga SU -. Ho B maHHOM ciydae
MOJIb30BaTeNIb, UMEIONIUN MPABO HA KCIOJIb30BaHHE KOMAaHAbI SU -, TMOJy4yaer
MOJIHBIE TTpaBa o0t U HET BO3MOXXKHOCTH Pa3rpaHUYeHUs JOCTYNA JIJIsl Pa3IUYHbIX
T10JIb30BATEIICH.

Hcnonp3oBanne yTHIMTHI SUAO MPpeI0CTaBIIsSIeT TAKYI0 BO3MOYKHOCTh, TaK KakK
uMeeTcs  KOH(PUTYpalMOHHBIA  (pailyi, TMO3BOJSAIOMIMIA  3a7aBaTh  IpaBUiia
UCIIOJB30BaHUsl  YTWIWTBI  Pa3IMYHBIMU  TOJIB30BATEISIMM M CpyNnamu
MOJIb30BATEIICH

sudo - 3To yTHIINTA, MPEAOCTABIIAIONIAS IPUBUICTUN OOt JIJIsl BBITOJIHCHHS
aIMUHUCTPATUBHBIX OINEpalMii B COOTBETCTBUM C TEKYIIUMH HACTPOMKaMu
YTUJIUTHI.

C moMOIIBI0 HACTPOSK YTHIIMTHI SUAO MOXHO paspeliaTh WIH 3aIlpeniaTh
MIOJIb30BATEIISIM BBINOJHEHUE KOHKPETHBIX JICHCTBUM.

Bce mactpoiiku Sudo, cBsizaHHBIE C TpaBaMHu JOCTyIa IOJb30BaTeNeH,
XpaHsATcs B KOHGUTryparmonHoM (atie /etc/sudoers.

2.3.2 Hacmpotika ymunumel sudo

Komanma sudo B OGosbimmHcTBe auctpuOytnBoB ALT Linux Tpebyer
IpeIBAPUTEIILHON HACTPOMKH, Tak Kak B KoH(pUTryparoHHoM (aiine /etc/sudoers
HE BKJIIOYEH, KaK aKTHUBHBIM, HU OJAWH M3 MOJIb30BATENCH WK Tpymma (BKIOYas
root).

JIJIs HACTpPOMKHM TMpaB IOJb30BaTEICH MO HCIOJIB30BAHUIO YTHIUTHI SUCO
HE00X0IMMO penakTupoBaHue (aiina /etc/sudoers.

Kpome »TOro Moryr HcHoib30BaThCsl OTIEIbHBIE (ailibl U3 KaTanora
letc/sudoers.d/

Cambim MPOCTHIM crocooom HaCTPOMKHU YTUJIUTHI, 3TO

«PaCKOMMEHTHPOBATh» (YOpaTh CUMBOJI # B Ha4aJie CTPOKH) CTPOKY

WHEEL_USERS ALL=(ALL) ALL,
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JaB, TaKUM 00pa3oM, BO3MOXKHOCTh HCIIOJIB30BaTh YTHJIMTY SUdO Bcem
I0JIb30BATEISIM, BXOISAITUM B TpyIiry Wheel, mist BeimostHeHus JIF00bIX KOMaH 1.

Jlns GoJjiee TOHKOM HACTPOMKM MpaB IOJH30BATENICH IO HMCIOJIB30BAHUIO
YTUJIUTHI, @ TAKXKE B LIEJIAX MOBBIIICHHUS] O€30MIaCHOCTH, MOKHO OINPEEIUTh, KaKhe
MIOJIb30BATEIIM U TPYIIbI KAKUE KOMAH Ibl MOTYT BBITIOJIHSTb.

Jlns wHacTpoiiku mnpaB B (aiine /etc/sudoers HeoOXOAMMO BHECTH
uHGOpPMAIIUIO B TPU CeKIMHU (aiina.

HeoOxoanumo:

1. OObeIMHUTHh TICEBJAOHMMOM  IOJIb30BATENE, KOTOPBIM OyayT
MPEIOCTABIISATHCS MIPaBa HA BBIMOJIHEHUE ONPEICIEHHBIX KOMAH]]

## User alias specification
## Groups of users
[Tpumep:

User_ Alias GR_USER=user1, user2
2. OO0beIMHUTh TCEBJOHMMOM KOMAaHIbl, KOTOPbIE OyIyT pa3pelieHbl
MOJIH30BATEIISIM WM TPYyIIaM MOJIb30BaTele, 00beIMHEHHBIX TICEBIOHUMOM.

# Cmnd alias specification
# Groups of commands

[Tpumep:
Cmnd_Alias APT_COM = /usr/bin/apt, usr/bin/apt-get
3. 3anaTh paspelieHue Ui MO0JIb30BaTENsl WM TPYIIIbI OJIb30BaTEIEH,

00beMMHEHHBIX TICEBIOHUMOM

## User privilege specification
#HH

[Tpumep:
GR_USER ALL=(ALL) APT_COM
GR_USER ALL=(ALL) NOPASSWD : APT_COM ne 3anpamusars

apoJib
2.3.3 BbinonHeHue ymunumsi SUdo 8 pexxume KOHCosu
Jlns 3amycka B KOHCOJIM KOMaHJbI ¢ MpaBaMu FOOt Hajgo HaOpaTh mepen

KOMAaHI01 UM yTHIUTBI SUAO:
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$ sudo <komanga>

[Tociie BBOmAa maposisi MOJB30BATENS yKAa3aHHAs KOMAaHAA HWCIOJHUTCA OT
umeHHd FOO0t, eciii HACTPOMKH YTHIIUTBI 3TO Pa3pelIaloT IS JAHHOTO IOJIh30BaTElIs
Y TAHHOW KOMaH]IbI.

CucreMa Kakoe-TO BpeMs IIOMHHUT BBEIEHHBIN MapojIb (COXpaHIeT OTKPHITON
sudo-ceccuro). [ToaTroMy TIpH MOCIEIYIOIIMX BBIMOJIHEHHUSAX SUO BBOJ mapoiis
MOJKET He moTpeOoBaThesA. J[Isi rapaHTHPOBAHHOTO MpeKpalieHus ceccuu SUudo

HE0OXO0IMMO HaOpaTh B TEpMHUHAJIE

sudo —-K

2.4 KomaHObI yripasrneHusi rosib3ogamersisimu
I[J'DI YHPaBJICHUS ITOJIb30BATCIIIMHA UCITOJIB3YIOTCA CICAYIONINC KOMAHABI:

o useradd — 106aBHUTH HOBOT'O MOJIB30BATEIS.

° passwd — 3aJaTh 1TapoJjb JAJIs I10JIb30BATEII.

° usermod — usMeHnTH HapaMeTphbl YUYETHOM 3aMKMCH HOIB30BATEN.
. userdel - ynanuts yuernyo 3anucek nons3osarens.

JIns yripaBiieHus rpyInamMmy UCTIOJIb3YIOTCS CIEAYOIINE KOMAHIBI:
o groupadd - no6asuts HOByIO rpymy.

J gpasswd - YCTaHOBUTEH ITapOJIb I'PYIIIbI.

. g roupmod - I3MEHUTH ITapaMeTPbI IPYIIIEL.

° groupdel - ynanuts rpynmy.
2.4.1 [JobasrneHue nonb3osamerieu

[Ipy CO3JaHMH HOBOTO IMOJb30BaTels aBTOMATHYECKH YKA3bIBAKOTCS
HECKOJIbKO mapameTpos. B ¢aiin /etc/passwd nobasnsercs 3anuch ¢ ykazaHueMm

HMEHHU II0JIb30BaTelsl, qoMainHero karanora, UID, GID. B gomammnuii xarajor

MOJIh30BaTEIIsl HOMENIatoTCsl (haliibl HHUITMATU3aIlud KOMaHIHOW 000JI0UKH.
Komannma useradd
CHHTaKCHC KOMaHIbI.

useradd [mapameTpnl]| username
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Jlma co3manus mob30BaTENA TOCTATOYHO BBINOJIHUTHL KOMaHay USE radd u
yKa3aTb UMsI HOBOTO ITOJIb30BaTENS.

ITocne 3Toro Hy:KHO 3a1aTh MMAPOJIb IS CO3AAHHOTO MnoJb3oBarens. [lapois
3ajaeTcs Komanaoi passwd
2.4.2 KomaHObI yripasernieHus epyrnnamu rnosib3ogamersieu

VY4eTHbIe 3aMKCH MOJB30BaTENCH CUCTEMBI MOTYT OOBEAUHSITHCS B TPYIIIIHL.
KoHuenuus rpynn mnojap30BaTeled MO3BOJSET YCTAHABIMBATH IIpaBa JOCTyIAa Ha
YPOBHE TPYIII II0JIb30BaTEIE BMECTO YCTAHOBKU aHAJIOTUYHBIX MIPaB JOCTYyIIA JUJIA
KQKJI0T0 OTJEIBHOTO MOJIb30BATENS.

JIns KaX0To IMOIb30BaTellsl CYLIECTBYET JBa TUIIA TPYII, 3TO MePBUYHAS,
OCHOBHAf JUT HETO TPYNIIA U AONOJHHUTEJIbHbIE.

. IlepBuyHasi rpymma - cO31a€TCsi aBTOMATUYECKU IPU CO3JaHHUU
MOJI30BATENsl, B OOJBIIMHCTBE CIy4yaeB HMEET TaKoe >K€ HUMs, KaKk U UMs
nonb3oBaress. [1op30BaTens MOXKET UMETh TOJIBKO OJJHY OCHOBHYIO I'PYIIILY;

. Bropuunbie rpynnbl - 3TO JIOINOJHUTENBHBIE TPYIIIbI, K KOTOPHIM
MOJIb30BATENb MOXET OBbITh J00aBj€H B TMpolecce padoThl, MaKCUMAJIbHOE
KOJIMYECTBO TAKUX TPYIII AJIs MOJIb30BaTeNs - 32;

OcHoBHasl rpymnma OTJIMYAeTCsl OT BTOPUYHBIX TE€M, 4YTO BcCe (pailiibl B
JAOMAIIHEM KaTaJore noJjb30BaTe/is HMEIT 3Ty IPYIILY, U [IPU €€ CMEHE, TPYIINa
ATHUX KaTaJOrOB TOXE IMOMEHSAETCA. TakkKe MMEHHO 3Ty TIPYNIly MOJIYy4YarT BCE

(baiibl, CO3JaHHBIC MTOJIH30BATEIIEM.
UneHcTBO TMosib30BaTeNel B rpynmax omMchiBaeTcss B (Qaitne group

(/etc/group).

[lepBbIM OJIEM B CTPOKE C OMUCAHUEM IPYIIIIHI OJIB30BATENEH SBISETCS MMSA
rpynn.l.

Bo BTopom mone pa3meniaercs (3amu@poBaHHBIN) MApoJab IPynnbl (3TO
M10JI€ MOXKET OBITh IYCTHIM).

B tperbem mosie paszmeniaercs HWAEHTH(PUKATOP IPyNNbl WIK 3HAYEHUE

GID.
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quBepToe IIOJIC ABJIACTCA CHIMCKOM YJICHOB I'PYIIIBI.
Yewm B O0JIbITIEE KOJIMYECTBO TPYII BXOIUT TOJIB30BATEIb, TEM OOJIBIIIE TIPAB

OH UMCCT B CUCTCMC

2.5 HabnrooeHue 3a nosb3osamernsamu

C nomompio koMaHasl last moxkmO yBHMmeTh MHOPMALMIO O KakIOM
M0JIb30BaTelIe, KOTOPBIM BOLIEN B CUCTEMY (MM OTKPBLUI HOBBIM MHTEPHPETATOP

KOMaH), a TaKXe Y3HaTh, KaK JOJTO0 OH HAaXOIWJICS B CHCTEME WU BCE €I
HaxouTcs (apaMeTp -a UCHONIB3YeTCs IS Y000UUTaeMOCTH).

Komanna lastb mokasbiBaer HeynauHble TONBITKHM BXOJAa B CHCTEMY, a
TaKX€ OTKYyJa OHU UCXOJIHIIN.

Komanasl WO -U u USErs oro6paxatorT HHGOPMALHUIO O MOJIb30BaTENsX,

HaxoJjAMuXCsa B CUCTCMC Ha I[&HHI:IIZ MOMCHT.

3 BbInosiHeHWe paboThl

3.1 3adaHue

1.Co3naThe y4€THBIE 3alIMCH TTOJIb30BATEIICH

2. Co3nath yYETHYIO 3alIMCh TPYIIIBI MOJIB30BaTENEH

3. BximtounTs mosib30BaTeleld B TPYIIIBI TIOJb30BaTEIeH

4. HazHauuTh MOJIB30BATEISIM U TPyIIaM IpaBa i JOCTyIa K KOMaH am

AIMHUHUCTPHUPOBAHUS CUCTCMbI

3.2 [lopsdok ebinonHeHus1 pabomsi

3.2.1 3aepyska u exod e OC Alt Linux

1. Boiitu B cuctemy noj yuétroit samuchkio Stud_ XX (XX —unpexc rpynms).
2. 3amyctuts nporpammy Oracle VM VirtualBox.

3. 3amyctuTs BupTyansHyto mamuay Alt-10.

4. Boiitu B cucremy, UCIIOJb3Ysl BUPTYAIbHYK0 KOHCOJIb:

BuptyansHas koucons tty1l — anmunucrparop cucremsr root / adminroot
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3.2.2 Co30aHue Ho8bIx nosib3osamerneu

1. HUcnonb3ysa yTumuary useradd cosnars YUYETHBIE 3alMCH II0JIb30BaTEICH
admin_stud, stud_51, stud 52, stud 53, stud_54, stud 55

Banate maponu yuérHeix 3ammceit (@dminstud, stud5l1, stud52, stud53,
stud54, stud55)

3.2.3 Cos0aHue epynn rosis3o8amerel

1.  Cospats rpynmy nomb3osareneii Stud 3K

2.  Bxmouuts mnonsszosareneii stud 51, stud 52, stud 53, stud 54,
stud_55 B rpynne Stud_3k u wheel.

3. Brmounts nons3osarens admin_stud s rpynmy Wheel

3.2.4 HasHayeHue nipae 0ocmyra rosib3ogamersisiM u 2pyrnam
PenaktupoBars ¢aiin sudoers (myHKT 6.3 TpHUIOKEHHs), IS Ha3HAYCHUS

[paB  JI0CTyHa OTACIABHBIM IIOJIB30BAaTEIsAM M TIpylnmaM K KOMaHaaM

aJIMUHHMCTPUPOBAHHUS CUCTEMBI C HOMOIIBIO YTUIHTH SUAO:

1. I10JIb30BaTelIb FOOT - agMHHHCTPATOP CHCTEMBI C MOJHBIM JOCTYIIOM KO

BCEM KOMaHJ1aM aIMUHUCTPUPOBAHUS CUCTEMBI

2. monssosatens admin_Kaf - cucremuslii nons3osarens, umeromuii npasa Ha

BBIIIOJIHCHHUEC KOMAH YIHPABJICHUS I10JIB30BATCIIIMU U I'PYIIIIaMHA HOHB3OB3TCJ'ICI>1,

KOMaH/I JJ1 pa0boThI ¢ KaTajoramu u daniamu
noyib3oBarenab admin_stud - cucremuslii monb30BaTenb, UMEIONIMIA ITpaBa Ha

BBINIOJIHEHUE KOMAaHJ YIpaBleHUs MpoieccaM U sl paboThl C KaTajioramu u

dbaitnamu
3.  moab3oBarenu Stud 51 stud 55 - umeror npasa Ha BeImONHEHNE KOMaH]

JUIs pabOThI ¢ KaTalnoraMu U (aiaamu

3.2.5 lposepka npasurnbHocmu co30aHusi rnosib3oeamersiel

Boittu B cucremy, HCIIO/IB3Ysl BUPTYaJIbHBIE KOHCOJIN:
BuptyansHas koncons ttyl — nonssosatens root/adminroot

BuptyansHas koucons tty2 — nonssosatens admin_kaf/adminkaf
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BuptyansHas koucons tty3 — nonssosarens admin_stud/adminstud
BuptyansHas koucons tty4 — nonssosatens Stud  XX/stud XX
1. HUcnonw3ysa yrunutel grep, id u cat, MIPOCMOTPETh HH(OpMALHIO O

CO3/IJaHHBIX TI0JIB30BATENIIX B KOH(PHUTYpallMOHHBIX aimax /etc/passwd 51

[etc/group

2. IlposepuTh mnpaBWia BbIMONHEHHs yTHAUTH SUAO s pasamuHbIX
II0JIb30BATENIEN

4 KOHTpOnbHbIE BOMPOCHI

1. Kakwue Tumbl monb3oBateinei cymectByor B OC Alt Linux?

2. Kakumu npaBamu objagaeT moiab30BaTeNb F0ot?

3. B uém Ha3HaueHue yruimThl SUAO ?

4. Kak MOXHO Ha3HAYUTH IOJIL30BATEIO TipaBa SUdo?

5. B kakue rpynmsl MOKET BXOJIUTH TIOJIb30BATEIIb?

5 JIMTEPATYPA
1. PoGaueBckuii A.M. Onepanuonnas cuctema UNIX.-CII6.: BXB-

[lerepOypr, 2001. — 528 c.:u.

2. Cepreit MBanoBckuii  OmepannonHass cuctema Linux. M.:
ITo3naBaTtenbHas kaura miroc, 2001. — 512 c.

3. Cemkun II.C.. Cemkun A.Il., Topsukun b.C. JlaGoparopHbiii
MPaKTUKYM IO JUCHUIUINHE «OIepalroHHble cCUcTeMb». Yacth 1.
OC Alt Linux. YnpaieHue nojib30BaTesIIMi. AMUHUCTPUPOBAHUE
JTMCKOBOM TIOJCUCTEMBI: Y4eOHO-METoIUUecKoe Iocoome. —M.:
N3narenbctBo «CriyTHUK Y, 2023. -78 c.

4. Hoxymenrarus 115t OC «AnbT Pabouas craniusy». Pexum gocrymna:

https://www.basealt.ru/alt-workstation/docs
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6 [lpunoxenune

6.1 KomaHOdb! Alt Linux 05151 pabomsbi ¢ riorib3oeamernsimu

6.1.1 lpocmomp uHghopmayuu o rnosib3o8amersisix

$ cat /etc/passwd — npocmotp yuéTHBIX 3anmcelt monab30BaTeNeH

$ cat /etc/ group - npocmotp uHpOpMAaIMH O FPYIIIAX MOJIb30BATEIIECH.

$ useradd -D.- npocmoTp aiina, 3amaromero cBoiicTBa "Mo yMomyaHHIO" I
BCEX J00aBISEMBIX MOJIH30BATENEH.

$ cat /etc/login.defs — nmpocmotp aiina, comepsxaniero HaCTpOMKY 171 CO3AaHUS

HOBBIX MOJIb30BATEIEH.
$ Is -la /etc/skel - mpocmorp karanora ¢ korpurypammoHHEIME (aiinamu,

KOTOPBIC KOIIMPYIOTCA B I[OMaIHHI/Iﬁ KaTajJor KaXIoro
I1OJIB30BATCJIA ITPU €0 CO3AaHUU

6.1.2 Co30aHue HoO8020 rnosib3osamers

1.  ¥Yruaura useradd
$ useradd <omuumu> <uMs_moJib30BaTEJISI>

OCHOBHBIE OITIMKA KOMaH/bI:

-b - Ga3zoBEIil KaTasor MIA pazsMENIEHUs JOMANIHETO KATAIora I0Jb30BaTels, Mo
ymorganuto /home;

-C - KOMMEHTApUM K YYETHOU 3aIIUCH;

-d — ums momamHero karasnora nosb3oBaTens. 110 yMOT4aHMIO COBIANAET C UMEHEM
I10JIb30BaTEIIs,

-€ - jarta, KOrja YyuyeTHas 3aluCh TMOJb3oBarens OyneT 3a0loKupoBaHa, B
dopmare ['TTT-MM-II/I. [To ymMOT4aHHIO OTKJIIOYEHO;

-f - xonuuecTBO NMHEH, KOTOpBIE JOMKHBI IPOWTH MOCIE YCTApEBaHUsS MAPOJIs JI0
OJIOKMPOBKH TI0JIB30BATENsl, €CJIM IMapojib He OyJneT W3MEeHEeH (Iepuoj

HeakTHBHOCTH). Eciu 3HaueHue paBHO 0, TO 3amuch OJIOKHPYETCS Cpa3y

MocJjie ycrapeBaHus mapoJs, npu -1 - ve 6ioxkupyercs. [1o ymonyanuio -1.;
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-0 - nepBUYHasA rpymnna nojs3oBaTenas. MoxxHo ykas3siBaTh kak GID, Tak m ums

rpynnsl. Ecnu mapameTtp He 3amaH OyaeT co3laHa HOBas TpyIra Ha3BaHHUE

KOTOPOIi COBMA/aeT C IMEHEM I0JIb30BATEI,
-G - CIMCOK BTOPUYHEIX TPYIII B KOTOPBIX OYAET HAXOAMUTCS CO31aBAEMBbIN
MI0JIb30BATEb;

-K - xaTanor ¢ ma6naonamu koHUrypanoHHbIX (Baiinos. DaiIbl ¥ MANKKU U3 3TOTO
Karajora OyIyT NOMENIEHbl B JIOMAalIHIOK TMamnky noJb3oBaTens. Ilo
ymoaanuto /etc/skel;

-M — K04, YKa3bIBAIOIMNWA HAa HEOOXOJAMMOCTh CO3/IaHUS TOMAITHETO Karajora
MOJIb30BATENsI, €CIM OH He CymecTByeT. Ilo ymMom4aHWIO Karajor He
co3aaeTcH,

-M - He co3nmaBaTh qOMAITHUN KATAJIOT,

-N - He co3paBars rpynmny ¢ IMEHEM IOJIL30BATES;

-P - 3amate mapons mons3zoBatens. [lo ymomyanuio mapois He 3a/1aeTcsl, ydeTHas
MOJIb30BaTENh OyAET 3a0JIOKMPOBAH JI0 YCTAHOBKHU IAPOJIA;

-S - KOMaHIHBII HHTEPIPETATOP IS TIOJH30BATEIS,

-U - uaeHTuGUKaTOp I MOJIB30BATEIS;

-D - oro6pasurs mapamerpel, KOTOpPBIE MCIONB3YIOTCA II0 YMONYAHHIO s
CO3JaHMs T0JIb30BaTelNsl. Eciiu BMeCTe ¢ 3TOM ONUMEN 3aJaTh €1l KaKOM-
1160 mapameTp, TO €ro 3HaYeHHUE M0 YMOJTYaHUIO OYy/IeT IePEOTPECIICHO.
Ecmu npu co3maHuM MOJB30BATENS HE YKa3bIBAKOTCA JIOMOJHUTEIBHBIC
KJIFOYH, TO OE€pyTCsl HACTPOMKH 110 YMOJTUYAHHUIO.
OTH HACTPOUKU MOXKHO TOCMOTPETH IO KOMaHJIE:
$ useradd -D IIPOCMOTP HAPAMETPOB MO YMOTIAHHIO
Cnucoxk onuuii MOKHO TPOCMOTPETh KOMaH 101

# useradd —help unu useradd -h.

# useradd stud_51 cosnanue nonszosarens
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6.1.3 3adaHue napons y4émHou 3arnucu rosb3ogamerisi

[Tapons 3amaeTca KOMaH 10U passwd
Ecnin xomanna passwd BBIIIOJIHIECTCA I10Jb30BATEIIEM, HE SBJIAFOIUMCS

mosib3oBaresieM FOOL, To OHa 3aIpOCUT TEKYIIUI MapoJib, & 3aTEM YCTAaHOBHUT HOBBIH
I1apOJIb 3TOTO MOJIB30BATEIIS.

root moxeT cOpoCHTE apoJIb AJIs IF000T0 MOJIb30BaTe s, BKirodas OOt ne
3Has TEKYLIEro NapoJis.

Hanpumep:
# passwd stud_51
6.1.4 lposepka co30aHHO20 rosib3ogamerisi

$ grep 'stud_51" /etc/passwd
$id test

6.1.5 MameHeHue napamempos rnosib3ogameris
YTumuta Usermod mpenHazHaveHa Ui YIPaBJICHUs MoJib3oBaTensmMu Alt
Linux, HNX OCHOBHBIMH U JOIIOJIHHUTCIBHBIMU I'PYIIIIAMH.
CuHTakcuc KOMaH/bI.
# usermod <onuuu> <HUMs_I0Jb30BaTeJs1>
6.1.6 YOaneHue ronb3oeamerisi
# userdel <kar4y> <umsa moJjn3oBaTe s>
Karou
-f MPUHYIUTETHHO YIAIUTh MOJIB30BATENs, JaXKE €CIIU OH ceiuac paboTaeT B
CUCTEMEC.

-r YAAJIUTb JIOMaH_IHI/Iﬁ KaTaJjor I10JIb30BaTECIIs.

6.2 KomaHOb! Alt Linux 0515 pabomsi ¢ 2pyrninamu rosib3ogamersiel
6.2.1 Co3daHue 2pynrnbl rnosib3ogamersieu
# groupadd onuuu UMS_TPynnbI

-f - ecnm rpynma yxe cymecTByer, TO yTHIMTa BO3BpAIAET MOJIOKHTEIBHBIA

pe3ynbTaT onepanuu;



Oneparrionnsie cuctembl JIad.pabora Ne7 (OC Alt Linux. YnpasjieHue moib30BaTe/IsIMH ) 17

-J - ycTaHOBUTH 3HaUeHHE ujeHTU(ukaTopa rpynmnsl GID Bpyunyto;

-K - u3MeHUTH mapamMeTphl o0 YMOITYaHHIO aBTOMAaTHYeCKOM renepanuu GID;
-0 - pa3pemuTh 100aBlIeHUE rPYIIbl ¢ HeyHUKalbHbIM GID;

-P - 3agaét maposb [ rpyIlsL;

-I - YKa3bIBACT, YTO I'PYIIIId CUCTCMHA;

# groupadd student

6.2.2 [JobasrneHue y4émHoU 3arnucu rosib3oeamerisi 8 2pyny

# usermod oy UMsI_TPYNNbI HMS__ M0JIb30BATEJIS

-a - 100aBUTh MOJIB30BATENA B Ipymny (MCIoab3yeTcs ¢ onmuei G)
-0 - HA3HAYUTH TJIABHOM TPYIIION

-G - Ha3HAYUTh BTOPUYHOU I'PYIIION

# usermod —a —G student stud 51

# usermod —a —G student,wheel stud 51 — no6asuts B aBe rpynmIBI
6.2.3 [lpocmomp 2pynn rnosrib3ogamerisi

$ cat /etc/group | grep student npocmotp coaepkuMOro rpymisI
$ groups - mpocMoTp Irpymil TEKYIIETO MOIb30BATENS
$g roups UMsl_1oJab30BaTEJISI — IPOCMOTP I'PYIII APYroro mojab30BaTelIs

$groups stud_51

6.2.4 YOdaneHue y4yémHou 3arnucu rnosb3oeamerisi U3 2pyrribi

# usermod -d <uMs_moJb30BaTesIsI™> <UMSI_TPynnbr>

# usermod -G “” <umsa_NOJB30BATEJsI> yjianeHue M3  BCEX

JOIIOJIHUTCIIBHBIX T'PYIIII

6.2.5 Y0arneHue epynnkl rnonb3oeamerneu

# delgroup <umsa_rpynnbI>

6.3 PedakmuposaHue ¢halna koHpuaypauuu sudoers

BrInosHUTh B KOHCOIM KOMaH1y (C TpaBaMu aiMUHUCTPATOPA)
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Alt-10~ # EDITOR =nano visudo
OtpemakTupoBath (aiin:
## User alias specification
## Groups of users
# User_Alias  ADMIN = millers, dowdy, mikef
User_Alias WHEEL_USERS = %wheel (auac exniouaem écex nonvzosameneii
epynnor Whell)
User_Alias XGRP_USERS = %xgrp
# User_Alias SUDO_USERS = %sudo
</lo0aBUTH HEOOXO0AMMBbIE AJIUACHI JJIA TPYIII MOJb30BaTeIeH>
#
# Cmnd alias specification
# Groups of commands
#Cmnd_Alias  PROCESS = /usr/bin/nice, /bin/kill, /usr/bin/renice, \
# Jusr/bin/pkill, /usr/bin/top
# Cmnd_Alias REBOOT = /shin/halt, /sbin/reboot, /sbin/poveroff
#Hit

</lo0aBUTH HEOOXOAMMBbIE AJTMACHI VISl TPy KOMAH/>

## User privilege specification
H
# root ALL=(ALL) ALL
# WHEEL _USERS ALL=(ALL) ALL
# SUDO_USERS ALL=(ALL) ALL
rJe:
- root, WHEEL_USERS, SUDO_USERS noznv3osamens, 03 komopozo
NPUMEHAEMCs NPABUILO
- ALL= npumensemcs ko ecem xocmam
- (ALL) - mooicem vinonnsmo komanowvt om auya cex noib306ameell

(ecmu (ALL:ALL) - mo om nuya scex nonvzosameneii u epynn)



Oneparrionnsie cuctembl JIad.pabora Ne7 (OC Alt Linux. YnpasjieHue moib30BaTe/IsIMH ) 19

ALL - npaBuio npumeHsieTcs KO BCEM KOMaHIaM

</lo0aBuTH NpaBuIIa VIl MOJIb30BaTEICH>

# Read drop-in files from /etc/sudoers.d

@includedir /etc/sudoers.d — o3nagaet yto B Karajor /etc/sudoers.d moxHo
IIOMECTHUTH JOITOJITHUTCIbHBIC KOH(bI/IpraHPIOHHBIC (baﬁm,l.

Ctrl +O — coxpanuThb (aiin

Ctrl+X — BbliiTH U3 pegaKkTopa

$ sudo —I - xomanna BEIBOAHUT Bee mpasmna B (aiine /etc/sudoers, koTopeie

OTHOCATCA K JaHHOMY ITIOJIb30BATCIIIO.

6.4 Tekcmosbil pedakmop nano

6.4.1 KombuHauuu knasuw pedakmopa Nano

Ctrl+G CIIpaBKa B OTKPHITOM OKHE (haiina

Ctrl+O COXpaHeHue ¢aiina.

I[J'IH IMMOATBCPKACHUA COXpPAaHCHUA CIICAYCT HAKATh KIIaBHUIITY:

Enter
Ctrl+X BBIITH U3 peaKTopa
Alt+U OTMCHHTH MOCJICAHIEC BHECEHHBIC HM3MEHEHUS
Alt+U MOBTOPUTH TIOCTICTHEE ACHCTBUE
Ctrl+W MIOMCK HYXHBIX CTPOK

3aTeM, B HI>KHEW 4aCTH TEPMHUHAJIA MOSIBUTCS CTPOKA, TAE CICAYET

BBCCTHU ITONCKOBBIC 3HAYCHUA

Alt+R J171s1 TOMCKa ¥ 3aMEHBI
PageUP, s mepemMerienus o Qaiy.
PageDown,

Home, End,

RJIaBHIIIHA (V1)

CTpeJKaMHu
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Ctrl+F MEPEMEILICHHS TIO TEKCTY BIIEPE]]

Ctrl+B JUTSI TIEPEMETIICHUS Ha3a/l

Ctrl+N JUIS1 IEPEMEILICHHS] BHU3

Ctrl+P JUISL TIEPEMEILIEHHS] BBEPX

Ctrl+E MEPEMECTUTCS B KOHEI CTPOKU

Ctrl+A JUIS BO3BpaTa K Ha4yaiay CTPOKU

Ctrl+ nepeMeniaThCs BIepes 1o cioBam

IIpodea

Alt+ JUTS TIEPEMETICHUST Ha3a/l

IIpoGen

Ctrl+»~ BBIICTTUTH HY)KHBIH y4aCTOK TEKCTa
B Tepmunane nosisutcs cooOuieHue uro “MeTka ycraHoBieHa”. A
3aTeM, IPU TOMOIIHY KJIABUIII CO CTPEJIKAMU JIBUTATHCA BIIEPE WU
BHM3: UTOOBI CHATH JAaHHYIO METKY, HaXaTh CIe pa3 COUYCTaHHE
kiapum Ctrl+*

Ctrl+K BBIPE3aTh BBIJACICHHBIN TEKCT
Mo>xHO BBIpE3aTh MOJHOCTBIO CTPOKY, HAJSi ITOTO TOCTaBUTH
Kypcop B HaJasie CTpOKH, a 3aTeM Haxath Ctrl+K

Alt+» KOMUPOBAHUE TEKCTa. BpIAEIUTh €ro ¢ IOMOIIBI BBIIIE

YKa3aHHBIX COUCTAHMS KJIIaBUII, @ 3aTCM CHSB MCTKY, HAXKATh!

6.4.2 Onyuu pedakmopa Nano

-B  Cosnats pe3epBHyro konuto (aiina

-V OTKpBITH (paiiil TOJBKO JJIsi YTEHUS

-M BxIIr0YnTh NOANEPIKKY MBIIIN

-C TIlanka nis pe3epBHON KOIUU

-F BxuiounTs NoaAepKKy [UIsl peJaKTUPOBAHUS HECKOJIBKUX (haiiyioB

-H CoxpaHuTtb HCTOPUIO TOMCKA U 3aMEHBI

Ipumep. Jlis Toro uto Obl mpu penaktupoBanuu ¢aina ‘“‘test” coszmanack
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pe3epBHas Komusl, HY)XHO BBECTU KOMaH.Y:
$ nano -B test

[Toce penakTupoBaHMsl U COXpAaHEHHUs OCHOBHOTO (Qaiina, OyaeT pe3epBHas KOMHUS.

Pe3epBHas komnus mosiBIISIETCA €O 3HaKoM ““Tuibaa”.



