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1 Uenb paboTbl
He.]IblO paﬁoTbI ABJEICTCA IMOJYYCHHUC HABBIKOB INTAHUPOBAHUA ITPOCTPAHCTBA TUCKO-

Boit moacucrembl OC Alt Linux, co3manust TUCKOBBIX pa3esioB, (GOpMaTHPOBAHUS U

MOHTHPOBaHUSI (PANIOBBIX CHCTEM.

2 TeopeTuyeckas 4yacTb
2.1 [lnaHuposaHue ripocmpaHcmea Auckosou rnodcucmems|

OCHOBHBIMH YCTPOWCTBAMU XpaHEHUsI HH(OPMAIIIU B KOMIIBIOTEPHOU CHCTEME
SIBJISIFOTCS )KECTKHUE JTUCKHU, 00pa3yroliue AUCKOBYIO MOJICUCTEMY ONEPAIIMOHHON CH-
CTCMBI.

Ha x&cTkux nuckax xpaHsTcs Kak (aiisl U JaHHBIE CaMOW OTIEPAIlMOHHOMN CH-
CTEMBI, TaK U (Pailyibl ¥ TaHHbIE TI0JIb30BATEIIEH.

HaﬂéX(HOCTB XPaHCHHUA OAHHbIX U Bq)(l)eKTHBHOCTB A0CTYyIIa K HUM BO3pPaCTacCT,
CCJIM pa3aciIAThL XPAaHCHUC JAHHBIC PA3HBIX TUIIOB, PA3JIMYAIOIIHUXCS 110 XapaKTCPy UC-
I10JIb30BaHUs.

C oT10M 11e7bI0 BCE OCTYTHOE IPOCTPAHCTBO HA KECTKOM JUCKE (MM JUCKAX)
pasaciACTCAa Ha HC3aBUCHUMBIC 06J1aCTI/I, KaXJasd M3 KOTOPLIX IMPECAHASHAYCHA JIs Xpa-
HCHHUA JaHHBIX onpenenéHHoro THIIA.

Jlnst opraHuzanuy Takux oOJiacTed MpeaHa3HaueHa TEXHOJIOTHS pa3eieHUs
AHWCKa Ha pa3a€eabl.

HOCKOJ’IBKy pa3aciibl HC 3aBUCAT APYT OT APyra, UIBMCHCHUC COACPKUMOT'O O/1-
HOIO pa3jiefia HUKaK He CKa3bIBaeTCsA Ha Apyrux. OJHa U3 BBITOJ TAKOIO MOJXOJA: B
ciyyae (pu3nuecKoro cOost WM MOBPEKICHUS TAHHBIX, OITUOKHU OYyIyT JTOKaIU30BaHbI
BHYTpPH TOTO pazfieia, e Mpou3omieén c0oil, u He 3aTPOHYT APYTUX Pa3/eIioB.

Pa30uenue Ha pa3zienbl MOKET OBITh UCIIOJIB30BAHO U JIJISI ONTUMM3AIMK CKOPO-
CTHU AO0CTYyIIa: CKOPOCTb YTCHUS U 3alIMCH AJIA 60J'IBHII/IHCTBa AMCKOB BbIIIC B CCPCANHC
M HMJKC K KOHITY U Ha4YaJly AUCKaA. I[J'ISI 9TOro pasaciibl C JaHHBIMH, JJIA KOTOPBIX Ba’KHA

CKOpPOCTBb OOCTYIIA, HCJI@COO6p8,3HO pacnojaratb B CEPCANHE AUCKA.
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P a3CJICHUC NMCKa Ha pa3aciibl HCO6XOI[I/IMO H B TOM CiIydac, €CJIM Ha OJJHOM
Cl)I/ISI/I‘-IeCKOM yCTpOﬁCTBC JOJIDKHBI OBITH YCTAaHOBJICHBI HCCKOJIBKO OIICPAIIMOHHBIX CHU-

CTCM.

2.2 Tabnuubl pa3derios OucKa

[Tpu pa3nenennn AUCKa HA pa3eiibl CO3AI0TCs TaOIUILl pa3aenoB. B 3aBucu-
MOCTH OT TEXHOJIOTHMH, 3TH TaOJmIel HocAT HaszBanume PT (Partition Table) wmm
GPT(GUID Partition Table.)

2.2.1 Tabnuya pasoenos PT (Partition Table) MBR

PT - 510 cranmapT TabiuIlbl pa3iesioB IUCKa, CBSI3aHHBIN € 3arpy3K0il oneparu-
OHHBIX CHCTEM C HCTOb30BanreM cucTembl BIOS u Tabmuer MBR

BIOS (Basic Input-Output System) - 6a3oBast cucTemMa BBOa-BbIBOIa. ITO MPO-
rpaMMbl HU3KOTO YPOBHS, XpaHSIIMECs HA YUIE MAaTePUHCKON 1uiaTel. [Iporpammer
BIOS 3arpy»arTcs npu BKIKOYEHUHA KOMIIBIOTEPA, WHUIIMUPYIOT €r0 aIlapaTHbIC
KOMIOHEeHTHI, uiryT B Tabnuine MBR (Master Boot Record) rimaBHyro 3arpy304Hyro
3anuchk (Master Boot Code), kotopasi HCIONb3yeTCs /s 3almycka MporpaMmbi-3a-
IrPy34HKa ONepanuoHHON cucteMbl. [l Linux Tam HaxoAuTCs KO WHUIIHATU3AIAN
Grub. DTOT KO/ MCIOJIB3YETCs TOJNBKO IS MHUIIHAIU3AlUH OCHOBHOTO 3arpy3uHKa,
PacnoJIoKEHHOTO B APYroi o0JacTH Ha AMCKE, a TOT yxke 3arpyxkaer OC.

MBR naxonuTtcs B caMOM Haualie JUCKa U 3aHUMaeT nepBbie 512 GailT.

MBR coaepxur tabmuiy pasaeiaos PT (Partition Table), kotopast cogepxur
UH(GOPMAITHIO, O TOM, KaKHe pa3/ieibl €CTh Ha 3TOM YCTPOMCTRBE.

Orpannuenue MBR B ToM, 4TO AUCK MOXET UMETh TOJIBKO YeThIpe pa3jaea.
DTO CBSI3aHHO C OTPAHWYCHHBIM KOJUYECTBOM IaMSTH, BBIJICICHHBIM O] TaOIHUILY
pa3Jesos.

Paznessl MOTYT OBITH TIGPBHYHBIMH - Primary (10 4eTeIpéX pas3iesoB) , U TaKxKe
pacipeHHbIi - extended(Tosnbko oauH). PaciimpeHHblid pa3aen MOXET COACPIKATh
HECKOJIbKO Jiorndeckux- logical, uro mo3Bosser co3aarh HEOOXOAUMOE KOJMYECTBO

pa3eNIoB JUCKA.


https://ru.wikipedia.org/wiki/%D0%93%D0%BB%D0%B0%D0%B2%D0%BD%D0%B0%D1%8F_%D0%B7%D0%B0%D0%B3%D1%80%D1%83%D0%B7%D0%BE%D1%87%D0%BD%D0%B0%D1%8F_%D0%B7%D0%B0%D0%BF%D0%B8%D1%81%D1%8C
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Master Boot Code
1st Partition Table
Entry
2nd Paéﬁttiﬁ’n Table
Moot | "Tacle | [ 3rdPartition Teble

Record Entry
4th Partition Table
Entry
0x55 AA

Prirnary Partition {C:)

Primary Partition (E:)

Primary Partition (F:)

Logical Drive {G:)

Extended - | Loagical Drive (H:)
Partition

Logical Drive n

MBR wucnonb3yet 32-OUTHYIO aapecarfio, 4To MO3BOJISET paboTaTh TOJIBKO C
JMCKaMH pa3MepOM JI0 IBYX TepabauT.

B MBR ucnonb3yercs agpecanus, 3aBucuMasi OT F€OMETPUU JUcKa. AJpec co-
CTOUT C Tpex 3HaueHuit: Homep nuauHapa (Cylinder, C), Homep paboueii MOBEPXHOCTH
(Head, H), nomep cexropa (Sector, S) - (CHS) (nampumep, 0,0,0).

2.2.2 Tabnuua pasdenos GPT (GUID Partition Table)

GPT 370 TexHOIOTHs YIIpaBiICHU pa3iesiaMi Ha )KECTKOM JIMCKE, SBIISIOLIAsICS
yacteio ctannapra EFI (Extensible Firmware Interface), paspadoransoro B Intel mis
3amensl BIOS.

Crnemmduramus UEFI (Unified Extensible Firmware Interface) - yaudumupo-
BaHHbIA HHTEp(ENC pacuMpseMOil NPOIIMBKA —TIPOMBIIIJIEHHBIM CTaHAAPT, 3aBUCS-
Ui He TOJbKO OT Intel.

UEFI He moanepxuBaer 3arpysky, koTopas mnojaiaepxkuBaercs Tojabko BIOS.

UEFI pa6Goraer kak ¢ TabauiiaMu pa3aesioB, Tak U ¢ (pailIoBBIMU CUCTEMaMHU.


https://losst.ru/wp-content/uploads/2016/05/mbr-disk-layout-1-1.png
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CrangaptHo ucnonb3yemblie Bepcun UEF I nmerot moanepxky Tabiuil pa3aenos
MBR u GPT.

UEFI ue BemonaseT aukakoi kox n3 MBR naxe ecau oH ectb. BMecTo aTOrO0
HCTIONB3YETCSl CHelUAJbHBIN pa3aeJ Ha JKECTKOM Jucke HasbiBaemblii "EFI
SYSTEM PARTITION", na kotopoii u pacrnoyiaratorcsi (paitipl, KOTOpble HE00XO-
JIUMO 3aITyCTUTD JIJISl 3aTrPY3KHU.

[TepBoe otnnune GPT - 3To ncnonb3oBanue apyroi aapecanuu aucka. B GPT
ucnonb3yetcs aapecarust LBA. LBA (Logical block addressing) - crannapruzoBan-
HBI MEXaHU3M aJpecalid M JO0CTyna K OJOKY JaHHBIX Ha OJIOYHOM YCTpPOMCTBE
(>KECTKOM WJIM ONTUYECKOM JHMCKE, TBEPAOTEILHOM HAKOIMUTENE), IPU KOTOPOM HET
HEOOXOJMMOCTU YUYUTHIBATH CHEIU(PUKY HAKOMUTENS (HAIpUMEDP, T€OMETPUIO KECT-
KOTO JHCKa

Dt10 G1049Has aapecarys, Kaxapli 0JI0K uMeeT cBoi Homep, HanpuMep: LBAI,
LBAZ2, LBA3, u tak ganee, mpuyuem aapeca MBR aBToMaTtnuecku TpaHCIUPYIOTCS B
LBA, nanmpumep LBA1 6yner umers agpec 0,0,1 u tak nanee.

GPT He comepxuT Koja 3arpy3unka (3arpyskoii 3anumaercs EFI), 3mecw pas-
MelleHa ToJibko Tabnuna paszaeno. B 0noke LBAO naxomutcs MBR, sto cnenano
mutst 3anuThl OT 3atupanus GPT crapeiMu yTunuramu paboThl ¢ IUCKaMU, a yKe C
6soka (LBA1) naunnaercst cama GPT.

[Mox Tabnuity pasaenoB pesepBupyercs 16 384 Oaiit mamsrtu, mo 512 Ha 6ok (
32 Groka).

[TepBbie pa3aensl qucka HauHyTcs ¢ Ostoka LBA34 (32+1MBR+1GPT).
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GUID Partition Table Scheme

LBA O Protective MBR
LBA 1 Primary GPT Header 'E
LBA 2 Entry 1|Entry 2 |Entry 3 |Entry 4 "i
Leas E
\ Entries 5-128 \-:
o
LA 34
Partition 1
Partition 2
\ Remaining Partitions X
LBA -4
LBA =33 Entry 1|[Entry 2| Entry 3| Entry 4 E
&
N Entries 5-128 \ &
LBA-2 5
LBA —1 Secondary GPT Header i

KonnuecTBo pasniesioB He OrpaHUYEHO.

OrpaHuueHue Ha KOJMYECTBO Pa3AeioB YCTAHABIMBAETCS TOJIBKO OINEpalMOH-
HOM cucteMoi. Sapo Linux moaaepxuBaet 1o 256 pasaesios.

bnarogaps anpecauuu LBA, GPT B omyinunu ot MBR mokeT co3maBath pas-
nensl 10 9,4 JB.

Kpowme Toro, cinyxxebnas unpopmarus GPT ny6iaupoBaHna, oHa pa3meniaercs He
TOJILKO B Hauajie IMCKa, HO U B KOHIE. TakuMm 00pa3omM BO MHOTHX CIydasiX MPH I0-
BpexaeHnn GPT moxeT cpaboTaTh aBTOMaTHYECKOE BOCCTAaHOBJICHHE.

GPT noanepxuBaeT IOHUKO TTOITOMY MOXHO 33JaBaTh UMEHA U aTPUOYTHI
pasaenaM. FiMeHa MOTyT OBITH 3a/IaHBI Ha JTI0OOOM TIOJIJICPKUBACMOM SI3bIKE M MOYKHO

oOpaiaTbcsi K JUCKaM Mo 3TUM UMEHaM.


https://losst.ru/wp-content/uploads/2016/05/gpt-partition-scheme-1-1.png
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JIJis IMCKOB MCTIONB3YIOTCA TI100aNbHbIe YHUKANIbHbBIE naeHTHuukaTopsl GUID
(Globally Unique IDentifier), sto ogna n3 Bapuaruit UUID, koTopbie Takke MOKHO
TaK)K€ MCIOJIb30BATHCA JIsl HACHTU(PUKALUU JTUCKOB BMECTO UMEH.

UUID (Universally Unique identifier) — sTo 128 OuTHBIN yHHKAIBHBIA HO-
Mep, ctanaapTusupoBannbiii Open Software Foundation. UUID momoraer uaeHTH-
¢punmpoBaTs pasaesnl B cucremax Linux. OH reHepupyercst ¢ HOMOIIbI0 O1OIHO-
teku libuuid (ucnonw3yemoii €2fsprogs), koropas siBisercss yactbio Util-linux. Jlo-
CTyIHA cpa3y Hocje ycTaHOBKHU LINUX HauMHas ¢ Bepcuu siapa 2.15.1.

2.2.3 Noddepxka mabnuy pa3deriog oriepallUoHHbIMU cucmemamu

Snpo Linux Bxarodaer moaaepkky kak PT tak u GPT

[Ipu ycTtanoBKM omnepanioHHOM cuctembl Ha nauckax ¢ GPT ucnonbiyercs 3a-
rpy3unk Grub2.

Crapas onepanuonHasi cucteMa Ha auck ¢ GPT moxxet He ycTaHOBUThCSI.
2.2.4 CpasHeHue PT u GPT

. PT nognepxuBaet qucku a0 2 To, GPT - 10 9 96

. GPT nonnepxxuBaet 00s1ee YeThIpex pa3ieioB

. GPT ucnonszyer GUID s naeHTH)UKATNN JUCKOB

. GPT wucnonssyer cuctemy anpecanuu LBA, sMmecto CHS

. Crnyxebnas undopmanus GPT nybnupyercs B Hauaje ¥ KOHIIE IUCKa

. GPT npoBepsieT KOHTPOJbHBIE CYMMBbI, YTO ITO3BOJIICT OOHAPYKUTH

MOAU(PUKAIMIO TA0JULIBI Pa3/1eJ0B

. GPT noanepxusaet Unicode, a, ciegoBaTenbHO, UMEHA HAa KUPUIUTUIIE

HMCHaA.

2.3 Pasdenbl cucmemHoeao oucka OC ALT Linux

2.3.1 Heobxodumbie pasdersibl
MuHHMaJIbHOE KOJHUYECTBO pa3ieoB, KoTopeie HeoOxoaumbl ALT Linux mis

paboThI- ABA.
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[lepBblil — 111 0012CTH MOJAKAYKH, BTOPOH — J/Isl KOPHEBOM (pailioBoOi cCH-
CTEMBI.

OobsacTh moaKaYKH (SWap space) - 3TO IPOCTPAHCTBO HA JIUCKE, UCTOJIb3ye-
MO€ CUCTEMOM i1 OpraHU3allii BUPTYAJbHONH NAMATH.

B Linux npuHATO pa3smemiath 00JacTh MOJKAYKU B OTIACIBHOM paszfeie, 4To
MO3BOJISIET YBEJIMYUTh CKOPOCTh JOCTYIA K TAHHBIM 1 YMEHBIIUTH PUCK TOBPEXKICHUS
JAHHBIX HA OCHOBHBIX pa3iesiax.

Jlnst obecrniedeHnsi MaKCUMaIbHOM CKOPOCTU JOCTyNA K JJAHHBIM 00JIaCTH TOJI-
KAauKM €€ pa3fiesl peKOMEHIyeTCsl pa3MellaTh B Havyajie 1100 B cepeinHe aucka. Jlan-
HbIE, HaXOJsIIKMecs B SWap-pa3jaesie, SBISIOTCS BPEMEHHBIMU U HE MPEICTABIISIOT
LIEHHOCTH II0CJIE TIepe3arpy3ku KoMibrorepa. [loaromy pasmenienue swap-pasnaeina B
HayaJyie JUCKa MPEANOYTUTENbHEE: CHUKAETCS PUCK MOTEPH BAXKHBIX JAHHBIX.

KopueBas ¢daiisioBasi cucrema sIBISIETCS OCHOBOUM BCEro J€peBa KaTajloroB U
daiinos Linux.

KopueBas (aiinoBas cucrema coznaércs npu ycranoske OC Alt Linux u pac-
IIOJIOKEHA B PA3EIIaX CUCTEMHOTO AMCKA ONEPAlOHHON CHCTEMBI

Toukoii MOHTHPOBAHMS JIJIsI KOPHEBOU (hailJIOBON CHCTEMBI CITYKHUT ““/” - KOp-
HEBOM KaTaJIor.

Bce nannbie OC (BKiIIOYasi MOJIb30BATENbCKUE (DAMITBI) MOTYT OBITH TTIOMEIIICHBI
B OJIMH pazzedi- B 3ToM ciaydae st ALT Linux norpeOyeTcs Bcero aBa pasjena.

Jlst moBbIteHus 3Q(PEKTUBHOCTH M HAAEKHOCTA HEKOTOPBIE KaTaJoTH omnepa-
IIUOHHOW CUCTEMBI MOT'YT OBITh BEIHECEHBI B JIOTIOJTHUTEIILHBIC Pa3Aeiibl (€CIIM 3TO M03-
BOJISICT MPOLIEAYPA YCTAHOBKH ONIEPAIIHIOHHON CHCTEMBI).

[Tonp3oBaTeNbCKUE KaTAIOTH U (altIbl MOTYT OBITH pa3MeEIIeHBI B pa3enax Jg0-
MOJIHUTENIbHO YCTAHOBJIEHHBIX KECTKUX AUCKAX.

2.3.2 [JononHumernbHble pa3deribl 05 kamanoz2oe OC

/home

JlomalliHue KaTaaoru nojb3oBareneil. 3ech XpaHsaTCs MepCOHANIbHbIE KaTaJI0Tu
BCEX MOJIb30BaTENEH MallinHbl. Pazmep kaTanora 3aBUCUT OT KOJTMYECTBA paOOTAOIIUX

MOJIH30BaTENIe U OT UX MoTpeOHOCTel. Pekomenayembie (aiiioBeie cucTeMbl - EXt3
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nn XFS. ITapameTpel MOHTHpPOBaHUsA - NOEXEC (B CIyyae HEBO3MOKHOCTH ITPUMEHE-
HUSA - Nosuid).

fusr

Cratryeckue 1aHHbIE: OOJIbIIAs YACTh TAKETOB YCTAHABIMBAET CBOU HCIIOJIHS-
emble (aiiibl ¥ JaHHbIe B KaTasor /Usr. [IpenMyiecTBoM pa3MeIeH s STOro KaTauora
B OTJENbHOM paszjieiie SBJSETCS TO, YTO NPU HOPMaIbHOM pabore (Kpome ycra-
HOBKU/y/IaJICHUs] TAaKETOB) HE TpeOyeTcss B HErO 3allMChIBaTh HUKAKUX JAAHHBIX, IO-
3TOMY 3TOT pa3ziesl MOXXHO MOHTHUPOBATH B PEKUME «TOJAbKO YTEHHE)», B TOM YHUCIIE
I10 JIOKJIBHOM ceTH. B 3TOM cilydae HECKOJIBKO MAaIllMH MOTYT IOJIb30BaThCA OJHUM
CETEBBIM pa3fiesioM /usr. Pazmep 3Toro pasaena 3aBUCUT OT KOJMYECTBA AKETOB, KO-
TOopble OyIyT yCTaHOBJIEHBI, OH KoseOiercsa B npenenax or 500 MO ans maneHbkon
YCTaHOBKH JI0 HECKOJIBKUX TMTabalT AJsl MOJHOM ycTaHOBKU. Bapuant Ha 2-3 I'6 (B
3aBHCHMOCTH OT pa3Mepa JHUCcKa) CKOpee BCEro MOT0NAET.

Ivar

[lepemeHHbIe faHHBIE, KOTOPBIE CO3/IAIOTCS CUCTEMOM B Ipoliecce padoThl. 3a-
IIMCh B 3TOT KaTaJoI OCYIIECTBIIAETCS BECbMa 4acTO, a KOJIMYECTBO JIAHHBIX B HEM
MMeEEeT TEHACHIINIO pacTh (3[€Ch PACIOIOKEHBI BCE CHCTEMHbIE KypHaJbl). Tpebdo-
BaHUs K 00bEMY OYEHb CUJIBHO 3aBUCAT OT Mpoduist MauHbl. Ha nonp3oBarenbekux
JOMAalTHUX CTAHIUSAX MOXET OBbITh JOCTATOYHO U HECKOJBKUX COTEH MerabailT, oa-
HAKO JIy4Ille BBICTSATh HE MEHBIIIE CBOOOHOTO MecTa, ueM Juis paszien /usr. Ha cep-
Bepax 00beM paszjiena ¢ epeMEeHHbIMU JaHHBIMU, KaK npaBuio, 6omnbiie. K Tomy xe,
JUTSI IOBBIILICHUS] TTPOU3BOAUTEILHOCTH U HAJIEKHOCTH XpaHEeHUs HH(pOpMaIiu repe-
MEHHBIE JTAHHBIE PA3HBIX TUIOB PEKOMEHAYETCS pPACIOJIaraTh B Pa3HbIX pasleliax.
daiinoBast cucTeMa TOTrO pasJielia JODKHA MOAIePXKUBATh KypHamuposanue (EXt3).
[Tpu MOHTUpPOBAHMH KEJATEIBHO 3a7aTh TapaMeTphl NOEXeC u Nosuid.

Ivar/log

[Ipu ycTaHOBKE Kak Ha CEpBEP, TaK U HA padoune CTAHLUU, JIYUIIUM PEIICHUEM
OyJeT BBIHECTH CUCTEMHBbIE )KYpPHaJIbl B OTAENbHBIN pazaen. [Ipu cOosX nian BHEIMIHUX
aTakax pa3Mep JKypHaJI0B MOXET PE3KO YBEJIIMUYHUBATHCS, 3aII0JIHAS BCE JOCTYIIHOE HA

pasaciic mMpoCTpaHCTBO, YTO, B CJIy4a€ UX XpaHCHHUA BMECTC C APYTHUMHU IECPEMEHHBIMU
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CUCTEMHBIMH JTAHHBIMH, YpeBaTO cOOEM B paboTe cucteMbl. Takxke, eciiu cepBep HC-
MOJIB3YETCsI JIJIS1 BRIMIOJTHEHUST Y3KOTO Kpyra 3ajad (Harpumep, kak web-cepsep), pe-
KOMEHAYETCSI BBIHOCUTb B OTACJBHBIM pa3fen KypHalbl OCHOBHOW CHCTEMHOMN
cinyxO0bl (Hanpumep, /var/log/apache). Ontumanbhas ¢ainosas cucrema.- Ext3, na-
pamMeTphl MOHTHpPOBaHUs- Noatime, noexec, nosuid.

Ivar/tmp

MoskeT OBITh TTOJIE3HBIM CO3/1aTh OTIACIBHYIO (HhalJIOBYIO CHUCTEMY ISl BPEMEH-
HBIX JAHHBIX, KOTOPBIE HEXKEJIATEIBHO NOTEPSITH B CIy4yae MPOrpaMMHOTO WJIM amra-
paTHOro cO0si. DTOT pa3ziel NOHKEH 00ecleurnBaTh BLICOKYIO HAJEAKHOCTh XPaHECHUS
JAHHBIX, TIOATOMY ONTHUMAJIBHO CO37aTh B HEM (DalJIOBYIO CHCTEMY C TMOJACP>KKOU
xypHaaupoBanus (Ext3), ykazaB mapaMeTpbl MOHTHPOBaHUS NOEXEC u Nodev.

/var/spool/mail

Ecnu Ha cepBepe XpaHUTCS 1MOYTa MOJIb30BATENEH, KaTalor ¢ Hel HEOOX0 MO
BBIJICTTUTH B OTAEIBHBIN pa3en. Takxke 00s13aTesIbHO yCTaHABIMBATh OTPAaHUYCHUS Ha
MCIIOJIb30BaHUE TUCKOBOTO MPOCTPAHCTBA ISl OT/ACJIBHBIX MOJIH30BATEIICH, UTOOBI U3-
0exaTh HEOXKUJAHHOTO TEPETOHEHUs pa3jiesia U mpobiieM ¢ paboTOCIIOCOOHOCTHIO
cepsepa.

Ivariwww

Pa3nen giist caliToB MOJIB30BaTEIICH.

/tmp

DTOT KaTaJor MpeaHa3HavYeH Il BpeMeHHbIX (ailyioB: B Takux Qaiiax mpo-
rpaMMBbI XpaHAT MPOMEKYTOUHbIE JTaHHBIe, HEOOXoauMBbIe 11 paboThl. [locre 3aBep-
meHus paboThl IPOTpaMMbl BpeMEHHBIE (haliiibl TEPSIOT CMBIC U JIOJDKHBI OBITH yJ1a-
aeHbl. OOBIYHO KaTajor /tMp oYHrIaeTcs MpU KaXkI01 3arpys3ke cucteMbl. [1ockobKy
3aMUCh B ATOT KaTaJOT OCYIIECTBISETCS OYECHb 4acTo, a TpeOOBaHMS K HAAEKHOCTH
OYEHb HU3KHE, TO €CTh OOJIBIION CMBIC BBIACINUTD /IMP B OTACHBHEIN pa3aen. B mpo-
TUBHOM CJIy4ae OH OKa)XETCs 4acThI0 pazjena “/”, TpeboBaHUs K KOTOPOMY I10 3aUCH

1 HaJ&KHOCTHU MPSAMO MPOTUBOIMOJIOKHBIC. Pazmep paszaena /tmp B 0ObIYHOM CiTydae
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J0JDKEH OBITh IPUMEPHO PaBEH pa3Mepy swap. B mociennee Bpemst paszen /tmp 3aga-
CTYIO pa3MeNIaoT B BUPTyalIbHOH (aitsioBoii cucteme tmpfs HemocpeacTBeHHO B orie-
pPaTUBHOM MaMSTH.

/

KopneBoii pazzaen - 3To camblil BaxkHbIN pazien. OH colepKUT Haubosee Bax-
HbI€ JIaHHBIE U TIPOrPAMMBI CUCTEMBI U CITY’KUT TOYKOH MOHTHPOBAHUS ISl JPYTHX
paznenoB. Eciu /usr, /var u /home BeIHECEHBI B OTACIBHBIC Pa3ieibl, TO TOTPEOHOCTh
B 00bEME KOPHEBOTO pazjesia HebobIas, o0braHO gqoctaTouno 500 M6. Kopnaesoit
paszen T0/HKeH OBITh JOCTYIIEH B MPOIIECCE 3arPy3KH, B MpoIiecce pabOThI TOCTYIT HA
3aMKCh B ATOT pas3zes TpedyeTcs HeYacTo, HO OUYEHb BayKHA HAJIEKHOCTD.

/boot

Heb6ompmoit pazgen (5—-10 M0), Ha KOTOpOM XpaHATCS UCTIONHAEMBbIC 1 failsafe
sJ]ipa ¥ JaHHBIE UCTOIb3yeMOT0 3arpy3unka. OOBIYHO pacroiaracTcsi B cCaMOM Hauaje
’KECTKOTO JMCKA M BCET/IA SBIISCTCS MIEPBUIHBIM Pa3eiaoM (B OTIUIHUE OT JIOTHUYCCKUX
TOMOB B ciiy4ae ucnojibs3oBanus LVM). OntumanbsHas ¢aitioBas cucrema - Ext2, mo-
CKOJIbKY 3aIKCh B pa3jiell MPOU3BOIUTCS PEAKO, a €r0 00hEM Mall.

Brinenenre MOMOMHATEIBHBIX Pa3/ejioB HAMPABICHO MPEX/IE BCETO HA IMOBHI-
menue 3¢ PexTuBHOCTH paboTh cepBepa. [ pabounx cTaHIUi Yalie BCEro BIOJIHE
J0CTaTOYHO, IOMUMO HEOOXOJAMMBIX Pa3fIeNiOB, BHIICIUTH BCTO OJUH - JIJISl XpaHCHUS
MOJIb30BaTENLCKUX JaHHBIX (/home).

YBenuueHusi THOKOCTH yIPABJICHUS pa3ieiaMu, 0COOCHHO MpU OOJIHIIIOM UX KO-
JIUYECTBE, MOKHO JIOOUTHCSA MCIOJIb30BaHHEM TexHoJiornu LVM, koTopasi mo3Bo-
JIfET CO3/1aBaTh, yAAJISITh U H3MEHATH pa3Mep JOTrHYecKHX YCTPOiicTB 0e3 pucKa

noTepu JaHHbIX.

2.4 Co30aHue pa30esios U chalsiosbix cuCmMeM Ha XECmKUX ducKkax

2.4.1 Cos0aHue pa3derios xécmkoao oucka
Pazbuenue >kECTKOro MMCKa Ha pa3zelbl MPOU3BOIUTCS MPU YCTAHOBKE CUCTEMBI
U IIPU MMOAKIIFOUCHUH HOBOI'O JHUCKaA.

HpI/I IOAKIOYCHHUN HOBOI'O JHUCKA H€O6XOJII/IMO:
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e pa3NENUTh €r0 Ha Pa3/CITbl
e OTQOopMaTUPOBAThH KAKBIN pa3ziel 1l co3ganus (paiaoBoil CUCTEMBI
e CMOHTHPOBATH JUCK JIJIT BO3MOXXHOCTH 3aITMCH U YTCHUS JaHHBIX
e HACTPOUTH ABTOMATHYECKOEC MOHTHpOBaHWE (haHIOBBIX CUCTEM TIPH 3a-
Ipy3Ke OINepaluoOHHON CUCTEMBI.

[Tocne moaKIFOYeHHsI HOBOTO JMCKA HET HEOOXOIUMOCTH TIEPEHACTParBaTh SAPO
OC, ecnu TUCKU TaKOTO THIA B CUCTEME yxke ecTb. J{uck Oyner oOHapy>KeH Kak JOCTyTI-
Hoe yctpoiicTBo Sd, Hanpumep, /dev/sdb , /dev/sdc.

YrtoObI co31aTh HA BHOBB MOAKITIOUEHHOM KECTKOM JHCKE (PAiJIOBYIO CHCTEMY,
HEOO0XOMMO CO3aTh Ha HOBOM JIMCKE pa3zielibl (110 KpalHel Mepe OJIMH) U 3aTEM B KaXK-
JIOM M3 pa3JIesioB co37aTh (aiIoByIO CUCTEMY.

Pasnesns! qucka co3marorcs:

1. C wucnonb3oBanueM Tabmuubl pasnenoB PT  (partition table) wu
MBR(Master Boot Record). Pasmensl: mepBuunble (primary), pacuidpeHHBIC
(extended), mornueckue (logical). MakcumanbHOE Y4KCIIO pa3aeiioB —deTbipe. Paciim-
PEHHBIN pasnen —oAuH. B pacuiipeHHoM paszene — JJIornyecKue pasjebl.

2. C ucnonp3oBanuem tadbiuisl pa3aenoB GPT (GUID Partition Table). [Ho-
MyCKaeT HEOTPaHUYEHHOE KOJIMYECTBO pa3/ieyoB. JIMMHUT ycTaHABIMBAET ONEPaIMOH-
Has cucrema (sapo Linux mogaepkuBact 10 256 pasiesos).

Co3nanue pa3aeioB Ha JKMCKe BBIMOJHsETCS ¢ momolipio komany fdisk, parted.
cfdisk, sfdisk, gparted.

2.4.2 Cos0aHue pa3derios u ¢alsiog rnookayku

Paznmenbl mogkayky mpeaHa3HAYCHBI JJI XpaHCHUS CTPAHUII MPOIIECCOB, BBI-
TECHEHHBIX U3 OMEPATUBHON MaMSITH.

Pa3aen mogkauku MoKeT OBITh CO3/aH MPHU ycTaHOBKe LiNUX, Tu00 ero MOXHO
CO3/1aTh MO3HEE C MOMOIIBIO KOMaH a6l MKswap.

Pasznen moakauku MOXHO co37aTh JIMOO B pasjesie Aucka, 1100 B (aiie,
oThOPMATHPOBAHHOM KaK pa3/iell MOIKAYKH.

[locne co3ganus paszzaena moAKayku WiH (aiisa moJKauKu, HEOOXOUMO, HC-

O0JIb3Yysl KOMaHAbl SWapPON MOoAKJIKYHUTh K CUCTEME TaHHYIO 001acTh IIOJKAYKH.
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Komanny swapon MokHO HCHOJIb30BaTh AJisi MPOCMOTpa chucka (aiaoB u
pa3esioB MOJKAYKU:

YToOBI MpeKpaTUTh MCIIOIH30BAHUE 00JIACTH MOJKAYKHA, HEOOXOIUMO BBIMIOJ-
HUTH KoMaH1y Swapoff:

OO6acTy MoIKA4YKK UMEFOT pasHble puoputeTsl. OC OyzeT B IEPBYIO OUepe/ib Hc-
TOJTb30BaTh 00JIACTH TIOJKAYKH C BBICOKUM IPUOPUTETOM, @ 3aTE€M Te, KOTOPBIE UMEIOT 00-
nee HU3Kui nproputeT. OONACTH C OJMHAKOBBIM MPHOPUTETOM HCIIONIB3YIOTCS TIOTIepe-
MEHHO.

2.4.3 Cos0aHue chaunosou cucmemsl 8 pasdesie ducka

[TporpamMmHbIe TAKETHI 17151 pabOTHI ¢ (harmoBeiMu cucteMamu Ubuntu:

o util-linux (Bxrouaer B cedst komanmy MKFS u npyrue npunokeHns: ooIEero
Ha3HAYCHMUSI)

e e2fsprogs (BkiarouaeT B ceOs CreIMalbHbIC MPHIOKCHHS (aiIOBBIX CH-
creM ext2/ext3).

[Tpumeps! ucronbp3oBanus koMaHapl MKFS it co3manus GaityioBBIX CHCTEM MPHUBE-
JICHBI B TIPUJIOKCHUN
2.4.4 lpocmomp u usmeHeHue ampubymoes ¢halnosbix cucmem

Hcnone3ys komany tune2fs wim dumpe2fs, MoxxHo mpocMaTprBaTh aTprOYTHI
daiinoBeIx cucteM ext2, ext3 u ext4.
Komanay tune2fs takxke MOKHO MPUMEHSTD I H3MEHEHHS aTpruOyTOB (aiiio-
BBIX CHCTEM.
2.4.5 Cos0aHue supmyarnbHoU halioeol cucmembl
Bupryanbnas ¢aitnoBas cucrema —To (aidyioBas CUCTEMA, pacIoyararomascs
B (pailsie cymiecTBytomen (paitioBoil CUCTEMBI.

[Tpumep coznanms daitna obpasa mucka pazmepom 1 ['6aiiT u ero popmarupona-
HUC Kak (DaiIoBOM CUCTEMBI C TIOCICAYIONTMM MOHTHUPOBAHHEM ]ISl OOCCIICUCHHS JI0-
CTyna K JaHHBIM B (DaifJIoBO¥ cUCTEME MPHUBENIEH B MTPIIIOKEHUH

Komanna dd cosmaer mycroii daiin obpasa arcka oobemom 2 048 000 OiokoB
(mpumepno 1 I'GaiiT).

Komanma mKkfs mo3Bossier co3narh GpailioBy0 CHCTEMY JI000T0 THIa Ha BEIOOD
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daiin He sBIsSETCS (PaAilIOM CIIEMATEHOTO OJIOYHOTO YCTPONCTBA, KaK 3TO UMEET Me-
CTO TIpH POPMATUPOBAHHUHN JTUCKOBBIX pa3iesios, modromy MKFS npexynpeaur, mpexie
YeM MPUCTYIUT K CO3/IaHuI0 (PailIoBOI CUCTEMBI.

BBINIONTHMB MOHTUPOBaHKUE BUPTYATbHOM (DailsIOBOMI CHCTEMBI, MOXKHO OCYLIECTB-
JISITh K HEM JTOCTYII KaK K JIF000M (haiiyioBoii cucTeme.

3akoHYMB pabOTaTh C BUPTYAIbHOU (hailIoBOM CUCTEMOI, MOXKHO €€ IEMOHTUPO-
BATb.

JleMOHTHPOBAB BUPTYAJBLHYI0 (PailIOBYI0 CHCTEMY, €€ MOKHO IIEPEHECTH B
APYIYIO CHCTEMY.

Ecnu daitnoas cuctema 0oJibliie He Hy>KHa, MOKHO TPOCTO YJAJTUTh COOTBETCTBY-
FoIUi ait.

2.4.6 MoHmupoeaHue ¢halniosbix cucmem

daiinosas cucrema OC Ubuntu oprann3oBaHa B BUJC €HHOTO JIEpPEBa C OJHOMN
WCXOJIHOM BEPIIMHOMN, KOTOpask Ha3bIBaeTCs KOpHeM (3anucbiBaetcs: "/');

MoHnTHpoBaHue peACTaBisAeT COOOM onepalnio nprucoeanHeHus GhaitioBoi cu-
CTEMBI(BETBH) K €IMHOMY JIepeBY (haiJIOBON CHCTEMBI ONEPAIIMOHHON CHCTEMBI U BbI-
MOJTHSETCS aBTOMATHYECKM B MOMEHT 3arpy3ku (MCmojib3yercs nHpopmarus ¢aiina
[etc/fstab) wmm mo komanae mount.

Touyka MOHTHPOBAHMS - 3TO KaTaJOl, B KOTOPOM MOSIBISIETCS COAEPKUMOE
(aiioBOi CUCTEMBI JIOTHYECKOTO UM (PU3MUECKOTO pasjiesa Mmocjie ero MOHTUPOBa-
HUS B JaHHYIO TOUKY.

Jls1s1 TOr0, 4TO0BI BeTBb 0y/1€T MPUCOEIUHEHA K JIePeBY, 10JKHbI CYIIeCTBO-
BaTh U (pailjIoBasi CUCTEMA, 1 TOYKA MOHTHUPOBAHUA.

Ecnu npucoeauHsieTcss HOBBI HOCUTEINb K CYIIECTBYIOIICH (aitioBoii cucteme,
TO Ha 3TOM HOCHUTEJNE YK€ JIOJKHBI ObITh OMPEIETICHBI pa3/elibl U coaepKaTbes (dai-
JIOBBIE CUCTEMA U3BECTHOTO OINEPALIMOHHOM CUCTEME THUIIA.

[Toce MOHTHpPOBaHUS BCE KaTaJlOrM HOBOTO pasjienia OyayT JOCTYIHBI B Kaye-
CTBE MOAKATAJIOTOB TOUKA MOHTUPOBAHMS.

CMoHTHpOBaHHOU (HalIOBOM CHCTEME Ba)XHO YyKa3aThb IpaBHJIbHBIE Mapa-

METPbI MOHTHPOBaHUS. 3azLaBa;1 pasaciiaM € pa3HbIMU TUIIAMHW JAHHBIX IMOXOJAIINC
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napameTpbhl, MOXKHO JOOWUTHCSI 3HAYUTEILHOTO TOBBIMICHUS MPOU3BOAUTEILHOCTH H
0€30MacHOCTH.

Hau6oiee yacTo ucrnosib3yembie 0011I1e napaMeTpbl MOHTUPOBAHMUS:

noatime

[Tpu kaxxaom goctyne K ¢aiay, B TOM YKCIe IPU YTEHUH, OOHOBJISIETCS BpEeMsI
MOCJIETHETO JocTyna K HeMy. [Ipu ucnoab30BaHUM 3TOTO TapamMeTpa 3TO OOHOBJICHHE
MIPOU3BOAUTHECS HE OYAET, UYTO MOXKET OBITh IMOJIE3HO JJI YCKOpEHUs paboThl (0co-
OCHHO aKTyaJbHO JIJISi CEPBEPOB).

nodev

OTOT mapameTp He MO3BOJISIET CO3/1aBaTh B (paiiioBoi cucteme (aniibl-yCTpou-
cTBa. Eciiv TOUHO M3BECTHO, UTO Ha JAHHOU (paitjoBoii cucteMe (haisbl-yCTpOCcTBa
HE HYXHBbI, MO’KHO HUCIIOJIb30BaTh 3TOT MapaMeTp JJIsl MOBBIIICHUST O€30MTaCHOCTH.

nosuid

[Tapametp 3anpemaer ucnoanenue SUID-nporpamm ( SUID-tiporpaMMel mepe-
KpBIBAIOT HOpMaJIbHbIE MTpaBa JI0CTYIA U BCET/Ia BHIMOJHSIOTCS C MpaBaMU Biajieliblla
MIPOTPAMMBI. ).

noexec

3anperaeT 3amyck UCTIOIHAEMBIX MTporpamMm u3 (paityioB Ha gaHHOMN (aitioBoit
CUCTEME.

ro

OO6ecrieunBaeT AOCTYII K (haifjIoBOM CUCTEME TOJIBKO ISl YTCHUSI.

2.4.7 MoHmuposaHue chaurnosbix cucmem U3 ¢atna fstab
daiin /etc/fstab comepxur napopManIo 0 CMOHTUPOBAHHEIX (AIIOBBIX CH-

CTEMax.

Onucanue moJsied B 3amucl O MOHTHpyeMoW (ailioBoil cucteme B (haiiie
letc/fstab.

1- ums ycTpoiicTBa, KOTOpoe MpeAcTaBiseT ¢aiinoByto cucremy. [lepBoHa-

YaJIbHO 3TO MOJIE COIEPKao Ha3BaHUE YCTPOMCTBA pa3iena Jijisi MOHTUPOBAaHUS (HapH-
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mep, /dev/sdal). Teneps oHO Tarcke Moxker copepkarb LABEL, yHuBepcanbHbli yHU-

kanpHbi waeHTH(uKaTop (UUID) mm ynanennyio ¢aitmoByro cucremy (NFS mi6o
CIFS) BMecTO MMEHH YCTPOKCTBA.

2 - TOUKa MOHTHPOBaHUs B (aiiyIoBOM cuCTEME.

3 - Tun (haitIoBO CUCTEMBI.

4 - mapameTpbl kKomanabl mount. K npumepam napameTpoB KoMaH ipI mount oTHo-
csiTcst NOAULO (171t TpeI0TBpaIlieHHSI MOHTUPOBAHUS (haIOBOM CHCTEMBI BO BPEMS 3a-
Ipy3KH) U o (711 MOHTUPOBAHUS (PaIOBOM CHCTEMBI TOJBKO JJIS UTEHHUS). UTOOBI
JIaTh JIFOOOMY TIOJTE30BATENIO BO3MOYKHOCTH MOHTHUPOBATH (haiJIOBYIO CHCTEMY, MOKHO
J00aBUTH MapameTp USEr mim OWNEr B 910 nosie. [lapaMeTpsl 10KHBI OBITH Pa3/IeIeHbI
3arsAThiMU (OCTalTbHBIE TApaMEeTPhl MOXKHO ITOCMOTPETH M0 KoMaH e mount -0

5 - ucronp30BaTh M AUMP B OTHOIICHUH (halIOBOM CHCTEMBL. JTO TOJIE CyIIe-
CTBEHHO, €CJIM BBIITOJIHSICTCS PE3EPBHOE KOITUPOBaHKE ¢ moMosio dump. 3nauenue 1
TOBOPHUT 0 HEOOXOTUMOCTH Pe3epBHOr0 KomupoBanus (aiiyioBoii cucTeMbl, a 3Ha-
yenue ) moapasymeBaer o0OpaTHoe.

6 - HeoOXxouMa 1 TIpoBepKa (haityIoBOM CUCTEMBL. 3HAYEHHUE B 3TOM TIOJIE SIBJIS-
eTCSl MHAMKATOPOM TOro, Hy>KHA JIM TpoBepKa (haiyioBoi cucTeMbl ¢ rmoMorisio fsck.
3navenue () CBUIETENBCTBYET O HEOOXOAMMOCTH MTPOBEPKU (PANIOBOM CUCTEMBI. 3HAUE-
Hue | Oyner MHANKATOPOM, 4TO (aJIOBYIO CUCTEMY HYXKHO MIPOBEPUTH B IIEPBYIO OUE-
penb (Takoi Mmojaxoj MpUMEHSETCS Jisi KOpHEBOU (DaiiyioBOM CUCTEMBI). 3HAYCHHUE 2
TOBOPHT O TOM, uTO (DaiiioBasi CHCTEMa MOKET OBbITh ITPOBEPEHA B JIFO00I MOMEHT IOCTIe

MPOBEPKU KOPHEBOM (hailyIoBOIl CUCTEMBI.
MosxHo co3naBarts 3anucu B (aiine /etc/fstab nns pasnenos mo6oro sxectkoro
JMCKa WM CheMHOTo HocuTess. B ynanennsix ¢aitmoeix cucremax (NFS, Samba u
p.) TaKKE MOTYT COJIepKaThCs 3alMCH B (paiisie A1 aBTOMaTHYECKOT0 MOHTUPOBAHUS
ATUX (PAIIOBBIX CUCTEM BO BPEMS 3arpy3KH .
2.4.8 MoHmuposgaHue halsiosbix cucmem ¢ MOMOWb KOMaHObI mount
Komanaa mount ucnons3yercs st mpocMOTpa CMOHTUPOBAHHBIX (PaiIOBBIX

CHUCTEM, a TAK)KC HCIIOCPCACTBCHHOI'O MOHTHPOBAHHA JIOOBIX JIOKAJTBHBIX (Ha XKCECTKOM
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nucke, USB-mucke, CD, DVD u 1. 1) wm ynanensasix (NFS, Samba u 1. 11.) daiimoBbix

CHCTEM.

MoxHO yka3aTh mapaMeTpbl Komanasl MOUNt, 1o0aBuB -0 U CHKMCOK Mapa-
METPOB, Pa3JCJICHHBIX 3aISITBIMU. OJTH IapaMETPbl aHAJIOTHUYHBI TE€M. KOTOPBIC
MO’HO 7106aBuTH B moje 4 ¢aitna /etc/fstab.

[To ymon4aHuto pa3aenbl MOHTHUPYIOTCS C JOCTYIOM C MPABOM YTCHHsI/3a-
nucu. MOXHO IBHO yKa3aTh, CJICAYET I MOHTHPOBATH (PAiilJIOBYI0 CHCTEMY € NpPa-
BOM 4YTeHHUs/3anmucHu (F'W) WM TOJBKO JJs uyTenus (ro):

[TocMoTpeTh, Kakue pa3feiabl B KaKMe TOYKHM MOHTHUPOBAHUS MPUCOCIUHEHBI,
moxno komanrmoi df -h.

2.4.9 [lemoHmuposaHue ghalifiosbix cucmem
YToObl IEMOHTHPOBATH (HaJIOBYIO CUCTEMY, HEOOXOAMMO UCIIOJIb30BaTh KO-
MaHay umount.
Mo>kHO JeMOHTHPOBATh (PANIOBYIO CUCTEMY, UCTOJIb3YSI UMS YCTPONCTBA
WM TOYKY MOHTHpOBaHus. [IpeanodruTenprHee 1EMOHTHPOBAHUE C HCIIOIh30Ba-
HUEM TOYKM MOHTHUPOBAHUS BO M30€KaHHUE MyTAaHUIIBI MPU CBSI3aHHOM MOHTH-
poBaHuM (OTHO YCTPOMCTBO, HECKOJIHKO TOYEK MOHTUPOBAHUSA).

Ecam ycTpoicTBO OKaKeTCs 3aHSIThIM, TO JEMOHTHPOBAHUE MOTEPITUT HE-
yaady.

[Tpu OTIIO)KEHHOM JIEMOHTHPOBAHMUHU (DaiiioBasi CUCTEMa JEMOHTHPYETCS U3 Jie-
peBa cpasy ke, HO C 0KHJIaHHUEM, TTIOKa YCTPOMCTBO HE OCBOOOIUTCS, TIPEKIC YEM BCE
yOupars.

2.4.10 [posepka halinosol cucmemsl

B Linux moxHo ucrons3oBats koManae bedblocks mis nmpoepku ycrpoiicTBa Ha
HpeIMET MOBPEKIACHHBIX OJIOKOB Ha (PU3HMUECKOM ypoBHE M koman ity fsck s npoBepku
(aiiyIoBOI CUCTEMBI Ha HATMYHE OITMOOK Ha JIOTHYECKOM YPOBHE.

ITo ymomganuto badblocks mponssoaut Ge3omacHoe TecTHpoBaHKUe OJIOKOB, TPH

KOTOPOM OCYHICCTBJIACTCS TOJIBKO UTCHHUC. MO>KHO BEITIOIHATH O€30ITacHOE TECTUPOBA-
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HUE C YTCHUEM/3aIIChI0. DTO CaMOe MPOJIOJDKUTEFHOE TT0 BPEMEHH TECTUPOBAHUE, O]
HAKO U JIy4Iliee, KOTOPOe MOKHO IPOM3BECTH, HE YHUUITOXXHUB JAHHBIC HA YCTPOWCTRE.

J11st TecCTUpOBaHKS AUCKA, HE COJICPIKAIIETO TaHHBIX, KOTOphIe HEOOXO MO COXpa-
HUTb, MOKHO HMCIIOJIh30BaTh KOMaH]y, IPOU3BOIAILYIO 00Jiee OBICTPOEe TeCTUPOBAHUE
€ YTeHHEeM/3aNMCh 10, IPU KOTOPOM JAHHbIE YHUYTOKAKOTCS:

daiinoByo cucteMy Xt MOKHO MTPOBEPUTH C MTOMOIIIBIO KoMaH 1kl fSCK.

3 BbinonHeHne paboTbl

3.1 3adaHue

1. [IpucoenMHUTH K BUPTYATLHON MAIIIMHE JUHAMWYECKUN BUPTYAIbHbBIN KECT-
KHU JTUCK

2. Hcnonb3ys yTUINTBI ONIEPAIMOHHON CUCTEMBI, CO3/1aTh HA HOBOM JIMCKE pa3-
JICJIBI

3. Co3path pa3aen MOAKAYKHA U MOAKIIOYUTh €0 K ONEPAllMOHHON CUCTEME

4, Co3znath B pasnenax Aucka (paiaoBble CUCTEMBI U BBITTOJTHUTH MOHTHPOBAHHE

(hailJIOBBIX CUCTEM.

S. Co3znath BUPTyalIbHYIO (DAilIOBYIO CUCTEMY M MOHTHPOBATH €€
6. Co3znath ¢aiis moAKauYKH U MOJAKIIOUNTh €r0 K CUCTEME
7. JloGaButh B ¢aitn fstab nadopmanuio s moCTOSHHOTO MOHTUPOBaHUS (aii-

JIOBBIX CUCTCM

3.2 [lopsidok ebinonHeHus1 pabomsi

1.  Boiitu B cuctemy nof yuétroit 3amuckio Stud XX (XX —unzgekc rpymmsr).

2. 3amyctuts nporpammy Buptyammsanuu Oracle VM VirtualBox.

3.2.1 [JobasneHue xEécmkoao ducka u co30aHue pa3deriog ducka

1. Jns BuptyanbHoit Mamuabl Alt-10 k korTposepy SATA 100aBUTh TUHAMUYE-
CKMI BUPTYyaJbHBIX XKECTKUX aucKa (Tun ¢aiina supryanusanuu VDI, nunamuuecknii
BUPTYJIbHBIN )KECTKUH TUCK):

- nuck ¢ umenem MY _disk1 pasmepom 27 Gb

2.  3anyctuts BUpTyansHyto Mamuny Alt-10
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3. Boiitu B cucTeMy 1oj yuéTHoii 3armckio Foot/adminroot.

4, [Tomyunts nHDOpMaIHIO 000 BCEX MOAKITIOYECHHBIX TUCKAX M pa3Ieiax KECTKUX
JIMCKOB
5. Hcnonb3yss yTHIMTBI KOMaHIHOW CTPOKH, CO3/1aTh HA HOBOM JMCKE PA3JIEIIbI C

ucnojib3oBanreM Tadauie! pasaeno GPT (GUID Partition Table):
pasaex 1 pasmepom 2 Gb

pasaex 2 pasmepom 10 Gb

pasaen 3 pasmepom 5 Gb

pasaen 4 pasmepom 10 Gb

6. [TpocmoTpeTs nHboOpMaIio 0060 BceX AUCKaX U pasjiesax KeCTKUX JUCKOB

3.2.2 Cos30aHue pa3dena rnodkayku e pasdesie sdbl

1. ®opmatuposats paszaen SADL kak pasnen noakauku

2. [IpoBepuTh pazzen NoJKa4YKu Ha MPEAMET NOBPEKIEHHBIX OJIOKOB

3. [ToaKIIOUNTE pa3zelt MOJAKaYKH K ONEPAllMOHHON CUCTEME

4, [IpocmoTpeTs nHGOpMaLHIO 000 BCEX UCIOIB3YEMBIX pa3ienax u (aisax noj-
KauyKu

3.2.3 CosdaHue u MoHmMuposaHue ¢hatrnosol cucmemsl 8 pasdesie sdb2
1. Cosnats B pasaene SAD2 ¢aitnosyro cucremy ext4

2. CoznmaTh TOUKY MOHTHPOBaHHUs (HaiiIOBOM CUCTEMBI B JOMAIIHEM KATaJIOTe MOJb-

3oBaresst admin_kaf. Ums toukn morTrpoBanus KA®EIPA

3. CmonTtuposats (aiinosyto cuctemy paszaena SAD2 B Touxy monTHpOBaHMS

KA®EJIPA

3.2.4 CosdaHue u MoHMuposaHue haurosou cucmemsl 8 pasdesie sdb3
1. Cosnats B pasaene SAD3 ¢aitnosyro cucremy ext4

2. Co3aath TOUKY MOHTUPOBAHUS (Pail;IOBON CHUCTEMBI B JJOMAIIIHEM KaTajore MOb-

soBaress admin_kaf. Ums touku monTrpoBanuss MH®OPMAILIUS

3. CmonTupOBaTh (aitnosyo cucremy pasaena SAD3 B Touky MmonTUpOBaHNUS

NHOOPMALIUA
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3.2.5 Co3daHue u moHmuposaHue ¢haunoeol cucmembi 8 pasdesne sdb4d

1. Co3nath B pazjeine sdb4 daiinosyo cucremy ext4

2. CoznmaTh TOUKY MOHTHPOBaHU (HaiIoBOI CUCTEMBI B IOMAIIIHEM KaTajore MoJib-
3oBaresst admin_stud. Mms touku mouTrpoBanus - CTYJIEHTbBI

3. CmoHTHpOBaTh (aitnosyro cuctemy paszaena SAD2 B Touxy MonTupoBanus
CTYJAEHTbI

3.2.6 Co3daHue supmyarbHoOU ¢halisiogol cucmemsl

1.  Cospats B katanore KA®EPA ¢aiin fs_virt pasmepom 1 Gb

2. Cosnats B daiine fS_Virt supryansuyio daiinosyio cucremy pasmepom 1 Gb
3. Co3nats B nomairHeM karaiore noib3oBareis admin_kaf Touky monTupoBa-
HUS BUPTYaJIbHOU (DAiJIOBOI CUCTEMBI

4.  MoHTHPOBATh BUPTYaIbHYIO (HaHIOBYIO CUCTEMY B TOUKY MOHTUPOBAHHS

3.2.7 CosdaHue hauna rnodkayku

1. Coznatp B katanore /tmp daitn nogkauku MY _SWap pazmepom 1 ['Gaiit

2. ®dopmatupoBaTh ¢paiiia MY _SWap kak ¢aiina noJIKauKy.

3. [Tonkmrounts Qaitt MY_SWap kak daiin nogkauku

4.  Tlpucsowurts paszaeny noakauku SAD1 seicmmit mpuoputer

5. [TpocmoTpeTs nHbOpMaIHIO 000 BCEX HCTIOIB3YEMBIX pasjienax v (aitiax mo-
KauyKu

3.2.8 PedakmuposaHue chatine /etc/fstab.

1.  C nomomwisIo TEKCTOBOIO pefakTopa oTpeaakTuposath Qaiin /etc/fstab mus
IOCTOSTHHOTO MOHTHPOBaHHs (DAHIOBBIX CHCTEM

- KA®E/IPA

- UHOOPMAILIUASA

- CTYJAEHTBI

2. [lepesarpy3uth cucTeMy U IPOCMOTPETh HH(POPMAITUIO O CMOHTUPOBAHHBIX

(haloBBIX CUCTEMAX



Omneparmonnsie cucremsl JIab.padora Ne8(OC Alt Linux. YnpaBnenue TUCKOBOW TOACUCTE-
MOM. AIMUHUCTPHpPOBaHUE (aIOBBIX CHCTEM)

4 KOHTpoOnbHble BONPOCHI

o o kA w DD P

C Kako# LeJIbI0 CO3AA0TCS pa3ebl KECTKOTO AUCKa?

Uem oTnuuarorces Tabnuibl pazaenoB PT u GPT?

Yro Takoe pa3aeinsl U paniabl MOAKAYKU?

Jliig yero npeaHazHaueHo (popMaTUpOBaHUE (aillIoBOM cucTEMBbI?
KakoBo Ha3zHaueHHEe omnepaui MOHTUPOBaHUs (HaliI0BOM CHCTEMBI?

Kak u ¢ xako# 1epto co3aaércst BUpTyainbHas (aitioBas cucrema?

S JIMTEPATYPA

1.

23

CémkuH I1.C., AkcénoB A.H. ®aiiioBslie cucTeMsl. Jlornueckas opra-
Hu3auus U pusndeckas peanuzanusi. COOpHUK yd4eOHO-METOIUUECKUX
pabot kadenpsl «CrucreMbl 00pabOTKH MH(GOPMAIIMU U YIIPABICHUS
(6akanaBpel). YuebHoe mocooue. Brim. 1./ITox pex: B.M. UepHeHb-
koro. —M: «AptKom», 2013. — ctp. 95-120

CémkuH I1.C., Cemxun A.Il. ®ainoBele CHCTEMBI ONIEPAMOHHBIX CH-
crem Windows u Unix. COOpHHK y4eOHO-METOIUYECKUX padoT Ka-
denpsr «Cuctembl 00pabOTKM MHPOpMaLMU U ynpasieHus» (Oaka-
naBpsl). Yueonoe nocodbue. Boim. 2./Tlox pen. B.M. Uépaenrskoro. —M:
«AptKom», 2014. — ctp. 160-189

CemkuH I1.C.. Cemxun A.IL., T'opsukun b.C. JlabopaTopHbIil IpakTu-
kyM o aucuuriuinHe «Omneparonnbie cuctembl». Yacte 1. OC Alt
Linux. YnpaBneHue nojb30BatensiMd. AJIMHUHUCTPUPOBAHUE JIUCKO-
BOW MOJCUCTEMBI: YUeOHO-MeToanYeckoe nocodoue. —M.: N3narens-
cTBO «CnyTHHKH», 2023. -78 c.

Hoxymenrarust st OC «Anbt Pabouas crannus». Pexum nocryna:

https://www.basealt.ru/alt-workstation/docs
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6 [MpunoxeHue

6.1 Ymunumsi 0ns pabomsi ¢ duckamu u pasoenamu

6.1.1 Ymunuma fdisk

# fdisk I nokazamo céedenus. 0 pazoenax 6cex OUCKOS
# fdisk —I /dev/sdb  noxazame ceedenus o pazoenax oucka sAb

# fdisk /dev/sdb unmepaxmuenviti ceanc TAiSK ona pabomer ¢ xonxpemmvim

OUCKOM

6.1.2 Ymunuma parted

# parted /dev/sdb print — omoé6pascenue ungpopmayuu o pazoenax oucka
# parted /dev/sdc - UHMEPAKMUBHBIU CEaAHC

6.1.3 Ymunuma cfdisk

# cfdisk /dev/sdb - UHMEPAaKMUBHbILL CEAHC

6.1.4 Memku pa3derios

# e2label /dev/sdbl — npocmomp memxu pazoena

# e2label /dev/sdbl mypartl- saoanue memxu pazoena

# findfs LABEL=mypartl — naxoowcoenue pasoera no memxe

6.2 Ymunumesl 0511 co30aHusi pasdoersna u ¢gauna nookaqyku

6.2.1 Pa30esn nodkayku

# mkswap /dev/sdbl dopmaruposats SAD1 kax pasmen noakauku

# mkswap -¢ /dev/sdb1 nposepku o6nacTu nogkauku Ha IpeAMET HOBPEKAESHHBIX
0JI0KOB

6.2.2 @alsn nodkayku

# dd if=/dev/zero of=/myfsl/swapfile count=2048000 - coznanue daiina pas-
Mepom 1 I'Gaiit

# chmod 600 /myfsl/swapfile 6noxuposanue npas noctyna x nanHOMY (aiiny

# mkswap /myfsl/swapfile - popmaruposanue ¢aitna /mnt/swapfile xax

(aiina moaKauKH.
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6.2.3 Ucnonb3o08aHue pa3desios u ¢halisios nodkayku

# swapon —-v /dev/sdbl  wucnomszosars /dev/sdbl kak pasznen noaxauku

# swapon —v /myfsl/swapfile  ucnonszosars /myfsl/swapfile kak ¢aiin nox-
KauKH

# Swapon -S nmokasark Bce UCIOIb3yeMbIE (ailiibl TIOJAKAYKH U pas3aesbl MOAKaYKH
# swapoff -v /myfsl/swapfile npexparuts ncnons3osanue o6nactu nogkauku

# swapon -v -p 1 /dev/sdbl  npucsonts pasneny nogkauku SAD1 BEIcIMIE

MIPUOPUTET

6.3 Ymunumsr aOmuHucmpupogsaHus ¢halsiosbix cucmem

6.3.1 Cos0aHue chauriosou cucmemsl 8 pasdesie ducka

# mkfs -t ext4 /dev/sdbl co3naTh (aiinosyo cucremy eXt4 B pasnene
sdbl

# mkfs -t ext4 -v -c /dev/sdbl crenepuposaTs nogpoOHBI BEIBOI/CKAHUPOBATE
Ha MPEeIMET MOBPEKICHHBIX 0JIOKOB
# mkfs.ext4 -c¢ /dev/sdbl Ja€T TOT K€ PE3YJbTAT, YTO U MPEABIAYIIAs KO-
MaHJa

Ecmu Hago no0aBUTh METKY Ul HOBOTO pasfiefia MpH co3JaHuu (ailjioBoil cu-
CTE€MbI, HEOOXOIMMO UCTIONIL30BaTh MapameTp -L:
# mkfs.ext4 -c -L mypartition /dev/sdbl  no6asuts meTky mypartition
6.3.2 Co30aHue supmyarsbHoU ¢haliogou cucmemsl
# dd if=/dev/zero of=/mnt/fs_share/my_vfl count=2048000 coznars 3a-
MOJIHEHHBIN HYJIAMH (aitn pazmepom 1 ['Gaiit
# du -sh mnt/myfsl/vfilel nposeputs pazmep BupTyanbHOro (aiina
# mkfs -t ext4d mnt/myfsl/vfilel cosnats ¢aiinosyro cucremy s Vfilel

# mkdir mnt/myvfsl CO3/1aTh TOYKY MOHTUPOBAHHS

# mount mnt/myfsl/vfilel /mnt/myvfsl wmonrtuposats BupTyansuyo ¢aii-

JIOBYIO CUCTEMY
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6.3.3 lpocmomp u usmeHeHue ampubymos ghatisiogol cucmemsl

# tune2fs -1 /dev/sdal | less moxazars HacTpanBaeMble aTpuOyThI (aiIoBOM
CHCTEMEI

# dumpe2fs -h /dev/sdal T€HEPUPYET TOT XKeE BBIBOJ, 4TO U tune2fs

# tune2fs -¢ 31 /dev/sdal  samaer KonHMYECTBO MOHTHPOBAHUIA, IO JOCTHKCHHUH
KOTOPOTo OyJET 3aIlylleHa IPUHYAUTENbHAS IPOBEPKa

# tune2fs -c¢ -1 /dev/sdal neaxrususuposats npoBepKy

# tune2fs -1 10 /dev/sdal sanmycrurs npoBepKy, 3aBUCSAIIYIO OT BpeMeHH ( de-
pe3 10 aueit)

# tune2fs -j /dev/sdal o6ecneunTs xypHanuposanue npeodpasopanus eXt2 s
ext3

6.3.4 MoHmuposaHue ¢hatsioeol cucmembl

# mkdir /mnt/myfsl cosnanue Touku MoHTHpOBaHMS

# mount nokaszats CMOHTHPOBAHHEIE (C

# mount —t ext4 noxkasats cMOHTHPOBaHHbIE (B¢ ONPENETEHHOTO TUIIA

# mount —t ext4 —| noxasare meTKH

# mount /dev/sdb2 /mnt/myfsl mortuposats dc

# mount —v /dev/sdb2 /mnt/myfsl nokaseisats nompobHyro nEHPpopMaLHIO

$ mount —-v -t ext4 /dev/sdbl /mnt/myfsl — monTtuposars ¢c onpenenén-
HOTO THIIA

# mount —vl -t dev/sdbl /mnt/myfsl — moutuposats n oKazate MeTKY

# mount —v -t ext4 —o rw dev/sdbl /mnt/myfsl — morTuposats C npasom
YTeHUs [3anucH

# mount —v -t ext4 —o ro dev/sdbl /mnt/myfsl — montuposats ToNLKO AN
YTEHMS

# mount —vl -t ext4 dev/sdbl /mnt/myfsl — moutuposars u mokaszars MeTKyCK
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# mount mnt/myfsl/vfilel /mnt/myvfsl wmonrtuposats BupTyansuyo ¢aii-
JIOBYIO CUCTEMY

6.3.5 [JemoHmupoegaHue ghatiriogol cucmemsbl

# umount -v /dev/sdbl JIEMOHTUPOBATh C  HCIIOJb30BaHUEM HMEHU
YCTPOUCTBA

# umount -v /mnt/mymount/ nemonTupoBarh ¢ HCIOIE30BAHAEM TOYKH MOHTH-
pOBaHUS.

# umount -vi / mnt/mymount/ BBIIIOJTHUTH OTJIOXKEHHOE JICMOHTHUPOBAHUE

# eject /dev/cdrom JEMOHTHUPOBATh 1 u3BJeub CD

# umount /mnt/ myvfs 1 nemonTHpOBaTH BUPTYaIbHYIO (GANIOBYIO CHCTEMY
6.3.6 lposepka ghalinnosol cucmembl

# badblocks /dev/sdbl ¢usnuecku mposeputs auCK Ha NpeaAMET OBPEKIECHHBIX
0JIOKOB.

# badblocks -vsn /dev/sdbl BBITIOJTHATE O€30IaCHYIO IPOBEPKY HA TpeMET
MOBPEKIEHHBIX OJIOKOB

# badblocks -vsw /dev/sdal  semonanTE NpOBEpKY Ha MpeAMET MOBPEKTEHHBIX
0JIOKOB C YHUYTO>KEHHEM JaHHBIX

# fsck /dev/sdbl  nposepxa daiinosoii cucTemsl

6.4 Cmpykmypa kopHeegou g¢hatinnoeol cucmembl OC ALT Linux

| - xopHeBoii karanor

/bin - xomanaHEIE 06010uKH (shell), OCHOBHBIE YTUINTHI;

/boot - conepxuT sapO CcHCTEMBI;

/dev - ncesnodaiinsl ycTpoiicTs, MO3BONAIONNE pabOTaTh C YCTPOHCTBAMU HAIps-
myto. Daiinel B /deV coznarorcs cepsucom udev

/etC - obmecucremuble KOH(GHUIypalHOHHbIE (GaAIBI IS GOIBIIMHCTBA IPOIPAMM B

CUCTEME;
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[etc/rc?.d, /etc/init.d, /etc/rc.boot, /etc/rc.d - karanoru, rine pacnonosxkeHs! Ko-
MaH IHbIe (DaiiiIbI, BBIMOJIHAEMBIE TIPH 3aIlyCKe CHCTEMBI WIIH IIPU CMEHE €€ pe-
XKuMa padoThI;

/etc/passwd - 6a3a naHHBIX mONB30BaTENEH, B KOTOPOH COAEPKHUTCS MH(POPMAIIUS
00 MMEHH T0JIb30BATENS, €0 HACTOSIIEM HMEHH, INYHOM KaTajiore, €ro 3ammd-
POBaHHBIN MMAPOJIb U JAPYTHUE JaHHBIE,

/etc/shadow - Tenepas 6asza maHHbBIX monb3oBateneii. Ilpu 3ToM UHpOpPMALHUS M3
aiina /etc/passwd nepememaerca s /etc/shadow, kotoperii HenocTynen ms
YTEeHHUS BceM, KpoMe moib3oBaTens FOOL. B ciydae ucmosap30BaHus ajgbTepHA-
THBHOM CXEMBI yIpaBjieHus TeHeBbIMHU Tapoisivu (TCB), Bce TeHeBbIE Tapoiiu
JUIS Ka’KJ0T0 MOb30BaTels pacronararorcsa B katanore /etc/tcb/ums nosne-
306amensn/shadow;

/home - JIOMaIlIHHE KaTaJoru NoJIb30BaTeleH;

/lib - conepxuT Qaitnsl UHAMUYECKHX OMOIMOTEK, HEOOXOUMBIX IS PAOOTHI 0OIb-
IIEH YaCTH NPHIOKEHUH, ¥ TIOArPYKAEMBIE MOYJIH SIPa;

/lost+found - BoccranoBnennsie Qaiibr;

/media - noaxnrouaembie HocuTeny (KaTAIOTH A1 MOHTHPOBAHHS (aliIoBBIX CHCTEM
CMEHHBIX YCTPOHCTB);

/mnt - Touku BpeMeHHOr0 MOHTHPOBAHMS;

/opt - BcoMoraresbHbIE IAKETHI;

/ ProcC - BuptyanbHas (aiiyioBasi CUCTEMa, XPAHSILAICS B MaMATH KOMIIbIOTEpa MpU

3arpykeHHoit OC. B jaHHOM KaTajore pacnoyio:KeHbl CaMble CBEKUE CBEJICHHUS

000 Bcex Mpoleccax, 3amyleHHbIX Ha KOMITbIOTEPE.

/root - nomamnuil KaTanor aAMMHACTPATOPA CUCTEMBL
/run - (aitnsl cOCTOSHUS MPHUIIOKEHHUI;

/sbin - na6op mporpamMm 1 anMUHUCTPATUBHOMN PabOTHI C CUCTEMOI (CHCTEMHbIE

YTUJIUTHI);
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/selinux - BuptyanbHas ¢aiinosas cuctema SELinux;

/srv - BUPTYyaJIbHbIE JaHHbBIE CEPBUCHBIX CITYXKO;

/SyS - aiinoBas cuctema, cojepkamas HHPOPMALMIO O TEKYIIEM COCTOSHUM CH-
CTEMBI;

/tmp - BpEeMCHHBIC (paiJIbl.

JUSK - nomb3oBaTenbckue ABOMYHBIE (DAKIIBI U JAHHBIE, UCIOb3YEMbIE TOILKO IS
yTeHUs! (TPOrpaMMbl U OMOITUOTEKH );

/var - Qaiinel 11g XpaHeHHs W3MEHSIONMXCS JaHHBIX (paboune (aiiibl mporpamm,
ouepeqr, KypHaJIbl).

Karanor /USI:

/usr/bin - nononHuTENBHBIE TPOrPaMMBI 71 BCEX YUETHBIX 3aIKCeil;

/usr/sbin - komanze!, ucronb3yeMble Ipy aAMUHUCTPUPOBAHUH CUCTEMBI U HE TIPeI-
Ha3HAYEHHBIE 1)1 pa3MelieHus B (ailJioBON cUCTEME 1oot;

/usr/local - mecro, rine pekomenyercs pasmernarh (Baiiibl, ycTaHOBIEHHbIE 6€3 HC-

IIOJIb30BAHUA ITAKCTHBIX MCHCI?KCPOB, BHYTPCHHAA OpraHuU3alivd KaTaJlIOI'OB

IPAKTHYECKH TaKas ke, KaK U KOPHEBOTO KaTajlora;

/usr/man - xaranor, rue xpansaTcs (aiibl CIPaBOYHOTO PYKOBOACTBAa Man;

/usr/share - xaranor mis pasmerenus oOIEAOCTYHEIX (aiiioB GonblIeil YacTH
MIPUIIOKECHUM.

Karanor /var:

Ivar/ Iog - MECTO, TJie XpaHsaTcs Gaiibl ayauTa paboThl CUCTEMBI U MTPUIIOKEHUH;

/var/spool - karanor nns xpanenus ¢aiinos, HaXOAAIMXCA B OUeped HA 0OPabOTKY

JJIsL TOI'O WUJIM MHOI'O IIpomecca (oqepem/I ncyaTt, HCIIPOUYUTAHHBIC WU HC OT-

IpaBJIeHHbIC MTUCHMA).



