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BBepeHue

[enbto paGoTHI SIBIISETCS MOMyYEHUE HAYAJBHBIX 3HaHUN 0 (QYHKIIMOHUPOBAHUU OTEPAIIHOHHOMN
cucteMbl Arch LinUXu nu3ydeHnn KOMaH][ €€ aIMHHACTPUPOBAHHUSL.



TeopeTunyeckas 4acTb

Arch — «IerkoBecHbIN», MPOCTOW M THOKHH JUCTpUOYTHB LiNUX, ONTHMH3HUPOBAHHBIA IS
apxutekTyp 1686 um X86-64 wucnoab3yOIMUA TMOCIeIHHEe CTaOWIbHBIE BEPCHH IPOrpaMM U
JOTOJHSAEMBIH MoIepKUBaeMbIM coobiectBoM pernosuropuem AUR. Arch «Oyner tem, 4to Bbl U3
HEro c/ieflaeTe», ¥ pacCYUTaH He Ha HOBMYKOB, a Ha 00Jjiee OMBITHBIX MoJib30BaTenei. JAuctpudyrus
o611 co3nan JDxaanom Bunetowm.

B Arch Linux oTcyTCTBYIOT penu3bl B OOBIYHOM CMBICJIC, BMECTO 3TOTO HCIIOJIB3YIOTCS TEKYIIHE
CHMMKH CHCTeMBI. ¥YcTaHoBka Arch LiNUX MpouCXOAnUT MCKIIOYUTENBHO 0 CETH, Oarofaps 4emy
M0JIb30BATENb CPA3y K€ UMEET aKTYaJbHYIO BEPCUIO CUCTEMBI.

YcranoBka Arch LinUX mpoucXOAMT NPAaKTUYECKH <BpyuHyHO». Bwmecto rpaduueckoro
YCTaHOBIIIMKA, Kak B OOJBIIMHCTBE IUCTpUOYyTHBOB, Arch mnpemocraBiaser mumb Habop
cnienuanu3upoBanubix ckpuntoB (Arch Install Scripts)bosnee panHue Bepcun CHCTEMbI BKITIOUYAIN
MPOCTOM YCTAHOBIIMK C TiceBAoTrpaduueckuM HHTEpdeicoM, HO ero oduIMaibHas MOIACpKKa
3aKOHYEHA.

Arch Linux pacmpocTpaHsieTcs, B OCHOBHOM, B BHJIE€ T'OTOBBIX OMHAPHBIX MAKETOB. B HEKOTOPOIi
crenenu, Arch HanomunaeT quctpuOyTuB SlackwareHo, B OTIIMYME OT MOCIIEIHETr0, OCYIECTBIISICT
KOHTPOJIb 3aBUCUMOCTEH rmakeToB. bunapubie makeTsl Arch Linux codpansl mjist apxutektyp 1686 u
X86-64, yTo obecreunBaeT BBICOKYIO TPOU3BOAMTEIBHOCTh HA COBPEMEHHBIX KOMIIBIOTEPAX.
CymiecTByIOT Heo(HIIHAIbHBIE BEPCHH H IS APYrUuX apxutektyp (k mpumepy, PowerP(, a Taxxke
HECKOJIBKO (DOPKOB.

Arch uMeet MOLIIHYIO OHJIAMH CIIPAaBOYHYIO CHCTeMy, ocHoBaHHYI0 Ha WIKI, momaep:xuBacMyro Kak
pa3paboTunKamMu, TaKk W cooOmiecTBOM. Mmeercs oduimanbHOE PYKOBOJCTBO MO YCTaHOBKE Ha
aHrIHiicKoM s3biKe. 2 BapHaHTBI pyKOBOJICTBA Ha JPYTHX S3BIKAX HE BCET/IA COACPIKAT AKTYalIbHYIO
nH(pOpMaIHIO.

Arch Linux ae mpe/mnosaractT KOHKPETHOTO OKPYKEHHUS pab0overo CTojIa Wik OKOHHOTO MEHEKepa,
9TOOBI 110JIb30BaTENb ObLT CaM B IIpaBe BHIOMPATh, YTO €MY UCIIOIb30BaTh.

Arch Linux seasiercs auctpubyruBom «from scratCh»yo ecth He OCHOBaH HHM Ha KakKOM APYroM
IUCTpuOyTHBE Linux. Ha ero cosmanne Jixamna sroxuosmn CRUX, Ho MHeHHe 0 ToM, uto Arch
ocuoBan Ha CRUX, ommubouno. Ha Arch ocuoBanbl Takue auctpubytussl, kak ArchBang Arch
Hurd, Chakra ConnochaetOSinuX-gamers Manjarou apyrue.

lpou3sHoweHue
Benércs mHOro neb6aToB Ha TeMy MPaBWIBHOTO TpousHomeHusl HazBaHus. Co3marens JDkamn

Buner mpousnocut Arch na toT e manep, uro u archerwmm parchment fo-pyccku npumepHo
3BYUHT Kak «apu). [Ipy ApyroM MPOM3HOLICHHH MOeT BO3HHKHYTb myTanuna ¢ Ark Linux !

OcHoeHble ocobeHHocmu Arch

Tak pa3paOOTYMKKU ONMUCHIBAIOT OCHOBHBIC OCOOCHHOCTH M TPHUHITUIIBI, HA KOTOPBIX Oa3zupyercs
6
Arch:



[Mpocrora. (3amMeTHM, YTO TOJ MPOCTOTOH MOIPa3yMEBAETCs HE MPOCTOTA MCIIOIb30BAHHS
OC, a npoctora €€ BHYTpPEHHEH OpraHU3alMu: MUHUMAJIU3M, JJAKOHUYHOCTb, CJIEIOBAaHHE
npuniunam KISS u Unix-way.)

Paccuntana He Ha HOBUYKOB, a Ha 00JIee ONBITHBIX MOJIB30BaTENEH.

Jlxann BuHeT ocHOBai 3TOT AUCTPUOYTUB, PYKOBOJCTBYACH CBOMM BUICHHUEM HJI€aTHHOTO
JTUCTPUOYTHBA W JKeJlasg BEPHYTh XOTh YTO-TO COOOIIECTBY CBOOOAHOTO MPOTrPAMMHOTO
o0ecredeHus, Mocie TOro Kak B3sul TaK MHOTO.

Ilens — caemarb Arch coepimeHHON ocHOBOW. OCHOBOH, HE BKJIOYAMOIIEH B ceOs
MPUYYMIMBBIX YTHIMT M ABTOHACTPOEK, HO C YTWIMTAMU [ PYYHOW HACTPOUKU U
HEKOTOPHIMH (PYHKLHUSAMU JUIS [TOJIb30BaTesNel, YTo0bl OHU MOTJIM MPOIOJKHUTH ajbHEeHIIyIo
pa3paboTKy caMH.

«BepHyTh XOTh YTO-TO COOOINECTBY CBOOOJHOTO MPOTPAMMHOTO OOCCIEUCHHS» — 3TO
cBoOoaHbIH Aap. Korga BbI moiyvaere nmogapok OT KOro-indo, 3T0 0OBIYHO MOApPA3yMEBaeT,
YTO BaM MpPHJAETCA YTO-THOO OTAATh B3aMeH. TaK YTO WJEH, MPEAJIOKEHHS, YTUIUTHI OT
MI0JIb30BAaTENEil IPUBETCTBYIOTCSI.

Ecte aBe croponst Arch Linux: (1)ctopona paspaborurka u (2) ctopoHa mosnb3oBarens. He
Ha/lelTech 00BETMHUTE 00€ CTOPOHBI, HO CO3JAlTe MEXAY HUMHU B3aMMHYIO CBsI3b, TOTJA
Ka)IbI MOXET MOJIYYUTh TO, YTO OH XOYET J0OaBUTH K CBOEH cucTeMe.

He mnoszBonsiite yrunuram HacTpoiiku wimn GUI ympaBnsTh cHUCTEeMOH, OHa JOJDKHA
YOpaBISITECS Monb3oBatesnieM. Het audero mioxoro B GUI 1o Tex mop moka rpaduyueckuit
uHTEepQEiic COOTBETCTBYET 3TUM MPHUHLIUIIAM.

He Oyabre 3aBHCHMBI OT TOTO, YTO IpeuIaratoT yTuianThl. Korja Bbl muIiere uin BeIOUpaere
WHCTPYMEHT, OH JIOJDKEH OBITh HAIMCaH Ha YMTaeMOM si3bike mporpammupoBanus (KISS),
YTOOBI TO3BOJIUTH MOJIH30BATENSAM U3MEHUTD €0, €CIIU OHU 3aXOTHT.

Snpo paspaborku Arch Linux He OymeT mpeacTaBieHO KaKUMHU-THOO <«IpyKECTBEHHBIMU
GUl/ytunuramu B Omkaiiiem OyayIieM.

Arch Gyzner Tem, 4TO BbI U3 HETO CIeTaeTe.

KISS (Keep It Simple, Stupidjpunmnmn — ocHoBa paspadorku Arch.

CnoBo «ipome» B Arch paccmarpuBaercs mo-apyromMmy HEXeNu B APYTHX ITUCTPHOYTHBAX.
UTOoOBI JIerKO 4ero-1m0o0 10CTUYh, HY)KHO YUUTHCS.

Hanexna Ha rpaduyeckuil mHTEpdEiic Ui HACTPOUKH/UCIIONB30BAHMUS CHCTEMBI B KOHIIC
KOHIIOB TPUHECET I0Jb30BATENI0 TOJBKO TMpobiembl. B Kakoil-To MOMEHT BpeMeHU
M0JIb30BATEIb TIOYYBCTBYET, UTO €MY HY)KHO 3HaTh, UTO CKPHIBAeT rpaduueckuil HHTepdeiic.
[TombITKH CKPBITH CIIOKHOCTh CUCTEMBI M ClIeNaTh €€ Mpolle 3a cueT rpaduyecKux YTUINT U
aBTOMAaTH3allud PYTUHHBIX 3a/ad OOBIYHO MPHUBOIAT K emé Oosee CIIOKHOW CcHCTEMe.
Bwmecto storo mydme caemate e€ Oonee MpPOCTOM W JIOTUYHOW W3HYTPH, pa3yMmeeTcs,
VUUTHIBAS BAIW 33]]a4¥, B3TISABI U TPEAMIOYTCHUS.

Pano wiau mo3aH0 BaMm motpebyercs uckath nHpopMaluio B Mutepuere uin B Usenet écnu
CTpaHUIBI MaN OKaXeTCsl HEAOCTaTOYHO). YMETh WCKaTh B CETH — 3TO IEPBOE UYEMY
JOJHKEH HAyYUThCS HAYMHAIOUIUI 1OJIb30BAaTENb.

B TO Bpems Kak Moib30BaTENId TOBOPSAT, YTO TAKOM-TO AUCTPUOYTHUB HE MOXOXK HA KAKOH-TO
apyroii, Arch mo3Bosisier mob30BaTeli0 BHOCUTD XKeJTaeMblil BKJIAJ[ 10 TEX MOp, MOKa 3TO HE
NPOTUBOPEUHUT NMPHHIUIAM H prtocoduu Arch.

OCHOBHO€E CBOMCTBO BO3MOXKHOCTH CJI€JaTh CBOM BKJIQJ 3aKJIIOYACTCS B TOM, UYTO BaM HE
HYXXHO pa3pelieHne, 4To0bl ero caenars. HUKTO He MOXKET OCTaHOBUTH Bac MPHU HAIMCAHUH
TOTO, YTO Bbl JINYHO HAXOJIUTE MOJE3HBIM, JaXKe€ €CIH <«CHJIbl KOTOpPbIE CYIIECTBYIOT» HE
cuMTalT 310 OnaronmesHueMm. Hamummmmre 310 M momecture B User Contributionspopym.
Ecnu mionssmM 3T0 moOHpaBHUTCS, BBl MOMyduTe OTBET. Jlaske eciu MpeArnonoXHUTh, YTO BCE
BOKPYT 3TO HE OLIEHST, pa3Be Bac 3TO OyJeT BOJHOBATH, €CJIU JJIsl Bac MOJIb3a OYEeBUIHA?

He namo tpebGoBarh OT pa3pabOTUYMKOB YTUIUT M JOKyMEHTanuu. [lombITaiiTech MOHSTH
uens u punocoduro Arch —sro o, uro ommuaer Arch ot npyrux.




YnpaeneHue nakemamu

Pacman

OcHoBHas crarha. Pacman (CI/ICTeMa YIIPpABJICHUSA HaKeTaMl/l)

Arch Gasupyercs, B OCHOBHOM, Ha OMHApHBIX MaKeTaxX, HO CIHOCOOCH K MPO3PAvYHON HHTErpaIiH
MAKEeTOB, MOCTPOCHHBIX U3 UCXOHBIX KOI0B (Hanogobue Gentoq. YmnpasieHre UMUA TPOU3BOAUTCS
C TOMOIIBI0 MEHe/DKepa MakeToB Pacman,KoTopblii ympaBiseT YCTaHOBOYHBIMHU ITaKETaMH,
OOHOBJICHUSMH, YAQJIICHUSIMH | 3aIPOCaMH K Oase.

PacmarcnocobeH caMoCTOSATEIbHO HATH 3aBUCUMOCTH, aBTOMaTHUYECKH 3arpy3uTh U YCTAHOBUTH
Bce HeoOXxonumble makeThl. Kak mpaBuiIo, MOJIb30BATENO0 JOCTATOYHO BBITOJHUTH TOJIBKO OTHY
KOMaHJy JJIsl IOJTHOIO OOHOBJIEHUS BCEH CUCTEMBI.

Hauunas ¢ mapta 2010roz[a[Zl Bce makeTel PacmanpencraBisioT coOoii tar-apxuBbl, CKaThie O
anroputMy cxatuss LZMAZ , kaxIplii U3 KOTOPBIX COJACPKHUT MPOrPpaMMbl B OTKOMITMJIIMPOBAHHOM
BUJIE U JONOJIHUTENbHYIO MHpOpManuio. TeM He MEHee HCIOJIb3yEMbI paHee aJrOpUTM CXKATUs
0Zip no-npexHEMY TOICPKUBACTCS.

Taxke r00bIE MaKeThl MOTYT OBITH COOpaHBl W3 HCXOAHBIX KOMOB (BKIIOYas OHHApHBIE) C
nomoineio ABS (aura. Arch Build System), cucremsr coopku Arch Linux. Ona oGecrieunBaer
VIIPOLIEHHBIH TPOLIECC CGOPKH U JIYUIIYI) HHTETPALMIO B cHCTeMy.

Peno3utopumn

Odunmanbueiii perozutopuit Arch LinUX comepuT IBe BETBH: OQUIMAIBLHO-TIOAICPKABACMAs
(supportedperss u pernosuropuii nons3osareneii — AUR ALY

O¢punuaabHo-noAAepKMBAEMasi BETBb

OdunmanpHO-TIOAAEpKUBAEMAas BETBb UMEET 00U Oar-Tpekep u COACPKUT 1 paB,Z[G.HOB:[Q]

Core
ConepHT BCe MaKeThl, HEOOXOAMMBIC i1 paboThl cucTeMbl (Hamomodue Debiannetinst,za
uckmoueHreM X Window Systen

Extra
ConepXuT MakeThl, HeoOs3aTenbHbIe I paboTel ¢ cucreMoi, HO momyaspHeie (KDE,
GNOME, paznuuHble rpaduuecKie TPUIIOKCHUS).

Community
Conepxut mnakeTsl, He Bomenmmme B Core m EXtra, Ho TpeOyembie MOIB30BATEISAMH,
MOJIJIEP)KUBACTCS JOBEpEeHHBIMU ToNb3oBaresvu (Trusted Users).

Community-testing
ConepXHT MmaKkeThl, KOTOPBIE MOTYT BBI3BaTh MPOOJIEMbI BO BpeMsi pabOThI M TTOKA OXKUAFOT
cooOmieHuit 00 ommbOKax, Mmocie OTIaAKH BKIroYaroTes B Community.Paznen community-
testing He sBiETCS HEOOXOMMMBIM JIsi paOOThI M HE PEKOMEHIOBAH ISl TOBCEIHEBHOU
pabOThl BBHY TIOBBIIMICHHBIX PHCKOB CTAOMJIBHOCTH, MOJACpKUBacTCs JloBepeHHBIMU
[Tonw3oBarensamu (Trusted Users).

Multilib
Penosutopuit ais apxutekTypsl X86_64c ynoOHOW BO3MOKHOCTBIO YCTAHOBKH 32-OMTHBIX
NpUIOKeHUI Ha 64-0UTHYIO cpeny.

Multilib-Testing




Multilib, HO co cBexxumu (TectupyembiMu) BepcusiMu naketoB u3z multilib.

Testing
ConepHT MakeTsl, KOTOpbIe MOTYT BBI3BaTh MPOOIEMBI BO BpeMsi pabOThI, U MOKa OXKUJAIOT
cooOIeHnii 00 omuOKax, mocie OomIankh Biirodarorcss B Core, EXxtra,a Ttaxke makeTsl
nporpamMm B pa3paboTke ¥ OpHUIHANTBEHO HE BBITYIIEHHBIX nporpamm (SVN-cOopku, anbda-,
Oeta-penusbl). Pasnen testingue siBisieTcst HEOOXOAUMBIM It paOOTHI M HE PEKOMCH/IOBAaH
U1l TIOBCETHEBHOM pabOThI BBUY MOBBIIICHHBIX PUCKOB CTAOUIBHOCTH.

[MTakeTsr U3 OUIMATBHO MMOACPKUBACMO BETBU — OMHApHBIE (B mpoTuBomnoioxkHocts AUR), HO
IpH JKETaHWU BCErJa MOTYT OBITh COOpaHbIl M3 HCXOMHBIX KOJOB ¢ momomipio ABS (um
JOTIOJTHUTEIBHBIX MPHI0KEHHUH, YIPOLIAIONINX MPOIECC, TAKUX Kak yaourt).

AUR

AUR (Arch User Repository),moaaep:kuBaeMblii COOOIIECTBOM PEMO3UTOPUI, COIACPIKAIIHIA
PKGBUILD, ckpuntel Ui aBTOMAaTHYECKONH COOPKU MPUIIOKEHUH H3 HCXOJHBIX KOJOB IPHU
nomomu ABS, He Bomemmme B OCHOBHBIC peno3uTopuu. Kaxknmplii mmeer mpaBo J00aBHUTH
MIOHPaBHBILIEECS TPUIIOKEHHUE B PETIO3UTOPUH, TpocTo HanucaB U otociaaB PKGBUILD, nocne uero
oxuH u3 IIpoBepennnix [Toms3oBatencit (Trusted Usergro mpoBepuT, U e€Clid Bce HOpMaIbHO (HET
DPYTKHUTOB, M MPHJIOXKCHHE TMPABUIBHO COOMpPACTCS W YCTaHABIMBACTCA), NMOMETHT Kak Safe
(6e3omnachsrit). Koneunas nens nmaketoB u3 AUR — murpamust B oQuIHanbHO-TIOIEPKHUBAEMYIO
BeTBb (pazmen COommunity); mprCyTCTBYET CHCTEMa roj0coBaHus (C MOMOIIBIO YTHIKTH aurvote),
KOTOpasi O3BOJIET ONPEACTUTh HanOoJiee BAXKHBIX KAHJAUIATOB IS IEPEMEIIICHUS.

HeopuuuanbHbie peno3uropuu

B nononHenne k odumanbHBIM, TOJIB30BATENH CO3/IA0T PEIIO3UTOPHH, B OCHOBHOM COJIEpIKAIIIHe

M3MEHEHHBIE, JTOTIOMHUTEIbHBIE UITH O0Jiee HOBBIE BEPCUU nakeroB.r HauGonee MIONYJIAPHBIE U3
1 H 1
uux — perosuropun KDEmod*! u Archlinux.frite,

Arch Build System

Arch Build System (ABS) —sto cxoxas ¢ mopramu Bo FreeBSDcucrema cOOpku OMHapHBIX
MAKeTOB M3 UCXOJHHMKOB. [laker MOHO coOpaTh mpu momomnm ytuiautbl mMakepkgucmonssys
cnenuanbibie ckpunThl — PKGBUILD. Co3naHHbIe MakeThl MOTYT OBITH JIETKO YCTAHOBJICHBI U
OTCIICKUBATHCS TIPH IIOMOLIM Pacmarty

Cucmema uHuyuanusayuu

Arch Linux HECKOJIBKO OTIMYAICS OT APYIMX AUCTPUOYTHBOB CTHIIEM CTAPTOBBIX CKPHIITOB [0
Boimycka 2012.08.04.Hcnons3oBancs Tak HaspiBaemblii ctuinb BSD Bmecro System V 3to
MTO3BOJISITIO CBECTH BCE HACTPOWKH IO 3aMyCKy CHCTEMBI, TaKWE KaK 3arpy’kaemMble MOJYJIHU sJIpa,
[IPOrPaMMBI-JIEMOHBI, TMapaMeTPhl JIOKANW3aIMd ¥ CETeBbIX WHTepdeiicoB, B oauH dailn
/etc/rc. conf, UMEIOMIMI TPOCTOM W MOHSATHBIN cunrakcuc. 4

B Hacrosiiiee BpeMst CHCTEMON HHUIMATHM3AIINH 110 yMoadaHuio B Arch Linux sisisercst systemH@.
systemd —mocTtaTo4HO MOJOJasl IEHTPAIM30BaHHAS CHCTEMa WHHIIHATU3AIUU M YIPABICHUS
cucremoir LiNUX, mpu3BaHHAs yCTpaHUTh HENOCTaTKU INit, a Take coOpaTh MHOXECTBO
Pa3pO3HEHHBIX MPOTPaMM U IPYTUX CPEACTB JUIS aIMHHHCTPHPOBAHUS CHCTEMBbI B OJTHOM MECTE.
MHeHHUsT 10 TOBOJY IIepexoja Cpead II0JIb30BaTeNicii HEOJHO3HAYHBI, OJHAKO OOJBIINHCTBO
pa3paboTYNKOB, O0JIce OOBEKTHBHO OlEHUBAIOIINX SyStemdgcunTaroT ero BHITOAHOM 3aMeHOH iNnit.



B9 Kk 661 To HU obuto, Arch <«@ymer Tem, 4TO BBI M3 HEro CjejacTe», M PAacCUMTaH HE Ha
HOBHUYKOB, a Ha 0OJiee ONBITHBIX MOJIb30BaTENICH, MOITOMY 3aMEHAa CHCTEMBbI WHHUITHAIA3AIMH 10
yMoN4aHuto ¢ Sysvinit va systemduec€r umcto QopmansHbIi xapaktep. IIpoctora Sysvinit
MO3BOJISICT TOJIb30BATEII0 CAMOCTOSITEIILHO €ro IMOJJICPKUBATh, Jake Korja OQHUITHabHAS €ro
MOJIICPIKKA 3aKOHYHUTCS.

Bbinyck nakemoe u c60pok

Rolling release

OcHosHas crares: Rolling release

Arch sBisieTcs TOCTOSIHHO OOHOBISIEMBIM JUCTPHOYTHBOM, HOBBIC MAKEThl IOSBIISIOTCS
exxeHeBHO. C MOMOIIBIO MEHEIKEPa TaKETOB MOJIB30BATEIN MOTYT MOAAEP/KUBATE CBOIO CUCTEMY
B aKTyaJIbHOM COCTOSTHHH. B oTiruune oT TucTpuOyTHBOB, MpeAIaraloux yCTaHaBIMBAaTh COOPKH B
COCTOSIHHH, B KOTOPOM OHH OBUIM Ha MOMEHT BBIXOZa, COOpKH ArCh sIBISFOTCS CHUMKAaMH TEKYIIEH
cuCTeMbl. B cmily 3TOro HeT HEOOXOAMMOCTH PEryJSpHO BBIYCKAaTh HOBBIC PENU3bl (XOTs
HEOIbITHBIE IOJIb30BATEIM CKJIOHHBI BOCHPHUHUMATh 3TO KaK HEXelaHHe pa3padOTUMKOB
3aHUMAThCS Pa3BUTHEM JUCTPHOYTHUBA).

UcTopusa Bbinycka cOOpok

C MoMeHTa co3anus u 10 Bepcur VOOdO0O BKIIOYHTEIBHO, cOOpkr Arch mHymepoBamuce Bepcueit
muctpubytuBa (0.1—0.8). Haunnas ¢ Beimycka 2007.05 (Duke)momep Bepcuu mmeer ¢opmar
TTTT. MM — TOJ M MeCAIl BhITycka ycTaHoBo4yHOro |1SO-o6paza. B I1SO-06pa3 BXOZAT TOJIBKO
nakeTsl u3 peno3utopusi Core. B Hacrosimiee BpeMs Bbimyck Core c6opok mpekpaiieH. Bmecto
ATOTO BBIMYCKAIOTCS MHUHUMaIHCTHYHbIC Netinstallebopku, menb KOTOpBIX — 3arpy3uThcs H
CO3lIaTh CETEBOE IMOJAKIIOYCHHE, YTOOBI MOKHO OBUTO YCTAaHOBUTH TEKYIIYIO BEPCHIO CHCTEMBI 110
cetd. OcTajbHBIC PETIO3UTOPUH BCErJa HAXOAATCS B TEKYILEM COCTOSHUM M HUKAK HE CBSI3aHBI C
BBIITYCKOM COOPOK.

Konosoe
Bepcus I/IMI:[ Hara Mpumeyanue
0.1 Homer Mapt 2002  TlepBbiii BBITYCK.
0.2 Vega anpens 2002
0.3 Firefly asryct 2002
0.4 Dragon nexabpsr 2002
0.5 Nova uronb 2003 TMoxzepxka PAM, LVM n GRUB,
0.6 Widget mapt 2004  Jlo6aBiena momaeprkka QaitnoBbix cucrem JESu XFS.
0.7%2 Wombat  smsaps 2005
0.4 Voodoo Mapt 2007  PacmmpeHbl BOBMOXXHOCTH MPOTPaMMbI YCTaHOBKH.
2007.0%4  Duke maii 2007  Pacman v3.

2007.08!  Don't Panic asryct 2007 VcnpapiieHbl OIMOKHA B TPOrpaMMe YCTaHOBKH.

2008.068 Overlord  mons 2008 I/IcnonvLSOBaHI/Ie .Img o6pa3oB s 3ammcu Ha USB-
YCTpOICTBA.

2009.0%4 derpans 2009V cnions3oBanue AlF (DperimBopk yctaHoBku Arch).

Pacman 3.3, ucnonn3oBanue nepepadoranoro AlF
2009.088 aBryct 2009 (Bo3aMOXHOCTH  Hcmoib3oBanuss LVM  u  apyrue
U3MCHEHHS), Pa3JINYHBIC YIY4LICHUS.
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Hcnons3oBanue enuHoro oodpasa s 3anucu Ha CD u
USB ycrpoiicta. [loseienne dualobpasza, momumo
OTJICIBHBIX 00pa30B sl apXUTEKTYyp X86 n Xx86-64

Pacmpenbsl BO3MOXKHOCTH MPOTpaMMbl YCTAHOBKH

Vnanen AIF, BMecTo HEro HCHOIB3YIOTCS TMPOCTHIC
YCTaHOBO‘IHBIe CKpI/IHTBI

GRUB 2.0, ZSHB xkauecTBe KOMaHIHOH OOOJIOUYKH,
aBTo3amyck cetu eciu gocrynes DHCP.

Linux 3.5.3, BO3BMOXHO MOAKIIOYUTECS K HHTEPHETY
yepe3 UMTS USBwmonem Ha Live cucreme
Ucnone3yercs  systemd s 3arpy3kd  CHCTEMBI,
initscripts e moctymusl Ha Live cucreme, ympoIeHbI

3arpy3ka u ycraHoBka EFI, gummibootucnonssyercs
JUTsl OTPUCOBKH MeHIO B EFI

Linux 3.6, ConsoleKiynanén u3 penosuropues, polkit u

HOos10pb 2012 networkmanager mepeHecensl B extra, 3aggly31<a

MIPOU3BOIUTCS C MCIOb30BaHneM Systemd-login

nexabpp 2012 Linux 3.6.8, systemd 196
suBapb 2013  Linux 3.6.11

nrous 2013
nrons 2013
asryct 2013

CEHTSAOPh
2013

Linux 3.9.4
Linux 3.9.8
IncludedLinux Kernet 3.10.3

IncludedLinux Kernet 3.10.10

okts6ps 2013 IncludedLinux Kernet 3.11.2

ITocnenuuii BeITyCK



OnucaHue cteHaa

1. TunoBoM KOMNNEKT y4ebHOro obopyaoBaHus

«J1loKkanbHbIe
KOMMbLIOTEPHbIE CeTU»

1.1. OnucaHue KOMMNJeKTa
KomnnekT coctouT u3 ogHoro kommyTtaTtopa Tpetbero ypoBHA Cisco Catalyst

3560, AByx

ynpaBnaemMblix KOMMyTaTopoB BTOporo ypoBHA Cisco Catalyst 2960, aosyx
HeynpasnsieMbIX

KOMMYTaTOpPOB cisco SD205, 4 nepcoHarnbHbIX KOMMNbIOTEPOB U 24-MOPTOBOW
KOMMYTaLMOHHOMN

naHenu kateropum 5E, koTopasi no3BonsieT KOMMYTUpoOBaTb YCTPOWMCTBA B
3aBUCMMOCTU OT

BbIMNOMNHAEMbIX 3agady u dopmupoBaTb Heobxoammyto Tononornto cetn. Ha
KoMMbloTepax

yCTaHOBIeHa onepauuoHHass cuctema Arch Linux. Bce komnbioTepbl MMeT Tpwu
ceTeBbIX

NMHTepdenca (MHTErPUPOBaHHbIN B MaTEPUHCKYHO nnaTy, Ha wuHe PCI n BHeLHWIA
USB), utobbl

MMETb BO3MOXHOCTb BbINOSMHATE YHKUMM NPOrpaMMHOro MapLupyTusaTtopa.
BHewwHne

ceteBble MHTepdencol (ethl n eth2) He nopggepxmBarT TexHonorno MDI/MDX,
noaTomy

BO3MOXHO COeAMHEHMEe ABYX KOMMbIOTEPOB HAMPsMyK TOJSbKO KPOCC O6XaTbiM
naTy.kopaomMm.

BHewHnn BUAO KoMnnekTa npeacrasrieH Ha pUCyHke 1.,

Ans pernctpaumm Ha pabounx CTaHUMUSIX UCNONb3YNTE CNeayoLyo YY4ETHYH 3anuch:
nonb3oBaTenb: root
naponb: qwerty

PasBogka nopToB KOMMYTaUMOHHOW NaHenun npuBegeHa Ha caMou NaHenu.

Bce yanbl ctenHga BknoyeHbl B IP.nogcetb 192.168.0.0/24. Pacnpegenenuve |IP.
agpecos npueeneHo B Tabnuue 1.1.



Tatnuua 1.1 = Pacnpepenevwe |P-anpecos

Yaan IP-agpec

MuTepdeic aethi 192.168.0.1

KoMneioTep 1 MuTepdeic ethi 182.168.1.1
MuTepdeic aeth 182.168.2.1
MuTepdeic aethi 192.168.0.2

KoMneioTep 2 MuTepdeic ethi 192.168.1.2
MuTepdeic eth? 192.168.2.2
MuTepdeic aethi 192.168.0.3

KomnewoTep 3 MuTepdseic ethl 192.168.1.3
MuTepdeic aeth 192.168.2.3
MuTepdseic eth0 192 168.0.4

KoMneioTep 4 MuTepdeic ethi 192.168.1.4
MuTepdseic ath?2 192 168.2. 4

YNpaEnAemMblid EMMYTATOD 310 Y POBHA 192.168.0.5

YNpaenAeMbld KMMYTATOD 210 YDOBHA [ BE DXHKE) 192.168.0.6

YNpaenAeMbld KMMYTATOD 210 YPOBHA [ HHHHKE) 192 168.0.7




1.2. CucTema BOCCTAHOBNEHWA ONEPALMOHHLIX CUCTEM KOMNbLIOTEPOB
«U-Profi Rescue System»

KoMmnnexT NOCTAENAETCA BMECTE C CHCTEMDI BOCCTAHOBNEHMA ONepalHoHHLIX cucTem (OC),

YCTaHOBENBHHbLIX HA BCEX HOMNbOTEpax. [JaHHaA CHCTEMA MOMET OKAa3aThCA NONE3IHOR He

TOMLKD B chy4ae oTkala OC Linux, 4O TaKKe B TeX CMy4aAX, KOTOa nocne npoBededdA pAna

naGopaTtopHbix paboT HeobxonumD GwicTpD npueecTi OC ¥ nepEoHaYansHOMY BMDY. [lanes

NP #BE BEHA WHCTPY KL UA N0 paboTe C CHCTEMOR BOCCTAHOBNEHHA:

1. BHUIMAHWE! BoccTaHOBNEHWE YHUYTOMMT BOB OaHHLe HA MECTKOM Oucke. Cpenadte
PEIBDEHLIE KOMEH BAMHLIX BEHH bIX.

2. MNepesarpyinTe KOMNpOTEp W cTassTe DV D-guock eCucTema poccTasoBnedwA OC Linuxs B
npiuBog. CoGnionaidTe COOTRATCTEWE HOMEDOE JWCKa M KOMNLIO TEpa.

3. 3arpysuTe mewo HacTpoimm BIOS. BeiGepuTe 8 mewio zarpyaxy ¢ DVD-npueoga. Coxpanure
BbIMONHEHHEE HICTRORKH,

4. lNepe3arpy3vTe KOMNLIOTEP.

5. JowguTech NCABNEHHA CNedyioWers oHa:

"U-Profi Rescue Systen”

The Research-and-production enterprise
"Educational technics — Profi", Chalyabinsk
All Rights Reserved

fc) 2007-2009

[nA BhiXOO0a M3 CHCTEMbI KNasuiled Tab swigenyTe KHoNKy «Buixogys w HawmuTe Enter. 31o

npuBessT K Nepelarpy e waunsioTepa. Muade, onA npogorwe A pato Tl HaKmuTe mobyio
KA.

6. [JowouTecs NOABNEHWA CNenyIoWers OkHa:




YTobsl HAYATE BOCCTAHOBNEHWE, HAMMHTE oYesS», HHadYe HaxmuTe «MNo» wne npocto
nepearpyauTe KoMnoioTep. B CBA3M C TEXHHHECKMMK OrpaHr-HeHHAMM Ha GaHHbLIA MOMEHT NpM
HAMATHY KNABKL HIBWTALWY NepepHCORKa JKLaHa C QKanoroM NoNbLICBATENA HE NpOoWCND OWT.
O oHaKD CaMK HAWATHA YUTLIBAIOTCA.

7. Korga poccTaHdoBneske HaduHeTcA, Bhl YEMOWTE CNedyowee oMHo;

epalring iz going...
cat zda.img.ge ¥ sdevszda

B cucTeme He pEAnNMIOBAH NPOTPECC-MHOMKATOR (wHOWKATOP OOLEMA BLINOAHEHHOW
paboTel). [NpuakakoMm TOro, 4TO CUCTEMA HE 3ABWCNA, ABNAGTCA WHOMKaTOp obpallendA K
WECTHOMY OUCKY HoyTOyka. [pOouecc BOCCTaHOANEHMA B CpeaHeM 3adumaseT owono 20

9. Hawmure «OKwe. [Nocne owoH4aHKA Npouecca BOCCTAHODNEHMA  NPOMI0NRDET
ARTOMATHYECKAA  nepesarpyaa. B MOMEHT nonuore  JapeplieddA  patoTwl
BOCCTAHOBWTENEHON CHCTEMBI (NOTAc JKpad) OTHMOYMTE Nalk-auck, 4Tob sl 3arpy 3MTLCA G
BHYTPEHHEr0 OUCEa.

10. MNocne aarpyskw OC Arch Linux weofxoguMe KamEoMmy W2 HOYTOYHOB HAIHEYMTEL
WHOMBMOYanuHeA (P-agpec B cooTBeTCTEME C Tabnuued 1.2 ¥ MHOHBNOYANLHOE CETEROR
wmA: [InA 3TOrMo HeobHNOQWMD HIMEHWTE COSSPHHMOS KOHWMY pauMoHHLIX (ainoB B
COOTEETCTEME © HACTDYEUMAME B paigens 4.2,



lNMpakTnyeckasa 4yacTtb

1. Mzyuuts npunoxxkenue 1 k madboparopHoii padore.
2. BBITIOTHATH KOKIYIO OMUCAHHYIO KOMaH]TY.
3. BEIMomHUTH KOMaHTy 3ampoca CIpaBKH

mn <uMda KOMAaHIB>

4. O3HAKOMUTBHCH C KaXXKI0W KOMAHIOU U €€ KIF0YaMHU.



TpeboBaHus K oTyeTy

OTyeT JoMKEH COoepKaTh 11eIb padO0ThI, KpaTKHE TEOPETUUECKUE CBEACHUS,
3a/1aHusl, METOJIMKHY U PE3YJIbTaThl BBITIOJIHEHUS, OTBEThI HA KOHTPOJIbHBIE BOTIPOCHI,
BBLIBOJIBI.

OTuer mpenoCTaBIsIeTCS K CPOKY TMPOBEACHUSA Ccrlenylomei paboTel U
3a4UTHIBACTCS MPATNOAABaTEIeM B PE3ybTaTe KOHTPOIbHOM OeceIbl.



KoHTpoOrbHbIe BONPOCHI

OcHOBHBIE Olepaluu U YTUITUTHI
Hacrpolika ceTeBbIx mmapaMeTpoB
Y TUANTHI MOHUTOPUHTA CETH
Cucrema 6e3onacaoctr OC Linux
CeteBas daiinoBas cucrema NFS
Cepgep xypHaioB Syslog-ng

oORWNE
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OcHo8bI

1. OCHOBHbIe onepauun U yTUNUTbI

3anyck/ocTaHOBKa cepBUCOB

Cepsuchbl B onepaumoHHbIX cuctemax cemenctea Unix/Linux HasbiBaroTcst geMoHamu. CKkpunTbl
(cueHapuun) ans 3anycka/octaHoBku/nepesanycka OeMOHOB HaxoaaTca B katanore /etc/rc.d.
UTto6bl 3anycTuTb AeMOHa, HabepuTe:

# /etc/rc.d/<mma_pemoma> start*

UToObl OCTaHOBUTL AeMOHa, HabepuTe:

# /etc/rc.d/<mms_pemoma> stop

YT06bl NepesanycTuTb AEMOHA, HabepuTe:

# /etc/rc.d/<mma_pemona> restart

[Ona HekoTopbiX OeMoHOB (Hanpumep, hitpd) Bo3amoxHa nepeHacTpoka 6e3 OCTaHOBKM
AemoHa. Ytobbl 3acTaBuUTb AeMOHA BO BpeMsi ero paboTbl nepeyntatb KOHMUrypaunoHHbIN
dann, HabepuTe:

# /etc/rc.d/<mma_pmemona> reload

[N HeKoTOpbIX AEMOHOB BO3MOXHbI Apyrne aencrteusi. Ytobbl yBMAETb BCe [OOCTYMHble
AencTeusi, HabepuTe:

# /etc/rc.d/<mma_memona>

ABT033I1yCK AEMOHOB Nnpu 3arpy3ke Cuctembl

UTo0bl HEOOXO4MMbIE OEMOHBI 3anyCcKanucb NpuM CTapTe CUCTEMbI, HEOOXoauMo 000aBUTb KX
nmeHa B dpawvn /etc/rc.conf B cekynito DAEMONS=():

DAEMONS=(syslog-ng network @httpd @mysqld @ntpd @acpid @snmpd @hal @sshd netfs
crond)

Hanpumep, 4to6bl gobaBuTb AeMOHa OUHAMMYECKON MapLlpyTu3auuu quagga, Heobxoaumo
OTpedakTMpoBaTh 3Ty CTPOKY crieayoLmmMm obpasom:

DAEMONS=(syslog-ng network @httpd @mysqld @ntpd @acpid @snmpd @hal @sshd netfs
crond quagga)

CvmBon "@" nepen MMeHeM eMOHa O3HadaeT, YTO cuctema npuv 3arpyske He OyaeT xaaTb
3aBeplleHNs 3anycka 9TOro AEeMOHa, a nepengért K 3anycky creaywouwero (nMpousongér
(oHOBbLIN 3anyck gemoHa). Cumeon "!" nepen MMeHeEM AeMOHa O3Ha4aeT, YTO 3TOT AEMOH He
OyaeT 3anyckaTbCsl HU NPU Kakmx 06CTOATENLCTBAX.
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Ytunuta Midnight Commander

[aHHasi yTunuta ABNSETCA KOHCOMbHbIM MEHEIKEPOM, JTMKBUOUPYOLWUM HeobXxoanmocCTb
paboTbl C KOMaHOHOW CTpoKow. [na Toro, 4Tobbl 3anyCTUTb YyTUNUTY, 3anycTuTe TepMuHan u
HabepuTte «mcy. [MosaBUTCS OKHO, NpeacTaBNeHHOe Ha PUCYHKe 4.1.

= mc - root@centre:/var/ log Q@@ |

Pa=mep |EBpemMa OpabBEH

Fdbus-1 J £
a0M | \ G711 E740M (5

CoBeT: FOpMaT CIIE = s MO GETE HMSHMEeHSH; Hi puTE "man mo'
[rootlcentre lo

1 2 3 : ! g 7 (= = (4
PucyHok 4.1.
Mpenectb Midnight Commander 3aknto4aeTcsi B TOM, Y4TO GOMbLUMHCTBO «FOPSAYMX» KnaBuLl B

HEM COBMNaalT C «ropsyMMU» KnasBuLIaMu B YxXe NpuBblYHbIX Ans Bac meHepxepax (Norton
Commander, FAR).
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2. HacTtpouka ceteBbIX NapamMeTpoB

HacTpounka ceTeBoro uHtepdenca
UTtobbl 3agaTh agpec ceTeBoMy MHTepPhency, MOXHO UCNonb3oBaTb koMaHay ifconfig:

$ ifconfig <mmsa mHTepderica> <ip-ampec>

D,J'IFI CTaHOapTHbIX  3ape3epBMpPOBaHHbIX BHYTPEHHUX  afpecoB ceTeBas MackKa n
LUMpoOKoBeLlaTenbHbli agpec OyayT 3agaHbl aBTOMaTuyeckn. [na sBHOroO 3agaHus CeTEBON
MacCK1 1 LnMpoKoBeLllaTernbHOro agpeca MoXHO ncnosib3oBaTtb Crieayowyro KoMmaHay:

$ ifconfig <mmsa mHTepdelca> <ip-azpec> netmask

<ceTeBad MacCkKa 3alMuCaHHasd OoKTeTaMu> broadcast

<IMPOKOBEWATEJILHEN anpec>

Hanpumep:

$ ifconfig eth0 10.10.10.10 netmask 255.255.255.0 broadcast
10.10.10.255

[na BknioveHnsa nHTepdernca (ecnm OH OTKMOYEH) ncnonb3yeTca Takke komaHaa ifconfig:
$ ifconfig <mma muTepderica> up
[ns oTKNoYeHus:

$ ifconfig <mma muTepderica> down

ABTOHacTpouKa ceTeBoOro nHtepdenca npm sanycke cuCTembl

UTob6bl MHTEpPhbencam npucsamBanucb agpeca (U Npoyne napameTpbl) Npu cTapTe CUCTEMbI,
HeobxoanMo ykasaTb MHTepdencol n napameTpbl B anne /etc/rc.conf cnegyowmm obpasom:

<mMmsa_ umHTepdelca>="mnapamMeTps 3anycka"

Hanpumep, HacTpoiika uHTepdeica no npotokony DHCP:

eth0="dhcp"

MpocToe BkNtoveHne nHtepdenca, 6e3 oNOHUTENBHON HACTPONKHN:
eth0="eth0 up"

MpuceoeHne agpeca nHTepgEncy:

eth0="192.168.10.10"

3agaHue ceTeBOM MacKU:

eth0="192.168.10.10 netmask 255.255.0.0"

Tenepb 3TN nHTepdencobl Heobxoanmo nepevncnnTb B cekunn INTERFACES=():

INTERFACES= (eth0)
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MapLupyTbl HacTpamnBatTCs aHanorM4Ho. Hanprumep, cosgaHue mapLupyTta no yMonyYaHuio:

gateway="default gw 192.168.0.1"

YkasbiBaem ero B cekuun ROUTES=():

ROUTES= (gateway)

HacTtponka DNS-knueHTa

Bce HacTpoikm KnneHTa cucTeMbl paspeLleHns MMEH HaxoadaTca B dhanne «/etc/resolv.confy.
Bo3MoxHbI cnegytowme napameTpbl:
v’ search <umsi pomeHa> — 3a4aéT NOCTUKC AN HEMOSIHOCTbK  ONpefenéHHbIX
AOMEHHbIX MMEH (non-fqdn). MoXeT BCTpeyvaTbCsi TONbKO OOUH pas;
v nameserver <agpec cepBepa> — 3agaéT agpec DNS-cepeepa. MoxHO ykasaTb CKOSlb
YyrogHO MHOrO CepBEpPOB, NX onpoc ByaeT naTh B Nopsiake yKasaHus.

Hactpounka ctatu4yeckux mapLipyTtoB

[na pa6oTbl ¢ Tabnuuen MapLupyTM3auumn sapa ncnonb3yetcs komaHaa route. Komanga route
6e3 napameTpoB MOKasblBaeT TeKyllyl Tabnuuy MaplipyTusauum agpa (B TOM 4ucne u
MapLUpyTbl, MONy4YeHHbIE OT JEMOHOB AUHAMUYECKOW MapLUpyTU3aunm):

$ route

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.10.0 * 255.255.255.0 U 0 0 0 ethO
169.254.0.0 * 255.255.0.0 U 0 0 0 ethO
default server.oplab 0.0.0.0 UG 0 0 0 ethO

3pecb default — 310 mapwpyT no ymon4yaHuto. CumBon «*» B konoHke «Gateway» o3HavaeT
OTCyTCTBME LWIM03a ANS AaHHOro Maplipyta. [Ons OTKMYeHUs paspelleHus MMeH MOXHO
MCNONb30BaTh KITHOY -N:

$ route -n

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.10.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 192.168.10.1 0.0.0.0 UG 0 0 0 ethO

3peck 0.0.0.0 — mapwpyTt no ymonyanuto. 0.0.0.0 B konoHke «Gateway» o3HavaeT oTCyTCTBUE
Wwno3a ana gaHHoro mapwpyta. CosgaHne mMapLupyToB Npu 3anycke CUCTEMbl PacCMOTPEHO
BbILLE.

BkrnroyeHune ¢pyHKLUMM MapLupyTUusaumm

MapLupyTusaums Tpaduka Mexay ceTeBbiMU UHTepdeincamm — ogHa M3 BO3MOXHOCTEN sapa
Linux. YnpaBneHne BCeEMU BO3MOXHOCTSIMW M HacTpoWkamu siapa OCYLLECTBNSIETCS 4Yepes
davinoByto cuctemy proc (06bIMHO MOHTUPYETCSt B KaTarnor /proc, Npu 3TOM HacTPOWKU siapa
okasblBaloTCA B Kartanore /proc/sys). CywlecTtByeT yTunuTa, ynpoliawuwas ynpasreHue
HacTpoinkamun — sysctl. Eé cnHTakcuc cnegyowuin:

sysctl <nyTh OO IapameTrpa OT /proc/sys, KaTajioTM pas3nesgonTcs
TOUKOM>=<BHadueHNe>

MocMoTpeTb CNMCOK NapaMeTpoB, AOCTYMNHbIX AN U3MEHEHWUS!, MOXHO, BbINOSTHUB CreayHoLLyHo
KkoMaHAay:
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sysctl -a

Mpun aTom Takke GyayT BbIBEAEHbI M 3HAYEHUSA NapaMeTpoB.

3a BKNoYeHNe BO3MOXHOCTU MapLUpyTM3auun otBedaeT napameTtp net.ipv4.ip_forward. Takum
06pasom, 4YTOObI BKIHOYNUTL MapLLPYTM3auuio, BbIMOMHUTE KOMaHAYy:

sysctl net.ipv4.ip forward=l

Utobbl MaplpyTu3aums BKMYanacb npu  3arpyske, nobaebte B hanmn /etc/sysctl.conf
CNeayoLLyt CTPOKY:

net.ipvé4.ip forward =1
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3. YTMnNuTbl MOHUTOPUHIa CeTn

Hwke npuMBedéH psag yTUNUT, UCMONb3YIOLWMXCA B ONepaLMoHHbIX cucteMax cemencraa Linux
Ans paboTbl € CeTblo.

ping

Wcnonb3yeTca Ona npoBepku COeaAWHEeHWs C yAaarneHHblM y3noM. YTtunuta Ping mcnonb3yet
nakeTbl 3axo-3anpoca (echo request) n axo-oteeta (echo reply) npotokona ICMP (Internet
Control Message Protocol) onst npoBepkn JOCTYNHOCTU N paboTOCNOCOBHOCTM onpenenieHHoro
yana TCP/IP. OencteyeT nocpeactsom nocbinkn ICMP nakeToB n oxunaaHusa otBeTa B TeveHne
1 cekyHObl (3HadeHWe MO ymon4daHwuto). Ha 9kpaH BbIBOAUTCA BpeMsi B MUIIMCEKYHAAX,
3aTpayeHHoe Ha OXuaaHue OTKIMKa.

CwuHTakcuc KOM&HLI,HOI?I CTPOKMU:
ping IP-address wamu DNS-uMs yOajleHHOI'O XOCTa

Mpumep:

ping 193.233.81.1

PING 193.233.81.1 (193.233.81.1): 56 data bytes

64 bytes from 193.233.81.1: icmp seg=0 ttl=63 time=83.716 ms
64 bytes from 193.233.81.1: icmp seg=6 ttl=63 time=1.949 ms
64 bytes from 193.233.81.1: icmp seq=7 ttl=63 time=31.293 ms
~C

-——- 193.233.81.1 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.949/18.160/83.716/26.597 ms

B none time ykasbiBaeTcs, 3a Kakoe BpeMsi (B MUNIIMCEKYHOAX) MOCMaHHbIN NakeT OXoAnT A0
yAaneHHoro yana n Bo3Bpawaetca Ha Baw y3en. lNone ttl ykasbiBaeT BpeMs XU3HWM nakeTa.
lMocne npMOCTaHOBKM BbLIMONTHEHUS YTUUTBI OHA Bbl4aeT CTATUCTUKY: CKONIbKO MNakeToB
MOCNaHoO, CKOMbKO MOSyYEHO W YTEpPsiHO, Bpems 3agepXkn (MUHMManbHoe, cpeaHee W
MaKcumarnbHoe).

BmecTo IP-agpeca xocta moxeT 6biTb ykasaH LUMPOKOBeLLAaTENbHbIN agpec. B aTom cnyvae
pe3ynbTaTomM paboTbl yTUNuTbl By4eT CIMCOK y3MnoB, OTKIIMKHYBLUMXCA Ha 3anpoc. OTKNKHYTCS
BCE Y3Nbl CeTW, aKTUBHble B HaCTOALMA MOMEHT U umetowme IP-agpec, cOOTBETCTBYIOLLMIA
yKasaHHON Macke.

tcpdump

OaHMM 13 MOLLHBLIX CPEACTB aHanu3a BCel CeTEBON aKTMBHOCTU ABnsieTca ytunuTa tcpdump.
OHa nepeBoOaNT CeTEBON UHTEPdENC B pEXNM NpMEMa BCEX NAKETOB (Promiscuous) 1 BbIBOAUT
WHpopmaumMilo Ha odkpaH. B Linux Takoe nepeknioyeHne BO3MOXHO TOMbKO OIS
cynepnosnb3oBaTend, TO €CTb [ANs MNOSIHOLEHHOro wucnonb3oBaHus tcpdump Heobxogumo
3aperucTpvpoBaTbcsl nof none3osatenemM root. Ha gpyrux cuctemax tpeboBaHWsi HEMHOTO
ApYyrve 1 OHW NPeAcTaBreHbl B 4OKyMeHTauun k tcpdump.

CuHTakcuc KomaHgHoOM CTpoku tcpdump cnegyrowmi:
tcpdump [<ommmi. ..>] <BRpPaxXeHwe QUIbLTPAa>

Haunbonee ncnonb3yemble onuuun tcpdump:

—C <YpMCJjIO [NaxKeToB>

Ckonbko nakeToB cumutaTth. [locne cuMTbiBaHUS MocregHero naketa, tcpdump 3aBepliaet
paboty. Hanpumep, «tcpdump -c 50» cuuTbiBaeT TONbko 50 nakeToB

-1 <mHTepderic>
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Ha kakom nHTepdeince ocylectBNATb CbEM UHopMaunn. Hanpumep, «tcpdump -1 ethl»
OCYLLECTBISET CbEM [aHHbIX Ha BTopoM ethernet-uHtepdbence eth1. [laHHasa onuusa nonesHa,
KOrfa Ha Ucnonb3yeMoM KoMMbloTepe nmetoTcs 2 n 6onee cetesblX KapT.

-s <umcjio BanT>
Ckonbko 6anT Hadana KaXkgoro naketa cumtbiBaTh. 10 ymMOn4aHuo ncnonbadyeTcsl 3HavyeHme 68
Gant. OTOro [JOMKHO XxBaTaTb ANA  pacwmMpPOBKM [OaHHbIX W3  3arofloBKOB MAKeTOB
GonbLUMHCTBA NPOTOKOMOB, OAHAKO MOXET BO3HUKHYTb HEOOXOAMMOCTb WCMNOMb30BaThb
Bornbluee 3HayYeHne.

-w <uMs ¢aria>
3anucbiBaTb cogepxmmoe naketoB B ann. None3Ho gns cbéma uHgopmMaumm B HEYpoYHoe
Bpems unum npu 6onblunx o6bEMax nepegasaemon MHopMaLmn.

-r <uMms ¢arma>
AHanns nHdopmaumm 3annmcaHHOn ¢ MOMOLLLIO OMUNK —W.

<BblpaXeHue UnbTPa> MNo3BONSeT OTCENBATb SBHO HEHYXHYK WMHOpMaLMio, 3axeBaTbiBas
NVWb MakeTbl, KOTOpble YAOBMNETBOPSIOT YCIOBUSIM 3TOrO BblpaxeHus. MonHbIA CUHTaKcuc
BbIpaXKEHU MOXHO HalTK B OKyMeHTauum no tcpdump.

Mpumep:

tcpdump host 192.168.3.255

tcpdump: listening on eth0

12:23:19.493594 809-01.comp.chelcom.ru.netbios-ns>192.168.3.255.netbios-ns:
>>NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

Ha akpaH BbiBeAEHbl UMS «ChyLlalollero» CeTeBoro UHTepdeica, Bpemsi ¢ TOYHOCTbIO A0
MWUKPOCEKYH, UMsi OTNPABMSAIOLLErO y3na U UMs Ha3HaYeHusI.

arp

Ana nposepkn ARP-Tabnuu, cogepxawmx cootsetctamne mexay IP-agpecom n MAC-agpecom,
ucnonedyetca ytunuta ARP. B HekoTopbix criyvyasix GbiBaeT MOMNE3HO MNPOCMOTPETb WK
n3MeHuTb cogepxaHne ARP-Tabnuubl, Hanpumep, Korga Bbl Nogo3peBaeTe, YTO ABOMHOMN
agpec sBnsieTca NpUYMHOWM ceTeBor HeyctomumBocTn. OgHa u3 npobrnem, KoTopas MOXET
notpebosatb, 4TOOLI Bbl BpydHyto fAobasunu IP-agpec k ARP-tabnuue, ato korga no
HeKoTopbIM npuynHam ARP-3anpocbl ans yganeHHoro Xocta He OOXOAAT, Hamnpumep, Korga
ecTb cbon ARP-gpaiiBepa, unm nmeetca Opyrol XoCT B CETU, KOTOPbIA OWMOOYHO OMno3HaeT
cebs c IP-agpecom pgpyroro xocta. TBepgasa yctaHoBka |P-agpeca B ARP-tabnuue Takke
ABMSIETCS Mepoin 3awnTbl cebsi 0T XoCToB B Bawem Ethernet, koTopble BblgatoT cebsi 3a KOro-To
Apyroro.

CuHTaKcuc kKoMaHOHOWM CTPOKM:

arp [-v] [-t hwtype] -a [hostname]

arp [-v] [-t hwtype] -s hostname hwaddr
arp [-v] -d hostname [hwaddr]

AprymeHT hostname moxeT ObiTb Kak umeHeMm, Tak u |IP agpecom. MNepBasa cTpoka oTobpaxaeT
ARP-3anuck gnga IP-agpeca, ykaszaHHOro xocta Unmn Bcex M3BECTHbIX XOCTOB, ecin hostname He

3apaeTcs.

MNpumep:

arp -a

IP address HW type HW address
172.16.1.3 10Mbps Ethernet 00:00:C0:5A:42:C1
172.16.1.2 10Mbps Ethernet 00:00:C0:90:B3:42
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‘172.16.2.4 10Mbps Ethernet 00:00:C0:04:69:AA

Mpn ucnonb3oBaHuM onuun -t Bbl yBUAUTE MHAOPMALMIO TONMBLKO O TOM Tune annapaTHbIX
CpencTB, KOTOPbIN yKaxeTe. TO MOTYT OblTb:

e cther

e ax2b

e pronet (Ethernet 10Mbps)

e AMPR AX.25

e TIEEE 802.5

Onuus -s ncnonbayeTtcs, 4Tobbl f06aBUTL Ethernet-agpec xocta k ARP-tabnuuam.

AprymeHT hwaddr onpegensieT agpec annapatHbiX CPeAcCTB, KOTOPbIA MO YMOSYaHWUIO
npegnonaraetcsa Ethernet-agpecom, ykasaHHbIM Kak LWeCTb LecTHaguaTepudHbix ©6aur,
pasgensaemMbix gBoeTounsiMu. Bbl MOXeTe Takke ycTaHaBnvBaTb agpeca Ans Apyrnx TUNoB
annapaTHbIX CpeacTB, UCMONb3ys onuumto -t.

Bbi3oB arp ¢ ucnonb3oBaHueM krnoya -d ynanset Bce ARP-3anucu, kacawowmeca OaHHOro
xocTta. AT0 MoXeT ObiTb Heobxoammo, 4ToObl BbIHYAUTE WHTEPEENC MOBTOPHO MNOSMYYUTb
Ethernet-agpec ons ganHoro IP. 910 nonesHo, koraa nepekoHUrypMpoBaHHas cuctema umeeT
HenpasunbHyto ARP-nHpopmauuio.
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4. CucTtema 6e3onacHoctu OC Linux

Monb3oBaTtenu

Linux — mHorononb3oBatenbckasa OC. UHdopmMauma o6 y4€THbIX 3anucax nonb3oBaTenen
XpaHuTtca B hannax /etc/passwd, /etc/shadow, /etc/group, /etc/ghadow.

[etc/passwd
B aTom dpaiine nepeuncneHsl y4éTHble 3annucu. PaHee B aToM e dhane cogepxarncs 1 naporb

B 3alMdpoBaHHOM BMAe, OAHAKO TaK Kak 3ToT pavn ormkeH OblTb JOCTYNeH AN YTeHus
nobomy nonb3oBaTento, BrnocneacTsun Gbina paspabortaHa cuctema shadow wm naponb €
npoyen nHdopmauunen o 6esonacHocTn Gunu nepeHeceHbl B /etc/shadow.

YYéTHblE 3anncu XpaHAaTCs MO OAHOW B CTPOKe. 3anucb COCTOUT U3 7 MNonewn, pasgenéHHbIX

CUMBOJIOM «:». 3HaA4YeHne nonen:

1. PeructpaumoHHoe nms (norvH). PernctpaumoHHble nMeHa A0MmKHbl BbiTb YHUKANbHBIMA 1
npeacTaenaTe cobon CTPOKM He AnvMHHee 32-Xx CMMBOSIOB (Ntobble, KpoMe ABOETouYMS U
CMMBOSa HOBOM CTPOKM). B HekoTopbix cTapbix Bepcuax UNIX cylwectByeT orpaHuyeHune
ANWHbI B 8 CUMBONOB, OHO Xe ByaeT A4eNCTBOBaTb NPU UCMNOSIb30BAaHUN aAMUHUCTPATUBHOM
©a3bl AaHHbIX NIS.

2. naposnb. 3HaYyeHne «x» yKasblBaeT Ha TO, YTO naponb XpaHuTcsa B /etc/shadow. [MycToe
3HayeHne ykasblBaeT Ha OTCYTCTBUE naporns.

3. Wpentndukatop nonb3osatena (UID). MaeHTudmkaTop nonb3oBatens — 310 4mcno ot 0
no 2%-1. B crapbix cuctemax (Minix, paHHue Bepcun BSD) oHo MoxeT 6biTb He Gonee 32
767. TlNonb3oBatens ¢  ugeHTudgpukatopom 0  (06bIMHO  root)  HasbiBaeTcs
cynepnonb3oBaTeNnemM M UMeeT NpaBO Ha BbIMNOMHEHWEe nbbix onepauvi B CUCTEME.
MpuHATO cornaweHne O BblOENEeHUN «cneuunanbHbiM» nonb3oBatenam (bin, daemon),
HasHayeHue KOTOpbIX — TOMbKO 3anyck oOrnpefernéHHbIX nporpaMmM, ManeHbKux
naeHtTngpukatopos (<100 unu, B HeKoTopbix AucTpubyTmBax Linux, <500). B cucteme moryt
CyLLIeCTBOBATb HECKOMbKO Monb3oBaTtesniel ¢ O4HMM MAEHTUUKATOPOM. ITO Hepeako
MCNONb3yeTCs B3MNOMLLMKaMKM, KOrda OHW Nocfe MPOHUKHOBEHUS B CUCTEMY co3faloT cebe
y4éTHyto 3anuck ¢ UID=0. B pe3ynbtate oHK BbIrNAgAT kak 0bbl4HbIE NONb30oBaTeNn, HO Ha
camMoM Jerne uMmetoT npasa root.

4. GID ocHoBHOW rpynnbl.

5. lNone GECOS.

6. [JomalwHun katanor.

7. KomaHAHbIN nHTEepnpeTaTop.

Mone GECOS npegHasHa4eHO ANns XpaHeHWs1 AOMNONTHUTENbHBLIX CBEAEHU O Nonb3oBaTene. He
nveeT YETKO ONpedenéHHOro CMHTaKcuca, O4HaKO MO YMOMYaHWUI0 NPUMEHSIETCS CUHTaKCUC,
BOCMNPUHUMaEMbI koMaHgon finger — yeTbipe Nons, pa3genéHHbIX CUMBOSIOM «,»:

NosiHoe UMS;

HOMEpP KOMHaTbI;

pabounin Tenedon;

AOMaLLHUIA TenedoH.

ANENENEN

JomMalwHuin kaTanor — 3TO HadanbHbIA pabouynii Katanor nomnb3oBaTens. 3HA4YeHUME ITOro
napameTpa 6yaeT npuceoeHo nepemerHHon SHOME.

Ecnu komaHOHbIA MHTEpnpeTaTop He ykasaH, TO MO YyMonyaHui ucrnonb3yetcs /bin/sh.
3HayeHne nocregHero napamMeTpa 3anucu o nonb3oBaTene GyaeT NPUCBOEHO NEPEMEHHOM
$SHELL.

letc/shadow

[na nosblweHns 6e30NacHOCTN CeKpeTHble AaHHble YYETHOM 3anucu (napofb, ceBedeHus ob
ycTapeBaHuM naponst u T.4.) Obinv nepeHeceHbl B oaiin, AOCTYNHbIA OIS YTEHUS TOMbKO
cynepnonb3oBaTtento (UID=0). Kaxagas 3anucb 0 nonb3oBaTtene 13 /etc/passwd, umerowas «x»



PR HN «YyTtex-Mpodu» — Ynpasnenwve Arch Linux 2011

B nore naponsi, o6s3aHa nMeTb COOTBETCTBYIOLLYIO 3anucb B /etc/shadow, nHaye cumtaertcs
HEKOPPEKTHOMN.

3anncu 6e30nacHOCTM XpaHATCS NO ogHOW B cTpoke. Kaxaasa cTtpoka coctouT 13 9 nonen:

UMS Nonb3oBaTens;

LWUNPPOBaHHLIN Naponb;

YMCIO OHEN C MOMEHTa NOCreaHero aMeHeHus napons, HaumHaa ¢ 1 sueaps 1970 roaa;
4Yncro OHen, nepen TeM Kak Naposb MOXET OblTb U3BMEHEH;

4YMCIO OHERN, NOCcre KOTOPbIX Naposib AOMKEH ObITb NU3MEHEH;

4YMCIO OHEN, 3a CKOSbKO MOSb30BaTEeNs HAYHYT NpedynpexaaTtb, YTO Napofib yCTapeBaeT;
4YUCIO OHEeNn nNocne yctapeBaHusa napons Ans 6110KMPOBKM YH4ETHOM 3anuci;

AEHb, OTCUMTaHHbIN OoT 1 aHBaps 1970 roga, korga y4é€THas 3anuchb bbina 3abroKMpoBaHa;
3ape3epBUpOBaHHOE More.

ASANENE N NENENENEN

/etc/group
Monb3oBaTtenu 0bbegMHAKTCS B rpynnbl. [lonb3oBatenyn MoOryT BXOAUTb B HECKOSbKO rpynn. B

rpynne MoXeT NpUCYTCTBOBaTb TONbKO OAMH Monib3oBaTenb. [pynnbl npegHasHadeHbl Ans
6onee rmbkoro pasgenexHus npaes goctyna Kk obvekram OC.

3anucm o rpynnax XpaHATcsa no ogHon B CTpoke. Kaxkgasi cTpoka cocTouT u3 4 nonen:

v’ ums rpynnsl;

v' rpynnoBoi naporb. lMycTtoe none o3HavyaeT OTCYTCTBYHOLUIA NApOorb;

v GID;

v' MMeHa nonb3oBaTtenen, pasaenéHHble 3anaTbiMu, SBASIOLLMXCA YNeHaMm1 rpynnbi.

/etc/gshadow
AHanor /etc/shadow, HO ans 3anucen o rpynnax.

3anuncm 6e30nacHOCTUN XpaHATCs No ogHOM B cTpoke. Kaxgas cTpoka cocTouT 13 4 nonen:
V' UMS Tpynnbl;
v/ lUMPOBaHHbIV rPYNNoBOi Naposb. 3aMeHsieT COOTBETCTBYOLLEE none 13 /etc/group;
v’ MMeHa nonb3oBaTenen, pasgenéHHble 3ansTbiMu, SBNSIOWMXCS aAMUHUCTpaToOpaMm
rpynnbi;
v' MMeHa nonb3oBaTternen, pasaenéHHble 3anaTbiMu, SBASIOLMXCSA YNeHaMu rpynnbi.

Pa6oTta ¢ nepevncneHHbIM1 hannamm ocyLLeCcTBNAETCS Creaylowmnmmn nporpammMmamMm:

v\ Vipw — 3anyckaeT TEeKCTOBbI pedaKkTop, YKasaHHbl B nepemeHHon cpeabl EDITOR,
3arpyas B Hero konuo damna /etc/passwd. [locne 3akpblTua pegakTtopa NepeHoCcUT
BPEMEHHYID KONMUKO B cam (pann. He nossonser AByM MOMb30BaTesiiM  BbINOSHATb
pefakTupoBaHne 0gHOBPEMEHHO;

useradd — co34aéT HOBYHO YYETHYIO 3anuCb;

usermod — U3MeHsieT AaHHble YY4€THOM 3anncu;

userdel — yaansieT CyLLeCTBYIOLLYIO YYETHYIO 3aMnuch;

chfn — namensiet none GECOS;

chsh — yctaHaBnuBaeT HOBbIN KOMaHAHbIN UHTEpNpeTaTop;

passwd — 3agaéT HOBbIV Naponb nosib3oBaTens.

NNENENENENEN

UcTouyHuKku nHdopmaumm o6 y4éTHbIX 3anucax

CBefeHusa 0 nonb3oBaTensx MOryT XpaHUTbLCA He TOSbKO B NMepeyYucrieHHbIX dannax (oaHako
MHGOPMALMIO O Cynepnonb3oBaTeNnie HaCTOSATENbHO PEKOMEHOYETCHA XpaHWUTb B daine, nHaye
NOBbILIAETCA PUCK MONMYyYUTb CUCTEMY, K KOTOPOM HEeT nokanbHOro goctyna). 3a Bblbop
NCTOYHMKA YYETHbIX 3anucen otesevaeT dann /etc/nsswitch.conf. PaccmoTpmum npumep Takoro
danna:

passwd: files
group: files
shadow: files

publickey: files
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hosts: files dns
networks: files

protocols: db files
services: db files
ethers: db files
rpc: db files

netgroup: db files

YacTb, nayuwias 0o 4BOETOUNS, YKa3biBaeT Ha TMN MHOpMaLumm, U3BNEKAaEMON N3 NCTOYHUKA:
passwd = /etc/passwd

group = /etc/group

shadow = /etc/shadow

hosts = /etc/hosts

networks = /etc/networks

protocols = /etc/services

NNENENENENEN

Mocne pgBoeTounst ykasbiBaeTca Mogynb unu mogynu NSS, ncnonb3yemble Ansi U3BneYvYeHus
MHOPMAaLMN N3 COOTBETCTBYIOLLMX UCTOYHMKOB, a TaKKe MpaBuna peakumm Ha HekoTopoe
cobbiTne. Mpumepbl moaynen:

v files — panin

v' |dap — nepapxm4yeckas 6asa gaHHbix LDAP (TpebyeTcs ycTtaHoBka nss_ldap)

v" nis — 6a3a ceTteBon uHpopmaumm NIS (Network Information Service)

v' dns — obpaLueHue k cepeepy DNS

CywectByeT Takke MHOXECTBO MNpodMx Moaynen. Hanpumep, cywecTtByeT Moaynb,
NO3BONAOLWLMIA 00 bEANHATE rPynnbl B rpynnbi.

CobbiTus:
v SUCCESS — 3anpoLlueHHas 3anucb bbina HangeHa B 6a3e gaHHbIX
v" UNAVAIL — WCTOYHUK He CKOHUrypupoBaH B [OAHHON CUCTEME WM MPOU3OLLEN

BHYTPEeHHUn cbomn
v" NOTFOUND — 1CTOYHMK COOOLLMIT, YTO COOTBETCTBYIOLLEN 3annCh HET
v" TRYAGAIN — MCTOYHMK 3aHAT UM He OTBeYaeT; BO3MOXHO, OTBET OygeT nmonyyeH npu
cneayroLmx nonbITKax
[encTteus:
v' continue — obpaTuTbCA Kk creayoLwemMy NCTOYHUKY B CMCKE
v return — 3aBepLUNTb NOUCK
Ana cobbitna TRYAGAIN gocTtynHbl Takke cnegyroLmne AencTeums:
v forever — NoBTOpPATL OOpaLLEHMS K TEKYLLEMY MCTOYHMKY, NOKa He ByaeT nonyyeH oTBeT
v N — NOBTOpPUTb 0BpaLLEeHUs K TEKYLLEMY UCTOYHMKY €Lle N pas, rae n - uenoe ynicno ot 0
ao MAX_INT (t.e., 2,14 wmwunnuapga). lMocne n NONbITOK NepenTn K cnegywowemy
NCTOYHUKY

Mpvmep 3anmcK, UCNoNb3yHLLE peakLuio Ha cobbITUS:

passwd: ldap [TRYAGAIN=10] files

[aHHaa 3anucb ykasbiBaeT, YTO MpyM HEeOOCTYNHOCTU WUCTOYHWMKa |dap cnegyeT noBTOpUTb
3anpoc ewé 10 pas, a noTom nepentn K UCTouHuKy files. [Ana npoeepkm paboTtocnocobHOCTU
CUCTEMbBI N3BMEYEHMS YYETHBIX 3anmMcen MOXXHO BOCMNONb30BaTbCsl KOMaHgamu getent passwd m
getent group. Mpumep:

#getent passwd 0
root:x:0:0:root:/root:/bin/bash
#getent group 0

root::0:root
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#getent hosts 127.0.0.1
127.0.0.1 localhost.localdomain localhost

Cucrema ayteHtucpukaumm PAM

Knaccunyeckn ayteHTudmkauua  npomssogutcd  nporpammon  /bin/login ¢ nocpeactsom
N3BNeYeHnsl OaHHbIX U3 UCTOYHUKOB, YKasaHHbIX B /etc/nsswitch.conf, ¢ nomMoLblo CUCTEMHbIX
dyHKUMA getpwnam un getspnam n CpaBHEHWSI MOMYYEHHbIX AAHHbLIX C NPEeAOCTaBMEHHbIMU
nonb3oBarenem. [1na yHMBepcanmsauum npouecca ayreHTudukauumn boina BHegpeHa cuctema
ayteHTudmkaumm PAM. bubnmnoteka PAM sensetcs 0606WwEHHbIM APl ansa cnyx6, cBa3aHHbIX
C ayTeHTudMKaumMen, KOTopble MO3BOMSAIOT CUCTEMHOMY aaMWHUCTpaTopy Ao6aBnsTb HOBbIE
MeToAdbl ayTeHTUdMKaLMM NPOCTON YCTaHOBKOM HOBbIX moayrnen PAM, n nameHsaTb NONUTUKY
ayTeHTUdMKaLMM MNOoCpencTBOM pPedaKTUPOBaHUS  KOHMUrypaumoHHbIX dannoB. Takum
obpasom, cytb PAM B gobaBneHun OONOMHUTENbHbIX (YHKUUIA, MO3BOSISAHOWMNX BbINOMHATD
ayTeHTudpmkaumo. CooTBETCTBEHHO, Ans Toro, 4Tobbl wmcnonb3oBatb PAM, HekoTopas
nporpammMma OOSKHA MUCMNOSb30BaTh 3TU (PYHKUUK, TO €CTb AOSMKHbI BHOCUTLCS M3MEHEHUSI B
NcxodHbIn Kog. B 6onbwmHcTBE gMcTpmnbytneos nogaepxka PAM BkioveHa Besae, rae Tofbko
BO3MOXHO (B Slackware HeT nogaepxkn PAM go cux nop no naenHbiM npudmHam).

PAM APl npepoctaBnser WeCTb pasfuMyHbIX MPUMUTUBOB  ANA  ayTeHTUrKauumu,
CrpynnmMpoBaHHbIX B YETbIPE MOACUCTEMBI, KaX4asa N3 KOTOPbIX OMUCBIBAETCS HMXE.

v auth — ayteHTudukaumsa. 3ITa noacuctema, CoOOCTBEHHO TrOBOpS, peanuayeT
ayTeHTUMKaUn0 N BbISICHEHME MOMHOMOYMIA y4é€THon 3anucu. OHa npepocTaBnseT ABa
npuMUTMBA:

e yHKuua pam_authenticate(3) ayteHTUMUMpyeT annnmkaHTa, obbl4HO 3anpalinsasi
AYTEHTUMMKALMOHHBIA KNIOY M CpaBHMBAsA €ro CO 3HavyeHueM, XpaHswmmca B 6ase
AaHHBIX UM NoNy4YaeMbiM OT cepBepa ayTeHTUmKauuu;

e (yHKuna pam_setcred(3) ycTtaHaBnMBaeT MOMHOMOYMSA YYETHOM 3anmcu, Takue, Kak
naeHtTudmkatop NoOnb3oBaTens, UNEeHCTBO B [pynnax W  OrpaHUYeHUss Ha
Ncnonb3oBaHMe pecypcoB.

v/ account — ynpaBneHue Yy4E€THOM 3anucbio. ATa noacuctema obpabaTtbiBaeT BOMPOCHI
AOCTYMHOCTM  YY4EeTHOW 3anucu, He CBs3aHHble C ayTeHTUdukauuen, Takue, Kak
OorpaHMyYeHnss B [OCTyNe Ha OCHOBE BpEMEHM CyTOK unu 3arpy3km cepsepa. OH
npegocTaBnseT eQUHCTBEHHbIV NPUMUTUB:

e dyHKuna pam_acct_mgmt(3) npoBepsieT, OOCTyNHa NW 3anpalvBaemas Y4YéTHas
3anunco.

v/ session — ynpaBneHne ceaHcoM. JTa nogcucteMa oTtpabaTbiBaeT 3agadn, CBA3aHHble C
YCTaHOBMIEHNMEM W 3aKPbITUEM CeaHca, TakMe, Kak yyYeT BXogoB nonb3oBaTenen. OHa
npenocTaBnsieT ABa NPUMUTUBA:

e (pyHKUMA pam_open_session(3) BbINOMHAET AENCTBUS, CBSI3aHHbIE C YCTAHOBIIEHMEM
ceaHca: gobasneHue 3anuncen B 6asbl AaHHbIX utmp n wtmp, 3anyck areHta SSH un Tak
nanee;

e yHKUMa pam_close session(3) BbINONHAET OENCTBUS, CBsI3aHHbIE C 3aKpPbITUEM
ceaHca: gobaeneHue 3anucen B 6asbl gaHHbIX utmp n wtmp, 3aBeplieHne paboTbl
areHTta SSH n Tak nanee.

v’ password — ynpaeneHue naponem. JTa nogcuctemMa MCNonb3yeTca ANs U3MEHEHUs
KMYa ayTeHTUdmKaumm, CBA3aHHOIO C YYETHOM 3anucbio, MO MNPUYUHE WUCTEYEHMUS ero
Cpoka [EeWCTBMA WM XenaHua nonb3oBaTens uameHutb ero. OHa npepocTaBnsaeT
€OWHCTBEHHbIA NPUMUTUB:

e yHKkuua pam_chauthtok(3) wn3ameHAeT knY ayTeHTUdUuKauuKn, AOMONHUTENBHO
npoBepssi, YTO OH TpyAeH Ana noabopa, He UCNONb30Barica paHee u Tak ganee.

Mogynn gaBnsTca ueHTpanbHon koHuenuuen B PAM. Mogynbe PAM npepcraBnsdet cobGon
CaMo0CTaTOYHbIA KyCOK MPOrpaMMHOro Koga, KOTOpbl peanuayeT MpUMUTUBLI OLHON UK
Oonbllero KonmuyectBa MOACUCTEM OOHOMO KOHKPETHOrO MEXaHU3Ma; K BO3MOXHbIM
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MexaHuM3amMam [AOnsi NOACUCTEMbl ayTeHTUdMKauMK, K Mpumepy, OTHOcATCs Gasbl AaHHbIX
naponen UNIX, cuctembl NIS, LDAP nnun Radius.

Korga cepsep nHmummpyet PAM-TpaH3akumio, 6ubnunoteka PAM nbiTaeTcsa 3arpy3antb NONNTUKY
Ans cnyx0bl, ykasaHHOW npu BbidoBe dyHKumMmM pam_start(3). MNonutuka onpegensieT, Kak
[OMKHbI 06pabaTbiBaTbCs 3anpochbl HA ayTeHTUdMKaUMO, 1 3a0aéTca B KOHUrypaumoOHHOM
Ganne. OTO cocTaBnsieT Apyryl OcHoBononarawwy koHuenuuio PAM: BO3MOXHOCTb
aAMVHUCTpaToOpy HacTpamBaTb MNOMNUTUKY ©e30MacHOCTU cucTeMbl (B CaMOM LUMPOKOM eé
MOHMMaHUKN) NPOCTbIM pedakTMpPOBaHMEM TEKCTOBOro (hamna.

MNonuTnka COCTOUT M3 YeTbIPEX LEerno4vek, No oaHoM Ha kaxablm u3 metogoB PAM. Kaxpgoe

3BEeHO npefactaBnser coboin nocnegoBaTeribHOCTb  KOHMPUIypauMOHHbIX — YTBEPXAEHUN,

3agaroLmx Bbi3blBaeMbIi MOAYSb, HEKOTOPbIE (HeobA3aTernbHble) NapaMeTpbl ANs nepefayn B

MOAYIMb, N yNpaBnsloWwun nar, onucbiBalOLWmMN, Kak MHTepnpeTMpoBaTb BO3BpallaeMblin U3

mMoayns kog.

lMoHnmaHue cmbicna ynpaensowero dgpnara Heob6xoanMmo Anst NOHUMaHUS KOHPUIypaLMOHHbIX

dannos PAM. CyLLecTBYIOT YeTbipe pasnuyHbIX ynpasnsowmx gpnara:

v' binding — ecnu moaynb oTpaboTan ycnewHo, U HA OAWH W3 Npeablgywunx Moaynen B
uenoyke He cpaboTtan oOTpuuaTenbHO, TO Lenoyvka npepbiBaeTcd, a 3anpoc
noareepxgaetca. Ecnuv xxe moaynb otpaboTaeT HeyaayHo, TO BbINOMHAETCA OCTaBLUascs
YyacTb LenoYvku, OHaKO 3anpoc OTBepraeTcs;

v' required — ecnu Moaynb BO3BPATWIT MONMOXUTENbHBLIN OTBET, BbIMOJHAETCA OCTaBLUAsiCA
YacTb LEeNOoYKK, 3anpoc yaoBNeTBOPSAETCH, eCNN HUKaKon Apyron moadyrnb He oTpaboTaer
oTpuuaTtensHo. Ecnv e Moaynb BO3BpaTUT OTpULATENbHbIA OTBET, OCTATOK LIEMOYKN TOXe
oTpabaTtbiBaeTcs, HO 3anNpoc OTBEpraeTcs;

v requisite — ecnv mogynb BO3BpALLAET NOMOXUTENbHbIA OTBET, BbIMNOMHAETCA OCTaBLUasACA
YacTb LEeNOoYKM, 3anpoc yaoBNeTBOPSAETCSH, eCNN HUKaKon Apyron modyrnb He oTpaboTaet
oTpuuatenbHo. Ecnn xe moaynb oTpabaTtbiBaeT oTpuuaTenbHO, TO OTpaboTka Lenoyku
HeMeasIeHHO npekpalaeTcs, a 3anpoc oTBepraeTcs;

v sufficient — ecnu mogynb BO3BpaTUT NOMOXUTENbHbLIA OTBET, U HU OOUH U3 MpeablayLmnX
mMoaynen B Lenovke Ha oTtpaboTtan oTpuuatenibHO, TO oTpaboTka LEenoYkM HeMenneHHO
npekpaliaeTcs, a 3anpoc yaoBneTtBopsieTcs. Ecnun moaynb otpaboTtan oTpuuaTensHo, TO
pes3ynbTaT UTHOPUPYETCS U Luenoyka oTpabaTbiBaeTca Aanblue;

v' optional — mogynb oTpabaTbiBaeTCs, HO pe3ynbTaT BbINONHEHUS UrHopupyeTcs. Ecnu Bece
MoAynu B Lenoyke noMeyeHbl Kak optional, To ygoBneTBopATbCa 6yayT BCe 3anpochl.

Korga cepsep Bbi3biBaeT oauH m3 wectn PAM-npummntmeoe, PAM 3anpaluvBaeT uUenouky
NOACUCTEMbI, K KOTOPOM MpUHAANEXWUT NpUMUTUB, W  3anyckaeT Kaxabli Moaynb,
nepeyncrieHHbl B Lenoyke B nopsgke Ux nepeyuncrieHnsl, noka Crnvcok He ByaeT ucuyepnaH
nnbo He BygeT onpeaeneHo, YTo AanbHenwen obpaboTkn HE HYXXHO (MO NPUYNHE AOCTUXKEHMUE
MOAyNs, BEPHYBLUEro MNOMOXUTENbHbLIM OTBET npu ycnosum binding wunu sufficient, nu6o
oTpuuaTenbHbIN C ycnosmem requisite). 3anpoc nogTeepxaaeTcs, ecnu Tonbko Obin Bbi3BaH Mo
KpanHen mepe oAvH MOAyfb, U BCE HEOMUMOHaNbHble MOAYY BEPHYNN NOMOXUTENbHbIA OTBET.
[onycTnmo nepeyncnsTb OOUH M TOT e MOoAYrb HECKOSbKO pa3 B ogHou uenouyke. K npumepy,
Moaynb, MPOCMaTPMBAOLLMIA MMEHA U Naponin Nonb3oBaTens B CepBepe Katanora MOXeT ObITb
Bbl3BaH HECKOSIbKO pa3 C pasnuyHbIMU napameTpamu, 3ajalolMMy pasfvyHble cepBepbl
katanoroB Ansa csasv. PAM cuuTaeT pasnuyHble NosiBNeHUs O4HOro MOoAyrnsi B TOW e caMou
Lenoyke pasHbIMMN N HE CBA3AHHLIMU MOLYSMW.

Monutukn PAM cogepxatca B katanore /etc/pam.d. O6patnte BHUMaHWE, 4TO ANS1 MHOMMUX
nporpamMm yxe ecTb roToBbl€ NOMUTUKN. PacCMOTPUM TUMNYHYIO NOSTUTUKY.

# Crpoka, HauMHAOMAACHA CMMBOJIOM #, cuMTaeTca KOMMEHTapMueM
# CrTpoka, HauMHaKIAaACHa C #%, ABJIAETCH CHELUUMOUKATOPOM BEPCUU
# dopmaTa oanna

#%PAM-1.0
# Tpebyercsa ayTeHTHMOuKaUuAa depes Qainn /etc/passwd u mp.
auth required pam _unix.so

# Monysb, 3anpemanimi BXOI He CYIeploJib30BaTesiaM, e€CJH
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# cymecTByeT Oann /etc/nologin. Ero comepxmMoe MOKASZHBAETCH
# nosb30BaATEIIO

auth required pam _nologin.so

# mauvbie moJsib30BaTesis Gepyrcsa u3 /etc/passwd u 1mp.
account required pam _unix.so

# naposb cBepsercs ¢ /etc/shadow

password required pam _unix.so

# orpaHMueHMs Ha ceaHC HakJjanwpBaioTcsa /etc/passwd u

# /etc/secutiry/limits.conf (omnpemesgeT TPaHULEB MCIIOJBL30BAHUS
# moyb30BaTEsIeM PECYPCOB CUCTEMEH)

session required pam_unix.so

session required pam limits.so

# VIBsMeHMM 3Ty I[IOJIUTUKY, NOOABUB HeOoBd3aTesIbHYID ayTeHTudMkaumo uepes
# LDAP (TpebyeTcs Monmyine pam ldap)

#%PAM-1.0

auth sufficient pam_ldap.so

auth required pam _unix.so use first pass
auth required pam _nologin.so

account sufficient pam_ldap.so

account required pam _unix.so

password sufficient pam_ldap.so

password required pam_unix.so

session required pam_unix.so

session required pam limits.so

MapameTp use_first_pass goGasneH ons npegoTBpalleHns NOBTOPHOro 3anpoca naponsa npu
Heyga4yHoM nonbITke ayTeHTudmkaumm yepes LDAP.
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5. CeTeBas chpannoBasa cuctema NFS

NFS — oavH 13 NpoTOKONOB CETEBON pacnpeaen&HHon annioBon CUCTEMbI (Apyrne npumepsbl
— afs, sfs, cifs). MaHavyanbHo paspabotaH Sun Microsystems, ¢ Bepcumn 4 paspaboTka Begérca B
IETF. ABngaetca ctangaptoM ge-dakto Anst unix-nogobHeix cuctem. Ctangaptel RFC — 1094,
1790, 1813, 3050.

BoamoxHocTu:

1. B OCHOBHOM npefHa3HavyeHa ans opraHmsauumn gannoBoro xpaHunuwa nnmbo cepeepa
6e3oucKkoBON 3arpy3ky TepMUHaNoB B fokanbHOM ceTu. [Anga nepegadn cannos vepes
MHTepHeT nmeeT cMbICi NOMCKaTb ApYrMe NPOTOKOSbI.

BoamoxHa pabota no TCP wnn UDP.

CoxpaHsieT atpmbyTbl 6€30MacHOCTM OGBHEKTOB IKCMOPTMPYEMOM (hanoBON CUCTEMBI.
Mo3BonseT BapbMpoBaThb pasmepbl 6ydhepoB YTEHUSA 1 3anucu.

Mpyn nmnopTtupoBaHnn BeTBM (N5 unix-nogobHbix OC) cTaHOBUTCS 4YacTbio OepeBa
KOpHEBOW (hannoBon CUCTEMbI.

B paHHMX Bepcusax pasgeneHne goctyna peanuayeTcsa Ha ocHoBe IP-agpeca.

B Bepcuu 4 nogaepxusaeTca aBTopusauns Yyepes bunetbl Kerberos.

PaboTta ocyuwectensaetcs yepe3 RPC (Remote Procedure Call).

RN

© N

Cnepyet otmeTuTb, YTo nNpotokon NFS (a, TouHee, nepeaaBaemMble No ceTu 0ObEKTbI) CO30aET
OLLYTUMYIO HarpyskKy Ha ceTb, OCOBEHHO B Clyyae 3KCnopTa MHOXecTBa OObeKTOB Maroro
MHOpPMaLMOHHOrO obbéma (M npu wucnonb3oBaHun UDP B KayecTBe TpPaHCMOPTHOrO
npotokona). Ona wucnonb3oBaHus NFS-kaTanoroB B KayecTBe KOPHEBOro WM AOMaLLHEro
cnegyeT npoknagbiBaTb KaHanbl C  JOCTATOMHO BbLICOKOW MPOMYCKHOW  CMOCOBHOCTBLIO
(rvrabutHble Ethernet-nnHnm nnu onToBONOKHO) NMMOO BLIAENATE OTAENbHBLIA KaHan TOSbKO Nop
NFS-Tpadmk (ogHako, MOxHO obonTtucb u 6e3 aTtoro. Hanpumep, ceTb Ha BUTOW nape
kateropum 5E, 100 MowuT/c, noseonsieT goctatovyHo koMmcopTHO paboTaTb 14 nonb3oBaTensim ¢
MMNOPTMPOBAHHLIMKU C CepBepa [AOMalHMMK KaTanoramy, COAepXalumu nporpammMHble
NPOEeKTbl NONb30BaTENEN, a TakkKe OCYLLEeCTBNATb CUHXPOHHYIO 3anMcCb B JOMALUHME KaTanoru u
B obwee hbannoBoe xpaHunuuie).

B Linux gns nogaepxkn NFS ncnonb3sytotca cnegytowme o6bekTbl:

v' OeMmoH nfsd (aBnsiroWmMiACa Ha caMOM Aerne NOoTOKOM siapa), OTBeYalrLwmin 3a nepegady

dannos no npotokony NFS;

v' dpain /etc/exports, onucbiBarOLLNIA IKCNOPTUPYEMbIE BETBY;

v' gemMoH mountd, oTBevalwmi 3a 0OCnyKMBaHME yAanéHHbIX 3anpocoB Ha

NOAKMOYEHNE;

v pemoH statd, peanuayrowmn npotokonn NSM (Network Status Monitor) RPC,
MCNONb3yeMbI AN COXPAHEHMSI COCTOAHMS ONMOKMPOBOK Mexay nepesarpy3kamm
KNMMeHTa unu cepeepa;

AemMoH lockd, peanusytowun paboTy ¢ dhannosbiMn GrIOKMPOBKaMU;

AemMoH rpcbind, obecneuunBatowmin npeobpasosaHne Homepa nopta DARPA B Homep
nopta RPC un obpatHo ansa ocyuwecterneHna RPC-3anpocoB. SABnseTcsa oCHOBOM BCEX
RPC-3aBucnMMbIX CEPBUCOB U AOMKEH 3anyckaTbCs paHbLUe UX;

v' pemoH idmapd, obecneumBatowuin npeobpasosaHve NFSv4 ID B uma nonb3oBaTtens.

TpebyeTtca ana pabotbl npotokona NFSv4;

v' nporpamma exportfs, 3actaenstowas nfsd 1 mountd nepeuntatb dann /etc/exports.

AN

Habop AemMoHOB A51a 3anycka Ha KIMEHTCKOM U CEpBEPHON CTOPOHE HacTpamBaeTcs B channax
/etc/conf.d/nfs-common u /etc/conf.d/nfs-server cooTBETCTBEHHO.

B Arch Linux gna 3anycka NFS-cepBepa TpebyeTcsi BLINOMHUTL Ccriedylowme KomMaHabl
(NoOpsOoK BaXkeH, Tak Kak 4eMOHbI 3aBUCUMbI ApYyr OT Apyra):
1./etc/rc.d/rpcbind start # 3anyck rpcbind
2./etc/rc.d/nfs-common start # 3anyck KnNneHTcKoro Habopa 4eMOHOB
3./etc/rc.d/nfs-server start # 3anyck cepsepHoro Habopa 4EMOHOB
MoTok siApa, ecTecTBEHHO, 3anyckaTb He TpebyeTcs.
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PacmoTpum cnHTakeuc danna /etc/exports:

Berkxa_ ¢ainosoy_cucremst IP-agpec KameHTa/ceTeBas _Macka (onuuu_SKCIOPTHUPOBAHMSI)

BHumaHue! OtcytctBue npobena nepes ckobkamu, 3aknovawowmmi B cebe onuum
3KCMOPTMPOBaHUS, SBNSiETCS NpuHUMNuanbHbiM. Mpy Hanuuum aToro npobena nocreayowne
onuuun 6yayT NPUMEHSTLCA AN 8CeX KIMEHTOB, 3aMpPOCKBLUNX pa3peLLeHnst Ha UMNOPT AaHHOW
BETKU. IMNOpTMPOBaHNE BETKM, COOTBETCTBEHHO, OyAeT paspeLleHo AN 8cex KINEHTOB.

CeTeBass mMacka MOXeT 3anucbiBaeTbCA B MOSIHOM WM COKpalwléHHom dopmaTte. Bmecto
agpeca KnMeHTa MOXHO He ykasbiBaTb HWYEro Wnu ykasaTtb *, Torga MOHTMpoBaHue bypeT
paspeLleHo NobomMy KNneHTy. MoXHO yka3aTb HECKOSMbKO KIIMEHTOB C PasfiMyHbIMU ONUMUSIMU
MOHTUPOBaHWSA (Hanpumep, 3TO NOSIe3HO, ecnn HYXXHO obecneunTb Ans Noboro nonb3osaTens
TOMNbKO CTPOro HEMPUBMUIErMPOBAHHbLIA MNN aHOHMMHBIA OOCTYN K dhainfioBon cucteme, a gns
KOMMblOTEPa agMUHUCTPATOpa NPUBUNENN COXPaHuTb). MNpu 3TOM BCe KNMEHTbI AOMKHbI ObiTb
3anucaHbl B OQHOW CTPOKe, COOTBETCTBYIOLLEN IKCMOPTUPYyeMon BeTke ¢pannoBOM CUCTEMBI.
BmecTo IP-agpeca knveHTa moxeT ykasbiBaTbCss DNS-ums, B UMEHM MOryT ucnonb3oBaTbCs
mMackn (Hanpumep, *.example.org). Agpec knveHTa MoxeT Tawke sBnaTbea NIS'-rpynnoit, B
9TOM Crlyyae OH 3anucbiBaeTcs Kak @group.

PaccmoTpum gOCTynHbIE ONUUKM SKCMOPTUPOBAHWS:
v' secure — TpebyeT, 4TOObI 3anpochbl NPUXOANN C NOpTa, MMEIOLLEr0 NMPUBUIENMPOBAHHbIN
Homep (MeHee 1024). BkntoyeHa no ymonuyaHuo. [nsi OTKYEHUS UCMOonb3ynTe Onumto

insecure;

v, rw — paspellaeT 3anncb B 3SKCMNOPTUMPYEMYH dannoByto cuctemy. o ymomnyaHuio
BbIKItoYeHa. [nsi ogHO3HaA4HOro 3anpelleHus nobblX M3MEHEHU MOXHO WUCMOofb30oBaTb
onuutio ro;

v’ async — paspelwaet Hapywatb npotokonn NFS n oTBevaTb Ha 3anpocbl OO TOro, Kak
n3meHeHms OyayT BHeceHbl B pannoByk cuctemy. [loBbilaeT MNPOU3BOAUTENBHOCTD,
O[lHaKo 1 yBernumymnBaeT pUCK NOTepu AaHHbIX Npyu cboe NUTaHUSA UM camoro cepeepa;

v’ sync — npegnucbiBaeT OTBeYaTb Ha 3anpocbl CTPOro Mocrie BHECEHWUs WU3MEHEHWN.
BkntoueHa no ymonyanumio B penmsax nfs-utils go 1.0.0 BknountenbHO, ANg NCNonb30BaHus
aCUHXpPOHHOro obmeHa TpebyeTca €BHO YykasaTb OMNUUIO async (4TO, OOHaKoO He
pekoMeHayeTcs pa3pnaboTumkammn?);

v" no_wdelay — He nmeeT cmbicna, ecnu 3agaHa onuusa async. O6bivHO NFS-cepBep cnerka
3afiepkXuBaeT OTrnpaBKky UBMEHEHU Ha OUCK, €CNU OXUAAET, YTO B CKOPOM BPEMEHU MOXET
MPOU3ONTN UMW yXe BbINOMHAETCS APYron 3anpoc Ha 3anncb, CBA3aHHbIN ¢ 06paboTaHHbIM,
4YTO NO3BONHAET MPOU3BOAUTL BHOCUTb HECKONBKO M3MEHEHWA Ha OUCK 3a OOMH pas, 4To
yBenuumBaeT npoussBoautenoHocTb. Ecnn NFS-cepBep B OCHOBHOM oGpabGaTbiBaeT
HeCBs3aHHble MarneHbKue 3anpockbl, TO Takoe noBedeHue 3ameansieT paboty. Jta onuus
NO3BONSAET OTKMOYMTL 3Ty OCOBEHHOCTb. [ns SBHOrO BKMOYEHUSA 3a0epXXKW 3anucu
ncnone3yetcs onuuns wdelay;

v" nohide — 00bI4YHO, ecnn cepBep 3KCNOPTUPYET 2 hainoBble CUCTEMbI, OOHA U3 KOTOPbIX
MOHTMPYETCA B APYryH0, KIIMEHT LOSMKEH SBHO CMOHTMpoBaTb 0b6e ®C gnd nonydeHus
AocTyna K HUM. Ecnn OH CMOHTMpyeT Tonbko poautenbckyto ®C, TO nonyyuT MNOCTOMn
kaTanor. Takas ®C HasbiBaeTcsi «CkpblTOn» («hiddeny). YcTtaHoBKa gaHHOM onumu aenaet
akcnopTupyemyto PC HeCKpbITOW, MNO3BONASA KINMEHTY MpOo3payHo nepemMeLiatbesi C
pogutenbckon ®C Ha godepHiow. OgHako, HekoTopble NFS-knmMeHThl He crnpaBnsoTea ¢
JaHHOW cuTyauuen, Tak Kak, Hanpumep, NoaBnseTCd BO3MOXHOCTb COBMafeHNs HOMEpPOB
inode y OByx pasnunyHbix dannos. MNoatoMy gaHHasa onums addekTnBHa Tonbko gnga dC,
SKCMOPTUPYEMBIX A515 0QHOro KnveHTa. MoxeT 66bITb ABHO OTMEHEHa C NMOMOLLbIO Onumn
hide;

1 NIS (Network Information Services) — ycTapeBiiiasi cetTeBast cyiy»k0a [ijisi XpaHeHuUs1 yUETHOU UH(GOPMALUK O
nosib3oBartessaxceTy (ObiBibii Yellow Pages). SIB/isieTcsi HU3KOMPOW3BOAUTEIbHOM U Hebe30MmacHoM, a Takxke
JIABHO Hepa3BuBaemoil. B bosbummHcTBe MecT, Tae NIS aeficTBuTenbHO ObLTa HY)KHA, OHA 3amMeHeHa Ha LDAP,
1o3Tomy npo NIS-rpymrbl MOKHO 3a6bITh

2 Pa3paboTuvKu UMEHYIOT aCUHXPOHHBIM PEXXUM He WHaue, KaK «OIM0Ka aJIMUHHUCTPATOpa»
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v

crossmnt — BbINONHAET AencTBUSA, NodoOHble onuunm nohide, HO NO3BONSAET KIAWEHTaMm
nepemewateca ¢ @PC, oTMEYeHHOM Kak crossmnt, Ha akcnopTupoBaHHyto OC,
CMOHTMPOBaHHY0 Ha nomeyeHHyt. Hanpumep, ecnn ®C B cmoHTMpoBaHa Ha ®C A, 10
yCcTaHoBKa onuum crossmnt Ha A ngeHTu4Ha yctaHoBke onuun nohide Ha B;
no_subtree_check — OTMeHsAe€T NpoBepKy NoagepeBa, 4YTO Hapywaetr TpeboBaHUS
6e3onacHOCTM, OOHAKO MOXET YNyudlwuTb HaAEXHOCTb B HEKOTOpbIX cnydasix. B cnydvae
akcrnopta nogkatanora ®C «kaxgbim NFS-3anpoc pomkeH ObiTb NpoBepeH Ha
NPUHaANEXHOCTb HE TOMbKO KOHKPETHOM (pannoBon cuctemMe, HO M Ha NPUHaASIEXHOCTb
3KCNopTUPOBaAHHOMY MoAgepeBy (4To cnoxHee). Takasi NpoBepka MOXET ObITb BKIOYEHA
onuuen subtree_check. Takas npoBepka 06bIMHO BbINOSHAETCA, YTOObLI yOeanTbCs, YTO K
dannbl BHYTPM KaTtarnora, JOCTYyn K KOTOPOMY MMeeT Tonbko root, Haxogsatcs Ha ®C,
9KCMOPTUPOBaAHHOM C onuuein no_root squash. [Npu akcnopTte JomalwHero katanora
AaHHYIO OMUMIO crneayeT UCnonb3oBaTh (Tak Kak MPON3BOAATCA YacTble NepeENMEHOBAHNS U
3KCMOPT 0ObIYHO NPOM3BOANTCH OT KOPHS). [1Na KaTanoroB TONbKO AN1S YTEHUs (Hanpumep,
/var, [usr), OnNA KOTOPbIX MOXET MPOU3BOANTBCA 3SKCMOPT MNogKaTanoroB, MOXHO
ncnonb3oBaTb subtree check. Mo ymonuaHuto mcnonbdyetca subtree check. C penusza
nfs-utils 1.1.0 no ymonuaHuio ncnoneb3yetca no_subtree_check, Tak kak subtree_check, no
MHEHMIO pa3paboTymnKOB, Bbi3biBaeT Borblle NpobriemM, YeM NPUHOCUT NOSb3bl;
insecure_locks, no_auth_nlm (cnHoHMmbI) — 3actaBnsieT NFS-cepsep He TpebGoBaTb
ayTeHTUMKauno aAna BbINONHEHNA GROKMPOBKKM (NS 3anpocoB, mcnonbaywowmx NLM).
O6bivHO  NFS-cepBep  TpebyeT, 4TOObl 3anpoc Ha  OMOKMPOBKY  copepxan
nonb3oBaTernbCckne y4éTHble AaHHble NS NPOBEPKN KITMEHTCKOro goctyna K dpavnam. MNpu
MCNoNb30BaHMM 3TOM onuMmn Takoe TpeboBaHue He npeabaBnseTca. PaHHWe peanusauun
NFS-knMeHTOB He OTNpaBnsAnNu y4€THble OaHHble C 3anpocamMu Ha OGrOKMPOBKY, Aa U
MHOIMe COBPEMEHHbIE KIMMEHTbl OCHOBA Hbl Ha CTapbix peanu3auusax. Mcnonb3ynte aToT
donar, 4Tobbl paspelwmnTb BrIoKMpOBaHNE TONBKO PannoB, JOCTYMNHbIX HA YTEHWE AN BCeX.
[nsa oTkNoYeHNs 3anpoca y4E€THbIX AaHHbIX Ucnonb3ynTte secure_locks unu auth_nim;
Nno_acl — Ha HeKOoTOopbIX crneunanbHO MOoaMUUMPOBAHHLIX agpax npu akcnopte OC
AaHHasa onuusa npegnucbiBaeT He nepefasatb ACL KNWEHTY, TakMm o0pasoM, KITMEHT
yBUOMT TONbKO MOAMHOXECTBO akTyasnbHbIX paspewenun Ha ®C. OTta onuma GesonacHa
ana NFSv2-knneHtoB n cTtapbix NFSv3-knMeHTOB, KOTOpble BbIMNOMHAKT NPUHATUE
peweHnss 0 JOCTyne nokanbHo. B Tekywwmnx peanusaumax NFSv3-knveHTOB ansa aToro
ncnonoe3yetcs RPC ACCESS. Onuus MmeeT CMbICN TOMbKO Ha MNOAAEPXKMBAKOLWNX eé
agpax u Tonbko ana ®C ¢ nogaepxkon ACL. Mo ymonuanuio npomnssogutca akcrnopT ®C
BmecTe ¢ ACL;

mountpoint=path, mp (CMHOHUMbI) — pa3peluaeT 3KCNOPT TOSIbKO TEX KaTarloros, KOTOpbIe
ObiNn ycnewHo CMOHTMpOBaHbl. Ecnv nyTb He ykasaH, To akcnoptupyemas PC Takke
AngHa ABNSATbCA U TOYKOW MOHTMPOBaHUSA. Ecnv 3TO He Tak, TOn 3KCMopTUpOBaHue He
npou3BoanTCA. OTO MO3BONAeT ybeauTbCs, YTO KaTanor BHYTPU TOYKM MOHTUPOBaHUSA
HUkorga He BygeT SKCNOpPTUPOBaH Mo ownbKe unn B pesynbTate aBapun (Hanpumep, ecnm
®C He cMOHTUpOBanach u3-3a owmnbkn aucka). Ecnu 3agaH nyTb, TO OH AOMKEH ABNATLCA
TOYKOW MOHTMpPOBaHUA ansa akcnoptupyemon OC;

fsid=num|rootjuuid — NFS pgomkHa MMeTb BO3MOXHOCTb WOEHTUPUUMPOBATL KAXKAYIO
akcnoptupyemyto ®C. O6biyHO ucnonb3dyetcsa UUID (ecnn y ¢C mnmeeTcss TakoBOM) Wnu
Homep ycTpowncTea, cogepxawiero @C. Tak kak He Bce PC cogepxaTca Ha YyCTPONCTBax u
He Bce ®C mmetot UUID, nHorga Heobxogumo aBHO ykasatb NFS, kak ngeHtuguumnposatb
®C. Ana NFSv4 cywecteyeT ®C, aBnsaoLascs KOPHEBOM AN Bcex akcnoptupyembix ®C.
OHa o6osHauaeTca kKak fsid=root wnu fsid=0. lMpoune ®C moryt 6bITb ONpeaeneHsb
ManeHbkum uenbiM Yucnom mnm UUID anuHon 32 6uTta, KOTOPLIN AOMKEH COCTOATb TONbKO
N3 WecTHaauaTUPUYHbBIX CUMBOSIOB U UMETb OnpeaenéHHbIn hopmar.

PasrpaHnyeHne goctyna BbINOMHAETCA Ha CTOPOHE cepBepa MO YCTaHOBMEHHbIM aTpubyTam
(POSIX-paspewennsa, ACL, uid, gid). CooTBeTCTBEHHO, AN 3TOMO y CepBepa U KIMEHTOB
AOMkHa ObiTb eauHas 6asa nonb3oBaTenen, YTO He Bcerga BO3MOXHO. MHorga BO3HMKaeT
Heob6XxoauMOCTb 3anpeTuTb AOCTYM NoNb3oBaTento root Ha KIWMEHTCKOM MaluMHe C NOJSIHbIMM
npaBsamn Ha akcrnoptupyemyto ®C. Mo ymonyaHuio npomsBoguTca cmeHa uid=0 Ha gpyromn,
aHOHWMHbIA (nobody). 3To HasbiBaeTca root squashing. NFS BbibupaeTr aHoHumHbIM UID,
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paBHbI 65534 (MOXeT ObITb M3MEHEHO). Takke eCTb BO3MOXHOCTb cMeHbl ftboro UID Ha
QHOHUMHbIN.

[na ynpaeneHnsa AoCTynoM UCMOSb3YHTCA CReayoLwme onuum:

v" root_squash — 3ameHsiTb B 3anpocax UID=0 Ha aHOHUMHBbIA;

v" no_root_squash — oTknounTb root squashing. MNMonesHo ans 6e3aMCKOBLIX KIMEHTOB;

v' all_squash — 3ameHsiTb B 3anpocax Bce UID Ha aHOHWMHbIA. lMone3Ho gnst ny6rmyHo
aKcrnopTupyembix  Katanoros. [lo ymonyaHuo  ucnonb3yetca obpaTtHas  onuus
no_all_squash;

v' anonuid n anongid — 3agatoT aHoHuMmHble UID n GID. MNMonesHo ans Tex KIWEeHTOoB,
3anpocbl OT KOTOpPbIX TpebyeTcsa BbINONHATL OT oTnpegenédHoro UID n GID (Hanpumep,
npy 3KCcnopTe AOMAalUHero Katarnora nonb3oBaTens fMpu UCNonb3oBaH MW HEOLMHAKOBOW
6a3bl nonb3oBaTeNEN KITMEHTOM N CEPBEPOM).

PaccmoTpum npumep danna /etc/exports:

/ master (rw) trusty(rw,no_root_squash)
/projects proj*.local.domain (rw)

3oecb akcnopTupytotess ase PC — kopHeBas u /projects. KopHeBass ®C akcnopTmpyeTca ansd
KNMMeHTOB master (NonHbIM Aoctyn) u trusty (MONHbIA JOCTYN, paspewéH AoCTyn ¢ npaBamu
root). ®C /projects akcnopTupyeTcsa [Ofs KIMEHTOB, MMSI KOTOPbIX COBMagaeT C MacKon
proj*.local.domain, ¢ NONHbLIM 4OCTYNOM.

[na Toro, 4Tobbl hannoBble CUCTEMbI CTanu AOCYTYMNHbI U3BHE, MOCNE peaakTupoBaHus canna

exports Heob6xoaMmMo MbINOSTHUTL KOMaHAy exportfs -arv, rge:

v' exportfs — nporpamma, ynpaenstowas akcnoptom ®C

v/ -a — 3KCnopTUpoBaTb BCE KaTanorun

v' -r — BbINOMHUTb NEPEIKCNOPTMPOBAHME BCEX KaTanoroB. YgansieT ycTapeBLUMe 3anucu o
KnueHTax 13 Tabnuuy sapa

v’ -v — BbIBOAUTb NOApPO6HY0 MHOPMaLIMIO O MPOLECCE 3KCMOPTUPOBaAHUS

Tenepb akcnoptupyemyto ®C Hago NPUMOHTMPOBATb Ha KnueHTe. [na 3Toro mMcnonb3yertcs
koMaHga mount crnegyowmm o6pasom:

# mount fs server:/exported/fs /local/mount/point -t nfs -o <onumm _
MOHTHUPOBAaHUSI>

Ona moHTupoBaHms NFSv4 npumeHsieTca kniod -t nfs4. PacmoTpum [OCTynHble Ons Bcex

Bepcu NFS onuumn MOHTUpPOBaHMS:

v' soft / hard — onpeaensieT noBegeHne NFS-knveHTa nocrne OKoOHYaHUs 3anpoca Nno TanMm-
ayty. Ecnm onuumn He ykasaHbl unu ykasaHa onuusa hard, To 3anpoc nostopsietca. Ecnu
ykasaHa onums soft, To KNMeHT oTMeHsAeT 3anpoc M BO3BpaLLaeT ownbKy Bbi3biBatoLeMy
npunoxennto. BHUMAHWUE! Soft-tanm-ayr MoXeT Bbi3BaTb MNOBpEXOEHUE LaHHbIX.
Moatomy wucnonb3oBaHue onuuu soft onpaBaaHO TONMbKO TOrga, korga OT3bIBYMBOCTb
KNUeHTa BaXkHee LENTOCTHOCTU AaHHbIX. Mcnonb3oBaHue npotokona TCP ana nepegayn
AaHHbIX UMM YBENUYEHME 3HA4YeHus onuuu retrans MO3BONSET COKPATUTb  PUCK
NOBPEXAEHNS AaHHbIX

v' timeo=n — BpeMsi OXnaaHus OTBETA Ha 3anpoc B AECATbIX A0NAX cekyHabl. Ecnu onuus He
yKa3aHa, TO MOBTOPHbIE MOMbITKU BbINOMHEHMS 3anpoca npeanpuHUMaroTcs Kaxable 60
cekyHg ans TCP. ns UDP knueHT ucnonb3yeT aganTUBHbIA anropuTMm Ans onpegeneHuns
noaxoasilen BennimHbl TanM-ayTa asis 4acto MCnosib3yemblx 3anpocos (Hanpumep, READ
nnn WRITE), a onuus timeo ucnonb3syetcs ana peakux 3anpocos (Hanpumep, FSINFO. lNo
ymonyaHuio — 1,1 cekyHga). [ocne kaxgon nepefayn KNWEHT yaBavBaeT Tanm-ayT Ao
AOCTWKEHMSI NOPOroBoro 3HavyeHus 60 cekyHa

v retrans=n — 4MCNO NOMbITOK BbLIMNOMHUTL 3aMpPoC A0 Nepexoda K crieaytolemMy AenNCTBUIIO.
Mo ymonuyanuio 3. KnueHT reHepupyeT coobueHne «cepBep He OTBeyaeT» nocne
ncyepnaHusa nomnbiTOK retrans, a NOTOM MNPUCTYNaeT K BbINOMHEHUIO 3a4aHHOW MONUTUKK
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pearnpoBaHuns Ha Tanm-ayT (soft unu hard)

rsize=n — MakcmmarbHOe KonuyecTso 6anT B Kaxgom cetesom 3anpoce READ, kotopoe
moxeT NpuHATb NFS-knneHT. MakcmanbeHbin pasamep ang Linux-knveHta — 1048576 6ant
(1 MB). NMapameTp aBnseTCA NONOXUTENbHbIX LenbiM, kpaTHbiM 1024, 3Ha4yeHUs, MeHbLUMe
1024, 3ameHsaoTca Ha 4096. 3HadeHus, donblune 1048576, 3ameHsoTcsa Ha 1048576. B
crny4vae ykasaHusi 4nicna, He kpaTHoro 1024, npou3BOAUTCA OKPYrfieHWEe C HeaOoCTaTKOM.
Ecnu napameTp He ykasaH, TO KNMEHT 1 CepBep COrnacyloT 3Ha4YeHne 3Toro napameTpa
wsize=n — MakcumanbHoe Konudectso 6anT B kaxkgom cetesom 3anpoce WRITE, koTope
NFS-knueHT moxeT otnpaBuTb. MakcumanbHoe 3HavyeHne — 1048576. Bce napameTpbl 1
3amMedaHusa ona rsize cnpaBeanuBbl U ANa wsize

ac / noac — onpegensdeTt, MOXeT NN KIMEHT KewupoBaTb dannoBble aTpubyTthl. o
YMOMYaHUIO KelumpoBaHWe BbINONHAeTCsS. Ecnv  kewwumpoBaHue He BbINOMHSAETCH, TO
npunoxexus, pabotaowme ¢ davnnamm Ha NFS-pasgene, 6bicTpee y3HawT O
npousoweawnx nameHeHmax. Onumsa noac, Kpome 3anpeTa He KelumpoBaHue aTpubyTos,
AenaeT npouecc 3anucu CUMHXPOHHbIM. Vcnonb3oBaHue noac JaéT 60nbLIon NpourpbILL B
NPOM3BOANTENBHOCTU, NO3TOMY BMECTO OTMEHbI KELUMPOBaHUA pa3paboTynkm npeanaratoT
ncnonb3oBaTtb hannoBble 6IOKMPOBKM

acregmin=n — MuJHUMarnbHOe BpeMs (B CeKyHAax), Ha KOTOpoe KIMEHT KewwupyeT
dannoBkle aTpubyThl. 1o ymonyaHuno — 3
acregmax=n — MakcuMmanbHoe BpeMs (B CeKyHOaXx), Ha KOTopoe KIMEeHT KewupyeT

avnosble atpubyTbl. Mo ymonyaHuo — 60
acdirmin=n — MMHMManbHOE BpeMs (B CEKyHAaX), Ha KOTOPOE KIMNEHT KelumpyeT aTpubyTbl
katanoros. [1o ymonyaHuio — 30

acdirmax=n — MakcumanoHoe Bpemsa (B CEKyHAax), Ha KOTOpOoe KIMEHT Kewwupyet
atpubyTbl kaTanoros. 1o ymonyaxHuio — 60
actimeo=n — ucnonb3oBaHWe 3TOM ONUWM YyCTaHaBNMBAET OOWHAKOBbIE 3HAYEHUS

napameTpoB And acregmin, acregmax, acdirmin n acdirmax. Ecnu ata onuua He 3agaHa,
TO NCNOSb3YITCS YMONYaHUS, ONNCaHHbIE BhiLLe

bg / fg — onpegenseT, kak mount pearMpyet Ha HeyOauHyr MOMbITKY MOHTUPOBAHUS
akcnopTupoBaHHon ®C. Onuua fg npuHyxgaeT 3aBepLUNTb NPOLECC C BO3BPATOM OLUNOGKM
(ncnonb3dyeTca no ymondauuio). Onumsi bg nos3BonseT no [OCTMKEHUW TarM-ayTa
BbIMOMHUTL HOBYK MOMbITKY MOHTMPOBaHUSA. EcCnmM OTCyTCTBYET JokanbHas Toudka
MOHTUPOBaHWSA, TO mount BeaeT cebsi Kak B Cnyyae npesbilleHWs TaM-ayTa 3anpoca Ha
MOHTMpPOBaHWe. OTO NO3BONSAET BbINOMHATE MOHTMpoBaHue PC, onucaHHbIX B /etc/fstab B
Npoun3BOSIbHOM MOpPsiAKE B BPeMs 3anycka cuctembl, gaxe ecnu kakume-to NFS-cepsepbl
€Llé He OOCTYnNHbI

retry=n — Bpems (B MMHyTax), Yepe3 KoTopoe mount NpeanpMHUMaeT NOBTOPHbLIE MOMbITKA
MoHTMpoBaHusa ®C. Mo ymonyanuio — 2 gns pexuma fg n 10000 gns pexuma bg
sec=mode — onpegenseT metoq 6esonacHoctn RPCGSS, KoTopbin ncnonb3ayetca ons
Aoctyna Kk gannam Ha gaHHon ®C. Ecnu onuusa He ykasaHa WM Sec=sys, TO KITMEHT
ncnonb3yet AUTH_SYS. [JocTynHble 3Ha4yeHMa napameTpa: none, sys, krb5, krb5i, krb5p,
Ikey, Ikeyi, Ikeyp, spkm, spkmi, spkmp

sharecache / nosharecache — onpegensieT, kak pasgensalTcs Kew AdaHHbIX U Kel
aTpubyToB KNWEeHTa, Koraa opHa akcnoptupyemas PC MOHTUPYETCS HECKONbKO pas3
0L HOBpPEMEHHO. Vicnonb3oBaHme obLLero Kewa yMeHbLluaeT 3aTpTaThl NaMATU Ha KIIMEHTEe
N NpenocTaBnsieT O4MHaKoBOe coaepXknmoe charnna, korga AocTyn K HeMy NPOM3BOANTCA C
pa3HbIX TOMEK MOHTMPOBaHMSA. Ecnn onums He ykasaHa unu ykasaHa onuusa sharecache, 1o
ncnonb3yetcs oOOWMA Kew AN BCEM TOYEK MOHTMPOBAHWS, CoAeXawmx OAHy
akcnopTtupyemyto dC. HaumHas ¢ agpa 2.6.18 nonutmka nosharecache obbsBneHa
yCTapeBLlUIEeN, TaK Kak MPU HanuumMm HECKOSbKMX Kellel BO3MOXHO MOsBMEeHMEe pasHbIX
KonuiA ogHoro channa Ha 0QHOM KITUEHTE.

PaccmMoTpumMm onummn MOHTUPOBaHWSA, OOCTYMNHbIE ToNbko ansa NSFv3 u paHee:

v

proto=netid — TpaHCNOPTHbLIA NPOTOKOS, KOTOPLIN UCNONb3YETCS KIMTEHTOM AN nepeaayn
3anpocoB cepBepy. MoxeT nmetb 3HadeHue udp mnum tcp. Ecnu onuma He onpegeneHa, 1o
mount onpeaensieT, Kakume NPOTOKMbl MNOAAEPXKMBAIOTCS, U WCMONb3yeT MNOOXOOALLMNA
TPaHCNOPT ANdA KaXaoro cepsuca
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ANANEN

AN

udp — TO e, 4YTO 1 proto=udp

tcp — 10O e, uTO U proto=tcp

port=n — Homep nopta NFS-cepBepa. Ecnn Ha ykazaHHOM nopTy cnyxba NFS He
obGHapyxeHa, TO 3anpoC Ha MOHTUpPOBaHWE 3aBepllaeTca Heygaden. Ecnu onuma He
ykasaHa unu napametp paseH 0, TO KIMEeHT MCronb3yeT HoMep nopTa, NpearofXeHHbIN
cnyx6on rpcbind cepBepa. 3anpoc Ha MOHTMPOBaHME OKaHYMBAETCH Heyaadewn, ecnu Ha
cepBepe HepgocTtyneH rpcbind, He 3apeructpupoBaHa cnyx6a NFS wnu HegocTynHa
cnyx6a NFS Ha nopTy, ykazaHHOM rpcbind

mountport=n — HOMep nopTa cepBepa, Ha KoTopom Haxogutca mountd. Ecnn Ha
ykasaHHOM nopTy mountd He obGHapyXeH, TO 3anpoc Ha MOHTUPOBaHWE 3aBepLUaeTCs
Heyaaden. Ecnu onumsa He ykasaHa nnu napameTtp paseH 0, TO KIMEHT UCnosb3yeT Homep
nopta, MpPeanomKeHHbIn cnyxbon rpcbind cepeepa. 3anpoc Ha MOHTUpOBaHWeE
OKaH4YMBaeTCA Heydayen, ecnu Ha cepeepe HedocTyrneH rpcbind, He 3aperncTpupoBaH
mountd nnn HegocTyneH mountd Ha NOpPTy, ykazaHHOM rpcbind. 3Ta onuma MoXeT ObiTb
ncnonb3oBaHa npyu MoHrTMpoBaHum NFS yepe3 mexceTeBon 3KpaH, Ha KOTOPOM 3akpbIT
npoTtokon rpcbind

mountproto=netid — TpaHCNOPTHLIN NPOTOKOM, KOTOPbIN OyaeT ucnonb3oBaTbCs ANA
nepegayn 3anpocos mount n unmount. MoxeTt nmeTb 3HaveHue tcp unu udp. MNonesHo npu
BbINOMIHEHUM MOHTUPOBAHUS Yepe3 MEeXCEeTEBOW 3KpaH, Ha KOTOpOM 3abnokvpoBaH OAUH
n3 NpoToKomnoB. Ecnn ncnonedyeTtca BmecTe ¢ onuuen proto, To Ana nepegayn 3anpocos
mount 1 Ana nepegadn LaHHbIX MOryT OblTb WMCMNONb30BaHbl pPa3Hble TPaHCMOPTHbIE
npoTtokonbl. Ecnn yganéHHein cepeep mountd He nogaepkmBaeT BblIOpaHHbIA NPOTOKOS, TO
3anpoc mount okaH4YMBaeTCa Heyaaden

mounthost=name — wums cepBepa, Ha KOTOpoMm 3anyuwieH mountd. Ecnu onuua He
onpegeneHa, To mount nonaraet, 4To mountd 3anyLeH Ha TOM Xe cepeepe, 4To U nfsd
mountvers=n — Bepcus npoTtokona RPC, ncnonb3syemas gnsi B3anmMogencTamst ¢ mountd.
Ecnu onuma He onpegeneHa, TO KNMEHT MCNONb3yeT BEPCUIO, COOTBETCTBYIOLLYIO BEPCUN
NFS. MNonesHo, korag Ha cepBepe 3anyLeHo Heckonbko NFS-cepsepoB

namlen=n — MakcMmanbHaa AnvHa CTPOKM MyTU MOHTUpoBaHusA. Ecnn onuua He
onpegeneHa, To NPOU3BOAMTCSA COrnacoBaHne ¢ cepBepoM. B GonblunMHCTBE cnyyaeB aTa
AfMHa paBHa 255 cMMBOMNoB

nfsvers=n — Bepcusa npotokona NFS, ncnonbsyemas ans B3aMMOOENCTBUSA C CEPBEPOM.
Linux-knneHT nopaepxuBaeT Bepcumn 2 n 3. Ecnn cepBep He nogaepXvmBaeT BblOpaHHYHO
BEpPCMIO, TO 3anpoC Ha MOHTMpOBaHME 3akaH4YMBaeTcsi Heygaden. [lo ymonyaHuio
ncnonb3dyetca Bepcua 3, a Npy HEA4OCTYNHOCTU — Bepcust 2

vers=n — CMHOHWUM nfsvers

lock / nolock — onpegensieT, Hago nu ncnonb3oBatb Npotokon NLM gns ocywectsneHus
6nokmpoBok. o ymonuaHuio ncnonbsyetcs onums lock. Ecnun ncnonesyetcsa onums nolock,
TO nporpamMmbl BCE paBHO MOryT BbINONHATL OMOKMPOBKW, OAHAaKO OHW  ByayT
AENCTBUTENbHbI TOMbKO ANA OAHOro knuvenTa. [lpy  MOHTMpoOBaHWMM /var [OoSbkHa
ncnonb3oBatbca onuua nolock, Tak kak dannbl, cogepxawmecs B /var, UCMOnb3ylTcA
peanusaumenn NLM B linux. Takke onums nolock Heobxoguma, ecnn cepBep He
nogaepxmsaet NLM

intr / nointr — onpegenseT, MOXHO NnM NocbiNatb CUrHanbl ANs nNpepbiBaHMA aninoBbIxX
onepaumi. [lo ymonyaHuo curHansl WrHopupytTcsa. Vcnonb3oBaHve onuun intr
npeanoYTUTENbHEE WCMONb30BaHMA onuun soft, Tak Kak MeHee BEpPOSATHO NPUBOAMT K
NOBPEXOEHNIO AaHHbIX

cto / nocto — onpegensieT, MCNONb30BaTb M CEMAHTUKY KOrepeHTHOCTM Kewa close-to-
open. Mo ymonyaHuio ncnonesyetcsa cto. Npu ykasaHum onumm nocto KIMEHT ucnonb3yet
HeCTaHOApPTHYK 3BPUCTUKY ONs onpeaeneHusi, kakve dannbl Obiv m3meHeHbl. Onuusa
nocto MOXeT yBenuuUTb NPOU3BOAUTENBHOCTb, HO JOSPKHA MCMONb30BaTbCA TOrAa, Korga
AaHHble MEHSIIOTCS peako

acl / noacl — onpegensieT, Hago nu ucnonb3oBatb npotokonn NFSACL. NFSACL —
nponpueTapHbIn NPOTOKOS, peann3oBaHHbIM B Sun Solaris, KOTOpbI yrnpaBnseT cnuckamm
poctyna. He gaBnsietca vactbto crtangapta NFS. Ecnu onuua He onpegeneHa, To
NpouMCXoaMT  corfacoBaHWe Mexay KnumeHToM W cepBepoMm. Ecnm npoTtokon
noaaepXmBaeTcsa CepBepoM, TO OH UCMOMb3yeTcs
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v" rdirplus / nordirplus — onpegensieT, Hago nNu mcnonb3oBaTtb 3anpocbl READDIRPLUS,
nosismewmnecsa B 3 sepcun NFS. Ecnn onums He onpefeneHa, TO 3anpochl MCNOMb3YHTCS
AN YTeHUsa manbix KatanoroB. HekoTopble npunoxeHust paboTatoT GbiCTpee, ecnu Takue
3anpochbl HE UCNOSNb3YTCS.
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6. CepBep XypHanoB syslog-ng

CepBep syslog-ng — 310 cepBep, Ha KOTOPbIA OTMNPABMSATCS XypHarbl CO BCEX YCTPOMUCTB B
ceTu, noaaepueatoLmx npoTokon syslog. Takoe pelleHne No3BonsieT MMETb BCe XXypHanbl B
MCXOOHOM BMAe, [axe B Clyyae B3foOMa YCTPOMCTBA, KOTOPOE WCMOMb3yeT CepBep
)KYpHanNuMpoBaHUsl, U ero MosfioMKK (Hanpumep, Bbixoga M3 CTPOS XXecTkoro aucka). Kpome
TOro, CHUMaeTCsl Harpyska Ha KeCTKUIA ANCK KITMEHTCKON CUCTEMBbI.

OcHOBHOE NOHATWME cepBepa XypHanoB — 3710 noTok (Facility) — aTo knacc cobbiTui, KOTOpble
3anncbIBaAlOTCA B OAMH ONPeAEenéHHbI NYyHKT HasHadeHus (Hanpumep, dann). CywecTByloT
npegonpenenéHHble NoTokn (Hanpumep, mail — NnoTok Anst cobbiTMIA NOYTOBBLIX cepBepoB, auth
— Ona cobbITMin aBTOpM3aLMKM) U MOTOKW, KOTOpble MONb3oBaTeflb MOXET UCMOoMb3oBaTb MO
cBoeMy ycmoTpeHuto (localO-local7).

B Arch Linux no ymonyaHuio ucnonb3yetcsa OeMOH syslog-ng, KOHUrypaumoOHHbIA doans
KOTOpPOro pacnosnoxeH no agpecy «/etc/syslog-ng.confy. Obpatute BHUMaHWe: HACTPOMKM MO
YMOMYaHWI0 AOCTATOYHO XOpPOLUM, HO AEMOH He HAcTpoeH Ha paboTy B KayecTBe CETeBOro
cepBepa! PaccmoTpum npumep KOHUrypaumoHHoro darna cepBepa XypHanupoBaHWUS.
KupHbiM KypcnBoM OyayT BblOerneHbl CTPOKW, yXXe MPUCYTCTBYKOLWME B KOH(PUrypauMOHHOM
hanne No ymon4aHuio.

# HauaJsio CeKLVM MCTOYHMKOB COOBITUM

source src |

# [puém COOBITUM M3 YyCTPOMCTEBA
unix-stream("/dev/log") ;

# [puéM BHYTPEHHUX COOBITUN
internal (),

# Mpwém cobuTuy m3 daria
file("/proc/kmsg") ;

# Mpuém colriTui uepes UDP-coOKeT — HeOoOXOOMM IJisa NpuéMa COCHITUM M3 CETHU
udp () ;

b7

# Cexumsa onmcaHMs NPUEMHMKOB XYyPHAJIOB

destination authlog { file("/var/log/auth.log"); };
destination syslog { file('"/var/log/syslog.log"),; };
destination cron { file("/var/log/crond.log"); },

# CosmaIuM HOBHM NPUEMHMK XYypPHAJOB C uMeHeM "des", koTOpeM OyIeT BECTHU
# sanmce B dain /var/log/des-3838.1og
destination des { file("/var/log/des-3828.log"); };

# Cexums onmcaHus OUIILTPOB

filter £ auth { facility(auth); };

filter f authpriv { facility(auth, authpriv),; };
filter £ syslog { program(syslog-ng); };

# Cospmamum HOBEM QuibTp C uMeHeMm f des, BeOendomuit COOHITMSA OT MOTOKA
# localO
filter £ des { facility(localO); };

# Cexumsa CBS3KM MCTOYHMKA, OMILTPA M NPUEMHMKA

log { source(src); filter(f _acpid), destination(acpid), flags(final);
};

log { source(src); filter(f_ authpriv), destination(authlog); };

log { source(src), filter(f_syslog); destination(syslog); };

# CosmamuM HOBYKW CBSA3KY — MCTOYHMK src, ¢mueTp f des m npuémuukx des
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‘log { source(src); filter(f des); destination(des); };

CoxpaHuTe haiin 1 nepesanycTute 4eMOH Syslog-ng, BbINOMHUB KOMaHAy
/etc/rc.d/syslog-ng restart

ﬂpOBepre OTBET KOMaHAbI

netstat -lnup

Bbl JOMmMKHBI YBUAETL EMOH Syslog-ng, oxXungawwmnin coegnHeHnst Ha 518 nopTy No npoTokony
udp.



