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BBepeHue

Llenbro paboOTHI ABISIETCS - U3YYUTh U OCBOUTH BO3MOXHOCTH COBPEMEHHBIX YIIPABIISEMBIX
KOMMYTAaTOPOB, MTO3BOJISAIOIINE U3MEHATh, KOHPUTYPHUPOBATH BUPTYaJIbHBIC JIOKAIbHBIE CETH.



TeopeTnyeckas 4acTb

TEpPOB.

BupTtyanbHble cetu (Virtual LAN)

BuptyansHasg JIBC (VLAN, Virtual LAN) — normyeckasi rpynna KOMnbtoTePOB B
npegenax ogHoun

peanbHou JIBC, 3a npeaenbl KOTOPOW He BbIXoANUT ntobon Tmun Tpaduka
(wupokoseLaTenbHbIN

[broadcast], mHoroagpecHbin [multicast] n ogHoagpecHbin [unicast]). 3a cuet
MCNONb30BaHNA

VLAN agMuHuUCTpaTop CETU MOXET OpraHn3oBaTb Nosib30BaTesien B Normyeckme
rpynnbl Hes3a-

BMCUMO OT (P13NYECKOro pacrnonoXeHns pabounx ctaHLmm aTux
nonb3oBaTenemn.

OcCHOBHbIe Uenu BBeAeHUS BUPTYarbHbIX CETEN B KOMMYTUPYEMYIO Cpeay-:
NoBbILLEHME NONE3HON NPOMNYCKHOM CNOCOBHOCTM CETU 3a CYET
rniokanusauumm LnMpoKo-

BellaTenbHoro (broadcast) Tpaduka B npeaenax BUpTyanbHON cetu.
NOBbILLIEHNST YPOBHSA 6€30MacHOCTM CETU 3a CYET NoKanuaauum
O[IHOaAPECHOTO (ynicast)

Tpadvka B npegenax BUpPTyanbHOW CETHU.

hopmMmpoBaHme BUPTYaribHbIX paboymx rpynn 3 HeKOMNakTHO (B nNnaHe
NOAKMHOYEHNS)

pPacnonOXeHHbIX Y3r10B.

yny4dlweHne COOTHOLLEHUS LieHbI/MPON3BOANTENBHOCTU NO CPABHEHUIO C
npUMeHeHnem

MapLIpyTN3aTopoB.

Knaccuyecknin npumep, oTpaxarLmi CyTb BUPTyarbHbIX CETEN, NPUBEAEH Ha

pucyHke 4. K oa-

HOMY KOMMYTaTopy FMNOTETUYECKOW (PUPMbI NOOKIMOYMEHbl KaK MalUVHbI

ByxrantepoB, TaK U

MaLmHbl Byxrantepos. [pn 3TOM coBepLUEHHO HET HUKaKon HeobxoauMOCTH BO

B3aMMOLOENCT-

BME MalUVH AaHHbIX ABYX rPynn COTPYAHMKOB. [103TOMY MalLnHbI ByxrantepoB

BblAENATCA B

OOHY BUPTYyarbHYIO CETb, @ MalUVHbl UHXEeHepoB B Apyryto. [Mpu aTom BeCb

Tpaduk (LWmMpoko-

BeLlaTerbHbIN, MHOrOaapecHbIN U 0aHOALPECHbIN) ByaeT orpaHnYeH

npegenamMmy cBoen BupTy-

anbHon ceTn. bonee Toro, noBbicUTCA ©e3onacHOCTbL ceTwn. Hanpumep, ecnu

Ha MawwuHe Byx-rantepa NoOSABUTCS BUPYC «4YEPBb», TO MAaKCUMYM OH CMOXET

3apasnTb TONbKO MalLWHbI Byxran-



Pucysox 4. MpuMep WCNONLI0BAH WA TEXHONOMMHW BUPTYaNkEHEIX CETENA,

CerogHsa cyulecTByeT JOCTAaTOMHO MHOro BapuaHToB peanusauuun VLAN.

[MpocTble BapuaHThI

VLAN npegctaBnstoT cobor Habop nopToB KOMMyTaTopa, bonee CrnoXHble
peanu3auumn no3eo-

NAT co3gaBaTb rPynnbl HA OCHOBE ApYyrux Kputepmes. B obuem cnyvae
BO3MOXHOCTU opra-

Hu3aumm VLAN TecHO CBA3aHbl C BO3MOXHOCTSAMM KOMMYTaToOpOB.

5.1. Cetn Ha 6a3e MAC-apgpecoB (MAC-based VLANS)

[aHHbIn TMN BUpPTyanbHbIX CeTeun rpynnupyeT YCTPOMCTBA Ha OCHOBE MX
vAC-agpecos. [ns

nosly4eHns OocTyna B BUPTYasnbHYK CETb, YCTPOUCTBO AOMKHO mmetb MAC.
agpec, KOTopbIN

COLEepPXUTCA B CMUCKE apecoB JaHHOW BUPTYyarbHou cetu [Momnumo npoyero,
OTNNYNTENBHON

0COBEHHOCTBIO AAHHOIO TUMAa BMPTYanbHbIX CETEN ABMSETCHA TO, YTO OHU
OrpaHu4mMBaloT TOMbKO

LUMpoKoBeLLaTesibHbIn Tpaduk. OTcloga BbiITEKAeT UX Ha3BaHWe —
LUMpOKOBeLLaTeribHble JoMe-

Hbl Ha 6a3e MAC-agpecoB. Teopetnyeckn oguH MAC-agpec Moxet
ABNATLCA YNEHOM He-

CKOMbKMX LUMPOKOBELLATENbHbIX IOMEHOB, HA MPAKTUKE OaHHas BO3MOXHOCTb
onpepensieTca

JPYHKLMOHANbLHOCTLIO KOHKPETHOW MOAEeNn KoMMyTaTopa.

HacTpoiika BupTyansHon cetu Ha ocHoBe MAC.agpecoB MOXET OTHATb MHOTO

BpemeHu. [Npea-

ctaBbre cebe, yTo Bam notpebyerca cessaTb ¢ VLAN agpeca 1000
yctponcts. Kpome Toro,

MAC-agpeca "3awunTtbl" B 060pyaoBaHMe 1 MOXeET NoTpeboBaTbCsi MHOIO



BPEMEHM Ha BbISICHE-

HWe agpecoB YCTPOMCTB B BONbLUON, TEpPUTOPMAnbHO pacnpeneneHHon ceTu,
Bonee Tor0, Cy-

LecTByOT npobnembl 6e3onacHocTy npu paboTte ¢ ceTbilo Ha 6ase MAC.
agpecoB. 3royMblLL-

NEeHHUK MOXET y3HaTb MAC-agpec KoMMnbloTePa, BXOOALWEr0 B TY UIN UHYLO
vLAN, Has3Ha4nTb

ero cBoeu ceTeBou KapTe (Kak MUHUMYM, 3TO MOXHO caenaTb CTaH4apTHbIMU
cpencrtBamMm yvis

Windows XP) 1 ycnewwHo NoAKNIYNTLCA K CETH.

C Opyron CTOpPOHbI LUMPOKOBeLLaTernbHble AoMeHbl Ha 6aze MAC.agpecoB

Nno3BosiaT PuU3n-

YecKun nepemeLLaTb CTaHUMIo, NO3BOSISASA, TEM HE MEHee, OCTaBaTbCA eV B O4HOM
N TOM Xe Ln-

pokoBellaTenibHOM oMeHe 6e3 Kakmx.nmbo M3MEeHEHWN B HaCTpOMKax
KOH(purypaumm. 310

yoobHO B ceTsx, rae CTaHuuM 4acTo nepeMeLLatoT, HanpuMmep, rae naw,
MCNoNb3yLwme Ho-

yTOYKM, NOCTOSAHHO MOAKII0YAKTCA B Pa3HbIX YacTAX CETU.

5.2. Cetn Ha 6a3e noptoB (Port-based VLANS)

YCTponcTBa CBA3bIBAKOTCS B BUPTyalnbHble CETU HA OCHOBE MOPTOB
KOMMYyTaTopa, K KOTOpbIM

OHN PU3MNYECKM MOAKIKOYEHBbI. TO eCTb KaXKaon nNopT KOMMyTaTopa BKH4YaeTcs
B O4HY nnu 6o-

nee BupTYyanbHbIX ceTen. K LOCTOMHCTBAM JAHHOIO Tuna BUPTYasbHbIX CeTen
MOXXHO OTHECTM

BbICOKMI ypoBeHb ©e30nacHOCTM M MPOCTOTY B HacTpownke K HegocTtaTkam
MOXHO OTHECTU

CTaTUYHOCTb AAHHOro TUNa BUPTYamnbHbIX CeTel. TO eCTb NpU MOAKMYEHUN
KoMMbloTepa K

ApYyromy nopTy KOMMyTaTopa HeOBXOANMO KaXabIn pa3 M3BMEHATb HACTPOMKK
VLAN.

5.3. CeTb Ha 6a3e MapkMpoBaHHbIX kagpoB (IEEE 802.1Q VLANS)
B otnnymne ot AByx npegblaywmx TMnoB BUpTyanbHbiX ceten yLAN Ha ocHoBe

MapKUPOBaHHbIX
KagpoB MOryT ObITb MOCTPOEHbI HA ABYX U Gonee KOMMyTaTopax.

IEEE 802.1Q — OTKpbITbIN CTaHAAPT, KOTOPbLIN ONUCbIBAET npouenypy

TermpoBaHunsa Tpadmka
Ans nepegaym nHgopmaummn o npuHaanexHoctn kK VLAN. Kpome npoueaypbl
TermpoBaHua ans
nepenayn Tpacuka pasHbix VLAN B ctaHgapte 802.1Q onucaHbl:
npotokon GVRP,;
npotokon MSTP;

n ap.

OpHako value Bcero 802.1Q ynomMMHaeTCsl UMEHHO Kak cTaHA4apT OTHOCSALLUMNCS



K VLAN u npo-

uegype TternposaHua. KommyTtatop, Ha KOTOPOM HaCTPOEHbl BUPTYyarbHble
cetn IEEE 802.1Q,

nomMeLLaeT BHYTPb KaZpa Ter, KOTOpbIN NepefaeT nHdopmaumio o
npuHagNexHocTn Tpaduka K

VLAN.

TFID Prigrty | CF

WLAN 1D

Pa3smep Tera coctaBnset 4 6anta. OH cOCTOUT U3 CneayoLwmx Nonew:
Tag Protocol Identifier (TPID) — ngeHTndpukaTop npoTokona
TermpoBaHud. Pasmep nonga
— 16 6uT. YKka3blBaeT Kakov NPOTOKOM UCMNOMb3yeTcsa ANs TErMpPOBaHUS.
[na 802.1q uc-
nonb3yetca 3HavyeHme 0x8100.
Priority — npnoputet. Paamep nonsa — 3 6uta. Mcnonbayertcs
ctraHpgaptom IEEE 802.1p
ANa 3agaHna npuopuTeTa nepegasaemMoro Tpaduka.
Canonical Format Indicator (CFl) — ngmkatop kaHoOHM4ecKoro ¢opmara.
Paamep nons —
1 6uT. YKasbiBaeT Ha doopmaT MAC.agpeca. 1 — KaHOHNYeCcKUn kaap
Ethernet), 0 — He
kaHoHu4eckun (kagp Token Ring, FDDI).
VLAN ldentifier (VID) — ngeHtudgukatop yvLAN. Paamep nonsa — 12 6uT.
YKa3sblBaerT Ka-
KOW BMPTYyanbHOW CETU NpUHagnexuT kagp. [ManasoH BO3MOXHbIX
3HayeHun VID ot 0
0o 4094.

Tar BcTaBngaeTcs nocre nons «Agpec otnpaButens». Tak Kak Kagp U3MeHUncs,
TO NepecynTbI-

BaeTCHA KOHTPONbHasA CyMma (PUCYHOK 5).

Anpec Anpec Twn Kosmponssaa
Vi "oy NOMy-ETENR OTNRESEMTENA | MEOTORDNE fi= CyMME
Tenipos s Anpec Anpec Hosan
TR e Ter Onesa [zssaie HOHTON BHER
ray oy TR CyMME
Pucynok 5.

MexaHu3mMbl fo6GaBneHMA Tara B 3aronoBokK kagpa Ethernet

Tar B 3aronoBok Kagpa MOXET ObiTb 406aBneEH:.
SAABHO, €Cnu ceTeBble KapTbl nogaepxmsatot ctaHgapt IEEE 802.1Q, n
Ha 3TMX KapTax
BKIIOYEHbI COOTBETCTBYIOLLME ONUMU, TO Ucxoasawime kagpbl Ethernet ot
aTnX KapT Oy-
AyT cogepxartb Taru.
HEesIBHO, eCnn ceTeBble afanTtepbl, NMOLKMYEHHbIE K 3TOW CEeTWU, He



nogaepXxuearoT

ctaHgapt IEEE 802.1Q, To aob6aBneHne MapKepoB BbIMOMHAETCS Ha
KOMMyTaTope Ha

OCHOBE rpynnuMpoBKK MO nopTam.

M3meHeHne cbopmaTta kagpa Ethernet npyBoanT Kk TOMy, YTO ceTeBble

YyCTPOWCTBA, He noaaep-

xunawwme ctaHgapt IEEE 802.1Q (Takme ycTpomcTBa HasblBaloT @g-
unaware), He MoOryT pa-

6oTaTtb C Kagpamu, B KOTOpble BCTaBneHbl MeTKW. [MoaTomy ans obecneveHuns
COBMECTUMOCTH

C ycTpovcTBamu, nogaepxusatowmmmn ctaHgapt IEEE 802.1Q (;ag-aware
yCTPOMNCTBA), KOMMY-

TaTopbl cTaHgapTta IEEE 802.1Q gomkHbl nogaepXmBaTtb Kak TpaguUMOHHbIE
Ethernet kagpsil,

TO ecTb Kagpbl 6e3 meTok (yntagged), Tak n kagpbl ¢ MmeTkamu ([agged).

Bxogsuwmin n ncxogawmm tpadoukuy, B 3aBUCMMOCTU OT TUNA UCTOYHUKA W
nonyyatend, MoryT

6b1Tb 0OpasoBaHbl M Kagpamu Tvna agged, n kagpamu Tuna untagged — TONbKO
B 3TOM criyyae

MOXHO JOCTUIHYTb COBMECTMMOCTU C BHELUHUMM MO OTHOLLEHUIO K KOMMYTaTopy
yCTpOMCTBaMM.

Tpaduk Xe BHYTpM KOMMYyTaTopa Bcerga obpasyetca naketamm Tuna
{agged. lNoatomy ans

noaaep Xk pasnuyHbIX TUNOB TPAgUKOB U AN TOro, YTOOblI BHYTPEHHNIA
Tpaduk kKoOMMyTaTopa

obpas3oBbIBanca U3 TErMpOBaHHbBIX NAKETOB, HA MPUHUMAEMOM U NepeaaroLemM
noptax KoMMmy-

Tatopa Kaapbl OOSMKHbI Npeobpas3oBbiBaTbCA B COOTBETCTBUM C
npegonpeneneHHbIMn npaBu-

namu.

KoHdurypupoBaHue BuptyanbHon cetn EEE 802.1Q

KommyTtaTtopel gns BJIC TpebytoT npeaBapuTensHOro KOHMUrypmpoBaHus
(nocTaBnAlTCA OHU

00bI4YHO B COCTOSHMM, B KOTOPOM BeayT cebsi Kak 0bblYHble KOMMYTaTopbl). [ns
KOH(purypupo-

BaHMA ygobHO ncnonb3oBaTh BHenonocHoe (out of band) ynpaBneHue yepes
KOHCOJbHbIN NOPT,

MOCKOJbKY NMpu BHYTpUNonocHom (in band) no HEOCTOPOXXHOCTU U
HEOMNbITHOCTU MOXHO TO-

nacTb B "KankaH" .B KAKOW.TO MOMEHT 13.3a OLLINMOKM KOHGUIYpUpoBaHUA
KOHCOJ1b MOXET MoTe-

PATb CBA3b C KOMMYTaTOPOM.

Moptam kommyTaTopos, nogaepxusaowmx 802.1Q, 1 y4acTBylOLWLMM B
dopmuposanum BJ1C,

HasHavarTcs cneundumyeckne atpmbyTtbl. Kaxgomy nopTy HasHadvaetcs
PVID (Port VLAN

Identifier) — naeHTndmkatop BJIC onsa Bcex npuxoasimx Ha Hero
HeMapKMPOBaHHbIX KagpoB. 3
KommyTtatop mapkupyeT kaxabin npuxoaswmi kK Hemy HEMAPKMPOBAHHbLIN
kagp (BcTaBns-

eT Homep VLAN B cootBeTcTBue ¢ PVID u npuoputeT, nepecuntbiBaeT FCS), a



MapKupoBaH-
Hble ocTaBnsieT 6e3 n3meHeHun. B pesynsrate BHYTPU KOMMYyTaTOpa BCE Kaapbl
ByayT mapku-

POBaHHbIMMU.

MopTbl MOryT KOH(UrypnpoBaTbCs Kak MapKMpOBaHHbIE UK

HeMapkuMpoBaHHble u4rneHbl BJIC.

HemapkupoBaHHbIn uneH BJIC (untagged member) Bbixogsilme 4vepes Hero
Kagpbl BblnyckaeT

6e3 Tera (yganss ero u cHoBa nepecuntbiBas FCS). MapkupoBaHHbIN
yneH BJIC (tagged

member) BbinyCkaeT BCe Kaapbl MapkupoBaHHbiMUW. [na kaxgown BJIC
onpegensaeTcs CNMCoK

NOPTOB, ABMAIOLWNXCA ee 4dneHamu. [1opT MOXeT ObiTb YfeHOM OfHOW Unu
6onee BJIC. Mpun

KOHbMrypmpoBaHum ansa kaxgomn BI1C kaxabin nopT AormkeH 6biTb 06bsBneH
Kak HemMapKupo-

BaHHbIM (U), MapkMpoBaHHbIN (T) UNN He ABNAWMNUCHA YNEeHOM [OaHHOW
VLAN (). Ecnu uc-

nonb3ytTca MaructpanbHble nuHum (Port Trunking unu LinkSafe), 1o ¢
TOYKn 3peHus BJIC

AaHHbIe NopTbl NPEeACTaBNAT eAnHOE Liernoe.

MocTpoeHne BupTyanbHbIX ceTen 802.1oHa OAHOM KOMMYyTaTOpe
PaccmoTtpum cnegytowmi npumep (PUCYHOK ), KOTOPbLIA MOMOraeT MOHATb
npuHumMn paboTbl
BMpTyanbHbIx ceten 802.1g. MawwuHbl 1 n 4 npuHagnexar VLAN 1, MawmnHbl 2
5 npuHagne-

xaT VLAN 2, a mawmuHa 3 aengetca obweaocTynHbIM pecypcom u BkntodeHa B VLAN 3.

Komuymamop

2 d(
-

-

.-
8 R DOBEA H e
T ETTEE a7

MAEETE HOMWE R0

WLAN 1D = PVID nopra

Homep nopma Homepa nopmoe
T 1 viD 112[(3|4|5
7 4 1 Uf-|ufu]-
2 2 2 - (Ujul-|uy
2 5 3 Ujujujuiju
3 3

PucyHok 6. NpMMep HACTDOD AKM BUPTYaNeHoR ceTd 802,10 Ha ogHOM KOMMY TATODE.



B cooTBeTcTBME C pacnpedeneHnem no BUpTyarnbHbIM CETSM MnopTam

Ha3Havatlotca PVID kak

yKasaHo B Tabnvue, TO eCTb BCE HeMapKMpOBaHHbIE NakeTbl, NOCTynatoLwmne Ha
KOMMYyTaTOop 13

ceTtun, byayT TermpoBaTtbCsa B cooTBeTcTBUE € PVID nopra.

Byaoem cuntatb, 4TO BCe MalUVHbI He nogaepxueatoT ctaHgapT IEEE 802.1Q.

Takum obpasom,
N3 BCEX NAKETOB, NOCTYNaoLWMX Ha KOHEYHbIE KOMMNbIOTEPDI, TEr AOMKEH
yOoanaTbes.

Tak kak kK nopTy 3 NOAKMNOYEH CepBEP, TO OH AOMKEH NMPUHMMAaTb NakeTbl OT

BCEX MaLLWH, TO
€CTb U3 BCEX BUPTYarbHbIX ceTen. Taknm obpasom, nopt 3 aBnsaeTcs
HeTermpyemMbiM AnNs BCEX

VLAN, To ecTb nakeTbl BCEX BUPTYaribHbIX ceTen OyayT nepefaBaTbCa B CETb
yepes 3TOT NopT

HEeMapKMpPOBaHHbLIMW.

OcTtaBlumecs nopTbl BKNOYaKTCA He Tornbko B ¢Boto VAN, HO 1 B VLAN 3, Tak

KaK OHW OOIX-
Hbl MPUHMMAaTL NakeTbl He Tonbko 13 ceoen VLAN, Ho n n3 VLAN cepsepa.

MNMoctpoeHune BupTyanbHbix ceTen 802.1gHa HECKONMbKUX KOMMYyTaTopax
Kak y)xe oTmevanocs, BupTtyarnbHble ceT 802.1oMOryT 6bITb MOCTPOEHbI Ha
HECKONbKNX KOM-

MyTaTopax U OXBaTblBaTb BCIO NOKarnbHY ceTb. PaccmMoTpum cneaytowmi
npumep (PUCYHOK 7).

Kommytaropbl SW2 n SW3 nogaepxusatot 802.1Q, SW1 nogaepxusaet
Tonbko BJIC no nop-

Tam, SW4 — kommyTaTop 6e3 nogaepxkn BJIC. [inga Toro 4ytobbl B 06e BJIC V1
n V2 nonanwu

y3ribl, NOAKITIOYEHHbIE K KOMMYyTaTopaMm SW1 n SW2, mexay atumm
KOMMYyTaTopamu npuxoauT-

CA NpoKnagbiBaTh OTAENbHbIE NIMHUN U 3aHUMaTb No NOPTY Ha kaxayto BI1C.
MopTbl 1 n 2 KOM-

myTaTtopa SW2 KOHMUrypupyrTcsl Kak HemapkupoBaHHble (U), oguH ans
BJIC V1 (PVID=1),

apyron ana V2 (PVID=2). NopTt 8 y SW2 11y SW3 obbasnatoTcs

MapKuMpoBaHHbIM (T) ans

BJ1C V2 n V3. MNopTbl SW2 1 SW3, K KOTOPbIM NOAKITHOYAKTCH KOMMbIOTEPDI,
00bABNAITCA He-

MapKMpOBaHHbLIMWN 4neHamu cooTBeTcTBYyoWwmx BJIC, y atnx noptos PVID
NPUHUMaET 3Hade-

Hua 1, 2 n 3 (B cootBetcTBun ¢ Homepom BJ1C). YUneHnam BJIC V2 n V3
paspellaemM 4OCTyn B

MHTepHeT yepe3 MapLupyTu3aTop, NOOKITOYMEHHbIN K NopTy 7 KOMMYyTatopa



SW3. [lns atoro
NOPT 7 KOHPUIYpUpyeTCs Kak HEMapKMpOBaHHbI YneH V2 1 V3, ato obecneunt
NpoXoXaeHune
BCeX KagpoB OT norb3oBaTtenen WVHTepHeT K mapupyTtusatopy. [na Toro,
4TObObl OTBETHbIE
Kagpbl MOrX OWUTW 0 Nosib3oBBaTesien, HasHauum nopTty 7 kommyTtatopa SW3
PVID=9 .ato
6ynet gononHutensHas BJIC ana poctyna k UHTepHet. OTta BJ1IC gornxHa 6bI1Tb
"nponucaHa" u
BO Bcex noptax SW2 u SW3, K KOTOpbIM NOAKMNKYAOTCA MNosib3oBaTenu
NHTepHeT (nopTbl
SW2.8 n SW3.1 6yayt mapkupoBaHHbiMM 4YnieHamu BJIC 9, ocTtanbHble -
HeMapKMpOBaHHbI-
mu). [Nog cnosom "nponucaHa” nogpasyMeBaeM ykaszaHue Ha YNeHCTBO 3TUX
noptoB B VLAN 9,

HO HUKaK He Ha3Ha4veHne um PVID=9.

K mapipyIaropy
T [B VEHTEHET)

PucyHok 7. Cen:: pampe,qemuhhmn ELI'B_: ﬁﬂ2.1ﬂ.
Peanusauun ctanpapta EEE 802.1Q B ceTeBOM 060pyaoBaHNM

pa3fnnyHbIX NpousBoAu-
Teneun
Cranpgapt IEEE 802.1Q onpefensieT Tonbko hopmMaT UCNOMb3yeMbIX KaapoB

Ethernet n MuHu-

MarnbHbI Habop TpeboBaHUM K YCTPOMWCTBY, KOTOpble 06si3aTenbHbI K
peanusauun BCeEMU Npo-

nssoagntenamu. Bmecte ¢ TemM, oveHb 6ornbliasa obnacte MCNOMNb30BaHUS 3TOM
TEXHOMOorn oT-

AaeTcsa Ha OTKyn npoussoauTento 0bopynoBaHuS.

CoBpeMeHHoe ceTeBoe 060pyAoBaHME OT MHOMMX NMPOV3BOAUTENEN MO

YMOS4YaHnio No3BonseT

Npon3BOAUTL AeMapPKNPOBaHME NCXOAALLMX NAKETOB HAa TEKYyLLEM MOPTY TONbKO
Ansi 0QHOM on-

pegenéHHon VLAN. Hanpumep, nycTb BXxogswme nakeTbl And noprta 1
Mapkupytotca PVID=1,

TO eCTb KomnbtoTepbl Ha nopTty 1 BxoasaTt B VLAN 1. U3 ucxogawmx ¢ noprta 1
KagpoB [OMKeH

n3BnekaTbCca Ter, uHaye kagp dyget oTbpoLleH KOHEYHbIM KOMMbOTEPOM
(ecnn TOT He noga-

aepxuBatoT |EEE 802.1Q). Tak BOT U3Briedb Ter MOXXHO TOSTIbKO C HOMEPOM
KaKOW_TO OZHOW Onn-

pepenéHHon VLAN. A yTo genatb, ecrnv K 3TOMY NopTy MOAKMOYEHbl MaLUWHbI



N3 HECKONbKNX
VLAN?

[ns Toro, 4To6bLI 06ONTM 3TO OrpaHMYEHNE CyLLECTBYET HECKOMBKO CNOCObO0B:
1. Ncnonb3oBaHMe aCUMMMETPUYHbLIX BUPTYasibHbIX CETEN. Y HEKOTOPbIX
KOMMYTaTopoB

€CTb BO3MOXHOCTb aKkTuBupoBaTb [AdaHHbin  Tun VLAN
(asymmetric vlan
enabled/disabled). 3To no3BongaeT BkMOYaTbL OAUH NOPT B HECKOJTLKO
VLAN.
2. BknioveHne nogaepxkm 802.1Q Ha OKOHEYHbIX YCTPONUCTBaX —
KOMMblOTEpax.

3. MapupyTnsaums BupTyanbHbix ceTen [Ing aToro Heobxoammo, Y4TobbI

ceTeBOM aganTep

oOLenocTynHoro pecypca (cepsep, NpuHTEp U T.4.) nogaepxuean IEEE

802.1Q. Torpa

cxema byget crneayroLen:
v Ha ceTeBOM aganTtepe o6LEeaOoCTYNHOro pecypca
HacTpauBaeM Heckonbko IP.nogceten Kaxayto IP.noacetb
npusasbiBaeM K onpegenéHHon VLAN.
4 KoMnbloTepbl M3 Kaxgon VLAN Takke nomeLwlaroTcs B
onpegeneHHy lp-noaceTb.

Ecnn kommyTatop He noppepxvmBaeTr acumMmeTpudHbix VLAN, To HaubGonee

npocTon cnocob

NOCTPOEHUS ceTn ¢ 0bLLefOoCTyNHBIMU pecypcamMmmn — 3TO opraHm3aumns
nogaepxkm 802.1Q Ha

OKOHEYHbIX yCcTporcTBax. [pu aTom Heoba3aTenbHO UMETb CeTeBble ajanTepsbl
C AaHHOW noa-

OEPXKKOWN — CYLLEeCTBYIOT YTUNUTbI, KOTOPblE NO3BOMSAIOT 3anyCTUTb AaHHbIV
NPOTOKOM Jaxe Ha

cambIX MPOCTbIX CETEBLIX KapTax. Hanpumep, 0gHON MX TaknX yTUNnUT B Linux
asnsietcsa veonfig.

lMpaBaa ecnu pevb MAET 0 NpuHTepax (To ectb 06 obopynosaHme, OC KOTOpPOro
He gonyckaeTt

SIBHOIO BMeLlaTeNbCTBa), TO OCTAETCS TONbKO 3.1 cnocob.

Hanocnenok crnegyet OTMETUTb, YTO B COBPEMEHHbLIX KOMMYyTaTopax
nogaepXuBarTca B Nyy-
wem cny4yae aea tuna VLAN: no noptam u IEEE 802.1Q.

6. NMpoTokonbl cBA3yrLwWero aepena (Spanning Tree

Protocols)

[nsa obecnevyeHnsa HageXHOCTM paboTbl CETM 3a4acTyro HeoBXxoanmMo
MCNonb3oBaTb pe3epBHble

NHUK cBS3K. ba3oBble NPOTOKOMbI NTOKANbHbIX CETEN NOAAEPKMBAIOT TONBKO
ApPeBOBUAHbIE, TO

€CTb HE cofepXallume 3aMKHYTbIX KOHTYPOB, TOMOMOMNN CBA3EN. OTO O3HAYaET,
YyTO ANs opra-

HM3aLMKN anbTepHATMBHBLIX KaHaNoB TPebyoTcst 0cobble MPOTOKONbI U
TEXHONOIMMK, BbIXoAsLLNe



3a pamkn 6as0BbIX, K KOTOpbIM oTHOocuTCcA Ethernet. [na aBTomaTnyeckoro
nepesoga B pe-

3epBHOE COCTOSIHWE BCEX anbTepHaTUBHBLIX CBA3EN, HE BMUCHIBAOLLNXCS B
TOMNOMOrnIo Aepesa,

B JOKanbHbIX CETAX MCMNOMb3YKTCA anropuTtm ceAsyoLllero gepesa (Spanning
Tree Algorithm,

STA) n peanuaytowmii ero npotokon (Spanning Tree Protocol, STP) u
pacLmpeHns nocneaHe-

ro.

6.1. Anroputm ceasytowero gepesa Spanning Tree Algorithm, IEEE

802.1d)

Anroput™m cBasyloLero (rnpumevyaHue: WHOrga MNOKPbIBAOLLErO,
pacnpegensiowiero) aepesa

npegHasHavyeH Ons U3MEHEHUsI CTPYKTYPbl MOCTPOEHHOM Ha KOMMYyTaTtopax
BblYNCINTENBbHOM

CeT Takum obpas3oM, YToObl B HEW OTCYTCTBOBASM LMKNbI, U YTOBLI Npy 3TOM
CeTb coXpaHuna

CBA3HOCTb. MI3HayanbHO anroputm Obin paspaboTtaH komnaHuen Digital
Equipment Corporation.

BnocnegctBun aT1OT anroput™m 6bin B3AT 3a OCHOBY Npu paspaboTtke
kommntetom |IEEE cneuu-

dpukauumn 802.1d, B COOTBETCTBMM C KOTOpOW obecneuymBanacb
aBTOMaTMyeckoe U3MeHeHue

CTPYKTYpbl CETU, NOCTPOEHHON HA KOMMYTaTopaXx.

Onsa Toro 4tobbl anroputM STA MOT BbINOMHATLCHA, HEOOXOAMMO YTOObLI B CETU

KOMMYTaTOpPOB
ObINKN BbINOMHEHbI CriegyoLwime npeaBapuTenbHble YCTaHOBKM:

KaXaoMy KOMMYTaTopy agMUHUCTPATOP AOSMKEH Ha3HaunTb

YHUKarbHbIN naeHTuuka-

TOp, Ha OCHOBE KOTOpPOro ByaeT nosiydyeH nNpuMopuTET KOMMYyTaTopa

Kak KoMbuHaumsa

MAC.agpeca kommyTaTtopa 1 HadHa4YeHHOro naeHTudukaTopa.

Kaxabl NOPT KOMMYyTaTopa TOXe AOIMKEH MMETb YHUKANbHbIN

naeHTudgumkaTop;

ANS KaXOoro nopta KommMmyTaTopa LOMKHO ObiTb onpeaeneHo 3HadeHune

OTHOCUTENBHOMN

CTOMMOCTW OTNPABKM KaApoOB Yepe3 AaHHbIN NOpT, KOTOpOoe 0BbIYHO

obpartHO nponop-

LMOHanbHO NPOMyCKHOM CNOCOBHOCTM NOLKMYEHHOrO KaHana.
Mocne Toro, kak 6b1NKn 3aaaHbl yKazaHHbIe HACTPOKMKK, anroputm STA
npegnonaraet BblMNosiHe-

HWEe HEeCKOSbKMX NOCneaoBaTeNlbHbIX 3TarnoB:

BbIOOpP KOPHEBOIO MOCTA,

BbI6OP KOPHEBbLIX NOPTOB;

BbI6OP Ha3HaAYEHHbIX MOCTOB;

BbI6Op HA3HA4YEHHbIX NOPTOB;



N3MeHeHMe KoHUrypaumm cetu.

AnropuTtm BbIGOpa KOPHEBOro MocTa
KopHeBbiM B anroputme STA Ha3blBaeTCs MOCT, pacrofoXeHHbIN B BepLUMHE
Aepesa, B KOTO-
poe npeobpasyeTcsa cyulecTBylowaa CTpyktypa cetu. Anroputm STA
npegnucbiBaeT MUCorb-
30BaHVe B KayecTBe Kputepusi Bblbopa 3HadeHne npuopuTeTa MoCTa, KOTopoe
npegcrasnsaet
coborn MAC agpec gaHHoro mocTta. [nsa Toro 4tobbl CUCTEMHbIN
agMUHUCTpaToOp MOr ynpas-
NSATb NpoLEeCccOM BbibOpa KOPHEBOro KOMMYyTaTopa OH MOXET Has3HavaTtb A5
Ka)Kaoro KOMMmy-
Tatopa YHUKasbHbIN nOEHTUUKATOpP, KOTOPLIW U ABnSeTcs npuoputeToM. Ha
PUCYHKe g npea-
CTaBrieHa cxema CeTu, KOTopasi MOCTPOeHa C UCMNOSb30BaHNEM KOMMYTaTOpPOB
N COOEPXUT He-

CKOMnbKO neTenb. B kayecTBe KOPHEBOro MOCTa B JaHHOM cny4yae byaet BbibpaH mocT Nel.

Pucywok 8. Mpumep paboTel anroputma STA C CEThIO, COOQERMaALLEH NeTNEBLIE CT PYRTYRGI.

AnropuTtm BbIGOpa KOPHEBbIX NOPTOB

Mocne onpegeneHns KOPHEBOro MOCTa BCE OCTaBLUMECH MOCTbI BbIMOSTHAOT
npoueaypy onpe-

aeneHnss kopHesoro nopta (root port). KOopHeBbIM cuynTaeTcs TOT M3 NOPTOB
MOCTa, KOTOpbIn

cBsi3aH Hanbonee gelueBbIM NyTeM C KOPHEBBIM MOCTOM. B npouecce
onpegeneHns KOpHeBOro

nopta onpegensieTcs Takke 3HadYeHue CTOMMOCTU KOPHEBOro MapLupyTta
(root path cost). Ha

PUCYHKE 7 KOPHEBbIE MOPTbl MOCTOB OTMEYeHbl TOYKOW. Yucro,
pa3MelLeHHOe OKOMo nopTa,

COOTBETCTBYET PpaCCYNTAHHOMY 3HAYEHMIO CTOMMOCTU KOPHEBOIO MapLUpyTa.



CTonmMoCTb MapLlpyTa MHOTA4a Ha3blBalT paccTosstHueM. IMeHHO no aTomy

Kputepuio Bblbupa-

€TCS €OMHCTBEHHbIN NOPT, COEAMHSIOLLNNA KaXablh KOMMYTaTOpP C KOPHEBLIM, U
€0NHCTBEHHbIN

KOMMYTaTOp, COEAMHSAIOWNA KaXabll CEerMeHT CETU C KOPHEBbIM
kKommyTatopoMm. CTOMMOCTb

MapLupyTa onpegensaeTca Kak CyMMapHOe YCNoBHOE BpeMs Ha nepegadvy
ogHoro 6uta gaHHbIX

OT nopTa [aHHOro KOMMyTaTtopa [0 nopTa KopHeBoro kommytartopa. [lpu
3TOM BpeMeHeM

BHYTPEHHMX Nepedad (C nopTa Ha NOpT) NpeHebperatoT, y4nUTbIBAETCA TOMbKO
BpeMs nepegayn

Mo cermMeHTam CeTu. YCrNOBHOE BPEMS CErMEeHTa pacCyYMTbLIBAETCH Kak BpeMm4,
3aTpaymBaemoe

Ha nepepgadvy ogHoro 6uta nHgopmaumm B 10 HAHOCEKYHAHbIX €4MHMLAax Mexay
HenocpeacT-

BEHHO CBSA3aHHbIMW MO CErMeHTy ceTn noptamu. [ina cermeHTa Ethernet ato
Bpemsa pasHo 10

YCNOBHbIM eanHMLIaM.

B Tom cny4yae, eCri HeCKOJ1bKO NopToOB MOCTa MMEKOT OAMHaAaKoBOE 3Ha4YeHne

BENNYNHbI KOPHE-

BOr0 MapLupyTa, B Ka4eCTBe KOPHEBOro BblbuMpaeTcs nopT, UMEOLLMIA
MEHbLUMNA MOPSAKOBLIN

HOMep, TO eCTb HanbOMNbLUWIA NPUOPUTET,

Anroputm onpegeneHus HasHa4YeHHbIX MOCTOB M NOPTOB

[Mocne onpeneneHnst KOPHEBbLIX MOPTOB BbINOMHAETCA Npoueaypa onpeaeneHms
Ha3Ha4YeHHOoro

MocCTa Ans cetu. Ha pucyHke 7CcermeHTbl ceTn 0603Ha4YeHbl PUMCKUMUN
umpamun. B kavecTtBe

Ha3HA4YE€HHOro ANl CEerMEeHTa CETU BbIOMpPAETCsl MOCT, KOTOPbLIN UMEET
MWHMMAarbHOE 3Ha4YeHne

CTOMMOCTU KOPHEBOrO MapLupyTa. B Tom cnyyae, ecnm HECKONbKO MOCTOB ByayT
UMeTb OAnHa-

KOBOE 3HayeHue BEeNMYUHbI KOPHEBOr0 MapLupyTa, B KayecTBe Ha3Ha4YeHHOro
OyneT BbIbpaH

MOCT, KOTOPbIA MMEET MMHMMAaNbHOE 3Ha4YeHue MAeHTUdukaTopa, TO ecTb
MaKCMManbHbIN

npuopuTeT. B YyacTHOCTM, ANs paccmaTpuBaemMoro BapnaHTa CeTu,
Ha3Ha4YeHHbIM MOCTOM A4

cermeHTa ,6yaet BbibpaH MocT Ne2, KOTOPOMY COOTBETCTBYET TaKOe Xe
3Ha4yeHune 3TOoN BENUN-YMHbI, 4TO 1 MocTy Ne4. AHanormyHbiM o6paszom mocT
Ne5 Byget BbibpaH Ha3Ha4YeHHbIM MOC-

TOoM Ansa cermeHToB V 1 VI.

[MopT Ha3Ha4YeHHOro MocTa, KOTOPbIA MCNOMBb3YeTCA ANS NOAKNI0YEHUS K
BblIOpaHHOMY cermeH-



Ty CETW, Ha3blBaeTCA Ha3Ha4YeHHbIM MOPTOM. Ha pucyHke 7 Ha3HaueHHble
NOPTbl OTMEYEHDI
TPEYroNbHNKOM.

Y KOPHEBOIo MoCTa BCe NMopThbl ABMAKOTCA Ha3Ha4YeHHbIMU, @ X pacCCToAHME O0

KOpHsI nonara-
eTCcsl paBHbIM Hymo. KopHEBOro nopTta y KOPHEBOIO MOCTa HeET.

N3meHeHMe KOchMrypame CeTU No pe3ylibTaTaM BbINOJIHEHUA anropuTma

STA

Mocne Toro, kak 6binn onpegeneHbl Ha3Ha4YeHHblE MOCTbI U NOPTbI, MOXET
ObITb BbIMNOMHEHA

npoueaypa n3MeHeHuUs CTPYKTYpbl ceTu. B cooTBETCTBUM C 3TOWN NpoLenypon,
BCE MopTbl MOC-

TOB, KOTOPbIE HE NOSTYYMIIN CTaTyC KOPHEBbLIX UMM HA3HAYEeHHbIX, OOMMKHbI BbITb
nepeBeaeHbl B

3abnoknpoBaHHOe cocTodaHME. B cooTBeTCTBME C 9TOM NpOoLEeaypOn AOSMKHbI
ObITb 3abnokunpo-

BaHbl BCe NopTbl MOCTOB Ne3, 4 1 6 (PUCYHOK o). Takke AOMKHbI ObITb
3a6noknpoBaHbI NOPThI,

KOTOpbI€ HE MOMyYnsin CTaTyc KOPHEBBIX UM HAa3HAYEHHbIX, HA KOPHEBOM U
Ha3Ha4YeHHbIX MOC-

Tax.

Pucywok 9. Tononoria CeTH NOCNE NPHMEHEHKA ANTOpHTMA CBAZYIOWEND Nepera.

lNMpoTokon cBsaA3youwero aepesa (spanning Tree Protocol)
[ns aktmBM3aumm npotokona sTP agMuMHUCTpaTop LOMKEH aKTUBMPOBATb
NPOTOKOM, a 3aTem
3agatb cnegyowme obsssameribHble HacmpoUKU Ha KaXXaoM KOMMyTaTope B
ceTu:
1. YHuKanbHbI noeHTMdUKaTop KoMMyTaTtopa, Ha OCHOBE KOTOPOro byaer
nonyyeH npu-
OpuTET KOMMYTaTopa. YemM MeHbLLE 3HaYeHne naeHTnugukaTopa, Tem
Bbile Byaet npu-
OpuTET KOMMYTaTOpa.
2. YHuKanbHbIN naeHTUuKaTop 4ns Kaxgoro nopra KommyTtaTtopa. Yem
MeHbLUE 3HaJde-
HWe ngeHTudukaTopa, Tem Bbilwe ByaeT npMopuTeT NopTa.



3. CToMMOCTb OTNpaBkM KagpoB Yepe3 Kaabl NopT KOMMyTaTopa,
O6bl4HO KOMMYyTaTOP
aBTOMaTUYECKMN BbIYMUCMSET CTOMMOCTb ANA KaXOoro cob6CTBEHHOro
nopTa Ha OCHoBe
MPOMYCKHOW CMOCOBHOCTM NMOAKIIOYEHHOW K MOPTY MMHUN CBA3MW.

Takke B 3aBMCMMOCTW OT MOAENV KOMMYyTaTopa agMUHUCTPATOP MOXET

OONOJTHUTENTbHO BPYY-
HYIO 3adaTb 3Ha4YeHune cneayrmnx nepemMeHHbIX:

1. WnutepBan npusetctBus Bridge Hello Time- aTto uHTepBan mexay

ABYMS NOCbIfiKamu
cneumanbHoro naketa BPDU (cM. HWxe), paccbinnaeMoro KOpHEBbIM
KOMMYTaTopoM Ans
OMNOBELLEHUSA OCTallbHbIX KOMMYTaTOPOB O TOM, YTO KOPHEBOW
KoMMyTaTop OYHKLUNOHMK-
pyerT.

2. MakcumanbHbIi BO3pacT KoMmmyTtartopa gridge Max. Age Ecnu naket

BPDU He Oyaget
NnonyyeH OoT KOPHEBOro KOMMYyTaTopa No UCTEYEHUU MaKCUMaribHOro
BPEMEHW XU3HN, TO
Ball KommyTatop OygeT cumtaTb, YTO KOPHEBOW KOMMYyTATOp nepecTan
dYHKLNOHNPO-

BaTb, TO €CTb MPOU30LLNN N3MEHEHNS B KOHUIypauum cetu, a 3atem
Ha4yHeT nocbinaTb

cobcTBeHHbIN BPDU Bcem gpyrum KoMmyTaTopam Ansi pas3pelueHus
cTaTb KOpPHEBbIM

MOCTOM.

3ameyaHue: HeobxoouMo Ha Bcex KOMMYyTaTopax ceTu 3Ha4deHune

napameTtpa Bridge
Max. AgeBbICTaBnaTb 6onblwnM 3Ha4eHus napametpa gridge Hello Time
(cm. cbopmynebl
HWKe), Ha4ye NOCTOAAHHO ByAyT NPOUCXOAUTL OLUMBKM KOHMUTypauuw.
3. 3agepkka cMeHbl COCTOSAHNA KomMyTaTopa Bridge Forward Delay ato
BpeMS, KOTopoe
3aTrpayMBaeTcsa He nepeBof Nboro nopra M3 pexmnma OrOKUMPOBKK
(viocking state) B
pexum pyHKUMoHMpoBaHus (orwarding state).

[ns HopmanbHOro gyHKUMOHUPOBaHUA npoTtokona STP

npuBedeHHbIE MapamMeTpbl
OOJDKHbI YOOBNETBOPATL cregyrouemMy yCcrioBUio:
2% Hello Time + 1) < Moacdge = 2% ForvwardDefiv—1)
MNocne akTnBaumm " OCyLlecCTBIleHUA HeO6XO,D,VIMI:>IX HaCTpoOeK

agMUHNCTPATOPOM MPOTOKOS
STP HaunHaeT (pyHKUMOHMpoBaTb. YTOOLI BbINOMAHUTL BCE LWIAru,
3ari0KeHHble B anroputme



STA, kOMMyTaTOpbIl, paboTatowme no npoTokony STP, obMmeHnBaloTCA Mexay
cobon coobue-
HMaMM B cbopmaTte, onpegerneHHom ctaHgaptom IEEE 802.1d. 3tum
coobLieHna HasbiBaloTCA
6nokamun gaHHbIx NnpoTtokona moctoB (BPDU, Bridge Protocol Data Unit) n
cogepxart cnegyto-
Lme nons.
NaeHTndukaTop Bepcum npotokona (2 6anta). KommyTaTopbl 4OMKHbI
nogaepXxuBatb
OOHY M Ty XXe Bepcuto npoTokona STP, nHaye MOXET YCTaHOBUTLCSA
aKTMBHaA KoOHQUry-
pauus ¢ NeTnsaMu,
Tun coobleHuns (1 6anT). CywecTByeT ABa Tvna cooblieHnn BPDU —
KOHOMrypaLumnoH-
HbIn BPDU, To eCTb 3asiBKa Ha BO3MOXHOCTb CTaTb KOPHEBbLIM
KOMMYTaTtopoM, Ha OCHO-
BaHUN KOTOPOW NPOUCXOAUT onpeaerieHne akTUBHOW KOHurypaumm, n
BPDU yBenom-
NeHnst 0 PeKoHMUrypaumm, KOTopoe MOCbINaeTCss KOMMYTaTOpOM,
oOHapy>XMBLUUM CO-
ObITne, Tpebytollee NpoBeAeHNs PEKOHMUIypaunmn .oTkas NMMHUN CBA3MN,
oTKa3 nopra,
N3MEeHeHne NpMopuTETOB KOMMYTaTOpa U NOPTOB,
®naru (1 6anT). CogepxunT ABa 1.6UTHLIX donara:
> but . Topology Change (M3ameHeHne Tononorumy—
yKa3blBaeT Ha TO, YTO CO-
obweHne 6bINO0 NocrnaHo Ans TOro, YTOObl CUMrHaNM3MpoBaTb
06 M3MeHeHun B
cocTaBe ceTu (CoobLleHne pekoHdUurypaumnm);
> BuTt ;. Topology Change Acknowledgment ([NogTeepxxaeHne
N3MEHeHus Toro-
nornmy— ncnonb3yeTcsa AnA NOATBEPXAEHUSA NONyYeHus
Cco0OLLIEHNS pEKOHDU-
rypauumn ¢ yCTaHOBIIEHHbIM BGUTOM o.
MNpuopuTeT KopHEBOro KommyTatopa @8 6anTicooepXuT B KayecTse
sMnagLmnx 6ant
MAC.agpec KOpPHEBOro KOMMyTatopa M B KadecTBe Crapwux 2 6ant
naeHTndgukaTop
KOPHEBOro KOMMYyTaTopa, Ha3Ha4YeHHbIN agMUHUCTPATOPOM,
CronmocTb KOpHeBOro nyTu (2 6anTa).

MpuoputeT kommyTatopa 8 6GanT) cogepXuT 6.6anToBbIV annapaTHbIN

agpec MmocTa,
nocnasLero coobuieHne, n 2.6anToBoe 3Ha4YeHe 3a4aHHOro 3TOMY
MOCTY UAEHTUU-

KaTopa.

NoeHTndumkatop nopta 2 6anta). Onpenensiet nopt, Yepes KOTOpbIN
ObI10 NocnaHo

coo0OLleHue.



Bospact coobLueHns (2 banTa) YkasbiBaeT Ha BpeMs, npoLueailee ¢
MOMEHTa OTnpas-
Kn coobueHna. Namepsetrca B eguHuLax BpemMeHu, KpatHbix 0,5
cekyHabl. Kaxabin
KoMmyTaTop AobaBnseT KO BPEMEHU XM3HM NaKeTa CBOE BpeMS
3aepXKN.
MakcumanbHbin Bo3pacT coobueHnsa (2 6anTta). 3agaeT orpaHudeHue
BO3pacTa, no
AOCTUXKEHUN KOTOPOro coobLieHne JOmMKHO ObiTh yaaneHo.
Nutepan npusetctBus gridge Hello Time (2 6anta). dukcupyet
BpEeMEHHOW NHTepBan
Mexay KOHUrypaumMoHHbIMU COOBLLEHNAMN KOPHEBOIO MOCTA.
3agepxka cmeHbl cocTosiHu Bridge Forward Delay (2 6anTa).
Cneuundoumumpyet npo-
MEXYTOK BpEMEHU, B TEYEHUEe KOTOPOro KOMMYTaTOPbl JOITKHbI
oXuaaTb 3aBepLleHus
paboTbl anroputMa STA nocne nameHeHus Tononorum cetu Ecnu ewwe
He BCE KOMMY-
TaTopbl 3aKOHYMNN paboTy anropMTMa, TO NpeXxXaeBpeMeHHbIe nepeaayn
AaHHbIX MOTYT
BbI3BaTb NOSABMEHNE LUKITOB.
CoobueHns BPDU wmHKancynupyrTcs CTaHOapTHbIMKU KagpaMu NpoTokona
KaHnanbHoro ypos-
HA. YKenatenbHo, YTOObLlI BCe KOMMYTaTOpbl NOAAEPXMBanun 06U rpynnoBou
agpec, ¢ NomMo-
b0 KOTOPOro Kagpbl, cogepxawme naketsl BPDU, mornn ogHoBpeMeHHO
nepegaBaTbCA BCEM
KoMmyTaTopam ceTu. B npotnsHomM cnyyae naketsl BPDU paccbinatoTcs
LUMpOKOBeLLaTesbHO.
MakeTbl BPDU He nepeHanpaBnaioTcs B Apyrme ceTu.

XKu3HeHHbI umkn npotokona STP MOXHO nNpeacTaBuTb B BUAE crieaytoLler 6rnok.cxembl.
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Pucynok 10.
MoapobHO paccMOTpUM KaxKkabl U3 3TANOB LMKNA.

[1pouecc koHuaypauuu

Bbibop kopHeeo20 mocma_llocne nHMumnanmsaumm Kaxabli KOMMyTaTop
CHa4vana cuyuTaet cebs

KOpHeBbIM. [10aTOMY OH HauMHaeT 4vepe3 uHTepsan npueeTcTBUA gridge Hello
Time reHepunpo-

BaTb Yepes Bce CBOM NopTbl coobieHns BPDU koHpurypaumoHHoro tuna. B
HUX OH YKasblBaeT

CBOW MPUOPUTET B Ka4eCTBe NpuopuTeTa KOPHEBOro KOMMYTaTopa, PacCTosHME
00 KOpHA yCTa-

HaBnueaeTcsa B 0, a B KayecTBe naeHTUduKaTopa nopTa ykasbiBaeTcs
npuopuTeT TOro NnopTa,

Yyepes KoTopbi NnepenaeTca BPDU Kak Tonbko kommyTtaTop nosiydaet BPDU, B
KOTOPOM nMe-

eTca MNpUopuUTET KOPHEBOIO KOMMYTaTopa, 6bonblie ero cobCTBEHHOrO, OH
nepecrtaeT reHepu-

poBaTb CBON COOCTBEHHbIE kKaapbl BPDU, a HaUMHaeT peTpaHCcnMpoBaTh TOMNbKO
Kagpbl HOBOro

npeTeHgeHTa Ha 3BaHWe KOpHEBOro kKommyTtaTopa. pu peTpaHcnsaunm kagpos
OH HapalwmBaeT

paccTosHWe A0 KOpPHSH, yKkasaHHoe B npuwegwem BPDU, Ha ycnoBHOe BpemA
cermMeHTa, no Ko-

TOPOMY MPUHAT OAHHbIN Kaap.




Bbi6op kopHegoz0o rnopma_ Npn peTpaHCnaunmn KagpoB Kaxabli KOMMyTaTop Ans

KaXxgoro cBo-

€ro nopTa 3anoMuHaeT MMHUMarnbHOEe pacCcTosHNe 4O KOpHS. [pu 3aBepLueHmn
npoueaypsbl yc-

TaHOBMNEHUA KOHUrypaumm nNOKpPbIBAIOLLErO AepeBa, KaXabli KOMMyTaTop
HaxoguT CBOM KOp-

HEBOW NOPT — 3TO MNOPT, KOTOPbIN BRvKe APYrnX NOPTOB HAXOLUTCH K KOPHIO
aepesa.

Bbib6op Ha3Ha4YeHHbIX MOCmo8 u rnopmoe8.Kpome 3Toro, KoMMyTaTopbl

BbIOMpaOT Ans Kaxaoro

CermMeHTa CeTu HasHayeHHbI NopT. s 3TOr0 OHM UCKIOYatoT M3
pPacCMOTPEHNA CBOW KOpHe-

BOM nopT. [lanee Angd BCeX CBOMX OCTaBLUMXCS MNOPTOB CPABHMBAKOT NPUHSTHIE
MO HAM MUHU-

MarbHble PacCTOAHNA A0 KOPHS. [MopT C MMHUManbHBIM PAcCTOSTHUEM SIBISIETCA
Ha3Ha4YeHHbIM

noptoMm. Korga umeeTcst HECKOMbKO NOPTOB C OAMHAKOBbBIM KpaTyaniimm
paccTosiHueM Jo Kop-

HEeBOro KoMMyTaTopa, BbibupaeTcs NopT C HAUMEHBLLMM NOEHTU(UKATOPOM
(cnepoBaTtensbHoO C

HanbonbwnM npuopuTeTom). Bce nopTbl, KpOME Ha3HaAYEHHbIX U

KOPHEBOro NepeBOAATCA B

3abnoOKMpPOBaHHOE COCTOSAHNE N Ha 3TOM NOCTPOEHUE NOKPbIBAOLLIEro Aepesa
3aKkaH4yMBaeTcs.

@yHKYUOHUpOBaHuUe cemu

B npouecce HopmanbHOM paboTbl KOPHEBOW KOMMYTaTOpP NpoAosiKaeT
reHepmpoBaTb Cryxeb-

Hble nakeTbl BPDU 4epe3 nHtepsan gridge Hello Timea octanbHble
KOMMYTaTOpbl NPOA0SKa-

0T UX MPUHUMATbL CBOMMW KOPHEBLIMM MOPTaMUN U PETPAHCNIMPOBaTh
Ha3Ha4YEeHHbIMM.

Bo3HukHogeHue cobbimusi, mpebyrowezo rnpogedeHue pekoHgpuaypauuu
B npouecce pyHKUMOHMPOBAHUSA CETU C YCTaHOBUBLLENCHA OPEBOBUOHON
Tornonornen cneayo-
lwme cobbITna NpMBOAAT K MHULManNu3aLumMmM HOBOW npouenypbl NOCTPOEHUS
NMOKpbIBalOLLLErO Ae-
peBa.
€CI1 N0 UCTEYEHUMN MaKCUMASIbHOrO BPEMEHU XXN3HU KOPHEBOMW MOPT
noboro KoMmyTa-
Topa ceTn He nony4yuT naket BPDU oT kopHEBOro kommyTtaTtopa,
ecnu nakeT BPDU, reHepunpyeMblin KOPHEBBIM KOMMYTaToOpoM, byaet
nonyyeH noobbIM
He KOpHEeBbIM MOPTOM J1060ro Ha3Ha4YeHHOro KoMMmyTaTopa.

Pacchbinka coobweHul o pekoHguzypayuu



KommyTaTtop, oOHapy>XMBLUMN OAHO W3 BbILLENEPEYUCIIEHHbLIX COOLITUN B
nepByl0 oyepenb
onoewaeT 06 3TOM KOpHEBOW KOMMYyTaTOpP (PUCYHOK 11).
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Pucywor 11.
Kak Tonbko KOpeHb Yy3HaeT O npoucweguem U3MeHeHUn, OH BbICTaBIAET Cbnar

TcB coobLue-

Huax BPDU, koTopble OH paccbinaet. 3aTemM gaHHble cOObLLEHNSA
pacrnpocTpaHATCA Mo BCeu

cetn. B aTtom cny4vae rpad ceTu BbICTpanBaeTCs 3aHOBO B COOTBETCTBUM C
BbILLEOMNUCAHHbIM

anropuTMom.

Y naketa BPDU c yBegoMIneHneM 0 pekoHdurypaumm oTCyTCTBYIOT BCe MOSIs,
KpOMe nepBbiX

ABYX

CocmosiHuUsi Mopmog KoMMymamopa
Takum obpasom, B npoLiecce NoCTPOEHUS TONOMOrMM CETU KaXabl NopT
KOMMYyTaTopa Mnpoxo-
JUNT HECKONbKO CTagun:
Blocking (3abnokupoBaH). [pu nHnynanusauum kommMmyTatopa Bce
nopTbl (3a UCKIoYe-
HMEeM OTKIOYEHHbIX) aBTOMaTUYeCKN MNepeBOASATCA B COCTOSAHUE
"3abnoknposaH". B
3TOM criyyae nopT reHepupyeT, npuHumaet, obpabaTbiBaeT u
peTpaHCnMpyeT TOMNbKO
nakeTbl BPDU. Bce ocTtanbHble nakeTbl HE NepenaroTcs.
Listening (MpocnywmnsaHne). B HavanbHbii MOMEHT paboTbl
anroputma STA nopThl
KoOMMyTaTopa nepexogdatr B coctodHue "llpocnywmBaHue”. B aToT
MOMEHT nakeThl
BPDU ot gpyrmx KOMMyTaTOpOB €Lle He NMomny4YyeHbl 1 KoMMyTaTop
cumTaet cebsi kopHe-
BbIM, @ BCE CBOM NOPTbl — HA3HAY€HHbIMU. B 9TOM pexmnme nopT MOXeT
HaxoauTbCH A0
ncTedeHns Tanmepa cMmeHbl coctosHu (Forwarding Timer). 3HayeHue
Tanmepa bepert-
Cs U3 3Ha4yeHusi nepemeHHon gridge Forward Delay moxeT
yCTaHaBnMBaTbCA agMUHU-
cTpatopom (CcM. Bbilwe). B aTom pexxume nopT npogosnkaeT
reHepvpoBaTtb, NPUHUMaTb,
obpabaTbiBaTb U peTpaHcnMpoBaTb Tonbko naketbl BPDU. Ecnu B
TeYeHune 3Toro Bpe-




MeHn nopT nony4unt BPDU c nydwnmu napameTpamm, 4Yem cOBCTBEHHbIE
(paccTosiHue,

naeHTudumkaTop KommMmyTaTopa wunv noprta), TO OH Nepeunaet B
cocTosiHue "3abnokupo-

BaH". B npoTnBHOM crnyyae nopT nepeBoautcs B coctosiHme "ObyyeHune".
Learnirg (O6y4eHune). MopT HaumMHaeT NpuHMMaTh NakeTbl N HA OCHOBE
afpecoB UCTOY-

HMKa CTpoUTb Tabnuuy KommyTauuun. [1opT B 3TOM COCTOSIHWUM BCe eLle
He npoasuraet

nakeTbl. [MopT npogomkaeT yyacteoBaTtb B pabote anroputma STA, u npm
NOCTYNNEHUN

BPDU c nyywnmu napameTpamMmu nepexoguT B coctosiHue Blocking
"3abnoknposaH".

Forwarding(lMpogswxkeHune). Tonbko nocne AByKpaTHOW BbIOEPXKM MO
TarMmepy nopT ne-

pexoguT B coctosiHne —l1poasmxkeHunell n obpabaTtbiBaeT naketbl
AaHHbIX B COOTBETCT-

BMM C NOCTPOEHHOM Tabnuuen

Disable(OTkntoyeH). B aTo cocTtosiHMe nopT nepeBoanT agMUHUCTPaTop.
OTKNtOYEHHbIN

MopT He y4YacTByeT HM B paboTe npoTokona STP, HM B NPOABUKEHUN
NakeToB AaHHbIX.

[MopT MOXHO TaKxe BPYYHYIO BKIIOYUTbL U OH CHavarna nepevjet B
cocTtosiHme Blocying.

BpemeHHas gnarpaMmma CoOCTOSIHUS! MOPTOB NPUBEAEHA HUXKE.

Mo mianng cuaTudda
Foraarding Timer

WiCTauesWe c-ieT-red
Forwarding Timer

Havane padoTu STA

Mampeiesixe BFOU C
ey et
8 Eraba Toa dlnt

Mamesne BPDUC meiwsia
FEGARETHA

Bl I SRS NOETE
A0 CTIATORO
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PucyHok 12,

Hedocmamku npomokona STP:
MoXXHO BblOeNUTbL cnefyoLlmMe OCHOBHbIE Hea4oCTaTKkn npoTokona STP:
1. MegneHHoe BpeMsi BOCCTaHOBMNEHUS (CXOAMMOCTU) CETU NOcre aBapuu.
Mpu ncnonb3o-
BaHWN HACTPOEK MO YMOSYaHUIO, 3TO BPEMS MOXET JOCTUraTb
HECKOJSTbKUX MUHYT B He-



OonbLION CeTH AN BOCCTAHOBMNEHUA MNOCne NpoCcToro odbpbiea
coeanHenud. lNoka wnpet
npoLuecc BOCCTaHOBMEHWS, NONb30BaTeNV OTOPBaHbl OT CETU, U
BGONbLWMHCTBO NPUIIO-
XXEHWI 3aKpbIBalOT CBOM CeCcuUm No TarmmM.ayTy Ao Toro, Kak pabota cetu
BOCCTaHOBUTCS.
C TO4KM 3peHns nonb3oBaTenen ato 6onblioe HeyaobCcTBO, TaK Kak OHU
OyayT BbIHYX-
AeHbl NepeycTaHaBNMBaTb BCe CECCUN, OTKPbITbIE NMPUTOXKEHUAMMU.
2. bonbLlloe KonMyecTBO coeauMHeHU B ceTn, ncnonbaytowlen STP,
HaxoguTca B 3abnNoKu-
POBaHHOM COCTOSIHUM U He nepefaeT AaHHble. Takum obpasom,
3HayuTenNbHas 4YacTb
NPOMYCKHOM CNOCOBHOCTM CETU HE UCMONb3YETCS.
[aHHble HegocTaTKy NpU3BaHbl YCTPAHUTL CReayoLmne NoKoneHus
npotokona sTP — Rapid
STP u yultiple STP, KOoTOpble pacCMOTPEHbI HUXE.

6.2. Anroputm GbicTporo cesasyruwero aepesa (Rapid Spanning Tree

Algorithm,

IEEE 802.1w)
CtanpapTt Ha npoTokon ceaaytowero gepesa IEEE 802.1d Spanning Tree
Protocol 6bin paspa-
6oTaH B 1983 roay, korga Bpemsi BOCCTaHOBIEHUS ceTU nocre cbos B TedeHnn 1
MUHYTbI CYK-
Tanocb A4ocTaToyHo npuemnembiM. [poTtokon IEEE 802.1w Rapid Spanning
Tree (RSTP) 6bin
npeasioXkeH MHOrMMU NPOU3BOAUTENAMU A5 YMEHbLUEHUA BPEMEHU MPOCTOS
KITMEHTCKMX NOp-
TOB BO BpeMsi rnpoueaypbl BOCCTAHOBMNEHNA ceTU, ucnonbayowen STP.
lNpoTtokon RSTP moxeT
paccMaTpuBaTbCs CKOpee Kak 3Bosiouma npotokona STP, Hexenu kak
pesonouus, TepMmHo-
norusa ctaHgapta IEEE 802.1d B ocHOBHOM ocTanach npexHen bonbmHCTBO
napameTpoB OC-
Tanucb 6e3 nameHeHun Takmm obpas3om, Nofnb3oBaTeNn, XOpoLo 3HaKoOMble
CO CTaHgapToM
IEEE 802.1d, cMmoryT 6bICTPO NOHATb M CKOH(UIypmMpoBaTb CETb Ha OCHOBE
HOBOrO CTaHgapTta
IEEE 802.1w. Ctangapt |EEE 802.1w coBmectum co ctaHgaptom EEE 802.1d,
HO Mpu 3TOM
TepATCA AOCTONHCTBA npoTokona RSTP,

OcHoBHble oTnnumnAa ctaHpaprta EEE 802.1w ot ctanpgapTa IEEE 802.1d
Omnu4due 1. CocmosiHUsi Topmoe8 KoMMymamopa
CornacHo ctaHgapTy Ha npoTokon RSTP cyllecTByeT TONbKO TPU COCTOAHUSA
nopra.
Discarding(OTsepratoLmny CoctosiHusa «OTkmno4eH», «3abnoknposaH»
n «lpocnywu-



BaHne» cTtaHgapTta IEEE 802.1d obbeanHeHbl B ctaHgapte |IEEE
802.1w B ogHO co-
ctosiHne «OTBepraroLwmnmn»,
Learnirg (ObyyeHue),
Forwarding(lMpoasuxeHue,
Takum o6pa3om, BpeMEHHasi AnarpaMmma COCTOSIHMS MOPTOB Ansi MPOTOKona
RSTP Bbirnaant
cnegyowmnm obpasom.

METausHne SaTuHeEa
Forwarding Tirmer

o Teniesie cueTHEa
Forwarding Timer

Momyuesne BPDU C mysiisise
Mapa e TDaE M

PucyHok 13.

Omnuyue 2. Ponu nopmos

Tak e Kak n B npoTokone STP octanucb ponu KOPHEBOIO Y HA3HAYEHHOIO
nopTa, HO NPOTOKOJT

RSTP BBOAMT eLle OBe OOMNOMHUTENbHbIE POSIM — anbTePHATUBHLIA NOPT
(alternative port) n

pesepBHbIv nopT (backup port). Mpotokon STP onpeaensdeT ponb NopTa Ha
OCHOBE MaKeToB

BPDU. lpy6o roBops, Bcerga CyLLeCcTBYET MeTO ANs CPaBHEHUS NMobbIxX ABYX
naketos BPDU

Ans Toro, 4ToObl pewnTb, Kakon u3 HUX bonee NpuopuTeTHbIN, [JaHHOe
CpaBHeHMe OCyLLeCTB-

NAeTCHA Ha OCHOBE 3HAaYeHU 3anucaHHbIX B nonsa «CTOMMOCTb KOPHEBOIO
nyTn», «lproputert

KoMmmyTaTopa» n «MpaeHtudpukatop noprta» KopHeBble M Ha3HaYeHHble
nopTbl B MPOTOKONe

RSTP onpefnensoTca u Ha3Ha4yalTCA TOYHO Takxke, Kak U B npoTtokone STP.
MoaTtomy umeet

CMbICI NoKa3aTb, KakuM 06pa3oM Ha3Ha4yaloTCs ansTepHATUBHbLIE U PE3EPBHLIE
nopTbl.

AnbmepHamugHbIl nopm AnbTePHATUBHbLIN NOPT ABNSETCA 3abroKMpOBaHHBIM

NOPTOM, KOTO-
pbln NnonyyaeT 6onee npuopuTeTHble NakeTbl BPDU oT gpyroro mocta (pUCyHoK 14).



ANsTEpHATHEHEE NOPT

@ HaanasaHHe# nopT

' FopHasol nopr

PrcyHor 14.

Pe3sepaHbiti nopm Pe3epBHbIN NOPT ABNSETCA 3abrnoKMpoBaHHbLIM MOPTOM,

KOTOpbIW nonyyaet
6onee npuoputeTHble naketel BPDU OT cBOEro e MocTa (pPUCYHOK 15).

PucyHok 15,

AnbTepHaTUBHbINA NOPT 06ecneynBaeT anbTepHATUBHBIA MapLUPYT K KOPHEBOMY

MOCTY W, cre-

A0BaTeNbHO, MOXET 3aMEHUTb TEKYLLMIA HAa3HAYEHHbI KOMMYTaTop.
Pe3epBHbIn nopT obecne-

YMBaeT BCEro NLb AONOMHUTENbHLIN KaHan K KOpHEBOMY MOCTY.

Omnuyue 3. Hosbit hopmam nakema BPDU
HekoTopble nameHeHus 3aTpoHynun n popmart naketa DPDU. B ctaHgapte IEEE
802.1d onpe-
AeneHo Bcero Asa dnara (cm. Bbiwe). CtaHpgapt IEEE 802.1w uncnonbayet
Bce 8 6uT nonsd
«®narn» naketa BPDU. HoBble chnarn obecnevnBatoT BbINONIHEHNE OABYX
OCHOBHbIX PYHKLNN:
KoOMpOBaHWE PO 1 COCTOSIHUA NopTa, KOTOPbIA creHepupoBarn naket
BPDU;
OCYLLIECTBIIEHME MEXaHM3Ma «npefnoXeHne/cornatieHne.
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[pyroe BaxHoe u3MeHeHWe, NpuBHeCeHHoe cTaHgaptom IEEE 802.1w B
dopmaT naketa

DPDU, — ato 3HayeHue nons «MaoeHTndukatop BepcuM NpoTokona»
COOEPXUT 3HayeHwue 2.

MocThbl, paboTtatowme no ctaHaapty IEEE 802.1d, 6yayTt otbpackiBaTtb nakeT
AaHHOro Tuna.

Omuuyue 4. Hosblil aneopumm pabomsi ¢ nakemamu BPDU

lNakemsl BPDU paccbeinaromcs ¢ uHmepeanom Bridge Hello Time scemu
KoMMymamopamu (a

He mOoribKO KOpHeebIM) U bosibwe He pempaHciupyromcs CornacHo
craHgapty IEEE 802.1d

naketTbl BPDU reHepmpoBan ToNbKO KOPHEBOM KOMMYyTaTOp C MHTepsanom yello
Time, KOTOPbIN

MOXEeT 3aaBaTbCs aAMUHUCTPATOPOM ceTu. [pn 3TOM OCTarbHble HE KOPHEBbLIE
KOMMYTaTopbl

TONbKO peTpaHcnuposanu naketsl BPDU, npuwewive Ha mnx KOpHEBOW NOPT.
CtaHpapt [EEE

802.1w npegnycmaTtpuBaeT, YTO BCe KOMMYyTaTopbl ¢ MHTepBanom Hello Time
paccbinaroT nake-

Tl BPDU ¢ cobcTBEHHON MHbOPMALMEN Yepes BCE CBOM NOPThI, AaXe eCnu
OHW He Nony4nnm

nakeT BPDU ot kopHeBOro mocta. Takum o6pa3om, nocrne yCTaHOBMEHMUS
YCTOMYMBOWN KOHPU-

rypaumm cetn (stan «PyHKUMOHUPOBAHUE CETU», CM. Bbiwe «XKMU3HEHHbIN
LUMKN npoTokona

STP») cnyxebHbin Tpaduk npoTokona rSTP Heckonbko 6onbLue, Yem y
npotokona STP. Yuu-

TbiBasi MPOMNYCKHYH CMOCOBHOCTb KaHanoB coBpeMeHHbIX JIBC, ato Boobuie




Hemnb3s cunTaTb
HEeOoCTaTKOM.

bonee 6bicmpoe ycmapesaHue uHgopmayuu B npotokone RSTP cnegyowme

cobbITns moryT
NPMBECTU K UHULMAnm3aLmm HoOBOW npoueaypbl NOCTPOEHUSA NMOKPbLIBAOLLETO
Aepesa.
€Cnu Mo UCTEYEHNN MaKCUMarnbHOM0 BPEMEHU XU3HW KOPHEBOW MOPT
noboro KoMmyTa-
Topa CeTu He nony4ut cnyxebHbin naketr BPDU oT KOpHEBOro
KommyTatopa (Kak u B
npotokone STP);

ecnu naketbl BPDU He ByayT nonyyeHbl Tpy pasa nogpsg (Tpu

nHTepsana yello Time)

OT COCeaHUX KOMMYTaTOpPOB.
Takmum obBpasom, Tenepb nakeTbl BPDU ncnonb3yoTcs B KavecTse
MexaHu3ma orpegeneHus
paboTOCNOCOBHOCTN NOAKITIOYEHHOM NIMHUKN CBA3U UM KoMMyTaTopa (keep-alive
mechanism).
KommyTartop, He nony4usLinm naket BPDU o1 gpyroro kKommMmyTtaTopa Tpu pasa
nogpsag, cumta-
€T, YTO CBA3b C APYrMM KOMMYTaTtopoM noTepsiHa [1ogobHbIN MexaHn3m
no3BonsieT ObicTpee
onpeaensitb HEMCNPaBHOCTb B CETU U 3arnyckaTb npouenypy pekoHdurypaumm.

Obpabomka «xydwux» nakemos BPDU. PaccmoTpum cnegyoLyto cutyaumio

(pucyHok 16). B

YyCTaHOBUBLLENCH TONOMNOMMN CETN NPOUCXOOUT paspblB CBA3WN MeXAY KOPHEBbLIM
KOMMYTaToOpOM

n kommyTtatopom B. CnegoBatenbHo, He nonyymB nakeT BPDU OT KopHEBOro
KOMMyTaTopa B

TedyeHun BpemeHn Max Bridge Age kommyTtaTop B paccbinaet coobuleHne o
peKkoHduUrypaumm,

a 3aTteM KOHdurypaumoHHbli naketT BPDU. B cnyyae npoTtokona STP Bcé aTo
npuBOANT K pe-

KOHurypaumm Bcen cetu. Mpn ncnonb3oBaHum e npoTokona rSTP cobbiTus
OyoyT passu-

BaTbCs MHaue.

PicyHoK 16.



KommyTtatop A npogormkaeT nony4vatb naketsl BPDU OT KOpHEBOro

KOMMYyTaTopa, npuopuTeT
KOTOpbIX Bbilwe, YeM nakeTel BPDU kommyTatopa B. Noatomy kommyTaTop A
cpasy nepecsbina-

eT naket BPDU kopHeBoro kommyrtaTtopa kommyTtatopy B. CnegoBaTtensHo,
KOMMYyTaTOop ghnpe-

KpawiaeT reHepupoBaTb naketbl BPDU 1 onpegenset nopt X Kak KOPHEBOW.

BbicTpbIN nepexoa NopToB B cocTosiHue «lMpoaBukeHUs»

BbicTpas koHQUrypaumnsa cetu SBnsieTcs camblM BaXXHbIM HOBOBBEOEHUEM B
ctaHgapte |IEEE

802.1w. B ceTax, B KOTOPbIX MPUMEHSAETCA Kraccuyeckun npotokon STP,
YMEHbLLEHNE BpeEME-

HW CXOOUMOCTU MOXHO [OCTUYb TOSMbKO 38 CYET YMEHbLUEHUS 3HaYeHun
napameTtpoB Bridge

Forward Delaw gridge Max. AgedTo 3a4acTyo NpMBOAUT K HECTabunbHOCTM B
pabote npoTto-

kKona u cetun. [na Toro, 4tobbl OOCTUYL Bomnee GLICTPON CXOAMMOCTU CETH,
npotokosnt RSTP

BBOAWUT ABa HOBbLIX TUMNA MOPTOB — NOrPaHUYHbIN NOPT (eqge POrt) N NOPT TOUKA.
Touyka (point-to-

point port, P2P port).

[loepaHu4HbIe nopmel
[MorpaHn4HbIM NOPTOM SBNAETCA MNOPT, HENOCPEACTBEHHO NOAKITHOYEHHbIN K
CEermMeHTy, B KOTO-
POM He MOryT BbITb co3gaHbl NneTnu. Hanpumep, nopT HeNnocpeacTBEHHO
noaknoveH K padoyen
ctaHuuu. llopT, KOTOpbIA onpedeneH Kak norpaHUYHbIN, MrHOBEHHO
nepexogut B COCTOSIHME
NPOABMXEHMUSA, MUHYSI COCTOSAHME 0B0yyeHus. MNMorpaHnyHbIi NOPT TEPSIET CBOW
cTaTtyc 1 cTaHo-

BMTCS 06bI4HBIM NOPTOM CBA3YIOLLErO AepeBa B TOM criydae, ecnv nony4ut naket BPDU.

P2P nopm

P2P nopT 06bI4HO UCMONb3YeTCs ANA NOAKITYEHUS K APYrMM MOCTaM 1 Takke
cnocobeH bbICT-

PO NepenTn B cocTosiHue npoasmxkenus. MNMpu pabote RSTP Bce nopThl,
dyHKUMOHMpPYOLLME B

NOJSTHOAYMMEKCHOM pexume, paccMmatpusaroTca Kak noptel P2P, oo tex nop,
noka He 6yayT ne-

PEKOHMPUIYpNpOBaHbl BPYYHYIO.

Cxodumocmb cemu
[pu ucnonb3osaHuu ripomokosna STP.
PaccmoTpum npumep, oTpaxkarLwmnm cuTyaumo, NPMBOAALLYI0 K
pekoHdurypaumm cetm npu uc-
nonb3oBaHuu npotokona STP (pucyHok 17).
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PucyHok 17 .

Ha npuBegeHHon Tononornn gobaeneH HOBbIN KaHamn Mexay KOpHEBbIM

KOMMYTaToOpOM U KOM-

myTatopom A. Mpn aToM Mexay ykasaHHbIMM KOMMYyTaTopamu yxe eCTb CBS3b
yepes KOMMYyTa-

D (pucyHok 18).

. KopHesoh nopt D
@ HaaHasaHHs#R napT
Pucysox 18.
Cenyac kommyTatop A B COCTOSHWW NPOCNyLUMBATL KOPHEBOMW MOPT
Hanpsamyto. Takum obpa-
30M, nakeT BPDU oT KOpHA NpuxoguT He Ha KOpPHEBOW MOpT komMyTatopa A. A
3TO OQHO U3

ABYX COObITUI, NPUBOAALLMNX K PEKOHpMrypaumm cetm npm MCNonb30BaHUN
npotokona STP. Ta-

Knm obpasom, npoTokon STP 6nokupyeT NopTbl HA 060MX KOHLAX HOBOrO
KaHana, TO eCTb NOPT KOPHEBOrO KOMMYTaTopa U KOMMyTaTopa A, n nepeBoauT

OTU MNMOPTbl B COCTOAHUE «I'IpocnyLum-
BaHue». Takmm 06pa30M, UCKJTIO4aeTCd NeTria B CETU.

Hanee naketol BPDU kommyTaTop A cpasy e peTpaHCNnpyeT Ha BCce CBOU

NopThbl, U OHK MO-

nagatoT Ha Ha3HaYeHHbINn NopT KommyTaTopa C U Ha3HaYeHHbIN NOpPT
kommyTtartopa D. Cnepo-

BaTenbHO, KoMmyTatopbl C 1 D TOXEe MOHMMAIOT, YTO NPOU3OLLISIO UBMEHEHNE B
KOH(purypaumm

ceTun, 6rIoKMpyrOT BCe CBOM MNOPThI U pacchbinatoT CoOObLLEHNE O PpEKOH(Urypaumm



cetn. Tenepb
TONbKO Yepes aBonHoe Bpema gridge ForwardDelaynponsonaeT nonHoe
nepecTpoeHne ceTu.

Tenepb nocmoTpum Kak npotokon RSTP 6yaeTt paboTtate B aHanorm4yHom

cutyauun ObpaTtute

BHMMaHWE Ha TO, YTO KOHEeYHas TOMOmorns cetTn DyaeT Takom Xe, Kak u B
cry4yae ucnorsnb3oBa-

HUA npotokona STP. Tonbko npu ncnonsb3oBaHuu npotokona RSTP gna
OOCTMXKEHUS OaHHOW

Tononoruu Byget NnpMMeHeHa apyrasi nocneaoBaTenbHOCTb LWAros, YTo 3anmer
ropasgo MeHb-

e BPEMEHM.

Takke kak n B npotokornie STP cpady nocne gobasneHnsa HOBOro kaHana cBs3un

NopTbl MEXAYy
KOMMYTaTopoM A 1 KOpHEBBLIM KOMMYyTaTopoM ByayT 3abnoknpoBaHbl (PUCYHOK 19).

@ F2Pnop D
@ MarpaHn4HL nopT

Puscyror 19,

lMocne atoro kommyTtaTop A 3anyCcTUT npoueaypy Sync, B pamMkax KOTOpoW

OyayT BbINOMHEHDI
cnegyowine OencTBus:
kommyTaTtop A 6rnokunpyet Bce ceou P2P_nopThl;
KoMmmyTaTop A nMHUUnanmsanpyeTt nNpouecc cornacoBaHuUs C KOPHEM, B
pamMKax KoToporo
noptel Ha 0OOMX KOHLAxX HOBOroO KaHamna nepeBoasaTcs obpaTHO
B COCTOSiHME
Forwarding.
[anee npouecc 6riokMpoBKM MOPTOB CMYCKAETCH HMXE MO AepeBy Mo Mepe
TOro, Kak pacnpo-
cTpaHsaTCa cnyxebHble nakeTel BPDU KOpHEBOro KommyTtaTtopa 4vepes
KommyTartop A, u ceTb
NPUHMMAaET KOHUrypauuo, nokasaHHy Ha pucyHke 20.



@ FPPrnopr [
@ Naorpanv«sHeA nopT
Pucymor 20

KommyTatopbl B 1 C Takke BbINOMHAIT npouenypy sync. Kommytatop B

noMMMo 3abrokMpo-

BaHHOIO NOpTa COAEPXMUT TOSMbKO MOrpaHnyHbIe NOPThI, MO3TOMY B paMKax
npoueaypbl Sync oH

AOMNOMHUTENBHO He BroKMpPYyeT HM OAHOro M3 CBOMX NOPTOB, a@ TONbKO NEPEBOAMUT
KaHan mexay

cobown n kommytatopom A B akTuBHoe cocTtosiHue. KommyTtatop C 6rnokmpyet
NOpPT, COeAMHSI0-

wwun ero ¢ D. B pe3ynerate ceTb NpUHUMAaET creayrowmi Bua (PUCYHOK 21).

@ PP nopr
El MarpaHn<HLI NADT
Pucymor 21.

B ntore gocturaetca takas xe KOHCbVIpraLl,I/IFI CeTun, Kak 1 npm ncnonb3oBaHNn

npotokosna STP

(6nokupyetca nopT kKommyTatopa D, coeguHsaowmin ero ¢ kommytatopom C).
Bpewms, 3atpaun-

BaeMoe Ha nepectpoeHne ceTu, — 3TO BpeMsi, Heobxoammoe ang cnycka
naketos BPDU BHK3

no gepesy, TO eCTb B NpoLecce peKOHPUrypaumm He y4nTbIBatOTCA HUKaKue
Tanmepbl.

MexaHu3sm «[IpednoxeHuel Coenacue»

[Mocne Toro, kak cornacHo anroputMmy STA NOpT cTan Ha3Ha4YeHHbIM, NPONaET
elle gBonHoe

BpeMs orward Delay, 1 Tonbko Torga nopTt nepengeTr B COCTOAHUE




npoaswxeHus. MNpun uc-
nonb3oBaHuM npoTokorna RSTP nepexon MOPTOB B COCTOSAHWE MPOABUMKEHUSA
ocyLlecTBngeTcd

ropasgo 6bicTpee. PaccmoTpum cnegytowmii npumep (PUCYHOK 22).
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Pucynor 22,

MpeanonoXumm, YTo Mexay KOPHEBbIM KOMMYTaTOPOM U KOMMYTaTopoM A

NnosIBUNCS HOBbIN Ka-
Han cBA3n. CooTBETCTBEHHO, 06a Ha3HA4YeHHbIX MOpTa Ha 9TOM KaHane oyayT
nepeBeaeHbl B
cocTosaHue 6rnokmposku. [pu aTom, cornacHo npotokony RSTP, koraa
Ha3Ha4YeHHbIN MOPT Ha-
X0AnUTCA B COCTOSAHMM BrnokmpoBku (piscarding) nnn obydeHus (Learning) (u
TONbKO B 3TOM
criyyae), oH BbicTaBnset 6ut «peanoxexue» (proposal bit) B8 BPDU, koTopbin
OH reHepupyer.
MoaTtomy nopt ,0 KOPHEBOro KOMMYyTaTOpa NOChINAeT MMEHHO Takow naket
BPDU (war 1). Tak
Kak kommyTaTop A nonyyaet 6onee NpuopuUTETHYIO WHopmauuio (naket
BPDU, B KoTOpOM
paccTosaHne A0 KOpHA MeHbLue, 4YeM BO Bcex naketax BPDU, nonyyaembix 0o
BO3HWKHOBEHMS
HOBOrO KaHarna cBsi3u), TO OH HeMeAJSIeHHO Ha3HayaeT nopTt pl HOBbIM
KOpHeBbIM rnopTtoMm. [a-
nee kommytartop A 3anyckaet npoueaypy sync (War 2). B gpaHHoun
npouenype He y4yacTByLOT
cnegyrowme TUnbl NOPTOB:

NorpaHnYHbIN;

3abNoOKMPOBAHHLIMN.

[ns Toro, 4To6bl NpounACcTpupoBaTh paboTy npoueaypbl Sync Hag

pasnUyHbIMK TUMaMK nop-
TOB, MPeAnoroXuM, YTO Ha KOMMyTaTope A CyLLeCTBYeT arnsTepHaTUBHbIN NOPT
p2, Ha3Ha4eH-

HbI NOPT P3 B COCTOAHMM MPOABUXKEHUSA N NOrPaHnYHbIA NopT p4. 3aMeTuM, 4To
B NPOBOANMOM

npoueaype sync noptbl p2 1 p4 yqactsoBaTtb He ByayT. [loatomy KommyTaTopy A
Ans yaavyHoro

3aBepLueHnsa npoueaypbl Sync HeobxoouMmo 3abrnokMpoBaTb TOMbKO MNOPT



p3. locne artoro
KommyTaTtop A MOXEeT pa3brnokMpoBaTb CBOW HOBbIN KOPHEBOM NOPT Pl 1
nocrnartb 4epes Hero
naket BPDU KOpHEBOMY KOMMYTaTopy C BbICTaBfeHHbIM 6utom «Cornacue»
(agreement bit)
(lWar 3). Cpasy nocrnie nony4yeHnsa noptom pO AaHHOro nNakeTta, OH cpasy
nepexoguT B COCTOS-

Hue npoaswxeHus (Lar 4, pucyHok 23).

1\

4z proposal
Pucyrok 23.

MNocne BbINONHEHUS YETBEPTOro Lara nopT P3 HaxoAUTCA B TaKOM e cUTyauuu,
Kak 1 nopt ,0

Ha nepsoM Lare [loaToMy NopT p3 Ha4yHeT MocbinaTb CBOMM COCEAsM NaKkeTbl
BPDU ¢ BblI-

CTaBfeHHbIM BUTOM NpeanoXeHus.

Taknm 06pa3om, MOXHO BblAENUTb Creaylolme OCHOBHblE YepTbl

MexaHusma «[lpegnoxe-

Hue/CornaweHue»:
MEXaHN3M OYeHb BbICTPLIN N HE NCNONB3YET B CBOEW paboTe HUKaKMX
TarimepoB. «Bon-
Ha pyKkonoXxaTtum» BbICTPO PacnPOCTPaAHAETCH MO HaNpPaBNEHNUIO K
rpaHuLe cetu un BbICT-
po BOocCTaHaBnmnBaeT paboTocnocobHOCTL CETU NOCE NPOMUCXOOALLMX
N3MEHEHNI B TO-
nosiorunu,
ecnv 3abrnokupoBaHHbIN Ha3Ha4YeHHbIM NOPT He nornyyaeT naket BPDU
C BbICTaBreH-
HbIM GuToM «CornaweHne» OH BbINOMHAET CTaHAAPTHYO npouenypy
nepexoga B CO-
ctosHne npoaswxeHus (discarding.learning-listen), Tem cambim
3amennias npouenypy
nepexoga n yBenuuMBasi BpeMsa peKkoHdurypaumm cetu. ITO MOXeT
CNy4nTbCs, ecnm
yOaneHHbIn KOMMYTaTop He nogaepXuBaeTr npoTtokonn RSTP unn
nopT yaaneHHoro
KomMyTaTopa 3abnoknpoBaH.

UplinkFast



Lpyron dopmon HemefneHHOro nepesofa nopta B COCTOAHUE
NPOABMXEHNA SBMSIETCA Mexa-

H13m UplinkFast. Korga kopHeBOW NOPT BbIXOAUT U3 CTPOsi, KOMMYTaTop
nepeBoanT CBOW Hau-

NyYWNiA anbTepPHaTUBHBIN NOPT B PEXUM NpoaBMKeHUs. Boibop
anbTepHATMBHOIO MNopTa B Ka-

YecTBe KOPHEBOIrO M3MEHSIET TOMOSIOrMI0 CETU, HO NPU 3TOM TUMNNYHASA
npouenypa pekoHgury-

pauum ceTn nyTeM paccCbifiky lWmpoKoBeLlaTenbHbiX (MM multicast)
coobuweHnt BPDU He 3a-

nyckaetcs. [1poCcTO MOCTbI, CTOSILME Bbllle B AEPEBE MepapXuu, O4MLLaoT
COOTBETCTBYIOLLME

3anucu B Tabnuue content Addressable Memory. [laHHbIN MEXaHN3M He
TpebyeT Kakon.nimbo

KOHJoMrypaumm co CTOPOHbl agMUHUCTPATopa, Tak Kak B npotokone RSTP oH
ABMNSIETCA BCTPO-

€HHbIM.

HoBbI MexaHU3M U3MEeHEeHMA TONOoNormu
MexaHnam nameHeHnsa Tononornu B npotokone RSTP cunbHO nepepaboTaH.

O6HapyxeHue uaMeHeHuUs1 morosioauu
CornacHo ctaHgapty IEEE 802.1w, TONbKO He norpaHnyHble nopThl,
nepeBefeHHble B COCTOS-
HWe NPOABMXEHMUS, MOTYT FeHepUpoBaTb COOLITUA M3MEHEHUS] TOMOMOMMW.
Mpn oBHapyxeHun
N3MeHeHua Tonosiornn npotokon RSTP B nepByto ovepeab NpouM3BoaAnT
cregyrowime OencTBuA:
3anyckaeT Ha BCeX He MorpaHnyHbIX NopTax U KOpHEBOM MOPTY Tanmep
TC While Timer
Ha BpeMms, paBHoe AByMm BenunymHam Hello Time. Bo Bpems paboThbl
Tanmepa TC While
Timer yepes nopT nocbinarTcs coobweHns BPDU ¢ BbICTaBNEHHbIM
donarom TC;
ouMLLaeT BCe 3anvcu B Tabnuue nepeHanpaBneHns, CBA3aHHble C
AaHHBbIMW NopTaMMu.

PacnpocmpaHeHue obbsisrnieHuUsi 06 usMeHeHUU morosoauu

Koga kommyTaTtop nony4vaet coobuweHne BPDU c BbicTaBneHHbIM hriarom TC,

OH NpPoun3BoaunT

cnegyrowne onepaummn:
ouuLlaeT BCe 3anucu B Tabnuue nepeHanpasneHnsi, CBA3aHHbIe CO
BCEMM €ro noptamu
3a UCKITIOYEHUEM TOrO, MO KOTOpOoMY ObIno nonyyeHo coobuieHmne BPDU;
3anyckaet Tammep TC While Timer n paccbinaet coobuwenns BPDU c
BbICTaBIEHHbIM

donarom TC yepes BCe CBOM HAa3HA4YEHHbIE NOPTbI U KOPHEBOW MOPT.

Taknm obpasom, cooblueHusi 06 n3ameHeHne TononorMm pacnpocTpaHaTCA



O4YeHb BbICTPO No

BCen ceTn. PacnpocTpaHeHne gaHHbIX COOBLLEHNN Tenepb yKNaabiBaeTcs B
oaviH war. To ecTb

KOMMYTaTop, OBHapYXMBLUUA U3MEHEHME TONONOorMu, pacnpocTpaHaeT
coobLeHns Yepes BCHO

ceTb B OTNn4YKne ot npotokosia STP, rae AaHHy PYHKLUIO MOXET BbIMONHATb
TONbKO KOPHEBOW

KoMMmyTaTop (PUCYHOK 24).
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PucyHor 24

3a HecKonbKo CekyHA OOnbLUMHCTBO 3anucen B Tabnuvue nepeHanpasneHns

cbpacbiBatoTCs y

BCEX KOMMyTaTopoB ceTn. C 0OHON CTOPOHbI 3TO NPUBOAUT K BPEMEHHOMY
«nygy» B CeTu

(koTOpbIN HEOBXOANM ANS NOBTOPHOrO 3anofiHEHNA Tabnuubl), a ¢ ApYyron — K
yoaneHuo ycTa-

pPEeBLUMX 3anucemn, KOTopble MeLlakT BbICTPOMY BOCCTaHOBIIEHMIO CBA3HOCTM
ceTu.

CoBmecTuMoOCTb co ctaHgapTom IEEE 802.1d

lNpotokon RSTP B cocTosiHUM B3auModencTsoBaTb € npoTokon STP, HO npu
3TOM TepsaATCs

BCe AOCTOMHCTBa ctaHgapTa IEEE 802.1,,, cBA3aHHble ¢ ObiCcTpomn
CXOONMOCTbLIO CETEBOM TO-

nosiornu.

HepocTtaTtku ctaHgapra IEEE 802.1,,

XoTt4 npotokon RSTP umeeT ropaszgo 6onee BbICOKME MoKasaTenu no
HaAEeXHOCTU N OTKa30-

YCTOMYMBOCTM MO CPABHEHUIO CO CTaHAAPTHbIM NpPOToKornoM STP, oH
COXpaHseT Takme Henoc-

TaTKK, Kak Jonroe Bpems BOCCTaHOBEHUsS ceTu. Ml noatomy nobble Bepcum

Spanning Tree He-
NPUMEHNMbI B CETSIX, KOTOpbIe TPEOBYIOT HagexHocTn B 99,999%.

6.3. MHoxecTBeHHble rpynnbl Spanning Tree (Multiple Spanning Tree,

IEEE

802.1s)
MSTP pacwupsiet ctangapt IEEE 802.1w (RSTP)ana noaaepXkv HeCKOSTbKNX
konun STP. 310



paclumpeHne obecnevmBaeT Kak ObICTPYHO CXOOUMOCTb CETU, TaK U
BO3MOXHOCTb BanaHca Ha-

rpy3ku B cetn ¢ HacTpoeHHbiMn VLAN. CtaHgapt 802.1s MSTP Takke BHOCUT
OOMOMNHEHUA N B

ctaHgapt 802.1Q. MNpotokon MSTP obpaTHO COBMECTUM C MPOTOKONaMM
802.141 802.1w n

NO3BONSAET HacTpamBaTb HECKOMbKO He3aBUCUMBbIX "OepeBbeB"” STP B pa3HbIX
VLAN — agMunHu-

CTpaTop MOXEeT rpynnupoBaTtb U Ha3Ha4aTb VLAN Ha otaenbHble "cBA3yowme
nepeBbst”. Kax-

[0e Takoe "OoepeBo” MOXET MMETb CBOI He3aBUCUMYIO OT Apyrux "AepeBbeB”
Tononoruo. [lo-

AobHasi HoBas apxuTekTypa obecneymBaeT HECKOMbKO pPa3HblX BapMaHTOB Ans
nepegayv naH-

HbIX W NO3BONSET OpraHM3oBaTb GanaHC Harpy3ku. OTO CBOMCTBO ynydlwlaet
OTKa30yCTONYM-

BOCTb CETU K BO3MOXHbIM COOsIM, TaK Kak cbon coeguMHEHN B OTAENbHOM
"nepese"” (MapLpyTte

nepegadn gaHHbIX) He OTPa3UTCs Ha ApYrux "aepeBbax” U, COOTBETCTBEHHO,
BO3MOXHbIX Map-

wpyTax. Takke 6Gnarogaps MSTP obneryaerca 3agadya agMUHUCTPUPOBAHUSA
N ynpasneHus

KPYMHbIMU CETAMU: MOXXHO MUCMOMb30BaTh pe3epBHble MapLUpYThl Nepeaaym
OaHHbIX NyTEM Ha-

cTponkun Heckornbknx VLAN 1 HaCTpOMKOMN HeE3aBUCUMbIX "OepeBbLEB" Ha
NMOYYMBLUUXCH CErMEH-

Tax ceTu.

Mpounntoctpupyem paboty MSTP Ha npocTom npumepe (PUCYHOK 25).

HonycTtum, ceTb cocTouT

13 3 KOMMYTaTOPOB, COEANHEHHBbIX Mexay cobon. B cetn HacTpoeHbl 2 VLAN ¢
VID 10 n 20. Ha

kommyTatope 1 VLAN 10 n 20 HacTpoeHbl Ha pasHbIX NOpTax Taknm obpasom,
yTO Tpaduk Ans

o6omx VLAN 10 n 20 nepegaetcs nNo pa3HbiM coeamHeHnam. Ha nepBbin
B3rnsig, Takast KoHu-

rypaumnsa 4octaTtoyHo obbl4Ha W XOPOLUO NOAXOAUT ANnsa 6GanaHCMPOBKM Harpysku
npwu nepepade

Tpaduka aByx pasnuyHbix VLAN. OgHako B ceTu HacTpoeH npoTtokon STP.

Ecnn kommyTatop 3 6yaeT BbibpaH KOpHEBBLIM KOMMYTaTopoM Anst STP, To

coeauHeHue mexay
kommyTatopamu 1 n 2 6yget 3abnokmpoBaHo. B atom cnyyvae Tpaduk ns VLAN
20 He cmoxeT
nepegaBaTbCs Mo ceTn. Ata npobnema BO3HMKAET NOTOMY, YTO KOMMYTaTOPbI
paccmatpuBaoT
VLAN 10 n 20 kaKk He3aBUCUMble CeTU, B TO BpeM4A Kak npoTokosnt STP
paccmMaTtpuBaeT TOMosno-

rMI0 CETU KaK OAHY LIEeNnyto CeTb.
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PucyHok 25.

OgHum u3  peweHun nogobHonm npobnemsl MOXeT cTaTb HacTpouka

He3aBUCUMBbIX konun STP

Ha KoMMyTaTtopax. Ho HacTporka He3aBUCUMBbIX Konu STP He npumeHsieTcs,
T.K. 3TO MOXeT

NPUBECTU K 3HAYUTENBHOMY CHUXEHUIO NPOU3BOAUTENBHOCTU ceTn. K Tomy xe,
A58 MHOTUX ce-

TEW HeT HeobXxoouMMOCTM BbIMNOMHATL  CMNOXHble  HacTpowmku. [opasgo
npegnoyvtTuTenbHee Ha-

CTPOUTbL eanHyI0 CTPYKTYpY STP Ha Bcen ceTu.

[Ons HopmManbHOro B3aMMOAEWNCTBUSA HECKONbKUX YCTPOWCTB, OHW [OSMKHbI

COMOCTaBIATbL pas-
nuyHble  VLAN C HecKOnbKMMU BO3MOXHbIMW BapuaHTaMn MNpPOXOXAeHUsa
Tpaduka .Konnamm

nepesa STP. WmeHHo pansa atoro u cnyxuT npotokon 802.1S MSTP.
BosBepalasce k npumepy,

MOXHO yBuaeTb, 4To 802.1s 4eNCTBUTENBbHO peLlaeT NOCTaBNEeHHY 3ajady:
€CNN Ha3HaunTb

VLAN 10 Ha konuto MSTP nog Homepom 1, a VLAN 20 conocTtaBuTb C Konuen 2.
T.0. nonyyut-

CA OBe HesaBUCUMMbIX Tononorum gepesa STP. KommyTtatop 3 cTraHOBUTCH
KOPHEBbIM NS KO-

nmm MSTP Homep 2 un OGnokupyeT npoxoxaeHwe Tpadwmka Mexay
KommyTaTopamn 1 n 2. Ho, B

oTnnymne ot npotokona 802.1D STP, aTto coeanHeHue BroknpyeTcs TONbKO ANs
NPOXOXAEHNA

Tpaduka n3 VLAN 10. Tpacduk n3 VLAN 20 6ypeT nepemaBatbCs MO 3TOMY
coeguHeHunto. AHa-

nornyHbiM obpasom konms MSTP nog Homepom 2 BblbepeT koMmyTaTop 2 B
KayecTBe KOPHEBO-

ro n 3abnokuMpyeT coeamHeHne mexay kommyTtatopamu 1 n 3 gns tpaduka m3
VLAN 20.



Takum o0Opasom, pocturaetca Tpebyemasa paboTa ceTu: OCyLLeCTBNAeTCH
GanaHc Harpy3sku npu

nepegadve Tpaduka Heckornbkmx VLAN No pasHbIM COEOVMHEHUSIM U B TO Xe
BpemMs B CEeTU OT-
CYTCTBYIOT norndeckue "netnu'.

WLAN 20,
METP Iretwres 2 MSTP brastare 1

Kihama gt amiop 4

@kmulﬁ??mﬁpl Bruonia METF nowep 3 Tpadunus VLA 10 Tpadgur s WLAM2D
ESARETArGR Y aae 0P Eofa b AT ¥ iy = ] peadet mfr 5 mp-e.nhe:hm:fg,r 3
RS PR BT IO M TR Opa N OB UM HHD IV DM AT0pIM wcamiyraropams 1 i eoamuryTaropams 1w
W 1ad ana VLAN 10 Gung w3 gaa VLAN A Bane
IR ROENPORND 1ASAOTHpORIND

Pucynor 26,



OnucaHue cteHaa

1. TunoBoM KOMNNEKT y4ebHOro obopyaoBaHus

«J1loKkanbHbIe
KOMMbLIOTEPHbIE CeTU»

1.1. OnucaHue KOMMNJeKTa
KomnnekT coctouT u3 ogHoro kommyTtaTtopa Tpetbero ypoBHA Cisco Catalyst

3560, AByx

ynpaBnaemMblix KOMMyTaTopoB BTOporo ypoBHA Cisco Catalyst 2960, aosyx
HeynpasnsieMbIX

KOMMYTaTOpPOB cisco SD205, 4 nepcoHarnbHbIX KOMMbIOTEPOB U 24-MOPTOBOW
KOMMYTaLMOHHOMN

naHenu kateropum 5E, koTopasi no3BonsieT KOMMYTUpoOBaTb YCTPOWCTBA B
3aBUCMMOCTU OT

BbIMNOMNHAEMbIX 3agady u dopmupoBaTb Heobxoammyto Tononornto cetn. Ha
KoMMbloTepax

yCTaHoOBreHa onepauuoHHass cuctema Arch Linux. Bce komnbioTepbl MMeKT Tpwu
ceTeBbIX

NMHTepdenca (MHTErPUPOBaHHbIN B MaTEPUHCKYHO nnaTy, Ha wuHe PCI n BHeLLHWIA
USB), utobbl

MMETb BO3MOXHOCTb BbINOSMHATE YHKUMM NPOrpaMMHOro MapLupyTusaTtopa.
BHewwHne

ceteBble MHTepdencol (ethl n eth2) He noggepxmBarT TexHonornto MDI/MDX,
noaTomy

BO3MOXHO COeAMHEHMEe ABYX KOMMbIOTEPOB HAMPsMyK TOJSbKO KPOCC O6XaTbiM
naTy.kopaomMm.

BHewHnn BUAO KomnnekTa npeacrasrieH Ha pUCyHKe 1.,

Ans pernctpaumm Ha pabounx CTaHUMUSIX UCNONb3YNTE CNeayoLyo YY4ETHYH 3anuch:
nonb3oBaTenb: root
naponb: qwerty

PasBogka nopToB KOMMYTaUMOHHOW NaHenun npuBegeHa Ha caMou NaHenu.

Bce yanbl ctenHga BknoyeHbl B IP.nogcetb 192.168.0.0/24. Pacnpegenenue IP.
agpecoB npueeneHo B Tabnuue 1.1.



Tatnuua 1.1 = Pacnpepenevwe |P-anpecos

Yaan IP-agpec

MuTepdeic aethi 192.168.0.1

KoMneioTep 1 MuTepdeic ethi 182.168.1.1
MuTepdeic aeth 182.168.2.1
MuTepdeic aethi 192.168.0.2

KoMneioTep 2 MuTepdeic ethi 192.168.1.2
MuTepdeic eth? 192.168.2.2
MuTepdeic aethi 192.168.0.3

KomnewoTep 3 MuTepdseic ethl 192.168.1.3
MuTepdeic aeth 192.168.2.3
MuTepdseic eth0 192 168.0.4

KoMneioTep 4 MuTepdeic ethi 192.168.1.4
MuTepdseic ath?2 192 168.2. 4

YNpaEnAemMblid EMMYTATOD 310 Y POBHA 192.168.0.5

YNpaenAeMbld KMMYTATOD 210 YDOBHA [ BE DXHKE) 192.168.0.6

YNpaenAeMbld KMMYTATOD 210 YPOBHA [ HHHHKE) 192 168.0.7




1.2. CucTema BOCCTAHOBNEHWA ONEPALMOHHLIX CUCTEM KOMNbLIOTEPOB
«U-Profi Rescue System»

KoMmnnexT NOCTAENAETCA BMECTE C CHCTEMDI BOCCTAHOBNEHMA ONepalHoHHLIX cucTem (OC),

YCTaHOBENBHHbLIX HA BCEX HOMNbOTEpax. [JaHHaA CHCTEMA MOMET OKAa3aThCA NONE3IHOR He

TOMLKD B chy4ae oTkala OC Linux, 4O TaKKe B TeX CMy4aAX, KOTOa nocne npoBededdA pAna

naGopaTtopHbix paboT HeobxonumD GwicTpD npueecTi OC ¥ nepEoHaYansHOMY BMDY. [lanes

NP #BE BEHA WHCTPY KL UA N0 paboTe C CHCTEMOR BOCCTAHOBNEHHA:

1. BHUIMAHWE! BoccTaHOBNEHWE YHUYTOMMT BOB OaHHLe HA MECTKOM Oucke. Cpenadte
PEIBDEHLIE KOMEH BAMHLIX BEHH bIX.

2. MNepesarpyinTe KOMNpOTEp W cTassTe DV D-guock eCucTema poccTasoBnedwA OC Linuxs B
npiuBog. CoGnionaidTe COOTRATCTEWE HOMEDOE JWCKa M KOMNLIO TEpa.

3. 3arpysuTe mewo HacTpoimm BIOS. BeiGepuTe 8 mewio zarpyaxy ¢ DVD-npueoga. Coxpanure
BbIMONHEHHEE HICTRORKH,

4. lNepe3arpy3vTe KOMNLIOTEP.

5. JowguTech NCABNEHHA CNedyioWers oHa:

"U-Profi Rescue Systen”

The Research-and-production enterprise
"Educational technics — Profi", Chalyabinsk
All Rights Reserved

fc) 2007-2009

[nA BhiXOO0a M3 CHCTEMbI KNasuiled Tab swigenyTe KHoNKy «Buixogys w HawmuTe Enter. 31o

npuBessT K Nepelarpy e waunsioTepa. Muade, onA npogorwe A pato Tl HaKmuTe mobyio
KA.

6. [JowouTecs NOABNEHWA CNenyIoWers OkHa:




YTobsl HAYATE BOCCTAHOBNEHWE, HAMMHTE oYesS», HHadYe HaxmuTe «MNo» wne npocto
nepearpyauTe KoMnoioTep. B CBA3M C TEXHHHECKMMK OrpaHr-HeHHAMM Ha GaHHbLIA MOMEHT NpM
HAMATHY KNABKL HIBWTALWY NepepHCORKa JKLaHa C QKanoroM NoNbLICBATENA HE NpOoWCND OWT.
O oHaKD CaMK HAWATHA YUTLIBAIOTCA.

7. Korga poccTaHdoBneske HaduHeTcA, Bhl YEMOWTE CNedyowee oMHo;

epalring iz going...
cat zda.img.ge ¥ sdevszda

B cucTeme He pEAnNMIOBAH NPOTPECC-MHOMKATOR (wHOWKATOP OOLEMA BLINOAHEHHOW
paboTel). [NpuakakoMm TOro, 4TO CUCTEMA HE 3ABWCNA, ABNAGTCA WHOMKaTOp obpallendA K
WECTHOMY OUCKY HoyTOyka. [pOouecc BOCCTaHOANEHMA B CpeaHeM 3adumaseT owono 20

9. Hawmure «OKwe. [Nocne owoH4aHKA Npouecca BOCCTAHODNEHMA  NPOMI0NRDET
ARTOMATHYECKAA  nepesarpyaa. B MOMEHT nonuore  JapeplieddA  patoTwl
BOCCTAHOBWTENEHON CHCTEMBI (NOTAc JKpad) OTHMOYMTE Nalk-auck, 4Tob sl 3arpy 3MTLCA G
BHYTPEHHEr0 OUCEa.

10. MNocne aarpyskw OC Arch Linux weofxoguMe KamEoMmy W2 HOYTOYHOB HAIHEYMTEL
WHOMBMOYanuHeA (P-agpec B cooTBeTCTEME C Tabnuued 1.2 ¥ MHOHBNOYANLHOE CETEROR
wmA: [InA 3TOrMo HeobHNOQWMD HIMEHWTE COSSPHHMOS KOHWMY pauMoHHLIX (ainoB B
COOTEETCTEME © HACTDYEUMAME B paigens 4.2,



lNMpakTnyeckasa 4yacTtb

NabopaTopHas pabora Ne 4.
BupTtyanbHble nokanbHble cetu yLAN.

Llenb paboTsbl:

N3yyeHne TexHonorum BupTyanbHblx ceTen. [onyvyeHne HaBbIKOB HACTPOWKU
VLAN Ha ocHoBe

TaroB IEEE 802.1q B ceTn, NOCTpOeHHON Ha kommyTaTopax Cisco.

MNopsaaok BbINoNHeHMs paboTbl:
1. N3yuute pasgen 1.5 «BuptyanbHble cetu. Cetn Ha 6Gase
MapKMPOBaHHbIX KaapoB»
TeopeTnyeckoro nocobus.
2. lNocTponTe TOMOMOrNIO CETU, NPEACTABINEHHYIO HA PUCYHKE 6.

W=

#1

PucyHok 6. KommyTupyemas ToONonorva Ang HacTpoMKK BMpTYaneHbix ceTein VLAN.

3. CkoHdpurypupyrte VLAN Ha ocHOBe Teros Takum o6pasom, 4Tobbl paboune

cTaHuumn 1 n 4
npuHagnexanu suptyanbHon cety Nel, ctaHuma 2 npuHaanexana
BUpTyanbHou cetn Ne2,
a ctaHuusa Ne3 — BupTtyanbHoun cetn Ne3 1 npu 3ToM sBnsnach
o6LWea0CTyNHLIM PECYPCOM.
To ecTb MawWwmHbI B BUPTYanbHbIx ceTsax Nel n Ne2 He JoSmKHbI
B3aMMOAENCTBOBATbL Mexay
cobon, HO AOMKHbI B3anmMogencTBoBaTb ¢ MawmnmHom Ne3.
4. poBepbTe NPaBUNbHOCTL KOHUrypauum cetn. Pesynsrathbl
MOHUTOPUHIa MOKaxuTe U
NosiCHUTE npenoaasaTento.



5. CbpocbTe HaCTpoOWKM KOMMyTaTopa B habpudHbie 1 nepesarpysuTe ero.
INabopartopHas pa6ora Ne 5.
MocTpoeHmne marncTpanbHbIX IMHUA CBA3WN.

Lenb paboThb!:

N3y4veHne TexHonormm arpermpoBaHus kaHanos cBs3su (ink Aggregation,
Trunking).

Mopanok BbINONHEHNA PaboThbl-
1. locTpounTe TONOSIOrNI0 CETKN, NOKA3aHHY Ha PUCYHKE 7.
2. OgHoBpeMeHHO 3anycTuTe npouecchl nepedayn ganna ¢ MawuHel 1 Ha
MaLwurHy 3 n C
MawuHbel 2 Ha MawwuHy 4. OnpegenuTte Bpemsa nepegayvv
(nodckaska: yOobHee
rnonb3o08amecs ymunumou ftp, komopasi asmomamudecku oripedesissiem
8pems rnepeodayu.
3. M3yunte pasgen 1.4 «O6beguHeHne MOpPTOB B MarucrTpasnbHble
NVHUX  CBA3U»
TEOopEeTMYEecKoro nocobus.

W=t

H#a

#a 7
PucyHok 7. Tononoria KoMmyTUpYe Mol ceTi.
4. CospganTte marucTparnb Mexgy KoMMyTaTtopamMu, BKIKYAKOLLYO 2 nopTa.
5. OgHOBpEeMEHHO 3anycTuTe npouecchbl nepefayu pamna ¢ mMawuHbl 1 Ha
MawuHy 3 1 C
MalwuHbl 2 Ha mawwuHy 4. Onpegenurte BpeMsa nepegadn n cpaBHUTE €ro
CO BpeMeHeM,
nony4yeHHbIM B nyHkte 10.
6. YganuTe cosgaHHyo Maructparb M COeaUHUTE KOMMYTaTopbl Yepes
rmrabuTHbIE NOPTHI.
7. OgHOBpPEMEHHO 3anycTuTe npouecchbl nepefayn pamna ¢ mMawuHbl 1 Ha
MawuHy 3 1 C

MalUVHbI 2 Ha MalvHy 4. OnpeaenvTe Bpems nepeaayn n cpaBHUTE ero ¢
npeablayLwmmm
nony4YeHHbIMK 3Ha4YeHnsmMu. Caenarite BblBOA,.



NabopaTopHas pabora Ne 6.
MpoTtokon IGMP.

Llenb paboTbl:

N3yyeHne npotokona IGMP n cnocoboB ero HaCTPONKMN Ha KOMMYyTaTopax u
MapLipyTusaropax.

[opaOok BbINONHEHUSA PaboTbl.
1. lNocTtpownTe TONOMNOrNO CETN, NOKa3aHHYI Ha PUCYHKe 8.

PucyHok 8.

2. Nayuute pasgen 3.2 «[Mpotokon IGMP» TeopeTnyeckoro nocobus.
3. Cospgante Ha KOMMyTaTtope AOMOSTHUTENBHYIO BUPTYallbHYIO CETb
«yulticast», koTopas

BKSIHOMaeT MaLmnHbl 1 n 3.
4. Onsa yLAN «yulticast» BknounTe nogaepxky nportokona IGMP.
5. 3anyctute Ha MawwunHe 1 cepBep BeLLaHNA MeamanoTokKa.
6. CoenanTte NonbITKY NPUHATDL AAHHbIN NOTOK CO BCEX OCTalIbHbIX MaLUWH.
7. OTBeETbLTE, Kakne MallMHbl B UTOre Nosly4yatoT MeguanoTok, a Kakne — Her.
8. C nomowbto ytunutbl tcpdump oTcneguTe nyTM pacnpoCTpaHeHus
MYJbTUKACT.

Tpaduka B ceTn.

9. lNMocTponTe TONONOrNIO CETU, MOKa3aHHYIO Ha pUCyHke 9.
10. Cosgante OBe p-noacetn Ha kommyTtatope 3560 u HacTponTe
npotokon IGMP gns
Ka)xJomn rnoaceTtu.
11. Ha obounx kommyTtatopax 2960 HacTponTe npoTtokon IGMP, ncnonb3ys
dyHkuuto IGMP
Snooping.
12. 3anyctute Ha mawmnHax 1 n 3 cepeepa BewaHus. Hactponte malumHy 2
Ha nonyyeHus
MeananoToKa OT cepBepa 3, a MalumHy 4 — oT cepsepa 1.



PucyHok 9.

13. Y6eautecb B TOM, YTO CETb (PYHKLUNOHMPYET NPaBUIbHO.

14. Ncnonb3ys cpeactsa MOHUTOPUHra kommyTtatopa 3560 BbIACHUTE, Kakue
IGMP-rpynnel

NPUCYTCTBYHOT B CETU N KTO B HAX BXOOWUT.

15. C6pocbTe HaCTPOMKM KOMMYTaTOpPOB B habpuryHble 1 nepesarpysuTe mx.

JNabopartopHas pabora Ne 7.
Anroputmbl cBA3ylOLWEro aepesa spanning Tree.

Llenb paboTbi:

N3yueHne anroputma Spanning Tree 1 Rapid Spanning Tree. NonyyeHne
HaBbIKOB MOCTPOEHUS

CeTU C NoJaEePXKKON pe3epBHbIX JIMHU CBA3WN.

Mopsiaok BbINONHEHUS paboThl:

1. N3yunte pa3sgen 1.6 «[1poTokosbl CBA3YOLLErO AepeBa» TEOPETUYECKOro
nocobus.

2. CobepuTe ceTb C TOMNOMNOrMEn, NpeacTaBneHHON Ha PUCYHKE 1.



PucyHok 10. Tononormsa KOMMyTUPYEMOR CeTi.

3. AKTMBM3MPYNTE Ha BCEX KOMMYyTaTopax NpoTokon Spanying Tree.
4. HacTtpounTe NnpnopuTeTbl KOMMYTATOPOB M MOPTOB Takmm 06Gpa3om, 4TOObI
nosly4nTb CeTb,
NoKasaHHY Ha PUCYHKe 11(NYHKTMPOM NoKa3aHa pe3epBHas CBA3b)
5. C nOMOLLbIO CUCTEMbI MOHUTOPWUHra ybeamuTecb, YTO 4vepes3 nopT
KommyTtaTtopa 2960 #1,
OTMEYEHHOro YepHbIM KBagpaTtoMm, Tpaguk He wupet. [lpoBepbTe
ocTarnbHble
3a4encTBoBaHHble B paboTe nopTbl. Pe3ynsraTtbl MOHUTOPUHIA COXpaHUTE.
6. Umntnpynte cbom B CeTU, HapylMB COEOMHEHWE, BblOeNieHHoe Ha
pUCYHKE 8 XUpHOW
nuHuen. B cooTteetctBUM € anroputMom Spanning Tree ceTb
JOomkHa ObITb
nepekoHgurypyposaHa. Ybeamtecb B 9TOM C MNOMOLLBKD CUCTEMBbI
MOHUTOPUHra
kKommyTaTopoB. Onpegenute BpeMsi CXO4MMOCTU ceTu. Pe3ynbraTtbl coOxpaHuTe.



2960 #1 A

2960 #1 |

PucyHok 11. Tononoria cety nocne npuMeHeHia anroputma STA.

7. AKTMBM3MpPYNTE Ha Bcex KoMmyTaTopax npotokon Rapid Spanning Tree.
8. lNoBTOpPUTE AENCTBUSA MYHKTOB 4.6.

9. CpaBHUTe BpeMeHa CX0OMMOCTH, NOMy4YeHHbIe NP NCNOMb30BaHUK ABYX
npotokonos: STP

n RsTP. Caoenavite BbIBOAbI.

10. CopockTe HacTpoKku kommyTaTopa B habpuyHble 1 nepesarpysuTe ero.



TpeboBaHus K oTyeTy

OTyeT JoMKEH COoepKaTh 11eIb padO0ThI, KpaTKHE TEOPETUUECKUE CBEACHUS,
3a/1aHusl, METOJIMKHY U PE3YJIbTaThl BBITIOJIHEHUS, OTBEThI HA KOHTPOJIbHBIE BOTIPOCHI,
BBLIBOJIBI.

OTuer mpenocCTaBIsIeTCS K CPOKY TMPOBEACHUSA Clenylomei paboTel U
3a4UTHIBACTCS MPATNOAABaTEIeM B PE3ybTaTe KOHTPOIbHOM OeceIbl.



KoHTpoOrbHbIe BONPOCHI

Oranonnas monenb OSI. Dranonnas monens TCP/IP.
dusnveckuii ypoBeHb. OU3NUECKUE HOCUTEIIH.

Kananbubiit ypoBeHb. City>kObl KaHalIbHOTO YpOBHA. CeTeBbie aanTephl.
OOGHapykeHue U UCIIPABIICHUE OIIUOOK.

KonTtpone yeTHOCTH. JIByXMEPHBIM KOHTPOJIb YETHOCTH.
Kontponbnas cymma. [{uknnueckuii n30BITOYHBIN KOJI.
[TpOTOKOIBI KOJIIIEKTUBHOTO JTOCTYIIA.

[IpoTOKOJBI OCEN0BATENBHOTO AOCTYIIA.

. Anpecarus B TokaybHBIX ceTsx. [IpoTtokon ARP.

10.Hp0TOKOJI EthernetCrpykrypa Ethernetxampa.

11 HemonynupoBaHHas nepenadya 1 MaHuecTepcKoe KOJUPOBAHUE.
12 ITporoxon CSMA/CD. DkcrioHeHIIHa bHBII OTKAT.

13 KoH1ieHTpaTopbl, KOMMYTaTOPHI, MOCTHI.

14 Anroputm CBA3YIOIIETO JIepeBa.

©COo~NOOA~WDNE
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