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BBepeHue

[1enbro paboTHI ABISIETCA - U3YUYUTh U OCBOUTH TEXHOJOTHUH TPAHCIIOPTHOTO U MPUKIATHOTO
YPOBHEH, a TaKKe peanu3anus BO3MOKHOCTEH IIPUKIIAJHOTO YPOBHS B OIIEPALIMOHHON CUCTEME

cucrteme Linux.



TeopeTunyeckas 4acTb

Tpancnopthblii  ypoBenb (anri. Transport layer) — 4 yposenb cereBoit mozenu OSI,
npeHa3Ha4YeH [T JTOCTaBKU JaHHbBIX. [Ipr 3TOM He BaKHO, KaKHe JaHHbIC TePeIaroTCsl, OTKyla
Kyla, TO €CTh, OH TNPENOCTABISET CaM MEXaHM3M Tepenaud. BIOKM JaHHBIX OH pa3leliseT Ha
(bparMeHThI, pa3Mep KOTOPBIX 3aBHCUT OT MPOTOKOJA, KOPOTKHE OOBETUHSCT B OJHH, a JUIMHHBIC
pa3ouBaet. [IpOTOKOIBI 3TOr0 ypOBHS TpEAHA3HAYCHBI JIJISI B3aMMOJCHCTBHS THIIA TOYKA-TOYKA.

Ipumep: TCP, UDP, SCTP.,

Cyl1iecTByeT MHOXKECTBO KJIACCOB MPOTOKOJIOB TPAHCHOPTHOI'O YPOBHS, HAYMHAs OT IPOTOKOJIOB,
MPEOCTABIAIONIUX TOJIBKO OCHOBHBIC TPAHCHOPTHBIC (YHKIUH, HApuUMep, (YHKIUH Nepeaaqyu
JaHHBIX ©Oe3 MOATBEpKACHMSI TMpHUeMa, M 3aKaHYUBas IPOTOKOJIAMH, KOTOpPbIE TapaHTUPYIOT
JIOCTAaBKY B ITyHKT Ha3HAUEHUs1 HECKOJIBKUX ITAKETOB JaHHBIX B HaJUIEXKaIleH MOCIE10BaTeIbHOCTH,
MYJIBTUIIIIEKCUPYIOT HECKOJIBKO MOTOKOB JaHHBIX, 00ECIIEYNBAIOT MEXAHU3M YIIPABJICHUS TOTOKAMH
JAHHBIX U TAPAHTUPYIOT T1O0CTOBEPHOCTH MPUHSITHIX JAHHBIX.

Hekotopble MPOTOKOJIBI TPAaHCIIOPTHOTO YPOBHS, HAa3bIBAEMbIE IPOTOKOJNIAMH 0€3 YCTaHOBKH
COCJIMHEHUS, HE TapaHTHPYIOT, YTO JaHHBIC JTOCTABISIOTCS IO HA3HAUYCHWIO B TOM IIOPSIKE, B
KOTOPOM OHM OBUIM TOCIaHBl YCTPOHCTBOM-HCTOUYHMKOM. HeEKOTOpble TpaHCHOPTHBIE YPOBHH
CTIPABISIOTCA C ITHM, cOOMpas MaHHBIE B HYXHOW IOCIEIOBATEIHOCTH IO TEpeaadyd MX Ha
CCaHCOBBIN ypOoBeHb. MynbTUILIeKCHpoBanue (Multiplexing) naHHbIX 03HAYaeT, YTO TPAHCIOPTHBIN
YPOBEHb CITIOCOOCH OMHOBPEMEHHO 00pabarhiBaTh HECKOJIBKO IMOTOKOB MaHHBIX (MOTOKA MOTYT
MOCTYNaTh M OT PA3IMYHBIX NPWIOKCHUI) MEXIy OBYMsS CUCTeMaMd. MeXaHW3M YIpaBlICHHS
MOTOKOM JaHHBIX — O3TO MeEXaHHW3M, TO3BOJSIONIUI pPEryInpoBaTh KOJMYECTBO JAHHBIX,
[IEPENABAEMBIX OT OJHOW CHCTEMBI K ApPYyroul. IIpoTOKosbI TPaHCIIOPTHOIO YPOBHS 4acTO HMMEIOT
(GYHKIUIO KOHTPOJS JOCTAaBKH JAaHHBIX, 3aCTABISs MPHUHAMAIONIYIO JaHHBIE CHCTEMY OTIPABISATH
MOATBEPKICHUS TIEPEAOIICH CTOPOHE O MPHEME JaHHBIX.

Transmission Control Protocol (TCP) (mpoToko:n yrmpasieHus nepeaaycii) — OoJuH U3 OCHOBHBIX
IPOTOKOJIOB TIepe/iayyl JTaHHbIX VIHTepHETa, NpeAHa3HAYCHHBIH JUIS yIpaBlICHUS Iepenave
IaHHBIX B ceTsax U noacersax 1 CP/IP,

BeimonHsieT pyHKIMK TPOTOKOJIA TPAHCIOPTHOTO YPOBHS B cTeke npoTtokosioB TCP/IP.

TCP —»3T0 TpaHCHOPTHBIN MEXaHW3M, MPEIOCTABIISIONINA MMOTOK JAHHBIX, C NpPEABApUTEIbHON
YCTAaHOBKOW COEIMHEHMs, 3a CUET ITOr0 MAIOIIMM yYBEPEHHOCTHh B JIOCTOBEPHOCTH IOTY4aeMbIX
JAHHBIX, OCYLIECTBJISET IIOBTOPHBIM 3allpOC JAaHHBIX B Cllydae IOTEPU JNAHHBIX U YCTPAHSET
AyOnupoBaHHE TMPH TOJIYYEHUH JABYX KONMUU onxHoro makera. B ornuume or UDP rapanTupyer
LEJIOCTHOCTB NEPEIaBAEMBIX JAHHBIX U YBEIOMIICHHE OTIIPABUTEINS O PE3yNIbTAaTax Mepeaadu.

Peanmuzamus TCP, kak npaBuiio, BctpoeHna B sypo OC, xots ecth u peanusanuu | CP B KOHTEKCTe
NPUIIOKECHUS.

Korna ocymiecTBisieTcst mepeaaya oT KOMIIbIoTepa K KomnbioTepy uepe3 Uurepuer, TCPpabotaer
Ha BEpPXHEM YPOBHE MEXIy JBYyMs KOHEUHBIMM CHUCTEMaMH, Hampumep, OpayzepoM u BeO-
cepBepoM. Taioke TCP ocymecTBisieT HafeKHyI0 Tiepeaady MoToka 6aliTOB OT OJHOM MPOrpaMMBbI
Ha HEKOTOPOM KOMIIbIOTEpE K APYrod MporpaMme Ha ApyroM KommbroTepe. IIporpammsl miis
AJIEKTPOHHOW TOYTHl M oOmeHa ¢aitnamu wucnonszyior TCP. TCP xonTtponupyer anuHy
COOOIIIEHUS, CKOPOCTh OOMEHA COOOIICHUSIMH, CETEBOI TpaduK.



3aroJsioBok cermenra 1CP

but 0—3 4—9 10 — 15 16 — 31

0 [Topt ncrounuka [TopT Ha3HaueHUs
32 Homep nocnenoBarensHOCTH

64 Howmep noarsepxaenns

96 iﬁﬁisma 3apezepBupoBaHo Diaru Pazmep Oxna

128 KonTponbsnas cymma VYkazaresb BAXKHOCTU
160 Omnuun (HeoOs3aTebHOE, HO UCTIONB3YETCS MPAKTHYECKH BCET/Ia)
160/192+/IanHbIC

MopT uctouyHuka

[lopT uCTOYHMKA HAECHTUGUIUPYET MPUIOKEHHE KIMEHTa, ¢ KOTOPOro OTHpaBieHbl makeTsl. [lo
BO3BpAIllCHUN JaHHbIE TIEPEAtOTCs KIMEHTY Ha OCHOBAHUM HOMEpa MopTa UCTOYHHUKA.

MopT Ha3Ha4YeHus

[TopT Ha3HaYeHUs UACHTH(PHULHPYET MOPT, HA KOTOPBINA OTIPABIICH MAKET.

TCP-nopTbl

CymiectByeT HaOOp cCiyk0 (MCHONB3yrOMMX I mepegadd  gaHHeIX TCP), 3a KOTOphIMU
3aKpEIUICHBI OTIPEICIICHHBIC TIOPTHI:

. 20/21 —FTP

« 22—SSH
« 23 —Telnet
« 53 —DNS
« 25 —SMTP
- 80 —HTTP

- 110 —POP3

+ 194 —|RC (Internet Relay Chat)

« 443 —HTTPS (Secure HTTP)

« 1863 —MSN Messenger

« 2000 —Cisco SCCP (VolP)

« 3389 —RDP

« 8080 —anbrepHaruBHsbIi mopt HTTP

Cwm. Crmncok mopros TCPu UDP

Homep nocnepoBaTenibHOCTHU
Homep mocnenoBaTeIbHOCTH BBITIONTHSIET JABE 331a4H:
1. Ecnu ycranosneH ¢uar SYN, To 3To HauanpHOE 3HaYEHHWE HOMEpA MOCIEA0BATEILHOCTH —

ISN (Initial Sequence Number) mepBblii 0allT JaHHBIX, KOTOpbIE OyAyT HEpenaHbl B
CJIeIyIOIIEM TaKkeTe, OyJIeT UMETh HOMED MOCIeA0BaTeIbHOCTH, paBHbIA ISN + 1.



2. B nporuBHOM ciydae, eciii SYN He yCcTaHOBIICH, IEPBBIA OAWT JaHHBIX, MIEPEIABAEMBIN B
JTAHHOM TIaKeTe, UMEET 3TOT HOMEP IMOCIIeI0BAaTCILHOCTH.

[Tockonpky motok TCP B 06miem ciaydae MOXKET ObITh IJTMHHEE, YEM YUCIIO PA3TUYHBIX COCTOSHHUMN
3TOTO II0JIsA, TO BCE onepaulfm C HOMepOM IIOCJICA0OBATCIIBHOCTU OJOJIKHBI BBIIIOJIHSTHCS 110 MOI[y.]HO
2732. D10 HakKJaJbpIBacT MPAKTHYECKOE OrpaHMuYeHHE Ha ucronb3oBanue |CP. Ecnu ckopocth
nepeayd KOMMYHHUKAIIMOHHOM CHCTEMbI TaKOBa, 4YTOObI B TeueHne MSL (MakcuMallbHOTO BpeMEHU
KM3HM CErMEHTa) IPOM30ILIO0 IMEPEMOJIHCHHE HOMEpa IOCIEeI0BATEIbHOCTH, TO B CETH MOXKET
IIOSABUTLCA ABA CECIrMCHTA C OJMHAKOBBIM HOMepOM, OTHOCAIIUXCA K paBHBIM qacTsiM II0TOKa, U
MPUEMHHMK TOJYIUT HEKOPPEKTHBIC TaHHBIC.

Homep noaTBepXxXpeHus

Ecnu ycranosnen ¢aar ACK, To 3T0 moje coaepKUT HOMEp MOCJIEI0BATEILHOCTH, OKUAAEMBbIN
IoJIy4aTesieM B ciieayromui pa3. [lomedaer 3TOT cerMeHT Kak MOATBEPKACHUE MTOITYYEHUS.

OnuHa 3aronoBka (CMeLleHue AaHHbIX)

Dto mone ompeaenser pasmep 3arojoBka makera |TCP B 4-0aiiTHbIX (4-OKTETHBIX) CIIOBaXx.
MuHUMaBHBIN pa3Mep COCTaBISIET S CIOB, a MaKCUManbHBIM — 15,9t0 cocraBiser 20 u 60 Gaiir
cooTBeTcTBeHHO. CMellleHne CUUTAaeTCsa OT Havaia 3arojioska 1 CP.

3ape3epBUpoOBaHO

3apesepBupoBaHo (6 OMT) It OyIyHIEro MCIOIb30BaHUS U JIOJDKHO yCTaHABIMBaThCS B HONb. U3
Hux 1Ba (5-i u 6-i1) y)xe onpeaencHb:

« CWR (Congestion Window Reduced) Hone «OkHO meperpy3ku yMEHbIIEHO» — ¢uiar
YCTAaHOBIICH OTIPABHUTENIEM, YTOOBI yKa3aTh, YTO MONYYEH ITAKEeT C YCTAHOBJICHHBIM (iiarom

ECE RFC 3163
« ECE (ECN-Echo) —Ione «3x0 ECN» —yka3biBaeT, uTo JaHHBIH y3ea criocooen Ha ECN

(1BHOE yBemOMIJICHHE TEPErpy3KH) M Ul yKa3aHHs OTIIPABUTEIIO O TEperpy3kax B CETH
(REC 3168

®dnaru (ynpasnsirojue 6UThbI)
310 moJIe CONEPKUT 6 OUTOBBIX (hIIaroB:

« URG — Tlone «Vkazamenv saxcnocmu» 3aneiicrsoBano (anmi. Urgent pointer field is

significant)

«  ACK — Tlone «Homep noomeepacoenusi» 3aneiictsoBano (anri. Acknowledgement field is
significant)

« PSH— (aummi. Push function) wuHCTpyKTHpyeT moONydareass MPOTOJIKHYTh JIaHHBIE,

HAKOMUBILIKECS B IPUEMHOM Oydepe, B IpUIIOKEHUE MOJIb30BaTEIs

« RST— OGopBars coemuHenus, coOpocuth Oypep (oumcrtka Oydepa) (anri. Reset the
connection)

« SYN— CuHXpoHH3allMs HOMEPOB MocieaoBareabHocTH (aHmi. Synchronize sequence
numbers)

« FIN (aumu. final, 6ut) — ¢uar, Oymydn ycTaHOBJIEH, yKa3bIBacT Ha 3aBEPIICHUE COCAMHEHUS
(ammi. FIN bit used for connection termination).



Pa3mep okHa

B sToMm mosne comep:kuTcs 4ncIiio, onpeaenstoniee B 0aiiTax pasmMep JaHHBIX, KOTOPBIE OTIPABUTEIb
TOTOB MIPUHSATH.

NMceBao3aronoBoK

TCP-3arosoBok He COAEPKUT MHGOPMAITUU 00 agpece OTIPABUTENS U TOJydaTesis, TIOITOMY Jaxe
IpPU COBNAJEHUM TOPTa IOJIydaTelsss HEeNb3s C TOYHOCTBIO CKa3aTh, YTO COOOILICHHME IMPHILIO B
Hy)kHoe MecTo. [lockonbky Ha3zHaueHWeM mnpoTokona [CP sBisercs HanéxHas JOCTaBKa
COOOIIEHUH, TO 3TOT MOMEHT UMEET MPUHLIUIHNAIBLHOE 3HaUeHUE. DTy 33/1a4y MOXKHO OBLIO PEUIUThH
pasHbIMH criocoOamu. Camblii OYEBHJIHBIH — 100aBUTh WHGOpPMANHMIO 00 aapece Ha3HAYeHUs B
3aroioBok TCP,oqHako 3T0, BO-NIEpBbIX, MPUBOAUT K TyOJIMPOBAHUIO HH(POPMAIIMH, YTO CHUXKAET
JIOJTI0 TI0J1e3HON mH(popManuu niepeHocumort TCP-cerMeHTOM, a BO-BTOPHIX, HApylIaeT MPHHITUI
uHKancymauun moaenu OSl. Tlostomy pa3paboTU4MKM MPOTOKONA MOLUIA JAPYIMM NYTEM U
UCTIOJIH30BAJIH JTOTIOJIHUTEIIHHBIHN IICEBI03ar0JI0BOK:

TCP-ncesoozazonoeox |Pv4

bure1012345678910111213141516171819202122232425262728293031
0-31 IP-aapec ornpaButens (Source address)

32-63 IP-aapec nmony4arens (Destination address)

64-9500000 000 IIporokon (Protocol) Inuna TCP<ermenta (TCP length)

TCP-ncesooszazonrosox | Pv6

buret 0123456789101112131415161718192021222324 25 26 27 28 29 30 31
0-96 IP-aapec ornpasutens (Source address)

128-
224

256  Jlnmuna TCP<ermenta (TCP length)
288 00000000000 OO OOOOOOOOODO

IP-anpec nonyuarens (Destination address)

POTOKOJI BEPXHETO YPOBHSI
Next header)

+ IIportokon (Protocol)[Iporokon BepxHero ypoBus (Next header) —comepxur B cebe
snauenne 6 (000000110 B ngBomunoM Buae, OX6 — B IIecTHaAATEPHUHOM) —
uaentudukarop TCP1poTokona.

« Jlnuna TCP<ermenra (TCP length) —conepkur B cebe mamny TCP-cermenra B Oaiitax
(TCP=saronoBok + qaHHbIE; UTHHA IICEBI03ar0JIOBKA HE YUHTHIBACTCS).

IIceBno3arosnoBok He Bkiovaercs B TCP-cerment. OH ucnonb3yercs Ui pacdyera KOHTPOJIbHOU
CYMMBI TI€peJ OTIPABJICHUEM COOOIICHHS M HPHU €ro MOJXyd4eHUH (IIOJydaTedb COCTABIISET CBOM
TMICEB/I03ar0JIOBOK, HCIOJB3Yd aJpec XOCTa, ¢ KOTOPOTro NPHUIILIO COOOLICHHE, U COOCTBEHHBIN
aJipec, a 3aTeM CYMTACT KOHTPOJILHYIO CYMMY).

KoHTponbHasa cymma

[Tone KOHTPOIBLHON CyMMBI — 3TO 16-OMTHOE AOMOIHEHHWE K CyMMe BceX 16-OMTHBIX CIIOB
BaFOHOBKa(BKHIO‘-IaH HCGBI[OB&FO.HOBOK) U JaHHBIX. Ecmu CCTMCHT, IO KOTOPOMY BBIYUCIIACTCA



KOHTPOJIbHAsI CyMMa, UMEET JUIMHY He KpaTHylo 16-Tu OuTam, TO JUIMHA CETMEHTAa YBEIMYMBACTCS
10 KpaTHOM 16-Tw, 3a cyeT AOMONHEHHWS K HEMY CIIpaBa HYJIEBBIX OWTOB 3amlOIHEHHSA. BUTHI
sanoiaenus (0) He mepenaroTcs B COOOIIECHUN U CITY’KaT TOJIBKO VIS Pacuéra KOHTPOJILHOW CYMMBI.
[Tpn pacuére KOHTPOJBHOW CyMMBI 3HAUEHHE CaMOTO IOJII KOHTPOJBHON CYyMMBI NPHHUMAETCS
paBubM O.

Yka3aTtenb BaXXHOCTMU

16-6utoBOE 3HAYCHHUE TIOJOKUTEIBHOTO CMEIICHUSI OT MOPSAKOBOrO HOMEpPA B JAaHHOM CETMEHTE.
DTO mmoJie yKa3bIBaeT MOPSIKOBBIM HOMEP OKTETa, KOTOPHIM 3aKaHYMBAIOTCS BakHbIe (Urgent)
nanubie. [Toje mpuHUMaETCs BO BHUMaHHUE TOJIBKO /IS TTAKeTOB ¢ ycTaHOBIeHHBIM ¢uiarom URG.

Onuwuu

MoryT npuMeHSThCS B HEKOTOPBIX CIIyYasX IS pacHIUpeHUs MpoTokoma. MHOra MCroib3yroTces
JUIs TeCTHpOoBaHus. Ha JaHHBIM MOMEHT B OINIIMK MPAKTHYECKH Beeraa BKIouatoT 2 6aiita NOP (B
nanHoM ciaydae 0x01) m 10 6aiit, 3agaromux timestamps BeryucauTh UIMHY OIS OMIHE MOKHO
4yepes 3HaUCHUE TOJIS CMEICHUSI.

MexaHu3m delicmeusi npomokosa

B orimune ot TpaguinmonHo# anerepHaTHBEl — UDP, KOTOpBIN MOXKET cpa3y jke HadaTh Iepenady
nakeToB, |CP ycraHaBiMBaeT cOeIMHEHHs, KOTOpPBIE JOJDKHBI OBITh CO3JIaHBI MEpes nepenaveit
nauHbiX. TCPcoennHeHne MOXHO pa3ieNuTh Ha 3 CTaIUHU:

» YcTaHOBKa COEUHEHUS

« Ilepenaya naHHbIX
+ 3aBepllieHUE COCANHEHUS

CocTosAHuA ceaHca TCP
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VYnpoménnas nuarpamma cocrosiuuii TCP.Bonee nogpo6uno B TCP EFSM diagran(sa anriuiickom

SI3BIKE)

Cocrosinug ceanca TCP

CLOSED
LISTEN

SYN-SENT

SYN-
RECEIVED

Hauanbnoe cocrostnue y3na. @akTuuecku GUKTUBHOE
CepBep 0)KUJAET 3aIPOCOB YCTAHOBIICHUS COEAUHEHUS OT KIMEHTA

KimenTt ormpaBui 3ampoc cepBepy Ha YCTaHOBJIIEHME COCAMHEHMSI U OXKUAACT
OTBETa

CepBep MoOIy4usI 3arpoc Ha COeIMHEHNE, OTIPABIII OTBETHBIH 3apOC U OXKHUIAET
MOJITBEPKACHUS

ESTABLISHED CoennHeHnune ycTaHOBIIEHO, HIET Mepeaada JaHHbIX

OnHa u3 cTopoH (Ha30BEéM e€ y3en-1) 3aBepiiacT COSTUHCHHUE, OTIPABUB CETMEHT

FIN-WAIT-1- - prarom FIN

CLOSE-WAIT Jlpyrast cropona (y3en-2) MEPEXOOUT B 3TO COCTOSHHE, OTIPAaBHB, B CBOIO
odepens cermeHT ACK 1 poosmkaeT 0THOCTOPOHHIOO Mepeaavy

EIN-WAIT-2 V3en-1 nonygaer ACK, mpomomkaer dreHue W KAET MOTYYCHHS CETMEHTa C
¢dmarom FIN

LAST-ACK VY3en-2 3akaHuuBaeT rnepeaady u oTnpasisieT cermeHT ¢ diarom FIN

TIME-WAIT V3en-1 nmonmyuun cerment ¢ dmarom FIN, ormpaBun cerment ¢ ¢marom ACK u
x1ET 2*MSL cexyHn, mepeq OKOHYATEIbHBIM 3aKPBITHEM COCTUHEHHUS
O0e CTOpOHBI HMHUIIMMPOBAIHN 3aKPHITHE COEAMHEHHUS OJHOBPEMEHHO. IOCIE

CLOSING ornpaBku cermeHTa ¢ ¢umarom FIN y3en-1 taxxke momywaer cermeHT FIN,

ormpasisier ACK u Haxomutcs B oxxunanuu cermenta ACK (moarBeprkacHus Ha
CBOH 3aIpOC O pa3beIUHCHNN)

YcTtaHOBKa coeguHeHus

ITporiecc nauana ceanca TCP — o6o3Hnauaemoe kak «pykomnoxarue» (handshake)cocrour uz 3

araros.

1. KnmeHT, KOTOpBI HaMepeBaeTcsl YCTAaHOBUTH COCJMHEHHE, ITOCBUIACT CEpBEPY CETMEHT C
HOMEpPOM rociiefoBaTenbHoCTH U (prrarom SYN.

CepBep moiy4aeT CErMEHT, 3allOMHHAET HOMEpP MOCIEIOBATEILHOCTH U MBITACTCS
co3narh cokeT (Oydepbl M yIpaBisIONIMe CTPYKTYPHI MAMSITH) JUIS OOCITY:KHBAHHUS
HOBOTO KIIMEHTA.
o B cmywae ycmexa cepBep TOCBUIAET KIMEHTY CETMEHT C HOMEpPOM
nocinenosarenbHocTd U ¢uaramu SYN u ACK, u mepexomuT B COCTOSIHHE
SYN-RECEIVED.

o B cnyuae Heymaum cepBep mochlIaeT KIHMEHTY cerMeHT ¢ ¢uiarom RST.

2. Ecnu ximmeHT nomydaet cerMeHT ¢ piarom SYN, To OH 3aloMHHAeT HOMEP TOCIeI0BATEIHHOCTH
U TochUIaeT cerMent ¢ aarom ACK.

Ecnu on ogHoBpemenHo nonydaeT U ¢uiar ACK (4To 0OBIYHO M IIPOUCXOINT), TO OH
nepexonut B coctossane ESTABLISHED.

Ecnu ximument momyudaer cermeHT ¢ (uarom RST, To oH mpekpamiaer MONBITKH
COCTMHUTHCSL.

Ecnu xnueHT He monydaer oTBera B TedeHue 10 cekyH, TO OH MOBTOPSET Mpolecce
COETMHEHUS 3aHOBO.



3. Eciu cepBep B cocrosHuun SYN-RECEIVED mnonyuaer cerment ¢ ¢uarom ACK, TO OH
nepexoaut B coctossane ESTABLISHED.

+ B mpotuBHOM cilydae mocie TaiiM-ayTa OH 3aKpbhIBaeT COKET W IEPEXOAHWT B
cocrossaue CLOSED.

[Tporiecc Ha3bIBaeTCS «TpexdTanHbIM coryiacoBanuem» («three way handshake»jx kxak necMoTps
Ha TO YTO BO3MOJKEH IPOIIECC YCTAHOBICHHS COCIMHEHHS C Mcmoib3oBanueM 4 cermenToB (SYN B
cropony cepepa, ACK B cropony kimenta, SYN B cropony kiuenra, ACK B cropony cepsepa),
Ha MPaKTHKE [Tt SKOHOMHUH BPEMEHHU UCIIONIB3YeTCS 3 CETMEHTA.

[Tpumep 6a30Bor0 3-3TalTHOTO COTJIACOBAHUS:

TCP A TCP B
1. CLOSED LISTEN
2. SYN-SENT --><SEQ=100><CTL=SYN> --> SYN-RECEIVED
3. ESTABLISHED <-- <SEQ=300><ACK=101><CTL=SYN,A CK> <-- SYN-RECEIVED
4. ESTABLISHED --> <SEQ=101><ACK=301><CTL=ACK> --> ESTABLISHED
5. ESTABLISHED <-- <SEQ=301><ACK=101><CTL=ACK> <-- ESTABLISHED

B crpoke 2 TCP Anauunaer nepenauy cermenra SYN, ropopsimiero o6 MCronb30BaHUM HOMEPOB
nocnenoBarenbHocTH, HaunHas co 100.B ctpoke 3 TCP Bnepenaer SYN u moaTBepkaeHue 1ist
npunsatoro SYN B aapec TCP A. Hamo ormeTruts, 4TO MoOJIe TOATBEPKICHHS ITOKA3bIBACT
oxxunanue TCP Brpuema Homepa nocnenoBarenbHoctd 101, moareepknatomero SYN ¢ HomepoM
100.

B ctpoke 4 TCP AotBeuaer nmyctbiM cerMeHTOM C noaTBepxkaearnemM ACK mis cermenta SYN ot
TCP B; B crpoke 5 TCP B mnepemaer HekoTopble gaHHble. OTMETUM, UYTO HOMED
MOCJIEIOBATEIILHOCTH CETMEHTA B CTPOKE S COBIMAJAET ¢ HOMEpOM B cTpoke 4, mockonbky ACK He
3aHMMAaeT TNPOCTPAHCTBA HOMEPOB TOCJIEIOBATEIbHOCTH (€ClM  3TO  cAenaTh, NPUICTCS
noareepxaath moarsepikacHus — ACK mis ACK!).

CyIecTBYIOT IKCIEpUMEHTAIbHBIC pacmmpenuss mnporokona [CP, cokparmaronime KOJUYECTBO
NAaKeTOB IMpPH YCTAHOBICHHM coenuHeHus, Hampumep 1CP Fast Opéfll. Panee Tarke
cytrectBoBaio pacimpenue 1/TCP.

Mepepaya gaHHbIX

[Ipn oOMeHe MaHHBIMH MPUEMHUK HCIIOJIb3YyeT HOMEp MOCIEAOBATEIHHOCTH, COJCPIKAIIUICS B
MOJIy4a€MbIX CETMEHTAaX, JUJIi BOCCTAHOBJIEHUS MX UCXOAHOTO mnopsaka. [IpueMHHK yBemomusieT
Mepelalolyi0 CTOPOHY O HOMEpE IMOCIIeI0BAaTeIbHOCTH 0aiT, 10 KOTOPOil OH YCHENIHO MOJYYHII
JTaHHBIE, BKJIIOYAs €ro B MOJIe «HOMEpP MOATBEPKIAEHUs». Bee moyyaemble TaHHbIE, OTHOCSIIUECS K
MPOMEXYTKY TOATBEPKACHHBIX IOCIEI0BAaTEIbHOCTEH, HUrHOpUpyroTca. Eciau momydeHHBIH
CEeTMEHT COJIEP’KUT HOMEp IMOCIEAOBATEIHHOCTA OOJNBINHA, YeM OXHUAAeMbIH, TO JaHHBIE U3
cerMeHTa Oydepu3upyroTcs, HO HOMEp MOATBEPKIECHHOM IOC/Ie0BATEIbHOCTH HE HU3MEHSEeTCS.
Ecnmu BmocnencTtBuum  OyneT TPUHAT —CEIMEHT, OTHOCSIIMICS K  OXKHUIAeMOMY HOMEpPY
MOCJIEZIOBATEIBHOCTH, TO MOPAJOK JAaHHBIX OyIeT aBTOMaTHYEeCKH BOCCTAHOBJIEH HCXOIS U3
HOMEPOB MOCIEA0BATEILHOCTEN B CETMEHTaX.

I[J'DI TOTO, ‘ITOGBI nepcaaromiasds CTopoHa HC OTIIpaBJIsdjia JAHHBIC MHTCHCUBHEC, YCM HX MOXKCT
oOpaboTtats npueMHuK, I CP comepkuT cpeacTBa ynpaBiaeHUs MOTOKOM. J[JIs1 3TOTO MCTOb3yeTcs
MoJie «OKHO». B cerMeHTax, HampaBlIseMbIX OT MPUEMHHKA MEPEAA0IIeH CTOPOHE B TMOJIE OKHO»



YKa3bIBaeTCsl TEKYIIUN pa3Mep npueMHoro oydepa. [lepenaromas cropoHa COXpaHsieT pa3Mep OKHa
W OTIpaBIISIET NaHHBIX He OoJiee, YeM yKas3all MPUEeMHHK. ECIi mpueMHHK yKa3an HyJIeBOH pa3Mmep
OKHa, TO nepcaavda JaHHBIX B HAITPABJICHUU 3TOI'0 y3Jia HC ITPOUCXOAUT, 10 TCX IMMOP MMOKA NPUEMHUK
HE COOOITUT O OOJIbIIIEM pa3Mepe OKHa.

B HekoTOphIX cinyyasx nepenarouiee MpuiIoKeHHe MOXKET SIBHO 3aTpeO0BaTh MPOTOJIKHYTh JIaHHbIE
70 HEKOTOPOW MOCIEAOBATEIPHOCTH MPUHUMAIOIIEMY NpUIIOKeHUIo, He Oydepusupys ux. s
storo ucnonb3yercs ¢uiar PSH. Ecnmu B monyueHHoMm cermeHTe oOHapyxkuBaercs (iar PSH, To
peanuzanusi TCP otmaer Bce Oydepu3npoBaHHbIE Ha TEKYIIUH MOMEHT JaHHbBIE IPUHUMAIOIIEMY
NpuiIoKeHuto. «dIpoTagkuBaHue» KCIIONb3YeTCs, HAPUMEDP, B MHTEPAKTUBHBIX NpPUIIOKEHUsAX. B
CETEeBBIX TEPMHUHAIAX HET CMBICIA OXKUAATh BBOJA TOJB30BATENS IOCIE TOTO, KaK OH 3aKOHYHII
HabupaTh KoMaHAy. [lo3ToMy mociemHui CEerMeHT, COAep)Kallui KOMaHIy, 00s3aH COJEp)KaTh
¢nar PSH,u4To0b! mpuioxeHne Ha MPUHUMAIOIIEH CTOPOHE CMOTJIO HayaTh €€ BHITIOJIHEHUE.

3aBepLieHne coeguHeHus
3aBepIllIeHUE COAMHEHHSI MOKHO PAaCCMOTPETh B TPH dTarna:

1. Tloceuka cepBepy ot kinuenra ¢uiaroB FIN u ACK Ha 3aBepiiieHne coeiMHEeHus!.

2. Cepsep noceuiaet kimeHty ¢uiaru orBeta ACK , FIN, uTo coequnenne 3aKphITo.

3. Tlocne momyueHus 3TuX (UIaroB KJIMEHT 3aKpbIBAET COEAWHEHHE W B TOATBEPXKICHHUE
ornpasisieT cepBepy ACK |, 4To coennHeHne 3aKphITo.

MN3BecTHbIe NpobGnemMbl
MaxkcuMaJIbHBIA pa3Mep cerMeHTa

TCP TpeOyer sBHOTO yKa3zaHHs MaKCHUMalbHOro pasmepa cermenra (MSS) B ciyuwae, ecnu
BUPTYaIbHOE COETMHEHNE OCYIIECTBIISIETCS Uepe3 CETMEHT CETH, TJIe MaKCUMAaJIbHBIN pa3Mep OJoka
(MTU) menee, uem cranaaptabiii MTU Ethernet (150@aiir).

B mporokonax tynHenmupoBanus, Takux kak GRE, IPIP, a takxke PPPOEMTU TyHHens MeHbIIE
YeM CTaHJapTHBINA, mosTomy cermMeHT T CP MakcumanbHOro pazMepa UMeeT JIUHY NakeTa Ooublie,
gyem MTU. DT1o mpuBOoauT K ¢parMeHTAMd W YMEHBIIEHHUIO CKOPOCTH TIEpelaydl TOJE3HBIX
naHHbIX. Ecin Ha KakoM-H00 y3i1e ¢parMeHTaIus 3amnpemnieHa, To CO CTOPOHBI MOJIb30BATENs 3TO
BBIDJSITUT KaK <BGaBUCAHME» COCNWHEHHU. [IpM 3TOM <«3aBHCaHUE» MOXKET IPOUCXOIHWTH B
MIPOU3BOJIbHBIE MOMEHTHI BPEMEHHU, @ KIMEHHO TOTJa, KOT/la OTIIPABUTENb HCIIOJIB30BAJI CEIrMEHTHI
JUIMHHEE JIOMyCTHUMOTo pasmepa. [l pemeHuss 3TOH mpoOiIeMbl Ha MapUIpyTH3aTopax
npumMeHsitores npaBwia Firewalla, nodasmstonme napamerp MSSBo Bce makeThl, HHUIIMAPYIOIUE
COCIMHEHUSI, YTOOBI OTIPABUTEIH HCIIOJIE30BA CETMEHTHI IOITYCTUMOTO pa3Mepa.

MSSMokeT Takke yIpaBisAThCs MapaMeTpaMu OTIEPAIIMOHHON CHCTEMBI.

OoOHapy:xeHne oIMOOK NMPH Mepeaade JAHHbIX

XOTs TPOTOKOJ OCYIIECTBISIET MPOBEPKY KOHTPOIBHOM CYMMBI 1O KaXJIOMY CETMEHTY,
UCIOJIb3yeMbIil anropuT™ cuutaercs cinadbim [1]. Tak B 2008 roay He oOHapyKeHHAsl CETEBBIMU

CpelcTBaMH OIMOKa B Iepeaavye ogHoro OuTa, mpuBeja K OCTAHOBKE CEPBEPOB cHCTEMBbI AMazon
Web Service$?].



B of0mem ciydae pacmpenelcHHBIM CETEBbIM MPHIOKECHUSIM PEKOMEHAYETCS HCIOJIb30BaTh
JIOTIOJIHUTENbHBIE TPOTPaMMHBIE CPEJCTBA [UIsl TapaHTUPOBAHMS LEIOCTHOCTH MEepeaaBaeMoi

uHpopmarmu[3].
ATaKH Ha POTOKOJI

HenocraTku mpoTokosia MposBISIOTCS B YCHEIIHBIX TEOPETUUYECKUX M MPAKTUYECKUX aTakax, MpH
KOTOPBIX 3JIOYMBIIIEHHUK MOXET IMOJYYHUTh JOCTYI K TepeaaBacMbIM JaHHBIM, BbIIaTh ceOs 3a
JPYTYIO CTOPOHY WJIM IPUBECTH CUCTEMY B Hepabouee COCTOSHUE.

Peanu3auyus
OcBobOOXaeHWe OT pacyéTa KOHTPOJIbHOM CYMMbI

Muorue peanuzanmuu creka TCP/IP npemocTaBisitoT BO3MOXKHOCTH HUCIIOIB30BAHUS alIapaTHOM
HOJACP>KKH JUIsl aBBTOMAaTHYECKOT0 pacuéra KOHTPOJIBHOIM CyMMBI B CETEBOM aJlaliTepe J10 Nepeiaun
B CETh WJIHU IOCIe Npuéma U3 CeTH JUIsl Bepu(pUKAIUH. ITO MOXKET O0CBOOOXKIATh ONEPAllHOHHYIO
CHCTEMY OT UCIIOJIb30BAaHUS LIEHHBIX TAKTOB MPOLECCOPA IPU BBIYMCICHUH KOHTPOJIbHON CYMMBI.

Ora (GyHKIUS MOXKET MPUBOJIUTH K TOMY, YTO aHAIM3aTOPBI TpaduKa, IEpeXBaThIBAIOIINE
HCXOJAIIME TAKEThl IO UX NEepeayu B CETEBOM aJanTep U HE 3HAIOIIME O JIEJIETUPOBAHUM pacuéra
KOHTPOJBHONH CYMMBI CET€BOMY aJamnTepy, MOTYT cOOOMaTh 00 OmMOKe KOHTPOJBHON CYyMMBI B
HCXOJAIIIX MMaKeTax.

UDP

UDP (anrn. User Datagram Protocol — mpoTokois mosib30BaTeNbCKUX JararpaMm) — OIUH M3
KIIOYEBBIX dJIeMeHTOB Transmission Control Protocol/Internet ProtQcatabopa cereBbix
npotokoioB s Uareprera. C UDP xoMIbloTepHbIC MPHUI0KEHHSI MOTYT TIOChUIATh COOOMIeHNUS (B
JAHHOM Cllydae Ha3bIBacMbIC JararpaMMmaMu) ApPyruM xoctam 1o |P-cetu 6e3 HeoOXOAMMOCTH
MPEIBAPUTEIILHOTO COOOIIEHUsT JUISI YCTAaHOBKH CICIMATbHBIX KaHAJIOB Iepelaydl WIA IyTel
nauHbIX. [IpoTokon 661 pazpadortan [[sBumom I1. Punom B 1980rony u odpunmanbHo onpenenéH B
RFEC 768

UDP ucnons3yeT mpocTylo MoJienb Inepefadn, 03 HESBHBIX <«PYKOIMOKATHH» g o0ecredeHus
HaAEKHOCTH, YIOPSIOYMBAHMS WM IIEIOCTHOCTH JaHHBIX. Takum oOpazom, UDP npenocrasiser
HEHaAEKHBIM CepBHUC, U JaTarpaMMbl MOTYT NMPUNTH HE MO MOPAIKY, AyOIHpOBaTHCS WM BOBCE
ucue3Hytb 6e3 cinema. UDP moppa3zymeBaer, yTo mpoBepka OIIMOOK W HCIpaBlieHHE OO HE
HY)KHBI, JIN0O JOJDKHBI UCTOJIHATHCS B NMPUIIOKEeHUH. UyBCTBUTEIbHBIE KO BPEMEHU MPUIIOKEHUS
gacto wucnons3yior UDP, Tak kak mnpeamodtrurenpbHee COPOCUTh TAKEThl, YeM IKOATh
3aJIepKaBIINECs MaKeThl, YTO MOXKET OKa3aThCsl HEBO3MOXKHBIM B CHCTEMaX pPeajbHOrO0 BPEMEHH.
[Tpr HEOOXOIUMOCTH MCHPABICHUS OUIMOOK HA CETEBOM YpPOBHE MHTep(deiica MPUI0OKEHUE MOXKET
3aneiictBoBaTh 1 CPumn SCTPR pa3paboTanHbie 7151 TOU LIEIH.

[Ipupona UDP kak mnporokoma 0e€3 COXpaHEHHS COCTOSHHS TaKXe IIOJIe3Ha ISl CEPBEPOB,
OTBEUAIONINX Ha HeOONbIIHE 3ampockl OT OrPOMHOTO 4HCIa KIHMEHTOB, Hampumep DNS u
[IOTOKOBBIC _ MYJIbTHMEMIHBIE mpuiaokenuss Bpoxe [PTV, Voice over IR  mporokos
TyHHenupoBaHus |P 1 MHOTHE OHJIAWH-UTPBI.




CnyxebHble nopmabi
OcnosHnas crareia; Hopt (TCP/IP)

UDP-puinokeHus: WCIONB3YIOT [aTarpaMMHBIC COKETBI ISl YCTAaHOBKH COCJAMHEHUS MEXITy
xoctamu. [Ipuito’keHHe CBSI3BIBAET COKET C €ro KOHEYHOH TOYKOW Tepenavyd JaHHBIX, KOTopas
sBisieTcss KomOunanuen |P-anpeca m mopra cimyxkObl. [lopT — 3TO mporpammHasl CTPYKTypa,
ompeensgeMas HOMEpPOM TMOpTa — 16-OMTHBIM [ETOYHMCICHHBIM 3HaucHHeM (To ectb or O 10
65535).TTopt O 3ape3epBUpOBaH, XOTSA U SBISETCS JOMYCTHUMBIM 3HAUYEHHUEM TOPTAa MCTOYHHKA B
cllydae, eCJId TPOIIeCcC-OTIPABUTENb HE 0)KUACT OTBETHBIX COOOIICHHIA.

IANA pazbuia HoOMepa IMMOPTOB HA TP TPYIIIIHI.

« Tlopter c HOMepamu oT 0 o 1023ucnonb3yroTes st 0OBIYHBIX, XOPOIIIO U3BECTHBIX CITYXKO.
B Unix-mogo0HBIX ONEPAlMOHHBIX CHUCTEMax JUIs KCIOJb30BaHUS TaKHUX TOPTOB
HEOOXOIMMO pa3peIIeHUe CYIepIIoIb30BaTeIsl.

« Tloptsl ¢ HOMepamu oT 1024 no 49151 npennasHavyensl as 3apeructpupoBaHHbix [ANA
CITy k0.

« Tlopter ¢ 4915210 65535 — muHAMUYECKHE U MOTYT OBITh MCIOIB30BaHBI ISl JIFOOBIX
1eJeH, MOCKONMbKY O(GHUIMAIIBHO HE pa3pabdoTaHbl IJIsd KaKOH-TO ONpeneiéHHOW CITy>KOBI.
OHHU TaKKe UCIIONB3YIOTCS Kak d(heMepHble (BpeMEHHbIE) MOPThI, HAa KOTOPBIX 3allylICHHOE
Ha XOCT€ IMPOrpaMMHOE O0OeCHeueHHEe MOXKET CIydailHbIM 00pa3oM BBIOpaTh HOPT IS
camoornpeneneHus. [1o cyTH, OHHM HCHOJIB3YIOTCS KaK BPEMEHHBIC IMOPTHI B OCHOBHOM
KJIMEHTAMU TP CBSI3U C CEpBEpPaMH.

Cmpykmypa nakema

— MUHHAMAIBHBIA OPUEHTUPOBAHHBIN H TK [EHUI TIPOTOKOJI TPAHCHOPTHOTO
UDP al opue OBa a o0pabo coo0111e OTOKO.
YPOBH, 3a7J0KyMeHTHpoBaHHbI B REC 768

UDP =e mpenocTaBiisieT HUKaKUX TapaHTHI TOCTaBKU COOOIIEHUS ISl IPOTOKOJIA BEPXHETO YPOBHS
1 HE COXpaHsET COCTOSHUS OTIPaBIeHHBIX cooOmennii. [1o aToit mpuunne UDP nHOrAa Ha3pIBalOT
Unreliable Datagram Protocal{rin. — Henan&xHblii IpOTOKOJI AaTarpamm).

UDP o0ecrieunBaeT MHOTOKAaHAIBHYIO Iiepenady (C MOMOIIBI0 HOMEPOB IOPTOB) M IPOBEPKY
IIEJIOCTHOCTHN (C IIOMOIIBKO KOHTPOJIbHBIX CVMM) 3aroJIOBKa n CyYHmICCTBCHHbBIX HAaHHBLIX. Ha[[é)KHaH
nepezaya B cydae HEOOXOAUMOCTH JIOJDKHA PEaTH30BBIBATHCS MOJIB30BATEIBCKUM MTPHIIOKECHHEM.

Bute O - 15 16 - 31
0-31 TIlopt ormpasurens (Source portJlopr nonyuarens (Destination port)
32-63 lnuna nararpammbl (Length)  KontponsHaas cymma (Checksum)

64-... Jlaunsie (Data)

3aronoBok UDP coctouT u3 4eThIpéx moJjei, kaxmoe mo 2 Oadrta (16 Our). /[Ba u3 HuUX
HeoO0s3aTeNIbHBI K UCMOJBb30BaHui0 B |IPV4 (po30Bbie suciiku B Tabmuile), B TO BpeMs kak B |IPV6
HeoOs13aTeNIeH TOIBKO MOPT OTIPABUTEIS.

IMopT oTipaBuTeIsA



B sToMm none ykaseiBaeTCs HOMEp mnopra ormpasurens. [Ipenmnonaraercs, 4To 3T0 3HaYeHUE 3a0aE€T
IOPT, HAa KOTOPBIA IpU HEOOXOIUMOCTH OyIeT MOChUIaThCsl OTBET. B IpOTHBHOM e ciydae,
3Ha4YeHHe NOJKHO ObITh paBHBIM 0. EciiM XOCTOM-MCTOYHUKOM SIBISIETCS KIIMEHT, TO HOMEp mopTa
Oyzert, ckopee Bcero, apeMepHbIM. Eciin HCTOYHUKOM SBIISI€TCS CepBEP, TO €ro NopT OyAeT OAHUM
U3 «XOPOIIO U3BECTHBIX».

IHopT nmosyyaress

OT0 mosie 0053aTENbHO M COACPXKUT MOPT MOIydaTelsiss. AHAJOTUYHO TOPTY OTHPABUTENs, €CIU
KJIMEHT — XOCT-IIOJIyYaTelb, TO HOMep nopra d¢deMepHbIi, nHavye (cepBep — MOJydarelb) 3TO
«XOpOLIO U3BECTHBIN IIOPT>.

JumHa mararpaMmMbl

[Tone, 3amaromiee AIMHY BCEi gaTarpaMMbl (3arojioBKa M JaHHBIX) B OaiiTax. MUHUMabHAs JTHHA
paBHa JJMHE 3arojioBka — 8 Oaiir. TeopeTnuecku, MakCUMalbHBIA pazmep monst — 6553506aiit
s UDP-matarpammer (8 GaiiT Ha 3aronoBok u 65527 Ha manHbie). DakTHUECKUH TpeaeT s
JUTMHBI JAHHBIX TIPU Hcnoib3oBanuu IPv4 — 65507 ifomumo 8 Gaiit na UDP-3aronoBok tpedyercs
emé 20 Ha |IP-3aronoBok).

B Jumbogramiax IPv6 makerst UDP Moryt mmers Gomblnuii pasmep. MakcHMaabHOE 3HAYCHHE
cocraBisier 4 294 967 29%aiit (2432 — 1),u3 KOTOpBIX 8 GaliT COOTBETCTBYIOT 3aroJIOBKY, a
octanbHble 4 294 967 28 Baiit — JaHHBIM.

KonTpoabHnasi cymma

[Tosie KOHTPOJIBHOM CYMMBI MCIIOJIB3YETCS JUIsS MTPOBEPKH 3aroJioBKa M JaHHBIX HA OmuOKU. Eciu
CyMMa HE CreHEpHpOBaHA IEPEJaTYMKOM, TO IOJIC 3amojHsACTCS HyiIsMu. I[loime He sBsSeTCs
00sa3arensHBIM 11 |IPV4.

Pacyém KOHMpOosibHOU CYMMbI
Merton 715t BBIYHCIICHUSI KOHTPOJIBHOM cyMMBI onpesienéH B RFC 768

[Tepen pacuérom koHTpobHON cymmbl UDP-coo0menne nonomHseTcst B KOHIIE HYJIEBEIMU OUTaMU
70 JUTHHBI, KpaTHOU 16 6utam (IICeB103arooBOK M A00aBOYHbBIC HYJICBBIC OMTHI HE OTIPABIISIOTCS
BMecTe ¢ coobmeHneM). [lome koHTpombHOI cymmbl B UDP-=saromnoBke Bo Bpems pacuéra
KOHTPOJIBHON CYMMBI 0OMnpasisiemo20 COOOIEeHUsI IPUHUMAETCS HYJIEBBIM.

Jlns pacuéra KOHTPOJIBHOM CyMMBI rceBao3aroioBok 1 UDP-coobmienne pazouBaercs Ha cimoBa (1
cioBo = 2 Oaiita (oktera) = 16 Out). 3aTeM pacCCUMTHIBACTCS MOPA3PAIHOE JOMOJHEHUE 0
€IMHULIBI CYMMBI BC€X CIIOB C TIOpa3psAHBIM JOIMOJIHEHHWEM. Pe3ynbrar 3amuchiBaeTcsi B
cootBercTBytomiee noje B UDPsaronoske.

HyneBoe 3HaueHnEe KOHTPOIBHOW CYMMBI 3apE3€PBUPOBAHO U O3HAYAET, YTO AATarpaMMa HE UMEET
KOHTPOJIbHOM CyMMBl. B ciydae, eciau BbIYUMCIEHHAas KOHTPOJbHAs CymMMa IIOJIy4MJIach pPaBHOM
HYJIIO, TI0JI€ 3aIIOJIHAIOT JBOMYHBIMY €IUHULIAMHU.

[Tpu monmydeHUu# COOOIICHHUS MOJIyYaTeIb CYATACT KOHTPOJIBHYIO CyMMY 3aHOBO (y)Ke y4UThIBas
10JIe KOHTPOJIBHON CYMMBI), H, €CJIH B PE3yJbTaTe MOJYYUTCS JTBOMYHOE YMCIO W3 IIECCTHAIIATH
enuanll (To ecTh Oxffff ), TO KOHTpOJbHAs CyMMa CUMTAaeTCsl comieniieics. Ecau cymma He
cxoautes (MaHHbIe ObLIH OBPEXKICHBI TPH TIepeiaye), JaTarpaMMa YHUUTOXKACTCS.



Mpumep pacyéTa KOHTPOSILHOU CYMMbI

Jlnst mpuMepa paccuuTacM KOHTPOJIBHYIO CYMMY HECKOJIBKUX 16-OMTHBIX c0B: 0x398a, 0xf802,
0x14b2, 0xc281 . Haxomum HMX CcymMMy C MOpa3psAIHBIM JOINOJIHEHUEM. 0x398a + 0xf802 =

0x1318c - 0x318d
0x318d + 0x14b2 = 0x0463f - 0x463f
0x463f + 0xc281 = 0x108c0 - 0x08c1

Teneps HAX0UM TTOPA3PSTHOE AOTIOTHEHHUE 10 €AUHUIIBI IIOJTYYEHHOTO PE3yJIbTaTa:

0x08c1 = 0000 1000 1100 0001 - 1111 0111 0011 1110 = Oxf73e W, nHadye — OxIffff —
0x08cl = 0xf73e . DTO M €CTh UCKOMas KOHTPOJIbHAsI CyMMa.
lcesdo3azosnoeku

NMceBao3aronoBok ans |IPv4

Ecmu UDP pabotaer Han |IPv4, KOHTpoJIbHAs CyMMa BBIYHCIISIETCS IPU TTOMOIIH TICEB03ar0JIOBKA,
KOTOPBIA COAEPKHUT HEKOTOpYI0 nH(popmanmio u3 3aronoska |Pv4. [IceBno3aroinoBok He SBISETCS
HacrosuM |Pv4-3aroioBkoM, HCTIOIB3YEeMbIM It oTiipaBieHus |P-nakera. B taGnuie npuBenén
TICEBJI03ar0JIOBOK, MCTOIb3YEMbIH TOJIBKO /ISl BEBIYUCICHUS KOHTPOIHHONW CYMMBEI.

bute1 0 — 7 8—15 16 — 23 24 —31
0 AJnlpec HCTOYHUKA

32  Agnpec nonydarens

64  Hymu [Iporokon Jmmaa UDP

96  Ilopr ucrounuka [TopT nomyuarens

128 JlnuHa KonTponbsHas cymma

160+ JlanHbIie

Anpeca uctouHrKa W nomydatens oepyres u3 |IPv4-saromnoBka. 3HaueHus mois <« IpoTokom» mis
UDP paBuo 17 (0x11)Ilone «/Iiuna UDP»cooTBeTCTBYET MIMHE 3ar0JIOBKA M TAaHHBIX.

Beruucnienne KOHTponbHOH cymmbl anst |IPv4 HeobOs3arenbHO, €ciy OHAa HE MCIONB3YeTcs, TO
3HaveHue paBHo 0.

NMceBao3aronoBok ans IPv6

ITpu pabore UDP nag IPV6 konTponbsHast cymma obs3arenbHa. MeTos /i e€ BhIYMCICHUS ObLI
omybnukoBaH B RFC 2460

IIpy BBIYMCIEHMH KOHTPOJBHOW CYMMBI OISITh HCIIOJB3YETCS IICEBA03aroja0BOK, UMUTHUPYIOIIUMI
peanbHBIN |IPV63aronoBok:

bute1 0 — 7 8 —15 16 — 23 24 — 31
0 Anpec UCTOYHHKA
32

64



96

128

160 Anpec nosydarens

192

224

256 Jlimaa UDP

288 Hymnu Crnenyrommii 3aroioBoK
320 [Iloprt ucrounuka [TopT nomyuarens

352 [Inuna KonTponbsHas cymma

384+ Jlanubie

Anpec UCTOYHMKAa Takod e, kak u B IPv63aromoBke. Anpec momydartens — (UHAIBHBINA
nojydatenb; ecim B IPv6iiakere He comepkuTcs 3aroiioBka mapuipyruzanuu (Routing), To ato
Oynet agpec mosydarens u3 |Pv6-3aronoBka, B MpOTUBHOM cllydae, Ha HA4aJIbHOM Y3Jie, 3TO OyneT
ajZipec TOCIEAHErO JJIEMEHTa 3aroJioBKa MapLIpyTH3alldd, a Ha Y3Je-TojyyaTene — ajapec
nonydatenss u3 |Pv63aronmoBka. 3HaueHue «CeAyIOIMHMA 3arojiOBOK» paBHO 3HAYCHUIO
nporokona — 17 qst UDP. [lnuna UDP — pyinna UDP-3aronioBka v 1aHHBIX.

HadéxHocmb u peweHusi npobrnieMbl nepezpy3okK

N3-3a Henocrarka Han&xkHocTH npuiiokeHuss UDP nomkHBI OBITH TOTOBBI K HEKOTOPBIM MOTEPSIM,
ommOkam u ayonupoBanusM. Hekotopeie u3 Hux (Hampumep, TFTP)Moryt npu HeoOXoauMoOCTH
N00aBUTH DJIEMEHTAPHBIC MEXaHU3MBI 00CCIICUCHUS HAIEKHOCTH Ha MPUKIIAIHOM YPOBHE.

Ho wuame Takue MexaHusMbl He ucnoib3yrorcs UDPaipunokeHusMu n naxe MeEIIAOT HM.
[loTOKOBEIE MeMa, MHOTOIOJIB30BATEIbCKUE HUIPbl B pealbHOM BpemeHu U VOIP — mpumepsl
MIPWIOXKEHUH, 9acTo ucnoib3yroumx npotokon UDP. B 3Tux KOHKpPETHBIX MPUIIOKEHUSAX MOTEPS
MaKETOB OOBIYHO HE SIBJISIETCA OOJBIION mpobiemoil. Eciam mpuiaokeHno HEOOXOIUM BBICOKHH
YPOBEHb HAJAEKHOCTH, TO MOYXKHO UCIIONIBb30BaTh apyroit nporokoi (TCP)umu erasure codes.

Bonee ceprE€3Hoil MOTEHITMANBHON TTPOOJIEMOI SABIsIeTCs TO, 4TO B otinuune oT | CP, ocHOBaHHEIE
Ha UDP npwioxeHuss He 00s3aT€IbHO HMMEIOT XOPOIIHE MEXaHU3Mbl KOHTPOJII W HM30ETaHMs
neperpy3ok. YyscrtBuTenbHble K meperpy3kam UDP-ipuiioskeHusi, KOTOpble MHOTPEOJISIOT
3HAYUTENbHYI0 YacTh JOCTYIHON MPOMYCKHON CIOCOOHOCTH, MOTYT IIOCTaBUTh IMOJA YIpo3y
crabmibHOCTh B MIHTEpHETE.

CereBble MEXaHU3MBbI ObLUTH TPETHA3HAYCHBI JJISI TOTO, YTOOBI CBECTH K MHUHHMYMY BO3MOXKHBIE
3¢ (}EKTHI OT Meperpy30K MPH HEKOHTPOJIMPYEMBIX, BRICOKOCKOPOCTHBIX Harpy3kax. Takue ceTeBbIe
AJIEMEHTHI, KaK MapIIpyTHU3aTOPhI, UCIIOJIB3YIONIUE MMAKETHBIE OYeper W TeXHUKU cOpoca, 4acTo
SIBJSIIOTCS  €TMHCTBEHHBIM JTOCTYITHBIM HHCTPYMEHTOM il 3amemieHus u3obitounoro UDP-
tpadpuka. DCCP (anrn. Datagram Congestion Control Protocol #potokon KoHTposs 3a
neperpy3KkamMu JararpaMm) pa3padoTaH Kak 4aCTHYHOE PEIICHHE 3TOH MOTEHIIHATLHOM POOIEMBI ¢
MOMOIIBIO0 JT00ABIICHUST KOHEYHOMY XOCTY MEXaHU3MOB [IJISi OTCIICKHBAHUS TEPETPY30K JUIS
BBICOKOCKOPOCTHBIX UDP410TOKOB BpO/1€ TOTOKOBBIX MEIHA.



lpunoxeHus

Muorouncnennsie KiroueBble HTEepHET-NipHItoskenus ucronbdyror UDP, B ux yncine — DNS (rae
3ampOChl TOJDKHBI OBITH OBICTPBIMH U COCTOSITH TOJIBKO M3 OJIHOTO 3alpoca, 33 KOTOPBIM CIEAyeT
oauH naket oreera), [Ipocroit [Iporokon Ynpasnenus Cerssmu (SNMP), ITpotokon MaprupyTtHoit
HNudopmanmu (RIP), ITporokon Junamuueckoii Konpurypauuu Yzna (DHCP).

I"onocoBoii u Buneorpaduk 00br4HO nepenaercs ¢ nomoibio UDP. ITpoTokonbl TOTOKOBOTO BHIIEO
B pPEeaJbHOM BpEMEHH U ayIuo pa3paboTaHbl At 00pabOTKH CllydalHBIX MOTEPh MMAKETOB TakK, YTO
KayecTBO JIMIb HE3HAYUTEIbHO YMEHBINACTCS BMECTO OOJBLIMX 33/EpKeK NpU TOBTOPHOU
nepenade norepsHHbIX makeToB. [lockonbky u TCP,u UDP paboTatoT ¢ 0HO# U TOH K€ CEThIO,
MHOTHE KOMIIAaHHM 3aMevaroT, 4To HegaBHee yBennuenne UDP-rpaduka u3-3a 3TUX MPUIOKEHUN
peabHOTO BPEMEHH MeIIaeT mpou3BoAuTeNbHOCTH | CPiIprioxkeHuii Bpoae cUcTeM 0a3 JIaHHBIX
WM OyXranTepckoro y4era. Tak kKak U OW3HEC-TIPHIIOKEHUS, M IPUIIOKEHHUSI B PEaIbHOM BPEMEHHU
BaYKHBI JUIsI KOMITAHUHN, pa3BUTHE KAaueCTBa pelIeHUH MpoOJieMbl HEKOTOPHIMH pacCMaTpUBAETCS B
KayecTBE BaKHEHIIIEro MpUOPHUTETA.

CpaeHeHue UDP u TCP

OcHoBHas cTtaTthd. TPaHCHOPTHLIN YPOBEHDb

TCP— OpHEHTHPOBaHHBI Ha COEAMHEHUE TMPOTOKOJ, UTO O3HAYaeT HeoOXOAMMOCTb
«PYKOIIOXKATHUSI» JUIsl YCTAHOBKHM COEJUHEHMS MEXAy ABYMsI XocTamu. Kak TOJIBKO coennHeHHe
YCTaHOBJIEHO, OJIb30BATENIN MOT'YT OTIPABIIATH JaHHbIE B 000X HAIIPABICHUSIX.

«  Haoéixcrnocmv — TCP ympasnsieT moarBep:kaeHreM, TTOBTOPHOM Tiepeadeii 1 TaiM-ayToM
coobmienuit. [Ipon3BoASTCS MHOTOUMCIICHHBIE TIOMBITKA JOCTaBUTH cooOIeHne. Eciau oHo
MOTEepsieTCSl Ha TYTH, CEPBEP BHOBBL 3alPOCUT ToOTepsHHYI dYacTh. B TCP Her HHM
NPOMNABIINX JaHHBIX, HU (B Cllyuae MHOTOYMCIICHHBIX TalM-ayTOB) pa30pBaHHbBIX
COCTUHEHUMN.

«  Vnopsoouennocms — ecnu JBa COOOIIEHUS TIIOCIEAOBATEIbHO OTIPABICHBI, IEPBOE
COOOIIEHNE JOCTUTHET MPWIOKEHUA-TIONydaTenss TMepBbIM. Ecnu  ydyacTKHM JaHHBIX
MpUOBIBAIOT B HEBepHOM Topsizike, T CPoTnpasiser HEynopsIoueHHbIC TaHHbIE B Oydep 10
TeX TMOp, MTOKa BCE IaHHBIE HE MOTYT OBITh YIIOPSAJ0YCHBI U TIepeiaHbl TPUI0KEHHIO.

s Taxcenosecnocmv — TCP HeoOXoauMo TpW TakKeTa JUIsi YCTAaHOBKH COKET-COCTUHEHUS
nepes TeM, Kak OTIpaBuTh AaHHble. TCPcriennt 3a Haa&KHOCTBIO U TIeperpy3KaMu.

« Ilomoxosocmb — NaHHBIE YUTAIOTCS KaK MOTOK OAaWTOB, HE MEPENAeTCs] HUKAKHX OCOOBIX
0003HaYEHUH JJI1 TPAHUI] COOOIICHHS I CETMEHTOB.

UDP — Gosiee mpocToii, OCHOBAaHHBIN Ha COOOIICHUSX MPOTOKOJI 0€3 yCTaHOBJICHUS COCIUHEHUS.
[TpoTOKOINIBI TAaKOTO THUIA HE YCTAHABIWBAIOT BBIICJICHHOTO COCIUHEHHS MEXKIY IBYMS XOCTAMH.
Cesi3p JocTUTaeTCS IMyTeM Tepefadyd WH(OpPMAalWd B OJHOM HAIPABICHWHW OT HMCTOYHHMKA K
noyiydatento 0e3 MPOBEpKM TOTOBHOCTH MIJIM COCTOSIHUS mondydarens. OIHaKo, OCHOBHBIM
npeumyiiectBoM UDP nan TCP sBisitoTcss mpuiioKeHus: AJsl TOJI0COBOM CBA3HM 4epe3 MHTEPHET-
npotokon (Voice over IP, VOIP)B koTopoMm 1000€¢ «yKOMOXKATHE» TMOMEIIANI0 OBl XOPOIIeH
rojgocoBoil cBsa3u. B VOIP cunrtaercss, 4TOo KOHEUHBIE NOJB30BATENM B PEaIbHOM BPEMEHU
MPEAOCTABAT JIF000E HEOOXOAMMOE MOATBEPIKICHHUE O TIOJIYICHHH COOOIICHHS.



«  Henaoéxcnviii — xorja cooOlleHHe MOChLIAETCs, HEU3BECTHO, JOCTUTHET JIK OHO CBOETO
HA3HAYECHUs] — OHO MOXKET IOTEPATHCS 1O IMyTH. HeT Takux MoHATHH, KaK MOATBEPXKICHNUE,
[IOBTOpHAs Ilepeaaya, Taum-ayT.

«  Heynopsoouennocms — ecii JBa COOOIICHHS OTMPABICHBI OJHOMY IMOJIy4aTellto, TO
MOPSATIOK MX JOCTHKEHHS LIETTU HE MOXKET ObITh MpeayrajiaH.

o JleckogecHocmb — HUKAKOTO YIOPSJOYMBAHUS COOOIIEHUH, HUKAKOIO OTCIIEKHUBAaHUS
COEAMHEHUH U T. 1. DTO HEOONBIION TPAHCTIOPTHBINA YPOBEHbB, pa3paboTaHHbIH Ha |P.

« Jlamaepammvl — TAKETHI MOCHUIAIOTCS MO OTICIBHOCTH M MPOBEPSIOTCS Ha IEIOCTHOCTH
TONILKO €CIM OHU TpuObUIH. [lakeTsl HMMEIT ONpeneNeHHbIE T'PAHUIBI, KOTOPBIC
COOJTFOIIAFOTCS MOCHIE TOJYUEHHUs, TO €CTh OIepaIis YTCHUS Ha COKETe-Toydarelie BhIIacT
COOOIIIEHNE TAKAM, KAKMM OHO OBUIO M3HAYAILHO IIOCIAHO.

« Hem xoumpons nepecpyzok — UDP cam mo cebe He wusberaer mneperpy3ok. s
MPUJIOKEHUH ¢ OOJBIION TPOMYCKHONW CIIOCOOHOCTHIO BO3MOXKHO BBI3BaTh KOJIJIAIC
Meperpy30K, €CIIM TOJBKO OHU HE PEAIU3YIOT MEpPhl KOHTPOJIS Ha TIPUKIIATHOM YPOBHE.

DHCP

DHCP (aura. Dynamic Host Configuration Protocol — mpoTokoa JHHAMHYEeCKOH HACTPOMKH
y3J1a) — CETEeBOM MPOTOKOJI, MO3BOJISIONIMIA KOMITBIOTEpaM aBTOMATHYECKH MoiydaTh |P-aapec u
Apyrue mapamMeTpsl, HeoOXoauMble aist pabotel B cetu T CP/IP. JlaHHbIi MPOTOKOA paboTaeT mo
MOJICNIN <«GJIMEHT-cepBep». s aBTOMaTWyeckod KOH(HUrypaluu KOMIBIOTEP-KIMEHT Ha JTare
KOH(HUTYpAIMU CETEBOTO YCTPONCTBA 0OpaiaeTcs K Tak Ha3siBaeMoMy cepsepy DHCP, u momyvaer
OT HEro HYyXHbIe mNapamerpbl. CeTeBOW aJIMUHUCTPATOP MOXET 3aJaTh JAHANa3oH aJpecoB,
pacrnpenenseMbplXx CEPBEPOM CPEIr KOMIBIOTEPOB. DTO MO3BOJSET M30€KaTh PyUYHOH HACTPOUKH
KOMIIBIOTEPOB CETH M YMEHbIIaeT KosundecTBO omubok. I[Iporokon DHCP ucnons3yercs B
oonbimHcTBe ceterr TCP/IP.

DHCP siBnsiercst pacmmpenuem nporokoia BOOTP, ncnonb3oBaBiierocs panee Juist 00ecreyeHust
0e31ucKkoBBIX pabounx craniui |P-agpecamu mpu mx 3arpyske. DHCP coxpansier o6GparHyio
coBMecTuMocTh ¢ BOOTP.

PacnpedeneHue |P-adpecoe
[Tporokon DHCPmpenocrasiser Tpu ciocoda pacnpeaenenus |P-aapecos:

«  Pyunoe pacnpeoenenue. Ilpm 3TOM cmocobe CETeBOW aIMUHHUCTPATOP COIOCTABIISET
anmaparHomy azapecy (mis Ethernet cereit 3t0 MAC-anpec) Kaxaoro KIHEHTCKOTO
KoMmmbioTepa omnpenenéHubii IP-angpec. dakTuyeckw, MaHHBIA CIOCOO pacrpeneIeHHs
a/IpecoB OTIMYAETCS OT PYYHOI HACTPONKHU Ka)KJOTO KOMIIBbIOTEpA JHUIIb TEM, YTO CBEJCHUS
00 anpecax Xpassrcs IeHTpaim3oBanHo (Ha cepeepe DHCP), m moromy wmx mporie
M3MEHATH ITPU HEOOXOTUMOCTH.

o Aemomamuuecxoe pacnpedenenue. llpu HaHHOM cHoco0e KaXAOMY KOMITBIOTEPY Ha
MMOCTOSTHHOE ~ HMCIOJIb30BAaHUE BBIJICTSECTCS TMPOW3BOJBHBIN cBOOOAHBI |P-ampec wu3
oTpeenEéHHOro aAMIUHUCTPATOPOM JTHANa30HAa.



Jlunamuueckoe  pacnpedenenue.  ITOT  crmocod  aHAJOTUYEH  aBTOMATHYECKOMY
pacrpe/ieicHHIo, 3a HCKIIOYCHHEM TOro, YTO aaApec BBITAETCS KOMIBIOTEpY HE Ha
MOCTOSTHHOE TIOJIb30BaHKE, a Ha OMPEEIEHHBIN CPOK. DTO HA3BIBACTCS aperdoll adpeca. I1o
HUCTEYCHUH Cpoka apeHasl |P-ampec BHOBH cuuTaeTcs CBOOOAHBIM, M KIMEHT 00s3aH
3alpOCUTh HOBBIA (OH, BIPOYEM, MOXKET OKa3aThCs TEM K€ caMbiM). Kpome TOro, KJIMEHT
caM MOXET OTKa3aThCs OT IMOJIYICHHOTO ajpeca.

Hexkoropeie peanuzanuu ciyx6s1 DHCP cocoOHBr aBTOMaTHueckn OOHOBIATH 3amucu DNS,
COOTBCTCTBYIOIIHUC KIUCHTCKUM KOMIIBIOTCpaM, MIpPHU BBIACICHHU HWM HOBBIX aJIpPCCOB. 910
MIPOM3BOUTCS TIPH MOMOIIH TpoToKoa 00HOoBIeHUs: DNS, onmcannoro 8 RFC 2136

Onyuu DHCP

ITomumo IP-anpeca, DHCP Taxke MoxeT cooOIaTh KIMEHTY JONOJHHUTEIbHbBIE IMapaMeTphl,
HEOOXOUMBIC NIJII HOPMaJIbHOW PabOThl B CETH. DTH TMapameTpbl HasbiBatotcs onyusvu DHCP.
Crniucok cTaHIapTHBIX ONIuii MoxkHO Haiitn B RFC 2132

HekoTtoprsiMu 13 Hanbosee 4acTo UCIOIb3YEMBIX OMIIUN SBISIOTCS:

IP-anpec mapiipyTusaropa no yMoaI4aHHIo;
MAacKa IOJICETH,

aapeca cepBepoB DNS;

ums gomeHa DNS.

Hekotopeie MOCTaBIMIMKK TMPOTPAMMHOTO OOCCIICYCHHS MOTYT ONpPENeNsATh COOCTBEHHEIE,
nonosiauresbabie onuuu DHCP.

Ycmpolicmeo npomokona

[Iporokon DHCP siBnisiercst kauenm-cepseptuvim, TO €CTh B €ro padore yuacTBytoT kaueHT DHCPu
cepBep DHCP.Ilepenaya ganHbIX MPOU3BOAUTCS Npu nomoiiu nporokona UDP, mpu sToMm cepsep
MIPUHUMAET COOOIIEHUS OT KJIMEHTOB Ha MOPT 67 M OTMpaBiseT cOOOIMEeHUs KIMEHTaM Ha mopT 68.

Ctpyktypa coobweHun DHCP

Bce coobmenuss mporokona DHCP pa3buBatorcss Ha mOJS, KaXI0€ W3 KOTOPBIX COJEPKHT
onpenenénnyro uHbopMmaruio. Bce monst, kpome mocneanero (mois omiuii DHCP), umetror
(bUKCUPOBAHHYIO JTUHY.

ITose

op

htype

hlen

hops

Jouna (B
oaiiTax)

Tun coobmenus. Hampumep moxet npuaumars 3HadeHns: BOOTREQUES”

(1, 3anpoc ot kimenta k cepsepy) u BOOTREPLY (2,0otBer ot cepsepa k 1

KJIHCHTY).

Onucanue

Tun anmaparHoro azapeca. JlomycTUMbIe 3HAYSHHST STOTO TIOJISI OTPE/ICICHBI B
RECL700 «Assigned Numbershanpumep, ms MAC-anpeca Ethernet101
MowuT/c 310 T0JIe TPUHUMAET 3HaYcHHE 1.

JlnuHa anmmapartHoro ajapeca B Oaiirax. s MAC-anpeca Ethernet— 6. 1

KonnvecTBO MPOMEKYTOUHBIX MaPIIPYTH3aTOPOB (TaK HA3BIBAEMBIX d2CHMOB
pempancisayuu DHCP), depe3 kotopeie mpouuio coobOmienue. KiueHt




ycTaHaBnuBaeT 310 mnosie B 0.

YHUKaNbHBIA HMICHTU(DHUKATOP TpaH3aKIMH, TEHEPUPYEMBIM KIUECHTOM B

xid HayaJie mpolecca MmoJyueHus aapeca. 4

secs Bpewmst B cekyH/iax ¢ MOMEHTa Havasia mpolecca nojaydeHus aapeca. Moxer 2
HE HMCIIOJIB30BaThCs (B 3TOM Cllydae OHO ycraHaBiuBaeTcs B 0).

flags Tlone st paroB — crenuaIbHBIX TapamMeTpoB mpoTokoira DHCP. 2
IP-ampec knmeHTa. 3amoiHSAETCS TOJBKO B TOM Ciy4ae, €CIH KIHMEHT YXKe

ciaddr MeeT cobctBeHHbIl IP-anpec u cnocobeH oTBeuyars Ha 3ampockl ARP (310
BO3MO)KHO, €CJIM KJIMEHT BBIMOJHICT IMPOIENypy OOHOBIEHHS aapeca Iio
VCTEUCHHUU CPOKA apCH/IBI).

yiaddr Hossrii IP-anpec knuenTa, npeasoKeHHbIlH CepBEPOM. 4

siaddr IP-agpec cepsepa. Bosspariaercs B npemiokenun DHCP ¢m. Huxe). 4

giaddr IP-anpec areHta perpaHCISLIUU, €CIM TAaKOBOM y4YacTBOBajJd B IpOlIECCE 4
noctaBku coobmenuss DHCP o cepsepa.

chaddr Anmaparusrii agpec (06sr9H0 MAC-aapec) KIueHTa. 16

sname HeoOsi3aTenpbHOE UMsI CepBepa B BUJIC HYJIb-TEPMUHHUPOBAHHONU CTPOKH. 64

HeoOs3aTenbHoe mMs daiina Ha cepBepe, HCIOIb3yeMoe Oe3IMCKOBBIMU
file paboynMu cTaHuusMH TpH yaadéHHoil 3arpyske. Kak u sname 128
NPEACTaBICHO B BUJIE HYJIb-TEPMUHHUPOBAHHOMW CTPOKH.

[Tone onyuii DHCP. 3mech yka3pIBalOTCS Pa3IMUHBIE TOTIOJHUTEIHHBIC
napaMeTpsl KOHQUTypanuu. B Hauame 3TOro moisl yKa3bIBAIOTCS YEThIPE
0coObIx Oaiita co 3Hagenusmu 99, 130, 83, 99 @ommieOHBIE YHCTA»),

OptiONS MO3BOJISAIONIME CEPBEPY ONMPEACIUTh HAJIWYME A3TOro moiis. llone umeer mepeMeHHas
nepemMeHHy JuHy, ogHako DHCPxIueHT nomkeH ObITh TOTOB NMPUHATH
DHCP<coo0muieane anuHoit B 576 6aiT (B 3TOM cooOiieHuu moje options
umeer auuHy 3400aiiT).

Mpumep npouecca nonyyeHus agpeca

Paccmotpum mpumep mporecca mnonyueHus |IP-agpeca  kmmentom ot cepsepa DHCP.
[IpennonoxumM, KiIHMeHT emeé He umeer coOcTBeHHOro |P-agpeca, HO eMy H3BECTEH €ro
npeasiaymuid agpec — 192.168.1.10AIporiecc COCTOUT U3 YETHIPEX ITATIOB.

Oonapyxenne DHCP

BHavane KJIMEHT BBINOJHAET IIMPOKOBEIIATEIbHBIN 3aIpoC MO Bced (U3UUECKOM CEeTH C IENbIo
oOHapyxuth noctynueie DHCP-<cepBeprl. On otnpaBnser coobmenue tunma DHCPDISCOVER,
npu 3ToM B KadectBe |P-ampeca mcrounuka ykaspiBaercs 0.0.0.0 fak kak xommbroTep emé He

umeer cobcTBeHHoro IP-aapeca), a B kauecTBe ajapeca Ha3HAUYCHHUS — ITUPOKOBEIIATEIbHBIHN aapec
255.255.255.255.

KimeHT 3amoHsIeT HECKOILKO IOJIeH COO6H_ICHI/IH Ha4YaJIbHbIMU 3HAYCHUSIMU.

+ B mone xid momernaercs yHUKAIbHBIN udeHmugukamop mpan3axyuu, KOTOPbIA MO3BOJISAECT
OTJIMYATh JAHHBIN TIpolecc noaydeHus |P-aapeca oT Ipyrux, MpoTEKArIINUX B TO K€ BPEMs.

« B mone chaddr momeraercs anmaparasiii agpec (MAC-aapec) KiueHTa.

« B none onuuii yka3zpiBaeTcsa nocieIHUN U3BecTHRIN KineHnty IP-agpec. B nannom npumepe
sT0 192.168.1.1002T0 HEOOsA3aTETLHO U MOXKET OBITH TPOUTHOPUPOBAHO CEPBEPOM.



Coobmenne DHCPDISCOVERwMoxeT ObITh pacpoCcTpaHeHO 3a Mpeeibl JIOKAIbHON pu3nueckon
CeTH TpHU  TIOMOIIM  CIEHUATBHO  HACTPOEHHBIX  acenmos  pempauciayuu  DHCP,
NepeHanpaBSIONUX MOCTyNaoNMe 0T KiaueHToB coodmennss DHCP cepepam B Apyrux mojcersix.

Ipennoxenue DHCP

[TonyuuB cooOmieHrne OT KJIMEHTA, CepBep ompeneseT TpeOyeMyro KOH(PUTYpaluio KIMEHTa B
COOTBETCTBHH C YKa3aHHBIMH CETEBBIM aJIMUHUCTPATOPOM HacTpoiikamu. B nannom cinyqae DHCP-
CepBEp corjiaceH C 3ampomieHHbIM KineHToM aapecom 192.168.1.100CepBep oTmpaBiseT emy
oteer (DHCPOFFER), B koTopom npeiaraer koHpurypamuro. [Ipeanaraemsriii kauenty |P-axpec
ykaspiBaercs B mojie Yiaddr. IIpoure mapametpsl (Takue, Kak aapeca MapmpyTu3atopoB u DNS-
CEpPBEPOB) YKa3bIBAIOTCS B BUJIC OMIIMA B COOTBETCTBYOIIEM TOJIE.

3to coobmenne DHCP-cepBep ornpasnser xocty, nocnasmemy DHCPDISCOVERHa ero MAC,
IpH  OINpPENENCHHBIX  OOCTOSATENBCTBAX  COOOIICHWE  MOXKET  PacHpOCTPAaHATHCS — Kak
LIMPOKOBEIIATENbHAs paccbulka. KIMEHT MOXKET MOJyYUTh HECKOJIBKO Pa3IMYHBIX MPEUI0KEHUN
DHCP ot pa3HbIX cepBepOB; U3 HUX OH JIOJDKEH BBIOPATh TO, KOTOPOE €r0 «yCTpauBaeT».

3anpoc DHCP

Bri6paB oany u3 koHdurypamuid, npempioxeHabix DHCP-cepBepaMu, KIMEHT OTHPABISIET 3ampoc
DHCP (OHCPREQUEST). On paccbuiaeTcsi HIMPOKOBEUIATEIBHO, MPH 3TOM K OIIHUSAM,
ykazanHbiM KkireHToM B coobmennn DHCPDISCOVER, nobGaBnsiercst crienpanbHas OTIAS —
uacHTUGUKATOP cepBepa — ykasbiBatomias aapec DHCP-<cepBepa, BBIOpaHHOTO KIHMEHTOM (B
naHHOM ciydae — 192.168.1.1).

IoarBep:xnenne DHCP
Haxkonern, cepBep mnoaTBepxkmaeT 3ampoc W Hampariser 3710 mnoarBepxkacaue (DHCPACK)

knueHTy. [locie 3TOro KIMEHT JOHKEH HACTPOWTh CBOW ceTeBoil uHTepdelic, HCIoNb3ys
MIPEAOCTABIICHHBIE OILIVH.

Bua coodmenmii

HI/I)KG HpI/IBe,Z[GHBI 3HAUYCHUSA KaXOAO0T'0 II0Jd JId KaxXKaIoro wus3 OTHpaBHHCMBIX B Hpouecce
COOOIIIeHNI DHCP.



Oonapy:xenne DHCP
DHCPDISCOVER

Mpennoxenne DHCP
DHCPOFFER

3anpoc DHCP
DHCPREQUEST

Honreep:xxaenue DHCP
DHCPACK

UDP Src=0.0.0.0
Dest=255.255.255.255

UDP Src=192.168.1.1
Dest=255.255.255.255

UDP Src=0.0.0.0
Dest=255.255.255.255

UDP Src=192.168.1.1
Dest=255.255.255.255

| OP | HTYPE |HLEN |HOPS

| OP | HTYPE |HLEN |HOPS

| OP | HTYPE |HLEN |HOPS

| OP | HTYPE |HLEN |HOPS

0x01 |0x01 | 0x06 | Ox00 ||0x02 |0x01 | O0x06 | Ox00 ||0xO1 [OxO1 | Ox06 | Ox00 ||0x02 |Ox01 | Ox06 | 0x00
| XID | XID | XID | XID
0x3903F326 (0x3903F326 0x3903F326 (0x3903F326

| SECS | FLAGS || SECS | FLAGS || SECS | FLAGS || SECS | FLAGS
0x0000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000 0x0000 | 0x0000

| CIADDR | CIADDR | CIADDR | CIADDR
0x00000000 10x00000000 10x00000000 10x00000000

| YIADDR | YIADDR | YIADDR | YIADDR
1000000000 (0xCOA80164 1000000000 (0xCOA80164

| SIADDR | SIADDR | SIADDR | SIADDR
1000000000 (0xCOA80101 1000000000 000000000

| GIADDR | GIADDR | GIADDR | GIADDR
0x00000000 000000000 0x00000000 000000000

| CHADDR | CHADDR | CHADDR | CHADDR
0x0000001d6057ed80 0x0000001d6057ed80 0x0000001d6057€d80 0x0000001d6057ed80

| SNAME | SNAME | SNAME | SNAME
‘(HyCTOC 1oJIe) |(nyCToe oJje) ‘(HyCTOC 1oJIe) |(nyCToe oJje)

| FILE | FILE | FILE | FILE

‘(HYCTOGD 10JIe) |(nyCToe 10JI¢) ‘(HYCTOGD 10JIe) |(nyCToe 10JI¢)

| OPTIONS | OPTIONS | OPTIONS | OPTIONS




Onmust DHCP 53:06napyxenue
DHCP

Onuus DHCP 53mpemioxenue
DHCP

Omnmuss DHCP 50:3anpoc aapeca
192.168.1.100

Omnusa DHCP 1:macka noaceru
255.255.255.0

Onuua DHCP 3:mapupyrusarop
192.168.1.1

‘OHI_II/ISI DHCP 53:3anpoc DHCP

Omuust DHCP 50:3anpoc agpeca
192.168.1.100

Onuus DHCP 53moarsepxxaenue
DHCP

Onuust DHCP 54: DHCReepBep

192.168.1.1

Omnuusa DHCP 1:macka noaceru
255.255.255.0

Onuus DHCP 51:cpoxk apenast IP-
aapeca — 1 nenp

Onuus DHCP 54: DHCReepsep

192.168.1.1

Onuua DHCP 3:mapupyrusarop
192.168.1.1

Onmus DHCP 51:cpoxk apenast IP-
aapeca — 1 nenp

Onuus DHCP 54: DHCReepsep
192.168.1.1




Mpoumne coobweHna DHCP

[TomuMo cooOuieHnid, HEOOXOAMMBIX ISl MEpBOHAYAILHOrO modydeHus |P-aapeca KiMeHTOM,
DHCP npenycMaTpuBaeT HECKOJIBKO JOTOTHUTEIBHBIX COOOIIEHUH I BBIOJIHEHUS MHBIX 33/1a4.

Otka3z DHCP

Ecmu mocne monydenus moarsepxkaeuus (DHCPACK) ot cepBepa KIMEHT OOHApY:KHBAET, YTO
YKa3aHHBI CEpBEPOM aJpec YKE HCIOJB3YeTCsS B CETH, OH PAaCChUIAET ITUPOKOBEIIATEIHHOE
coobmienne orkaza DHCP OHCPDECLINE ), nocie uero mporenypa moiydenus IP-agpeca
noBropsercs. Mcnons3oBanue |P-anpeca apyruM KIMEHTOM MOXHO OOHApyXWUTh, BBITIOJIHUB
3anpoc ARP.

Ormena DHCP

Eciy no xakum-To IpUYMHAM CEPBEP HE MOKET IIPENOCTaBUTh KIMEHTY 3ampoiueHHsi |IP-anpec,
WM €CITH apeHjia ajapeca yAaaseTcsl aIlMHHUCTPATOPOM, CEPBEpP PAaCChUIAET IMHPOKOBEIATEIBHOEC
coobmenne ormensi DHCP  QOHCPNACK). Tlpu monydeHMH  TakKoOro  COOOIIEHHUS
COOTBETCTBYIOIIMM KIMEHT JOJKEH IIOBTOPUTH IIPOLEAYPY IOJy4YECHUS aapeca.

OcBooo:xaenne DHCP

Kimment moxer sBHBIM 00pa3oM mpekpaTuTh apeHay |P-ampeca. [{mst aToro oH oTmpaBisieT
coobmenne oceoboxaenus DHCP DHCPRELEASE) tomy cepBepy, KOTOPBIH IPEIOCTABUII EMY
aapec B apenay. B ortaumume ot apyrux coobmenuit DHCP, DHCPRELEASEse pacceutaercs
[IMPOKOBEIIATEIBHO.

Nudpopmanus DHCP

Coo6Omenne wuHpopmanuu DHCP OHCPINFORM) npeana3HaueHo Uisi  ONpEACICHUS
JOMOJHUTEIBHBIX TapameTpoB T CP/IP (HampuMep, aapeca MapipyTu3aropa mo ymondanuto, DNS-
CEpBEPOB U T. I1.) TEMHU KJIMECHTAMH, KOTOPBIM He HYXeH auHamuueckuii IP-aapec (To ecth aapec
KOTOPBIX HACTPOEH BpyuHYI0). CepBephbl OTBEYAIOT HAa TAKO 3ampoc COOOIIEHHEM TOATBEPIKACHHSI
(DHCPACK) 6e3 Boinenenus IP-aapeca.

Peanu3auuu

Komnanus Microsoft smepssie Bkimounia cepeep DHCP B mocraBky cepepHoii Bepcuu Windows
NT 3.5 Bemymennoid B 1994rony. Haunnas ¢ Windows 2000 Serveseanuzanuss DHCP-cepsepa
or Microsoft mo3Bonser guHamuyecku OOHOBIATH 3ammcd DNS, uro ucmonssyercs B Active

Directory.

Internet Systems Consortiussimyctui nepByio Bepcuio ISC DHCP Servefmnns Unix-mogo0HbIx
cucreM) 6 nekabps 1997 roma. 22 wmions 1999 rona Beimwia Bepcus 2.0, Gonee TOYHO
COOTBETCTBYIOIIAS CTAHIAPTY.

Komnanus Ciscoskirounia cepsep DHCP B Cisco 10S12.08 despane 1999roma. Sun nobasuia
DHCP-<epBep B Solaris8 B utone 2001rona.



B Hacrosimee Bpems cymecTByroT peanusanuu cepepa DHCP mns OC Windows B Buae
OTJICTLHBIX TIPOTpamMM, B TOM YHCIIC OTKQBITBIX[l , TIO3BOJISIFONIUX BBITIOJTHATE posib cepBepa DHCP
KOMIIBIOTEpAM I107 YIIPaBJIEHUEM HecepBepHBbIX Bepcuil nanHoi OC.

DNS

DNS (amrmi. Domain Name System— cucrema [JOMEHHBIX HMMEH) —  KOMIIBIOTEpHAS
pacrpeenéHHas cucTemMa Julst morydeHust HHpopMaiuu o gJomMeHax. Yarie Bcero UCIonb3yeTcst Ist
noxydeHus IP-agpeca mo mMeHn xocTta (KOMIBIOTEpA WK YCTPOMCTBA), OIYyUEHHS HHPOPMAIHH O
MapIIpyTU3alUH TOYThI, 00CITYKUBAIOIIMX Y3J1aX JJIs POTOKOJIOB B AoMeHe (SRV3amuch).

Pacnipenenénnas 6aza ganubix DNS monmmepkumBaetrcsi ¢ momompto uepapxun DNS-cepBepos,
B3aUMOJCUCTBYIOLIUX 10 ONPEAEIEHHOMY IPOTOKOJY.

Ocnogoii DNS siBiisieTcst mpezctaBieHue 00 nepapXu4eckoil CTpyKType JOMEHHOTO UMEHHU U 30HAX.
Kaxxnprit cepBep, OTBEUAIOIINI 3a MMS, MOXKET Oerecuposams OTBETCTBEHHOCTh 3a JATbHEHIITYIO
4acTh JOMEHA JPyromy cepBepy (¢ aMMHUCTPATUBHON TOYKH 3PEHUS — JIPYTO¥ OpraHu3aiuy Win
4eJI0BEKY), YTO TIO3BOJIIET BO3JIOKUTH OTBETCTBEHHOCTh 3a aKTYallbHOCTh HWH(OpPMAIUU Ha
CepBEpPbI pa3IMUYHBIX OpraHu3auii (JIF0Jei), OTBEYAIOUINX TOJBKO 3a «CBOK» YacCTh JOMEHHOTO
HMEHH.

Haumnas ¢ 2010 roma, B cucremy DNS BHeapstoTcs cpeacTtBa MPOBEPKH IETOCTHOCTH
nepefaBaeMbIX JaHHBIX, HasbiBaemble DNS Security Extensions (DNSSEQ. IlepemaBaembie
JaHHbIE HE MHQPYIOTCSA, HO MX JOCTOBEPHOCTH NMPOBEPSETCS KPUNTOTpahpUUecKUMH CHOCOOaMH.
Buenpsiemprii  cranmapt DANE obGecneunBaeTr mnepemady cpeactBamu DNS  gocroBepHoit
kpunrorpaduueckoir  mHOpMaruu  (cepTUudUKATOB), HCHOIB3YEMBIX JUIS  YCTAHOBJICHUS
0€30MacHbIX U 3AIMUIIEHHBIX COSTMHEHUI TPAHCIIOPTHOTO W IPUKIATHOTO YPOBHEH.

Knrodyeebie xapakmepucmuku DNS
DNS oGmnagaer ciieayonmMy XapakTepuCTHKaMU:

«  Pacnpeoenénnocmo  aomunucmpupoganus. OmeemcmeeHnocmy 32 Pa3HbIe  YaCTH
HepapXuIeCcKOl CTPYKTYPhI HECYT Pa3HbIE JIFOAN MM OPraHU3aIliH.

«  Pacnpeoenénnocmo xpanenust ungpopmayuu. Kaxapii y3en cetd B 00s3aTeIBHOM MOPSIKE
JOJDKEH XPAaHHUTh TOJIBKO T€ JaHHBIC, KOTOPBIC BXOIST B €r0 30H) OMEEMCMEEHHOCMU, U
(Bo3moxkHO) anpeca kopresvix DNS-cepsepos.

«  Kewuposanue unpopmayuu. Y3en moocem XpaHUTh HEKOTOPOE KOJIUYECTBO JAHHBIX HE W3
CBOCH 30HBI OTBETCTBEHHOCTH /ISl YMEHBIIICHHS HATPY3KH Ha CETh.

«  Hepapxuueckas cmpykmypa, B KOTOPOW BCE y3IIbl OOBCIHHEHBI B ICPEBO, U KAXKIBIH y3el
MOXKET WA CAMOCTOSITEIILHO ONPENENIATh pabOTy HUKECTOSIIUX Y3JI0B, WIH Oelecuposams
(mepenaBarh) UX APYTUM y3JIaM.

«  Pesepsuposanue. 3a XpaHeHHEe W OOCITY)KHBAaHHE CBOMX y3JI0B (30H) OTBe4ar0T (OOBIYHO)
HECKOJIBKO CEPBEPOB, pa3/ie/EHHbIC KaK (M3UYECKH, TaK U JIOTHYCCKH, YTO OOCCIICUMBACT
COXPAaHHOCTh JJAHHBIX U MPOIOHKEHHE paOOThI JaXKe B ciiydae cOOsi OHOTO M3 Y3JIOB.

DNS Baxna st pabotsl MIHTEpHETA, TaK KaK JJIsl COSUHEHUS C Y3JIOM HeoO0XoauMa nHbopMaIus
o ero |P-aapece, a ans jrojaeit mpoie 3aoMUHaTh OyKBeHHbIE (OOBIYHO OCMBICICHHBIE) ajpeca,
yeMm mocienoBaTenbHOCTh Udp IP-anpeca. B HEKOTOPHIX ciydasx 3TO MO3BOJSET HCIOJIb30BaTh
BUpTyalbHbIE cepBepbl, Hamnpumep, HTTP-<cepBeprl, pasnuuas wuX 0[O0 HMMEHH 3ampoca.



[lepBoHauanibHO TpeoOpa3oBaHUEe MEXAY JOMEHHbIMH U |P-agpecamu mnpousBOAMIIOCH €
HCIIOJIb30BAHUEM CIIEIMATLHOTO TeKCTOBOTO (haiisia hOStS KOTOpHIi cOCTaBIISIICS IICHTPATU30BaHHO
U aBTOMAaTHYECKHM PACCHUIAJICS HA KaKIyl0 M3 MalllMH B cBoeil jokanbHOU cetn. C pocrom Cetn
BO3HHUKJIAa HE0OX0IMMOCTh B 3(()EKTUBHOM, aBTOMATU3UPOBAHHOM MEXaHU3Me, KOTOPbIM U CTala

DNS.

DNS oObuta paspaborana [lomom Mokanerpucom B 1983 roay; OpUTrMHalIbHOE ONMCAHUE
MexaHu3MoB paboTsl coaepxutcs B RFC 882u RFC 883 B 1987 nyonukanus REC 1034u REC
1035u3menmina cnenudukanuto DNSu ormennna REC 882 REC 883u REC 973kak ycrapeBmue.

,EIononHumeanble 803MOXHOCMU

NOAJCPIKKA TUHAMUYESCKUX OOHOBJICHUI
3anurta AaHHbix (DNSSEQ u tpanzakuuii (TSIG)
MOJICPIKKA PA3TMYHBIX TUIIOB HH(OpMAITUH

TepMmuHoo2us U NPUHUUNBLI pabomal

KimroueBpimu noasatusmu DNS saBistirores:

Jlomen (aurn. domain — o6nacte) — y3enm B JepeBe HMEH, BMECTE CO BCEMH
HOI[‘II/IHéHHBIMI/I CMY Yy3J1aMHn (CCHI/I TAaKOBBIC I/IMCIOTCH), TO €CTb UMCHOBAHHAsA 6emesb UIIU
noodoepeso B nepese uMeH. CTPYKTypa JOMEHHOTO UMEHH OTPAKAeT TMOPSIOK CIIeIOBAHHS
Y3JIOB B I/IepapXI/II/I; AOMCHHOC HMS 4YUTACTCA CJICBA HAIpPpAaBO OT MJAAIINX AOOMCHOB K
JIOMEHAM BBICIIIETO YPOBHsI (B MOPSIIKE MOBBIIICHAS 3HAYUMOCTH), KOPHEBBIM JJOMEHOM BCEi
cucTeMsbl siBisieTcst Todka ("), Huke UayT JOMEHBI EPBOrO YPOBHs (reorpapuuecKie Wim
TEMaTHYECKHE), 3aT€M — JIOMEHBI BTOPOTO YPOBHsI, TPETHETO | T. 1. (HAIpUMep, I aapeca

ru.wikipedia.org. JIOMEH TIEpBOT0 YPOBHsI — org , BTOporo wikipedia , Tpetbero ru ). Ha
NpakTHKe TOYKY B KOHIIE HWMEHH 4dacto omnyckaroT ("ru.wikipedia.org" BMECTO
"ru.wikipedia.org." ), HO oOHa ObIBacT BaXHa B CJIy4asx pas3ACiCHUS MEKIY

orHocutenbHbMA qoMeHamMu u FQDN (anmi. Fully Qualifed Domain Name, moiaHOCThIO
OTpeeIEHHOE UMSI TOMEHA).

IMomnomen (anni. subdomain) — momunHEHHBI goMeH (Hampumep, wikipedia.org —
IOIIOMEH JOMEHA org , a ru.wikipedia.org — noMeHa wikipedia.org ). Teopernuecku
TaKoe JICJICHHE MOXKET JOCTUTAaTh TTyOnHBI 127 ypoBHEH, a Kax/aass METKa MOXKET COAepkKaTh
110 63 cCUMBOJIOB, ITOKa 00IIas [JJIMHA BMECTE C TOYKaMHU He HocTurHer 254 cumsonos. Ho Ha
MPAKTUKE PErUCTPATOPhl JTOMEHHBIX HMMEH HCIHOIB3YIOT 00Jee CTPOrHe OTrpaHHYCHUS.
Hampumep, ecnu y Bac ecth JoMeH Buaa Mydomain.ru,Bel MOXeTe CO37aTh ISl HETO
pasnuHbIC MOAAOMEHBI BHIa Mysitel.mydomain.ru, mysite2.mydomain.ru u . .
PecypcHasi 3anmuch — eauHuna xpaHeHuss u nepegaun uHpopmammu B DNS. Kaxnas
pecypcHast 3amuch uMeeT ums (To eCcTh MpUBsA3aHa K omnpeaeieHHoMy JloMeHHOMY MMEHH,
y3JIy B JIEPEBE MMEH), mun U noie Oanuvix, GopMar U COIEPIKAHHE KOTOPOTO 3aBUCHT OT
muna.

30Ha — yacTh JiepeBa JJOMCHHBIX MMEH (BKJIIOYasi pecypCcHbIE 3alHCH), pa3MelnaeMas Kak
eIMHOE IIeJ0e Ha HEKOoTopoMm cepBepe momeHHBIX UMeH (DNS-cepBepe, cm. Hike), a
Yaiie — OJHOBPEMEHHO Ha HECKOJbKUX cepBepax (cMm. Huxke). Llenbio BbIIEICHUS YacTH
JIepeBa B OTHACIBHYIO 30HY SIBISETCS Iepeaada OTBETCTBEHHOCTH (CM. HIDKE) 3a
COOTBETCTBYIOIIMI JIOMEH JpyroMy JHUIly WJIA OpraHu3aldd. OJTO Ha3bIBaeTCS
aenermpoBaHueM (cM. Hrmke). Kak cBsi3Hast 4acTh JepeBa, 30Ha BHYTPH TOXKE MPEICTABIIACT
coboii gepeBo. Ecnu paccmarpuBath npoctpancTBo uMeH DNS kak cTpykTypy u3 30H, a He
OTAETBHBIX y3JIOB/MMEH, TOXKE MOIYIaeTCs IEPEBO; OMPABIaHHO TOBOPUTH O POIUTEIBCKUX
Y IOYEPHUX 30HAX, O CTAPIIMX U MOAUYMHEHHBIX. Ha mpakTtuke, 601bpmmHCTBO 30H 010 1 1-




ro yposHs (., ru, COM, ...)COCTOAT M3 EIUHCTBEHHOTO Yy3Jia, KOTOPOMY HETOCPEICTBEHHO
MOAYMHSIOTCS JIOYCPHUE 30HBIL. B OOJBIINX KOPHOPATHBHBIX JoMeHax (2-ro u Oojee
YPOBHEI) MHOI/IA BCTPEUACTCS 00pa30BaHUE JOTOJHUTEILHBIX MOTYMHEHHBIX YPOBHEH 0e3
BBIJICJICHUS VX B JIOUEPHUE 30HBI.

« JleserupoBaHue — omepaiusi mepeaayd 0TBETCTBEHHOCTH 3a YacTh JepeBa JTOMEHHBIX
MMEH JpYyromMy JUIly WA OpraHu3anuu. 3a cuer aenerupoBanus B DNS obecneunBaercs
pacmipefeieHHOCTh aJIMUHUCTPUPOBAHUS U XpaHEHHs. TeXHUYECKH JAelerHpoBaHue
BBIPA)KAETCSl B BBIJICIICHUU 3TOW YacTH JCpeBa B OTACIBHYIO 30HY, U Pa3MEIICHUU ATOU
30HbI Ha DNS-cepBepe (cM. HIDKE), YIPaBIsIeMOM 3TUM JIUIIOM WM opraHusarmen. [Ipu
3TOM B POJMTENILCKYIO 30HY BKIIOUAIOTCS «CKJeHBarolue» pecypcHbie 3amucu (NS u A),
cozeprkamue ykazarenu Ha DNS-cepBepa mouepHeii 30HBI, a BCsl ocTalibHas HH(popMarys,
OTHOCSIIASACS K JOYEpHEH 30He, XpaHUTCs yxe Ha DNS-cepBepax qouepHeit 30HBI.

« DNS-cepBep — crenmanusupoBantoe 110 ans obcmyxuBanuss DNS, a Takxke xommnbroTep,
Ha koTopoM 310 [10 BemomnHsercs. DNS-cepBep MoxeT ObITh OTBETCTBEHHBIM 32 HEKOTOPHIE
30HBI /WM MOXKET MEPEHATPABIIATh 3aIPOCHI BBIIIICCTOSIINM CEPBEPaM.

+  DNS-kJIHeHT — crernuaan3upoBaHHas ouoauoTeka (wim mporpamma) st padotsr ¢ DNS.
B psine cnmyyaes DNS-cepsep Boictynaer B ponu DNS«umenTa.

« ABropuTeTHocTh (anmi. authoritative) — mpusnak pasmemienus 3061 Ha DNS-cepsepe.
OtBerst DNS-cepBepa MoryT ObITh JBYX THIIOB: asmopumemibie (KOTIa CEpBEp 3asBIISICT,
9YTO caM OTBEYAaeT 3a 30HY) U Heasmopumemnsie (anria. Non-authoritative), korma cepsep
oOpabaTpiBaeT 3ampoc, W BO3BpAIaeT OTBET IPYTHX CEPBEPOB. B HEKOTOPHIX Cllydasx
BMECTO Tepefadn 3ampoca ganbine DNS-cepBep MoXkeT BepHYTh YK€ HM3BECTHOE emy (Io
3ampocam paHee) 3HadeHHe (PEKUM KEITUPOBAHHMS).

« DNSsanpoc (anmi. DNS query) — 3anpoc ot kimenTta (I cepBepa) cepBepy. 3ampoc
MOXET OBITh PeKYPCUSHbIM WU HepeKypcushbim (cM. Pexypeus).

Cuctema DNS cogepxutr nepapxuto DNS-cepBepoB, cooTBeTcTBYIOIIYIO Hepapxuu 30H. Kaxnas
30Ha TOAJCPKMBACTCS KaK MHHUMYM OIHHM asmopumemuvim — cepgepom DNS (ot
aHr1. authoritative — aBTopuTeTHBII), HA KOTOPOM pacIookeHa HHPOPMALUS O TOMEHE.

Nmsa n |IP-agpec He ToxaecTBEHHBI — OJuH |P-agpec MOXET HMMETh MHOYKECTBO HMEH, YTO
HO3BOJSIET TIOJACPXKUBATh HA OJHOM KOMIIBIOTEPE MHOXKECTBO BeO-CallTOB (3TO Ha3bIBaeTCs
BUPTYaIbHBIA _XOcTHHT). OOpaTHOE TOXE CIPaBEIJIUBO — OJHOMY HWMEHH MOXET OBITh
COIIOCTaBJIEHO MHOECTBO |P-agpecoB: 3TO MO3BOMISIET CO3/1aBaTh OalaHCUPOBKY Harpy3KH.

JUIsi TOBBILIEHUST YCTOWYMBOCTU CHCTEMBI MCIIOJIB3YETCS MHOMKECTBO CEPBEPOB, COAECPIKALIUX
UACHTUYHYI0O HMH(QOpPMALMIO, a B IPOTOKOJE €CThb CpPEACTBA, MO3BOJAIONIME IOAJCPKHUBATH
CHHXPOHHOCTh MH(OpMAINK, pacroyioKeHHONW Ha pasHbIx cepBepax. CymiectByer 13 KOpHEBBIX
CEPBEPOB, X aPeca MPAKTUUECKH HE H3MEHSIOTCS .

[Tporokon DNS wmcnonezyer mist pa6otel TCP- wnmm UDP-opt 53 nmisi oTBETOB Ha 3aIpochl.
TpaauumoHHO 3ampockl M OTBETHl OTHpaBisoTcs B Buae oxaHod UDP pararpammbl. TCP
ucrnons3yercs as AXFR-3ampocos.

Pekypcusa
Tepmunom Pexypcusi B8 DNS o6o3navaror anroputm nosenenuss DNS-cepBepa, npu koTopom
CepBep BBINOJHIET OT MMEHHU KJIMEHTA TOJHBIM MOUCK HYXHOH MH(pOpPMaluu BO BCEH CUCTEME

DNS, npu mHeo6xoaumocTu obpamiasicek k apyrum DNS-cepBepam.

DNS=3anpoc MOXeT ObITh pexypcusHbiM — TPEOYIOIUM TOJIHOTO TOUCKA, — U HEePeKYPCUBHBIM
(nnm umepamueHvim) — He TPEOYIOIIUM MOTHOTO MOUCKA.



Amnanornyno, DNS-cepBep Moxer ObITh pexypcugrbiym (yMEIOIIUM BBITIONHATh TOJHBIN TTOUCK)
HepekypcuHvim (HE YMCIONIMM BBITOJNHATH TONHBIA mouck). Hekoropeie mporpammbel DNS-
cepBepoB, Harpumep, BIND, moxHO ckoHuUryprpoBaTh Tak, 4TOOBI 3alpOChl OJHUX KJIMEHTOB
BBINOJIHAJIMCH PEKYPCUBHO, A 3ATIPOCHI IPYTUX — HEPEKYPCUBHO.

[lpn oTBeTe Ha HepeKypcugHvli 3ampoC, a TAKXKe IPM HEYMEHWH WIH 3alpeTe BBIIOIHATH
pexypcuenvle 3anpocsl, DNScepep 1160 Bo3Bpamiaer maHHbIE O 30HE, 3a KOTOPYIO OH
OTBETCTBeH, 1100 BO3BpamaeT omuoKy. HacTpoliku HepekypCcHBHOTO cepBepa, KOrzia py OTBETE
BBIJIAIOTCS apeca CepBEPOB, KOTOPBIE 00Iaat0T OOIBIINM 00bEMOM HH(OPMALIUU O 3aMPOIICHHON
30HE, YeM OTBEYarolmMii cepBep (damie Bcero — ajpeca KOPHEBBIX CEPBEPOB), SIBILSIFOTCS
HEKOPPEKTHBIMU U TaKOH cepBep MOXKET ObITh HCIOIB30BaH I opranu3anuu DoS-aTak.

B ciyuae pexypcusnozo 3anpoca DNS-cepBep onpamBaet cepepsl (B HOpsaKe YObIBaHUS YPOBHS
30H B IMCHH), [TOKa HE HAWAET OTBET WIIM HE OOHAPYXKHT, 4TO JOMEH He cymectByer. (Ha npakrtuke
MOUCK HauWHaeTcs ¢ Hambosee Onm3kux K uckomomy DNS-cepBepos, ecnu nHpopMmamus o HUX
€CThb B K3IIIe M HE yCTapesa, CepBep MOXKET He 3ampaiuBath apyrue DNS-cepsepsl.)

PaccmoTpum Ha mpuMepe padoTy Beeil CUCTEMBI.

[Ipennonoxum, Mbl Habpaiu B Opaysepe aapec ru.wikipedia.org . bpaysep cnpammBaer y
cepBepa DNS: «akoii |IP-anpec y ru.wikipedia.org »? Onnako, cepBep DNS moxer Hudero He
3HaTh HE TOJILKO O 3alpoIICHHOM HMMEHH, HO naxxe 000 BcéM momeHe wikipedia.org . B aTom
cimydae cepBep oOparmmaercss K kopresomy cepsepy — Hanpumep, 198.41.0.4.3t1oT cepep
coobmaeT — «Y MeHsl HeT WH(pOpMaIlUU O TAHHOM aJipece, HO s 3Hato, uto 204.74.112.kBnsercs
OTBETCTBEHHBIM 3a 30HY org .» Toraa cepeep DNS nanpasnser cBoii 3anpoc k 204.74.112.150 ToT
oTBe4aeT «Y MeHs HeT HHpOopMaluu O TaHHOM cepBepe, HO 5 3Hato, uto 207.142.131.234snsercs
OTBETCTBEHHEBIM 3a 30HY Wwikipedia.org .» Hakoneln, TOT ke 3ampoc OTHPABISAETCA K TPEThEMY
DNS-cepBepy u nosyqaeT orBeTr — |P-aapec, KoTopslii u iepeaaércs KIueHTy — Opaysepy.

B nanHoM citydae npu paspernieHuu UMeHH, TO ecThb B Ipoliecce noucka IP no nmenu:

« Opaysep otmpaBun u3BecTHOMY emy DNS-cepBepy pexypcuenwviii 3ampoc — B OTBET Ha
TaKOW THII 3allpoca CEpBEp 00s13aH BEPHYTh «TOTOBBIM pe3yibTar», To ecTh |P-ampec, mbo
myctoit otBeT u ko1 ommOoku NXDOMAIN;

« DNS-<epBep, mnomyuuBmuii 3anpoc OoT Opaysepa, MOCIEAOBATEIBLHO  OTIPABIIUI
HepeKypcusHble 3aupochl, Ha KOTOphIe mostyyan oT apyrux DNS-<cepBepoB oTBeTHI, oKa He
MOJTYYHJI OTBET OT CEpBEPa, OTBETCTBEHHOTO 32 3aIPOIICHHYIO 30HY;

« ocranpHble ynomuHaBimecs DNS-cepBepbl oOpabarbiBanu 3anpochl Hepekypcugho (H,
CKOopee BCero, He ctayii Obl 00pabarhiBaTh 3alpOChl PEKYPCHBHO, JaXkKe €Clu OBl Takoe
TpeOOBaHKE CTOSIIO B 3aIpOCe).

WNuorma pomyckaeTrcsi, 4YTOOBI 3amlpOIICHHBI CepBEp TMEpeaaBall peKyPCUBHblL  3alpoc
«gpImecrosimemy» DNS-cepBepy u 1oxugaics TOTOBOTO OTBETA.

[Ipu pexypcusnoii 06paboTKe 3ampocoB Bce 0TBETHI mpoxoaar uepe3 DNS-cepsep, u on momyuaer
BO3MOKHOCTb K2wuposans ux. [IoBTOpHBIN 3a1Ipoc Ha Te e UMEHa OOBIYHO HE UAET AAJbILE KIud
cepBepa, oOpallleHHs K APYTUM CepBepaM He MPOUCXOAUT BooOIie. JlomycTuMoe BpeMs XpaHESHUS
OTBETOB B K9uie IPUXOJUT BMecTe ¢ oTBeTaMu (rosie TTL pecypcHoii 3anucH).

PexypcuBHbIE 3ampockl TpeOYIOT 0OJIbIIE PECYpCOB OT cepBepa (K co3maioT Gosbiine Tpaduka), Tak
4YTO OOBIYHO MPUHUMAIOTCS OT «W3BECTHBIX» BIAJCNbIly CepBEpa Y3JI0B (Hampumep, IpoBaitiep
MPEOCTABIISIET BO3MOXKHOCTh JeJIaTh PEKYPCHBHBIE 3alpOChl TOJBKO CBOMM KJIIMEHTaM, B



KOPIOPATUBHOM CETH PEKYPCHBHBIC 3aIpOChl MPHHUMAIOTCS TOJBKO W3 JIOKAJTHHOTO CErMEHTA).
HepekypcuBHBIE 3apoCchl 00BIYHO IPUHUMAIOTCS OTO BCEX Y3JIOB CeTH (M COIECpIKATEIbHBIA OTBET
naéTcsl TOJIBKO Ha 3alpochkl 0 30HE, KOTopasi pa3MeleHa Ha y3ie, Ha DNSsanpoc o npyrux 30Hax
00BIYHO BO3BPAIIAIOTCS aJ[peca IPYTHX CEPBEPOB).

O6paTtHbIn DNS-3anpoc

OcHoBHas crares. OopaTHbIii 3anipoc DNS

DNS ucnonp3yercst B mepByr0 odepeb i Mpeodpa3oBaHusi CHMBOJIBHBIX UMEH B |IP-anpeca, HO oH
TaKXK€ MOXET BBINOJIHATH OOpaTHBIA mpouecc. s 3TOro HCHOIB3YIOTCA YK€ HMMEIoLIHecs
cpenctBa DNS. Jleno B ToM, uTo ¢ 3anmucbio DNS mMoryT ObITH COMOCTaBIeHBI pa3IMUHbIC JaHHEBIC,
B TOM YHUCJIE M Kakoe-muOo cuMBOJIbHOE MMs. CyIIecTByeT CliellManbHBIA TOMEH in-addr.arpa
3aMmucl B KOTOPOM HCIONB3YIOTCA st mpeoOpa3oBaHus |IP-aipecoB B CHMBONBHBIE HMEHA.
Hampumep, mns monyuenuss DNSwimenu nns appeca 11.22.33.44  MokHO 3ampocuth y DNS-
cepsepa 3anuch 44.33.22.11.in-addr.arpa , 1 TOT BEPHET COOTBETCTBYIOLIEE CUMBOJIBHOE UM,
OOpartHblif opsiiok 3anucu yactet IP-anpeca oObsacHseTcs Tem, uto B IP-anpecax crapime OUTHI
pacIioyio’KeHbl B Havase, a B cuMBOJIbHBIX DNS#Menax crapiue (Haxoasiiuecs: OJImKe K KOPHIO)
YaCTH PACIIONIOKEHBI B KOHIIE.

3anucu DNS

OcHoBHas crarbs. Pecypcnblie 3anmucu DNS

3amucu DNS, unu Pecypcubie 3anucu (anen. Resource Records, RR) eAuHMIBI XpaHSHUS U
nepenaun nuadopmaru B DNS. Kaxkaas pecypcHast 3anuch COCTOUT U3 CIETYIOIIUX MOJIEH:

« uma (NAME) — nomeHHOe MMsl, K KOTOPOMY TPUBSI3aHA HJIH KOTOPOMY < IPUHAJICIKUT
JaHHasi pecypcHasi 3aluch,

« TTL (Time To Live) — momyctimoe Bpemsi XpaHEHHsI JaHHOW PECypCHOM 3aliCH B KAIIE
neomeemcmeennoco DNS-cepBepa,

« mun (TYPE) pecypcHoii 3anucu — onpenenser GopMar U Ha3HAYCHUE JAHHOW PeCypCHOM
3aIncH,

« knacc (CLASS) pecypcHoii 3amucu; meopemuuecku cuutaetcs, 4to DNS wmoxer
HCIOIB30BaThess He TObKo ¢ TCP/IP, HO ¥ ¢ ApyrdMH THIIAMH CETei, KOA B IOJIE KIACC
olpeeIseT THII ceTH 2,

« umHa mons ganusix (RDLEN),

» none dannvix (RDATA), popMar u comepkaHie KOTOPOTO 3aBUCHUT OT mMuna 3arucH.

Hauo6oiee Baxubie Tunsl DNSsanuceii:

« 3ammchy A (address record) wim 3amuch aapeca CBS3BIBaCT MMs XocTa ¢ aapecom IP.

Hanpumep, 3anpoc A-3anucu Ha ums referrals.icann.org BepHeT ero |P-agpec —
192.0.34.164

«  3amucr AAAA (IPv6 address record) cesa3piBaeT Ms XocTa ¢ aapecoM mpotokona |IPV6.

Hanpuwmep, 3anpoc AAAA- 3anicu Ha umst K.ROOT-SERVERS.NETBepHer ero |Pv6-anpec —
2001:7fd::1

« 3amuce CNAME (canonical name record) wim KaHOHMYecKasi 3amMChb HWMEHH
(ceBIOHUM) MCITOIB3YETCS IS TIEpCHATIPABIICHHS Ha APYTO€ UMSI

« 3amuce MX (mail exchange) wnn mouyToBbIii 00MEHHHK yKa3biBaeT cepBep(bl) oOMeHa
[OYTOM JUTSt JAHHOTO JIOMEHA.

«  3ammck NS (name server) ykaseiaeT Ha DNS-cepBep 1st 1aHHOTO JIOMEHa.




« 3ammcey PTR (pointer) wiu 3anuch yka3areis cBsi3biBacT |P xocTa ¢ €ro KaHOHHMUYECKUM
MMEHEM. 3ampoc B JoMeHe in-addr.arpa Ha IP xocra B reversedopme BepHET uUMS
(FQDN) mannoro xocra (cM. OoOparneii DNS=samnpoc). Hampumep, (Ha MOMEHT
Hanmcanus), mas IP-agpeca 192.0.34.164 : 3ampoc 3amucu PTR 164.34.0.192.in-
addr.arpa  BEpHET €ro KaHOHHWYECKOoe MM referrals.icann.org . B nenax ymeHnsieHus
o0béMa HEXKeJaTeJIbHOW KOPPECHOHICHIMK (CmamMa) MHOTHE CepBEPBI-TIOIydaresin
AMIEKTPOHHOW TIOYTHI MOTYT TpoBepsATh Hanmmuue PTRsammcu nmms xocra, ¢ KOTOPOTO
IpoucxoauT otnpaska. B atom ciiyyae PTRsanuce nns IP-anpeca nomkHa cooTBETCTBOBAThH
MMEHHU OTIPABJISIIONIETO MOYTOBOIO CEpPBEPa, KOTOPBHIM OH MpPEICTAaBISIETCd B Ipolecce
SMTP-ceccun.

« 3amucy SOA (Sart of Authority) min HavyajJbHasi 3anMCh 30HBI YKa3bIBacT, Ha KaKOM
cepBepe XpaHUTCS dSTajoHHAs WH(GOPMAIUsS O JAHHOM JOMEHE, COIEPKUT KOHTAKTHYIO
UH(OPMAIIMIO JIKI[A, OTBETCTBEHHOTO 3a JAaHHYIO 30HY, maumuneu (MapaMeTpbl BPEMEHH)
KEIIMPOBaHUs 30HHOU MH(popMariu 1 B3aumozeiictBuss DNS-cepsepos.

« SRVsamuch (Server selection) ykaseiBaeT Ha cepBephl I CEPBHCOB, HCIOIB3YETCS, B
yacTHOCTH, U1 Jabbem Active Directory

3apesepeupoeaHHbie OOMeHHbIe UMeHa

JHoxyment RFC 2606(Reserved Top Level DNS Names 3ape3epBupoBaHHbIc UMEHA JOMEHOB
BEPXHETO YPOBHs) OIpEAENsCT Ha3BaHHs JOMEHOB, KOTOPBIC CIEIyeT HCIOJIb30BaTh B KAUeCTBE
npuMepoB (HampuMep, B JIOKYMEHTAllMU), a TaKXke Juisl TecTupoBaHus. Kpome example.com |,
example.org U example.net , B 9Ty I'pyIIy Tak:Ke BXOIAT test , invalid  u 1p.

UHmepHayuoHanbHbIie OOMeHHbIe UMeHa

JloMeHHOE€ UMS MOXKET COCTOSITh TOJBKO M3 orpaHudeHHoro Habopa ASCII cuMBOIOB, MO3BOJISIS
Ha0paTh ajpec JOMEHa HEe3aBHUCHMO OT si3bika mosb3oBarens. ICANN yTBepana OCHOBaHHYIO Ha
Punycodecucremy IDNA , npeoOpasyronyro JIo0yio CTpoKy B KoaupoBke UNnicOder pomycTumbIit
DNS nabop cuMBOJIOB.



OnucaHue cteHaa

1. Tunoeon KomnNekT y4yebHoro obopyaoBaHMAa
«fMobanbHble KOMNBKTEPHLIE CETHUY

1.1. OnucaHWe KoMmnnekTa
Komnnes T COCTOMT M3 Tpéd annapamHes smapwpyTuagtopos Cisco 1927, aoHom somsyTaropa

TpeTeara ypoeHA Catalyst 3560, neyx ynpasnssmenx KOMMyTaTOpOE sToporn ypoedA Catahest
2860, weTwpSx HeynpEEnREMer  EossyTaTopos  Cisco 50205, 4 gosmneoTepoE W
KOMMYTAUMOHHOA NaHENK, KOTOPAA NO3E0NAST BOMMYyTHROESTE YCTPORCTES B 338 MCHMOCTH OT
ELMONHASMEX 33034 M SOpMrpoEs Te He0bxoonayn Tonanarie e, Ha pabomx craHumAx
YOTAHOBENEHA OnepaunoHHaA cwcTama Arch Linux, Hawosi somnsoTep CODEpHHT 3 08 Ta sk
mHTapdaRca FastEfhameat.

[nA parncTpaumy Ha paboamx CTAHUMAX MONONEIVATE CNE0yHILLYED WHaTH YD JanHcs;
Mo Ns30EaTE Me: ool
Maponks: gwearhy

Fa3asonxa nopTos oMMy TAUMOHHORA NaHENK NpMESNEHA HE CAMOR NaHaNK.

Boa yanw credpa exmoseHs B IP-mopoem 192168000024, 19216810624 wm 1821682 0/24.
Facnpanananwe |P-aopacos npweanaqo B Tabmiue 1.1,

Tabnwua 1.1 — Paocnpepanands |IP-agpscos

¥aen IP-appec
Mu1epdahc ethl 182.168.0.1
KomnesoTap 1 Murapdsainc athl 182.168.1.1
Murepdsaihc ath2 182 168.2.1
Murepdaic athl 182.168.0.2
Komnesotap 2 Mumapdenc athi 182.166.1.2

WHTepdaic athz 162.168.2.2

WrTepdeaic ethl 192.168.0.3

Komnesotap 3 Hu1apdainc athl 182.168.1.3

MnTepdeinc eihz 192.168.2.3

WHTepdaic athl 182.168.0.4

KomnesoTap 4 Murapdanc athl 182 168.1.4

Murepdaic ath2 182 168.2.4

MapwpyTvaaTop Cisco 1900 Seres #1 [VrTepbeic WAN 1 | 182.166.0.5

Mutepdenc WAN 2 | 192.168.1.5

MapwpyTkaatop Cisco 1900 Saries #2 Mumapdanc WAN 1 | 182 168.0.6

MutepdeicWAN 2 | 152 168.1.6

Mumapdanc WAN 1 | 182.168.0.7

Mapwpymnaarap Cisca 1900 Serles 83 |0 o e WAN T |192.168.17

¥npasnRewmen somayTaTtop Cisco Catalyst 2860 (sapxmni) 182 168.0.8

Ynpaerrewmsi kowmayTaTop Cisco Catalyst 2860 (HvmHni) 182.166.0.9

Winpas nReusi sosmayTatop Cisco Catalyst 3560 182 168.0.10




1.2. CucTema BOCCTAHOBNEHWA ONEPaALHOHHBIX CHCTEM KOMNBIOTEPORB
«U-Profi Rescue Systems»

KomnnexT nocTaenfeTcA BMECTE © CHCTEMOR BOCCTAHOENEHNA ONEpauMoHHLn cactam (OC),
VETAHOENEHHLY HI 208X BoMMmoTEpax (aHHan CcroTema MOMET OKS33ThCA NoONS3IHaR HE
Tonexo B cny<as otkada 00 Linux, HO Taxme B Tex CNy4amd, X008 nocna mposs 08 HMA PAas
nabopatopHe paboT nwecbxonmwo GeocTpo mpusecT OO x nepesodHasansHoMy enay. Janes
MPWES DEHA MHCTPYRUMA N0 paboTe © CHCTEMOR BOCCT 8HOBNEHHA

1. BHUMAHWE! BoottanoBneqHms yHIMTOMWT BOE O0aHHLE Ha ®EcTRowm awoe. Cosnaats
DEEE0EHEMRE KOMHN BEHHBD 08HHEX,

2. BocraseTs Oomcx B npesod {cobnmoaime DOOTESTCOTEME HOMEDS EOMMETSpE W HOMEDa
AMCES).

3. Mpw aarpyase HaxkswmTe xnasnwy F11 » ewbapnte saw DVD-ROM & xasecTes aarpyaceHom0
YCTPORCTES,

4. NMeapazanpyaire KoMnsOoTap,

5. JowowWracs NOABNEHWA CNe OW0LEnD OKHE;

"lI-Profi Rescue S

The Regearch-and-production enterprise
"Educational technice - Profi”, Chelyabinsk
All Rights Resarved

() 2007=2004

G, AnA Beo0aa Ma CHcTale xnaenwen Tab espena e sHonky «Brsons M Hasan e Enler. S3mo
MpUESNET K NEpa3anpyans koMmeoTapa, Muaaws, anA npo oo meaH A pah o HawsnTa nobyso
EA T TR

7. OowoWTets NOABNEHWA G QW0LWLEnD OkHaE;

Wrobs HaMaTe BOCCTaHOBNEHWE, HEKMWATE oYass, MHase Hassanma afNos MmN npocto
MEPEIANPYITE ROMNBTED. . B 0BA3IW © TEXHMHEMMA ONDaHMHEHAFAMN HE OSHHEE MOMEHT



MpM HAMETMM KNAEMLl HEEMTEUMN NEPEDWCOEKS 3PEHE © OMANOMOM NONBIOBATENA Ha
MpaMcHandT . DOHARD CAMW HAKE THR YT LIESD TCA.

& Horpa e0ctTaqdosneHns HEHHETOR, BR yVENOWTE CNE0HLE S JKHD:

epairing iz going...
cat ada. ieg. gz > sdevrsda

B cvcTeme HeE PEANMIOEAH NPOMPecC-HHIMKETOP (MHOMKETOp oS béMa  BLN0MHEHHDA
pafoTe). MpMaxaso TOr0, 470 CHCTEME HE 388WCNE, ARMNRSTCA MHOMKATOp OfpaWeHNS K
HECTROMY ONCKY KOMMSOTEpAa Ha ero cncTesmsos Gnowa, Mpouecc BOCCTAHOBNEHAA B
peaHam aadymasT owano 1 4aca. '

10. Hawswmte aOe. MpowaoinéT nepaaarpyaxa. He aafyoeta maenews picx ma npneona.






N pPpaKTn4yeckKkas 4acCTb

NabBopaTtopHan pabota Ne 21.
MNpotokonsl TCP n UDP.

Llens paboTbe:

MayyeHre NpoTOKONOE TPaHCNopTHOrD ypoeHA cTeka TCP/IP.

MNopaaok BeINONHEHWS paBoThL:

1.
2.

WayunTe pazpensl 3.8 «Mpotokon UDP» n 3.9 «Mpotokon TCP» TeopeTW4eckoro nocobus.
OcyulecTBrTe B3aMMOfelCcTBMEe [OBYX MallMH € WCNonb3oBaHwem npoTokona TCP.

Hanpumep, Ha ogHOR mawnHe HacTpodTe eeb-cepeep w obpaTtuTece k Hemy 4depes eeb-
Gpayaep Ha BTOPON MaLLKHe.

Mecnoneaya ytunuTy tcpdump Heobxonumo:

¥ BelfenMTe asel npoTokona TCP (ycTaHoeneHwe coefuHeHws, oBMeH OaHHbIMK,
pa3peIB COeaMHEHNA);

¥ Ha npumepe oHOro naketa pazobpate hopmar saronoeka TCP-nakeTa.

Ocylwecrente B3auMOQENCTBME [OBYX MAalUWH € WCNonb3oBaHuem npotokona UDP.
Hanpumep, Ha ogHoW mawwHe 3sanyctute cepeep VLC (Bvoso-cepeep), a Ha Opyroi
mMawwHe — npuémank (VLC nneep) /noTokoekle gaHHbe NepeqalTcs C MCNOMNL30BaAHWEM
npoTtokona UDP/.

Mcnoneaya ytunuty tcpdump Heobxoanmo Ha npumepe ofHoro naketa pasobpate dhopmat
saronoeka UDP-nakeTa.



NaBopaTtopHas pabota Ne 22,

OuHamu4yeckan KoHdurypaumsa yana c mcnonk3osaHuem npotokona DHCP.

Llens pabotei:

MayueHne npotokona DHCP u nonyyeHwe HaBelkor HacTpoikn DHCP-cepeepa Ha Base OC
Linux.

Mopagok BeNoNHeHWS paboTel:

1:

a

CobepuTe TONONOTMIO CETH, NPEACTARNEHHYID Ha pUCYHKe 29

PucyHok 29.

HactpoiiTe MawmnHel 2 M 3 Ha OWHAMWYECKOE NOMyYeHWe CeTeBbIX HACTPoeK.

Ha cetesom wuHTepdelce mawkHel 1 HacTpolTe Aee IP-nogceti. To ecTe BKMOYKUTE

malumHy 1 8 aee IP-nogcetw 192 168.1.0/24 n 192.168.2.0/24.

Hactpoite DHCP-cepeep Ha mawwHe 1 Takum obpaszom, 4Tobet:

¥ MalivHa 2 nonydana npowasoneHelid IP-agpec (M COOTBETCTBYIOWMWE HACTPOWRKW) W3
nogcet 192.168.1.0/24 yepea kamase 2 MUHYTHI

¥ MalkMHa 3 nonyyYana kKawabid pas nocToAdHeld |P-agpec (To ecTe HacTpoiTe
cTaTU4eckoe pacnpegeneHwe agpeca).

MpoeepbTe NPABUNEHOCTL CABNAHHBIX HACTPOEK.

OteeTeTe Ha BONpOC: Kakol IP-agpec HazHa4yaeTcs MaluMHe A0 NONyYeHWs CeTeBbIX

HacTpoek oT DHCP-cepeepa.



NabopatopHan pabota Ne 23.
HacTpo#ika npotokona DNS.

Llens paboTet:

MaydeHre cuctemel DNS 1 nonyyYeHwe HaBbIkoB e& HacTpoikk Ha Base OC Linux.

Mopafok BeINONHEHWA paboTekl:

1.

10.

Cobepute TONONOTAKD CETW, NPEACTABRNEHHYIO Ha pucyHke 30,

y—
—— P

SN

DUtEFSDHCE.DFg innerspace.org
PucyHok 30.

HactpoitTe Ha mawwHe 1 DNS-cepeep ona nognep#eM 3oHel «outerspace.orgs.

Hactpoitte Ha mawwHe 2 DNS-cepeep Ons nojdepwkl 3oHbl «innerspace.orgs. B
kadecTee BellwecTonwero DNS-cepeepa yeakuTe MawmHy 1.

Cosfaiite B KawOOW W3 30H HECKOMbKD MpPOW3BOMBHBIX  3anuced  (Hanpumep,
www_innerspace.org).

3anaérte Ha mawwHe 3 B kavecTRe DNS-cepBepa malunHy 2.

Mcnoneaya Ha MaluHe 3 yTHnuTy nslookup, paspelunTe UMA «WWwW._innerspace. orgy.
MpoaHanuanpyinTe NOMYYeHHBIA OTBET, BpPEeMA OTKNKKA WU wypHan DNS-cepeepa Ha
MalumHe 2.

Wcnonbaysa Ha mawunHe 3 yTmnuTy nslookup, paspewure nma «www.outerspace.ong».
MpoaHanmanpyiTe Nony4eHHbId OTBET, BpEMA OTKNuka W wxypHanel DNS-cepeepoe Ha
MalmHe 2 n 3.

Ha ocHoBe nony4YeHHon MHOpMaLKMKM OTBETLTE Ha BONPOC: KAKOB MapLUPYT NPOXOMOEHUA
nocnegHero aanpoca kKnueHTta?



TpeboBaHus K oTyeTy

OTyeT JoMKEH COoepKaTh 11eIb padO0ThI, KpaTKHE TEOPETUUECKUE CBEACHUS,
3a/1aHusl, METOJIMKHY U PE3YJIbTaThl BBITIOJIHEHUS, OTBEThI HA KOHTPOJIbHBIE BOTIPOCHI,
BBLIBOJIBI.

OTuer mpenocCTaBIsIeTCS K CPOKY TMPOBEACHUSA Clenylomei paboTel U
3a4UTHIBACTCS MPATNOAABaTEIeM B PE3ybTaTe KOHTPOIbHOM OeceIbl.



KoHTpoOrbHbIe BONPOCHI

[Ipotoxon DHCP.

Tpancnsmus cereBbix agpecoB. NAT.

TpancnoptHblil ypoBeHb. Ci1yxO0bl TPaHCIIOPTHOTO YPOBHS.
MynbTUIIEKCHPOBAHUE U IEMYJIBTUIIIIEKCUPOBAHUE HA TPAHCIIOPTHOM YPOBHE.
[Tpotoxon UDP. Ciyx0s1 ipotoxona UDP.

[Ipotoxon TCP.Cny:x6s1 mpoTokona TCP.

VYopasnenue TCP-coenunennem. KoHTposs neperpysok.

[TpuxnanHoil ypoBeHb. IIpoTokonbl mpuknagHoro ypoBHs. CeTeBble CITyKOb
IPUKIJIAJHOTO YPOBHS.

ONoOhwNE
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