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BBepeHue

Ienbro paboTHI ABISETCA - U3YUYUTh BOBMOXKHOCTH YIPABISIEMBIX KOMMYTaTOPOB, PACHIMPUTH
3HAHUA O KaHAJIbHOM YPOBHE CETE€H, HayUUThCs aIMUHUCTPUPOBATH YIIPaBIIIEMbIE KOMMYTAaTOPbI U
Ha UX OCHOBE CTPOUTH OObEAMHEHHBIE U N30JIMPOBAaHHbBIE BUPYTAJIbHBIE JIOKAIBHBIE CETH.



TeopeTunyeckas 4acTb

1. OCHOBbI KOMMYyTaLXU BTOPOro ypoBHS

KommyTatop — 310 YCTPOUCTBO, (PYHKUMOHUPYIOLLEe Ha BTOPOM YpPOBHE
3TanoHHOM MoAenu

ISO/OSI v npegHasHa4vyeHHoe Ans o6beamMHeHNs CErMeHTOB ceTn, paboTatoLmx
Ha OCHoBe Of-

Horo npotokona KaHanbHoro ypoBHsi. KoMmyTatop npyHUMaeT BXOOALUN
Tpaduk Yyepes ceou

nopTbl, HO B OTNM4YME OT KOHLEHTpaTopa, KOTOPbIv nepegaeT NCXoasLwmm
Tpaduk Yyepes Bce

MHOXECTBO CBOMX MOPTOB, KOMMYTaTOp HanpaBndeT TpaduK TOMbKO Yyepes
OOMH NOpT, HeOb-

XOAUMbIN ANS JOCTUXKEHUSA MecCTa Ha3Ha4YeHus.

Tak kak kommyTaTop paboTtaet Ha BTOpOM ypoBHe moaenun ISO/OSI, To oH

cuuThbIBaEeT n obpa-
OaTbiBaeT 3arofnoBkM naketoB npoTtokona Ethernet. CnepoBatenbHo,
KOMMyTaTtop MOXET Bbl-
NONHATb KaKk MUHUMYM criegytome yHKLNN:
nepeHanpasneHne Tpaduka (aBnserca obs3atenbHONn yHKUNEN);
NpoBepKa NakeToB Ha OLUMOKM;
duneTpaumnsa Tpaduka.

1.1. NMepeHanpaBneHue Tpacumka (Traffic Forwarding)

KommyTaTtop npuHMMaeT BCe NakeTbl C NPUCOEANHEHHbIX cermeHToB. [ns
Kaxgoro nony4aemo-

ro nakeTta yCTPOMCTBO CHUTbIBAET afpec nosiyyaTens u3 3arosioBka npoTokosa
ethernet, n ecnu

3TOT NakeT npefHa3HavYeH Ansi CUCTEMbI, PacroONOXeHHbIN B PYroM CermeHTe,
nepegaeT naket

B 3TOT CErMeHT U TONbKO B 3TOT cerMeHT. Ecnn nakeT nocnaH cucteme B
NOKanbHOM CermeHTe,

KomMyTaTop oTbpacbiBaeT ero, NOCKOMbKY JaHHbIE YXXe AOCTUIMN CBOEro
MecTa Ha3HayeHus.

UTo6bl 9hEKTUBHO BbINOMHATL NEpeHanpaBneHme nosyvyaemMbix NakeTos, MOCT
OOMMKEH 3HaTb,

Kakne cucTeMbl B KaKOM cerMeHTe HaxogsaTtca. MocT xpaHuT 3Ty uHdopmaLmio
BO BHYTPEHHEN

agpecHon Tabnuue nepeHanpasnenuna (Forwarding Table). MexaHuam
3anonHeHns OaHHoOW

Tabnuubl Ha3bIBaeTCS NPO3paYHON MapLipyTusaunen (rransparent Routing).

1.2. MpoBepka nakeToB Ha owmnbku (Packet Error Checking)
KommyTaTtop MoXeT paboTaTb B ABYX OCHOBHbIX pexnmax: 6e3 6ydepusauum n c
NPOMEXYTOY-



HbIM XpaHeHuem naketos. KommyTtatop 6e3 bydepmsaumm naketoB
cunTbIBaeT Tosibko MAC-

afpec BXOASLLEro nakeTa, ULWET ero B CBOen Tabnuue nepeHanpasneHns u
HeMeANeHHOo Hauu-

HaeT nepefasaTb NakeT yepe3 nopT, obecneymBaoWLmMi AOCTYN K MECTy
HasHayeHus. EgnHceT-

BEHHbIM NPEMMYLLIECTBOM [OAHHOIO pexuma SIBNAETCS CKOPOCTb nepenayu
nakeTta, TaK KakK He

TpaTUTCA OOMNOSIHUTENbHOE BPEMS Ha COXpaHeHue Lenoro nakera B
onepaTMBHOM NaMATH

KOMMyTaTopa 1 ero AoNOofnHUTENbHY 00paboTky.

KommyTaTop C MPOMEXYTOYHbIM XpaHEHNEM MakeToB UEJTMKOM COXpaHAET

BXOOSALLMNA NaKeT B

OydepHOM NamMaTK Npexae, Yem nepegatb ero Yepes nopTt HasHayveHus. [oka
nakeT HaxoauTcs

B MaMATU, KOMMYTaTOp MPOBEPSET €ro Ha Hanvyne oWnbOK LIMKINYECKOM
KOHTPOMbHOW CyMMBbI

(CRC, Cyclic Redundancy Check) n BbinofiHeHMEe Apyrnx yCrioBUn, Taknx Kak
HeaonycTUMo Ma-

nas unu 6onbluasa AnNuHa nNakeTa, a Takke HenpaBuibHas ONUTENbHOCTb
nepegayn. Kommyrta-

TOp HeMeaeHHo oTbpacbkiBaeT nobble NakeTbl C ownbdkamu.,

1.3. AlononHuTenbHble PYHKLUMN KOMMYTaTOPOB BTOPOro YPOBHS
®PyHKUMM NepeHanpasneHns Tpaguka 1 NPOBEPKM NAKETOB Ha OLLUMOKM
BbIMNOJSTHSAOT BCE COBpe-

MEeHHble KOMMYTaTOpbl, KaK ynpasnaemMble, Tak U Heynpasnsemble. [JaHHble
JYHKUUM ABNSAOTCS

OCHOBOW paboTbl KOMMyTaTopoB. ECTb Takke AOMONMHUTENbHbIE (YHKLUMN,
KOoTopble MpucyLLm

TONMbKO YynpaBnsemMblM KOMMyTaTopam. B 3aBUMCMMOCTU OT YpPOBHS
CNOXHOCTU KOMMYyTaTtopa

BapbupyeTCa KONMUYECTBO LOMOMHUTENBHbLIX (PYHKLUUIA, KOTOPbIE OH
nogaepxnsaet. bonbLlUnH-

CTBO BO3MOXHbIX JOMOMHUTENbBHbIX (PYHKUUIW ONMcaHbl B CreayrLwmx pasgenax
JaHHOW rmasbl.

2. YnpaBneHue NOoTOKOM B nosfiHoAynnekcHom pexume (IEEE

802.3x

Flow Control in full-duplex compliant)

AynnekcHbIn pexxum paboTbl TpebyeT HanMuna Takom SONOSTHUTENBHON
dyHKUNK, KakK yrnpasne-

Hue notokoM. OHa No3BonseT NpMHUMaroLLemy ysny (Hanpumep, NopTy CETEBOro



KoMMmyTaTopa)

B Crnyyae nepenonHeHue bydepa gaTb y3ny-MCTOYHUKY (Hanpumep,
hannoBomy cepBepy) Ko-

MaHAy MpUOCTaHOBUTL Mepefady KagpoB Ha HEKOTOPbIA NMPOMEXYTOK
BpeMeHW. YnpasneHue

ocyulecTsngetrcda nonHocTtbio Ha MAC.ypoBHE C NOMOLLLKO Kagpa.naysbl
(pause frame), koto-

pbI aBTOMATUYECKN POPMUPYETCA NPUHUMaKOLEN CTOPOHOW. Ecnn
nepenosniHeHne ByaeT nuk-

BMOMPOBAHO 4O UCTEYEHMS Nepuoga oXngaHus, To ansa Toro, YToobl
BOCCTaHOBUTb Nnepeaavy,

OTnpaBnAeTca BTOPOW Kagp.naysa C HyrneBblIM 3Ha4eHUEM BPEMEHU OXMUOAHUS.

1. QaHsie nocTynawT Ha
KoM MY TATOD

Ko ymamop Gigabil Ethernet

3. KouedHan CTAHLWA

OHMOART TPl yeioa

BREMA, NOCTE Yero
BOAOGHORNABT Nepagady

2. KommyTaTap
NEpEnNanNHABTEA W
NoCLINAeT K -nayy

Dalnoasil cepaep

PucyHok 1.

Hwxe npusegéH dopmat kagpa.naysbl (pucyHok 2) [NpusHakom kagpa 9Toro

TMNa saBnseTcs
Hann4dne B none «anuHa.tun» (LENGTH/TYPE) koga 0x8808,
3apes3epBupoBaHHoro |IEEE ong

KagpoB, KOTOpble UCMONb3YKTCA B npoueaypax ynpasneHus Ha yposHe MAC.
lNone «kopg one-

paummn» (OPCODE) cogepxuT kog 0x0001 — npu3Hak kagpa ynpasneHust
NOTOKOM.

T 1 6 ] 2 2 46 4
Mpaawtyna Anpec Anpec T RESERVED
HEFHEHEHWA | MCTOMHAEE
. / ‘ KonTponsHan cymma
HauaneHui paagenvrant [ rmHafman pause_time xagpa
OPCODE

Pucynok 2. dopmaT kagpa-nayas |IEEE B2 3x.

B none «agpec HasHauyeHusa» (Destination Address) kagpa.nay3sbl AormkeH ObiTb

pa3meLLeH Ko,
01-80-C2-00-00-01, koTopbi npeactaensier cobown Multicast agpec



CTaHUMN, KOoTopble noAa-
AEepX1BaloT BbINOSMIHEHNE AaHHOW npouenypbl, nnu Unicast agpec KOHKPETHOro

aboHeHTa B ce-
1, OpMUpPYOLLErO N3ObITOUHBLIN TPauK ANA AaHHOW CTaHLMN.

B none «agpec nctoyHmka» (Source Address) kagpa.nay3sbl nomewiaetcsd MAC.

agpec cTaHuumum,
KOTopasi UHULMMPYET BbINOMHEHMEe NpoLeaypbl ynpaBrneHnsi NOTOKOM.

MNone «pause_time» coOepXUT Ko, KOTOPbIN COOTBETCTBYET pa3mepy

npeanaraemon naysbl,

BblpaxeHHoOMYy B 512 6utoBbix uHTepBanax (Bit Time, BT). MuHumanbHoe
3HayeHne nayssbl

paBHo 0, a MakcumansHoe 3HavyeHue paBHo 65535*512 = 33553920 BT. Taknum
obpasom, pas-

Mep npeanaraemon naysbl onst cetun Fast Ethernet MmoxeT UMeTb 3Ha4veHue oT
0 po 0,336 ce-

KyHabl. OcTanbHble MONsi AaHHOro Kagpa 3ape3epBuMpOBaHbl Ans
JanbHemnwero Mcnorb3oBa-

HUS.

3. 3epkanupoBaHue noptoB (Port Mirroring)

CerogHsa aHanusaTopbl CETEBbIX MPOTOKONOB 3ahdekTUBHO ucnonbayotca UT.
oTAenamm u oT-

Aenamm MHopmaunoHHON 6e30MacHOCTN ANA peLUeHns LWMPOKOro Kpyra
3apady. C nx nomo-

Wb MOXHO ObICTPO onpegenuTb NpuYnHy megneHHon paboTbl UT.cepsuca
unm GusHec.

npunoxeHunsa. OHXM NO3BONAKT OOKYMEHTUPOBATb CETEBYHD aKTUBHOCTb
nonb3oBaTtenen n uc-

Nnonb30BaTb MOMYyYEHHbIE AaHHble, HanpuMep, Ana onpeaerneHns NCTOYHKKA
yTe4ykn nHdopma-

unn. EQMHCTBEHHON «JTOXKON OerTa» ABnserca HeyaobCTBO MX MCNONb30BaHNS
B KOMMYTUpPYye-

MbIX ceTax. [leno B TOM, YTO aHanM3aTop NPOTOKOSIOB AOMKEH «BUAETb» BECb
aHanusnpyembin

TpaduK, B TO BpEMSA Kak B KOMMYTUPYEMOWN CETU TpaduK Mexay ABYMA nopTamu
KomMMyTaTopa

«HeBuaeH» Ha apyrux ero noptax. OgHMM n3 cnocoboB peLleHnss AaHHON
npobnemsbl SBnseTcs

TexXHonorna 3epkanupoBaHuss noptoB (port Mirroring), KoTopas
nogaepXnBaeTca MHOMMMMU

KoMmmyTaTopamum knacca High End.

3epKaJ'IVIpOBaHVIe NO3BOJIAET KOMMpPOoBaTb NaKeThbl NnonyvyaemMble U
nepenaBaemMblie C OOHOIO



nopTa, Ha Apyrov 3epkanbHbI NOpT (mirrored port). K 3epkansHoMy nopTty
MOXHO NOAKNIOYNTL

YCTPOWUCTBO MOHUTOPWHIa (HanpumMep, ceteson cHUddep) Ansa AetanbHoro
aHanmsa nakeTos,

NPOXOASALLMX Yepes NepBbIn NOpT.

4. O6beanHeHUe NOPTOB B MarnctparibHble JIMHUM CBA3U
(Port Trunk-

ing)

O6beanHenne noptoB B maructpanu (Port Trunking) no3sonsiet o6beanHnTb
HEeCKONbKO nop-

TOB BMeCTe 419 NofnyyYeHNss O4HOIo BbICOKOMPOU3BOAUTENBLHONO KaHara CBA3M.
YyacTteywoLime B

obbegmHeHe NopThbl HA3bIBAKOTCA 4YfieHaMn MaructpanbHou rpynnbl (trunk
group), npn 3TOM

OOWH U3 MOPTOB HasHavaeTcs «sKopem» rpynnbl. Tak Kak Bce nopThbl
MarmcTpanbHON rpynmbl

AOMKHbI BbITb HACTPOEHbI OAMHAaKOBbIM 06pa3oM, TO BCE HaCTPOWKU U
JanbHenwmne nx name-

HEHUS KOMUPYKTCA C NOPTa.AKOPS HA OCTaBLUMECS NOPTbl MarncTpanbHOn
rpynnbl. Takum 06-

pa3oM, HeO6XOANMO CKOHPUIYPUPOBATL TOMbLKO NOPT.-AKopb. KomMmyTatop
paccMaTpuBaeT Bce

nopTbl B MarncTparnbHOW rpynne kak oguH nopt. [Npumep npumeHeHns
TexHonoruun Port Trunk-

ing NoKasaH Ha PUCYHKE 3.

Capeap

i

/
.Kmuymamup|.ll A BEREA|

DS bagdHeHdE NOPTOE & MafcTpans ¢ ofwea 900 MEe

MPANYEE0H GNaooiHacTmed 00 MEc \

—~
. Konsgymamop (AAE B ERERR]

Pabowue crmaHyus

Pucynok 3. MNpumeHeHue Texnonoriu Port Trunking.



TEpoB.

5. BuptyanbHble cetu (Virtual LAN)

BuptyansHas JIBC (VLAN, Virtual LAN) — norndeckas rpynna KOMnbTepoB B
npegenax ogHomn

peanbHou JIBC, 3a npeaensl KOTOPOKW He BbIXoauT nobon Tun Tpadumka
(wmpokoBeLaTenbHbIn

[broadcast], mHoroagpecHbin [multicast] 1 ogHoagpecHbin [unicast]). 3a cuet
NCnonb30BaHUA

VLAN agMuHUCTpaTop CETU MOXET OpraHM30BaTh Nnorb3oBaTtenemn B forndeckme
rpynnbl Hesa-

BMCMMO OT PU3NYECKOrO PacnonoXeHnst paboumx CTaHUMI 3TUX NONb3oBaTeENen.

OcCHOBHbIe Lenu BBeAeHUS BUPTYarbHbIX CETEN B KOMMYTUPYEMYIO Cpeay-
NOBbILLEHME MOME3HOM NPOMYCKHOM CNOCOBHOCTM CeTn 3a cyeT
nokanusaumu LMpoKo-

BeLLaTensbHoro (broadcast) Tpaduka B npegenax BUpTyanbHON ceTtu.
NOBbILEHWS YPOBHA 6€30NacHOCTM CETU 3a CYET floKanuaauum
0[IHOaAPECHOTO (ynicast)

Tpaduka B npegenax BUpPTyarnbHOM CETH.

hopMupoBaHNe BUPTYarbHbIX paboymx rpynn U3 HeKOMMakTHO (B nnaHe
NOAKNHYEHNS)

pacronoXeHHbIX Y3M0B.

yrnyyleHne COOTHOLIEHUS LeHbI/MPOoM3BOAUTENBHOCTU NO CPABHEHUIO C
npUMeHeHnem

MapLUpyTN3aToOpPOB.

Knaccuyecknin npumep, oTpaxarwLwumn CyTb BUPTyaribHbIX CETEN, NPUBEAEH Ha

pucyHke 4. K oa-

HOMY KOMMYTaToOpy FMNOTETUYECKOW (PUPMbI NOOKITHOYMEHbl Kak MalUvHbI

OyxranTepoB, Tak U

MawmnHbl ByxrantepoB. [1pn aTOM COBEpPLUEHHO HET HUKAKOW HEOBXOaUMOCTH BO

B3aMMOOENCT-

BME MaLUVH AaHHbIX ABYX FPynn COTPYAHMKOB. [103TOMY MaluvHbl Byxrantepos

BblAENsTCA B

OHY BMPTyasibHYyl0 CeTb, @ MalUMHbl MHXEHepoB B Apyryto. [Npu aTom Becb

TpaduKk (LUMPOKO-

BeLaTenbHbIN, MHOrOaAPECHbIN 1 OAHOAAPECHbIN) ByaeT orpaHnyeH

npegenamMmm cBOen BUPTY-

anbHon ceTn. bonee Toro, noBbicMTCcs Ge3onacHoCTb ceTu. Hanpumep, ecnu

Ha MalwuHe Byx-rantepa NoABUTCH BUPYC «4EPBb», TO MAKCMMYM OH CMOXET

3apasuTb TOSbKO MalUMHbI Byxrar-
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Pucynok 4. MpuMep WCNONLI0BEAH KA TEXHOMOTHMH BUPTYanNkHEIX CBTERA,

CerogHsa cyulecTByeT JOCTAaTOMHO MHOrO BapuaHTOB peanu3auuu VLAN.

[MpocTble BapuaHThbl

VLAN npegcraBnsaoT codbon Habop nopToB KOMMyTaTopa, bonee CrnoXxHble
peanu3aunu no3eo-

NAT co3fasaTbh Fpynnbl HA OCHOBE ApYyrux Kputepues. B obwem cniyvae
BO3MOXHOCTU oOpra-

Hu3aumn VLAN TecHO cBA3aHbl C BO3MOXXHOCTAMU KOMMYTaTOpPOB.

5.1. Cetn Ha 6a3e MAC-apgpecoB (MAC-based VLANS)

[aHHbIN TN BUpPTyanbHbIX CeTeu rpynnupyet YCTPOMCTBaA Ha OCHOBE UX
vAC-agpecos. [ns

nosiydeHns Ooctyna B BUPTYasribHYK CeTb, YCTPOUCTBO AOMKHO umetb MAC.
aZpec, KOTopbIN

COOEPXUTCA B CNUCKe aapecoB OaHHOW BUPTYyasibHou cetu [Mommmo npoyero,
OTNINYNTENBHON

0COBEHHOCTbBIO AaHHOIO TUNa BUPTYarbHbIX CETEN SABNSETCH TO, YTO OHU
OorpaHn4mMBaloT TONbKO

LMpokoBeLLaTternbHbIn Tpaduk. OTcloga BblITEKaeT NX Ha3BaHue —
LUMpOKOBeLLaTerbHble JoMe-

Hbl Ha 6a3e MAC-agpecoB. Teopetnyeckn oguH MAC-agpec moxet
ABNATLCA YNEHOM He-

CKOMbKMX LUMPOKOBELLaTeSbHbIX JIOMEHOB, HA MpPaKTUKe AaHHas BO3MOXHOCTb
onpepaenseTcs

PYHKLMOHANBHOCTLIO KOHKPETHON MOAENN KOMMYyTaTopa.

HacTpoiika BupTyansHon cetun Ha ocHoBe MAC_aapecoB MOXET OTHATb MHOMO

BpemeHu. lNpea-
ctaBbTe cebe, yTo Bam notpebyerca cessaTb ¢ VLAN agpeca 1000
ycTtponcts. Kpome ToOro,



MAC-agpeca "sawnTbl" B 060pyaoBaHMe 1 MOXeT noTpeboBaTbCst MHOMO
BpeMEeHW Ha BbisiCHe-

HWe agpecoB YCTPOWCTB B BONbLLOKW, TEPPUTOPMArnbHO pacnpeneneHHon CeTu,
Bonee Tor0, CY-

wecTByloT npobnemsbl 6e3onacHoOCTM Npu paboTte ¢ ceTbio Ha 6aze MAC.
afpecoB. 3r10yMbiLL-

neHHWK MoxXeT y3HaTb MAC-agpec KoMnbloTepa, BXOAALWEro B TY UMW UHYIO
vLAN, Ha3Ha4nTb

ero cBoeu ceteBon kapTe (Kak MMHUMYM, 3TO MOXHO caenatb CTaHAapTHbIMU
cpencrtBaMm yvs

Windows XP) 1 ycnewHo nogkounTbCs K CeTH.

C gpyron CTopOHbI LUMPOKOBELLaTENbHbIE AOMEHbLI HA 6aze MAC.agpecos

no3BonsT usmn-

YecKkn nepemMeLLaTb CTaHUMo, NO3BOSASA, TEM HE MeHee, OCcTaBaTbCA el B O4HOM
N TOM Xe LWn-

pokoBeLllaTeribHOM AoMeHe 6e3 Kakmx.mbo M3MeHeHWn B HacTpomKax
KOHurypaumm. 310

yoobHO B ceTsx, rae CTaHuuM 4acTo nepeMeLLatoT, Hanpumep, rae noau,
NCNONb3YLMe HO-

yTOYKM, MOCTOSIHHO NOAKIMIOYAKTCA B Pa3HbIX YacTaX CETU.

5.2. CeTn Ha 6a3e noptoB (Port-based VLANS)

YCcTponcTBa CBA3bIBAKOTCA B BUPTyasibHble CETW HA OCHOBE MOPTOB
KOMMyTaTopa, K KOTOpbIM

OHU (PM3NYECKN NOAKNIOYEHbI. TO €CTb KaXKaoWm NopT KOMMYyTaTopa BKIOYaeTcs
B OOHY mnu 6o-

nee BupTyanbHbIX ceTen. K JOCTOMHCTBaM JaHHOro Turna BUPTYarbHbIX CETEN
MO>XHO OTHECTHU

BbICOKMIA YpOBeHb 6e30nacHOCTM M NPOCTOTY B HacTpowke K HepocTtatkam
MOXXHO OTHECTHU

CTaTUYHOCTb AAHHOro Tuna BUPTYarnbHbIX ceTen. To ecTb Npu MOAKMHYEHUU
KoMnbtoTepa K

APYromy nopTy KoOMMyTaTopa HeobXoaMMO Kaxabl pa3 U3MeHATb HAaCTPOMKM
VLAN.

5.3. CeTb Ha 6a3e MapkupoBaHHbIx kKagpoB (IEEE 802.1Q VLANS)

B otnnumne ot AByx npeabiaywmx TMNOB BUPTYarbHbiX ceTen yLAN Ha ocHOBe
MapKUPOBaHHbIX

KagpoB MOryT 6bITb MOCTPOEHbI Ha ABYX U Bonee KoMMyTaTopax.

IEEE 802.1Q — OTKpbITbIN CTaHAApPT, KOTOPLIN OMUCbIBAET npouenypy

TerMpoBaHus Tpaduka

Ana nepegayun nHgopmaumm o npuHagnexHoctu kK VLAN. Kpome npouenypbl
TermposaHua ong

nepegayn Tpadmka pasHbix VLAN B ctaHgapte 802.1Q onucaHsbl:

npotokon GVRP;
npotokon MSTP,;



n ap.

OpHako 4vaue Bcero 802.1Q ynoMmMHaeTCs MMEHHO KaK CTaHOapT OTHOCALMICA K
VLAN u npo-

uenype TtermposaHusa. Kommytatop, Ha KOTOPOM HaCTPOEHbI BUPTYyalibHbIE CETU
IEEE 802.1Q,

nomMeLlaeT BHYTPb Kagpa Ter, KOTopbIn nepegaet MHPOpPMaLnio O
NPUHaLNEeXHOCTN Tpaduka K

VLAN.

TRID Pricrity | CFI WVLAN ID

Pa3mep Tera coctasnset 4 6anta. OH COCTOUT U3 CrieayroLmx Nonen:
Tag Protocol Identifier (TPID) — naeHTnmnkaTop NpoToKkona TermpoBaHus.
Paamep nons
— 16 6uT. YKa3blBaeT Kakow NpOTOKOMN NCNOMb3yeTcs AN1s TermpoBaHus.
[na 802.1q nc-
nonb3yetca 3Ha4yeHne 0x8100.
Priority — npnoputet. Paamep nons — 3 6uta. Mcnonb3yeTtcsa
craHgaptom |EEE 802.1p
AN 3agaHna npyopuTteTa nepegaBaemoro Tpaduka.
Canonical Format Indicator (CFl) — nankatop kaHoHM4eckoro ¢opmara.
Pasmep nonga —
1 6uT. YkasbiBaeT Ha bopmaT MAC.agpeca. 1 — KaHOHUYecKkumn kagp
Ethernet), 0 — He
kKaHoHu4eckun (kagp Token Ring, FDDI).
VLAN ldentifier (VID) — naeHtudgukatop yLAN. Pasamep nons — 12 6uT.
YKasblBaeT Ka-
KOW BUPTYyaribHOM CeTU NpuHagnexuT kaap. [nanasoH BO3MOXHbIX
3HayeHnn VID ot O
0o 4094.

Tar BcTaBngeTcs nocrie nons «Agpec otnpasuTens». Tak Kak kagp n3MeHuncs,
TO NepecynTbI-
BaeTCHA KOHTPOSfbHaA cymMma (PUCYHOK 5).

Anpec Anpec Tewn Hosmponssas
= . NOMy-ETENR OTNRSEHWTENA | MDOToKD NS fia CyMME
Tenposassifh A peEC Anpec Hosam
e . Ter Onesa Ozssaie HDHTEON B HER
s oy —— CyMME
Pucynok 5.

MexaHnambl go6aBneHns Tara B 3arosioBokK Kagpa Ethernet

Tar B 3aronioBoK Kagpa MoXeT ObITb AoOaBneH.
SIBHO, €CNW CeTeBble KapTbl nogaepxusatot ctaHaapT IEEE 802.1Q, v Ha
3TUX KapTax
BKMtOYEHbI COOTBETCTBYIOLLUME ONUMK, TO UCxoaswme kagpbl Ethernet ot



aTuX Kapt by-

AyT cogepxartb Taru.

HEsIBHO, ecnv ceTeBble afanTepbl, MOAKMIOYEHHbIE K 9TOW CeTwn, He
noggepxusaroT

ctaHgapt IEEE 802.1Q, To go6aBneHne mapkepoB BbINOMHAETCA Ha
KOMMYyTaTope Ha

OCHOBE rpynnuUpOBKK MO NopTam.

N3meHeHne cpopmaTta kagpa Ethernet npyuBoauT kK TOMY, YTO ceTeBble

YCTPOWNCTBA, He nogaep-

Xusarowme craHgapt IEEE 802.1Q (Takue ycTponcTBa Ha3blBaloT :ag-
unaware), He MOryT pa-

6oTaTb C Kagpamu, B KOTOpble BCTaBrneHbl MeTKW. MMoatomy ansg obecneyeHns
COBMECTUMOCTH

C ycTponcTBamu, nogaepxueatowmmmn ctaHgapt IEEE 802.1Q (;ag-aware
YyCTPOMCTBA), KOMMY-

Tatopbl ctaHgapTta IEEE 802.1Q gormkHbl noagepXmBathb Kak TpaauUMOHHbIE
Ethernet.kagpsil,

TO ecTb Kagpbl 6e3 meTok (yntagged), Tak n kagpbl ¢ MeTkamm (agged).

Bxogawmn mn ncxogsawmnm tpauku, B 3aBUCUMOCTU OT TUMA UCTOYHMKA U
nonyyatens, MoryT

ObITb 06pa3oBaHbl U Kagpamu Tuna agged, 1 kKagpammn Tuna untagged — TONbKO
B 9TOM crniy4yae

MOXHO JOCTUIHYTb COBMECTMMOCTM C BHELUHUMM MO OTHOLLEHUIO K KOMMYTaTopy
yCTponcTBamu.

Tpaduk e BHYTpM KOMMYyTaTopa Bcerga obpasyerca naketamu Tuna
tagged. lNoatomy ansa

NOAOEPKKN pasnMYHbIX TUMOB TPAOUKOB M ANdA TOro, YToObl BHYTPEHHUI Tpadumk
KoMMyTaTopa

obpa30oBLIBANCA N3 TEMMPOBAHHbBIX NAKETOB, HA MPUHUMaAEMOM U NepedarLeM
noptax KoOMMy-

Tatopa Kagpbl OO0MKHbI NPpeobpa3oBbIBaTbCA B COOTBETCTBUN C
npegonpeneneHHbIMN NpaBu-

namu.

KoHdurypupoBaHune BuptyanbsHou cetn EEE 802.1Q
KommyTtatopel ansa BJ1C TpebyoT npeaBaputensHOro KoHUrypnpoBaHus

(mnoctaBnAlTCA OHU

0ObI4HO B COCTOSIHUKN, B KOTOPOM BeyT cebs Kak 0Obl4HbIE KOMMYTaTOpPbI). s
KOHQOUrypupo-

BaHMA yaobHO ncnonb3oBaTtb BHeNonocHoe (out of band) ynpaenenue yepes
KOHCOJbHbIW MOPT,

NOCKOIbKY Mpy BHYTpUNonocHom (in band) no HEOCTOPOXXHOCTU UIn
HEOMbITHOCTM MOXHO MO-

nacTb B "KankaH" .B KaKOW.TO MOMEHT 13.3a OLLNBKN KOHOUTIYPUPOBaHNSA KOHCOSb
MOXeT noTe-

PATb CBA3b C KOMMYTaTOPOM.

[MopTam koMmyTaTopoB, nogaepxusatowmnx 802.1Q, 1 y4acTByOLWMM B
dpopmuposaHun BJI1C,

HasHa4darTca crneundunyeckne atpmbyTbl. Kaxgomy nopTy HasHadaeTcs
PVID (Port VLAN



Identifier) — naeHTnukatop BJIC ons Bcex npuxoasimMx Ha Hero
HeMapKMpOBaHHbIX KagpoB. 3
KommyTtatop mapkupyeT kaxabin npuxogswmi kK Hemy HEMAPKVPOBAHHbI
Kagp (BcTaBns-

eT Homep VLAN B cootsetctBue c PVID u npuoputeT, nepecuntbiBaet FCS), a
MapKMpoBaH-

Hble ocTaBnseT 6e3 nameHeHun. B pesynesrate BHyTpM KOMMyTaTopa BCe Kaapbl
OyayT mapku-

POBaHHbLIMMU.

MopTbl MOryT KOH(PUIypMpoBaTbCA Kak MapKMpOBaHHbIE WK

HeMapkMpoBaHHble 4neHbl BJIC.

HemapkupoaHHbIn uneH BJIC (untagged member) Bbixogsiume 4yepes Hero
Kagpbl BbinyckaeT

6e3 Tera (yoansa ero u cHoBa nepecuntbiBas FCS). MapkupoBaHHbIN 4neH
BNC (tagged

member) BbinyckaeT BCe Kaapbl MapkupoBaHHbiMUW. [Ana kaxgon BJIC
onpenensieTcsi Crmcok

NopTOB, ABMAKLWMNXCA ee uneHamu. [1opT MoxeT OblTb YNEeHOM OAHOMW Unn
6onee BIC. MNMpwn

KOHburypmpoBaHum ansa kaxgon BJIC kaxabin nopT AormkeH 6biTb oO6bsiBneH
KaKk HeMapKupo-

BaHHbI (U), MapkupoBaHHbIM (T) MNn He ABNSAIOWUNUCA YNeHOM OaHHOW
VLAN (). Ecnn uc-

nonb3ylTca MaructpanoHble nuHuu (Port Trunking unm LinkSafe), 1o C
Toukn 3peHus BJIC

AaHHblEe NOPTbl NPeaCcTaBNAT eanHoe Leroe.

MNocTpoeHune BupTyanbHbIX ceTen 802.1oHa OAHOM KOMMYyTaTope
PaccmoTtpum cneayrowmii npyumep (PUCYHOK g), KOTOPbIA MOMOraeT MOHATb
npyHUMN paboThbl
BUpTYyanbHbix ceten 802.1g. MawunHbl 1 1 4 npuHagnexat VLAN 1, MmawwunHbl 2
5 npuHaane-

xaT VLAN 2, a mawunHa 3 aBnsietca obwenoCTynHbIM pecypcoM u BkntodeHa B VLAN 3.



Kommymamop

,-
-
.|i'
vam.«muan.ae
RN
NAKETA HOMEH
WLAM 1D = PWID nagra

Homep nopma Homepa nopmos
1 1 ViD 123|445
1 4 1 Ul-[{ujuy-
2 2 2 - |JUful-qu
2 5 3 Ujujfujuju
3 3

PucyHok 6. NpuMep HACTROAKA BUPTYANEHOA ca T BO2. 10 Ha OqHOM KOMMY TATODE.

B cooTBeTcTBME C pacnpedeneHnem rno BUpTyanbHbIM CETSM MnopTam

Ha3Havatlotca PVID kak

yKasaHo B Tabnuvue, TO eCTb BCE HeMapKMpOBaHHbIe MakeTbl, NOCTynawLwme Ha
KOMMyTaTOop 13

cetun, byayT TermpoBaTbCsa B cooTBeTcTBue ¢ PVID nopra.

Bygoem cuntatbh, 4TO BCe MalUMHbI He noaaepxmeatoT ctangapT IEEE 802.1Q.

Takum obpaszom,
N3 BCEX MAKETOB, MOCTYNAaKLWMX Ha KOHEYHbIE KOMMbIOTEPDI, TEr AOMKEH
yOanaTbes.

Tak kak kK nopTy 3 NOAKNOYEH cepBep, TO OH AO/MKEH MPUHMMAaTb MNakeTbl OT

BCEX MalUWH, TO
eCTb U3 BCeX BUPTYarbHbIX ceTen. Taknm obpasom, nopt 3 aBnaeTcs
HeTerpyemMblM A8 BCEX

VLAN, TO eCTb nakeTbl BCEX BUPTYarbHbIX ceTen OyayT nepenaBaTbCa B CETb
Yyepes 3TOT NopT

HeMapKMpOBaHHbLIMW.

OcTtaBlumecs nopTbl BKNOYaOTCA He Tonbko B cBoto VAN, Ho 1 B VLAN 3, Tak

KaK OHW JOIX-
Hbl NPUHMMAaTL NakeTbl He Tonbko 13 ceoen VLAN, Ho n n3 VLAN cepBepa.

MNocTpoeHune BupTyanbHbIX ceTen 802.1gHa HECKONMbKMX KOMMYyTaTopax
Kak y>xe oTmevanock, BupTtyarnbHble ceT 802.1oMoryT 6bITb NOCTPOEHBI Ha
HECKOSbKMX KOM-



MyTaTopax U OXBaTblBaTb BCIO JIOKasbHYIO CeTb. PaccMoTpumM cnegyowwmim
npumep (PUCYHOK 7).

Kommytatopbl SW2 n SW3 noggepxusatot 802.1Q, SW1 nogaepxunsaeTt TOSbKO
BJNNC no nop-

Tam, SW4 — kommyTaTop 6e3 nogaepxkmn BJIC. [Ins Toro 4yto6bl B 06e BJIC V1
n V2 nonanu

y3ribl, NOAKIOYEHHbIE K KOMMYyTaTopaMm SW1 n SW2, mexay atumm
KOMMyTaToOpamu npuxoamT-

Cs NpoknagblBaTb OTAENbHbIE NMMHUM U 3aHMMaTb MO NOPTY Ha Kaxayo BJIC.
MopTbl 1 n 2 KOM-

MyTaTtopa SW2 KOH(UrypupyroTcs Kak HemapkupoBaHHble (U), oguH ans
BJ/1IC V1 (PVID=1),

apyron ana V2 (PVID=2). NopTt 8 y SW2 n 1y SW3 obbaBnstoTcs

MapkupoBaHHbIM (T) ans
BJ1C V2 1 V3. MNMopTbl SW2 1 SW3, K KOTOPbIM NOAKITOYAKTCA KOMMbIOTEPDI,
00ObABNAITCA He-
MapKMpoBaHHbIMW YneHamu cooTteeTcTByowmnx BJIC, y atux noptos PVID
NPUHUMaeT 3Have-
Hua 1, 2 n 3 (B cootBetcTBUM ¢ HomMepom BJIC). YUneHam BJIC V2 n V3
paspeluaemM JOCTYnN B
NHTepHeT yepe3 mMapLupyTnsaTtop, NOAKIOYEHHbIN K NOPTY 7 KOMMYyTatopa
SW3. ina aTtoro
nopT 7 KOHPUIYPUPYETCH Kak HEMaPKMPOBaHHbIN YneH V2 n V3, ato obecneunt
npoxoxaeHue
BCEX KaApoB OT nonb3oBaTenen WMHTepHeT Kk mapupyTtusatopy. [ns Toro,
4YTOObl OTBETHbIE
Kagpbl MOV AOWTU 0 NOnb3oBBaTesen, HasHayum nNopTty 7 kommyTtatopa SW3
PVID=9 .ato
6ynet pononHutenbHasa BJIC ana goctyna k VIHTepHet. 3ta BJ1C gomkHa 6biTb
"nponuncaHa" n
BO Bcex noptax SW2 u SW3, K KOTOpbIM MNOAKMNHYATCHA Mnofib3oBaTenu
NHTepHeT (nopTbl
SW2.8 n SW3.1 6yayt mapkupoBaHHbiMM 4YnieHamu BJIC 9, octanbHble -
HeMapKMpOBaHHbI-
mu). [Nog cnosom "nponucana” nogpasymMmeBaeM ykasaHue Ha YNeHCTBO 3TUX
noptos B VLAN 9,

HO HUKaK He Ha3Ha4veHne um PVID=9.



K mapipyIaropy
(B EHTEDHET)

PucyHok 7. 'CE*TI::: pampe,qemuhhmn ELI'B_: ﬁﬂ2.1ﬂ.
Peanusauun ctaHgapta EEE 802.1Q B ceTeBOM 060pyaoBaHMM

pa3nmnyHbIX Npon3BoaAun-

Teneu

Crangapt IEEE 802.1Q onpefgensieT Tonbko hopmMaT MCNonb3yeMbiX Kagpos
Ethernet n MUHK-

ManbHbI Habop TpeboBaHWIi K YCTPOMCTBY, KOTOpble 06si3aTeribHbI K
peanusauun BCemMu Npo-

nssogutenamu. Bmecrte ¢ Tem, oveHb Gonblias obnactb MCNONb30BaHUS 3TON
TEXHOSIOrn OT-

AaeTcs Ha OTKyn npoussoauTento ob6opynoBaHus.

CoBpeMeHHoe ceTeBoe 060pyaoBaHME OT MHOMMX NPOU3BOAUTENEN NO
YMOSTHaHUIO No3BonsieT

NpPoOu3BOANTbL LeMapKNpoBaHME NCXOOALLMX NAKETOB Ha TEKyLLeM MOpTYy TOMbKO
ana ogHom on-

pegeneHHon VLAN. Hanpumep, nycTb BXxoasimMe nakeTbl Ang noprta 1
mMapkupytotca PVID=1,

TO ecTb KOmMnMbloTepbl Ha nopty 1 BxoaaT B VLAN 1. M3 ucxogswmx ¢ nopta 1
KagpoB [O0SMKEH

n3BnekaTbCcsa Ter, MHadve kagp Oyget oTbpolleH KOHEYHbIM KOMMbIOTEPOM
(ecnn TOT He nog-

aepxuatoT |EEE 802.1Q). Tak BOT U3Bfievb Ter MOXXHO TOSNIbKO C HOMEPOM
KaKOW.TO O4HOW On-

pegenéHHon VLAN. A yTo genatb, ecnn K 3TOMY NopTy MNOAKMIOYEHbI MaLUWHbI
N3 HECKOSbKNX

VLAN?

[nsa Toro, 4To6bl 06OMTM 3TO OrpaHNYEHNE CyLLECTBYET HECKOSBbKO CNOCOOOB:
1. Ncnonb3oBaHMEe aCUMMETPUYHbLIX BUPTYasibHbIX CeTen. Y HEeKOTOpbIX
KOMMYTaTopoB

€CTb BO3MOXHOCTb akTMBuMpoBaTb AdaHHbin  Tun VLAN
(asymmetric vlan
enabled/disabled). 3To no3BongaeT BKMOYaTbL OANH NOPT B HECKOJSTLKO
VLAN.
2. BkntoveHue nopgaepxkn 802.1Q Ha OKOHEYHbIX YCTPONCTBaX —
KOMMbloTepax.

3. MapuwpyTusaums BupTyanbHblx ceten [Ans atoro Heobxoanmo, YToobl
ceTeBoOM aganTep

obLwenocTynHoro pecypca (cepsep, NpuHTep 1 T.4.) nogaepxusan IEEE
802.1Q. Torga



cxema byget cnegytoLlen:
4 Ha ceTeBOM agjanTtepe ob6LeOOCTYNHOro pecypca
HacTpanBaeM Heckornbko IP.nogceten Kaxayto IP.nogcetb
npuBs3biBaeM K onpeaenéHHon VLAN.
v KoMmnbloTepbl 13 kKaxgon VLAN Takke nomewarTcs B
onpeaenéHHy lp-noaceTb.

Ecnn kommyTtatop He nopaepxueaeT acMmMmeTpuyHbiX VLAN, TO Hambonee
npocTon cnocob

NOCTPOEHNA CETU C OBLLIEAOCTYNHBIMU pecypcammn — aTO opraHM3aums
nogaepxkm 802.1Q Ha

OKOHEYHbIX yCcTporcTBax. [1pn aToM HeobA3aTenbHO MMeTb CeTeBble ajanTepsbl
C JaHHOn noa-

AEPXKKOW — CYLLEeCTBYIOT YTUNUTBI, KOTOPbIE NO3BONSAT 3anNyCTUTb JAaHHbIV
NPOTOKON Jaxe Ha

caMbIX NPOCTbIX CETEBbLIX KapTax. Hanpumep, ogHOM Nx Takmx yTunuT B Linux
asnsetcsa veonfig.

lMpaBaa ecnu peyb AT 0 NpuHTepax (To ectb 06 obopygosaHme, OC KOTOpOro
He gonyckaet

SIBHOrO BMeLlaTeENbCTBA), TO OCTAETCs TOMbKO 3.M Ccnocob.

Hanocnenok crniegyet OTMETUTb, YTO B COBPEMEHHbLIX KOMMYyTaTopax
nogaepXuBarTca B Nyy-
wem cnyyae asa tuna VLAN: no noptam u IEEE 802.1Q.



OnucaHue cteHaa

1. TunoBoM KOMNNEKT y4ebHOro obopyaoBaHus

«J1loKkanbHbIe
KOMMbLIOTEPHbIE CeTU»

1.1. OnucaHue KOMMNJeKTa
KomnnekT coctouT u3 ogHoro kommyTtaTtopa Tpetbero ypoBHA Cisco Catalyst

3560, AByx

ynpaBnaemMblix KOMMyTaTopoB BTOporo ypoBHA Cisco Catalyst 2960, aosyx
HeynpasnsieMbIX

KOMMYTaTOpPOB cisco SD205, 4 nepcoHarnbHbIX KOMMbIOTEPOB U 24-MOPTOBOW
KOMMYTaLMOHHOMN

naHenu kateropum 5E, koTopasi no3BonsieT KOMMYTUpoOBaTb YCTPOWCTBA B
3aBUCMMOCTU OT

BbIMNOMNHAEMbIX 3agady u dopmupoBaTb Heobxoammyto Tononornto cetn. Ha
KoMMbloTepax

yCTaHoBreHa onepauuoHHass cuctema Arch Linux. Bce komnbioTepbl MMeT Tpwu
ceTeBbIX

NMHTepdenca (MHTErPUPOBaHHbIN B MaTEPUHCKYHO nnaTy, Ha wuHe PCI n BHeLLHWIA
USB), utobbl

MMETb BO3MOXHOCTb BbINOSMHATE YHKUMM NPOrpaMMHOro MapLupyTusaTtopa.
BHewwHne

ceteBble MHTepdencol (ethl n eth2) He noggepxmBarT TexHonornto MDI/MDX,
noaTomy

BO3MOXHO COeAMHEHMEe ABYX KOMMbIOTEPOB HAMPsMyK TOJSbKO KPOCC O6XaTbiM
naTy.kopaomMm.

BHewHmn BUA KomnnekTa npeacrasrieH Ha pUCYHKe 1.,

Ans pernctpaumm Ha pabounx CTaHUMUSIX UCNONb3YNTE CNeayoLyo YY4ETHYH 3anuch:
nonb3oBaTenb: root
naponb: qwerty

PasBogka nopToB KOMMYTaLUMOHHOW NaHenn npuBegeHa Ha caMou NaHenu.

Bce yanbl ctenHga BknoyeHbl B IP.nogcetb 192.168.0.0/24. Pacnpegenenue IP.
agpecoB npueeneHo B Tabnuue 1.1.



Tatnuua 1.1 = Pacnpepenevwe |P-anpecos

Yaan IP-agpec

MuTepdeic aethi 192.168.0.1

KoMneioTep 1 MuTepdeic ethi 182.168.1.1
MuTepdeic aeth 182.168.2.1
MuTepdeic aethi 192.168.0.2

KoMneioTep 2 MuTepdeic ethi 192.168.1.2
MuTepdeic eth? 192.168.2.2
MuTepdeic aethi 192.168.0.3

KomnewoTep 3 MuTepdseic ethl 192.168.1.3
MuTepdeic aeth 192.168.2.3
MuTepdseic eth0 192 168.0.4

KoMneioTep 4 MuTepdeic ethi 192.168.1.4
MuTepdseic ath?2 192 168.2. 4

YNpaEnAemMblid EMMYTATOD 310 Y POBHA 192.168.0.5

YNpaenAeMbld KMMYTATOD 210 YDOBHA [ BE DXHKE) 192.168.0.6

YNpaenAeMbld KMMYTATOD 210 YPOBHA [ HHHHKE) 192 168.0.7




1.2. CucTema BOCCTAHOBNEHWA ONEPALMOHHLIX CUCTEM KOMNbLIOTEPOB
«U-Profi Rescue System»

KoMmnnexT NOCTAENAETCA BMECTE C CHCTEMDI BOCCTAHOBNEHMA ONepalHoHHLIX cucTem (OC),

YCTaHOBENBHHbLIX HA BCEX HOMNbOTEpax. [JaHHaA CHCTEMA MOMET OKAa3aThCA NONE3IHOR He

TOMLKD B chy4ae oTkala OC Linux, 4O TaKKe B TeX CMy4aAX, KOTOa nocne npoBededdA pAna

naGopaTtopHbix paboT HeobxonumD GwicTpD npueecTi OC ¥ nepEoHaYansHOMY BMDY. [lanes

NP #BE BEHA WHCTPY KL UA N0 paboTe C CHCTEMOR BOCCTAHOBNEHHA:

1. BHUIMAHWE! BoccTaHOBNEHWE YHUYTOMMT BOB OaHHLe HA MECTKOM Oucke. Cpenadte
PEIBDEHLIE KOMEH BAMHLIX BEHH bIX.

2. MNepesarpyinTe KOMNpOTEp W cTassTe DV D-guock eCucTema poccTasoBnedwA OC Linuxs B
npiuBog. CoGnionaidTe COOTRATCTEWE HOMEDOE JWCKa M KOMNLIO TEpa.

3. 3arpysuTe mewo HacTpoimm BIOS. BeiGepuTe 8 mewio zarpyaxy ¢ DVD-npueoga. Coxpanure
BbIMONHEHHEE HICTRORKH,

4. lNepe3arpy3vTe KOMNLIOTEP.

5. JowguTech NCABNEHHA CNedyioWers oHa:

"U-Profi Rescue Systen”

The Research-and-production enterprise
"Educational technics — Profi", Chalyabinsk
All Rights Reserved

fc) 2007-2009

[nA BhiXOO0a M3 CHCTEMbI KNasuiled Tab swigenyTe KHoNKy «Buixogys w HawmuTe Enter. 31o

npuBessT K Nepelarpy e waunsioTepa. Muade, onA npogorwe A pato Tl HaKmuTe mobyio
KA.

6. [JowouTecs NOABNEHWA CNenyIoWers OkHa:




YTobsl HAYATE BOCCTAHOBNEHWE, HAMMHTE oYesS», HHadYe HaxmuTe «MNo» wne npocto
nepearpyauTe KoMnoioTep. B CBA3M C TEXHHHECKMMK OrpaHr-HeHHAMM Ha GaHHbLIA MOMEHT NpM
HAMATHY KNABKL HIBWTALWY NepepHCORKa JKLaHa C QKanoroM NoNbLICBATENA HE NpOoWCND OWT.
O oHaKD CaMK HAWATHA YUTLIBAIOTCA.

7. Korga poccTaHdoBneske HaduHeTcA, Bhl YEMOWTE CNedyowee oMHo;

epalring iz going...
cat zda.img.ge ¥ sdevszda

B cucTeme He pEAnNMIOBAH NPOTPECC-MHOMKATOR (wHOWKATOP OOLEMA BLINOAHEHHOW
paboTel). [NpuakakoMm TOro, 4TO CUCTEMA HE 3ABWCNA, ABNAGTCA WHOMKaTOp obpallendA K
WECTHOMY OUCKY HoyTOyka. [pOouecc BOCCTaHOANEHMA B CpeaHeM 3adumaseT owono 20

9. Hawmure «OKwe. [Nocne owoH4aHKA Npouecca BOCCTAHODNEHMA  NPOMI0NRDET
ARTOMATHYECKAA  nepesarpyaa. B MOMEHT nonuore  JapeplieddA  patoTwl
BOCCTAHOBWTENEHON CHCTEMBI (NOTAc JKpad) OTHMOYMTE Nalk-auck, 4Tob sl 3arpy 3MTLCA G
BHYTPEHHEr0 OUCEa.

10. MNocne aarpyskw OC Arch Linux weofxoguMe KamEoMmy W2 HOYTOYHOB HAIHEYMTEL
WHOMBMOYanuHeA (P-agpec B cooTBeTCTEME C Tabnuued 1.2 ¥ MHOHBNOYANLHOE CETEROR
wmA: [InA 3TOrMo HeobHNOQWMD HIMEHWTE COSSPHHMOS KOHWMY pauMoHHLIX (ainoB B
COOTEETCTEME © HACTDYEUMAME B paigens 4.2,



lNMpakTnyeckasa 4yacTtb

NabopaTopHas paboTta Ne 1
3HaKOMCTBO C y4eOHbIM cTeHAOM. AAMUHUCTPUPOBaAHNE KOMMYTaTOPOB.

Llenb paboTbi.

N3yyeHune cTpyKTypbl CTeHAa, cnocoboB KOMMYTaLUKM ero COCTaBMAOLLMX.
[MonyyeHue HaBbIKOB

MCNOSb30BaHMA YTUIMUT AN U3yveHus Tpadouka U MOHUTOPUHIa CETU.
[MonyyeHne HaBbIKOB B

6a3oBON HacCTponKe ynpaBnsieMblX KoMmyTaTtopoB. W3ydyeHume cnocoboB
OnoBeLLEeHNSA

agMUHUCTpaTOpa O CUCTEMHbIX COBBITUAX KOMMYyTaTopa.

MNopsgok BbiNnoNHEHUS paboThl:
1. U3yunte pasgen 1.1 «OnucaHve komnnekta». Hangute Bce
OMUCaHHbIE 3NIEMEHTHI

KOMMekTa.
2. C noMoLLbio NPOBOAOB COEAUNHUTE pyCh-NnaHens 1 KoMMyTaToOpbl TaKUM
obpasom, 4yToOblI

Nosly4YMTb TOMOMOMM0, NPEACTaBIEHHYIO Ha PUCYHKe 1.

PucyHok 1. Tononorns KOMMyTUPYEMOKN CETM.

BHumaHue: nanee kaxaaa 6puraga pabotaet no oTAENbLHOCTU CO CBOUM
KOMMYTaTOpPOM
Cisco 2960

3. Bkntounte paboume CTaHUMM 1 3apeErMCTPUpPYnTECH Ha HUX (Nonb3oBaTenb —
root, naposib —

gwerty).
4. TMopkntountecb K web-uHTepdency ynpaBneHns KOMMYTaToOpoM.
3apernctpmpyntecb Ha KOMMyTaTope.

5. Onpegenute yAC-agpec KommyTaTtopa U OTMETLTE €ro Ha pUCyHkKe 1.



6. C nomouwubto yTunuthel ifconfig onpegenuTte napameTpbl Bawero y3na. Ha
PUCYHKE OTMETLTE

MAC- n |p- agpeca Bcex KOMMbOTEPOB.
7. C noMOLLbIO YTUMUTBI piNg NPOBEpLTE CBA3b KaxKaoW paboyeit cTaHumum co
BCEMU OpYruMu

pabo4yMMm CTaHUNAMKN CO30aHHON CeTH.
8. C nomoLubto yTunuTbl arp npocmoTpute Tabnuuy ARP Ha kaxgon paboyen
cTaHuuu.
9. HasHaubTe kommyTaTopy IP-agpec n3s gnanasoHa cBOGOAHbIX aapeCcoB |p-
CETN, B KOTOPOM

HaxogAatca paboune ctaHuuun. Ha pucyHke 1 otmeTbTe p-agpec

KoMmMmyTartopa.
10. C nomMoLLbl0 CUCTEMHON YTUNUTBLI KOMMYyTatopa Ping npoBepuTb CBA3b
KoMmMmyTaTopa c

KaXdoM MaLLMHOW B CETW.
11. Ncnonbays ytunuty tcpdump Ha nobon n3 mawwmH B ceTn, ydeautbecsa
B TOM, YTO OO

3agaHHON MawwuHbl goxoadaTt (CMP-3anpockl OT KOMMyTaTopa.

12. Co3pganTe Ha KOMMYyTaTOpe Morb3oBaTeNs CO CTAaTyCOM «adminx».
13. BbimagunTte ns cucrtemsl (jogout).
14. 3apernctpupymtecb Ha KOMMyTaTope, UCMOMb3ysd YY€THYI 3anucb
BHOBb CO3[aHHOro
nornb3oBarens.
15. Co3ganTe Ha KOMMYyTaTope Mnorb3oBaTens Co CTaTyCoOM «ySer».
16. Boinaute n3 cuctems! (jogout).
17. 3apernctpupyntecb Ha KOMMYyTaTope, WCMOMb3ys YYETHYH 3anucb
none3oBarens co
CTaTyCOM «ySer».
18. lNonblTanTechb BbINOMHUTL MOObIE AENCTBUSA, CBA3AHHbIE C U3BMEHEHUEM
TeKyLUX HaCTPOeK
kommyTaTtopa. CaenanTte BbiBoAbl 06 OrpaHU4EHHOCTU MpaB
nonb3oBarens co cTtaTycom
«ySser.
19. YpanuTte Bce co3gaHHble Bamn y4eTHble 3anncu nons3osartenen.

20. Hactponte Ha ogHOM M3 KOMMbIOTEPOB cepBep Syslog Takum obpasom,
4YTOBbI OH MOT
NPUHUMAaTbL MHOPMAaLMIO N3 CETU U 3anUCbiBaTb €€ B OAWNH onpeaenéHHbIN
ann.
21. Hactponte kommyTaTop Takum 06pa3om, 4Tobbl OH OTNpaBnsn
MHopMaLUIo O CUCTEMHbIX
cobbITMAX Ha CepBep XXypHaNMpoBaHUS.
22. CoxpaHuTe HaCTpOWKM, BbINONTE N3 CUCTEMbI U BbIKMOYUTE MUTaHUE
KomMyTartopa.
23. Bkntounte nutaHne KoMMmyTaTopa, 3aperucTtpupymtecb Ha HéEM, a 3aTem
OTKNIOUMTE U
BKIOYUTE NIMHUIO CBA3W, MOAKITHOYEHHYIO K NtoboMy NopTy KOMMyTaTopa.
24. MNpu nomoLwm yTmunuTel tcpdump ndyumnte guanor syslog.knmeHTta un syslog.
cepsepa.
25. MNpoaHanunsnpynte cogepxmumoe coobLLeHns, NoNy4eHHOro cepsepom
XypHanupoBaHus.

26. 3anyctnte Ha ogHOM 13 KoMMnboTepoB cepeep DNS.
27. Cospgante n HacTponTe DNS.30Hy «lab.org».
28. Ha atom e komnbroTepe HacTponTe 1 3anyctnte SMTP.cepBep ons 30HbI



«lab.org».
29. 3aBeanTe Ha NOYTOBOM CcepBepe criefyllmne Y4YeTHble 3anucu
nonb3oBatesnemu:
info@lab.org u switch@lab.org.
30. HacTtponte kommyTaTop Takum 06pa3oM, 4Tobbl OH OTCbINan MHPOPMaLmIo
O CUCTEMHbIX
cobbITMAX Ha co3aaHHble Bamu nodtoBble agpeca.
31. Micnonb3ysi No4TOBOro KnveHTta «kmail» Ha BTOpOM KomnbioTEpE,
npoBepbTE MOYTY U
ybeantecb B paboTOCNOCOGHOCTM HACTpoeHHoro Bamu mexaHuama
yBeOMIEHNSA O
CUCTEMHBbIX CODBbITUAX KOMMYyTaTOpa Yepes NoYTOBbIE COOBLLEHNUS.
32. Mpn nomowm ytmnutel tcpdump udyunTte amanor smtp.knmeHta u smtp.
cepsepa, pop3.
KnneHTta u pop3.cepaepa.

33. Ha aByx koMmnbtoTepax HacTpouTte cepsep NTP.
34. AkTnBmpynte Ha kommyTtatope knuneHta SNTP u Hactpoute ero
Ha nory4yeHve
MHdOpMauumM 0 BpeMEHU C HacTpoeHHbIX Bamn cepsepoB NTP yepes
Kaxxable 30 cekyHA.
35. MNMpun nomowm ytmnuTel tcpdump ndyuanTe guanor ntp.knuneHTa u ntp.
cepsepa.
36. Onpegennte NCTOYHUK NOMYYEHHON UHOPMALMM O BPEMEHU U CBEPLTE
CUCTEMHOE BpeMS
KoMmMmyTartopa.

37. CObpocbTe HAacTPOMKM KOMMyTaTopa B habpuyHble U nepesarpysuTe ero.



INabopartopHas pabora Ne 2.
YnpaBneHue ceTbio ¢ NOMOLLIO npoTtokona SNMP.

Lenb paboThb!:

N3yyeHune cnocoboB MOHUTOPUHIA 1 YrpaBEHNsi CETbIO Ha OCHOBE MPOTOKONa
SNMP.

Mopanok BbINONHEHUA PaboThl:
1. locTpounTe TONOSIOrNI0 CETK, NOKa3aHHY Ha PUCYHKe 3.

PucyHok 3. Tornonorusi KommyTupyemom ceTu.

N3yuuTe pasgen 3.;0«l1poTokon SNMP» TeopeTudeckoro nocobus.

HacTtponte SNMP.npoTOKON Ha KOMMyTaTopax.

3anyctute ytunuty iReasoning MIB Browser.

3arpyaute 6a3y MIB RFC.1213.

Ha o6oux kommyTaTopax (2960 n 3560) BbiscHUTE cregyowme napameTpbl:
HasBaHMe YCTPOWUCTBa, BpeMsi paboTbl YCTPOMCTBA, ChyXObl,

3anyLweHHble Ha

yCcTpouncTBe (BeTBb System);

v KONUYEeCTBO MHTEP(ENCOB Ha YCTPOWCTBE, COAEPXKUMOE Tabnuubl

NHTEpdencos,

Ha3Ha4YeHne ABYX OOMOMNHUTENbHbIX BUPTYarbHbIX NOPTOB (BETBb intefaces);

v IP-agpec ycTponcTBa, cogepxumoe Tabnuubl MappyTtusauum (BeTBb Ip);

v TCP-coeanHeHns, yCTaHOBMNEHHbIE YCTPOMUCTBOM (BETBb tCp).

Lok wn



INabopartopHas pabora Ne 3.
KoHdurypupoBaHue noptoB n paborta ¢ Tabnuuen KoMMyTauum,

Llenb paboTbl.

MonyyeHne HaBbIKOB HACTPOWKN NMOPTOB KOMMYTaTOpa, U3y4eHNe TEXHONOrnn
3epKanMpoBaHus

noptoB (port Mirroring) n NpMHUMNOB paboTbl CO cCTaTUyeckon Tabnuuewn
nepeHanpaBneHns

KOMmyTaTopa.

[Mopanok BblNoNHEHUA PaboThbl-
1. lMNMocTponTe TONOMOrno CeTU, NOKa3aHHY Ha PUCYHKE 4

e

PucyHoK 4. Tononorns KOMMyTMpyemou ceTu.

2. BbIKMO4MTE OQUH M3 MOPTOB KOMMYTATOPA, K KOTOPOMY MOAKIOMEH OAUH U3
KOMMbHOTEPOB.

3. lNMonpobyiTe ocywecTBUTL B3anmMoaencTeue koMmnbotepoB. Caenante
BbIBOAbl Ha OCHOBE
norny4eHHoro pesynesraTta.

4. HacTtponTe Ha KOMMyTaTope 3epKkano Ans foboro n3 nopToB, K KOTOPOMY
NOAKIOYEH OONH
N3 KOMMNbIOTEPOB.
5. 3anyctute Ha mMaluMHax, NOAKITHYEHHbIX K MOPTY-MCTOMHUKY U NOPTY.
npueMHuKy (3epkany),
yTmnuty tcpdump. AKTUBM3NPYWTE CETEBYHD akTUBHOCTb. CpaBHUTE
pesynbraTtbl paboTbl
yTUANT Ha 06enx malumHax.

6. Cunamu aByx Opurag cobepute TONONOIMMIO CETWU, NPEACTaBMEHHYD Ha
pucyHke 5. Bce
NNHNA CBA3U LOMMKHbI OblTb MOAKMIOYEHbI K MOPTaM C MPOMyCKHOW
cnocobHocTbio 100
M6uTt/c. ObazaTenbHO cobnoganTte Hymepawmo NOPTOB.
7. YcTaHOBUTE MpPOMYCKHYD CMNOCOBHOCTL MOPTOB KOMMyTatopa 2960, K
KOTOpomy
noakntoYeHbl MawuHbl 3 n 4, pasHon 10 MouT/c.
8. Hactponte 3epkano Ha kommyTtatope 2960, K KOTOPOMY MNOAKMNHOYEHbI
MalKnHbl 1 n 2,
cnegyowmm obpasom: MawmHa 1 — NPUEMHMK, MaLLNHA 2 — UCTOYHUK.



9. «[luHrynte» (ytunurta ping) 0ogHOBPEMEHHO MaLUMHY 2 C MalWnH 3 1 4.
10. 3anyctute Ha mawmnHax 1 n 2 ytunuty tcpdump. CpaBHuTe pesynsrarhl
paboTbl yTUANT Ha

obenx malumHax.
11. NpopenanTe AencTBUSA NYHKTOB 8.12 B 06paTHY0 CTOPOHY.

PucyHok 5.

12. Co3panite B cTtatu4eckon Tabnuue nepeHanpasreHUs KoMMmyTaTopa
2960, Kk KoTOpOMYy
NoAKIoYeHbl MallnHbl 1 1 2, cnepyloLLyo HEKOPPEKTHYIO 3anncb: MalluHa
#4 nogkntoveHa
K nopty 3. BTopas OGpuraga gorkHa cgenatb TO XXe caMoOe Ha CBOEM
KomMmyTaTope —
co3faTb CrneayloLLyto HEKOPPEKTHYIO 3anuck: MalunHa #1 noakno4veHa K
nopty 2.
13. Ypanute 13 1abnuubl nepeHanpasrieHNss Bce 3arnucu, MnofyvYeHHble
KOMMYTaToOpoOM B
pexnme camoobyyeHus.
14. «[uHrynte» MawwuHy #4 ¢ MawuHbl #1 n MmawnHy #1 ¢ MawwmvHbl #4.
15. Ha mawwuHax #2 n #3 3anyctute ytunuty tcpdump un ybegmtecb, 4TO
KOMMyTaTop
nepeHarnpasnseT nakeTbl B COOTBETCTBME C CO34aHHbIMU Bamu
HEKOPPEKTHbIMU 3anMcamu
B Tabnuvue KoMmyTauuw.

16. CbpocbTe HacTporKn KommyTatopa B habpuyHbie 1 nepesarpysmTte ero.



TpeboBaHus K oTyeTy

OTyeT JoMKEH COoepKaTh 11eIb padO0ThI, KpaTKHE TEOPETUUECKUE CBEACHUS,
3a/1aHusl, METOJIMKHY U PE3YJIbTaThl BBITIOJIHEHUS, OTBEThI HA KOHTPOJIbHBIE BOTIPOCHI,
BBLIBOJIBI.

OTuer mpenocCTaBIsIeTCS K CPOKY TMPOBEACHUSA Clenylomei paboTel U
3a4UTHIBACTCS MPATNOAABaTEIeM B PE3ybTaTe KOHTPOIbHOM OeceIbl.



KoHTpoOrbHbIe BONPOCHI

Oranonnas monenb OSI. Dranonnas monens TCP/IP.
dusnveckuii ypoBeHb. OU3NUECKUE HOCUTEIIH.

Kananbubiit ypoBeHb. City>kObl KaHalIbHOTO YpOBHA. CeTeBbie aanTephl.
OOGHapykeHue U UCIIPABIICHUE OIIUOOK.

KonTtpone yeTHOCTH. JIByXMEPHBIM KOHTPOJIb YETHOCTH.
Kontponbnas cymma. [{uknnueckuii n30BITOYHBIN KOJI.
[TpOTOKOIBI KOJIIIEKTUBHOTO JTOCTYIIA.

[IpoTOKOJBI OCEN0BATENBHOTO AOCTYIIA.

. Anpecarus B TokaybHBIX ceTsx. [IpoTtokon ARP.

10.Hp0TOKOJI EthernetCrpykrypa Ethernetxampa.

11 HemonynupoBaHHas nepenadya 1 MaHuecTepcKoe KOJUPOBAHUE.
12 ITporoxon CSMA/CD. DkcrioHeHIIHa bHBII OTKAT.

13 KoH1ieHTpaTopbl, KOMMYTaTOPHI, MOCTHI.
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