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H6puragam. Vimetotca paboTbl, KOTOpblE paccynTaHbl Ha BbINOSIHEHWE TOSMLKO OAHOW Gpuragown

(nmeeTcs ykasaHue).

B naHHOM OOKYMEHTE BCE CCbIJIKM YKa3blBalOT Ha pas3aenbl U rmaBbl B nocobue «YHpaBneHme

CTEeHOOM», €CI HEe YKa3aHO UHOoe nocobue.
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1. AQMUHUCTPUPOBaAHME YrNpaBIiieMbIX KOMMYTaTopoOB

Na6opaTopHasa pa6oTa Ne 1.
3HaKOMCTBO C y4eOHbIM CTEHAOM. AOMUHUCTPUPOBaHUE KOMMYTaTOpPOB.

Llenb paboTbl:

M3yyeHne cTpyKTypbl CTEHAA, CNocoboB KOMMyTaLMK ero coctaBnstowmx. NonyyeHme HaBbIKOB
NCNONb30BaHNA YTUNUT ANs udydeHna Tpadmnka n MOHUTOpUHra ceTu. lNMonydYeHne HaBbIKOB B
0a30BON HACTPOWMKE YyNpaeBnsieMbiX KOMMYTaTopoB. W3ydeHne cnocoboB OMNOBELLEHUS
afMVHUCTpaTopa O CUCTEMHBIX COBbITUAX KOMMYTaTopa.

[Nopsigok BbINOSIHEHUS PAbOTHI:

1. Nayuute pasgen 1.1 «OnucaHme kKomnnekta». Hamgute Bce oOnMCaHHbIE 3MIEMEHTHI
KOMIMIIEKTa.

2. C nomoLublo NpoBOAOB coefuHuTe patch-naHenb 1 koOMMyTaTopbl TakuM 06pasom, 4TobbI
NoNy4YnTb TOMOSOMM0, NPEACTABIIEHHYO HA pUCYHKe 1.

#4

#3

£,

PucyHok 1. Tononorua kKoMmyTupyemon ceTu.

BHumaHue: nanee kaxpan 6puraga paboraet no oTAeNbLHOCTU CO CBOMM KOMMYTaTOpPOM
Cisco 2960
3. Bknounte paboune ctaHumm 1 3aperncTpmpymTech Ha HUX (Nonb3oBaTternb — root, napornb —
gwerty).
4. TopgkniounTtecb K web-nHTepdercy ynpaBneHns KOMMyTaTopoM. 3aperncTpupymtecb Ha
KOMMyTaTOope.
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Onpegenute MAC-agpec kKomMmyTaTopa U OTMETbTE €ro Ha pucyHke 1.

C nomouwbto ytunuthl ifconfig onpegenute napameTpbl Bawlero y3na. Ha pucyHke oTMeTbTe
MAC- u IP- agpeca Bcex KOMIMbIOTEPOB.

C nomoLublo yTUNnUTbl ping NpoBepbTe CBA3b KaXaown paboyern cTaHumMmM Co BCEMU OPYruMu
paboynmMmn CTaHUUAMN CO3OaHHOMN CETH.

C nomoupto yTnnuThl arp npocMoTpute Tabnuuy ARP Ha Kaxagown pabo4yen ctaHumu.
HasHaubTe kommyTaTopy IP-agpec u3 gnanasoHa cBob6oaHbix agpecoB |IP-ceTn, B KOTOPON
Haxogdatca paboune ctaHumun. Ha pucyHke 1 otmeTbTe IP-agpec kommyTaTtopa.

C nomoLublo CUCTEMHOW YTURUTbLI KOMMyTatopa Ping npoBepuTb CBA3b KOMMyTatopa C
Ka)kaon MaLluMHOM B CEeTW.

Wcnonb3ya ytunuty tcpdump Ha nioGor u3 mMawumH B cetn, ybegutbcs B TOM, 4TO OO
3agaHHoM MawuHbl goxoadat ICMP-3anpockl OT KoMMmyTaTopa.

CospanTe Ha KOMMyTaTOpe NonNb3oBaTerns Co cTaTycom «Adminy.

Bbingute ua cuctemsl (logout).

3aperncTpupymntecb Ha KOMMYTaTope, MCMOMb3ysd YYETHYH 3anucb BHOBb CO34aHHOMO
nonb3oBaTens.

CospganTe Ha KOMMyTaTope NoNnb3oBaTensi Co ctaTycom «Usery.

Bbingute u3 cuctemsl (logout).

3apernctpupyntecb Ha KOMMyTaTope, MCMNonb3ys YYETHYH 3anucb nornb3oBaTensa co
ctaTycom «User».

[MonbiTanTech BLINOMHUTL NOObIE AENCTBUS, CBA3AHHbIE C MBMEHEHNEM TEKYLLIMX HACTPOEK
kommyTaTtopa. Caenante BbiBoAbl 06 OrpaHNMYEHHOCTWU MpaB Mosib3oBaTensa CO CTaTyCcoMm
«Usery.

Yaanute Bce co3fgaHHble Bamn y4€THbIE 3anmncu nonb3oBaTenen.

HactponTte Ha ogHOM M3 KOMMbIOTEPOB cepBep syslog Takmm obpas3om, 4ToGbl OH Mor
NPUHMMaTb MHGOPMAaLMIO N3 CETU U 3anucbiBaTb €€ B OOMH OnpeaenéHHbIn dann.
HacTtponte kommyTaTop Takum o6pa3om, 4Tobbl OH OTNpaBnsAn MHPOPMaLNIO O CUCTEMHbIX
CcoObITUSAX Ha cepBep KypHaNMpoBaHUS.

CoxpaHuTe HacTpOWKK, BbINOUTE U3 CUCTEMbI U BbIKITIOMUTE NUTAHWE KOMMYTaToOpa.
Bkrtounte nutaHne koMmyTaTopa, 3aperucTpupymTecb Ha HEM, a 3aTeM OTKIIYMTE U
BKITHOUYUTE NMHUIO CBA3M, NOAKIMIOYEHHYIO K NMto6oMy nopTy KoMMyTaTopa.

Mpy nomowwm ytunutel tcpdump nsyumte gnanor syslog-knmeHTa u syslog-cepeepa.
MpoaHanuanpymnte coagepxmmoe CoobLLEeHNS, NOSTyYEHHOrO CEPBEPOM XXypPHaNMpPOBaHUS.

3anyctute Ha 0gHOM 13 KomnbloTepoB cepeep DNS.

Cospavite u HacTporite DNS-30Hy «lab.org».

Ha aTtom e komnbtoTepe HacTpounTe n 3anyctute SMTP-cepsep ans 30HbI «lab.org».
3aBeguTe Ha MOYTOBOM cepBepe cnegywwime Y4€THble 3anucu  norib3oBaTenen:
info@lab.org n switch@lab.org.

HactponTte kommyTaTop Takum o6pasom, YToObl OH OTCbINan UHPOPMaLMIO O CUCTEMHbIX
cobbITUAX Ha co3aaHHble Bamun noyToBbIE agpeca.

Wcnonb3ya nodytoBoro knuveHta «kmail» Ha BTOpoM KomnbioTEpPe, NPOBEpbTE MOYTY U
ybeoutecb B paboTOCMOCOBHOCTM HACTPOEHHOro Bamm MexaHu3ma yBeOOMIEHUS O
CUCTEMHbIX COBbITMAX KOMMYyTaTOpa Yepes NoYTOBbIE COOBLLEHUS.

Mpn nomowm ytunutel tcpdump udydnte gmanor smtp-knveHta n smtp-cepsepa, pop3-
KnueHTa n pop3-cepsepa.

Ha gByx komnbtoTepax HacTtponTte cepsep NTP.

AKTUBMpYMTE Ha KoMMmyTaTtope knueHta SNTP u HacTponTe ero Ha nornyyeHue
NMH(opMaLMM O BpeMeHU C HacTpoeHHbIX Bamu cepsepoB NTP yepes kaxasle 30 cekyHA.
Mpy nomoLm ytunutel tcpdump nsydnte guanor ntp-knueHta un ntp-cepsepa.

Onpegenute NCTOYHUK NOMYyYEHHOW MHOPMaLMKN O BPEMEHU U CBEPbTE CUCTEMHOE BPEMS
KoMMyTaTopa.

C6pocbTe HacTpolikn KoMMyTaTopa B pabpuyHble 1 Nepesarpysunte ero.


mailto:info@lab.org
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Na6opaTopHasa pa6oTa Ne 2.

YnpaBneHue ceTbio ¢ NOMOLbLIO npoTokona SNMP.

Llenb paboTbl:

M3yueHne cnocoboB MOHUTOPMHIA 1 YNpaBneHnsi CETbIO Ha ocHoBe npoTtokona SNMP.

[Mopsiaok BbINONHEHUS paboThl:

1. TllocTponTe TONOMOMMIO CETU, NOKA3aHHYIO Ha PUCYHKE 3.
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PucyHok 3. Tononorus KOMMyTUpyemMom ceTu.

N3yunte pasgen 3.10 «[lMpotokon SNMP» TeopeTtuyeckoro nocobums.
HacTtponte SNMP-npoTokon Ha kKOMMyTaTopax.

3anyctute ytunuty iReasoning MIB Browser.

3arpyaute 6asy MIB RFC-1213.

Ha o6ounx kommyTaTopax (2960 n 3560) BbisCHUTE cnegyroLine napameTpsi:

HasBaHWe YCTPOWCTBa, Bpems paboTbl YCTPOWCTBA, CryXObl, 3anyweHHble Ha
yCTpoucTBe (BeTBb System);

KONMM4YecTBO MHTEP(ENCOB Ha YCTPOWCTBE, coaepxumoe Tabnuubl MHTepderncos,
HasHa4yeHve OBYX AOMONHUTENbHBLIX BUPTyarnbHbIX NOPTOB (BETBb interfaces);
IP-agpec ycTponcTBa, cogepxumoe Tabnuubl MapLipyTmusaumm (BeTBb ip);
TCP-coeanHeHuWs, yCTaHOBMEHHbIE YCTPOMUCTBOM (BETBb tCp).
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Na6opaTopHasa pa6oTa Ne 3.

KoHdurypupoBaHue nopToB u paboTa ¢ Tabnumuen KommyTauum.

Llenb paboTbl:

lMonyyeHne HaBbIKOB HACTPOMKM NOPTOB KOMMYTaTopa, U3y4eHue TEXHOMOrMm 3epkanmpoBaHns
noptoB (Port Mirroring) n npuvHumMnoB paboTbl CO cTaTMyeckon Tabnuuen nepeHanpaBneHus
KoMMyTaTopa.

Mopsigok BbINONHEHUS paboThl:

1.

10.

11.

MocTpoinTe TONONOrNIO CETH, NMOKa3aHHYH Ha PUCYHKe 4.

=

PucyHok 4. Tononornst KOMMyTUPYEMOWN CETH.

BoblkntounTe 0anH 13 NOPTOB KOMMYyTaTopa, K KOTOPOMY NOOKITHOYEH OOMH U3 KOMMbIOTEPOB.
MonpobynTe ocywecTBMTL B3aMMOOENCTBME KOMMNblOTEpPOB. CaenanTte BbIBOAbI HA OCHOBE
Nnosly4eHHoro pesynbeTaTta.

HacTtpoiite Ha koMmyTaTope 3epkano Ans nboro 13 NopToB, K KOTOPOMY MOAKMHOYEH OAMH
N3 KOMMbIOTEPOB.

3anycTuTe Ha MaluMHaXx, NOAKMOYEHHbIX K MOPTY-UCTOYHUKY U NOPTY-NPUEMHUKY (3epkany),
yTunuty tcpdump. AKTMBM3UPYITE CETEeBYKD aKTMBHOCTb. CpaBHUTE pesynbTaTbl paboThbl
yTUNUT Ha 06enx malumHax.

Cunamn pByx 6purag cobepute TOMOMOMMKO CETU, NPeACTaBiEHHY0 Ha pucyHke 5. Bce
NVHWA CBA3WM AOMKHbI ObITb MOAKMYEHbI K MOpTaM C MPOMNycKHOW cnocobHocTeio 100
M6uT/c. ObazaTenbHO cobnogante Hymepaumo NOpToB.

YcTaHOBMTE MNPOMYCKHYD CMOCOBHOCTL MOPTOB koMMyTaTopa 2960, K KOTOpOMY
noaknYeHbl MawwmnHbl 3 u 4, pasHon 10 Méut/c.

HacTtponte 3epkano Ha koMmmyTaTope 2960, K KOTOPOMY MOAKMHOYEHbl MaluHbl 1 ©n 2,
cnegyowmm obpasom: mawmHa 1 — IPUEMHUK, MaLUMHA 2 — UCTOUHUIK.

«lMuHrynTe» (ytunura ping) O4AHOBPEMEHHO MaLUMHY 2 C MalvH 3 1 4.

3anyctute Ha mawwnHax 1 n 2 ytunuty tcpdump. CpaBHuTe pesynbtaTtbl paboTbl yTUNUT Ha
obenx malnHax.

Mpogenante gencTens NyHKToB 8-12 B 0OpaTHY0 CTOPOHY.
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PucyHok 5.

Cospanite B ctatmyeckon Tabnuue nepeHanpaBneHuss kommytatopa 2960, K KOTopomy
NOAKMYEHbI MaWKnHbI 1 1 2, CrieayoLyo HEKOPPEKTHYIO 3annchb: MalivHa #4 nogknioyeHa
K nopTy 3. Btopas Opuraga gomkHa cpoenatb TO XXe camMoe Ha CBOEM KOMMyTaTope —
co3faTb CreaytoLLyo HEKOPPEKTHYIO 3annch: MalumnHa #1 nogkniodeHa K nopTy 2.

Ypanute 13 Tabnuubl nepeHanpasrieHUs BCe 3anucu, NoslyYeHHble KOMMYTaTopoM B
pexnme camooby4eHus.

«MuHrynte» mawnHy #4 ¢ mawwmnHbl #1 1 MawuvHy #1 ¢ MawnHb #4.

Ha mawwuHax #2 wn #3 3anyctute ytunuty tcpdump mn ybegutecb, 4TO KOMMYyTaTop
nepeHanpasnseT NakeTbl B COOTBETCTBME C CO3A4aHHbIMU Bamn HEKOPPEKTHbIMK 3anucamm
B Tabnvue KommyTaumu.

C6pocbTe HacTporikn KoMmyTaTopa B habpuyHbie U nepesarpyante ero.
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2. TexXHONOrnm KaHasribHOro YpoBHS

Na6opaTopHasa pa6oTa Ne 4.

BupTtyanbHble nnokanbHble cetn VLAN.

Llenb paboTbl:

3yyeHne TexHonorum BupTyanbHblx ceTen. MNonyyeHne HaBblkoB HacTponkn VLAN Ha ocHoBe
Taros IEEE 802.1g B ceTu, NOCTPOEHHOM Ha koMmmyTaTopax Cisco.

Mopanok BbiNonHeHMs paboThbi:

1. WN3yuute paspen 1.5 «BuptyanbHble cetn. CeTn Ha 6ase MapKMpOBaHHbIX KagpoB»
TeopeTmnyeckoro nocobusi.

2. [llocTponTe TOMOMNOrno ceTn, NPeAcTaBNEHHYIO0 Ha PUCYHKE 6.
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PucyHok 6. KommyTrpyemas Tononorus anst HacTponku BUpTyanbHbix ceTert VLAN.

3. CkoHdpurypupynte VLAN Ha OocHOBe TeroB Takum obpasom, 4Tobbl paboune ctaHuum 1 1 4
npuHagnexanu supTyanbHon cetn Ne1, ctaHuma 2 npuHagnexana suptyanbHon cetn Ne2,
a ctaHumsa Ne3 — BupTyanbHon cet Ne3 n npu aTom aBnanack obwenoCcTynHbIM PECYPCOM.
To ecTb MaLwwmHbl B BUpTyanbHbix ceTsax Ne1 1 Ne2 He [OrmKHbI B3aMMOAENCTBOBATbL MEXAY
cobon, HO AOMKHbI B3aumMoaencTBoBaTb ¢ MaLlunHom Ne3.

4. lpoBepbTe MpaBWIbHOCTb KOHdUrypaumm cetn. PesynbTaTbl MOHUTOPUHra MOKaXute u
NnosiCHUTE npenodasBaTerto.

5. CO6pocbTe HacTpoWnkM KommyTaTopa B pabpuyHblie 1 nepesarpysuTe ero.
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Na6opaTopHasa pa6oTa Ne 5.
MocTpoeHne marucTpanbHbIX IMHUNA CBA3N.

Llenb paboTbl:

M3yueHne TexHonormm arpermpoBaHmna kaHanos ceaau (Link Aggregation, Trunking).

[Mopanok BbiNonHeHMs paboThbi:

1. llocTponTe TOMNOMOMNIO CETU, NOKA3aHHYIO Ha PUCYHKE 7.

2. OgHOBpEMEHHO 3anycTuTe npouecchbl nepedadn davna ¢ mawuHbl 1 Ha mMawuvHy 3 n ¢
MaluHbl 2 Ha MawwuHy 4. Onpegenute Bpems nepefadun (rmodckaska: yo0obHee
rnone3oeamscs ymunumod ftp, komopasi asmomamuyecku onpedenisem epems riepedadu).

3. W3yunte pasgen 1.4 «OObeguMHeHne nMOPTOB B MaructpanbHble JIMHUX  CBA3UY
TeopeTn4eckoro nocobus.
5 5
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PucyHok 7. Tononorms KOMMyTUPYyEMOW CETH.
4. Cospgante marncTpanb Mexay KOMMyTatopamMu, BKIOYaoLLyo 2 nopTa.
5. OgHOBpPEMEHHO 3anycTuTe npouecchbl nepedayn anna ¢ mMawmHbl 1 Ha MawuHy 3 n ¢

MaluHbl 2 Ha MawwuHy 4. Onpegenute BpeMs nepegayn U CpaBHUTE €ro CoO BpeMeHeM,
nonyyeHHsIM B nNyHkTe 10.

6. YpanuTte cosgaHHyto Maructparsb Y COeaUHUTE KOMMYTaTopbl Yepes rmrabuTHbIE MNOPThI.
7. OOHOBpPEMEHHO 3anycTuTe npouecchl nepedayn ganna ¢ MawmnHbl 1 Ha mawmHy 3 1 ¢

MaLUMHbl 2 Ha MallnHy 4. Onpep,envlTe BpemMda nepenaym n cpaBHute ero ¢ npegblaywmnmmn

nony4YeHHbIMN 3HA4YEHUAMMN. Caoenante BbIBOA.
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Na6opaTopHasa pa6oTa Ne 6.

MpoTtokon IGMP.
Llenb paboTbl:

N3yueHne npotokona IGMP 1 cnoco6oB ero HaCTpomkM Ha KOMMyTaTopax U MapLupyTusaTopax.

[MopsiaoK BbINONHEHUS paboThI:

1.

W N

© N O s

10.

11.

12.

lMocTponTe TONONOINIO CETU, MOKA3aHHYHO Ha PUCYHKe 8.

y——="|

#2 #3
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PucyHok 8.

N3yunte pasgen 3.2 «lMpotokon IGMP» TeopeTnyeckoro nocobus.

CospanTte Ha KOMMyTaTope AOMOMHUTENbHYIO BUPTYyarbHyo ceTb «Multicasty, koTopas
BKNIOYaeT MalnHbl 1 1 3.

Ona VLAN «Multicasty» BkntounTe nogaepxky npotokona IGMP.

3anycTtute Ha mawuHe 1 cepBep BellaHusa MeguanoToka.

CpaenanTte nonbITKy NPUHATL AaHHbIA NOTOK CO BCEX OCTallbHbIX MALUVH.

OTBeTbTE, KaKkne MallnHbl B UTOre NoslyyatoT MeamanoToK, a Kakme — HeT.

C nomowpto ytunuTbl tcpdump oTcneauMte MNyTM  pPacnpoCTPaHEHWUst MynbTUKACT-
Tpaduka B ceTw.

[MocTponTe TOMOMOruio ceTn, NOKas3aHHy Ha pUCyHke 9.

Cospante gBe IP-nogcetn Ha kommyTtatope 3560 u HactpowTe npotokon IGMP ans
KaxkOoun noaceTu.

Ha obounx kommyTtaTtopax 2960 HacTponte npotokon IGMP, ncnonbsya doyHkumo IGMP
Snooping.

3anyctute Ha mawwmHax 1 n 3 cepBepa BelwaHud. Hactporte MawmHy 2 Ha NonyyYeHus
MeamanoToka OoT cepsepa 3, a MawunHy 4 — oT cepBepa 1.
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PucyHok 9.

13. Y6eauTechb B TOM, YTO CE€Tb (PYHKLIMOHUPYET NpaBUIbHO.

14. Ncnonb3ya cpeacTBa MOHUTOPUHIra koMmmyTtaTopa 3560 BbisicHUTe, Kakue IGMP-rpynnel
NPUCYTCTBYIOT B CETU U KTO B HUX BXOOMUT.

15. C6pocbTe HaCTPONKN KOMMYTaTOpPOB B habpuyHbie U Nepesarpysnte ux.
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Na6opaTopHasa pa6oTta Ne 7.
Anroputmbl cBA3ylowero gepesa Spanning Tree.

Llenb paboTbl:
M3yueHne anroputma Spanning Tree 1 Rapid Spanning Tree. Nony4eHne HaBbLIKOB MOCTPOEHUS
CceTu C NoAAEPXKKOM Pe3EPBHbIX NIMHUIA CBA3N.

Mopsigok BbiNONHEHUS paboThl:

1. W3yuute pasgen 1.6 «[1poTokonbl CBA3YOLWEro AepeBay TeopeTU4ecKkoro nocobus.
2. CobepuTe ceTb C TONOMNOrMen, NpeacTaBneHHon Ha pucyHke 10.

#3

PucyHok 10. Tornonorna koMmyTupyemom ceTu.

3. AKTMBM3MPYWTE Ha BCEX KOMMYyTaTopax npoTokon Spanning Tree.

4. Hactponte npuopuTeTbl KOMMYTaToOpoOB N NMOPTOB TakMM 0B6pa3oM, 4YTobbl NONyYNTb CETb,
noKasaHHy Ha pucyHke 11 (NyHKTUPOM nokasaHa pe3epBHas CBA3b)

5. C nomMowbo cUCTEMbl MOHUTOPUHra ybeauTechb, YTO Yepe3 nopT kommyTtaTopa 2960 #1,
OTMEYEHHOro 4YepHbIM  KBagpaToM, Tpaduk He wuaet. [lpoBepbTe ocCTarbHble
3agencTBoBaHHbIe B paboTe nopThl. Pe3ynbTaTbl MOHUTOPUHIA COXPaHUTE.

6. Wmutupynte cbon B ceTn, HapylMB COEAVMHEHWUE, BbIAENEHHOE Ha PUCYHKE 8 >KUPHOW
nuHven. B cooteBetctBMM C anroputMoM Spanning Tree ceTb pJomkHa ObiTb
nepekoHdurypmposaHa. Y6eautecb B 3TOM C MOMOLBKD CUCTEMbI  MOHUTOPUHIa
KommyTaTtopoB. Onpenenure BpemMsi CX0gMMOCTU ceTu. PesynbTaTtbl COXpaHuTe.
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PucyHok 11. Tononorusa ceTn nocne npumMeHeHuns anroputma STA.

AKTUBM3MPYINTE Ha BCeX KOMMyTaTopax npoTokon Rapid Spanning Tree.
[MoBTOpPUTE AENCTBUSA NYHKTOB 4-6.

CpaBHuUTe BpeMeHa CXOANMOCTU, NOMyYeHHbIe NPU UCMOSb30BaHUN ABYX NpoTokosios: STP
n RSTP. Coenainite BbiBOABI.

C6pocbTe HacTponkn KoMmmyTaTopa B habpuyHbie 1 nepesarpyaute ero.
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3. TexHonoruu ynpasJsieHUs1 KAQ4eCTBOM cepBUca

Na6opaTopHasa pa6oTa Ne 8.
O6ecneyeHune KayecTBa nepegaym MynbTMMeAUMHOro Tpaduka ¢ UCNONIb30BaHUEM

npoTtokona IEEE 802.1p.
Llenb paboTbl:

MonyunTb HaBblk paboTbl ¢ TexHonornen CoS n npotokonom IEEE 802.1p nytém ynydweHus
KayecTBa nepegayvv BUOEONOTOKa napanseribHO ¢ MOTOKOM nepefayv danna.

Cy1b paboTbl:
Ha cobpaHHOM TOMoOMorMm cetn 3anycTuTb ABa Npouecca nepefayn LaHHbIX: BUAEOMOTOK U

NnoTok nepegaun damna. OueHUTb Ka4vyecTBO nepefayvn BUAEOLAHHbIX — OHO OyaeT HU3KMM.
Hactpoutb TexHonormwo CoS Ha komMmyTaTope TakuMm o6pasom, 4Tobbl gatb GonbLumi
NPUMOPUTET MOTOKY BMAEOAAHHbIX. [1pOBECTM 3KCMEPUMEHT 3aHOBO M YOeanTbCs, YTO KayecTBO
nepegayn BUAEONOTOKA yBENNYMITOCh.

MNopsaokK BbINOMHEHUSI pabOoThI:
1. CobepwuTe TONOMOMMI0 CETH, NPEeACTaBMNEHHY0 Ha PUCYHKe 12.

#4

PucyHok 12.

2. Wsyuute pasgen 1.7 «TexHonorns QoS» TeopeTnyeckoro nocobus.
3. YcTtaHoBuTE NPOMyckHYy cnocobHocTb 3-ro nopta pasHon 512 Kéut/c.
4. 3anyctute gOBa NOTOKa  nepegayn  AaHHbiX  (BMOEO-POMMK  Haxogutcs B
/root/Desktop/Media):
v’ MawwuHa #1 — cepBep BugeoBeLaHus (c ucnonb3osaHmem VLC-nneepa);
v' MmalwwuHa #2 — FTP-cepBep;
v\ MawwuHa #3 — KNNeHT, NPUHUMAIOLLMIA BUOAEOAAHHbIE;
v’ MawwuHa #4 — FTP-knueHT, npuHumatowmi gann pasmepom 16 13 katanora /srv/ftp/.
5. OnpegenuTe KayecTBa nepegayv Buaeo 1 Bpems nepegaym cganna.

6. Hactponte kommyTaTop Takmm obpas3om, 4TOObI Knaccudukaumsa Bxogsero Tpaduka
ocyllecTensnacbk Ha ocHose nonst 802.1p.
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7. HasHaybTe Kaxgomy noTOKy NpuopuTeT: BUOEOMNOTOK OT MalluHbl #1, nocTtynarowun Ha 1-
bl NOPT, AOSDKEH MMEeTb ©6onee BbICOKUA NPUOPUTET, YeM (palifoBbi MOTOK OT MaLUUHbI #2,
NnoCTynarLwmnn Ha 2-on NopT.

8. Hactpownte kommyTaTOp Takum obpasom, 4Tobbl 6Gonee nNpruopmuTeTHLIN Tpadmk nonagan B
BbIXOA4HYO odyepedb Q3, MeHee NpuopuTeTHBLIN Tpaduk — B odepenb Q1.

9. CHoBa 3anycTuTe AjBa NOTOKa Nepegayn JaHHbIX U onpeaennTe kayecTsa nepeaadv Buaeo
n Bpems nepenadn cdanna.

10. Hactpownte anroputm 06paboTku BbixogHbix ovepeaen Ha WRR.

11. CHoBa 3anycTuTe ABa NOTOKa Nepefayn gaHHbIX U onpegenvTe KavyecTsa nepegayv BMaeo
n BpeM4d nepegaym canna.

12. CgenanTte BbIBOAbI HA OCHOBE MOMYyYEHHbIX pe3ynbTaToB.

C6pocbTe HacTpoKku KomMmyTaTopa B habpuyHble u nepesarpysute ero.
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4.

Be3onacHoCTb

Na6opaTopHasa pa6oTa Ne 9.

Ba3oBble MexaHM3Mbl 6e30NacHOCTH KOMMYTaTOpPOB.

Llenb paboTbl:

N3yyeHne TexHonorun Trusted Hosts, IP-MAC Binding n Port Security.

Mopsigok BbiNONHEHUS paboThl:

1.

ook
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11.

CobGepuTe TOMosorno ceTu, NpeacTaBneHHyo Ha pucyHke 14.
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PucyHok 14.

W et
W et!

#1 #4

Hactponte kommyTatopbl 2960 Takum obpas3om, 4TOObl MMW MOMMM yNpaBniATb TOSMbKO
MaLwuHbl #1 n #3.
[MpoBepbTe BbINOMHEHHbIE HACTPOWKM.

Ounctute Tabnuubl KOMMyTaLUN Ha BCEX KOMMyTaTOpax.

C mawwvH #1 n #2 «NponuHrynTe» mMalumHy #3.

Y6egutech, 4To B Tabnmuax KoMMyTaumMm He NPUCYTCTBYET annapaTHOro agpeca MalluvHbl
#4.

3abnokupyinTte Ha obonx kommyTaTopax 2960 Tabnuuy KommyTauum B pexxume Permanent.
MonbiTaTecb oOCyWwecTBUTb B3aMMoAencTBMe C 4-biM  KomnbioTepoM. Ob6bsicHUTe
NOMyYEHHbIN pe3ynbTar.

C6pocbTe 6GOKMPOBKY TabnuL, KOMMYTaLUN.

. Mcnonbaya TexHonoruto IP Source Guard, HacTponTe Ha KoMmyTaTopax 2960 unbTpbl

Taknum obpasom, 4Tobbl B ceTn Mornn paboTaTtb TOMNbKO MalUnHbl #1 1 #3.

C6pocbTe HAaCTPOMKN KoMMyTaTopa B habpuyHble U nepesarpysuTe ero.
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NabopaTtopHasa pa6oTa Ne 10.
Be3onacHocTb Ha OCHOBe cerMeHTauun Tpaduka.

Llenb paboTbl:

N3yyeHne mexaHn3ma cermeHTauum Tpadumka.

Mopaaok BbiNonHeHMsa paboThbi:
1. CobepuTe TOMONOMMIO CETU, NPEACTABIEHHYIO Ha pUCyHKe 15.

MopgceTb #1 [NoaceTb #2

PucyHok 15. Tononormua KommyTnpyemom ceTu.

2. CospawnTte IP-nogceTu, kak 370 NokasaHo Ha pucyHke 15. HasHaubTe KagomMy KoMnboTepy
IP-agpec 13 cob¢cTBEHHOM NOACETW.

3. Wsyunte pasgen 2.6 «CermeHTaums Tpadukay» TeopeTnyeckoro nocobums.

4. OpraHu3ynTe Ha Kaxgom M3 KOMMyTatopoB 2960 NpMHLUMN «pacyecKu» — KaKabli
KOMMbIOTEP, NOAKMIOYEHHBIN K KOMMYTaTopy, MOXeT 0OMeHNBaTbCA MHpOPMaLMEn TONbKO
C BHELWHUM MUPOM, HO HEe C APYrMMU KOMMbKOTEpamu, MNOAKMOYEHHBIMU K 3TOMY Xe
KomMMyTaTopy.

5. lMoaTtBepauTe NpaBUMbHOCTb CAEMaHHbIX HACTPOEK.

6. C6pocbTe HacCTponkn kommyTaTtopa B habpuyHble 1 nepesarpysuTe ero.
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NabopaTopHasa pa6oTa Ne 11.

Be3onacHocTb Ha ocHoBe npoTtokona IEEE 802.1x.

Llenb paboTbl:

N3yueHne npotokona |IEEE 802.1x, cnocoboB ero HacCTpPOMKM Ha CeTeBbIX y3nax, cnocoboB
HacTpouku cepeepa RADIUS.

Mopsigok BbINONHEHUS paboThl:

1.

wn

No

CobepuTe ceTb € TONonoruen, NnpeacTaBneHHon Ha pucyHke 16.

\
S S
o 0
S y— S
KnveHTt 802.1x 2960 Cepep RADIUS

PucyHok 16. Tononormust KOMMYTUPYEMOW CETMW.

Na3yunte pasgen 2.7 «lMpotokon IEEE 802.1x» TeopeTnyeckoro nocobusi.
Hactponte cepsep RADIUS, ucnons3sys ytunuty freeradius.

Bkntounte npotokon 802.1x Ha kommyTatope. Mcnonb3ynTe aBTOpU3auuio Ha OCHOBE
nopToB.

lNepeBeante nopT KOMMyTatopa, K KOTOpOMYy nogkniodeH knueHt 802.1x, B
HeaBTOPM30BaHHOE COCTOSIHUE.

HactponTte knueHTa 802.1x, ncnonb3ya ytunuty wpa_supplicant.
3anyctute knmeHTa 802.1x.

MpoBepbTe yCnewHoCcTb aBTopusaLmm nopTta nyTém:
e B3aMMOAEWCTBMSA Mexay MallvHaMu;

e aHanu3a xypHana (noros) knueHta 802.1x;

e aHanusa XxypHana cepsepa.

dusmyeckn oTKNOUMTE kabenb KnMeHTa OT MopTa KoMMyTaTtopa, a 3aTeM 3aHOBO
noaknoumTe. BbiSicCHUTE, B KaKOM COCTOSIHUM (@BTOpM3aLuW) HaxoaWUTCA MOPT KIMEHTa.
OTBeTbTe Ha BOMPOC, MOXHO N HapylWwuTb 6e3onacHOCTb CeTu MyTEM U3NYECKOro
NoAKMYeHNs1 HeaBTOPU30BaHHOWN MaLLVHbI HAa aBTOPU30BaHHbIN NOPT KOMMYyTaTopa.

10. CobepuTe ceTb C TONONOINEN, NPEeaCTaBEHHON Ha PUCYHKe 17.
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Cepeep RADIUS

KnnenTt 802.1x
PucyHok 17. Tornonormna koMmyTupyemom ceTu.

11. ABTOpUK3ynTe NOpT KOMMyTaTopa 2960, ncrnonb3ys knveHTa 802.1x.

12. MonpobynTe ocyliecTButb B3anmogenctame MawuHbl Ne 1 n cepeepa RADIUS. Kakue
BbIBOAbI MOXHO caenaTtb 06 ysi3BumMocTdax B 6e3onacHocTu npotokona 802.1x Ha ocHoBe
NMopTOB.

BHUMAHMUE: Oanee paboTta moxeT BbINOMHATLCA OQHOBPEMEHHO TOJIbKO OQHOM
opuragon

13. Cobepute ceTb C TOnonornen, NnpeacTaBneHHon Ha pucyHke 18.

<17

CepBep RADIUS

3560

Knuent 802.1x
PucyHok 18. Tononormus KoMMmyTnpyemom ceTu.

14. Bkntounte npoTtokon 802.1x Ha kommyTaTope. Mcnonb3ynte aBTOpM3aumio Ha OCHOBE
MAC-agpecos.

15. NepeBegute nopT koMmmyTtaTopa 3560, K KOTOPOMY nogknyeH kommyTtaTop SD205, B
HeaBTOPM30BaHHOE COCTOsHME. 3aTeM WHUuuupynte padubin nopt MAC-agpecom
MaLLVHbI, Ha KOTOpPOK 3anyLueH KnueHTt 802.1x.

16. 3anyctute knveHTa 802.1x.

17. lNpoBepbTe yCneLwHoCTb aBTopusaunmn nopTta nyTém:

* B3aMMOOENCTBUS MeXay KNMEHTOM 1 CEPBEPOM;
e aHanu3a xypHana (noros) knueHta 802.1x;
e aHanu3a XxypHana cepsepa.

18. MNMonpobynTe ocyLecTBUTL B3aumoaencTane mexay mawmHon Ne 1 u cepsepom.
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19. Hactponte un 3anyctute knueHta 802.1x Ha MawuHe Ne 1. Tenepb nonpobynte
OCyLIEeCTBUTb B3aMModenctenme wmexgy MawuHon Ne 1 u cepsepoMm. Ha ocHoBe
MONyYeHHbIX pe3ynbTaToB caenamTe BbIBOA O 3alluuieHHOCTU npoTtokona 802.1x Ha
ocHose MAC-agpecos.

20. CopocbTe HacTpOrKM KoMMyTaTopa B habpuyHble 1 NepesarpysuTe ero.
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NabopaTopHasn pa6oTta Ne 12.
Cnuckm KoHTponsa pgoctyna ACL.

Llenb paboTbl:

N3yueHne TexHonorum Access Control Lists.

Mopaaok BbiNonHeHMsa paboThbi:
1. CobepuTe ceTb C TONONOrMEN, NPeaCcTaBEHHON Ha pUCYHKe 19.

PucyHok 19. Tononorms KoMMyTupyemom ceTu.

2. WN3syuute pasgen 2.5 «Cnnckn KOHTPONS 40CTyna» TeopeTuyeckoro nocoous.
3. Hactponte cnmcku KOHTpoOns 4OCTyna Taknm o6pa3om, YToObI:
® HM O4MH U3 KOMMyTaTopoB 2960 He MOr «MPOMUHIOBaTb» MaLUnHy #4;
e MawwuHa #1 morna «nNponMHroBaTb» MalvHy #3, HO He Morna — MawwuHy #4;
e MawwHa #2 morna ckayatb pavn ¢ mMawwuHbl #4 (ncnonb3ysa ftp-npotokon), HO He
MOrfa nonyyYnTb NOYTOBbLIE COOBLLEHNS;
e TONbKO TOT TpadmK, KOTOPbIA MAET OT MaLUMHbI #2 K MalMHE #3 «3epKanunoBarncsa» Ha
NnopT MaLUuHbI #4.
4. TpoBepbTe CO3AaHHbIE HACTPOMKN.
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5. TexXHOJSIOrMn KOMMYTaUun TPETbLEro YPOoBHSA

NabopaTopHasn pa6oTta Ne 13.

OcHoBbI KOMMYyTaLUn TpeTbero ypoBHA.

Llenb paboTbl:

MN3yuyeHre npuHUMNoB paboTbl KOMMyTaTopa ypOBHS 3.

Mopsigok BbiNONHEHUS paboThl:

1. Cobepute ceTb C TONonornen, NnpeacTaBneHHon Ha pUCyHke 23.

2.

3.
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PucyHok 23. Tononormust KOMMyTUPYEMOK CETH.

Bkntounte MalimvHbl B BUPTYyalibHbl€ CEeTU B COOTBETCTBNE CO cne,qyrou.l,elh Tabnuuen:

Homep MaLLWHbI Homep VLAN
1 1
2 2
3 2
4 3

Bkntounte BupTyanbHble cetu B IP-nogceTn B COOTBETCTBME CO criegytowien Tabnuuen:

Homep VLAN IP-noaceTb
1 192.168.1.0/24
2 192.168.2.0/24
3 192.168.3.0/24

HasHaubTe Kaxgon mawunHe IP-agpec 13 noaceTu, B KOTOPYK OHAa BXOOUT.

lMpoBepuTL B3aMMOLENCTBME MEXAY BCEMU MaLLUMHAMMW.

C nomoubto yTnnuThl traceroute BbIACHUTE MapLUPYT MexXay NiobbiMn ABYMSA MalLMHaMK 13
pasHbIX NoaceTen.
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7. lMpocmoTpute cogepxkmmoe ARP Tabnuubl Ha kommyTaTope u BbidcHUTe MAC-agpeca
MaLuvH no ux IP-agpecy.

8. 3anyctute FTP-cepsep Ha mawwmHe Ne 3.

9. Wcnonbaysa npotokon FTP, ckayante ¢ mawmnHbl Ne3 Ha mawwnHy Ne 1 cneaytowme dannsl,
Haxogswmeca B katanore /srv/ftp/: 20Mb, 200Mb, 500Mb, 1Gb. 3anonHuTte crneayroLyto
Tabnuuy:

dann Bpems nepegaum, mc
20Mb
200Mb
500Mb
1Gb

10. CobepuTe ceTb C TONONOrNEN, NPeaCcTaBIEHHON Ha PUCYHKeE 24,

=

2960

et

PucyHok 24. Tononormua KOMMyTupyemom ceTu.

11. NoBTOpUTE AENCTBUA NYHKTA 9 1 3aNONHUTE CneayroLLyo Tabnuuy:
dann Bpems nepepaum, mc

20Mb

200Mb

500Mb

1Gb

12. CpaBHUTE BpemMeHa CKaumBaHus OOHOro W TOro e havina gns ceTeln, NOCTPOEHHbIX Ha
pasnuMyHbIX NpUHUMNax (YpoBHAX) komMyTaumu. Caenante BbIBOAbI.

13. C6pocbTe HacCTpOMKM KOMMyTaTopa B habpuyHble 1 nepesarpysuTe ero.
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NabopaTtopHasn pa6oTta Ne 14.

MpoTokon mapwpyTtusauun OSPF-2.
Llenb paboTbl:

N3yuntb npotokon OSPF. Monyy4nTb NpakTUY4eCKMe HaBbIKU B MOCTPOEHUS MapLUPYTU3UPYIOLLNX

ceTtei Ha 6a3e npotokona OSPF.

[MopsiaokK BbINONHEHUS paboThl:

1. COGGDI/ITe TONOosNornKw cetTn n ycraHoBute nNpomnyCkKHyr CNocoBHOCTbL KaHamnoB TakoW, Kak

yKasaHOo Ha puUcyHke 23.

100

100

VAl

_ Ic (MapLupyTusatop b)
MapuwpyTtusatop I

Mapuwpytusatop A

100 M6/c

L

MoaceTtb #1

100 M6/c 10 M6/c

MoaceTb #2
MoaceTsb #4

10 M6/c 100 M6/c

SD205

100 M6/c
100 M6/c 100 M6/c

MapuupyTtusatop B

MapupyTtusatop [

PucyHok 23. Tononorna KoMmyTrupyemom ceTu.
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10.

11.

12.

MNpuoymante Homepa noaceTen. Ha Kaxxgom M3 MapLupyTM3aTopoB HasHaybTe Ha CeTeBble

nHTepdencel IP-agpeca B COOTBETCTBUE C MOACETLIO, KOTOPOW OH MPUHALNEXMT.

N3yuute pasgen 3.6 «lMpotokon mapwpyTtudauum OSPF» TeopeTnyeckoro nocobus.
Hactponte npotokon OSPF: Ha mapwpyTmnsatope b — WwraTtHbIMK cpedcTBamMu ynpaBreHust
KOMMYTaTOpOM, Ha OCTarbHbIX MapLupyTM3aTopax — C UCMOMb30BaHMEM cepBuca quagga
(He 3abyabTe BKMIOYMTL PYHKLMIO MapLUpyTM3aummn).

MpoBepbTe paboTOCNOCOOGHOCTL CETMU.

PaccunTtaiite CTOMMOCTb ONS KaX40ro nHrepderca.

OcyuwiectBuTe B3aMmogencTane mexay maplupytusatopamu A v [1 v BbISICHATE, NO KakoMmy
MapLUpyTy NPOXOaAT NakeThbl.

Umntupyiite cbo B cetm Ha akTtuBHOM Mapwpyte. Onpegenute HOBbIA MapLipyT

cnepgoBaHUA nNakeToB U BpeMA CXOOAMMOCTU NMPOTOKONa OSPF B gaHHoOM cny4yae.

OnpegenuTe, Kak M3MeHWnacb Tabnuua mMaplipyTu3auMum Ha KIIMEHTE, MPOrpammHbIX M
annapaTHOM MapLUpyTu3aTopax.

C nomowblo yTunuTbl tcpdump M3y4nTe MpoLEecChl, NpPoUCXoasilumMe B CeTW, B KOTOPOW
MCMONb3YTCA NPOTOKON AMHaMMUYeckon mappyTtusaumm OSPF-2,

Wcnonb3ysa ytunuty telnet, u3yynte npouecchbl, MNPOUCXOAsALLME BHYTPU AeMoHa
mMapLpyTusaumm. CpaBHWUTE Tabnuubl MapLipyTUsauumM siapa onepauyoHHOW CUCTEMbI U

AeMOoHa ANHaMUYECKO MapLIpyTU3aLum.

C6pocbTe HacCTporikn KoMMmyTaTopa B habpuyHbie U nepesarpyante ero.



