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|. TexHonoruu noctpoeHus ceten Ethernet

1. OCHOBbI KOMMYTaL UM BTOPOro YpOBHSA

KommyTaTop — 3TO YCTPOMCTBO, (DYHKLUMOHMpPYHOLLEE Ha BTOPOM YpPOBHE 3TaflOHHOW Mogenmu
ISO/OSI n npegHasHadyeHHOe Ans 00beauHEeHUs1 CerMeHTOB ceTu, paboTaroLlmMx Ha OCHOBe of-
Horo npoTtokona KaHanbHoro yposHs. KommyTaTop npuHUMaeT BXogawmn Tpaduk yepes cBou
NnopTbl, HO B OTNMYKME OT KOHUEHTpaTopa, KOTOpbIN NepefaeT ncxoaawmum Tpaduk Yyepes Bce
MHOXECTBO CBOMX MOPTOB, KOMMYTaTOp HanpasnseT Tpaduk TONbKO Yepe3 OAMH MOpPT, Heob-
XOAUMbIV ANSA AOCTUXKEHUS MecTa Ha3HaYeHus.

Tak kak kommyTaTop pabotaeT Ha BTOpoM ypoBHe mogenu ISO/OSI, To oH cunTbiBaeT 1 obpa-
OaTbiBaeT 3aronoBkM NakeToB npoTtokona Ethernet. CnegoBaTtenbHO, KOMMYTaTop MOXET Bbl-
NOSMHATL KaK MMHUMYM criegytoLme QyHKUNN:

e epeHanpasneHne Tpaduka (aBnsieTcsa oba3aTenbHon yHKLMEN);

e npoBepKa NakeToB Ha OLNOKY;

e (punbTpaums Tpadumka.

1.1. NMepeHanpaBneHue Tpaduka (Traffic Forwarding)

KommyTaTtop npuHMmaeT Bce nakeTbl C NPUCOEANHEHHbIX CErMEeHTOB. [Ins Kaxaoro nonyyaemo-
ro naketa yCTPOMCTBO CYMTbIBAET aApec nonyyatens n3 3arofnioBka npotokona Ethernet, n ecnn
9TOT NakeT npegHasHadYeH Ans CUCTEMbI, PacnoNOXXEHHbIA B APYroM CEerMeHTe, nepegaeT nakeT
B 9TOT CEIMEHT M TOMbKO B 3TOT CErMeHT. Ecnun nakeT nocnaH cucteme B fIOKanibHOM CEerMeHTe,
KOMMyTaTop OoTOpacbiBaeT ero, NocKonbKy AaHHble YK€ AOCTUMMN CBOEr0 MecTa HasHa4YeHus.
UT06bI 3¢h(PEeKTUBHO BbINONHATL NepeHanpasieHne Nony4yaemMbiX NakeToB, MOCT OOSMKEH 3HATb,
Kakne CUCTEMbl B KAKOM CermeHTe HaxogaTcs. MocT XpaHuUT 3Ty MHOPMaLNIO BO BHYTPEHHEN
agpecHon Tabnuue nepeHanpasneHus (Forwarding Table). MexaHu3am 3anonHeHus AaHHOW
Tabnuubl Ha3bIBaeTCA Npo3payHon MapwpyTtmsaumen (Transparent Routing).

1.2. NMpoBepka nakeToB Ha owmnbkm (Packet Error Checking)

KommyTaTtop moxeT pabotatb B ABYX OCHOBHbIX pexunmax: 6e3 dydepusauum n ¢ npoMexKyTou-
HbIM XpaHeHuem naketoB. KommyTtatop 6e3 Gydepmnsaumm nakeToB cuntbiBaeT Tonbko MAC-
agpec BXOASLLEro naketa, ULLET ero B cBoen Tabnuue nepeHanpaBneHmss 1 HeMearieHHO Ha4vun-
HaeT nepegaBaTb NakeT 4Yepes nopT, obecneumBaoLwmMin JOCTYN K MECTY Ha3HayeHus. EguHcT-
BEHHbIM NPENMYLLECTBOM OaHHOIo pexXmma ABnAeTCA CKOPOCTb nepenadun naketa, TakK Kak He
TPaATUTCA AOONoNHUTEerNIbHoOe BpeMA Ha COXpaHeHWe Lernoro naketa B OI'IepaTI/IBHOI7I namM4aTun
KOMMyTaTopa 1 ero AononHUTENbHY0 06paboTky.

KommyTaTtop ¢ MPOMEXYTOUYHLIM XpaHEHVMEM MAKETOB LIESIMKOM COXPaHSAET BXOASLIUA MakeT B
OydepHon namsaTn Npexae, Yem nepegartb ero Yepes nopT HasHadeHus. MNMoka nakeT HaxoauTcs
B NMaMATM, KOMMyTaToOp NPOBEPSIET €ro Ha Hannume owmnbOK LIMKINYECKON KOHTPOSIbHOW CYMMb
(CRC, Cyclic Redundancy Check) v BbinonHeHne gpyrux yCrioBu, Takmx kKak HegonycTumo ma-
nast unu 6onbluas ANMHa NakeTa, a Takke HenpaBuIbHast ANMTENbHOCTL Nepeaayn. Kommyrta-
TOp HemeneHHo oTbpackiBaeT Nobble NakeTbl ¢ ownbKamu.

1.3. JononHuTenbHble (hyHKLUM KOMMYTAaTOPOB BTOPOro YPOBHSA

®PyHKUMM NepeHanpaBneHnsa Tpaduka 1 NPOBEPKN NAKETOB Ha OLUMOKW BbINOMHAOT BCE COBpe-
MEHHbIE KOMMYTaTOPbI, Kak yrnpasrnsieMble, Tak U Heyrnpasnsemble. [JaHHble (YHKLMM ABNATCA
OCHOBOW paboTbl KOMMYTaTOpoB. ECTb Takke OOMOMHUTENbHbIE (OYHKLMM, KOTOPbIE MPUCYLLN
TOMNbKO YMpaBnsieMbiM KOMMyTaTopam. B 3aBMCHMOCTM OT YpPOBHSI CIIOXHOCTM KOMMyTaTopa
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BapbMpyeTcs KONMMYECTBO AOMNOMNHUTENbHbIX OYHKLUMIA, KOTOpble OH noaaepxuBaeT. BonbLlUnH-
CTBO BO3MOXHbIX AOMONMHUTENbHbIX (YHKUMIA ONMCaHbl B CNeayowmx pasgenax gaHHON rnasbl.

2. YnpaBneHue NOoTOKOM B nosiHoaynnekcHom pexume (IEEE 802.3x

Flow Control in full-duplex compliant)

AynnekcHbin pexxum paboTbl TpebyeT HanMuMsa Takon JOMONHUTENbHON YHKLUK, KakK ynpasne-
HvMe notokoM. OHa No3BONSAET NpUHMMatoLLEeMy y3ny (Hanpumep, NOpPTy CETEBOr0 KOMMYTaTopa)
B Criydae nepenonHeHve Oydepa aatb y3ny-UCTOYHMKY (Hanpumep, dannoBoMy cepBepy) Ko-
MaHA4y NPUOCTaHOBUTb Nepedayvy KagpoB Ha HEKOTOPLIA NPOMEXYTOK BPEMEHWU. YNnpaBneHue
ocyulecTtBrnsieTcss nonHoctbio Ha MAC-ypoBHE ¢ nomoLLblo Kagpa-naysbl (pause frame), koTo-
pbIi aBTOMaTMYECKN (DOpMUMpyeTCs NpUHMMatoLLen cTopoHon. Ecnv nepenonHeHune 6yaeT nuk-
BMOMPOBAHO [0 UCTEYEHUsI nepuoaa oXuaaHus, To Anst Toro, YTobbl BOCCTAHOBUTL Nepeaady,
oTnpaBnsieTcs BTOPOW Kaap-nay3a C HyNeBbIM 3Ha4YeHNEM BPEMEHN OXUAAHUS.

1. [laHble nocTynatoT Ha
KoMmyTaTop

Kommymamop Gigabit Ethernet

3. KoHeuvHada ctaHuus
oxungaet Tpebyemoe
BpeMS, Nnocrne 4yero
BO30OHOBNSAET nepenavy

2. KommyTtartop
nepenornHsaeTcsa un
nocblnaeT kagp-naysy

ad/

Qalinossili cepsep

PucyHok 1.

Hwxe npveenéH cdopmaT kagpa-naysbl (pucyHok 2). Npu3HakoM Kagpa aToro tuna siBnsetca
Hanuumne B none «gnuHa-tun» (LENGTH/TYPE) koga 0x8808, 3apesepsupoBaHHoro IEEE gns
KagpoB, KOTOpbIE MUCMNONb3YKTCA B Npoueaypax ynpasneHus Ha yposHe MAC. lMone «kopg one-
paunn» (OPCODE) cogepxuT koa 0x0001 — npusHak kagpa ynpaBrneHus noTOKOM.

7 1 6 6 2 2 2 46 4
Mpeambyna Anpec Anpec RESERVED
Ha3Ha4YeHn4d NCTOYHUKAa

KoHTponbHas cymma
pause_time kafdpa

i
/

HavyanbHbIn pasgenutens OnuHa/tun

OPCODE

PucyHok 2. ®opmart kagpa-nay3ssl IEEE 802.3x.

B none «agpec HasHa4veHunsa» (Destination Address) kagpa-naysbl AOKeH ObITb pasmMeLleH Kof
01-80-C2-00-00-01, koTopbin npeacTtaBnseT cobon Multicast agpec ctaHumin, KoTopble MOA-
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AepKMBatoT BbINOMHEHNEe gaHHoM npouenypbl, unu Unicast agpec KoHkpeTHOro aboHeHTa B ce-
M, hopMuUpytoLLEero N3bbITOUHbIM TpaduK A5t AaHHOW CTaHUUu.

B none «agpec ncrouHmka» (Source Address) kagpa-nay3sbl nomewaetca MAC-agpec ctaHumm,
KOTOpasa MHMLMMPYET BbINOIHEHME NPOLeaypPbl yNpaBneHNs NOTOKOM.

Mone «pause_time» coaepXuT Kod, KOTOPbIN COOTBETCTBYET pasmepy npennaraemon nayasbl,
BblpaXeHHOMY B 512 6uToBbIX MHTepBanax (Bit Time, BT). MuHumanbHOe 3HayeHve naya3bl
paBHO 0, a MakcMmarnbHoOe 3HayeHue paBHO 65535*512 = 33553920 BT. Takum obGpasom, pas-
Mep npeanaraemon naysbl Ans cetn Fast Ethernet moxeT umetb 3HaveHme ot 0 go 0,336 ce-
KyHabl. OcTanbHble nons JaHHOro Kagpa 3apes3epBupoBaHbl AN AanbHeWLWwero Ucnorb3oBa-
HUS.

3. 3epkanupoBaHue noptoB (Port Mirroring)

CerogHsi aHanm3aTopbl CeTEBbIX NPOTOKONOB 3PAEKTUBHO MUcnonbaytoTca UT-otaenamm un oT-
AenaMmm MHOPMaLMoOHHON 6e30nacHOCTU AN peLleHns WMpoKoro kpyra 3agad. C mx nomo-
LWb0 MOXHO ObICTPO onpefenuTb MNpuYMHY MeaneHHown pabotbl UT-cepBuca wnm GusHec-
npunoxeHusi. OHM NO3BOMAT LOKYMEHTMPOBATbL CETEBYIO aKTMBHOCTb MONb3OBaTeNnen u uc-
Nonb30BaTb NOMyYeHHble AaHHble, Hanpumep, ANS ONpeaeneHnst UICTOMHMKA YTeYkn UHdopma-
unn. EAMHCTBEHHOW «NOXKOW Aerta» SBNAeTca HeyaobCTBO UX MCNONb30BaHUSA B KOMMYTUPYe-
MbIX ceTax. [leno B TOM, YTO aHanu3aTop NPOTOKOMOB AOMKEH «BUAETb» BECb aHANU3mpyembin
Tpaduk, B TO BpeMs Kak B KOMMYTUPYEMOWN CeTu Tpaduk mexay AByMs nopTamu KOMMmyTatopa
«HEBMAEH» Ha Apyrmx ero noptax. OgHMM M3 cnocoboB peLleHns JaHHOW NpobneMbl ABnsieTcs
TexHonorus 3epkanupoBaHusi nopTtoB (Port Mirroring), koTopasi NogaepXMBaeTCca MHOMMMU
koMmmMmyTaTopamu knacca High End.

3epkanupoBaHMe MO3BOMSAET KONMPOBaTb NaKeTbl, Mosiydyaemble U nepegaBaemMble C OAHOro
nopTa, Ha Apyron 3epkanbHbii NopT (mirrored port). K 3epkanbHOMY NOPTY MOXHO NOLKITHOUUTD
YCTPONCTBO MOHUTOPUHIra (Hanpumep, ceTeBon cHuddep) Ans AeTanbHOro aHanmsa NakeTos,
NPOXOASLMNX Yepes NepBbIA NOpPT.

4. O6beauHeHUe NOPTOB B MaructTparnbHble IMHUK cBA3Kn (Port Trunk-
ing)

O6veanHeHne noptoB B maructpanu (Port Trunking) noseonseTr o0beanHUTL HECKOSbKO Mop-
TOB BMECTE s MONy4YeHMs OOHOro BbICOKONPOU3BOAMTENBHOMO KaHarna cBa3n. YuyacTBytoLmne B
o0beanHeHne NMopThbl Ha3bIBAKOTCH YNleHaMy MarncTpanbHon rpynnbl (trunk group), npy 9TOoM
OOVH U3 NOPTOB Ha3HayaeTcs «sSKopeM» rpynnbl. Tak kak Bce NMOpTbl MarncTpanbHOW rpynnbl
[O0MKHbI BbITb HACTPOEHbI OAMHAKOBbIM 0O6pa3oM, TO BCE HACTPOWKM U AanbHenwne ux name-
HEHUS KOMMPYIOTCHA C MOopTa-skops Ha OCTaBLUMECH MOPTbl MarnucTpanbHOW rpynnbl. Takum o6-
pa3oM, HeO6XOAMMO CKOHGUIrypMpoBaTh TOMbKO MOPT-sikopb. KoMMyTaTop paccmatpuBaeT Bce
NOpTbl B MarncTpanbHOW rpynne Kak oavH nopt. MNMpumep npuMmeHennst TexHonormm Port Trunk-
iINg NokasaH Ha pucyHke 3.
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. Kommymamop \ iEE B B LG l\l\

O6BeanHeHne nopTos B MarucTpans ¢ obwen 400 M6/c
nponyckHomn cnocobHocTbio 400 M6/c

. Kommymamop \/l LN l\li\l\l\l\

Paboyue cmaHyuu

PucyHok 3. NpumeHeHne TexHonorun Port Trunking.

5. BupTtyanbHble cetu (Virtual LAN)

BuptyanbHas JIBC (VLAN, Virtual LAN) — nornyeckas rpynna KOMnbOTEPOB B Npeaenax 0gHom
peanbHon JIBC, 3a npegenbl KOTOPOW He BbIXOAMT NOOOK TnN Tpadmka (LLUMpOKoBeELLATENbHbIN
[broadcast], mHoroagpecHbin [multicast] n ogHoagpecHbi [unicast]). 3a cyeT Mcnonb3oBaHUS
VLAN agmuHuCTpaTop ceTu MOXeT OopraHM3oBaThb Morb3oBaTenen B formyeckme rpynnsl Hesa-
BMCMMO OT (PU3NYECKOrO PacnonoXeHns paboumx CTaHUUn 3TUX Norib3oBaTenen.

OcCHOBHbI€e Lienu BBeAeHUS BUPTyaribHbIX CETEN B KOMMYTUPYEMYIO cpeay:
e OBbIWEHME NOMNE3HON MPOMNYCKHON CMOCOBHOCTU CeTU 3a CHET noKanusauuu LLUMPOKO-
BewaTenoHoro (broadcast) Tpaduka B npeaenax BUpTyanbHON ceTy;
e [OBbILLEHNSA YPOBHA 6€30MacHOCTM CETU 3a CYET NoKanusaunm ogHoagpecHoro (unicast)
Tpaduka B npeaenax BMpTyanbHOW CeTu;
e opmMmpoBaHMe BMPTyarnbHbIX paboynx rpynn n3 HEKOMMNAKTHO (B NiiaHe MOAKIMIOYEHUS)
PacnonoXeHHbIX Y30B;
e yrnyylleHne COOTHOLUEHMUS LieHbl/NpOonM3BOAUTENBHOCTM MO CPaBHEHWUIO C NPUMEHEHVEM
MapLUpyTU3aTOPOB.
Knaccuueckunin npumep, oTpaxatLwmi CyTb BUPTyanbHbIX ceTen, npuBeaeH Ha pucyHke 4. K oa-
HOMY KOMMYTaTOpy FMNOTETUYECKON (PMPMbI MOAKMIOYEHb! KakK MallnHbl ByxranTepoB, TaK U
MaLLMHbl ByxranTepos. [1pn 3TOM COBEPLUEHHO HEeT HMKAKON HeOBXOAMMOCTUN BO B3aMOOENCT-
BME MalWH AaHHbIX OBYX rpynn COTPYyAHWKOB. MM03TOMYy MaluvHbl ByxranTepoB BblAENsOTCS B
OOHY BMPTyarnbHYIO CeTb, @ MalUWHbI MHXeHepoB B Apyryto. [pn 3ToM Becb Tpaduk (LLUMPOKO-
BelaTenbHbIN, MHOroaapecHbIn U OAHOAAPECHbIN) ByaeT orpaHnyeH npegenamu cBoen BUpTYy-
anbHon cetn. bonee Toro, noBbicutTca 6e3onacHoCcTb ceTn. Hanpumep, ecnn Ha mawunHe Byx-
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rantepa nosiBUTCS BUPYC «4EPBb», TO MAaKCMMyM OH CMOXET 3apa3uTb TOMbKO MalUWHbI Byxran-
TEpoB.

. Kommymamop BN R REEEER \

/
/

- “~_ Byxrantepbl .~

—_

VLAN #2

-~
-

PI/IcyHOK 4. I'Ipl/lmep ncnonb3oBaHUA TEXHOJOIMN BUPTYaribHbIX ceTen.

CerogHs cywecTByeT OCTAaTOMHO MHOro BapmaHtoB peanusaumm VLAN. INMpocTble BapuaHTbl
VLAN npegcraBnatoT cobon Habop nopToB KOMMyTaTopa, 6onee cnoxHble peannsauumn no3eo-
NS0T co3gaBaTh rpynnbl HA OCHOBE APYrnx Kputepues. B obwiem cnydae BO3MOXHOCTU opra-
Hu3auun VLAN TeCHO cBsidaHbl C BO3MOXHOCTSMM KOMMYTaTOPOB.

5.1. Cetn Ha 6a3e MAC-agpecoB (MAC-based VLANS)

[aHHbIn TMN BMPTYyanbHbIX CETEN rpynnupyeT yCcTponcTBa Ha ocHoBe nx MAC-agpecos. [Ons
nonyyYyeHus Joctyna B BUPTyarnbHYK CeTb, YCTPOMCTBO OMmMKHO umeTb MAC-agpec, KoTopbi
COLEPXKUTCA B CNUCKE aapecoB AaHHOW BUMPTyarbHOM ceTu. [MoMMMO nNpoYvero, oTINYUTENBLHON
0COBEHHOCTBLIO [aHHOro TUna BMPTYarbHbIX CETEN ABMSETCH TO, YTO OHM OrPaHNYMBAIOT TOMLKO
LuMpoKoBeLlaTenbHbi Tpaduk. OTClo4a BbITEKAET UX Ha3BaHME — LUMPOKOBeLLaTenbHble AoMe-
Hbl Ha 6ase MAC-agpecoB. Teopetudeckn oauH MAC-agpec MOXET SABNATbCS YNIEHOM He-
CKOMbKMX LUMPOKOBELLATENBbHbLIX AOMEHOB, Ha NMpakTUKe AaHHas BO3MOXHOCTb onpefensercs
YHKUMOHaNbHOCTBIO KOHKPETHOW MoLenn KoMMyTaTopa.

HacTponka BupTyanbHon cetn Ha ocHoBe MAC-agpecoB MOXeT OTHATb MHOro BpemeHu. lNpea-
ctaBbTe cebe, yto Bam notpebyetcsa cedA3atb ¢ VLAN agpeca 1000 yctponcte. Kpome TOro,
MAC-agpeca "3awmnTbl" B 060pygoBaHME N MOXET NOTpeboBaTbCA MHOMO BPEMEHM Ha BbISCHE-
HWe agpecoB YCTPOMCTB B BOMbLLOKW, TeppuTOpmanbHO pacnpeneneHHon cetn. bonee toro, cy-
LecTBylOT nNpobnembl 6esonacHOCTU nNpu paboTe ¢ ceTblo Ha 6ase MAC-agpecoB. 3noyMbiLu-
NeHHVK MoxeT y3HaTb MAC-agpec KoMnbloTepa, Bxoadaiwero B Ty unm nHyto VLAN, HasHaunTb
ero cBoeun ceTeBoOn kapTe (Kak MMHMMYM, 3TO MOXHO caenaTtb CTaHAapTHbIMK cpeacTBamn MS
Windows XP) 1 ycnewHo nogknioyYnTbCs K CeTH.

C ppyron CTOPOHBbI, LUMPOKOBeLLaTenbHble AoMeHbl HA 6a3ze MAC-agpecoB no3BonaT usm-
Yeckn nepemMelyaTb CTaHUMIO, NO3BOMSAS, TEM HE MEHee, OCTaBaTbCs eV B OAHOM M TOM Xe LUn-
poKOBeLLaTEeNbHOM AoMeHe 6e3 Kakux-nmbo M3MEeHEeHM B HACTPOMKax KoHdurypaumu. 370
yoo6HO B ceTsx, rae CTaHuMM 4acTo nepemeLLatoT, Hanpumep, rae nogn, UCnonb3ylLne Ho-
yTOYKM, NOCTOAHHO NOAKMIOYAKTCA B Pa3HbIX YacTAX CETHU.
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5.2. CeTn Ha 6a3e noptoB (Port-based VLANS)

YcTponcTBa CBA3bIBAOTCA B BUpPTYyalibHble CETU Ha OCHOBE MOPTOB KOMMYTATOpa, K KOTOPbIM
OHU PU3NYECKN NOAKMIOYEHbI. TO eCTb KaXKgon NopT KOMMyTaTopa BKOYaeTcs B 0aHY unu 6o-
nee BMpTyanbHbIX ceTen. K 4OCTOMHCTBaAM AAHHOrO TMna BUPTYaribHbIX CETEN MOXHO OTHECTU
BbICOKMIA ypoBEeHb ©Ee30MacHOCTU U NPOCTOTY B HacTtponke. K HegocTtaTtkaM MOXHO OTHECTM
CTaTUYHOCTb AAHHOro TUMna BUPTyarbHbIX ceTen. To eCTb Mpy NOAKNIYEHUN KOMMblTepa K
ApYromy nopTty KOMMyTaTopa HeobXxo4MMO Kaxabl pa3 u3MeHATb HacTporkn VLAN.

5.3. CeTb Ha 6a3e mapkupoBaHHbIX KagpoB (IEEE 802.1Q VLANS)
B oTnnumne oT AByx NpeabiayLiMX TUNOB BUPTyanbHbix ceTein VLAN Ha OCHOBE MapKMpPOBaHHbIX
KaZpoB MOryT GbITb MOCTPOEHbI Ha ABYX U Bonee koMMyTaTopax.

IEEE 802.1Q — OTKpbITbI CTaHOapT, KOTOpbIA ONUCbIBaAeT MNpoLeaypy TermpoBaHus Tpadwuka
ans nepegayvm nHgopmaumm o npuHaanexHoctn K VLAN. Kpome npouenypbl TermpoBaHus ans
nepegayn Tpaduka pasHbix VLAN B ctaHaapTe 802.1Q onncaHbi:

e npotokon GVRP;

e npotokost MSTP;

e nap.

OpaHako vaue Bcero 802.1Q ynommHaeTcs UMEHHO Kak cTaHaapT, oTHocsawwmnes kK VLAN un npo-
uenype termposaHus. KommyTtatop, Ha KOTOPOM HacTpoeHbl BupTyanbHble cetu IEEE 802.1Q,
noMeLLaeT BHYTPb Kagpa Ter, KOTopbin nepeaaeT MHopMaLmio 0 NPUHAANEXHOCTH Tpadumka K
VLAN.

TPID Priority| CF

VLAN ID

Paamep Tera coctaensieT 4 6anta. OH COCTOMT U3 criedylowmx nonen:

e Tag Protocol Identifier (TPID) — ngeHTudmkaTop NpoToKona TermpoBanus. Pasmep nons
— 16 6uT. YKasbiBaeT, Kakon NPOTOKON Ucnonb3yeTcs ansa termposarHund. Ons 802.1q uc-
nonb3yeTcs 3HadeHne 0x8100.

e Priority — npnoputet. Pasmep nons — 3 6uta. Vicnonbayetcs ctaHgaptom |IEEE 802.1p
ANs 3agaHusa npuopuTeTa nepegaBaemMoro Tpaduka.

e Canonical Format Indicator (CFl) — ngmukaTtop kaHoHu4eckoro doopmarta. Pasmep nons —
1 6uT. YkasbiBaeT Ha cpopmaTt MAC-agpeca. 1 — kaHoHudeckun (kagp Ethernet), 0 — He
kaHoHu4Yeckun (kagp Token Ring, FDDI).

e VLAN Identifier (VID) — ngeHtndunkatop VLAN. Pasmep nons — 12 6uT. YKasbiBaeT, Ka-

KOW BUPTYanbHOW CeTu NpuHaanexut kagp. [uanaszoH Bo3MOXHbIX 3HadeHun VID ot 0
no 4094.

Tar BcTaBnsieTcst nocre nons «Agpec otnpaBuTens». Tak kak Kagp U3MeHWUNcsl, TO NepecymTbl-
BaeTCS KOHTPOrbHasi cymMMa (PUCYHOK 5).

o Appec Anpec Tun KoHTponbHas
McxoaHbin kagp P P HaHHble P
nony4varens oTnpaBuTens npoTokona cymma
TermpoBaHHbIN Appec Anpec ez,
P P P Ter OnvHa [aHHble KOHTpOmbHas
Kagp nony4varens oTnpaBuTens cymMMa

PucyHok 5.
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MexaHu3mbl fo6aBneHNA Tara B 3arofioBokK kagpa Ethernet
Tar B 3aronioBoK Kagpa MoOXeT ObITb J0OaBneH:
e ABHO, ecnn ceTeBble KapTbl nogaepxmeatoT ctangapt IEEE 802.1Q, n Ha aTux kaprtax
BKITOYEHbI COOTBETCTBYIOLME ONuun, To ncxogsawme kagpbl Ethernet ot atux kapt 6y-
AyT coaepaTb Taru;
e HEesIBHO, ecnv ceTeBble aganTepbl, MNOAKIYEHHbIE K 3TOM CEeTW, He noaaepXuBaroT
ctaHgapt |IEEE 802.1Q, To gobasrneHne mMapkepoB BbINOMHAETCA Ha KOMMyTaTtope Ha
OCHOBE IPyNNUPOBKKX MO NopTam.

N3ameHeHne popmaTta kagpa Ethernet npuBoguT K TOMy, YTO CeTeBbIE YCTPOMCTBA, HEe Nogaep-
xuBawwme craHgapT IEEE 802.1Q (Takue ycTponcTBa HasblBaloT tag-unaware), He MOryT pa-
6oTaTb C Kagpamu, B KOTOpble BCTaBneHbl MeTku. [MoaToMy ans obecneyeHnss COBMECTUMOCTHU
C ycTponcteamu, nogaepxunsarowmmmn ctangapt IEEE 802.1Q (tag-aware ycTponcTtea), KOMMY-
TaTtopbl ctaHgapta IEEE 802.1Q gomkHbl nogaepxmBaTtb Kak TpaauumoHHble Ethernet-kagpei,
TO ecTb Kagpbl 6e3 meTok (untagged), Tak 1 Kagpbl ¢ MmeTkamu (tagged).

Bxogawmin n ucxogsawmin Tpadpukun, B 3aBMCUMOCTM OT TUMNA UCTOYHMKA W nonydaTensi, MoryT
ObITb 0OpasoBaHbl U Kagpamu Tuna tagged, 1 kagpamu Tuna untagged — TONbKO B 3TOM criyyae
MOXHO OOCTUIHYTb COBMECTUMOCTU C BHELLHMMMW MO OTHOLLIEHMIO K KOMMYyTaTOPY YCTPONCTBaMMW.
Tpadmk e BHYyTpU KOMMyTaTopa Bcerga obpasyeTcs naketamu Tuna tagged. NMoatomy ans
NoAAEPXKKM pasnnyHbIX TUNOB TPadUKOB M AN TOro, YTOOblI BHYTPEHHMI TpaduK KOMMyTaTopa
o6pasoBbiBarncsa M3 TErMpOBaHHbLIX NAKeTOB, HA NMPMHMMaEMOM M NepeaaroLeM noptax KoMmy-
TaTtopa Kagpbl AOJPKHbI Npeobpa3oBbiBaTbCA B COOTBETCTBUM C MpeaonpeaeneHHbIMU npaBu-
namm.

KoHdurypupoBaHue BupTtyansHoun cetu IEEE 802.1Q

KommyTtatopbl ana BJIC tpebytoT npenBapuTenbHOro KOHurypmpoBaHust (MOCTaBnsTCA OHU
06bI4YHO B COCTOSIHUW, B KOTOPOM BeayT cebsa kak 0bbl4Hble KOMMyTaTophbl). [ns KOHUrypmupo-
BaHMA yooOHO ncnonb3oBaTtb BHenonocHoe (out of band) ynpaeneHne yepes KOHCOSbHbIN NOPT,
MOCKOISbKY Mpu BHyTpunosiocHom (in band) no HEOCTOPOXHOCTU WM HEOMbLITHOCTM MOXHO MO-
nacTb B "KankaH" - B KAKON-TO MOMEHT M13-3a OLLUMOKN KOHUIYpUPOBaHUS KOHCOSb MOXET noTe-
PSTb CBSA3b C KOMMYTaTOPOM.

MopTtam kommyTaTopoB, nogaepxkueatowmx 802.1Q, n yvyacteyrowmum B hopmuposaHumn BJIC,
HasHavawTcs cneunduyeckne atpmbyTtbol. Kaxgomy nopty HasHavaetca PVID (Port VLAN
Identifier) — naoeHTndukaTop BJIC ansa Bcex NpMxoAsMX HA HEMO HEMAPKMPOBAHHbLIX KagpoB.
KommyTaTop mMapkupyeT kaxabii npuxoaawmii kK Hemy HEMAPKUPOBAHHbLIN kanp (BcTaBns-
eT Homep VLAN B cootBetctBue ¢ PVID n npuoputeT, nepecunteiBaeT FCS), a mapknpoBaH-
Hble ocTaBnsieT 6e3 nameHeHun. B pesynbtate BHYTpU KOMMyTaTtopa BCe Kagpbl OyayT mMapku-
POBaHHbIMMN.

MopTbl MOryT KOH(MIrypupoBaTbCA Kak MapKUPOBaHHbIE UMM HEMapKMpoBaHHble YneHbl BJIC.
HemapkupoBaHHbIi uneH BJIC (untagged member) Bbixoaswme Yepes Hero kagpbl BbinyckaeT
6e3 Tera (ymanada ero m cHosa nepecuutbiBas FCS). MapkupoBaHHbii uneH BJIC (tagged
member) BbinyckaeT BCe kaapbl MapkupoBaHHbiMW. Onsa kaxgon BJIC onpenenseTtcs cnvcok
MopToB, ABNSAIOLINXCA ee YneHamu. [opT moxeT ObiTb YneHom ogHon unu 6onee BJIC. lNpwu
KOHUrypmposaHum ansa kaxgon BJIC kaxgbii nopT AomkeH ObiTb 06bABNEH Kak HeEMapKMpo-
BaHHbIN (U), mapknpoBaHHbin (T) unu He asnaowminca yneHom gaHHou VLAN (-). Ecnu uc-
nonb3yTca MaructpanbHble nuHum (Port Trunking unu LinkSafe), To ¢ Toukn 3peHuns BJIC
AaHHblEe NOPTbI NPeACTaBNAT eaAnHoe Lernoe.

MocTpoeHne BUpTyanbHbIx ceTen 802.1Q Ha o4HOM KOMMyTaTope

PaccmoTtpum cnegyowmin npumep (PUCYHOK 6), KOTOPbIW NMOMOraeT MOHATb MPUHUUN paboTbl
BUpTyanbHblx ceten 802.1Q. MawuHbl 1 1 4 npuHagnexat VLAN 1, mawvHbl 2 1 5 npuHaane-
xaT VLAN 2, a mawwmuHa 3 asnsietcs obLienocTynHbIM pecypcom 1 BkrtodeHa B VLAN 3.
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Kommymamop

MapkupoBaHve
BXOAALLEro
naketa HOMepom
VLAN ID = PVID noprta

1 2 3 4 5

- =1 [ H [ HF =i

PVID Homep nopma Homepa nopmoe
1 1 VID 112[(3(4]5
1 4 1 Uul-{U|lU]| -
2 2 2 -|lUjuj-1|U
2 5 3 Uujlujulu]|U
3 3

PucyHok 6. Mpumep HacTponkn BupTyansHon cetn 802.1Q Ha ogHOM KOMMyTaTope.

B cooTeeTcTBME C pacnpeageneHnemM no BMpTyanbHbIM ceTAM nopTam HasHadawTcs PVID kak
yKkasaHo B Tabnuue, TO eCTb BCE HEMAPKMPOBaHHbIE NakeTbl, NOCTYNaLWmMe Ha KOMMYyTaTop U3
ceTu, ByayTt TermpoBatbcsa B cooTBeTcTBme ¢ PVID nopra.

byoem cuntaTth, YTO BCE MalLMHbI He nogaepxmeatoT ctangapT IEEE 802.1Q. Takum obpasom,
N3 BCEX MNaKeToB, MOCTYNaLLMX HA KOHEYHbIE KOMMbIOTEPbI, TEM AOMKEH YAANATbCS.

Tak kak K nopTy 3 NOAKMOYEH CepBep, TO OH OOSPKEH NPUHMMATb NakeTbl OT BCEX MalUWH, TO
€CTb U3 BCex BUPTyarnbHbIX ceTen. Takum obpasom, NopT 3 ABNASETCH HETErMpyemMbiM ANS BCEX
VLAN, To eCcTb nakeTbl BCEX BUPTYanbHbIX ceTeEN OyayT nepedaBaTbCHa B CETb Yepes 3TOT NopT
HEeMapKUPOBaHHbIMMN.

OcTtaBlumecs nopTbl BKo4YatoTca He Tonbko B ¢Boo VLAN, Ho u B VLAN 3, Tak Kak OHU OO0SK-
Hbl NPUHMMaTbL NakeTbl He Tonbko 13 ceoer VLAN, Ho n n3 VLAN cepsepa.

MocTpoeHne BuptyanbHbIX ceTen 802.1Q Ha HECKONBKUX KOMMyTaTOpax

Kak y>xe oTmMeuvanocb, BupTyanbHble ceTu 802.1Q mMoryT ObiTb MOCTPOEHbLI HA HECKOSTbKNX KOM-
MyTaTopax 1 OXBaTblBaTb BCIO JIOKarnbHY ceTb. PaccMoTpumM cneaytoLwwmnin npumep (PUCYHOK 7).
KommyTtatopbel SW2 n SW3 nogaepxmsatoT 802.1Q, SW1 nogaepxuaeT Toneko BJIC no nop-
Tam, SW4 — kommyTtaTtop 6e3 nogaepxkun BIIC. [Ons Toro, 4tobbl B 06e BJIC V1 n V2 nonanu
y3nbl, NOAKIIOYEHHbIE K kommyTaTopam SW1 u SW2, mexay aTuMn KoMMmyTaTopamu NpUXoauT-
Csl MpoknagbiBaTh OTAENbHbIE NUHUN U 3aHUMaTb Mo NopTy Ha kaxayto BIIC. MopTbl 1 1 2 koM-
myTatopa SW2 koHurypmpyoTca kak HemapkuposaHHble (U), oguH ana BJIC V1 (PVID=1),
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apyron gna V2 (PVID=2). MNMopt 8 y SW2 n 1 y SW3 ob6baBnsa0TCAa MapkmpoBaHHbIM (T) ans
BINC V2 n V3. Moptel SW2 n SW3, K KOTOpbIM MNOLKIOYAKTCHA KOMMNbIOTEPLI, 0ObSABNSAITCA He-
MapKMpoBaHHbIMK YrieHamu cooTteeTcTBytowmx BIIC, y atux noptoB PVID npuHumaeTt 3Haye-
Hua 1, 2 n 3 (B cootBeTcTBMM ¢ HomepoMm BJIC). YUnenam BJIC V2 n V3 paspelwsaem goctyn B
WHTepHeT yepe3 MapLupyTusaTop, MOAKMIYEHHBLIN K NopTy 7 kommyTaTtopa SW3. Ona atoro
NOpT 7 KOHPUrypmpyeTcsl Kak HeMapKMpoBaHHbIN YneH V2 n V3, ato obecneunt npoxoxaeHue
BCEX KagpoB OT nonb3oBaternen MHTepHeT Kk MapwpyTtusatopy. [Ana Toro, 4tobbl OTBETHbIE
Kagpbl MOrNW JOWTU OO0 Nonb3oBBaTeneun, HasHayum nopty 7 kommyTtatopa SW3 PVID=9 - aTo
oyget gononHutenobHas BJIC gna goctyna k MHTepHeT. 3ta BJIC gomkHa ObiTh "nponucaHa” n
BO Bcex noptax SW2 un SW3, Kk koTopblM nogkntoyarTcs nonb3oBaTtenu WHTepHeT (MopThbl
SW2.8 n SW3.1 6yayt mapkupoBaHHbIMK ynieHamu BJIC 9, ocTanbHble - HEMApPKUPOBAHHbI-
mu). MNog cnosom "nponucaHa" nogpasymeBaeM ykasaHue Ha YneHcTBO aTux noptoB B VLAN 9,
HO HWKaK He Ha3HadeHne v PVID=9.

K MEDLW pyTH3 aTO Y
S W3 T (B WMIHTERHET)
}CED?1O ) | }CEIDE O ] )
JEs . el A Y Lo |0 I CIE]
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PucyHok 7. CeTb C pacnge/:lene.HHblmm BINC 802.1Q.

Peanusaumu ctanpapta |IEEE 802.1Q B ceTeBOM 060pyAOBaHUMN pa3fiMyHbIX NPOM3BOAMU-
Tenen

Crangapt IEEE 802.1Q onpegensiet Tonbko oopmaT ucnonb3dyembix kagpos Ethernet u muHun-
ManbHbIN Habop TpeboBaHWU K YCTPONCTBY, KOTOpble 06s3aTenbHbl K peanusauum Bcemm npo-
n3sogutensamu. Bmecte ¢ Tem, oyeHb Oonbluasg obnacTtb UCMONb30BaAHUSA 3TOWM TEXHOMNOIMN OT-
AaeTcs Ha OTKyn npoussoguTento obopyaoBaHus.

CoBpemeHHoe ceTeBoe 060pyooOBaHME OT MHOMMX NPOU3BOAUTENEN NO YMOMYaHMIO NO3BONSAET
NPOM3BOANTE AEMAPKMPOBAHME UCXOOALLMX NAKETOB HA TEKyLeM NopTy TOMbKO ANA O4HOW on-
pegenénHon VLAN. Hanpumep, nycTb Bxogswme naketbl ans nopta 1 mapkupytotea PVID=1,
TO ecTb KomnbtoTepbl Ha nopTy 1 Bxoaat B VLAN 1. N3 ncxoaswmx ¢ nopta 1 kagpoB A0SMKEH
n3BnekaTbCs Ter, nHaye kagp 6yaet oTObpoLleH KOHEYHbIM KOMMBbIOTEPOM  (ecnu TOT He nog-
aepxmsatoT IEEE 802.1Q). Tak BOT n3BfeYb TEr MOXHO TOSIbKO C HOMEPOM KaKOW-TO O4HOWN On-
pegenénHon VLAN. A uTo genaTtb, €Cniv K 9TOMy NOPTY NOAKIOYEHbl MALUMHBI N3 HECKOMbKMX
VLAN?

[nsa Toro, 4yTobbl 060MTK 3TO OrpaHNYEHME CYLLECTBYET HECKOMNBbKO CNOCOBOB:
1. Ncnonb3oBaHMe acUMMETPUYHBLIX BUPTYarbHbIX CETEN. Y HEKOTOpbIX KOMMYTaTopoB

€CTb BO3MOXHOCTb  aktuBuMpoBatb fAaHHbim  TMn  VLAN  (asymmetric  vian
enabled/disabled). 3To no3sonseT BkNtOYaTb OAMH NOpT B Heckonbko VLAN.
2. BknioveHne nopgaepxkn 802.1Q Ha OKOHEYHbIX YCTPOMUCTBAX — KOMMbIOTEPAX.
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3. MapwpyTtusauusa supTtyarnbHbix ceTen. [ina atoro Heobxogumo, YTobbl ceTeBon agantep
obwenoctynHoro pecypca (cepsep, npuHTep u T.4.) nogaepxuean IEEE 802.1Q. Torga
cxema byget cneaytowen:

v/ Ha ceTeBOM aganTepe obLlieoCTyNnHOro pecypca HacTpauMBaem HecKornbko |IP-
nogceten. Kaxayto IP-noaceTb npueasbiBaem K onpegenénHon VLAN.

v' komnbloTepbl M3 kaxgoh VLAN Takke nomewaioTcs B onpenenéxHyro |P-
noaceTb.

Ecnn kommyTaTtop He noaggepxumBaeT acummeTpudHbix VLAN, To Hanbonee npocton cnocob
NMOCTPOEHUS ceTn € obLegoCTYMNHbBIMU pecypcammn — 3TO opraHmsaums nogaepxkm 802.1Q Ha
OKOHEYHbIX ycTponcTBax. Mpn aToMm Heobsa3aTenbLHO UMETb CeTeBble aganTepbl C AaHHOW NOA-
OEPKKON — CYLLECTBYIOT YTUMUTBI, KOTOPbIE MO3BOMSAT 3aMyCTUTb AaHHbIA MPOTOKON Aaxe Ha
cambIX NPOCTbIX CETEBbLIX KapTax. Hanpumep, ogHom nx Takmx ytunut B Linux siensietca veonfig.
MpaBaa ecnu peyb MAET O NpuHTEpax (To ecTb 06 obopygoBaHue, OC KOTOpPOro He JonyckaeT
SIBHOrO BMeLLATeNbCTBa), TO OCTAETCA TONbKO 3-Mi cnocob.

Hanocnenok crnegyet OTMETUTb, YTO B COBPEMEHHbIX KOMMYTaTOpax NoAAEPKMBAKOTCA B Iyud-
wem cny4vae gsa tmna VLAN: no noptam n IEEE 802.1Q.
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6. NMpoTokonbl cBA3ywoLWwero aepesa (Spanning Tree Protocols)

[ns obecneyeHnsa HagexHoOCTM paboTbl CETU 3a4acTyo Heo6XoANMO MCNONb30BaTh pe3epBHbIE
nHUK cBA3N. Ba3oBble NPOTOKOIbI NOKanNbHbLIX CETEN NOAAEPKMBAIOT TOMLKO APEBOBUAHbIE, TO
€CTb He cofepXalume 3aMKHYTbIX KOHTYPOB, TOMOMOrMM CBA3eN. ATO O3HAYaeT, YTo AN opra-
HM3auUW anbTepHaTUBHBLIX KaHanoB TpebyloTca 0cobble NPOTOKONbI U TEXHOMNOMMK, BbIXOASALLME
3a pamkm 6a3oBbIX, K KOTopbiM oTHocuTcs Ethernet. [Ina aBToMaTtunyeckoro nepesoga B pe-
3epBHOE COCTOSIHME BCEX arbTepHaTUBHBLIX CBSA3EW, HE BMUCHLIBAIOLMXCS B TOMOMOIMIO AepeBa,
B JTOKaInbHbIX CETSAX MCMOMb3YTCA anroputm ceasytowero gepesa (Spanning Tree Algorithm,
STA) n peanusytowwmin ero npotokon (Spanning Tree Protocol, STP) n pacwwmpenusa nocrnegHe-
ro.

6.1. Anroputm cBasylouwero gepena (Spanning Tree Algorithm, IEEE 802.1d)
AnroputMm cBS3ylOLLEro (rMpumeyaHue: VNHOTAa MOKPbIBAKOLLEro, pacnpegensiowero) gepesa
npegHasHavyeH Ang U3MeHeHusi CTPYKTYpbl, MOCTPOEHHOW Ha KOMMYyTaTopax BbIYMCAUTENbHOWN
ceTun, Takum obpasom, 4Tobbl B HEM OTCYTCTBOBANU LMKIbI, U YTOOBLI NPU 3TOM CEeTb COXpaHuna
CBA3HOCTb. MI3Ha4anbHO anropuTm 6bin pa3paboTtaH komnaHven Digital Equipment Corporation.
Bnocnencteumn aT1oT anroputm Gbin B3AT 3a OCHOBY Mpu paspabotke komutetom |IEEE cneuwm-
ukaumm 802.1d, B COOTBETCTBMM C KOTOpOW obGecrnedvBanacb aBTOMaTM4YeCcKOe U3MEHEHue
CTPYKTYpPbl CETWU, MOCTPOEHHOW Ha KOMMYTaTopax.

Ana toro 4to6bl anroput™ STA MOr BbINOMHATLCSA, HEOOX0AMMO YTOObI B CETU KOMMYTaTOpOB
ObINK BbINOMHEHbI criefytowme npeaBapuTenbHble YCTaHOBKM:

® KagoMy KOMMyTaToOpy agMMHUCTPATOP OOMKEH HasHauuTb YHUKanbHbIN MaeHTUguKa-
TOp, Ha OCHOBE KOTOPOro OydeT Mony4vyeH NpUOpUTET KOMMyTaTtopa Kak KoMOuHauus
MAC-agpeca KoMMyTaTopa U Ha3Ha4YeHHOro naeHTudmrkaTopa;

e KaXbl NOPT KOMMYTaTOpa TOXE A0SMPKEH UMETb YHUKANbHbIN WOEHTUdUKATOP;

e NS KaXX4oro nopTa KOMMyTaTopa AOSMPKHO ObiTb onpeaeneHo 3HavyeHne OTHOCUTENbHOM
CTOMMOCTM OTMpPaBKM KaapoB Yepes3 OaHHbIA NOpT, KoTopoe 06blMHO OBpaTHO nponop-
LMOHaNbHO NPOMYCKHON CMNOCOBHOCTM MNOAKMOYEHHOro KaHana.

Mocne Toro, Kak GbINM 3agaHbl yKa3aHHble HAcTpoKkK, anroputv STA npegnonaraeT BbINOJHe-
HMe HEeCKONbKMX NocrneaoBaTerbHbIX 3TaMNoB:

e BbIOOP KOPHEBOrO MOCTA;

e BbI6Op KOPHEBbLIX NOPTOB;

e Bbl6Op Ha3HaAYEHHbIX MOCTOB;

e BbIOOP Ha3HaYeHHbIX NOPTOB;

® V3MEHeHWe KOHurypaumm ceTu.

Anroputm BbliGOpa KOPHEBOro MocTa

KopHeBbim B anroputme STA HasbiBaeTCsi MOCT, pacrnofiOKeHHLIN B BEPLUMHE OepeBa, B KOTO-
poe npeobpasyeTcsa cywlecTByowas cTpykrypa cetn. Anroputm STA npegnucbiBaeT UCMonb-
30BaHVe B Ka4yecTBe KpuTepus Bbibopa 3HayeHve npuvoputeta MocTa, KOTopoe npeacTtasnseT
cobonn MAC agpec gaHHoro mocta. [Ang Toro 4tobbl CUCTEMHBIN aAMUHUCTPATOP MOr ynpas-
NATb NpoueccoM BblIbopa KOPHEBOrO KOMMYyTaTopa, OH MOXET HasHa4aTb AN KaXgoro KoMMy-
TaTtopa yHUKarnbHbIA UOAEHTUUKATOP, KOTOPLIN 1 aBnseTcs npuoputetom. Ha pucyHke 8 npea-
CTaBfeHa cxema ceTu, KoTopad NoCTpoeHa C UCMOMNb30BaHNEM KOMMYTaATOPOB U COAEPXKUT He-
CKOJbKO neTenb. B kayecTBe KOPHEBOro MOCTa B AaHHOM crny4yae 6yaet BbibpaH mocT Ne1.
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PucyHok 8. Mpumep paboTbl anroputma STA c ceTblo, coaepallei NeTnesble CTPYKTYpbI.

Anroputm BbiGOpa KOpHEBLIX NOPTOB

lMocne onpeneneHns KOPHEBOrO MOCTa BCE OCTaBLUMECS MOCTbI BbIMOMHAKT npoueaypy onpe-
AeneHns kopHesoro nopta (root port). KopHeBbIM cuMTaeTcsl TOT U3 MOPTOB MOCTA, KOTOPbIV
cBsi3aH Hanbonee aelleBbiM NyTEM C KOPHEBbLIM MOCTOM. B npouecce onpeaeneHns KOpHEBOro
nopta onpeaensdeTcs Takke 3HayYeHue CTOMMOCTU KOpHeBOoro mapupyTta (root path cost). Ha
PUCYHKEe 7 KOpHEBble MOpPTbl MOCTOB OTMeEYeHbl TOYKOW. Yncno, pasmMeLleHHOe OKOMo nopTa,
COOTBETCTBYET pacCYyMTaHHOMY 3Ha4YEHMNI0 CTOMMOCTM KOPHEBOMO MapLupyTa.

CToMMOCTb MapLUpyTa MHOTAa Ha3blBalOT PaccTosiHUEM. VIMEHHO MO 3TOMY KpUTeputo Bbibupa-
€TCsl €AMHCTBEHHbIN MOPT, COeAUHSAIOLLNIA KaXKabl KOMMYTaTOP C KOPHEBLIM, N €QUHCTBEHHbIV
KOMMYTaTOp, COEAMHSIIOLMIA KaXabli CErMEHT CETU C KOPHEBbIM KOMMyTaTopoM. CTOMMOCTb
mMapLupyTa onpegenseTcs Kak CyMMapHoe YCMOBHOE BPEMS Ha nepeaayvy OAHOro 6uta AaHHbIX
OT nopTa [aHHOro KoMMmyTaTopa A0 MopTa KOPHEeBOro koMmyTatopa. [pyu 3TOM BpeMeHeM
BHYTPEHHUX nepeaad (C nopTa Ha nopT) npeHebperatoT, y4UTbiBaeTCS TONbKO BpeMsi nepeaayn
Mo CErMeHTam CeTU. YCINOBHOE BpPEMSsI CErMeHTa paccyMTbiBaeTCs Kak BPeEMS, 3aTpayMBaemoe
Ha nepenadvy ogHoro 6uta MHdopmauum B 10 HaHOCEKYHAHbIX eaAvHULAX Mexay HenocpeacT-
BEHHO CBSI3aHHbLIMU MO CErMeHTy ceTu nopTtamu. [ns cermeHta Ethernet ato Bpemsa pasHo 10
YCMNOBHbIM eAVHULIAM.

B Tom cnyyae, ecnu HeCKOMbKO MOPTOB MOCTa UMEKT OAMHAKOBOE 3HAaYEeHUEe BENMYUHbI KOPHe-
BOr0 MapLupyTa, B Ka4yecTBe KOPHEBOro BblIOMpaeTcsi NopT, UMEKLWNA MEHbLUMI NOPALKOBLIN
HOMEP, TO €CTb HaMbOMbLUNIN NPUOPUTET.

AnropuTtm onpegeneHns Ha3Ha4eHHbIX MOCTOB U NOPTOB

Mocne onpeaeneHns KOPHEBbLIX MOPTOB BbINOMHAETCH npoueaypa onpeaeneHms Ha3Ha4yeHHoro
MocTa Ans cetTu. Ha pucyHke 7 cerMmeHTbl ceTv 0603Ha4YeHbl puMckumn Lmudpamu. B kavectBe
Ha3Ha4YeHHOro ANs CerMeHTa ceTu BblbMpaeTcsi MOCT, KOTOPbIA MMeeT MUHMMarbHOE 3HaYeHne
CTOMMOCTM KOPHEBOro MapLupyTa. B Tom cnyyae, ecnv HeECKONbKO MOCTOB ByayT MMeTb OAMHa-
KOBOE 3Ha4YeHWe BENUYMHbI KOPHEBOrO MapLupyTa, B KayecTBe Ha3Ha4yeHHoro OyaeT BblOpaH
MOCT, KOTOpPbI MMeeT MWHMManbHOe 3HayeHue wuaeHTudmkatopa, TO eCTb MaKkCUMarbHbIN
npuopuTeT. B YacTHOCTW, Ans paccMaTpuBaeMoro BapuaHta CeTu, HasHa4YeHHbIM MOCTOM ANs
cermeHTa |l 6yget BbibpaH MocT Ne2, KOTOpOMYy COOTBETCTBYET TAKOE e 3HaYeHue 3TON Benu-
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UYMHBbI, 4YTO N MocTy Ned. AHanornmdHbiM obpasom mMocT Ne5 GyaeT BbIGpaH HasHAYEHHbIM MOC-
TOoM and cermeHToB V u VI.

MopT Ha3Ha4YeHHOro MocTa, KOTOpPbIV UCNOMb3yeTcs AN NOAKMYEeHUs K BblOpaHHOMY CermeH-
Ty CeTW, Ha3blBaeTCs Has3Ha4YeHHbIM NOPTOM. Ha pucyHke 7 HasHayeHHble MOPTbl OTMEYEHbI
TPEYroNbHNKOM.

Y KOPHEBOro MoCTa BCe MNMOPTbl SBMSIOTCS Ha3HAYEHHbIMU, @ UX PACcCTOSIHME A0 KOPHS nornara-
eTcsi paBHbIM Hyrnt0. KopHeBoro nopta y KOpHEBOro MoOCTa Her.

MN3meHeHMe KoHdUrypauum ceTu No pesyribTataMm BbINOSIHEHUSA anroputma STA

Mocne Toro, kak 6binNyM onpeageneHbl Ha3HAYe€HHbIE MOCTbI U MOPTbl, MOXET OblTb BbINOMIHEHA
npouenypa U3MeHeHUs CTPYKTYpbl ceTu. B cooTBETCTBUM C 3TOW NpoLeaypour, Bce nopTbl MOC-
TOB, KOTOpbI€ HE MOMy4Ynnn CTaTyC KOPHEBbLIX UIM Ha3HaYeHHbIX, AOMKHbI ObITb NepeBeaeHbl B
3a6noKnpoBaHHOE COCTOsIHME. B coOTBETCTBME C 3TON Npoueaypon JOMKHbI OblTb 3abnoknpo-
BaHbl BCce nNopTbl MocToB Ne3, 4 1 6 (pucyHok 9). Takke AOMKHbI ObiTb 3ab6N0KMpPOBaHbI MNOPTHI,
KOTOpble He MOMy4Ynnn CTaTyC KOPHEBbLIX UM Ha3HAYEeHHbIX, HA KOPHEBOM U Ha3HaYEeHHbIX MOC-
Tax.

P|/|cyH0|< 9. Tononorus cetTn nocne NnpUMEHEeHUA anropnTtmMma CBA3yoLwlero gepesa.

MpoTokon cesa3ywLwero aepeBa (Spanning Tree Protocol)
Ana aktuBmsaumm npotokona STP agMUHUCTpATOp AOMXKEH akTMBMPOBATbL MPOTOKOM, a 3aTteM
3agaTb cnegylowme obsssameribHble HaCMpPOUKU Ha KaXXOOM KOMMYTaTope B CETU:

1. YHuKanbHbIN naeHTudmkaTop KOMMyTaTopa, Ha OCHOBE KOTOPOro 6yaeTt monyyeH npu-
opuTeT KOMMyTaTopa. Yem MeHbLUe 3HayYeHne naeHTudukarTopa, TeM Bolwe byaet npu-
OopuUTET KOMMYyTaTOpa.

2. YHuKanbHbIN ngeHTumkatop Ans Kaxgoro nopta kKommMmytatopa. Yem MeHblue 3Hadve-
HWe naeHTugukaTopa, TeM Bbiwe ByaeT npuopuTeT nopTa.

3. CroumocTb OTnpaBkM KagpoB Yepes Kaxabli nopT KommyTtaTopa. OBbIMHO KOMMYyTaTOp
aBTOMAaTUYECKN BbIYUCNSAET CTOMMOCTb ANS KaXaoro cobCTBEHHOro mopta Ha OCHOBE
NPONYCKHON CNOCOBHOCTN NOAKITHOYEHHOM K MOPTY JIMHUKN CBA3W.

Takke B 3aBUCMMOCTWN OT MOOENU KOMMYyTaTopa aAMUHUCTPATOP MOXET OONONMHUTENBbHO BPYY-
HYIO 3a4aTb 3Ha4YeHne cneayrLimnx nepemMeHHbIX:
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1. WNutepBan npusetcteuda Bridge Hello Time — 370 nHTepBan mexay OBYMsl MOCbIfIKaMm
cneunanbHoro naketa BPDU (cM. HWxe), paccbinniaeMoro KOpHEBLIM KOMMYTaTOPOM Ans
ONOBELLEHNS OCTalNbHbIX KOMMYTaTOPOB O TOM, YTO KOPHEBOW KOMMYTATOpP (PYHKLMOHU-
pyer.

2. MakcumanbeHbIn Bo3pacT kommyTatopa Bridge Max. Age. Ecnn naket BPDU He ©yget
nosfy4yeH OT KOPHEBOrO KOMMyTaTopa No UCTEYEHUN MAKCUMAITbHOrO BPEMEHW XN3HU, TO
BaWw KommyTaTop OyaeT cuuTtaTb, YTO KOPHEBOW KOMMyTaTop nepectan (OyHKUNOHUPO-
BaTb, TO €CTb NPOU3OLLNN U3MEHEHWS B KOH(UIypaLumn cetu, a 3aTteM Ha4yHeT nocbinaTb
cobcTBeHHbI BPDU BceM apyrMm koMMmyTaTtopaMm Ans paspeLlleHns ctaTb KOpHEBbIM
MOCTOM.

3ameyaHue: HeoBXOAMMO Ha BCEX KOMMYyTaTopax CeTu 3HayeHue napameTpa Bridge
Max. Age BbICTaBnATb bonbwMM 3Ha4eHMs1 napameTpa Bridge Hello Time (cm. doopmynbl
HWXE), MHa4Ye NOCTOSIHHO ByayT NPOMCXOAMTb OLIMOKM KOHGUIYpaLmUK.

3. 3agepxka cMeHbl COCTOsHUS KoMMyTaTopa Bridge Forward Delay — aTo Bpems, koTopoe
3aTpadmBaeTcs He nepeso nboro noprta u3 pexuma Gnokuposku (blocking state) B
pexum dyHkumnoHnpoBaHus (forwarding state).

[ns HopmanbHOro yHKUMOHUPOBaHUSA npoTokona STP npueegeHHble MNapameTpbl
OOJDKHbI YAOBNETBOPSATL CreAyoLWeMy YCIOBUIO:
2*(HelloTime+1) < MaxAge < 2* (ForwardDelay —1)

lMocne akTMBaumMmM n OCYyLLECTBNEHUST HEOOXOOUMbBIX HACTPOEK agMMHUCTPATOPOM MPOTOKON
STP HaunHaeT PyHKUMOHMpOBaTb. YTOObI BbINOMHUTL BCE LArv, 3aroXeHHble B anroputme
STA, KommyTaTOopbl, paboTatowmne no npotokony STP, o6meHnBatoTca mexay cobon coobue-
HusMn B chopmate, onpegeneHHom ctaHgaptom |IEEE 802.1d. 3tn coobuieHns HasbiBatoTCs
6nokamn gaHHbIX NnpoTokona moctoB (BPDU, Bridge Protocol Data Unit) n cogepxat crieayto-
Lime nons:

e WpeHTudmkatop Bepcum npotokona (2 Ganta). KommyTtaTopbl AOMKHBI NOAAEpXKMBaTb
OLHY W Ty Xe Bepcuto npotokona STP, nHaye MOXeT YyCTaHOBUTBLCS akTUBHAsi KOHAUry-
pauus ¢ neTnsMu.

e Twun coobweHus (1 6anT). CywectsyeT ABa Tuna coobieHnn BPDU — koHurypaumor-
HbIn BPDU, TO eCTb 3asiBka Ha BO3MOXHOCTb CTaTb KOPHEBbLIM KOMMYTaTOPOM, Ha OCHO-
BaHUN KOTOPOM MPOUCXOAUT onpeneneHme aktuBHon KoHdpurypauuu, 1 BPDU ysBegom-
NEeHNs O PEeKoHUrypaumm, KOTopoe MnocbiNaeTcs KOMMYTaToOpoM, OBHapyXuBLUMM CO-
ObiTe, Tpebylowee NpoBeaeHUa peKOHUrypaumm - oTkas JIMHUN CBA3W, OTKa3 nopTa,
N3MEHEHMEe NPUOPUTETOB KOMMYTATOPa U NOPTOB.

e Onarn (1 6ant). Cogepxut gea 1-ouTHbIX hnara:

» but 0. Topology Change (M3meHeHne Tononorum) — ykasblBaeT Ha TO, YTO CO-
obuweHne BbINo nocnaHo AN Toro, 4YTobbl cUrHanuamMpoBatb 06 M3MEeHeHUn B
cocTaBse ceTu (coobLeHne pekoHdurypauun);

» but 7. Topology Change Acknowledgment (lMoateepxaeHne n3amMeHeHus Torno-
normm) — Ucnonb3yeTcst AN NOATBEPXAEHUS NONyYeHUss COOBLLEHNA pekoHpu-
rypaumm ¢ ycTaHoBneHHbIM 6utom 0.

e [lpuoputeT KopHeBoro KommyTtaTopa (8 6ant) cogepxuT B Kadyectse 6 mnagwmx 6ant
MAC-agpec KOpHEBOro KomMmyTaTopa M B KayecTBe CTaplux 2 6ant naeHtudukatop
KOPHEBOro KoOMMyTaTopa, HasHa4YeHHbIN agMUHUCTPATOPOM.

e CTOMMOCTb KOpHeBOro nyTu (2 6anTa).
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MpuoputeT kommyTaTopa (8 6anT) cogepxut 6-6anMTOBLIN annapaTHbIN agpec MocCTa,
nocnasewlero coobueHune, n 2-6anToBoe 3Ha4YeHUe 3agaHHOro 3TOMY MOCTY MAEHTUdU-
KaTopa.

WaoeHTudukatop nopta (2 6anta). Onpenenser nopt, 4Yepes3 KoTopbi ObiNo nocrnaHo
cooblLLeHue.

Bospact coobuleHus (2 6arnita). YkasbiBaeT Ha BpeMsi, Npollealiee ¢ MOMeHTa OTnpas-
Kn coobweHus. Miamepsietca B eauHuuax BpeMeHu, kpaTHbix 0,5 cekyHabl. Kaxabin
KOMMyTaTop A06aBnseT KO BPEMEHW XXN3HU NakeTa CBOE BPEMS 3a4EPXKKU.
MakcumanbHbI Bo3pacT coobuweHunsa (2 6awnta). 3agaeT orpaHuveHue Bo3pacTa, Mo
AOCTMKEHMM KOTOPOro coobLLeHne AOMKHO ObITb yaaneHo.

WuTepBan npusetcteus Bridge Hello Time (2 6anTta). PukcupyeT BpeMEHHOW MHTepBan
MeXay KOHpUrypaumMoHHbIMM COOBLLEHMAMMN KOPHEBOIO MOCTA.

3agepxka cMmeHbl coctosiHuin Bridge Forward Delay (2 6awnta). Cneumduumpyet npo-
MEXYTOK BPEMEHW, B TEYEHNE KOTOPOro KOMMYTAaTOPbl AOMKHbI OXMAATb 3aBepLUEHMS
paboTtbl anroputma STA nocne nameHeHus tononorun cetn. Ecnu ewe He Bce KOMMY-
TaTopbl 3aKOHYMNM paboTy anroputma, To NpexaeBpeMeHHble nepeaayn AaHHbIX MOryT
Bbl3BaTb NOSIBNEHNE LIMKIOB.

CoobuweHuns BPDU mHkancynupyoTcs cTtaHgapTHbIMM Kagpamu npoTtokona KaHanbHoro ypos-
Hs. XKenaTtenbHo, 4TOObI BCe KOMMYTaTOpbl NogaepXXueanu obLwuin rpynnoBon agpec, ¢ Nomo-
LLIbIO KOTOPOro Kaaphbl, cogepxawme naketsl BPDU, Mornu ogHOBpeEMEHHO NepefaBaTbCsl BCEM
KoMmyTatopam ceTu. B npoTuBHoM crnydae nakeTbl BPDU paccbeinatotcs wmnpokosewaTensHO.
MakeTbl BPDU He nepeHanpaBnsTCca B Apyrue ceTu.

YKnsHeHHbIn umkn npotokona STP MoXHO npeactaButb B BUAE criegytowen 6nok-cxemMbl.

Mpouecc
KOHpurypauum

q)yHKLI,VIOHVIpOBaHMe
ceTn

A

Co0ObiTne,
Tpebytoulee
nposeneHne

pekoHdurypauum

A

Pacchbinka
coo0LLeHnn o
pekoHurypaumm

PucyHok 10.

MoapoBHO paccMOTPUM Kaxadbl N3 3TANOB LMKNa.
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[Ipouecc KoHueypauuu

Bbi6op kopHegsozo mocma. ocne nHnumanuaaumm Kaxkabli KOMMyTaTop cHavarna cumMtaeT cebs
KOpHeBbIM. [M03TOMY OH HauMHaeT yepe3 uHTepBan npueeTcTBusA Bridge Hello Time reHepupo-
BaTb Yepes Bce cBOM NopThbl coobuleHnsa BPDU koHdurypaunmoHHoro tTuna. B HMX OH ykasbiBaeT
CBOWN NPUOPUTET B Ka4yeCcTBe NpuopuTeTa KOPHEBOIO KOMMYTaTOpa, pacCcTosHME A0 KOpPHS yCcTa-
HaBnueaeTtca B 0, a B Ka4ecTBe naeHTUdUKaTopa nopta ykasbiBaeTcsa npuoputeT Toro nNopra,
yepes KoTopbin nepegaetcsd BPDU. Kak Tonbko kommyTtatop nonyyvyaet BPDU, B koTopom nme-
€TCA NPUOPUTET KOPHEBOro KOMMyTaTopa, 6onblie ero coOGCTBEHHOro, OH NepecTaeT reHepu-
poBaTb CBOWM COBCTBEHHbIE kagpbl BPDU, a HauMHaeT peTpaHcnnpoBaTh TOMbKO Kaapbl HOBOrO
npeTeHOeHTa Ha 3BaHMe KOPHEBOro kommyTaTtopa. [pun peTpaHcnsaumMmM KagpoB OH HapalimsaeT
paccTosHMe 00 KOpHS, yKasaHHoe B npuwegwem BPDU, Ha ycnoBHoOe BpeMsi cerMeHTa, no Ko-
TOPOMY MPUHAT AaHHbIA Kagp.

Bbi6op KopHesoe2o rnopma. MNpu peTpaHCnsauun KagpoB Kaxabld KOMMYTaTop AN KaXagoro CBO-
ero rnopTa 3anoMvMHaeT MUHUMarbHOe PacCTosiHUe A0 KOpHs. [pu 3aBepLueHnn npoueaypbl yc-
TaAHOBMNEHNS KOHUrypaLmmM NOKpbIBAOLLEro AepeBa, KaXablii KOMMYTaTOp HaxoOWuT CBOW KOp-
HEeBOW NOPT — 3TO NOPT, KOTOPbIV GNke APYrMx NOPTOB HAXOAUTCS K KOPHIO AepeBa.

Bb160p Ha3Ha4yeHHbIX MOCcmoe u rnopmos. Kpome aToro, KOMMyTaTopbl BbIOMpaOT ANs Kaxgoro
CerMeHTa CeTU Ha3HaYeHHbIN NopT. [Ans 9TOro OHM UCKNIYalT U3 PacCMOTPEHNSA CBOW KOpHE-
BOM nopT. [anee ons BCeEX CBOMX OCTaBLUMXCHA MOPTOB CPaBHUBAIOT NPUHATHIE MO HUM MUHK-
MaribHble pacCTosiHMSA 40 KOPHSA. [1opT ¢ MUHUManNbHbIM PacCTOAHUEM ABMASIETCA Ha3HAYE€HHbIM
noptoM. Korga nmeeTtcst HECKONbKO MOPTOB C OOUHAKOBBIM KpaTyanliMM pacCTOstHUeM OO Kop-
HEeBOro KOMMyTaTopa, BblbMpaeTcs NopT C HAMMEHbLUMM UAEHTU(UKATOPOM (CneaoBaTenbHO, C
HanbonblwyMm npuoputeToM). Bce nopTbl, KPOME Has3HaYeHHbIX U KOPHEBOro, NepeBOAATCSA B
3a6n0KMpoOBaHHOE COCTOSIHME U Ha 9TOM NOCTPOEHME MOKPbIBAKOLLEro AepeBa 3akaH4YMBaeTCs.

DyHKUUOHUpOBaHUEe cemu

B npouecce HopmanbHoM paboTbl KOPHEBOW KOMMYTaTOp NPOAOSKAET reHepupoBaTh Cryxeob-
Hble nakeTbl BPDU vepe3 nHtepsan Bridge Hello Time, a ocTanbHble KOMMyTaToOpbl NPOAOIKa-
0T X MPUHUMATb CBOMMM KOPHEBBLIMU MOPTaMM U peTPaHCIMpoBaTh Ha3HAaYEHHbIMMU.

Bo3sHukHogeHuUe cobbimusi, mpebyrouie2o rnposedeHue pekoHguaypauuu
B npouecce yHKLMOHMPOBAHUA CETU C YCTAHOBUBLLENCS OPEBOBUOHON TOMOSOMMEN Creayto-
Lime cobbITUSt NPMBOAAT K MHMLMAnNU3aumm HOBOW NpoLeaypbl MOCTPOEHUS NOKPbIBAOLLEro Ae-
peBa:
e €CNnn Mo UCTEYEHUN MAKCUMarnbHOIO BPEMEHW XXM3HU KOPHEBOW NOPT Nto6Oro KOMMmyTa-
Topa ceTu He nonyyunt naket BPDU OT kopHeBOro kommyTtartopa.
e ecnn naket BPDU, reHeprpyeMbii KOPHEBLIM KOMMYyTaTopoM, ByaeT nonyyeH nobbiM
He KOpHEBbLIM MOPTOM NOBOro Ha3Ha4YeHHOro KOMMyTaTopa.

Paccbinka coobuweHull 0 pekoHgpuaypauuu
KommyTatop, obHapyXuBWNA OOHO W3 BbllenepedncneHHblX CobbiTUN, B MepByd oyepeb
onoseLLaeT 06 3TOM KOPHEBOW KOMMYTAaTOp (PUCyHOK 11).
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W3meHeHme Tononorum nponsolno B Touke T. |1jar 2. KopHeBol koMMyTaTop onoseLLaeT o6
War 1. Ysepomnerme o6 nsveetine 3TOM OCTaslbHbIE KOMMYTATOPbI.
Tononorun (TCN) nocbinaeTcst KOPHEBOMY
KoMMyTaTopy
PucyHok 11.

Kak TONbKO KOpeHb y3HaeT O MpoucCLUeWeM U3MEHEHNM, OH BbicTaBnsaeT cdnar TC B coobuye-
Huax BPDU, koTopble OH paccbhinaeTt. 3aTeM JaHHble COOOLLEHMST pacnpoOCTPaHSOTCS Mo BCen
cetn. B atom cnyyae rpacd cetu BbiCTpanBaeTcs 3aHOBO B COOTBETCTBUU C BbILLEONUCAHHbIM
anropuTMom.

Y naketa BPDU c yBegomneHnem o pekoHdUurypaumm oTCyTCTBYIOT BCe MOMd, KpoMme nepBbIxX

ABYX.

CocmosiHuUs1 Topmos KoMmMymamopa

Takum obpa3om, B NpoLIECCE MOCTPOEHUS TOMOSNOMMN CETU KaXKablid MOPT KOMMyTaTopa Npoxo-
AUT HECKONbKO CcTagui:

Blocking (3abnokuposaH). [pu nHMUManM3aunm kKOMMyTaTopa BCe MOpThl (3a UCKIHoYe-
HMEM OTKITHOYEHHbIX) aBTOMATUYECKM MEpeBOoaATCs B cocTosdHume "3abnokupoBaH". B
39TOM cny4ae nopT reHepupyeT, NpuHMmaeT, obpabaTbiBaeT 1 peTpaHCNMpPyeT TOSbKO
nakeTbl BPDU. Bce ocTanbHble NakeTbl HE nepenatoTcs.

Listening (MpocnywwuBaHune). B HayanbHbin MOMeHT paboTbl anroputma STA nopThbl
KomMyTaTopa nepexogaT B cocTosHue "lMpocnywmBaHue”. B 9TOT MOMEHT nakeThbl
BPDU ot apyrux KOMMyTaTOpPOB €Lle HE NOofydYeHbl U KOMMyTaTop cUMTaeT cebsi KopHe-
BblM, @ BCE€ CBOM MOPTbl — HA3HAYEHHbIMWU. B 3TOM pexxmme nopT MOXeT HaxoauTbCa 0
ncTeyeHnsa Tarmepa cmeHbl coctosHui (Forwarding Timer). 3HadeHne Tanmepa 6epeT-
cs1 U3 3HadeHus nepemeHHon Bridge Forward Delay n moxeT ycTaHaBnMBaTbCs agMUHK-
cTpaTopom (CM. Bbiwe). B aToM pexrme nopT NpoaormkaeT reHepupoBaTh, NMPUHUMATb,
obpabaTtbiBaTbh M peTpaHcnnpoBaTb Tonbko naketsl BPDU. Ecnn B TeyeHne 3Toro Bpe-
MeHn nopT nonyunTt BPDU ¢ nyywvmn napameTtpamm, 4em cOOGCTBEHHbIE (PacCTOsiHUE,
noeHTMdukaTop KommMmytTaTopa unu noprta), To OH nepengeT B cocToaHune "3abnokmnpo-
BaH". B npoTmMBHOM cnyyae nopT nepeBoautcs B coctosiHue "Oby4veHune".

Learning (O6y4eHue). MNopT Ha4YMHaeT NpMHMMaTb NakeTbl U HA OCHOBE aapecoB UCTOY-
HWKa CTpOUTb Tabnuuy komMmyTaumu. [opT B 3TOM COCTOSIHMM BCe elle He npoasuraeT
nakeTbl. MopT npogomkaeT y4acTBoBaTh B paboTte anroputma STA, 1 Npu NOCTyNeHUu
BPDU c nyywmnmn napameTtpammu nepexoant B coctosiHne Blocking "3abnokuposaH”.
Forwarding (IMpoaswmxkeHne). Tonbko nocrie ABYKpaTHOW BbIAEPXKKN MO TakMepy nopT ne-
pexoauT B cocTosHune “lMpoasumxeHne” n obpabatbiBaeT NakeTbl AaHHbIX B COOTBETCT-
BMM C NOCTPOEHHOW Tabnuuen

Disable (OTkntouyeH). B 310 cocTosiHMe nopT nepesBoguTt agMuHucTpaTop. OTKNIOYEHHbIN
NopT He y4yacTByeT HU B paboTte npotokona STP, HM B npoaBMXeHUM NakeToB AaHHbIX.
[MopT MOXHO TaKKe BPY4YHYIO BKIMIOYUTBL U OH CHa4ana nepenget B coctosiHne Blocking.

BpeMeHHaFI anarpamMmma CoOCToAHUA NOPTOB NpuBegeHa HNXe.
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McTeueHne cueTumka

Forwarding Timer McTeyeHne cyeTumka

Forwarding Timer

Hauano pa6botel STA

Monyyenne BPDU C
nyYLwmMm
napameTpamu

Monyyenne BPDU C nyywnmum
napameTpamm

BbikntoyeHne nopTta
agMUHUCTPATOPOM

BkntoyeHune nopTta
agMVHUCTPAToOpOM

PucyHok 12.

Hedocmamku npomokona STP:
Mo)XHO BbIAENUTL CrieayloLne OCHOBHbIE HEQOCTATKN NpoTokona STP:

1. MepaneHHoe BpeMsi BOCCTaHOBMNEHMS (CXOANUMOCTN) ceTn nocne asapuu. [Npu ncnonb3o-
BaHWN HACTPOEK NO YMOMYaHUIo, 3TO BPEMSA MOXET AOCTUraTb HECKOMNbKUX MUHYT B He-
BonbLUON ceTn ANa BOCCTAHOBMEHMSA nocne npoctoro obpbiBa coeanHeHus. Noka naet
NpoLecC BOCCTAHOBIEHMS, NOMb30BaTENN OTOPBaHbl OT CEeTU, U BONbLUMHCTBO MPUIO-
)KEHWI 3aKpblBalOT CBOW CECCUM MO TanMm-ayTy A0 TOro, kak paboTa ceTu BOCCTaHOBUTCS.
C To4kM 3peHus nonb3oBaTtenen ato Gonbloe HeyaobCTBO, Tak Kak OHN ByayT BbIHYX-
JeHbl NepeycTaHaBnmBaTb BCE CECCUN, OTKPbITbIE NPUNTOXKEHUSMN.

2. bornblioe KonNM4ecTBO COeaMHEHUN B ceTu, ucnonbaytowlen STP, HaxoguTcs B 3a6noku-
POBaHHOM COCTOSIHUM W He nepefaeT AaHHble. Takum obpasom, 3HauyuTenbHasd 4YacTb
MPONYCKHON CNOCOBHOCTN CETN HE UCMONb3yeTCs.

[aHHble HegocTaTKM NpU3BaHbl YCTPaHUTb cregyroLmne nokoneHnsa npotokona STP — Rapid

STP n Multiple STP, koTOopble pacCMOTPEHbI HUXE.




HIMM «YuTex-Mpocu» — JlokanbHbIe KOMALIOTEPHBIE ceTn — Teopus

6.2. Anroputm GbIicTporo cesasyruwero aepeBa (Rapid Spanning Tree Algorithm,
IEEE 802.1w)

CraHgapTt Ha npoTtokon ceasytowero aepesa |IEEE 802.1d Spanning Tree Protocol 6bin paspa-
6oTtaH B 1983 rogy, koraa BpeMsi BOCCTaHOBIEHUS ceTu nocrie c6osi B TedeHnn 1 MUHYTbI CUK-
Tanocb gocratoyHo npuemnembiM. [potokon IEEE 802.1w Rapid Spanning Tree (RSTP) 6bin
npeanoxeH MHOMMMKU NPOU3BOAUTENAMU OS5 YMEHbLUEHNS BPpeMeHU NPOCTOS KIMEHTCKUX Nop-
TOB BO BpeMsi NpoLeaypbl BOCCTAHOBNEHUS ceTu, ucnonbayowen STP. MpoTtokon RSTP moxeT
paccMmaTpuBaTbCsl CKOpee Kak aBosntounsa npotokona STP, Hexenu kak pesonouuns. TepMUHo-
norusa ctaHgapta IEEE 802.1d B 0CHOBHOM ocTanach npexHen. bonbLMHCTBO napaMeTpoB OC-
Tanucb 6e3 nameHeHun. Takum obBpa3om, Nonb3oBaTENM, XOPOLIO 3HAKOMblE CO CTaHAAPTOM
IEEE 802.1d, cmoryT BbICTPO MOHATb U CKOHUIypUpoBaTb CETb HA OCHOBE HOBOroO CTaHAapTa
IEEE 802.1w. Ctangapt IEEE 802.1w coBmecTum co ctaHgaptom IEEE 802.1d, HO npu aTom
TepsTCca 4OCTOMHCTBaA npoTokona RSTP.

OcHoBHble oTnuuusa ctaHpapta IEEE 802.1w ot ctaHpgapTta IEEE 802.1d
Omunudue 1. CocmosiHusl Iopmoe KoMmymamopa
CornacHo ctaHgapTy Ha npoTtokosnt RSTP cywiecTByeT TONMbLKO TPy COCTOSIHUSA nopTa:

e Discarding (OTBepratowwmin). CoctosiHua «OTknoveH», «3abnokmpoBaH» n «lpocnyLwim-
BaHne» cTanpapta IEEE 802.1d obbeanHeHbl B ctaHgapte |IEEE 802.1w B ogHO co-
crosaHne «OTBepraoLwmmny.

e Learning (OByu4eHue).

e Forwarding ([poaswxkeHue).

Takum obpasom, BpeMeHHas guarpamma COCTOsiHMSA MopToB Ans npotokona RSTP Beirmagut
cnegywoowmm obpasom.

McTeueHne cyeTumnka
Forwarding Timer

McTeyeHne cueTumka
Forwarding Timer

Monyyenne BPDU C nyywmmn
napameTpamu

PucyHok 13.

Omnuyue 2. Ponu nopmos

Tak e Kak n B npotokone STP ocTanucb ponun KOPHEBOrO U Ha3HAa4YeHHOro NopTa, HO NPOTOKON
RSTP BBOOMT elle OBe OONOSHUTENbHbIE PONM — anbTepHaTUMBHbIN NopT (alternative port) n
pe3epBHbI nopT (backup port). Mpotokon STP onpegenset ponb nopta Ha OCHOBE MAKETOB
BPDU. Npy6o roeops, Bcerga cyliectByeT MeToq Ans cpaBHeHUs niobbix AByx naketos BPDU
ANns Toro, 4tobbl pewmnTb, Kakon U3 HMX Bonee nNpMopuTeTHbIN. [laHHOE CpaBHEHME OCyLLEeCTB-
nseTcsa Ha OCHOBE 3HAYeHW, 3anucaHHbiX B nons « CTOMMOCTb KOpHEBOro nyTuy, «lMpuoputet
KommyTaTtopa» u «MgeHtudpukatop nopta». KopHeBble M Ha3HadeHHbIE€ MOPTbl B MPOTOKOME
RSTP onpepensoTcs 1 Ha3Ha4yalTCA TOYHO Takke, Kak u B npotokone STP. [NoaTtomy nmeet
CMbICI1 MOKa3aTb, KakuM 06pa3om Ha3Ha4aTCA anbTepPHATUBHLIE U Pe3ePBHbIE MOPThI.

AnbmepHamueHbIl nopm. AnbTepHATUBHbBIA NOPT SABNAETCA 3abMOKMPOBAHHBIM MOPTOM, KOTO-
pbi nonyyaet 6onee npuopuTeTHble NnakeTbl BPDU oT gpyroro mocTa (pucyHok 14).
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AnbTepHaTUBHbINA NOPT

@ HasHaudeHHbIn nopT
@® KopHesoi nopt

PucyHok 14.

PesepeaHbili mopm. Pe3epBHLIN NOPT ABNSIETCA 3a0NOKMPOBaHHLIM NMOPTOM, KOTOPbIN Mofy4daeT
6onee npuoputeTHble NnakeTsl BPDU OT cBOero xe mocTa (pucyHok 15).

PesepBHbIN nopT

( )

PucyHok 15.

AnbTepHaTMBHbIA NOPT obecrneynBaeT anbTepHaTUBHBLIN MapLUPYT K KOPHEBOMY MOCTY W, cre-
[l0BaTeNbHO, MOXET 3aMEHUTb TEKYLLMIA Ha3HaYeHHbIN KOMMyTaTop. Pe3epBHbllii NopT obecne-
YyMBaeT BCEro NuLb AOMNOSHUTENbHbIN KaHamn K KOpHEBOMY MOCTY.

Omunudue 3. Hoebiti popmam nakema BPDU
HekoTopble nameHeHus 3aTpoHynu u opmat naketa DPDU. B ctaHgapte IEEE 802.1d onpe-
aeneHo Bcero Aea dnara (cMm. Bbiwe). CtangapT IEEE 802.1w ucnonb3yeTt Bce 8 6ut nons
«®narn» naketa BPDU. HoBble dhnarn obecnevmBatoT BbINOMHEHWE OBYX OCHOBHbIX (OYHKLNIA:

e KOOMPOBAHWE POSN MU COCTOSIHUA NopTa, KOTOopbIA creHepupoBan naket BPDU;

® OCYLLECTBMEHNE MexaHM3Ma «npearioxeHne/cornawleHme.
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(MpogswxeHue)
Learning
(OBbyueHmne)
Port Role
(Ponb nopTa)
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(Mpeanoxetue) 00 HeunsBecTHbIN
01 AnbTepHaTuBHbIN/Pe3epBHbIit
Topology Change 10 Kopresor

11 HasHa4eHHbIn
(W3meHeHune Tononorunn)

[pyroe BaxHOe W3MeHeHue, NpuBHeceHHoe cTaHgaptom IEEE 802.1w B cbopmaT nakeTta
DPDU, — aTto 3Ha4dyeHue nons «aeHTudumkatop BepcMM NPOTOKOMa» COAEPXKMUT 3HAYEHue 2.
MocrTbl, paboTatowme no ctaHgapty |IEEE 802.1d, 6yaoyT oTOpacbiBaTh NakeT AaHHOro Tuna.

Omnuyue 4. Hoenblit aneopumm pabomni ¢ nakemavu BPDU

lNMakemsl BPDU paccbsinatomces ¢ uHmepsasiom Bridge Hello Time ecemu kommymamopamu (a
He morbKo KopHesbiM) u bonbwe He pempaHcnupytomcs. CornacHo ctaHgapTy IEEE 802.1d
nakeTbl BPDU reHeprpoBan TONbKO KOPHEBOW KOMMyTaTop C nHTepsanom Hello Time, koTopbii
MOXeT 3ajaBaTbCA agMUHUCTPATOPOM ceTu. [pn 3ToOM ocTanbHble HE KOPHEBLIE KOMMYTaTOPbI
TONbKO peTpaHcnupoBanu naketel BPDU, npuwegwmne Ha ux kopHeBow nopt. CtaHaapT |IEEE
802.1w npegycMaTtpuBaeT, YTO BCE KOMMyTaTopbl C nHTepsanom Hello Time paccbinatoT nake-
Tbl BPDU ¢ cobcTBEHHOM MH(pOopMaLmMen Yepes BCe CBOU MOPThl, AaXe eCrnv OHWU He MOoMyYnnu
nakeT BPDU oT1 kopHeBoro mocta. Taknum o6pa3om, nocrie yCTaHOBMEHUS YCTONYMBON KOHU-
rypaumm cetn (dtan «PyHKUMOHUPOBAHUE CETU», CM. Bblle «XKM3HEHHbIM LMK NpoToKona
STP») cnyxebHbin Tpaduk npotokona RSTP Heckonbko 6onblue, 4em y npotokona STP. Yyu-
TbiBasi NPOMYCKHYO CNOCOBHOCTb KaHanoB coBpeMeHHbIX JIBC, ato BoobLWe Henb3sa cumTaTbh
HeaOoCTaTKOM.

Gornee 6uicmpoe ycmapesaHue uHgopmayuu. B npotokone RSTP cneaytowme cobbitua moryT
NPUBECTU K MHULManu3aumm HoOBOW npouenypbl NOCTPOEHUS NOKPbIBaKOLLEro AepeBa:
e €eCnu Mo UCTEYEHUN MaKCUMarnbHOro BPEMEHW XN3HWU KOPHEBOW NOpT Ntoboro kommyTa-
TOopa ceTu He nonyunut cnyxebHoin naket BPDU oT kopHeBoro kommyTtaTtopa (Kak U B
npotokone STP);



HIMM «YuTex-Mpocu» — JlokanbHbIe KOMALIOTEPHBIE ceTn — Teopus

e ecnu nakeTbl BPDU He 6yayT nony4yeHbl Tpy pasa nogpsag (tpy nHtepsana Hello Time)
OT COCeHMX KOMMYTaTOpPOB.
Takum obpasoM, Tenepb naketbl BPDU ncnonb3yloTca B Ka4yecTBe MexaHu3ma onpegeneHns
paboToCNOCOBHOCTM MOAKIMIOYEHHON NUHUK CBA3WM Unu kommyTtaTopa (keep-alive mechanism).
KommyTaTop, He nony4dmsBwnin naket BPDU ot gpyroro kommyTtaTopa Tpu pasa nogpsg, cumta-
€T, YTO CBSI3b C OPYrMM KOMMyTaTopom notepsiHa. [ogobHbI MexaHn3m nossonseT GoicTpee
onpegenaTb HEUCNPaBHOCTb B CETU M 3anyckaTb Npouenypy pekoHdurypauuu.

O6pabomka «xydwux» nakemos BPDU. PaccmoTpum cnegylowyto cutyaumio (pycyHok 16). B
yCTaHOBMBLLENCS TOMOMOrMN CETU NPOUCXOOUT paspbiB CBA3M MeXOY KOPHEBLIM KOMMYTaTOPOM
n kommytaTopom B. CnepoBaTenbHo, He nonyyus naket BPDU oT KopHeBOro kommyTtaTtopa B
TeuyeHumn BpemeHn Max Bridge Age, kommyTtaTop B pacceinaet cooblueHne o pekoHdurypaumu,
a 3ateM koHdurypaumoHHein naket BPDU. B cnyyae npotokona STP BCE 3To NpuBOAUT K pe-
KOHurypaumm Bcen cetu. MNMpu ncnonb3oBaHum xe npoTtokona RSTP cobbitna 6yayt passu-
BaTbCs MHaYe.

PucyHok 16.

KommyTtatop A npogomkaeTt nonyyaTtb naketel BPDU oT KOpHEBOro kommyTtatopa, npuoputeT
KOTOpbIX Bbile, YeM naketel BPDU kommyTaTopa B. Noatomy kommyTaTop A cpasy nepecbina-
eT naket BPDU kopHeBoro kommyTtatopa kommyTatopy B. CnegosaTtensHo, kommyTtaTop B npe-
KpawiaeT reHepupoBaTb NakeTbl BPDU 1 onpegenseT nopT X Kak KOPHEBOW.

BbicTpbI nepexon nopToB B cocTosiHue «lMpoasumxeHus»

BbicTpas koHUrypaumsa cetn sBNsSieTCA cambiM BaXXHbIM HOBOBBeAeHMEM B cTaHaapTe |[EEE
802.1w. B ceTsax, B KOTOPbIX NpUMeEHSeTca Knaccmdeckui npotokon STP, ymeHblieHne Bpeme-
HW CXOAMMOCTU MOXHO OOCTMYb TOMbKO 3a CYET YMEHbLUEHWUs 3HadeHun napameTpoB Bridge
Forward Delay v Bridge Max. Age, 4TO 3a4acTylo NnpMBoAMT K HecTabunbHOCTM B paboTe npoTo-
kKona u cetu. Ona toro, 4tobbl AocTMyb ©onee GbICTPON CcxoAMMOCTU ceTu, npoTtokon RSTP
BBOAWT [iBa HOBbIX TWMa NOPTOB — MOrpPaHUYHbIM NOpT (edge port) u NopT Touvka-Touka (point-to-
point port, P2P port).

[ToepaHuYHble nopmel

[MorpaHn4YHbLIM NOPTOM ABNAETCH MOPT, HENOCPELCTBEHHO NMOAKIMIOYEHHbIA K CETMEHTY, B KOTO-
poM He MoryT 6bITb co3faHbl neTnu. Hanpumep, NopT HenocpeaCcTBEHHO NOAKIYEH K paboyen
ctaHumu. lMopT, KOTOpLIA onpedernieH Kak norpaHuYHbIN, MrHOBEHHO nepexoauT B COCTOsIHME
NPOOBWKEHNS!, MUHYS COCTOsSIHME OByyeHus. MNorpaHnyHbIA NOPT TepAeT CBOW CTaTyC U CTaHo-
BUTCS 0ObIYHBLIM NMOPTOM CBA3YIOLLEro AepeBa B TOM crydae, ecnv nony4ut naket BPDU.




HIMM «YuTex-Mpocu» — JlokanbHbIe KOMALIOTEPHBIE ceTn — Teopus

P2P nopm
P2P nopT 06bl4HO Mcnonb3yeTcs AN NOOKNIYEHNST K APYrMM MOCTaM M Takke cnocobeH GbICT-

poO nepenTn B coctosiHne npoaswxeHus. MNpu pabote RSTP Bce nopTbl, YHKUNOHMPYOLLME B
NOMHOAYNMEKCHOM pexnme, paccMmaTtpuBatoTca Kak noptel P2P, oo Tex nop, noka He 6yayT ne-
PEKOHUrypnpoBaHbl BPYYHYIO.

Cxodumocmb cemu

lpu ucnonb3oeaHuu npomokona STP.

PaccmoTpum npumep, oTpaxKatowmin cuTyauuio, NpMBOASILLYIO K pekKoHdurypaumm cety npu uc-
none3oBaHuun npotokona STP (pucyHok 17).

@® Kopresoit nopt D
@ HasHa4yeHHbIn nopT
PucyHok 17.
Ha npuBegeHHon Tononormn gobaeneH HOBbIA KaHan MEXay KOPHEBbIM KOMMYTaTOPOM U KOM-

myTaTtopom A. Mpu 3aTOM Mexay yKkazaHHbIMU KOMMYyTaTopamu yxxe eCTb CBA3b Yepe3 KOMMyTa-
Topbl C 1 D (pucyHok 18).

@® Kopresoit nopt D
@ HasHa4yeHHbI nopT
PucyHok 18.
Cenyac kommyTaTtop A B COCTOSIHUM MPOCIYLUMBATL KOPHEBOW MOPT Hanpsimyto. Takum obpa-
30M, naket BPDU OT KOpHS NpuXOoOUT He Ha KOpHEBOW nopT kommyTtatopa A. A 3TO o4HO U3

ABYX COObITUIA, NPMBOAALLMX K pEKOH(MrypaLmm cetn npun ncnonb3osaHum npotokona STP. Ta-
Knm obpasom, npoTtokon STP 6nokupyeT nopTbl HA 060MX KOHL@X HOBOrO KaHana, TO eCTb nopT
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KOPHEBOro KOMMyTaTopa U kKoMMyTaTopa A, U NepeBoauT 3TK NOpPTbl B cocTosiHWe «MpocnyLun-
BaHMe». Takum obpa3oM, UCKNoYaeTcs NeTns B CETU.

[anee naketbl BPDU kommyTaTop A cpasy e peTpaHCinpyeT Ha BCe CBOWM MOPTbIl, U OHM MO-
nagatoT Ha HasHa4YeHHbINn NopT KoMmMmyTaTopa C M HasHaveHHbIM NopT kommyTaTopa D. Cnepo-
BaTenbHO, kKommyTaTopbl C 1 D ToXe NOHMMaoT, YTO MPOM3OLLSIO U3MEHEHUE B KOHpurypauum
ceTun, 6NOKMpPyYIOT BCe CBOW NMOPTbl U paccbinarT cooblueHne 0 pekoHdurypaumm cetu. Tenepb
TONbKO Yepes gBonHoe Bpem4 Bridge Forward Delay npovsonaeT nonHoe nepecTpoeHne ceTu.

Tenepb nocMoTpuMm, Kak npoTtokon RSTP 6ynet paboTtaTb B aHanormyHom cutyauun. ObpaTtute
BHMMaHue Ha TO, YTO KOHEeYHasi Tononorusa cetn GyaeT Takon Xe, Kak U B Cllydae Ucnosib3oBa-
Husa npotokona STP. Tonbko npu ucnonb3oBaHun npoTtokona RSTP ons goctmkeHus gaHHOW
Tononorun GyaeT NpMMeHeHa Apyrasa nocrefoBaTenbHOCTb Waros, YTO 3aMeT ropasao MeHb-
LLIe BPEMEHMN.

Takke kak n B npotokone STP cpa3y nocne gobaBneHna HOBOro KaHana CBA3W MOPTbl Mexay
KOMMYTaToOpoM A 1 KOPHEBBIM KOMMYTaTOpPOM GyayT 3abroKkMpoBaHbl (pUCYyHOK 19).

® P2Pnopr D
@ MorpaHnyHbIA NopT

PucyHok 19.

lMocne atoro kommyTaTop A 3anycTuT npouenypy sync, B paMmkax KoTopou OyayT BbINOSIHEHbI
cnegywouwne oencTemns:

e kommyTatop A 6rokupyet Bce cBon P2P-nopThl;

e KOMMYyTaTop A MHULMANM3MpyeT NpoLEecc COrnacoBaHNSA C KOPHEM, B paMKkax KOTOpOro
nopTbl Ha 06OMX KOHUAX HOBOrO KaHana nepeBoasatcs obpaTHO B COCTOsIHME
Forwarding.

Hanee npouecc 610KNPOBKM MOPTOB CMyCKAETCH HUXE MO AepeBy NO Mepe Toro, Kak pacnpo-
cTpaHsTca cnyxebHble nakeTbl BPDU kopHeBOro kommytatopa yepes kommytatop A, n cetb
NPUHUMaET KOHUrypaumio, nokasaHHyto Ha pucyHke 20.
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® P2Pnopr D
@ [NorpaHu4HbIA NopT
PucyHok 20.
KommyTtaTtopbl B 1 C Takke BbINOMHAKT npoueaypy sync. KommyTtatop B nommmo 3abriokupo-
BaHHOro nopTa CoAEepP>KUT TOMNbKO MOrpaHMYHbIe NOPThI, MO3TOMY B pamMKax npoueaypbl Sync OH
AOMOMHUTENBHO He B6NOKMPYeT HM OAHOro U3 CBOMX MOPTOB, a@ TOSLKO NEPEBOAUT KaHan mMexay

cobon n kommytatopom A B akTuBHoe coctosiHne. KommyTtatop C GrokMpyeT nopT, CoeauHsito-
wmn ero ¢ D. B pesynbTate ceTb NnpyHMMaeT cneayowmmn sug (pUcyHok 21).

P

® P2P nopt

@ [NorpaHuyHbIA NopT

PucyHok 21.

B nTore gocturaeTcs Takas e KoHdurypaumsa ceTu, Kak n npu ncnonb3oBaHumn npotokona STP
(6brnokupyeTca nopT kommyTaTopa D, coegunsaowmn ero ¢ kommyTtatopom C). Bpems, 3atpayu-
BaeMoe Ha nepecTpoeHne ceTu, — 3To BpeMsi, Heobxoanmoe ansa cnycka naketos BPDU BHu3
no gepeBsy, TO eCTb B MPOLIECCE PEKOHUIYPaALIMM HE YYNUTBIBAKOTCS HUKaKNE Taumepsbl.

MexaHu3m «[1pednoxeHue/Coanacuey

Mocne TOro, kak cornacHo anroputMy STA NOpPT cTan HasHayeHHbIM, NPOMAET elle ABOMHOE
Bpemsa Forward Delay, n Tonbko Torga nopTt nepemngeTr B COCTOsSHME npoaswkeHus. lNMpu mc-
nosib3oBaHMM npoTokosia RSTP nepexo NopToB B COCTOSIHME MPOLBMXEHUSA OCYLLEeCTBNAETCH
ropasgo 6bicTpee. PaccmoTpum criegytowmn npumep (PUCYHOK 22).
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3. agreement, 1. proposal
p1 forwarding

pl: designated port
pl: mew root port
pd: alternate port
3 demignated port
pd: edge port

2: sync \2: sync unchanged)

(unchanged)  2: qunc block)

PucyHok 22.

MpeanonoXxmm, 4To Mexay KOpHEeBbIM KOMMYTaTOPOM Y KOMMYTaToOpoM A MOSIBUIICA HOBbLIN Ka-
Han cBaA3n. CooTBETCTBEHHO, 06a HaszHaYeHHbIX NopTa Ha 3TOM KaHane 6yayT nepeBefeHbl B
cocTtosiHne GriokmpoBku. Mpu aTom, cornacHo npotokony RSTP, korga HasHayYeHHbIM MNOPT Ha-
X0auTCca B cocTosiHMM Brokuposku (Discarding) unu obyyerus (Learning) (M TONbKO B 9TOM
cny4yae), oH BbicTaensiet 6ut «lpegnoxerHne» (Proposal bit) B8 BPDU, koTopbIi OH reHepupyerT.
Moatomy nopt pO KOPHEBOrO KOMMyTaTopa nocbinaeT MMeHHo Takon nakeT BPDU (war 1). Tak
kak kommyTaTtop A nonyyaet 6onee npuopuTeTHyl MHdopmaumio (naket BPDU, B koTopom
paccTosiHMe 0O KOPHA MeHblue, YeM BO Bcex naketax BPDU, nonyyaembiX 4O BO3HUKHOBEHUSA
HOBOro KaHana CBsi3n), TO OH HemMe[JIeHHO Ha3Ha4vaeT nopT p1 HOBbIM KOPHEBLIM MopToM. [a-
nee kommyTtaTop A 3anyckaeT npouenypy sync (War 2). B gaHHon npouenype He y4acTBYHOT
cnegyroLime Tunbl NOPTOB:

e OrpaHNYHbIN;

e 3a65TOKMPOBAHHbIN.

[na Toro, 4To6bl NpoMNACTPMpoBaThL PaboTy Npoueaypbl Sync Hag pasnnYHbIMKU TUNamu nop-
TOB, NPeanoNoXNM, YTO Ha KOMMYyTaTope A CyllecTByeT anbTepHATMBHbIN NOPT P2, HA3HAYEH-
HbI NOPT P3 B COCTOSAHUWN NPOABWKEHUS U NOrPaHNYHBIA NOPT p4. 3amMeTuM, YTo B NPOBOANMOMN
npouenype sync noptbl p2 1 p4 y4actesoBatb He ByayT. [loaTomy KommyTaTOpy A ANS yAa4yHOro
3aBeplleHns npoueaypbl sync HeobxoamMmo 3abnokupoBaTtb Tonbko nopT p3. locne atoro
KommyTaTtop A MOXeT pa3bnoknpoBaTb CBOW HOBbIM KOPHEBOW NOPT P1 U nocrnatb Yepes Hero
nakeT BPDU kopHeBOMYy KOMMYyTaTopy C BbiCTaBrneHHbIM 6utom «Cornacue» (Agreement bit)
(War 3). Cpasy nocrnie nony4yeHms noptom p0 gaHHOro nakeTta, OH cpasy NepexoauT B COCTOS-
Hue npoaswxexus (Lar 4, pucyHok 23).

4: go forwarding

\

4: proposal
PucyHok 23.
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lMocne BbINOMHEHMST YETBEPTOrO LWara nopT p3 HaxXoOuTCs B TaKOW e cuTyaumm, Kak n nopt p0
Ha nepsoM Lare. NMoaTomMy NopT p3 Ha4YHET nocbinaTb cBOMM coceasam nakeTsl BPDU ¢ BblI-
CTaBfeHHbIM BUTOM MpPeanoXeHus:.

Takum 06pa3om, MOXHO BblAENUTb CriegylolmMe OCHOBHble 4YepTbl MexaHuama «[pegnoxe-
Hue/CornaweHme:

* MexaHu3M O4YeHb ObICTPbIN M HE NCMNOMb3YeT B CBOEN paboTe HMKaknx Tanmepos. «Bon-
Ha pykonoxaTun» 6bICTPO pacnpoCTpaHAETCS MO HaNpaBeHUIO K rpaHuue cetu n bbICT-
pO BOCCTaHaBnvBaeT paboToCcnocOBHOCTb CETU Nocne NPoMCXoasaLLmMX U3MEHEHUI B TO-
nonoruu;

e ecnn 3abfOKMPOBaHHbLIN Has3Ha4YeHHbIn NOpPT He nonydaeT nakeT BPDU c¢ BbicTaBneH-
HbiIM 6uToM «CornaweHne» OH BbINOMHAET CTaHOAPTHYK npouenypy nepexoga B CO-
cTosiHne npoaBwkeHus (discarding-learning-listen), Tem cambiM 3ameansisi npouenypy
nepexoda u yBenuumeasi BpeMs pekoHdurypauum cetn. 3TO MOXET Cry4uMTbCH, ecnm
yaaneHHbIn KOMMyTaTop He noggepxmBaeT npotokonn RSTP wunu nopT yaaneHHoro
KomMyTaTopa 3abnokmupoBaH.

UplinkFast
[pyron cdopmon HemMeaneHHOro nepesoaa nopTa B COCTOSAHUE NPOABWMXKEHUS SIBAAETCS Mexa-

H13Mm UplinkFast. Korga KopHeBOW NopT BbIXOOUT M3 CTPOSA, KOMMYTaTop NEPEeBOAUT CBOW Hau-
NyyYwnin anbTepHATMBHBIN NOPT B PEXMM npoasumxeHus. Beilbop anbTepHaTMBHOIO nopTa B Ka-
YecTBEe KOPHEBOrO M3MEHSET TOMOSOMMI0 CeTU, HO NPU 3TOM TUNMYHAA npoueaypa pekoHpury-
paumm ceTn NyTeM paccCbifikvi LWnpokoBeLaTenbHbix (Mnu multicast) coobwennn BPDU He 3a-
nyckaetcs. [1pocTo MOCTbI, CToSWME Bbille B AepeBe Mepapxmun, o4mwaioT COOTBETCTBYHOLLNE
3anucu B Tabnuue Content Addressable Memory. [laHHbIN MexaHu3M He TpebyeT kakon-nubo
KOHdMrypauum co CTOpOHblI agMMHUCTpaTopa, Tak Kak B npotokornie RSTP oH siBnsieTcs BCTpo-
€HHbIM.

HoBbI MexaHU3M n3MeHeHUsA Tononoruu
MexaHn3am nsameHeHunsa Tononoruun B npotokone RSTP cunbHo nepepaboTaH.

ObHapy)xeHue usMeHeHuUsl monosoauu
CornacHo ctangapty IEEE 802.1w, TONbKO HE MOrpaHuUYHbIE MOPTLI, NEPEBEAEHHbIE B COCTOS-
HWe NPOABWMXKEHUHA, MOTYT reHepupoBaTh COBLITUA M3MeHeHUsa Tononormuun. MNMpu obHapyxeHuu
n3meHeHus Tononorun npotokon RSTP B nepByto ovepenb NponsBOANT CrieayoLimne OencTBUS:
e 3anyckaeT Ha BCEX He MorpaHu4YHbIX noptax n kopHesom nopty Tanmep TC While Timer
Ha BpeMs, paBHoe AByMm BennymHam Hello Time. Bo Bpemsa pabothl Taimepa TC While
Timer yepe3 nopT nockinatTcsa coodbuieHmns BPDU ¢ BbicTaBneHHbIM ¢ornarom TC;
e oyMLiaeT BCe 3anucu B Tabnuue nepeHanpasneHns, CBA3aHHbIE C JaHHbIMU NOPTaMW.

PacrnpocmpaHeHue obbsseneHus 06 UsMeHeHuUU mornosaoauu
Koga kommyTatop nony4daet coobuieHme BPDU c¢ BbicTaBneHHbIM conarom TC, oH npon3sBoaunt
cnegyowimne onepauum:
e ouyMwaeT Bce 3anucu B Tabnuue nepeHanpaBrieHns, CBA3aHHble CO BCEMU €ro noptamu
3a MUCKIMOYEHMEM TOro, MO KOTOPOMY BbIfI0 nony4YyeHo cooblueHne BPDU;
e 3anyckaeT Tanmep TC While Timer n pacceinaet coobweHns BPDU ¢ BbiCTaBneHHbIM
dnarom TC 4yepes BCe CBOM Ha3HaAY€HHbIE NOPTbl U KOPHEBOW NOPT.
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Takum obpasom, coobuieHns 06 n3amMeHeHne TONororMM PacrnpoCTPaHATCA OYeHb BbICTPO No
Bcen cetn. PacnpocTpaHeHne gaHHbIX COOOLEHUIN Tenepb YKnaabiBaeTca B OguH war. To ecTb
KOMMyTaTop, OOHapYyXMBLUMIA M3MEHEHWE TOMOSIOMMN, pacnpoCcTpaHsaeT coobLieHnsa Yepes BCo
ceTb B OTNn4yme ot npotokona STP, rae AaHHyo OYHKLMIO MOXET BbINOSIHATH TOSIbKO KOPHEBOM
KOMMyTaTop (PUCYHOK 24).

I-lk!\ -ll
A /fuwu\}«

Cosparenb coobuieHmin Toplogy Change
HanpsIMyto pacrnpocTpaHsieT Ux Yyepes
BCIO CETb

PucyHok 24.

3a HeckonbKo CekyHA OOmMbLUMHCTBO 3anucen B Tabnuue nepeHanpaeneHns copacbiBaloTcs y
BCEX kOMMyTaTtopoB ceTu. C OAHOM CTOPOHbI 3TO MPMBOAUT K BPEMEHHOMY «nyay» B CeTu
(koTOpbIM HEOOXOANM OJ11 MOBTOPHOIO 3anofiHEHNA Tabnuubl), a ¢ APYron — K yganeHuto ycra-
PEBLUMX 3anucen, KOTopble MeLLatT ObICTPOMY BOCCTAHOBIIEHUIO CBA3HOCTU CETH.

CoBmecTumocTb co ctaHgapTom IEEE 802.1d

Mpotokon RSTP B coctosiHm B3anmopencTesoBaTb ¢ npoTokon STP, HO npu 3TOM TepsitoTcs
BCe AoCTouHcTBa ctaHaapTta IEEE 802.1w, cBsidaHHble C ObICTPOWM CXOAUMOCTbIO CEeTEBOWN TO-
nomnorun.

HepocTtaTtku ctaHgapta IEEE 802.1w

XoT4a npoTtokon RSTP mumeeT ropas3go 6onee BbICOKME nokasaTtenu no HageXHoOCTU N OTKaso-
YCTOMYMBOCTM MO CPaABHEHUIO CO CTaHAAPTHbIM NpoTokonom STP, OH coxpaHsieT Takue Heaoc-
TaTKuW, KaK 4onroe BpemMsi BOCCTaHOBNeHUsa cetu. M noatomy ntobble Bepcumn Spanning Tree He-
NPUMEHUMbI B CETSX, KOTOpblE TPebyT HagexxHocTh B 99,999%.
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6.3. MHoxecTBeHHble rpynnbl Spanning Tree (Multiple Spanning Tree, IEEE
802.1s)

MSTP pacwupsaet ctaHgapT IEEE 802.1w (RSTP)gns nogaepkn Heckonbkux konun STP. 310
paclmpeHune obecrneumBaeT Kak ObICTPYH0 CXOAUMOCTb CETU, TaK U BO3MOXHOCTb OanaHca Ha-
rpysku B cetn ¢ HacTpoeHHbiMK VLAN. CtangapT 802.1s MSTP Takke BHOCUT AOMNOMHEHUA U B
crangapT 802.1Q. lMNMpotokon MSTP obpaTtHo coBmecTuM ¢ npoTtokonamm 802.1d u 802.1w u
NMo3BOSISAET HacTpamBaTb HECKONLKO He3aBncuMbIX "gepesbeB" STP B pasHbix VLAN — agMuHu-
cTpaTtop MOXeT rpynnupoBaTth U Ha3HavyaTb VLAN Ha oTaensHble "cBasylowme aepesbs”. Kax-
[oe Takoe "gepeBo" MOXET MMEeTb CBOK He3aBUCUMYHO OT Apyrnx "gepeBbeB" Tononoruto. o-
AobHas HoBas apxuTekTypa obecnedmBaeT HECKOSbKO pasHblX BapMaHTOB ANsi Nnepedayn AaH-
HbIX M NO3BONsieT opraHu3oBaTb 6anaHC Harpy3kn. OTO CBOWCTBO YryyllaeT OTKas3oyCTOMYu-
BOCTb CETM K BO3MOXHbIM c605IM, Tak kak cbon coegmHeHui B oTaenbHOM "gepese” (MapLipyTte
nepefayn AaHHbIX) He OTPa3nTCsA Ha Apyrux "aepeBbsx” U, COOTBETCTBEHHO, BO3MOXHbIX Map-
wpyTax. Takke 6narogaps MSTP obnervaetcs 3agada agMWHUCTPUPOBAHUA U YNpaBIEHUS
KPYMHBIMU CETSIMU: MOXXHO MCMOMb30BaTb pe3epBHble MapLpyThl Nepeaayn AaHHbIX NyTEM Ha-
CTponkn Heckornbkux VLAN 1 HAcTponKkon He3aBUCUMbIX "OepeBbeB" HA MOYYUBLUNMXCHA CErMEH-
Tax ceTw.

Mpounntoctpupyem paboty MSTP Ha npocTtom npumepe (pucyHok 25). lonyctum, ceTb COCTOUT
13 3 KOMMYTaTOpPOB, COEQUHEHHbIX Mexay cobon. B cetn HacTpoeHbl 2 VLAN ¢ VID 10 n 20. Ha
kommyTaTtope 1 VLAN 10 n 20 HacTpoeHbl Ha pa3HbIX NopTax Takum obpasom, 4To Tpadumk ans
o6ounx VLAN 10 n 20 nepegaeTtcsa no pasHbiM coegmMHeHMsM. Ha nepBbili B3rnsd, Takast KOHPU-
rypaumst 4OCTaToO4HO OBbl4HA M XOPOLIO NoAXoAuT Ans 6anaHCUPOBKM Harpysku Npu nepegade
Tpadumka asyx pasnuyHbix VLAN. OgHako B ceT HacTpoeH npotokon STP.

Ecnun kommyTaTtop 3 6yaet BbibpaH KOpHEBLIM KOMMYyTaTopom Anst STP, To coeguHeHne mexay
KommyTaTtopamun 1 n 2 6ygeT 3abnokuposaHo. B atom cnyvae Tpaduk ns VLAN 20 He cmoxeT
nepegaBaTbCsi N0 ceTn. ATa npobremMa BO3HMKAET NOTOMY, YTO KOMMYTaTOpbl paccMaTpuBatoT
VLAN 10 n 20 kak He3aBMCUMbIE CETU, B TO BpemMs kak npoTokon STP paccmaTtpuBaeT TOMNoso-
TMIO0 CETU KaK OAHY Lienyto ceTb.

Kommyrarop 1

Kommyrarop 2 Koumg;zop 3

@ B pesyneraTe pabomu STP @ Tpadmx na VLAN 10 nepeaaerca @ Tpadpmx s VLAN 20 ne moxeT
XOMMYTATOP 3 BuiOpP 3H KOPHEE BIM, mexay xommyTatopamm 113 GuTE NEpe A3H MEX Ay XOMMYTA
COeAMHeHME MeX Y KOMMYTITOpam Topamm in 2

u 112 Bunozabnormpoeano

PucyHok 25.
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OagHum n3 pelueHnn nogobHoM NpobnemMbl MOXeT cTaTb HaCcTpoWKa HesaBUCUMbIX konun STP
Ha koMMmyTaTopax. Ho HacTporka HesaBuCUMbIX konun STP He npuMeHsieTcsd, T.K. 3TO MOXET
NPUBECTU K 3HAYNTENBHOMY CHVDKEHWUIO MPON3BOAUTENBLHOCTU ceTu. K ToMy e, Ans MHOrMX ce-
Ten HeT HeoOXOAMMOCTW BbIMOSIHATE CIIOXHbIE HACTPOWKW. [opasgo npeanoyTuTenbHee Ha-
CTPOUTb eanHyto CTPYKTYpy STP Ha Bcew ceTu.

[na HopmanbHOro B3anMOOEeNCTBUS HECKOMbKUX YCTPOMCTB, OHU AOSMKHbI COMOCTaBMATL pas-
nuyHble VLAN C HeCcKONbKMMK BO3MOXHbIMU BapuvaHTaMy NpOXoXKAeHus Tpaduka - Konuamu
aepesa STP. MmeHHo anga atoro u cnyxut npotokon 802.1S MSTP. Bosspaluasch kK npumepy,
MOXHO yBuaeTb, Yto 802.1s AeNCTBUTENBHO peLlaeT NOCTaBMEHHYI0 3afady: ecnvm HasHauuTb
VLAN 10 Ha konuio MSTP nog Homepom 1, a VLAN 20 conoctaBuTb ¢ Konven 2. T.0. Nony4mT-
Cs ABe He3aBuCUMMbIX Toronorun gepesa STP. Kommytatop 3 CTaHOBUTCHA KOPHEBBLIM ANSA KO-
num MSTP Homep 2 n BGnokMpyeT npoxoxaeHue Tpaduka mexay kommytatopamu 1 n 2. Ho, B
oTnnyme ot npotokona 802.1D STP, 310 coeguHeHne GrOKMpyeTCH TOMbKO Afs1 NPOXOXOEeHUS
Tpadmka n3 VLAN 10. Tpaduk ns VLAN 20 6yaet nepepaBaTbCs N0 3TOMY COeQUHEHUIO. AHa-
nornyHeiM obpasom konust MSTP noa Homepom 2 BeiGepeT KOMMyTaTop 2 B KA4eCTBE KOPHEBO-
ro n 3abrokupyeT coeguHeHne mexagy kommyTtatopamu 1 n 3 gnsa tpaduka ns VLAN 20.

Takum obpasom, gocturaetcs Tpebyemas paboTa ceTu: OCyLLEeCcTBNAeTCa 6anaHc Harpy3ku npu
nepegadve Tpadumka Heckosnbkux VLAN no pasHbIM COEOUMHEHNAM U B TO XE€ BPEMSI B CETU OT-
CYTCTBYIOT fiornyeckme "netnu".

Kz 1 30 1

®
O

WLAM 20, WLA N0,
MSTF Instarce 2 M ETF Irstance 1

KommyTarop 3:

Root Instarce 1
B ik RASTP wokbep 1 Bacofin WST P Hokep 2 Tpada uz: VLA 10 Tpadue n: VLANZD
EOMMYTATOD 3 eraBpan KopHe b , KOMB TATOD 2 BuGpaH KopHeBIm, NepefasTca Mas iy NepeaasTon Mex Ay
COSAMHEHE &L KO MyTATORaM COSAMHEHIE METAY KOMMYTAT oM womMMyTaTopams 1 13 rommyTaropany 1u 2
W 1wl ana WLAN 10 Gei ao W 1w 3 gnaVUAN 2D Buno
136 ROKHPO BAKO 1AGROKHPOEIHG

PucyHok 26.
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7. TexHonorua Quality of Service

7.1. BBegeHue

B HacTosilee BpeMsi BMeCTe C MNnaHOMEPHbIM yBENMYEHNEM CKOPOCTEN nepefayvv OaHHbIX B
TEeNeKOMMYHMKaLUMAX yBENMYMBAETCA AOMS UHTEPAKTUBHOIO Tpadmka, KpanHe Y4yBCTBUTENbHO-
ro K napameTpam cpefbl TpaHCNopTMPOBKK. [1oaTomy 3agada obecneyeHnss kadecTBa 06CNyXKu-
BaHuA (Quality of Service, QoS) cTtaHoBUTCA BCe Bonee akTyanbHOMN.

Onpegenennin TepmmnHa QOS HACTONMbLKO MHOrO, YTO Mbl BblbepeM eqUHCTBEHHO BEPHOE — OT
Cisco: "QoS — QoS refers to the ability of a network to provide better service to selected net-
work traffic over various underlying technologies...". YTo MOXHO nUTEpaTypHO NepeBecTn Kak:
"QO0S — cnocobHocTb ceTn obecneunTb HEOBXOOMMBIN CEPBUC 3adaHHOMY TpaduKy B onpeae-
NEeHHbIX TEXHOOrMyecknx pamkax”.

HeobxoanMmbi cepBUC ONUCLIBAETCSH MHOMMMY NapamMmeTpamu, OTMETUM CPean HUX CaMble Bax-

Hble:

v" Bandwidth (BW) — nonoca nponyckaHusi, OnMcbiBaeT HOMUHANbHYK NPOMYCKHY Crocob-
HOCTb cpefbl Nnepeaayn nHdopmaumun, onpegenseT WUPUHY KaHana.

v Delay — 3agepxka npv nepefaye nakeTa.

Jitter — konebaHue (Bapmauus) 3agepXxk1 Npu nepegaye NakeTos.

v' Packet Loss — noTepu NakeToB, ONpeaenseT KOMYEeCTBO NAKeToB, OTOpacbiBaeMbIX CETbIO
BO BpeMms nepefayn.

<\

Cnyx6a QoS nmeeT pacnpefeneHHbli xapakTep, Tak Kak ee 3fieMeHTbl AOSMKHbI MPUCYTCTBO-
BaTb BO BCEX CETEBbIX YCTPOMCTBAX, MPOABUralomMX NakeTbl: KOMMyTaTopax, MapLpyTmM3aTo-
pax, cepepax goctyna. C apyron CTOpOHbI, cnyxba QoS gomkHa BKMYaTh TaKKe 3NeMeHTbI
LleHTPann3oBaHHOro yrnpaBrneHus, MOCKONbKy paboTy OTAerNbHbIX CETEBLIX YCTPOWCTB, Noaaep-
XusawLwmx QOS, HY>KHO KOOPANHUPOBATL, YTOOLI KA4eCTBO 06CMNYXMBaHMSA OblfIO OAHOPOAHBIM
BAOSMb BCEro MnyTW, NO KOTOPOMY CrneayrT nakeTbl notoka. Jltobblie rapaHTum QoS HacTonbko
XOPOLLM, HACKONbKO MX obecnednBaeT Hanbonee "cnabbin" anemMeHT B LIEMOYKE Mexay oTnpa-
BUTENem n nonydvatenem. [loatomy nogaepxka Qo0S ToOnNbko B OOHOM CETEBOM YCTPOWUCTBE,
NyCcTb OaXe W MarucTparibHOM, MOXET BECbMa He3HaAYMTENbHO YNy4ylnUTb KaueCcTBO 0BCNyXu-
BaHWSI UNN )Ke COBCEM He BNUATbL Ha napameTpbl QoS.

Ha pucyHke 27 npeactaBneHa 6a3oBas apxuTektypa cnyxbbl QoS ¢ anemeHTamy Tpex OCHOB-
HbIX TUMOB:

v cpepacte QoS yana;

v'  npoTokonos curHanusauun QosS;

v LleHTpanM3oBaHHbIX PYHKLWUA NONUTKKN, ynpaBreHnst n yyeta QoS.
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PucyHok 27. ba3zoBasi apxutekTypa cnyx6bl QoS.

7.2. CepBucHble mogenu QoS

Best Effort Service

HerapaHtnpoBaHHas poctaBka. ADGCONOTHOe OTcyTcTBME MexaHmamoB QoS. McnonbaytoTcs
BCE AOCTYMHbIE pecypcbl ceTn 6e3 kKakoro-nmbo BblAeneHus OTAErbHbIX KraccoB Tpaduka u
perynupoBaHusa. CumTtaeTtcs, 4To NyywmMm MexaHmaMom obecneveHns QoS aBnseTca yBenuye-
HWe NPONYCKHOW CNOCOBHOCTN. JTO B NPUHLUMME NPaBUITbHO, OAHAKO HEKOTOPbIE BUAbI Tpaduka
(Hanpumep, rofiocoBON) OYEHb YYBCTBUTENbHbI K 3a4€epXKKaM NakeToB U Bapuaumm CKOPOCTU UX
npoxoxaeHusi. Mogenb «Best Effort Service» gaxe npy Hannuum 6onbLlUMX pe3epBOB 4OMNyCKa-
€T BO3HMKHOBEHME NEPErpy3okK B Criyvae peskunx BCnneckoB Tpaduka. NMoatomy Gbinmn paspabdo-
TaHbl 1 apyrne nogxoabl kK obecneyeHmto QoS.

Integrated Service (IntServ)

Integrated Service (IntServ, RFC 1633) — Mmogenb MHTErpupoBaHHOro obcnyxmsanus. Moxet
obecneunTtb ckBo3Hoe (End-to-End) kayecTtBo obcnyxmnBaHus, rapaHTMpyss HeobxoamMmyo npo-
MYCKHYt0 cnocobHocCTb. IntServ ncnonb3yet ana cBomx Lenen nNpoTokon curHanusaumm RSVP
(ReSerVation Protocol). [No3BonseT NpunoxeHnsm BbipaxaTb CKBO3Hble TpeboBaHMsA K pecyp-
caM N COAEepPXUT MexaHu3mbl obecnevyeHns gaHHbIX TpeboBaHui. IntServ MOXHO KpaTko Oxa-
pakTepu3oBaThb Kak pe3epBupoBaHue pecypcoB (Resource reservation).

B cooTtBeTcTBMM € KOHUenumamm «Integrated Services» npunoxeHus mMoryTt BolbupaTtb Ans cBo-
MX NOTOKOB AaHHbIX N06OM U3 MHOMOYMCIEHHbLIX KOHTPOMNMPYEMbIX YPOBHEWN KayecTBa obcny-
Xuanus. [ina atoro k 6a3oBbiM IP-cepBucam gobaBnstoTCa HOBbIE KOMMOHEHTbLI U MEXAHU3MBbI.
O6cnyxumBaHue B peanbHOM BpeMeHu TpebyeT rapaHTui, 1 3TU rapaHTum He MoryT 6biTb obec-
neyeHbl 6e3 pesepsupoBaHus. Mpotokon pesepeupoBaHus RSVP npegycmaTtpmBaeT, 4To pe-
CypCbl pe3epBUPYIOTCA ANs1 KaXaoro notoka, Tpebytowero QoS, Ha KaxaomM NPOMEXYTOYHOM
MapLLpyTM3aTope Ha MyTW OT OTNPaBUTENSA K Mofy4vaTtento ¢ UCNONb30BaAHWEM CUrHanm3auum
«M3 KOHLA B KOHEL. JTO, B CBOO 04epeab, TpebyeT xpaHeHMs Ha MapLUpyTM3aTopax AaHHbIX O
COCTOSIHUM KaXKOoro KOHKPETHOro MOoToKa W, Kak criefctBue, nogpasymeBaeT KapauHanbHble
n3mMeHeHus B obuwern mogenu Internet. Kpome Toro, Takoe peleHue npeanaraeT cnocob nepe-
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Aaun TpeboBaHMIM NPUNOXEHUS dNEMEHTaM CETW, PacrnonOXeHHbIM BAOMb NyTW, U OBMeHa
cnyxebHon nHdopmauuen QoS mexay ceTeBbIMU ANeMeHTaMU 1 MPUITOXKEHNEM.

HepocTtatku ucnonb3oBaHunda npotokona RSVP cneaytouiue:

v/ Bpemsi Ha MpOKMNaZKy MapLupyTa pe3epBMPOBaHUsl, YTO MOXET OblTb KPUTUYHBLIM B [TO-
OanbHbIX ceTaX;

v/ 3arpyska NpoMeXyTOYHbIX MapLUpyTU3aTopoB MHOopMaLmen 0 xapaktepe nepegaBaemMoro
Tpacduika.

Differentiated Service (DiffServ)

Differentiated Service (DiffServ, RFC 2474/2475) — mogenb anddepeHLMpoBaHHOro o6Ccny»xu-
BaHus. Onpepgenset obecnevyeHne QOS Ha OCHOBE YETKO OMNpeAeneHHbIX KOMMOHEHTOB, KOM-
OMHMpYeMbIX C Lenblo npegoctaeneHns Tpebyembix yenyr. Apxutektypa DiffServ npegnonara-
eT Hann4yme kraccudukaTopos n popmmupoBaTenen Tpaduka Ha rpaHuLe CeTn, a Takke noa-
AEPXKKY PYHKUMWM pacnpeneneHns pecypcoB B a4pe ceTu B uenax obecneyeHuns Tpebyemon
nonuTUKM nowarosoro obcnyxmneaHusa (Per-Hop Behavior - PHB). PasgensieT Tpaduk Ha knac-
Cbl, BBOASI Heckonbko ypoBHen QoS. DiffServ coctont mns cnegyowmx yHKUMOHaNbHbIX 6510-
KOB: rpaHu4YHble hopmupoBaTenun Tpaduka (Knaccudpukaums naketoB, MapKMpoOBKa, ynpasne-
HME MHTEHCUBHOCTbIO) 1 peanu3atopbl PHB nonuTtukn (pacnpegeneHune pecypcoB, MONUTUKA
oT6pacbiBaHus nakeToB). DiffServ MOXHO kpaTko oxapaKkTepu3oBaTb Kak npuopuTesaumio Tpa-
duka (Prioritization).

MexaHuambl «Differentiated Services» ycoBepleHcTByOT npotokon IP ¢ uenblo npeogonetb
orpaHnyeHus IntServ/IRSVP n obecneuntb macwtabupyemoe n3bumparenbHoe obcnyxmBaHue B
Internet 6e3 Heo6GXOONMMOCTM 3aNOMUHATL COCTOSIHME KaXAoro NOTOKa U NoAdepKuBaTb CUrHa-
nusauuio. B otnnumne ot RSVP, B cny4vae DiffServ otnpasutenb n nonyyatens He oOMeHnBa-
loTCs MHopmaumen o TpeboBaHUsIX K KayecTBY OBCNY>KMBaHWUS, YTO UCKNIOYAET BPEMEHHbIE
3aTpaTbl Ha Npoknagky nyTu, npucywme RSVP.

MexaHuamebl DiffServ orpaHnymBaloTcs TONbKO YCTaHOBMAEHMEM COOTBETCTBUS MEXAY yCryramm
N pasnMyHbIMU YPOBHSMU «4yBCTBUTENBHOCTUY K 3a4epXKkam M MoTepsiM, TO €CTb HE UMEKT
Aena ¢ TOYHbIMW 3Ha4YeHUAMU Unu rapaHTusamMu. OHKM He paccunTaHbl Ha obecneveHne Toro nnu
WHOrO YPOBHS 00CNyxmnBaHms. BMecTo aToro oHn ctapattca obecnednTtbs OTHOCUTENBHOE YyNo-
pPSAOYMBaHME arpernpoBaHHbIX MOTOKOB, Tak YTO C OAHMM arperMpoBaHHbIM NOTOKOM GyayT
«obpalaTbCa ny4ywe», Yem ¢ Apyrum, B 3aBUCMMOCTU OT NpaBui o6CnyXuBaHud, onpeaenex-
HbIX 7151 K&XO0ro arperMpoBaHHOro NoToka.

MacwTtabupyemocTtb apxutektypbl DiffServ gocturaetca 3a cyet obbeanHeHnsa knaccudumka-
LMOHHBIX NPU3HAKoB Tpaduka, Npu 3ToM MHopmMauums o Tune Tpaduka nepegaeTcsa B 3aronos-
ke IP-gatarpammel. [pu aTOM CnoXHbIE onepaunn Knaccudukaumm, MapKMpoBKK, onpeaeneHms
npasun obcnyxusaHna n hopMmpoBaHmsa Tpadmka HeOBX0OMMO BbINOMHATL TOMLKO Ha rpaHu-
Lax ceTn UNu e Ha XocTax

Byaywasa moagenb QoS

MpumeHsemble BmecTe IntServ u DiffServ moryT cnocobctBoBath BHegpeHuto IP-TtenedoHunn,
BMAEO NO TPebOBaHUIO U PaA3NNYHbBIX KPUTUYECKM BaXHbIX ANA NpeanpuaTuid He MynbTuMeaun-
HbIX NpuUnoxeHun. IntServ No3BonseT xoctTam 3anpalumMBaTb KOHKPETHbIM 06beM pecypcoB Ans
Ka)kgoro notoka M Mcnonb3oBaTb 0O6paTHYHO CBA3b ANA onpeaeneHns BO3MOXHOCTU BbIMOSHe-
Hus 3anpocoB. DiffServ obecneunBaeT macwuTabmpyemMocTb ANsi KPYMNHbIX CETEN.
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B HacToslee Bpemsa npeanoxeHa rmbpuaHas CTpykTypa, KoTopas, no-BMaumMomy, siBrsieTcs
Hanbonee BbIUIPbIWHBIM KOMpomMuccoMm. OHa npegycmaTpusaeT NpUMEHeHUe Moaenu, B Ko-
Topon nepudepuriHbie nogacety nogaepxueaot RSVP un IntServ. 3T nogcetn ceA3aHbl ceTa-
mun DiffServ. Bnarogaps macwrtabupyemoctn ceten DiffServ gaHHas mogenb no3BonsieT pac-
WnpnTb amnanasoH genctemnda ceten IntServ/RSVP. lNMpomexyTodHble cetu DiffServ Bbirnagar
ansa ceten IntServ/RSVP kak ogHO TpaH3uTHoe 3BeHO. XOCTbl, NOAKNIYEHHbIE K nepudepnin-
HbIM ceTam IntServ/RSVP, nepepatot yepes cetn DiffServ 3anpocel gpyr apyry Ha pesepBupo-
BaHWEe pecypcoB AnNd Kaxaoro OTAenbHoro notoka. BHyTpu nepudepuiHbiX ceTen
IntServ/RSVP npumeHsieTcs cTtangaptHas obGpaboTtka npoTtokonoe IntServ/RSVP, a curHanb-
Hble coobuweHnss RSVP nepepatotca yepes cetu DiffServ npospadHbim obpasom. YcTpouncTea
Ha rpaHuue mexay cetamm IntServ/RSVP n cetamum DiffServ o6pabatbiBatoT coobuweHna RSVP
n obecneynBatoT BXOQHON KOHTPOSb C Y4ETOM Hanun4yms pecypcoB BHyTpu ceTtu DiffServ.

7.3. basoBble pyHKUMM QOS

baszoBble yHkUMM QOS 3akntovarTcs B obecnedeHmn HeobxoaMMbiX NapaMeTpoB cepsuca m
onpeaenstTcsa No OTHOLIEHMIO K TpadomKy Kak:

Knaccudukauus;

pasmMeTKa;

ynpaerieHne neperpyskamu;

npenoTBpaLleHne neperpysok;

perynupoBaHue.

ANRNENENEN

(DyHKLl,I/IOHaJ'IbHO KJ'IaCCI/ICbI/IKaLI,VIFI M pa3mMeTKa 4alle Bcero obecneunBaloTCcs Ha BXOOHbIX NOop-
Tax O60pyﬂ,OBaHI/IF|, a ynpasneHue u npeagortepalleHne neperpy3ok — Ha BbIXOOHbIX.

Knaccudmkaumnsa u pasmetka (Classification and Marking)

Knaccndukauusa naketoB (Packet Classification) npegcraBnsieT cobo MexaHnam COOTHECEHMS
nakeTa K onpefeneHHoMy Knaccy Tpaduka. [lpyron He MmeHee BaHOM 3agaden npu obpaboTke
nakeToB sBNAeTCcA MapkupoBka naketoB (Packet Marking) - HasHavyeHue COOTBETCTBYHOLLENO
npuoputeta (MeTkM). B 3aBUCMMOCTU OT YpOBHA paccmoTpenus (umeetcsa B Bugy OSI) atn 3a-
Aayn peLlarTcsa No-pasHomy.

Layer 2 Classification and Marking

Mpotokon Ethernet B unctom Buge He nogaepxusaet none npuoputeta. Noatomy Ha Ethernet
noptax (Access Port) BO3MOXHa NuLb BHYTPEHHSSA (MO OTHOLLEHUIO K KOMMYTaTopy) Knaccugu-
Kaums no HOMepy BXOASILLEro nopTa 1 OTCYTCTBYET Kakas-nnbo mapkMpoBKa.

Bbonee rmbknm peleHneM siBnsieTcs ncnonb3oBaHne ctaHgaprta IEEE 802.1P, koTtopbii pa3pa-
BatbiBancs comectHo ¢ 802.1Q. Nepapxms oTHowweHui 3geck cneaytowas: 802.1D onuckiBa-
€T TEXHOIOrno MOCTOB U siBnseTcsa 6asosorn ana 802.1Q 1 802.1P. 802.1Q onucbiBaeT TEXHO-
nornto BupTtyanbHbix ceten (VLAN), a 802.1P obecnevyeHne kadectBa obcnyxusaHus. B ue-
nom, BkMveHne nogaepxkm 802.1Q aBTOMaTMYECKM [AET BO3MOXHOCTb MCMONb30BaHMWSA
802.1P. CornacHo ctaHgapTy Mcnonb3yloTca 3 GuTta B 3arofioBKe BTOPOro YPOBHS, KOTOPbIE Ha-
sbiBatotcsa Class of Service (CoS). Takum obpasom, CoS moxeT npuHumaTtb 3HadeHus ot 0 o
7.
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ETHERNET FRAME

PucyHok 28. [lononHutensHoe none CoS B 3aronoske kagpa Ethernet.

Layer 3 Classification and Marking

Mapwpytunsmnpytowee obopygosanue (Layer 3) onepupyet IP naketamu, B KOTOpPbIX Nog Lienu
MapKUpPOBKM NMpeaycMOTPEeHO CcooTBeTCTBYloLee nore B IP-3aronoeke - Type of Service (ToS)
pasmepom oauH 6anTt. ToS MoxeT ObiTb 3anonHeH knaccudukatopom IP Precedence wnu
DSCP B 3aBucumocTn ot 3agaun. IP precedence (IPP) umeet pasmepHoctb 3 6uta (npuHumaet
3HayeHus 0-7). DSCP otHocuTcs k mogenu DiffServ n coctont n3 6 6ut (3HayveHus 0-63).

Kpome umdpposor dopmbl, 3Ha4yeHna DSCP moryT 6bITb BblpaXeHbl C MCNOMb30BaHUEM CneLu-
anbHbIX KMAOYEBbIX CMOB: AocTaBka No Bo3MoxHocTn BE — Best Effort, rapaHTupoBaHHas goc-
TaBka AF — Assured Forwarding n cpodHas goctaBka EF — Expedited Forwarding. B gononHe-
HME K 9TMM TpPeM KinaccaM CYyLLEeCTBYIOT KOAbl CeNneKkTtopa KrnaccoB, KoTopble [00aBnaTCs K
000o3HauyeHuto kracca u obpatHo coBmectumbl ¢ IPP. Hanpumep, 3HayeHne DSCP paBHoe 26
MOXHO 3anucaTtb kak AF31, 4To NONTHOCTLIO paBHO3HAYHO.

IP PACKET

1P PREC (3 BITS)

PucyHok 29. None TOS B IP-3arono.ke.
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YnpaBneHue neperpy3skamm (Congestion Management). MexaHuam ouyepenen.

lNepeepy3ku (Congestions)

Meperpy3ka BO3HMKAET B Criydyae NepenoniHeHMs BbIXOA4HbIX BydepoB nepegatowiero Tpaduk
obopygoBaHus. OCHOBHbIMU MEXaHM3MaMnU BO3HMKHOBEHUS Neperpys3ok (Mnu, 4To paBHO3HAY-
HO, cKonneHun — congestions) aBngaeTca arperauus Tpadrka n HecornacoBaHHOCTbL CKOPOCTEN

Ha uHTepdencax.
@ 1 MBS
P ; 1 MBIT/S
NET ))

/:\» N i

1T MBIT/S

@ 1 MBIT/S
\‘ 1 MBIT/S
% @

1T MBIT/S

Z MBIT/S ——F — 1 MBIT/S

\ NET ;

PucyHok 30. MNpumepbl BO3HUKHOBEHUS Neperpysok.

YnpaBneHue nponyckHOM CNOCOBHOCTLIO B Cryvae neperpysok (Y3knx MecT) OCyLLeCTBISeTCs C
NOMOLLbIO MexaHu3ma odepeei. [NakeTbl NnomeLlalTcs B ovepean, KoTopble ynopsgovyeHHO
obpabaTbiBalOTCA MO onpegeneHHomy anroputmy. PakTU4eckun, yrnpasrieHne neperpyskamm —
3TO onpejeneHve nopsaka, B KOTOPOM NakeTbl BbIXOAAT U3 MHTepderica (ovepeaen) Ha OCHOBe
npuopmuteToB. Ecnn neperpysok HET — odepean He paboTatoT (M He HyXHbl). [Nepeuncnum me-
Toabl 0bpaboTkm ovepenen.

Layer 2 Queuing

dunanyeckoe yCTPOMCTBO KIACCUYECKOro KOMMyTaTtopa MOXHO YMNpPOLLEHHO npeacTtaBuTb crie-
aylowmm obpasom: NakeT NpUXoauT Ha BXOAHOW NopT, obpabaTtbiBaeTcs MEXAHU3MOM KOMMY-
Tauumu, KOTOpbIA pellaeT, Kyga HanpaBuTb NakeT, 1 nonagaeTt B annapaTHble ovepeamn BbiXoa-
HOro nopta. AnnapaTHble odepeaun npeacraBnseT cobon BbICTPYO NaMsiTb, XPaHALLYHO NaKeThbl




HIMM «YuTex-Mpocu» — JlokanbHbIe KOMALIOTEPHBIE ceTn — Teopus

nepen TeMm, Kak OHM nonagyT HenocpeacTBEHHO Ha BbIxoAHOW nopT. [lanee, cornacHo onpene-
NeHHoMy MexaHn3My obpaboTku, nakeTbl N3BNEKaTCH U3 oYepeaen U NoKMaaT KOMMYTaTop.
N3HayanbHO ovepean paBHOMNPaBHbI U MMEHHO MeXxaHu3M obpaboTku ovepepen (Scheduling)
onpepenset npuoputedaumio. OBbIMHO Kaxabl MOPT KOMMYyTaTtopa COAEPXMUT OrpaHudYeHHoe
yumcno oyepenen: 2, 4, 8 n Tak ganee.

B obLwwmx yepTax HacTporka npMopuTesaumm 3aknoyaeTcs B crieayoLem:

1. W3HavanbHO oyepeam paBHoMpaBHbl. [10oaTOMy nNpegBapuTenbHO HEO6XOAMMO MX HaCTPO-
UTb, TO €CTb ONpPeAenuTb o4epeaHOCTb (MM NPoNopLMOHaNbHOCTL 06bema) nx obpaboT-
Kn. Yalle Bcero ato genaetcsa npussskon npuoputetoB 802.1P k ouepenam.

2. Heobxogumo ckoHdurypuposaTb obpaboTtunk ovepenen (Scheduler). Yawe Bcero ncnone-
3yloTCca B3BewleHHbln uuknudeckuin anroputm (Weighted Round Robin, WRR), koTopbin
paboTaeT Takke Kak HacTpauBaemble odepean (Custom Queueing) Ha ypoBHe 3 (CM. HU-
Xe), unu ctporas ovepeab npuoputetoB (Strict Priority Queueing), koTopasa paboTtaeT Tak-
Xe Kak npuoputeTHoe obcnyxunsanue (Priority Queueing) Ha ypoBHe 3 (CM. HUXe).

3. HasHauyeHve npuopuTeTa nocTynawwmm naketam: no BxogHomy nopty, no CoS wunn, B
cnyyae gononHuTenbHbIX BodaMoxkHocTen (Layer 3 switch), no kakum-1o nonsam IP.

PaboTaeT BCce 3710 crneaylowmum obpasom:

1. lMakeT nonagaet B KomMmyTaTop. Ecnn aT1o 06bivHbIN Ethernet nakeT, TO OH HE MEET METOK
npuopuTeTa 1 TakoBas MOXeT BbICTaBNATLCS KOMMYTaTOPOM, Hanpumep, N0 HOMepy BXOA4-
HOro MopTa, eCnn 3To HyXHO. Ecnu BxogHon nopT TpaHkoBbin (802.1Q wnnn ISL), To naket
MOXET HECTU METKY NpMopuUTeETa 1 KOMMYTATOP MOXET €€ NPUHATL NN 3aMEHUTb Ha Heob-
xoaumyto. B niobom cnyyae nakeT Ha JaHHOM 3Tane nonan B KOMMyTaTop U umeeT Heob-
xogumyto pasmetky CoS.

2. Tocne o6paboTkn NpoueccoM KOMMYyTauun NakeT B COOTBETCTBUM C METKOW mpuopuTeTa
CoS Hanpaensetcsa knaccudpmkatopom (Classify) B cOOTBETCTBYHOLLYIO O4Yepenb BbIXOOHO-
ro nopta. Hanpumep, kputndeckuii Tpadumk nonagaeT B BbICOKONPUOPUTETHYIO, @ MeHee
BaXXHbI B HU3KOMPUOPUTETHYHO OYEpeaM.

3. MexaHuam obpaboTtku (Scheduling) nssnekaet nakeTbl U3 ouepenen CornacHo nx nNpuopu-
TeTam. /13 BbICOKONPMOPUTETHON OYepean 3a eanHuLy BpeMeHn OyaeT BblgaHO Ha BbIXOA-
HOW NopT Gonblue NakeToB, YEM N3 HU3KOMPUOPUTETHON.

COMMUTATION WLIxUX
BOCHEDULING

¥
/ CLASSIFY / QUEUE
» — L] +
-» QUEUE -—p -
2 =~ L -
\ QUEUE

INFPUT OUTPEUT

PucyHok 31. MexaHunam obpaboTkm Bxoasuiero Tpadumka cornacHo CoS.

Layer 3 Queuing

MapLpyTunsmpytoLime ycTponcTea onepupytoT naketamm Ha TpetbeM yposHe OSI. Yalie Bcero
nogaepxka odepegen obecneunBaeTca NnporpaMmMHoO. OTO 03Ha4aeT B BOMbLIMHCTBE CrydaeB
OTCYTCTBME annapaTtHbIX OrpaHU4eHn Ha nx Ymcno n 6onee rmbkoe KOHPUIypUpoBaHNe mexa-
H13moB obpaboTkn. Obwas napagurma QoS Layer 3 BkoYaeT Knaccuukaumio 1 MapKMpoBKyY
nakeToB Ha Bxofe (Classification & Marking), pacnpegeneHvue no ovepegsam n ux obpaboTky
(Scheduling) no onpeaeneHHbIM anropuTmMam.
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W ewe pas nogyepkHeMm, 4TO npuoputesauuns (ovepeamn) TpebyeTcs B OCHOBHOM TOMbKO B y3-

KMX, 3arpy>KeHHbIX MecTax, Korga npornyckHOM CnocoOBHOCTU KaHana He XBaTaeT Ana nepegayn

BCEX MOCTyNarLWmUX NakeToB M HYXXHO Kakum-To obpasom auvddepeHumpoBaTb nx 06paboTky.

Kpome Toro, npuoputesauusa Heobxoguma v B criydae npefoTBpalleHUs BANAHUS BCMIECKOB

CeTeBOW aKTUBHOCTM Ha YyBCTBUTENbHbIN K 3agepXkam Tpaduk.

MpoBegem knaccudpumkaumnio Layer 3 QoS no metogam obpaboTkm oyepenen. Yawe Bcero B

MapLUpyTM3aTopax 1 KOMMyTaTopax NpUMEHSIOTCA crieayowme anroputMbl 06paboTkm ovepe-

nen:

v' TpaguumnoHHbin anroput™ FIFO;

v' npuopuTteTHoe obcnyxmeaHue (Priority Queueing), KOTOpoe TakkKe Ha3bIBalT «NOAABMA-
LMY

v' HacTpamBaemble ovepean (Custom Queueing);

v B3BelLeHHoe cnpaBeanmeoe obcnyxmeaHune (Weighted Fair Queueing, WFQ).

Kaxgbii anroputm paspabaTbiBarncs Ansi peleHnst onpeaenéHHbIX 3agay 1 noaToMy cneumdu-
YyecknMm obpa3oM BO3OENCTBYET Ha KayecTBO O0BOCMyXMBaHWUS pasnuMyHbIX TUMOB Tpaduka B ce-
TN. BO3MOXXHO KOMGUHMPOBAHHOE NPUMEHEHMWE 3TUX arropPUTMOB.

FIFO

OnemeHTapHas oyepedb C nocrefoBaTenbHbIM MPOXOXAEHMEM nakeToB, paboTtarowasa no
npuHUUNy nepebii npuwen — nepsbin ywen (First In First Out - FIFO. 3gecb HeT HUKakon npu-
oputesauumu.

lMpuopumemHoe obcnyxueaHue

MexaHuam npuoputeTHon 0bpaboTkm Tpaduka npegycMaTpmMBaeT pasgeneHne BCero CeTeBoro
Tpadumka Ha HebomMbLLIOE KONMMYECTBO KNAacCoB C HAa3HAa4YEHNEM KaxKAOMY Kraccy HEKOTOPOro Yu-
CnoBOro npusHaka — npuoputeTa. bnok knaccudukaumm Tpadmka MOXeT pasmMeLllaTbCs Kak B
CamMOM YCTPOKMCTBE (PUCYHOK 32), Tak 1 BHE €ro.

Qyepen pasuux NPHOPUTETOR
Buconl Bubop 13 oNepenan,
: achu ece Oonee
" ‘ NPHOPHTATHEIE BoxonHoR
Quepenn nycTu Tpachnk

BxomHo Cpsarani ==

Tpathux ——
Q , B
L E=EEE] '
Hopa Al BuixofHas
Knaccrcpuxarop ' Mnannposmx —
(IP Pracedenca, \ L abcomoTHee i
NPOTOKON, apeca NPHOPHTETH

Bybepa pammuoa‘wmau
PucyHok 32. OpraHusauusa npmoputeTHblx odepeaen Priority Queueing.

HesaBncumo o1 BbibpaHHOro cnocoba knaccudukaummn Tpadurka, B CETEBOM YCTPONCTBE MMe-
€TCH HECKONbKO o4yepenen, B COOTBETCTBUM C KOMMYECTBOM KraccoB. [1ocTynvBLUMIA B NepUoA
neperpysky nakeT NOMeLLaeTcs B ovepefb COrfacHo ero npuoputeTy. Ha pucyHke 32 npuse-
AEH NpUMep MUCMNONb30BaHMSA YETbIPEX MPUOPUTETHBLIX OoYyepenen: C BbICOKUM, CPpegHUM, HOp-
ManbHbIM W HU3KMM npuopuTeToM. [pruoputeTbl odyepedent UMerT abContoTHLIN XapakTep
npeanoyTeHns npu obpaboTke: noka n3 6onee NpMopuUTETHOM oYepean He ByayT BolGpaHbl BCe
nakeTbl, YCTPONCTBO He nepexoauT K obpaboTke cnegytoLlen, meHee npnopmuteTHon. MNMoatomy
nakeTbl CO cpegHUM npuopuTeToM Bcerga obpabatbiBaloTcsl TONbKO TOrga, Koraa ovepenb na-
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KETOB C BbICOKMM MPUOPUTETOM MYCTa, a NakeTbl C HA3KUM NPUOPUTETOM — TOSbKO Korga mycTbl
BCE BblLLECTOSILLME OYepeau.

KoHeuHbIh pasmep OydepHon namsitTy CETEBOro yCTPOWCTBA MpegnoriaraeT HEKOTOpYyk mnpe-
AENbHYO ANUHY Kaxaon odepean. O6bIMHO NO YMOMYaHUIO BCEM NPUOPUTETHLIM OYepeasiM OT-
BoasTca BGydepbl OAMHAKOBOro pa3mepa, HO MHOrMe YCTPOMUCTBA paspeLuarT agMUHUCTpaTopy
BblOENATb KaXA0WN o4vepean vHamBmayanbHbin 6ydep. Ero makcnmanbHasa gnvHa onpegensiet
npegernbHoe KONMMYeCTBO NakeToB, KOTOPble MOTYT XPaHUTLCS B oyepeaun OaHHOro npuopuTteTa.
MakeT, nocTynmnBLLMI B TO BpeMmsl, Koraa 6ydep 3anonHeH, NpocTo oTopackiBaeTcs.

MproputeTHOE 06CNYyXMBaHNE ouvepenel oGecneyrBaeT BbICOKOE KAaYeCTBO cepBuca Ansl nake-
TOB U3 CaMoW NPMOpPUTETHON oyepean. Ecnn cpegHsis MIHTEHCUBHOCTb MX MOCTYMMEHUs B YCT-
POMCTBO He MPEeBOCXOAUT MPOMYCKHOM CMOCOGHOCTU BbIXOOAHOMO MHTepdpeiica (M npovsBoau-
TENbHOCTU BHYTPEHHMX GrOKOB CaMOro yCTPOWCTBA, Y4aCTBYIOLIMX B NPOABWXEHWUN NaKeToB),
TO MakeTbl C HAaUBbICLUMM NPUOPUTETOM BCerga nonyyarT Ty NPOMyCKHY CMOCOBHOCTb, KOTO-
pasi UM Heobxoauma. YTo e kacaeTcsl ocTanbHbIX KIaccoB NPUOPUTETOB, TO Ka4yecTBO MX 06-
CNY>XMBaHUA HUXE, YeM Y NaKeTOB C HAaUBbICLUMM NPUOPUTETOM.

MoaTomy npuopuTeTHoe obcnyXxmnBaHMe oObIYHO NMPUMEHSIETCS B TOM Clnyyae, Korga B CeTu
€CTb YyBCTBMTEIbHbIN K 3a4ep)xkam Tpaduk, HO ero MHTEHCMBHOCTb HEBENWKA, TaK YTO ero Ha-
nnyne He CrMLKOM yLeMnseT ocTanbHom Tpaduk. Hanpmumep, ronocoBon Tpaduk 4yBCTBUTE-
NEeH K 3agepXxkamM, HO ero MHTEHCMBHOCTb 0ObIMHO He npeBbiwaeT 8-16 Kout/c, u, Takum obpa-
30M, NPWU Ha3Ha4YeHMM eMy HauBbICLLEro NpuopuTeTa OCTarnbHble Kracchbl Tpaduka He nocTpa-
patot. OgHako B ceTy MoryT HabniogaTbes 1 gpyrne cutyauuun. B yactHocTu, Bugeotpaduk To-
Xe TpebyeT nepBooyepenHOro obCnyXMBaHus, HO MMeET ropasgo 6onee BbICOKYHO MHTEHCUB-
HOCTb. [Ing Takmx criyqyaeB pa3paboTaHbl anropuTMbl YNpaBreHns ovepeasmn, JaroLme HU3KO-
NPUMOpPUTETHOMY TpadouKy HEKOTOpble rapaHTMM daxe B nepuodbl NOBbILEHUS UHTEHCUBHOCTU
BbICOKOMPUOPUTETHOIO Tpaduka.

B3seweHHble Hacmpaugaembie o4epedu

Anroputm B3BeLLeHHbIX odepenen (Weighted Queueing) paspaboTtaH ans Toro, 4toObl Ans
BCEX KnaccoB Tpadumka MOXHO 6bino npeocTaBuUTb OMNpeAeneHHbIt MUHUMYM MPOMYCKHOWM
CMOCOBHOCTM NN yaoBNeTBOpUTL TpeboBaHUA K 3agepkkam. [log Becom kakoro-nnbo knacca
NoHMMaeTCcs OoNs BblaensaemMon JaHHoOMY Buay Tpadomka NponyCcKHOW CNOCOBHOCTU BbIXOLHOIMO
nHTepdenca. AnNroputMm, B KOTOPOM BEC KaccoB Tpadmka MOXET HasHadaTbCs agMWHUCTPa-
TOpPOM, Ha3blBaeTCsA «HacTpamBaemoun oyepeabto» (Custom Queueing). B cniyyae, korga Beca
Ha3Ha4alTCs aBTOMaTU4eCKM, Ha OCHOBaHMM HEKOTOPOW afanTUBHOW cTpaTernv, peannsyetcs
TaKk Ha3blBaeMblll anropuMTM «B3BELUEHHOro crnpaseanueoro obcnyxmsanus» (Weighted Fair
Queueing, WFQ).

Kak npu B3BeLLEHHOM, TaK 1 Npu NPUOPUTETHOM OBCNYXMBaHWMW, TpadUK OENUTCA HA HECKOIb-
KO KrnaccoB, M AN Kaxaoro BBOAUTCH oTAenbHasa odepedb naketoB. C Kaxaow ovepenbto CBs-
3blBaeTCA A0Ms NPONYCKHOW CMOCOOHOCTM BbIXOOHOIO MHTEpdenca, rapaHTpyemas AaHHOMY
Knaccy Tpadmka npu neperpyskax aToro uHtepdenca. B npumepe, npMBegeHHOM Ha PUCYHKe
33, YCTPOMCTBO NogAepXuBaeT NATb odepeden Ans NATM KnaccoB Tpaduka. TUM odyepeasm
cootBetctByeT 10, 10, 30, 20 n 30% nponyckHOM CnOCOBHOCTM BbIXOOAHOIO MHTEpdenca npu
neperpyakax.
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PucyHok 33. HactpanBaemble ouepean Custom Queueing.

MocTtaBneHHas uenb gocturaeTca Gnarogapsa ToMy, YTO odepean obCcnyxmBarTca nocneaoBa-
TENbHO M UUKIMNYECKUN, N B KaXKOOM LMKNE U3 Kaxaow odepeamn 3abupaetca Takoe vmcno 6anr,
KOTOpOE COOTBETCTBYET BeCy ouyepeau. Hanpumep, ecnv umkn npocMmoTpa odepenen B pac-
cMaTpuBaeMOM npuMepe paBeH 1 cek, a CKOpPOCTb BbIXOOHOro UHTepdpenca coctasnset 100
M6wuT/c, TO Npu neperpyskax B KaxdoM LMKIe u3 nepson ovyepean 3abupaetca 10 Mout pgan-
HbIX, U3 BTopon Toxe 10 Mo6uT, us Tpetbenn — 30 Mo6uT, us Yeteepton — 20 MGuT, 13 narton —
30 M6uT. B pesynbTaTe kaxgoMy knaccy Tpadmka AOCTaeTcsi rapaHTUPOBAHHBIA MUHUMYM
MPOMNYCKHOM CNOCOOHOCTW, YTO BO MHOIMX Cry4yasx siBnsetca bonee xenatenbHbiM pesyrbTa-
TOM, YeM NoAaBrieHne HN3KOMPUOPUTETHBIX KITACCOB BbICOKONPUOPUTETHBLIM.

To4yHble 3HayeHus1 napameTpoB QOS Ans anropuTMa B3BeLUeHHOro obCryXuMBaHWS npencka-
3aTb TpyAHo. OHM CylLecTBEHHbIM 0Opa3oM 3aBUCAT OT AMHAMUYECKU U3MEHSIIOLLMXCSA napa-
METPOB Harpy3ku CETEeBOro YCTPOWCTBA — MHTEHCMBHOCTW MaKeTOB BCEX KIacCoB WM Bapuauumi
NMPOMEXYTKOB BpEMEHM Mexay npubbiTem nakeTtoB. B obliem crnyyae B3BelLEeHHOE 06CnyXu-
BaHMe NpuBOAUT K BONbLUMM 3afepXKkam U UX OTKIIOHEHUSIM, YeM NepBooYepegHoe 0BCnyXu-
BaHMe AN CaMOoro NpUOPUTETHOrO Kracca, Aaxe npu 3HauYMTernbHOM NPEeBbILLEHUN BblaeneH-
HOW MPOMYCKHON CNOCOBHOCTM HaZ MHTEHCUMBHOCTBLIO BXOAHOIO NOTOKAa AaHHOro knacca. Ho ans
Bornee HU3KNX NPUOPUTETHLIX KITACCOB B3BELLEHHOE crnpaBeasiMBoe obcnyxmBaHne YacTo oka-
3biBaeTcsl Gonee npuMemnemMbiM C TOYKWU 3PEHUSI CO3AaHUsi BGNnaronpuUSTHLIX YCIOBUI OBCHYXK-
BaHMSA BCEX KraccoB Tpaduka.

B3seweHHoOe crnpasednueoe obcryxuesaHue

B3BelwweHHoe cnpaBegnueoe obcnyxmeaHue (Weighted Fair Queuing, WFQ) — 310 koMGUHMpO-
BaHHbI MexaHu3M 0BCnyXnBaHUA odepeden, CoveTallWmMi NpUopuTeTHoOEe obcnyxXunsaHue co
B3BeLleHHbIM. [Tpon3Bogutenu ceteBoro o6opyaoBaHUSA npeanaratoT MHOrOYMCNeHHble cobCT-
BEeHHble peanusaumn WFQ, oTnuyaromecs cnocoboM HasHa4yeHUs BECOB U NOOOEPKKON pas-
NUYHBIX PEXUMOB paboTbl, MO3TOMY B KaA0OM KOHKPETHOM Cllyyae Heob6X04MMO BHUMATENbHO
n3yunTb BCce geTtanu nogaepxunsaemoro WFQ.

Hanbonee pacnpocTpaHeHHasi cxema npegycmaTpuBaeT CyLlecTBOBaHWE O4HOM ocobon ove-
pean, Kotopas ob6cnyXuBaeTca No NPUOPUTETHON CXeme — BCeraa B NepByo ovepenb 1 4O TeX
nop, noka Bce 3asiBKM U3 Hee He ByayT MCMNOMHeHbl. JTa ovepedb nNpegHasHadeHa onsi CUcTem-
HbIX COOOLLEHMI, COODLLEHMI YNPaBEHNS CETbIO U, BO3MOXHO, NakeToB Haumbonee Kputuye-
Ckux n TpeboBaTenbHbIX NpuUroxeHun. Bo Bcsikom cnyyae, npegnonaraetcd, 4To e€ Tpaduk
NMEET HEBLICOKYD WHTEHCMBHOCTb, MO3TOMY 3HAuMTENbHas 4acTb MPOMYCKHOW CNOCOBHOCTU
BbIXOOHOIo UHTepdenca octaeTca ApyruMm Krnaccam tpacduka.
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OctanbHble o4Yepean yCTPOMCTBO NpoCcMaTpuBaeT nocrefoBaTenbHO, B COOTBETCTBMM C anro-
PUTMOM B3BELLEHHOro obCcnyxmnBaHua (pucyHok 34). AOMUHUCTPATOp MOXET 3agaTb BeC Ang
KaXxdoro krnacca tpaduka aHanorMyHo ToMy, Kak 3To AenaeTcs B Cryvae B3BeLUeHHOro obcny-
XvBaHuA. BapuaHT paboTbl N0 ymMon4aHuio nNpegycMaTpuBaeT ANs BCEX OCTarbHbIX KIacCcoB
Tpaduka paBHble 4ONM NPOMYCKHOW CNOCOBHOCTM BbIXOAHOrO MHTepdherica (3a BblMETOM OC-
TaBLUENCst OT NPUOPUTETHOIO Tpaduka).
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PucyHok 34. B3aelueHHoe cnpaseanusoe obcnyxmsarnme Weighted Fair Queuing.

Mpoussoauteny obopyaoBaHns AOMOMHAT MexaHu3aMm WFQ HeKoTOpbIMM MOME3HbIMU PEXU-
mamu. Hanpumep, B maplipytnsatopax komnaHum Cisco npefyCMOTPEHO HECKONbKO pa3Ho-
BugHocTtent WFQ:

v/ OCHOBaHHbIN Ha noTokax (Flow-based) pexxum WFQ (FWFQ);

v/ OCHOBaHHbIN Ha knaccax (Class-based) pexxum WFQ (CWFQ).

Ona BapuaHta FWFQ Ha 6ase noTokoB B MapLupyTusaTope co3daeTcs CTOMbKO ovepenewn,
CKOJTbKO MOTOKOB CyLLleCTBYyeT B Tpadumke. Kaxxgomy noToky COOTBETCTBYET OTAEeNbHasA BbIXOA-
Hasa odepenb, AN KOTOPOW B nepuoabl neperpy3ok mexaHnam WFQ BblgenseTt paBHble 0Mu
nponyckHon cnocobHocTn nopta. [loatomy wHoraa anroput™m FWFQ HaseiBator FQ (Fair
Queuing) — cnpaBeanuBoe obcnyxXuBaHue.

Bapunant CWFQ Ha 6a3e knaccoB B mapLupyTtmsaTopax Cisco umeeT aBa nogsapuaHTa:

v/ Knaccbl Tpaduka onpenensitoTca Ha OCHOBAHMM Tak HasbiBaeMblx rpynn QoS, cooTBeTCT-
BYIOLLMX Habopy Mpu3HaKoB M3 crnivcka ynpaeneHus goctynom (ACL), Hanpumep, Homepy
BXOJHOro MHTepdenca nnm Homepy xocTta unm noaceTy;

v/ Knaccbl Tpadmka onpeaensitoTca 3Ha4YeHnsamMmu nonen ToS.

Ana BapuaHTa rpynn QoS agMuHUCTpaTOp 3agdaeT Beca NpPOMyCcKHOM CnOCcOBHOCTU, Bblaensae-

MoK kaxgon rpynne QoS, a Takke (OnNuMoHanbHO) MakcMmarnbHy AnNuHy odepeaun. MNMakeTbl, He

OTHECEHHbIE HM K OAHOW 13 rpynn, Bkntovatotcs B rpynny 0. Mpu HasHavyeHun BecoB WFQ Hyx-

HO NpPMHMMaTb BO BHUMaHWE crneayoLlee:

v" rpynne QoS c Homepom 0 aBTOMaTu4yeckn HazHa4vaeTcs 1% uMetoLLencs NponyckHOM cno-
cobHocTy;
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v/ obwwunin BeC BCcex ocTarnbHbIX rpynn He MoXeT ObiTb 6onee 99%;
v/ ocTaBLUasica Nocne HasHavyeHus BeCOB MNpornyckHas cnocobHOCTb BblaensieTcs rpynne 0.

B BapuaHTe knaccudumkalumm Ha OCHOoBaHMM 3Ha4YeHMn TOS npegycMaTpmBaloTCA Beca KraccoB
no ymonyaHuio. OHW BCTYNawT B CUMY, €Cnv agMUHUCTPATOP SIBHO He 3ajan UX C NOMOLLbHO
koMmaHabl weight. [Ina knaccudmkaumm ucnonb3yeTcs ABa Mnagwmnx Guta TpexpaspsgHoro
nognons IP Precedence 13 nonst ToS, Tak 4To B 3TOM BapMaHTe MMEETCH BCEro YeTbipe Knacca
Tpadumka. Mo ymonuanuio, knaccy 0 Boigensetca 10% BbIXO4HOM NPOMYCKHOW CNOCOGHOCTH,
knaccy 1 — 20%, knaccy 2 — 30% u knaccy 3 — 40%. Yem Bbilwe Knacc, TeM BaxkHee Tpaduk,
No3TOMY BblAeneHme Gonbluen Aonn NponyckHOM cnocobHOCTM co3paeT Ans Hero 6onee npu-
BUNErMpoBaHHbIe YCIOBUS NPOOBUKEHUS.
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8. OCHOBbI KOMMYTaL KN TPETLEIO YPOBHS

8.1. MpnyunHbI NosiBreHusA

MapLupyTusaTopbl — YCTPOMCTBA CIOXHbIE M OKa3bIBAKOTCA JOPOXKE, YeM KOMMYTaTopbl NPY TOM
)X€ YPOBHE MPOMN3BOANTENBHOCTU. A 13-3a 3aepXek Ha 06paboTky nHdopmaumm MapLLpyTu3a-
TOp (OYHKUMOHUPYET B OOUHAKOBLIX YCINOBUSX MeAneHHee, YeM kommyTaTop. C apyroi ctopo-
Hbl, A@HHblE, KOTOPbLIMX pacnofiaraeT MapLlpyTM3aTop, NO3BOMSIOT €My BbINOMHATL AOMNOMHU-
TenbHble PYHKLMM NMOMMMO COBCTBEHHO MEpPEMELLEHMSI MAKETOB AaHHbIX, HanNpuMep ynpaene-
Hue nepepadent. K koHuy 90-x rogoB BO3HMKNA HEOOXOAUMOCTb B CO34aHUM HOBbLIX CETEBbIX
YCTPOWCTB, KOTOpble Obl 06beaMHUNU OYHKLUMM MapLIpyTM3aTOPOB WM MPOU3BOAUTENLHOCTb
koMMyTaTopoB. CTano NOHATHO, YTO PELLEHMEe Had0 NCKaTb Ha NepecevYeHnn TEXHOMOMIA: 00b-
eaVHUB JOCTOMHCTBA KOMMYyTauUMM C YMEHMEM MapLUpyTM3aTOPOB HaknaablBaTb Ha usnye-
CKYH CTPYKTYPY CETU NOrMYECKNe orpaHnUYeHus.

Moes kommyTauus Ha 3 ypoBHe BrnepBble Obina npeanoxeHa komnaHuen lIpsilon. Ha tekywmii
MomeHT BpemeHn (2008 rog) Tak u He Co3gaHO Kakoro-nmbo ctaHaapTa, onpeaensowero KoH-
uenuuio koMmmyTtaumm Ha 3 ypoeHe mogenun OSI. BmecTo aToro kaxabii NporM3BoguTENb Tpak-
TyeT MU peanuayeT OaHHYK TEXHOMOrMI No-CBOEMY. TeM He MeHee, MOXHO BblAENUTb OCHOB-
Hble HanpaBneHns B TEXHOMNOMMN KOMMYyTaL MK TPETLETO YPOBHS, KOTOPblE pacCMOTPEHDI B Cre-
AyrLwem pasgene.

8.2. Knaccudmkaums
KommyTaTtopbl 3-ro ypoBHS 4enATCA Ha ABEe KaTeropuu:

e nakeTHble (Packet-by-Packet Layer 3 Switches, PPL3) nnun koMmmyTupylowme mapLupy-
Tnsartopsl (switching routers). PPL3 o3HayaeT npocTo ObICTpYyo MapLupyTM3aUmio;

e ckBO3Hble (Cut-Through Layer 3 Switches, CTL3) unu mapLpyTusnpytoime KommytaTo-
pbl (routing switches). CTL3 — mapLupyTnsauunio NepBoro naketa v KOMMyTauuio BCex
ocTarnbHbIX;

e KOMMYTaTOpPbl MOTOKOB.

8.3. NakeTHble KOMMYyTaTOpPbI 3 YPOBHS

MakeTHas kKOMMyTauusi Ha TPeTbEM YpOBHe (pMCyHOK 35) Ha camom ferne npeacraBnset cobomn
He YTO MHOe, KaK annapaTHyl0 MapLupytusaums. TpaguunoHHble MapLUpyTU3aTOpbl peanusyoT
CBOW (PYHKUMWM C MOMOLLbIO MPOrpaMMHO-yrNpaBnsemMblIX NpoLeccopoB, 4To byaem HasbiBaTb
nporpaMMHOM MapLupyTusaumen. Kcnonb3oBaHWe BbICOKOCKOPOCTHON TEXHOSOrMn GonbLumx
3aKasHbIX MHTerpanbHbIx cxeM (ASIC) siBnseTca rmaBHOM XapakTepuUCTUKOW, oTnuyaroLen na-
KeTHble KOMMYTaTOpbl TPETbErO YPOBHSA OT TPAAULIMOHHBLIX MapLLPYTU3aTOPOB.

MakeTHass KOMMyTaUUsi OTHOCUTENBHO MPOCTA, NOSTHOCTLIO NOAAEPXKMBAET BCE CEPBUCHI U NMPO-
TOKOSbI, XOPOLLO M3y4eHa M NPOTeCTMPOBaHa B KOHKPETHbIX NpoAykTax. MNakeTHble kKomMmyTaTo-
pbl 1 MapLUpyTM3aTOpbl DaKTUYECKN NOEHTUYHBI, pasHuua 3aknoyaeTcs B X (oM3n4eckon pea-
nu3auumn. B ctaHgapTHbIX MaplpyTu3aTtopax obpaboTka naketa npoucxogut B MUKpOnpoLec-
COpPHOM fiape, B TO BpeMs Kak KOMMyTaTopbl 3 ypOBHS Mcnonb3ytoT mukpocxembl ASIC (Appli-
cation Specific Integrated Circuit, CneuynanuanpoBaHHas npukrnagHas nHTerpanbHas cxema).
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PucyHok 35.

8.4. CKBO3Hble KOMMYyTaTOpPbl 3 YPOBHSA

lMepBbIMM yCTPOMCTBaMU, peanm3oBaBLLUMMN KOMMYTAUUIO TPETLETO YPOBHS, ObINM MapLLpyTu-
3npyrwine KOMMyTaTopbl UMK CKBO3HbIE KOMMYTATOPbI. I'Ipou,ecc 06pa6OTKI/I N nepegavn gaH-
HbIX OcyllecTBndeTcsd Ha KaHanbHOM YpoOBHEe, MpeaBapUTENbHbIN e MNOMCK ONTMMarbHOro
MapLlpyTa ocyllecTBnsietcss npy nomowm 3-ro ypoBHsi. OObIMHO 3a4eNCTBYETCSl BHELLHWIA
MapuwpyTtmsaTtop uMnu nnata mMapupytu3daunn, KOTOPYKO KOMMYTaTtop BOCMPUHUMaET KaK OT-
AenbHOoe BHELLUHEE YCTPOWCTBO.

ASIC ASIC ASIC  ASIC

PucyHok 36.

Bonee nogpobHo cxema paboTbl AaHHbBIX YCTPONCTB BbIrNAAUT CneayowmmMm obpa3om (pPUCyHOK
37). MycTb KOMMYTaTOpP TPETbEro YpOBHA MOCTPOEH TaK, YTO B HEM MMeeTCs MHGopMaumsa O
COOTBETCTBMM CeTeBbIX afgpecoB (Hanpumep, IP-agpecoB) agpecam hunanyeckoro yposHs (Ha-
npumep, MAC-agpecam). Bce atn MAC-agpeca o6bi4HbIM 06pa3om OToGpaXKeHbl B KOMMyTa-
unoHHon Tabnuue (Forwarding Table), HesaBuCMMO OT TOro, NpMHAANEXaT N OHWM AAaHHOWN CEeTU
NN gpyrum ceTsam.
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PucyHok 37.

lNepBbl KOMMYTATOP, Ha KOTOPbLIN NOCTYNaeT NakeT, YaCTUYHO BbIMOMHAET OYHKUUM MapLupy-
TM3aTopa, a UMEHHO, yHKUMM cpunbTpauun, obecneumsarowme G6esonacHocTb. OH peluaer,
nponyckaTb UM HET JaHHbIA NakeT B ApYrylo ceTb. Ecnu naket nponyckatb HYXXHO, TO KOMMY-
Tatop no IP-agpecy Ha3Ha4veHust onpegensieT MAC-agpec yana HasHavyeHust U opMUpyeT Ho-
Bblll 3arofloBOK BTOPOro ypoBHSA ¢ HanaeHHbiM MAC-agpecomM. 3atem BbinonHaeTcs obblvHas
npouenypa koMmmyTtaumm no gaHHomy MAC-agpecy ¢ NnpocMOTPOM agpecHom Tabnuubl KOMMy-
TaTopa. Bce nocnegytowme KOMMyTaTopbl, MOCTPOEHHbIE MO 3TOMY XXe npuHumMny, obpabaThbl-
BalOT AaHHbIN Kaap Kak 0Bbl4HbIE KOMMYTATOPbl BTOPOro YPOBHS, HE npuBnekas yHKUUA map-
LIPYTM3aUUN, YTO 3HAYMTENBHO ycKopsieT ero obpaboTky. OgHaKo yHKLMM MapLUpyTU3aunm He
ABNATCA ANSA HUX N36bITOYHBIMM, MOCKONbKY M Ha 3TU KOMMYyTaTOpPbl MOTYT NOCTynaTb NEpBUY-
Hble nakeTbl (HENOCPeACTBEHHO OT pabounx CTaHuun), Ansg KOTOpbIX HEOH6XOOUMO BbIMOSHATL
dunbTpaumio n noactaHosky MAC-agpecos.

OTO onucaHMe HOCUT CXeMaTUYEeCKUN XapakTep M He packpbiBaeT CnocOOO0B pelueHUs BO3HM-
KaloLmx Npu 3TOM MHOFOYUCIIEHHbIX Npobnem, Hanpumep, NpobnemMbl NOCTPOEHNa Tabnuubl
cootBeTcTBUSA |IP-agpecoB n MAC-agpecos.

MocneaHnm KoMMMeKkCHbIM "MposiBAeHMEM" MapLUpyTU3MPYIOLLEN KOMMYyTauun SBRsieTcs Tex-
Honorna MynbTunpoTtokonsHon KommyTtauun Metok (MultiProtocol Label Switching, MPLS), ko-
Topasi NblTaeTcAa cpasy peLnTb Kak 3agadm HenocpeacTBEHHO BbICTPON Nepegayn OaHHbIX, Tak
N KayecTBa 06CnyXuBaHusA 1 npuoputesaumm Tpaduka (QoS) nntoc nsonsaumm n 6e3onacHoOCTu
(VLAN).
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MocTtynun naket
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Table nepeHanpasneHns dunbTpaummn
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Mownck nopta | _ _ | Forwarding
nepeHanpasneHns Table

PucyHok 38.

Mpumepbl peanusauum MapLUPYTU3UPYHOLLMX KOMMYTaTOpPOB

Cabletron

Mpymepamn KOMMYTATOPOB TPETHErO YPOBHS, paboTaloLmnx No 3TOM cxeme, ABNAKTCS KOMMY-
TaTtopbl SmartSwitch komnaHun Cabletron. KomnaHusa Cabletron peanusosana B HUX cBon npo-
TOKON YCKOPEeHHON MapwpyTudaumm SecureFast Virtual Network, SFVN.

[nga opraHn3aumm HenocpeacTBEHHOrO B3aMMoAencTBus paboumnx ctaHuun 6e3 npoMexyTo4Ho-
ro MapLpyTmsatopa HeoO6XOAMMO CKOH(PUIYpMpOBaTh K&Ky M3 HUX Tak, YTobbl OHa cuntana
COBCTBEHHbIN MHTEPMENC MapLLIPYTU3aTOPOM MO yMOonyaHuio. pu Takon KoHurypaumm ctaH-
UM MblTAeTCA CaMOCTOATENbHO OTMPaBWUTb JIOOON NakeT KOHEYHOMY Y3fy, Oae ecnv 3ToT
y3en HaxoauTcsa B ApYron ceTu. Tak kak B obwem criydae (pucyHok 39) cTaHuum HEU3BECTEH
MAC-agpec y3na HasHadyeHus, TO OHa reHepupyeT cooTBeTcTByloWwmnn ARP-3anpoc, KoTopbii
nepexsaTbiBaeT KOMMyTaTop, noaaepxmsatowmii npotokon SFVN. B cetTn npegnonaraeTcs Ha-
nunyne cepsepa SFVN Server, ansaioowerocs NOAHOLEHHbIM MapLUPYTU3aTOPOM U NOaLaEePXN-
Batowero obwyo ARP-tabnuuy Bcex y3noB SFVN-cetn. CepBep Bo3BpaliaeT KOMMyTaTtopy
MAC-agpec yana HasHa4yeHus, a KoOMMyTaTop, B CBOK o4yepenb, NepenaeT ero UCXogHOW CTak-
unn. OgHospemeHHo cepep SFVN nepegaet kommyTaTopam CeTU MHCTPYKLMM O paspeLleHnmn
npoxoxaeHus naketa ¢ MAC-agpecom y3na HasHavyeHus Yepes rpaHnLbl BUPTYarnbHbIX CETEN.
3aTem ucxogHasa cTtaHuus nepegaet nakeT B kagpe, cogepxawem MAC-agpec y3na HasHadve-
HUs. DTOT Kagp NPOXoauT Yepe3 KOMMYTaTopbl, HE Bbi3bliBasi 06paLLeHms K nx 6rokam mapLupy-
Tnsaumn. Otnnume npotokona SFVN komnaHun Cabletron oT - onucaHHON Bhiwe o6Lwen cxembl
B TOM, 4YTO Ans HaxoxaeHna MAC-agpeca no IP-agpecy B ceTu MCNONb3yeTcsa BblAeneHHbIn
cepsep.
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PucyHok 39.

3Com

Mpotokon Fast IP komnaHnm 3Com gaBndAeTcs ewe ogHMM NPUMEPOM peanu3aumm nogxoga c
oTobpaxeHunem IP-agpeca Ha MAC-agpec. B aToM npoTokone OCHOBHbIMW OENACTBYOLWNMUN NK-
LamMu ABMSIIOTCA ceTeBble agantepbl (YTO HE YAMBUTENBHO, Tak Kak koMmnaHua 3Com sBnseTcs
npu3HaHHbIM NMOEPOM B Npou3BoacTBe ceTeBbix agantepoB Ethernet). C ogHown cTOpoOHLI, Ta-
kon noaxoad TpebyeT nameHeHus NnporpaMMHOro obecnedeHms gpanBepoB CETEBbLIX aAanTepos,
1 3TO MUHYC. Ho 3aTo He TpebyeTca n3MeHATb BCe ocTanbHOe ceTeBoe 06opyaoBaHue.

Mpn HeobxooMMOCTM nNepedaTtb NakeT y3ny HasHa4YeHUs OpYrov CeTW, UCXOAHbIN y3en B COOT-
BeTCTBUM C TexHonornen Fast IP pomkeH nepepatb 3anpoc no npotokony NHRP (Next Hop
Routing Protocol) mapwpytusatopy cetn. MapwpyTtusatop nepenpaBngeT 3TOT 3anpoc y3ny
Ha3Ha4yeHus!, Kak ObblYHbIN NakeT Y3en HasHadeHusd, KOTOpbIN Takke nogaepxmeaeT Fast IP u
NHRP, nonyuyuB 3anpoc, oTBeyaeT KapoOM, OTCbiNaeMbIiM yXe He MapLupyTusaTopy, a Heno-
CpencTBEHHO yany-uctouyHuky (no ero MAC-agpecy, cogepxawemycsa B NHRP-3anpoce). Mo-
cne aTtoro o6MeH naeT Ha KaHanbHOM YpoBHE Ha OocHoBe u3BecTHbIx MAC-agpecos. Takum 06-
pa3oM, CHOBa MapLUpPyTU3MpOBariCa TONbKO NepBbI NakeT NOTOKa, a BCe OCTalbHble KOMMYTU-
poBarnuchb.

8.5. KommyTaTopbl NOTOKOB

basoBow koHUenuMen KOMMyTaunm NOTOKOB ABNAETCA OBHapyXeHne NPOAOIPKUTENBHbIX NOTO-
KOB faHHbIX Mexay AByms IP-yanamu. NMoTOK — 37O NocneaoBaTenbHOCTL NAKETOB, UMEHOLLMX
HekoTopble 0bwme ceoncTea. o MeHbLUE Mepe, Y HUX OOSMKHbI COBMaaaTh agpec oTnpaBuTe-
na v agpec nony4vartens, U Torga nx MOXHO OTNpaBnATb MO OAHOMY U TOMY Xe mappyTy. Ko-
roa noTok onpefernsercs nporpaMmmamMy ypoBHA 3, MeXOy KOHEYHbIMU TOYKaMu OpraHusyeTcs
KOMMYTUpyEMOE COeANHEHNE U B JanbHeNLWeM NOTOK ynpaBsndeTca paboTalowmm Ha ypoBHe 2
obopynoBaHuem. Konnposanue darnnos nnm Web-ctpaHuubl ¢ rpadmkon aBnawTcs TUNUYHbI-
MU CriyYyasiMn BO3HWKHOBEHMS MOTOKOB. Tpaduk, HEe yooBNeTBOpsAoLwmi TpeboBaHNAM NOTOKa,
MapLUpyTM3MPYeTCH TPagULMOHHBIMK cnocobamu.

Mpumepbl peanusauum KOMMYTaTOPOB NOTOKOB
Cisco
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PaccmoTpum aT10T noaxopn Ha npumepe TexHonorun NetFlow komnanum Cisco, peannsoBaHHOM
B €e MaplpyTmsatopax u KommyTtatopax. [Jns kaxgoro nakeTa, NOCTynarowero Ha nopT map-
WwpyTnsatopa, BblumMcnaetTca xaw-gyHkumMsa ot IP-agpecoB MCTOYHMKA, HasHayeHus, nopToB
UDP unun TCP n nona TOS, xapakrepuaytowiero Tpebyemoe kayectBo obcnyxmsaHums. Bo Bcex
MapLipyTu3aTopax, NoA4ePKMBaIOLWNX AAaHHYI0 TEXHOMNOMNIO, Yepes KOTopble NPOXOoaUT AaHHbIN
nakeT, B KALW-MaMATU NOPTOB 3aroMUHAETCs COOTBETCTBME 3HAYEHUSA X3L-PYHKLMU 1 agpec-
HOWM WHdopMaumn, HeobxogMmon onga ObICTPON Nepefayn nakeTa credyrwemMy MapLlipyTusa-
Topy. Taknm o6pasom, obpasyeTca KBasMBMPTYanbHbIA KaHas, KOTOPbIN NO3BONseT ObICTPO ne-
pefaBaTb MO CETU MapLUPYyTM3aTOpPOB BCE MOCneaylLlmne naketbl 3Toro notoka. Npu atom yc-
KOpeHne JOoCTUraeTcs 3a CYeT ynpoLleHuss npoueaypbl 06paboTkn naketa MapLupyTU3aTopom -
He npocmaTtpuBaloTca Tabnuubl MapLlpyTusaumm, He BobinonHaTca ARP-3anpockl. 3ToT npuem
MOXeT MCMOoNb30BaTbCA B MapLlpyTusatopax, BoobLle He NoAAepXMBaoLWMX KOMMYTaLUMio, a
MOXeT OblTb NepeHeceH B KOMMyTaTopbl. B 3TOM cnyvae Takme KOMMyTaTopbl TOXE Ha3blBalOT
KOMMyTaTopamMu TpeTbero ypoBHS.

8.6. BbiBOAbI
Y KkOMMyTaTopa TPETbEro ypoBHS, KpOMe peanuaaumm yHKLMIA MapLupyTusauumn B cneywanmu-
3MPOBaHHbIX UHTErpanbHbIX CXeMax, MMEEeTCH HEeCKOSNIbKO OCOBEHHOCTEN, OTNMYaloWwmnx ux ot
TPaAAMLMOHHBIX MapLlpyTU3aTopoB. OTU OCOBEHHOCTM OTpaXkatoT OPUEHTaLMI0 KOMMYTaTOpOB
3-ro ypoBHsi Ha paboTy, B OCHOBHOM, B NOKamnbHbIX CETSX, a TaKKe NocneacTBnsi COBMELLEHNS B
OAHOM YCTPONCTBE KOMMYyTaLNN Ha 2-M N 3-M YPOBHSIX:

e fogaepxka MHTepdEencoB U NPOTOKOMNOB, MPUMEHSAEMbIX B FTOKASbHbIX CETSX;

e yCeyeHHble PYHKUUN MapLLpyTU3auum;

e o0b6sA3aTenbHasa nogaepxka MexaHu3ma BUPTyarbHbIX CETEN.
Tak kak koMMyTaTopbl 3 YPOBHSA CO34aHbl ANnA 06paboTkn MHTEHCMBHOrO Tpadmka nokanbHbIX
ceTen, TO OHWM MOryT BbITb pacnonoXeHbl B NI06OM MecTe ceTeBoro sapa unu maructpanu. MNpu
9TOM OHU SBMATCA APPEKTUBHBIM U BbIrOAHBLIM B NflaHe CTOMMOCTU peLLeHneM 3aMeHbl Tpa-
ANUMOHHBIX MarncTpanbHbIX MapLpyTnsatopoB. KommyTaTopbl 3 YPOBHS B3aUMOAENCTBYHOT C
MapLupyTm3aTopamu rnobanbHbIX ceTen, MCNOoMNb3ys CTaHAapTHbIE MPOTOKOMbI MapLUpyTU3aumnm
Tnna RIP n OSPF. Taknm obpasom, COBpEMEHHbIE KOMMYTATOPbl 3 YPOBHSA MOTYT OblTb NOMe-
LLeHbl B NtoboM MecTe NoKanbHOW CEeTU, rae CTOAT MapLupyTu3aTopbl. TO €CTb OHU ABNSAKOTCA
MOMHOLIEHHON 3aMEHON MapLUPyTU3aTOPOB B fIOKambHbIX CETAX, MPU 9TOM MNocnegHue npowur-
pbIBAOT MM KaK B NPOU3BOANTENBHOCTU, TaK N B LIEHOBOM OTHOLLEHUM.

B Tabnuue 1.1 npuBegeHo cpaBHEHME KOMMYTaTOPOB 3 YPOBHSA U MapLupyTnsatopoB. Kommy-
TaTtop 3 YPOBHA ONTUMMU3MPOBAH ANd paboTbl B JIOKANbHbLIX CETSX N HE OPUEHTMPOBAaH Ha pabo-
Ty B rnobanbHbIX CETAX U NOAAEPXKKY COEAMHEHUIN C OaHHbIMK ceTaMMU. JTa oNTUMM3aums no-
BblLLlAeT NPOU3BOAUTENBHOCTL KOMMyTaTopa 3 ypoBHs (ganee K3Y) B cpegHem B 10 pas no
CpaBHEHMIO C MapllpyTu3aTopamun, B To Bpems kak K3Y B cpegHem B 3 pasa gelwleerne map-
wpyTtmaatopa. [Npn aTom cnegyeT y4ecTb, YTO 0ByyYyeHne agmuHucTpupoBaHus K3Y Takke ge-

Lwesne.
Tabnuua 1.1 — CpaBHUTENbHbIE XapaKTEPUCTUKM KOMMYTaTOPOB 3-r0 YPOBHSA U MapLUpyTM3a-
TOpoB
KommyTaTtop
Xapakrte a Ma a
pPaKkTepucTUK 3 ypoBHs pwpyTusaTtop
Mognepxka npoTokonos CeTeBOro ypoBHS Oa Ha
ApxuTekTypa KommMmyTauuu AnnapaTHas MporpammHas
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Llena Huskas Bobicokas
lNpounsBoanTENbLHOCTD Bbicokasi Hwnskas
Mognepxka coeanHeHnin ¢ rnodanbHOM ceTblo HeT [a

dupma Intel nponseena TecTupoBaHMe CBOMX KOMMYTaTOPOB, pe3ynbTaTbl KOTOPOro npeacTae-
neHbl Ha pucyHke 40. BugHo, YTo KOMMYyTaTopbl 2 YPOBHS MO MPOU3BOAUTENBHOCTM HEMHOMO
OTCTaloT CKOPOCTM Nepefayn AaHHbIX B KaHane. B cBolo oyepedb komMmyTaTopbl 3 YPOBHS He-
MHOrO OTCTalT NO NPOU3BOANUTENBHOCTA OT KOMMYTaTOPOB 2 YPOBHS.

Layer 3 Performance Trends

A Layer 2 Switching Speeds

Speed g Layer 3 Switching Speeds

Time

PucyHok 40.
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9. Cnoco6bI ynpaBreHnss KoOMMyTaTopaMmm

9.1. TexHonorusa Single IP Management

BBepneHune

O6beanHeHme yCTPOMNCTB B CTEK TpebyeT Hanuumna crneumanbHbiX Mogynen n kabenen gns cre-
KMPOBaHWS, YTO OrpaHMYMBAET BO3MOXHOCTb BKIMIOYEHUSA B CTEK KOMMYTATOPOB Pa3fMyHbIX MO-
aenewn, kpome Toro TpebyeTcsa ycTaHOBKA KOMMYTATOPOB B OA4MH MOHTaXHbIN WKad. YCTpaHUTb
3TW OrpaHNYeHnst NO3BONSET UCNONb30OBaHNE HOBOM TexHonoruu Single IP Management.

TexHonorus Single IP Management (SIM) — aTO TEXHONOIUS yrnpaenieHnst BUPTyanbHbIM CTEKOM
yepes eavHbIn IP-agpec (pycyHoK 41).

= ~ Cepsepnasa (pepua

=\ . I B Koumyratoper |
| YPOBHA mocTyna ¥

‘% Paboumne cTaHUHH
- < auu \ = \ .1

BupTyanbHbIN cTeK

PucyHok 41.

TexHonorna SIM no3sonserT:

v\ yCTpaHUTb OrpaHUYeHnst Ha MOAEeNn KOMMYTaToOpPOB, OObEANHSAEMbIX B CTEK;

v/ YMEHbLUMTb KONMYECTBO ynpaenstowmx IP-agpecos ceTu;

v/ yCTpaHuUTb HeobXoAMMOCTb WUCMONb30BaHMSA CreunanvM3anpoBaHHbIX Moaynen u kabenen,
npeaHasHavYeHHbIX A1s1 CTEKMPOBaHUS;

v' npeogoneTtb OrpaHMYeHust, CBA3aHHbIe C ANMHOM kKabenen B CTeke.

B oTnuume oT CTeKkoB, NOCTPOEHHbIX C UCMOMb30BaHMEM TPaAMLUMOHHbIX METOL4OB CTEKMPOBa-
HWA, BUPTyarnbHbIA CTEK HA OCHOBE TexHorormm SIM nossondeTt BKMOYMTL B rpynny Gonbliee
KonuyecTso KommyTtaTtopoB. Harnpumep, komnaHua D-Link nossonseT BKNIOYUTb A0 32 KOMMY-
TaTopoB B BUPTYarbHbIA CTEK, B TO BPEMS KakK TPaAMLUMOHHbIE CTEKM TOrO Xe Npou3BOAUTENS
orpaHnyeHbl Makcumym 12 kommyTtaTopamu. Mpu 3TOM BUPTyanbHbIN CTEK MOXET OblTb paclum-
peH KOMMyTaTopamMu pasHoro Tuna — OT HeJOPOrMX KOMMYTaToOpPOB 2-r0 YPOBHS [0 BbICOKOMPO-
N3BOAMTENBHbLIX KOMMYTaTOPOB Ha OCHOBE LUAccu (AN sapa cetu).

O6beguHeHne kommyTaTopoB B SIM-cTek He TpebyeT ncnonb3oBaHMsA cneumarnbHbIX COeanHU-
TenbHbiX kabenen. Tpaduk, nepegaBaembli MeXAay YCTPOMCTBaAMM CTeKa, MpoxoguT yepes
nonHoaynnekcHole nHtepdencel Fast Ethernet, Gigabit Ethernet unn 10 Gigabit Ethernet no
0ObIYHbIM MeAHbIM UK oNTU4eckuM kabenam. OTkas oT UCNONb30BaHWS CrneLmanm3mpoBaHHbIX
cTekupyoLwmx kabenen no3sonseT NpeoaoneTb OrpaHNYEeHUs, CBA3aHHbIe C UX ANMHON. B cTek
MOryT BbITb 06beaUHEHbI YCTPONCTBA, pacrofoXeHHble B Nlo6omM mecTe ceTu. PaccTtosHusa me-
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XOy yanamu BMPTYyarbHOrO CTeka onpedensieTcsl NUb OrpaHUYeHUsIMM COOTBETCTBYIOLLIErO
craHgapta IEEE 802.3 n moxeT gocturatb 4eCATKM KUSTOMETPOB.

Hwxe (pucyHok 42) npuBegeHa apxutektypa SIM.

~
Single IP Management
7
SIM Group (
CS) - Commander Switch
MS) - Member Switch
\ J

PucyHok 42.

Mpynna SIM cocTouT 13 TPEX KOMMNOHEHT:

v' Commander Switch (CS) — koMaHgHbI KOMMYTaTOP;
v Member Switch (MS) — koMMyTaTOp-y4acTHUK;

v/ Candidate Switch (CaS) — kommyTaTop-KaHanaar.

Kaxxgas rpynna SIM coctouT n3 ogHOro KOMaHAHOro KOMMyTaTopa U MakCumym 32 KOMMyTaTo-
POB-Y4aCTHUKOB.

KomaHaHbI KOMMYTaTop UCMOMb3yeTcs ANd YNpaBieHus BCeMn kKommyTaTopamu B rpynne SIM

n obnagaet crneayloLwnMm XxapakTepucTukamu:

v' umeeT HasHaueHHbIn IP-agpec;

v' He ABNsieTCA KOMaHAHbIM KOMMYTaTOPOM MIIM KOMMYTaTOPOM YYacTHUKOM OPYrov rpynmbl
SIM;

v\ NOACOeOUHEH K KOMMYyTaTopam-y4acTHMKaM Yepes cobcTBeHHyto yrnpasnsioLlyto VLAN.

KomMyTaTop-y4acTHUK SABNAETCHS KOMMYTaTOpOM, KOTOpbIN BXoAuT B rpynny SIM, gocTtyneH c
KOMaHOHOro koMMyTaTopa u obnagaeT cneayLwuMn XxapakTepucTukamu:

v' He IBNSIeTCA KOMaHAHbIM UM KOMMYTaTOPOM-y4acTHUKOM Apyron rpynnbl SIM;

v' NoACOeaunHEH K ApYrMM KOMMyTaTopaMm-y4acTHuKam Yepes obuyyio VLAN.

KommyTaTtop-kaHgmaaT — 3T0 KOMMYTaTop, KOTOPbIM FOTOB BCTYNUTL B rpynny SIM, HO noka He
ABNSAETCS YNEHOM HU ogHoW rpynnbl. KommyTaTop-kaHOugaT mMoxeT BCTynuTb B rpynny SIM,
MCMNOMNb3ysi aBTOMaTUYECKy0 (PYHKUMIO, BCTPOEHHYIO B SIM-KoMMyTaTopbl, UnuM NyTEM pPy4YHON
HacTporku. KommyTatop, ckoHuUrypmpoBaHHbi kak CaS, He sBnsetca yneHoMm SIM n obnaga-
eT cnegyoLwmmMm xapakTepucTukamm:
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V' He ABNseTCs KOMaHAHbIM UM KOMMYTaTOPOM-Y4aCTHUKOM Apyrow rpynnbl SIM;
v/ NoacoenuHéH K 4pyruMm kKomMmyTaTtopam-ydacTHukam Yepes oouyro VLAN.

lMocne HacTporkn ogHOro KomMyTaTopa B KadecTse ynpasnsiowero SIM-rpynnel, Apyrne Kom-
MyTaTopbl MOFyT CTaTb YfieHamMu Tpymnnbl Yepes HernoCpPeACTBEHHOE MOAKMIYEeHNe K yrnpas-
nsawLWemMy KOMMyTatopy. TOMNbKO yNpaBnsilOWMiA KOMMyTaTtop MoxeT obpawatbes k CaS, oH
ABNseTCA cBOeobpa3HOM TOYKOM OOCTyna K YneHam rpynnel. IP-agpec ynpaensiowero Kommy-
TaTopa CTaHeT agpecoM AN BCeX YNeHOB rpynmbl, yrnpaBieHne e AOCTYNOM KO BCEM YrieHaMm
rpynnbl 6yaeT ocylwecTBNATbCA Yepe3 naponb aaMmuvHuctpatopa CS w/unu ayteHTudmkaumio.
Korga cyHkuma SIM BknioveHa, NpunoXeHus ynpaensiloLlero kommytatopa OyayT nepeHa-
npaBnATb NakeTbl BMECTO UX 06paboTku. MNpunoxenns 6yayT AekoaMpoBaTb NakeT OT aAMUHU-
cTpaTtopa, BUOAOU3MEHATb HEKOTOPLIE JaHHbIE N 3aTeM OTNpaBnsATb ero YneHam rpynnsl. Mocne
BbINOSIHEHNA 3TUX OEUCTBUIN YNPaBnsoWNMN KOMMYTaTOP MOXET NOSTYYUTb OTBETHLIN MaKeT, KO-
TOpbIA 3akogupyeT M oTnpaBuT obpaTHO agmuHuUcTpaTopy. [locne Toro, Kak ynpaenstoLvm
KOMMyTaToOp CTaHeT ObblKHOBEHHbIM YneHoM SIM-rpynnbl, oH 6yaet yneHom nepson SNMP-
rpynnbl (BKMOYas npaBa YTeHUS/3anucu M npaBa TONbKO YTEHWS), K KOTOPOW MpuHagnexan
ynpasnsowmuin kommytatop. OgHako ecnu y kommyTtatopa MS ectb cBon cobcTBeHHbIN IP-
agpec, To oH MoXeT npuHagnexatb kK SNMP-rpynne, B koTopon gpyrne kommyrtatopbl SIM-
rpynnbl HE COCTOAT.

Bepcuu SIM
CywecrtsytoT cneaytowme sepcun SIM: 1.0, 1.5 n 1.6. Hmwke oHn ByayT paccMOTpeHbl B cpaB-
HeHUu.

Bepcuu 1.0u 1.5

Bepcus SIMv1.5 npegnaraet cnegyowime ynydweHnsa no cpaBHeHUo ¢ Bepcuen 1.0:

v" BO3MOXHOCTb COXpaHEeHMs1 CnMcka BCEX KOMMYTaTOPOB-Y4aCTHUKOB B SHEPrOHE3aBNCUMOM
namMsaTu KoMaHgHoro kommyTtaTopa. B Bepcun SIMv1.0 koMaHAHbBIA KOMMYTaTop HE UMen
BO3MOXHOCTM COXPaHsTb WH(OpMauUMio O KOMMyTaTopax-y4aCTHMKax B CBOEW MNaMATU.
CnepoBaTenbHO, €CriM KOMMYTaTOP-YY4aCTHUK Neperpy>ancs, OH NnpuHUmarn ctatyc KoMmy-
Tatopa CaS. B Bepcun SIMv1.5, ecnu nHgopmaums o KommyTaTope-y4yacTHuKe bbina co-
XpaHeHa B NamsATM KOMaHAHOro KoOMMmyTaTopa, TO Mocne nepesarpy3ksm KOMMyTaTopy-
y4aCTHUKY aBTOMaTu4yecku npucBamBancda ctatyc MS. Ecnv e neperpyxaetcs KOMaHAa-
HbI KOMMYTaTOpP, TO OH 3aHOBO COBMpaeT MHOPMALNIO O TOMOSOMUN CETW.

v' BO3MOXHOCTb 0TOOpaXkeHMsi MHopMaLmMm 0 MarucTparnbHbIx rpynnax (trunks) B Tononoru-
yeckon kapte cetu. B Bepcum SIMv1.0 otoGpaxanacb TOMbKO NPOMyCcKHasi CnocoBHOCTb
nopTa BHE 3aBMCUMOCTU OT €ro MNpUHAAMNEXHOCTM K maructpanbHom rpynne. Bepcus
SIMv1.5 nokasblBaeT NPOMYCKHYK CNOCOBHOCTL BCEW MarncTparibHOW rpynnbl, a He nopTa.
Korga opraHusoBaHa marmctparnbHasi rpynna, Ha TOMonorM4eckon Kapte oTpaXkaeTcs MHO-
KECTBO NIMHUN.

v' MeHbLUnIA pa3mep NporpaMMHOro obecrnedyeHus.

v' Topaepxkka MacwTabupoBaHUSA TOMOMOMMYECKOW KapTbl MpU MpocMOTpe 4epe3 web-
Opaysep.

v' TopaepKka HECKONbKUX KOH(PUIypaLMOHHBLIX 3arpy304HbIX dannos.

Bepcuu 1.5u 1.6

HecMoTps Ha ynydleHnss No cpaBHEHUIO C Npeablayen Bepcuen Bepcnst SIMv1.5 nmeet He-
CKOJTbKO HEeAOCTaTKOB, CBS3aHHbIX C 6e30nacHOCTbio. BonbLIMHCTBO NOAOGHBIX HEQOCTATKOB
CBsI3aHbl C nepeaayern NnaketoB 6e3 BO3MOXHOCTM UX WndpoBaHus. Takum obpas3om, Bepcus
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SIMv1.6 npu3BaHa yny4ywunTb 6e3onacHocTb TexHonornn SIM nytém gobasneHms mexaHu3moB
wndppoBaHusa/gewngpoBaHms. CyuiecTsyeT obpaTHas COBMECTUMOCTL Bepcun 1.6 1 1.5.

dopmart naketa

Hwxe (pucyHok 43) npueenéH dopmat naketa ong sepcun 1.6. JaHHbIi bopmaT naketa npu-
MeHUM ansa naketoB obHapyxeHus (Discovery Packets), naketoB ot4éTta (Report Packets), na-
keToB noggepxku (Maintence Packets), koHdurypaumoHHbeix naketoB (Configuration Packets) n
naketoB nepeHanpaeneHna (Redirection Packets) n He npuMeHUM A5 NaKeToB MOCTPOEHUS
Tononorun (Topology Packets). Takke CTOUT OTMETUTb, YTO, KOrda YCTPOWCTBO, HE MNOOLEPXKN-
BaloLwee WngpoBaHne, NonyvaeT 3angpoBaHHbIA NakeT, TO AaHHOE YCTPOMCTBO OyaeTt oT-

6paCbIBaTb nakeTbl 06Hapy>|<eH|/|;| M OTYETOB.
' )

Packet Format with Security Enhancement

Destination Source
Address | Address | -enath Data CRC

B-byle B-byle T 46 lo 1500-byle Tiwle

Security

Pa Sub-Pa el )| Ho S- B P "
Version | kel | Sub-Packet [ Hold | Hop 1o .o oq| Secure | Sequence | Payload f .00
Type Type ime | Count Algorithm D Length Payload
1-byle 1-byle 1-byle 1-byta 1=hyle d=hyle 1-biyle 2-byte 2-byte 2-byle 30 ko 1484-byle
A
PucyHok 43.

HasHauyeHune nonen B nakeTe dhopmara secure T0O e caMoe, YTO B nakeTe popmara unsecure,
3a UCKNIOYEHNEM CrneayoLnx nonew:
e Version — Bepcus naketa SIM. Bepcus nakeTta npeacraeneHHoro hopmata — 0x02.
e Reserved — gonuHa aToro nons MeHsetcsa oT 5 oo 4 6ant. 3HayeHWe nons Bcerga co-
craBngdet 0x00.
e Secure Algorithm — anropntm wngpoBaHus:
v" 0x00 — oTCyTCTBYET;
v" 0x01 — BHyTpeHHuU anroputm D-Link (XOR);
v' 0x01 ... OXFF — 3ape3epBrpoBaHO Ans AanbHeNLWero Mcnonb3oBaHus.
e Payload — nonesHas 3awmdpoBaHHasa Harpyska.

Onepauun SIMv1.6

Onepaunn SIM Bepcun 1.6 pasgeneHsl Ha TPy ypoOBHSA (3Tana):
v" Collection — cbop nHdopmaunu;

v/ Maintenance — nogaepxka;

v' Managment — ynpaBneHue.

Oman cbopa uHpopmayuu (Collection Stage)

Ha paHHom aTane koMaHAaHbIM kommyTaTop CS nepuognyecky paccbinaeT nakeTbl oT4éTa Re-
port (kak 3awmdpoBaHHbIe, TaK U HET) KOMMyTaTopoM-KaHangatam CaS, a kaHangaTbl C TOM Xe
NepUOANYHOCTLIO pacchinatT nakeTbl obHapyxeHus Discovery. lMakeTbl Report/Discovery c
noadepXkkom mexaHuama GesonacHocTn OyayT 3awmdpoBaHbl anropuTMOM MO YMOMYaHWUIO.
[lononHnTenbHO HekoTopasa MHopMauusa 0 MexaHuaMax 6e30nacHOCTU BKITOYaeTCs B Nones-
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HYI Harpysky. OTO AaHHble O MakCUManbHbIX U NpeanovYMTaeMblX YPOBHsSIX 6€30MacHOCTH, Ko-
TOpble NoAAepKMBaET YCTPOMCTBO.

Cnepyrowasa guarpamma (pUCyHoK 44) nnnioctpupyeTt onepauuun, npons3BoaMMble KOMMYTaTo-

pom CS nocne nonyyeHuss aHHbIX OT KoMMyTaTopoB CaS:

1. KommytaTtop CaS nocbinaet ogHoBpeMeHHO aABa Discovery-nakeTta (oavH 3awimdpoBaH-
HbIW, OPYrON — HeT).

2. Korpga kommytaTtop CS nonyyaeT He3awmdpoBaHHbIA NakeT, oH XAET 20 cekyHA 4o nony-
YyeHus 3awmndpoBaHHoro Discovery-naketa. Ecnu B Te4eHne JaHHOro MHTepBana BpemMeHu
3alnpoBaHHbIN NakeT ByaeT nonyyeH, To KOMaHAHbLI KOMMyTaTOp onpeaenuT KOMMyTa-
Top CaS kak KommyTaTop, NOAAEPKUBAIOLLMIA MeXxaHN3Mbl 6e3onacHoCTU. MiHaye kommyTa-
Top CaS Oyget onpefenéH Kak KoMMyTaTop, He NogaepXmnBaroLmin MmexaHmambl 6esonac-

HOCTW.

3. [anee nHdopmauusa o kommyTtatope CaS GygeT 3anncaHa B 6a3y gaHHbIX KOMMYTaTopoB
CasS.

i~ =\

Collection Stage

CaS database

»

_—
(CS)
‘ '\‘\\i\\

i T =T
\\-\ \_\\\-*_ S A i

Discovery packets ; g S A -~
‘ 4 Discovery packets . — S — -~
ia:hxco:mm (wio security />\ s N _—
) enhancement) \ 8 .’f/ ‘«SJ \
& (MS) | /
(CaS) . LMSi e
SIM Group
\_ e
PucyHok 44.

Oman noddepxku (Maintenance Stage)

Mocne obmeHa Discovery/Report-naketammn HacTynaeTt aTan nogaepxku. Cnenyowmmn pucyHok
45 nokasbiBaeT onepawuuu, BbINOSHAEMbIE B KOMaHOHOM KOMMyTaTope, no A06aBneHuo N KOH-
durypupoBaHuio kommytatopoB CaS kak uneHoB ero SIM-rpynnbl 1 onepaumm, BbiNONHAEMbIE
B komMyTaTope CaS, no nony4yeHnto KomaHabl 4ns npucoeanHeHms k SIM-rpynne.
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3 B
Maintenance Stage - Adding or Configuring the CaS as a member of the SIM group
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Assign security
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— (\MSSJ o
Y -« SRR
Decrypt and record SIM Group
N J
PucyHok 45.

Oman ynpaeneHus

HasHayeHne paHHOro aTana nepesBecTn KoMMyTaTopa-kaHaugaTta B porfb KOMMyTaTopa-
yyactHuka (MS). HoBbin kommyTatop MS npumeT 1 nocnegyet metogy obMeHa nHdopmaumen,
YCTaHOBMEHHOM Ha [AaHHOM 3Tane, ANns B3auMOAEWCTBUS C OCTalbHbIMW KOMMYyTaTopamu-
y4aCTHUKaMU U KOMaHOHbIM KOMMYTaTOpOM CBOEW rpymnribl.

B3anmopgencTeua B Tononoruun SIM

B3anmopgencTteme mexay kommyTtatopamu B Tononorum SIM MoryT ocyliecTeBnaTbcs B 5 pas-
NNYHBIX pexnmax (B 3aBMCMMOCTU OT TOrO, NOAAEPXKMBAET NIM KOMAHAHLIA KOMMYTaTOp Mexa-
HM3Mbl 6€30NacCHOCTUN NN HET):

1.

Koraa koMaHOHbBIN KOMMYTaTop He nogaepXveaeT MexaHu3ambl 6e3onacHocTn, BCE B3au-
MOAENCTBUE MEXAY HUM U OCTanbHbIMW y4aCTHUKaMW rpynnbl NPOUCXOAUT 6e3 npumeHe-
HMA WwndpoBaHns. BoamoxHble pexnmbl obMeHa Ansi AaHHOro Criydast nokasaHbl Ha pu-
CyHKe 46.
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PucyHok 46.

2. Korpa Bce kommyTtatopsl rpynnbl (CS, MSs, CaSs) nogaepxuBatoT mexaHu3mbl 6e3onac-
HOCTW, BCE B3aMMOOEWCTBUS MeXAy HUMU MPOU3BOASATCA TOMNbKO B 6e3onacHOM pexume.
[aHHas koHuenuusa npounnioctpupoBaHa B pexunme 1 (Mode #1) Ha pucyHke 47. OcTanb-
Hble PEeXMMbl UIMIOCTPUPYIOT CUTYauuu, Korga TOT UMM MHOW YNEeH rpynmnbl He NoanepXu-
BaeT MexaHu3mbl 6e3onacHoCTw.
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Il. TexHonorum odecne4yeHnsa 6e3onacHOCTU nepegadn AaH-
HbiIX B ceTsX Ethernet

1. OrpaHMyeHne Konu4yecTea ynpaBnfaloWmMX KOMNbLIOTEPOB
CoBpeMeHHble KOMMYyTaTOpbl NO3BONAIOT 3a4aTb KOHKpPeTHble KoMmnbioTepbl (IP-agpeca), ¢ ko-
TopbIX OyoeT npoucxoauTb HACTponKa AaHHbIX KommyTaTtopoB no Web- unu Telnet- nHepden-
cam unu vyepes npotokon SNMP. NonbITka NPOYMX KOMMLITEPOB MNOAKMIOYUTLCS K KOMMYyTaTO-
pam ans ynpaeneHus nmm 6ygeT oTKNoHeHa.

2. HaCTpOVIKa 0e3onacHocCcTHn mnHAMBuAyanbHOro nopTta
[aHHaga pyHKUMA no3BonseT:

e 3abnokupoBaTtb ganbHenwee oOGHOBMEHME Tabnuubl KOMMyTaTopa — €Cnu KOHUrypu-
poBaHune Bawen cetu 6onblie He nameHaTcs, Bol Gnoknpyete Tabnuuy KommyTauum, u
kKoMMmyTaTop GyaeT NpocTo oTOpackbiBaTb BCE NakeTbl, KOTOPblE NOCTYNalOT C HEU3BECT-
HbIX agpecoB. [Nprnyém gaHHoe AeNCTBME MOXKHO BbiOpaTh sl KOHKPETHbLIX MOPTOB. [pu
3TOM 3anucu B Tabnuue kKommyTaumm He ByayT yaanaTbeca no TanM-ayTy;

e 3apaTb MakcumarnbHoe konmyectBo MAC-agpecoB Ans NpUMBA3KM K KOHKPETHOMY MOPTY.

3. dunbTpauua MAC-appecoB

[ononHMTENBHO MOXHO HacTPOUTb KOMMYyTAaToOp Tak, YTOObl OH HE NPUHMMan nakeTbl C onpe-
AeneHHblM MAC-agpecoMm (Kak nonyyatens, Tak u otnpasutens). [na atoro cnyxut tabnuua
dunbTpaummn Tpadumka (Filtering Table). ®akTuyeckn gaHHas Tabnuua SBnseTca «4EPHbIM Cnn-
ckoM». lMocne nonyyeHus naketa KOMMyTaTop cunTbiBaeT oba annapaTHbIX agpeca, Kak nony-
yatens, Tak u otTnpasuTend. Ecnn xota 6bl 0AWH U3 HUX cogepXxuTca B Tabnuue punbTpauum,
TO nakeT oTbpacbiBaeTcs.

4. TexHonorua ¢punbtpauum IP-MAC Binding

OcHOBHOE HasHadeHne AaHHOW TEXHOMNOMMU — 3TO OrpaHMYuTb AOCTYN K KOMMyTaTopy onpene-
NEHHOro KormyecTBa KOMMbOTEPOB. [1Na 3TOro MHANBMAYaNbHO AN KaXKO4O0ro Xenaemoro nop-
Ta co3gaétca Tabnuua cooteetcTBusa IP- 1 MAC-agpecos. [lanee kommyTtatop 6yaet nponyc-
KaTb TONbKO NakeTbl C yka3aHHbiMM MAC-agpecamu 1 TONbKO B TOM Criyvae, eCcrnv UCTUHHO Co-
otBeTtcTtBue IP- n MAC-agpeca.

CyLiecTBeHHbIE OTNIMYNA JAaHHOW TEXHONOrMK OT TexHonornn dpunstpauun MAC-agpecos:

e (JunbTpauma paboTaeT Ha BCex NopTax, a B JaHHOW TEXHOMOrMM MOXHO HacTpavBaTb
KaXkObl NopT B OTAENBHOCTY;

e  (unbTpaLMsa COOEPKNUT KHEPHBIN» CMUCOK, TO eCTb paboTaeT No NpUHUMNY: He Nponyc-
kKaTb Te naketbl, MAC-agpeca kOTopbIX cogepXartcsa B Tabnuue dunbtpaumn. JaHHas
TexHonorus, HaobopoT, COAEPKUT «Oenbln» CNUCOK, TO €CTb NPOMyCKaeT TONbKO Te na-
keTbl, MAC-agpeca KOTOpbIX coaepXaTcs B CO30aHHbIX CMUCKaX;

e B OTnnume oT unbTpaummn TexHonorus IP-MAC Binding nposepseT He Torbko MAC-
agpec UCTOYHKUKa NakeTa, Ho u ero IP-agpec.

5. Cnucku KoHTpona poctyna (Access Control Lists)

Cnunckn KOHTpPOJ14 AoCTyna obecne4vuBatoT orpaHn4yeHmne npoxoxaeHuA Tpacbvn(a yepe3 KOMMYy-
Tatop. ®aktnyeckn TexHonorna ACL peanuadyeT Ha KOMMyTaTtopax 3-ro ypOBHS MOMHOLEHHbIV
CbI/IJ'Ipr NMnakeToB. |_|pI/IéM nakeToB UM OTKa3 B npvléme OCHOBbIBaeTCHd Ha Ol'lpe/:lel'léHHbIX npu-
3HaKaXx, KOTOPble COOEPXUT NaKkeT:
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IP- n MAC-agpeca UCTOYHMKa 1 MPUEMHUKA;
HomMmep VLAN;

Homep nopTta TCP nnn UDP;

T1n ICMP-coobLueHus.

ASENENEN

Krnto4eBbIM NOHATMEM B JAHHOW TEXHOMOIMMN ABMASIETCS NOHATME Npoduns 4ocTyna — 3To Habop
NMPU3HAKOB, KOTOPbLIN COAEPXUT NakeT, C onpeaenéHHbIMU 3HaveHnamun. Kaxabin npodunbs goc-
TYn MMeeT CBOM YHUKanbHbIN HOMep B npefenax kommyTtartopa. MNpumep npocunen gocryna:

1: <VLAN = Yes, Source MAC = 00-01-08-DE-FA-10, Destination MAC = 00-01-07-DE-FA-10>
2: <VLAN = Yes, Source IP = 192.168.3.1, Destination IP =192.168.10.2, TCP port = Yes>

MomMuMO npuBeaeHHbIX NPUMEPOB CYLLECTBYHOT TakKKe KOHTEKCTHO-3aBUcCMMble npodunu. Oc-
HOBHOE OTIIMYME KOHTEKCTHO-3aBMCUMbIX NMpOodunen OT BCEX OCTalbHbIX 3aKM4YaeTCA B TOM,
YTO B HMUX MPU3HaKN 3a0al0TCA CMELLLEHMEM OTHOCUTENBbHO Havana kagpa Ethernet. Hanpumep,
yTobbl Yka3aTb MAC-agpec UCTOYHUKA nakeTa B KOHTEKCTHO-3aBUCUMOM npodune Heobxoaun-
MO ykasaTb cmelleHne Offset = 6 6antam n ganee 3HadeHne MAC-agpeca, Tak Kak AaHHbIN
agpec pacrnonaraeTcs B 3arornoBke kagpa Ethernet ¢ 7 no 12 6aiT BKNIOYUTENBHO.

Mpodhunb siBNsieTcs BCero nuilb 06pasLom (HEKOTOPbIM 3TarioHOM), HA OCHOBE KOTOpPOro COo3-
patotcs npasvna. Npaeuna npeacraBnsaoT cobon Npodunb, 3anofHEHHbIA KOHKPETHBbIMU 3Ha-
YEHMSIMM NPU3HAKOB U coaepKallmi 4enCcTBue, KOTopoe HeoBX0ANMO BbINOMHUTE HAA NaKeToM,
€ecnv OH nonagaeT nog 3Th npuaHakn. OBbIYHO AENCTBME — 3TO yaanuTb MM NPOABUHYTL Na-
keT. [ns kaxpgoro npoduna moxeT GbiTb co3gaHo 6onee ogHoro npasuna. Hanpumep, ans
BblLenpueegéHHoro npodunsg ¢ ID=2 moryT 6bITb CO34aHbI crieayoLmne npasuna:

Accept: <VLAN = Default, Source IP =192.168.3.1, Destination IP = 192.168.10.2, TCP port = 514>

Deny: <VLAN = Marketing, Source IP = 192.168.3.1, Destination IP = 192.168.10.2, TCP port = 8080>

Mpn nocTynneHmMn naketa Ha KOMMyTaTop NPOUNN SOCTYNa NPUMEHSAOTCSA NocneaoBaTerbHO,
B Nopsake BO3pacTaHusA Mx HOMepoB. [lakeT nNpoBepsAeTcs Ha COOTBETCTBME YCMNOBUAM, YKa-
3aHHbIM BO BCeX MpaBuniax npoduns, HaunHas ¢ nepeoro npodguns. Ecnn npasuno nogxogur,
nakeT B COOTBETCTBME C AencTBueM obpaboTkm nmMbo npuHuMaeTcs, Nbo oTbOpacbiBaeTcs U
Aanblue He npoBepsieTca. Ecnu nakeT He nonagaeT HWM Nog OAHO NpaBuio Npodunsg, To naket
npoBepsieTcst No nNpasunam cregyouwero npocdpuns. Ecnn He ogmH npodunb HE NoAxoauT, TO
NPMMEHSeTCA NONUTMKA NO YMOMYaHWI0O — paspeluarollas unum 3anpeLlarowas npoxoxaeHue
Tpaduika.

OueHb BaXXHO MpaBUSIbHO pacCTaBnsATb Npodunu 1 npasBuna BHYTPY NPoUen NoTomy, YTo
€Cnu nakeT nonagaeT XoTs Obl No4 04HO 3anpeLlatollee NpaBuIo, TO OH yaanseTcs U3 KOMMYy-
TaTopa v Aanblle He NpoBepsieTCs Ha COOTBETCTBUE APYrMM npaBunam, Aaxe ecnm cpeamn Hux
€CTb npaBuna, KoTopble Mornun 6bl ero NPONyCTUTL AanbLue.

6. CermeHTauums Tpaduka (Traffic Segmentation)

CermeHTaums Tpaduka CrnyxuT gns pasrpaHudeHnsa noptoB Ha KaHanbHoM ypoBHe. [aHHas
PYHKUMSA NO3BONSAET HacTpanBaTb NOPThbl UMW FPynny NOPTOB Taknm o6pa3om, YTOObl OHU Bbinn
N30MNMpOBaHbl Apyr OT Apyra, HO B TO Xe Bpems MMenu AOCTyn K pasgensembiM noptam, uUc-
nonb3yeMblM 4515 NOAKIYEHNUs CepBEpPOB UM Maructpanu cetn nposangepa. O4yeHb BaXHOM
ABNAETCH BO3MOXHOCTb OAHOBPEMEHHOrO UCMOSMb30BaHMA OaHHOW (PYHKLUMM C BUPTYanbHbIMA
cetamu (VLAN), 4To No3BonsieT Nnpon3BoauTb AarnbHenlee pasrpaHuyeHme npas.
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[aHHasa TexHonormns cxoxa ¢ TexHonornen VLAN, HO saBnsieTcst 6onee orpaHMyeHHON no pyHK-
unoHaneHocTu. K npenmyLecTsamMm TEXHONOMN MOXHO OTHECTH:

e NPOCTOTa HaCTPOWKMU;

e Dornee HM3Kasa 3arpyska npoueccopa koMmyTaTopa no cpaBHeHuto ¢ VLAN.
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PucyHok 48.

PaccmoTtpum npumep (pucyHok 48). Bce koMnbloTepbl MMET AOCTYN K 0bLieMy nopTty, HO He
MMeT AoCTyna K Apyr Apyry Ha KaHanbHOM ypoBHE. OTO pelueHne MoXeT 6biTb MCNoNb30BaHO
B:
e B npoektax ETTH (Ethernet To The Home, Ethernet go goma) onsa nsonaunm KOMmMbo-
TEPOB KOHEYHbIX NONb30BaTENEMN;
e [Onsi NpenocTaBrieHNsa AoCTyna k obwemy cepeepy.

7. Mpotokon IEEE 802.1x

Mpotokon IEEE 802.1x siBnseTca mexaHu3amom 6e3onacHocTn, obecnevmBalownum ayTeHTUdu-
Kauuio 1 aBTOpM3aumio norb3oBaTenen n TeM CaMbiM OrpaHU4YMBaloLMM AO0CTYN MPOBOAHBLIX
unm 6ecnpoBOAHbIX YCTPOUCTB K fokanbHou ceTn. PaboTta npoTtokona 6asmpyetcsa Ha KIMEHT-
CepBepHOM MoAenn KOHTpons goctyna (pucyHok 49). B kayecTBe cepsepa ayTeHTUMKaLmm
ncnonedyetca RADIUS-cepep. Npn aTOM Becb npouecc ayTeHTUdunkaumm nonb3osatens npo-
n3BOANTCA B NPOBOAHLIX CETAX Ha ocHoBe npoTokona EAPOL (Extensible Authentication Proto-
col over LAN), B becnpoBoaHbix — Ha ocHoBe npotokonia EAPOW (Extensible Authentication
Protocol over Wireless).

KnueHt Kommyrarop (ayreHmughukatop) CepBep ayTeHTH(hHKALMH
Ceresoii nuTepGeiic Ceregoil nopt
......................... ~ Moo EAP cepsep
Ethemet 802.3 Kowssyrarop (savactyio RADIUS)
Becnposagisni weTeppeiic 802.11 TovKka gocTyna
PucyHok 49.

o Tex nop, noka KNneHT He ByaeT ayTeHTUdMumMposaH, npotokon IEEE 802.1x 6yaet nponyc-
KaTb Yepes3 ceTeBOoWn NopT ToNbko Tpaduk npotokona EAPOL. MNocne ycnewHon ayTeHTuduka-
unm obblYHBIM Tpadmk ByaeT nponyckaTbeca Yepes nopt. Pabota npotokona IEEE 802.1x ocHo-
BbIBAETCH Ha TPEX KOMMOHEHTax (pUCyHoK 49), Kaxgas U3 KOTopbIX NogpobHO paccMoTpeHa B
cnegyoLlem pasgene.
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7.1. Ponn yctpoucts

KnueHT — 310 paboyas cTaHuus, KOTopas 3anpawmBaeT AOCTYM K NIOKanbHOW ceTu 1 cepBucam
KOMMyTaTopa 1 OTBeYaeT Ha 3anpockl KoMMmyTaTopa. Ha paboyen ctaHunm JOMMKHO ObiThb yCTa-
HoBneHo knueHTckoe MO, peanusytowee npotokon 802.1x (B OC Microsoft Windows XP gan-
Hoe MO aBnsaeTca BCTPOEHHbIM).

CepBep ayTeHTUMUKALUN BbINOMHAET PaKTUYECKYD ayTeHTUdUKAUUIO KIMeHTa, npoBepas
NOASIMHHOCTb KINMeHTa u MHPOPMUPYS KOMMYTaTOp, NPESOCTaBMATbL UM HET KIUEHTY AOCTYN K
JIOKarnbHOW ceTu.

KommyTaTtop (Takke HasbiBaeTcs ayTeHTUdukaTop) ynpasnseT ouanyeckum SOCTYMNOM K CeTH,
OCHOBbIBasiCb Ha cTaTyce ayTeHTudukauum knueHTta. Kommytatop paboTaeTr kak nocpeaHuk
Mexay KIMEHTOM U CepBepoM ayTeHTUdMKauuu, nonyyas 3anpoc Ha MpoBepKy MOANMHHOCTM
OT KIMeHTa, NpoBepss AaHHY MHOPMaLMIO NMpY NOMOLLM cepBepa ayTeHTUduKaumm, n nepe-
cbinaa oteeT knneHTy. O kommyTaTopa BkmnoyaeT knveHTa RADIUS, koTopbin oTBevaeT 3a
WHKaNCcynsumio 1N genHkancynsaumio kagpos EAP v B3anmMogencTesme ¢ cepBepom ayTeHTUdun-
Kaumm.

7.2. NMpouecc ayTeHTUDUKaUum

WHnuumnposaTtb npouecc ayTeHTUUKALMU MOXET KOMMYTaTop UMU KIUeHT. KnneHT nHmummpy-
eT ayTeHTupmkaumo, noceinaa kagp EAPOL-start, kKOTOpbIN BbIHY)XK4aeT KOMMyTatop oThnpa-
BUTb MY 3anpoc Ha ngeHTudunkauuto. Korga knmeHT otnpasnder EAP — oTBET CO cBOen UaeH-
Tndmkaumen, KoMMmyTaTop Ha4YMHaEeT urpaTb Porb NocpeaHuKa, nepegarLlero kagpbl EAP me-
XOY KIMMEHTOM U cepBepoM ayTeHTUMKaLMmM 0o YCNELIHOM U HeyCMNeLHON ayTeHTudukauuu.
Ecnn ayTeHTU(pMKaumna 3asepuinnachk ycrnewwHo, nopT KOMMyTaTtopa CTaHOBUTCHA aBTOPU3OBaH-

HbIM.
Cepeep RADIUS
2?2::3: KommyTarop (CepBep ayteHT MdmKaL M)
(Knuenr) {Authenticator) =
|
g -
s 1 : -
EAPOL-Start
-
EAP-Requestidentity
it
EAP Responseildentity RADIUS Access Request
- -
EAP-Request/OTP RADIUS Access-Challenge
- -t
EAP-Response/OTP RADIUS Access-Request
- -
EAP-Success RADIUS Access-Accept
- i

MopT aBTopH3OBaH

EAPOL-Logoff RADIUS Account-Stop

RADIUS Ack
it

MopT He aBTOPH3OBaH
PucyHok 50. BpeMeHHasa gnarpamma ayTeHTUudurKkauumn KnmeHTa B CeTu.

BpemeHHas guarpamma obmeHa EAP-kagpamun 3aBUCUT OT MCNOSMb3YEMOr0 MeToga ayTeHTu-
dumkaummn. Ha pucyHke 50 nokasaHa cxema oOMeHa, MHMLMMpyeMas KImMeHTOM, UCNOoSMb3yloLlas
MeToq ayTeHTuduKaumm C UCNonb3oBaHWEM OAHOPa3oBbix naponen (One Time Password,
OTP) cepeepom RADIUS.
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7.3. CocTOosiHMe NOPTOB KOMMYyTaTopa

CocTosiHMe nopta kKOMMyTaTopa onpefenseTcs Tem, NOnyyYnun Unn He NonyyYun KNueHT nNpaBo
poctyna k ceTtu. lNepBoHavanbHO NOPT HaAXoAUTCA B HEABTOPWM3OBAHHOM COCTOSIHMM. B aToM
COCTOSIHMM OH 3anpeLLaeT NPOXOXAEHNEe BCErO BXOASILLErO N UCXOLALLEro Tpadumka 3a UCKIHo-
yeHnem naketoB npoTtokona IEEE 802.1x. Koraa knueHT ayTeHTMduMUMpPOBaH, NOpT nepexoant
B aBTOpM30BaHHOE COCTOSIHNE, MO3BOMSAS nepeaady nodoro Tpaduka OT Hero.

Bo3mMOXHbI BapuaHTbl, KOrga KIMEeHT WM KOMMyTaTop He nopaepxuBatoT npotokon |EEE
802.1x. Ecnu knneHT, KoTOopbIM He nogaepxusaet npotokon IEEE 802.1x, nogkntoyaeTcs K He-
aBTOPM30BAHHOMY MOPTY, KOMMYTaATOP MOCbINAET KIMEeHTY 3anpoc Ha ayTeHTudmkauyuio. Mo-
CKOJTbKY B 9TOM Crlydae KMMEHT He OTBETWUT Ha 3anpoc, MOPT OCTAHETCH B HEABTOPU3OBaHHOM
COCTOSIHUM N KIMUEHT He NOoSy4YnT AOCTYN K CETU.

B opyrom cnyyae, korga knueHT ¢ nogaepxkon npotokona IEEE 802.1x nogkniovaeTcs K nopTy,
Ha KOTOpPOM He 3anyuweH npotokon IEEE 802.1x, kKnneHT HauMHaeT npouecc ayTeHTUdMKaLmm,
nocbinas kagp EAPOL-start. He nonyymB oTBeTa, KNMEHT NOCLINIAET 3anpoc onpenenéHHoe Ko-
nun4yecTtBO pas. Ecnv nocne aToro OTBET HE MOMy4YeH, KIMEHT, cunUTasl, YTO MNOPT HaAXOAUTCH B
aBTOPU30BAHHOM COCTOSIHUM HAYMHAET NocbinaTth Kaapsbl.

B cnyyae, korga v KNMEHT 1 KoMmmyTaTtop noggepxusatoT npotokon IEEE 802.1x, npu ycnew-
HOW ayTeHTMdMKaLMKM KNMeHTa, NopT NepexoauT B aBTOPM30BaAHHOE COCTOSAHME U HaYnHaeT ne-
pefaBaTb BCe Kaapbl knueHta. Ecnu B npouecce ayTeHTUdMKaLnm BO3HUKN OWINMGKN, NOPT OC-
TaéTca B HeaBTOPM3OBAHHOM COCTOSIHUM, HO ayTEeHTUdUKaUMUs MOXET ObiTb BOCCTaHOBMEHA.
Ecnun cepBep ayTeHTUdmKaumm He MOXET ObiTb AOCTUrHYT, KOMMYTATOP MOXET MOBTOPHO ne-
pedaTtb 3anpoc. Ecnn ot cepBepa He NonyyeH OTBET NOcne onpeaenéHHoro Konnyectaa norbi-
TOK, TO B JOCTYyne K ceTn OyaeT oTka3aHo M3-3a oLMBOoK ayTeHTUdMKaLnN.

Korga knueHT 3aBepluaeT ceaHc paboTbl, OH nocbkinaet coobuweHne EAPOL-logoff, nepeeons-
LLlee NopT KOMMyTaTopa B HeaBTOPM30OBaHHOE COCTOAHMU. Ecnn cocTosHMe kaHana cBaA3n nop-
Ta NepexoauT u3 akTMBHOro (Up) B HeakTuBHOe (down), TO NOPT Takke BO3BpalLLaeTCa B HeaB-
TOPWN30BaHHOE COCTOSHME.

7.4. MeToabl KOHTPONSA AOCTyNa Npu ucnonb3oBaHnu npotokona IEEE 802.1x

Mpotokon IEEE 802.1x npegoctaBnseT gBa MeTofa KOHTPOSs AOCTyna K CeTU:

1. Ha ocHoee noptoB (Port-Based Access Control). MNpn ncnonb3oBaHMM JaHHOMO MeTona
AO0CTaTOYHO, YTOObl TONBKO OAWMH NOOOK NONb30BaTENb, NOAKIYEHHbIN K NOPTY KOMMYTa-
Topa, 6bin aBTOpU3oBaH. Toraa NopT NepengéT B aBTOPU3OBAHHOE COCTOSIHME M AOCTYN K
ceTu nonyyar nodble Nonb3oBaTenu, NOAKMIOYEHHOMY K JaHHOMY MOPTY.

2. Ha ocHoBe MAC-agpecoe (MAC-Based Access Control). Npu ncnonb3oBaHMmM gaHHOIoO Me-
ToQda npu ayTeHTUdmKauum Takke yduTbiBaeTca MAC-agpec KnveHTa, NOAKMHYEHHOro K
NnopTy, N NOPT aBTOPU3YETCHA TONMBbKO AN KIMeHTa C KOHKpeTHbIM MAC-agpecom.

KoHTponb gocrtyna Ha ocHOBe NOpPTOB

N3navanbHo npoTtokon IEEE 802.1x paspabaTbiBancs ¢ y4ETOM TOro, YTO K NOPTY KOMMYyTaTopa
nogknyeHo He Gonee ogHoro yctponcTtea (pucyHok 51). Kak TOnbKO YCTPOWMCTBO YCMELLHO
Npoxoauno npoueaypy ayTeHTudukaumm, nopT nepexogun B aBTOPU3OBAHHOE COCTOSAHME U
Aanee npornyckan Becb Tpaduk 4O Tex nop, Noka He HacTtynano cobbiTne, koTopoe obpaTHO
nepeBoauno ero B HeaBTOPU30BaHHOE cOCTosiHWe. CnegoBaTeribHO, ecnu NopT KoMmyTaTopa
NOAKINIOYEH He K OAHOMY YCTPOMCTBY, a K CerMeHTY NnokarnbHOW ceTu, TO ycrneluHas ayTeHTudu-
Kauna noboro yCcTponcTea M3 3TOro cerMeHTa OTKpblBaeT AOCTYN B CETb BCEM OCTalnbHbIM YCT-
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poncTBamMm U3 cermeHTa. ECTEeCTBEHHO, 3TO sIBMSETCS CEpbE3HOM NPOBMEeMON C TOUKN 3peHus
6esonacHoCTW.

/i

g

)/
e S = Cepsep RADUS

Kommyrarop

1 |

==

Knisent Knitent

802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x

Em  KoHTpomaupyembiii nopT

3 HexowTpomnmpyembiii nopt

PucyHok 51.

KoHTponb gocrtyna Ha ocHoBe MAC-agpecoB

Anga Toro, 4tobbl ycnewHo mcnonb3oBaTb npoTokon |IEEE 802.1x B pacnpeaenéHHbIX nokanb-
HbIX CeTaAX, HeobxoANMMO co3adaBaTh NOrMYeckne MopThbl — MO OAHOMY FIOrMYEecKoMy MOpPTY Ha
Kaxgoe yCTPOWCTBO, MNOAKIMIOYEHHOE K hmnamyeckoMy nopTy. Taknum obpasom, hunsnyecknin nopt
npencraenseT cobo MHOXECTBO NOMMYECKNX MOPTOB, KaXAbI N3 KOTOPbIX HE3ABUCUMO KOH-
TpoNupyeT oTAeNbHOE YCTPONCTBO-KMMEHTA C TOYKN 3pEHNS ayTEHTUMKaLMM U aBTopusauuu.
MprMHaONeXHOCTb YCTPONCTBA K ONpeaenéHHOMY JIOrM4eckoMy MOPTY OCYLLECTBSETCA Ha Oc-
HoBe MAC-agpeca yctponctea (pucyHok 52). Takum obpasom, ycTpaHseTcs npobnema 6e3o-
NMacHOCTW A0CTyra MHOXeCTBa YCTPOWUCTB Yepes OANH (Pn3nYecknit NopT KomMyTaTopa.
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X
Cepsep RADNUS

Kommyrarop

= HE mEEmm ammm @mmEme|r
|
q g [qqq] gC [g9q]
ﬁ
Knuent Knwenr Knwenr Knmwenwr Knwenwt Knwent Knwewr Knwent Knisent Knuenr Knwenr Knwewr

802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x

= KouTtpomnupyemblii nopt
= HexonTponmupyembiii nopt

PucyHok 52.
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lll. TexHonoruu nepegavn AaHHbIX B cetax TCP/IP

1. Agpecauus B IP-ceTax
B cteke npoTtokonoe TCP/IP ncnonb3yeTcst Tpy Tuna agpecos:

1.

2.

MAC-adpec — ngeHTMduKauMoHHbLIN HOMEp CeTeBOro aganrtepa unn nopta MapLupyTu-
3atopa, Hanpumep, 00-60-17-3D-BC-01. 3T agpeca HasHa4yarTCs NPOM3BOANTENSIMU
060pyaoBaHNS U ABMSIOTCA YHUKANbHbIMKY, TaK KakK ynpaBnalTCs LeHTpanu3osaHo. [Ans
BCEX CYLLECTBYIOLMX TEXHOMOrMI nokanbHblix ceten MAC-agpec numeet opmat 6 6ain-
TOB: cTapwue 3 6anta - ngeHTUdKnKaTop drpMbl NponssoauTens, a mnagwuve 3 6anta
Ha3HavyalTCs YHUKanbHbIM 06pa3omM caMuMM NPON3BOAUTENEM.

LomenrHbili adpec. ImeeT nepapxmyeckyto CTPYKTYPY M HEeCeT CMbICIIOBYH Harpysky,
MOCKOMbKY npefHasHayeH anga yaobcTBa 3anoMuHaHuA nonb3oBaTenem. Takon agpec
COCTOMUT N3 HECKOSbKUX YacTen, Hanpumep, UMeHN MallvHbl, UMEHU OpraHusauuun, nve-
HW gomMeHa. HasbiBaeTcs Takke DNS-umeHem. Hanpumep, www.susu.ac.ru.

Cemeeoli adpec. [na ceTen, noggepxuBarowmnx ctek npotokonos TCP/IP, ato IP-
agpec. |IP-agpec nmeet anvHy 4 6anta n obbl4HO 3anMCbiBAeTCs B BUOE YEThIpEX Yu-
cen, NpeacTaBnAWMNX 3HAYEHUsT Kaxkagoro 6anta B gecsatuyHon dopme, 1 pasgenes-
HbIX Toukamu, Hanpumep: 193.233.81.15 - TpaguumoHHaa gecatnyHas copma npea-
CTaBneHunsa agpeca.

IP-agpecaums nogaepXmBaeT OBYXYPOBHEBYIO nepapxuio. Aopec enutca Ha ABe YacTu — Ho-
Mep CeTu, U HOMep y3na B 3Tou ceTu. [Inga pasgeneHus OByx vyacTen agpeca MCnosb3yeTcs
Macka — ABOMYHOE YMCMO, KOTOPOE COOAEPXKUT eOuHULbl B paspagax, MHTEpnpeTupyemMbiX Kak
Homep ceTu. Hanpumep, macka 255.255.255.0 (11111111, 11111111, 11111111. 00000000)
ans agpeca 193.66.39.214 o3HadvaeT, 4TO B 3TOM agpece nepsble Tpu GanTta 6yayT onpeae-
NSaTb HOMEpP CeTu, a OCTanbHble — agpec y3na. Takum obpasom, agpec cetn — 193.66.39.0.
WHorga ansa 3anucy mMacku ucnonb3yoT cregytowmi popmat: 193.66.39.214/24. Takas 3anmcb
O3Ha4yaeT, YTO Macka coaepXnT 24 eanHULbI, TO €CTb NOL agpec ceTn 0TBeaeHO 24 paspsaa.

CyuwiecTByeT cornaileHue o crneumanbHblx agpecax. Paclumngposka ocobbix agpecos npusene-
Ha B Tabnuue 2.1.

Tabnuua 2.1 — CneumnaneHble |IP-agpeca

Bug agpeca Mpumep HasHauyeHune

Bce Hynu 0.0.0.0 Agpec TOro ysna, KoOTOpbif

creHepvpoBar naket

(Homep ceTu).(Bce HynK) 230.154.17.0 HaHHas IP-ceTb

(BCe Hynun).(Homep y3na) 0.0.0.192 Y3en B gaHHom IP-ceTn
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MpogormkeHne Tabnuubl 2.1

Bupg agpeca

Mpumep

Ha3sHauyeHue

(Homep ceTu).(BCe eauHULbI)

230.154.17.255

Bce yanbl gaHHom IP-ceTu. lMa-
KeT, MMewLWuMn Takon agpec
paccbinaeTcs BCEM y3fam ceTu
C 3agaHHbIM HOMepoM. Takas
paccbifika HasblBaeTCHd LUNPO-
KoBeLllaTenbHoOn

Bce eguHuubl

255.255.255.255

Bce yanbl B TOW Xe ceTun, 4To n
nocnaswuin naket. OrpaHu-
YyeHHasa LUMpOKoBeLlaTernbHas
paccbinka

127.(4T0 yrogHo)

127.0.0.1

MNeTtnsa. Agpec ysna, nocnas-
wero naket. Wcnoneayetca
ANs TeCTMPOBaHMS NPOLECCOB
B npeaenax ogHoOM MallUuHbI

Ina ycraHoBneHust cootBeTcTBus Mexagy MAC u IP-agpecammn mncnonb3dyeTcsi NPOTOKON pas-
peweHuns agpeca — Address Resolution Protocol, ARP.

Tabnuua 2.2 - Npumep ARP tabnuubl

Appec IP dusnyeckum agpec Tun
210.30.50.186 00-80-48-a3-fe-72 JuHamuyeckui
210.30.50.42 00-80-48-eb-65-d6 CtaTtunyeckui

CraTuyeckre 3anucu co3narTcsl BPYYHY0 aAMUHUCTPATOPOM, a AMHAMUYECKNE — CpeacTBaMm

npotokona ARP.
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2. NMpoTtokon IGMP

2.1. Paccbinka rpynnoBbix coobuieHun B cetu Internet

Paccbinka rpynnoBbix coobuwieHnn IP (IP-MynbTUKacTMHI) NpeaocTaBnsieT MpUoXeHnam nsa

cepsuca:

1. [ocTaBKa K HECKONbKUM MYyHKTaM HasHadeHus. CyllecTByeT MHOXECTBO MPUIOXKEHWN, KO-
TOpble LOCTaBMAT MHPOPMALMIO HECKONBbKUM agpecaTtam, Hanpumep, AManorosble KOH-
depeHumMn, pacnpocTpaHeHe MoYTbl UM HOBOCTEW. Ecnn rpynnoBas agpecaumsa He uc-
Nonb3yeTcs, 3TN TUMNbl CEPBUCOB BbIHYXXAEHbI ncnonb3oBaTe TCP (npu 3TOM ocywiecTBna-
€TCA JOCTaBKa OTAENbHOW KOMUU Ha KaxKAbIW MYHKT HasHadeHus). [axe npu cyliecTBoBa-
HUW TPYNMNOBON (POPMbl COOBLLEHNIA, HEKOTOPbIE MPUITOXEHUA BCE-Takm ucnonb3ytot TCP
n3-3a ero HageXHoCTu.

2. 3anpoc oT knueHTa Kk cepeepy. Hanpumep, 6esgnckoBas paboyas cTaHUus cTapaeTcs on-
pefenuTb NOMOXeHWe cepBepa 3arpyskn. B HacTosiee Bpemsi 9TO OCYLLECTBNAETCS C UC-
NnoNb3oBaHMEM LUMPOKOBELLATENbHbIX 3anpocoB (kak B cnydae ¢ BOOTP), ogHako pelue-
HWe C MCMNONb30BaHMEM FPYMMoOBbIX 3aNpPOCOB MOXET YMEHbLUNTbL 3arpy>KEHHOCTb XOCTOB,
KOTOpble He NPefoCTaBnsAT 3TOT CePBUC.

OBM MoXeT y4acTBoBaTb B MYNbTUKACTUHI-NPOLECCe Ha O4HOM U3 CreAyoLWnX YPOBHEMN:
e 0 — 3BM He MOXEeT HM NocbinaTb, HU NPUHMMATbL AaHHbIE
e 1 - 3OBM moxeT TONbKO NocbilaTb NAKeThl B npouecce |P-myntukactuHra
e 2 —0OBM B pexunme MynbTUKaCTUHra MOXET nepefaBaTb N NpUHUMaTb NakeTbl

2.2. F'pynnoBble agpeca
Ha pucyHke 53 nokasaH ¢hopmat IP-agpeca knacca D.

28 Bur
fnace D 1 1110 WAEHTHUOMEETOD TRYNINE! (Mulficast)

PucyHok 53. ®opmart IP-agpeca knacca D.

B otnunumne ot Tpex apyrux knaccos IP agpecos (A,B, C) 28 6uT, oTBe4EHHbIX NOA rPynnoBom
naeHTndukaTop, He NoABeprawTCa AanbHenwemy aenexHuto. pynnoson agpec (multicast
group address) COCTOMT M3 YeTbIpex CTapLumx BuT, ycTaHoBrneHHbIX B 1110, n ngeHtudukaTopa
rpynnel. B gecatuyHom BMae rpynnoBble agpeca Haxoasatca B guanasoHe ot 224.0.0.0 go
239.255.255.255.

HekoTopoe KonmyecTBO XOCTOB, NPOCMaTPMBAIOLWLNX onpeaeneHHbin rpynnoson IP agpec, Ha-
3biBaeTcsa rpynnon xoctoB (host group). Mpynna xoCToB MOXeT 06beaAnHATb XOCTbl B Pa3HbIX
ceTax. YneHCTBO B rpynne AMHaMUYeCKoe: XOCT MOXET BCTynaTb B rpynny v BbIXOAUTb U3 rpyn-
Mbl N0 COBCTBEHHOMY XernaHuio. He cyLlecTByeT orpaHM4eHNIn Ha KONMMYECTBO XOCTOB B rpynne,
N XOCT HEe O0SMKEH NpuHagnexaTb K rpynne, 4tobbl nocnaTtb coobLeHne B 3Ty rpynmny.

HekoTopble agpeca rpynn HasHadalTCs Kak 3apaHee u3BecTHble agpeca oT IANA (Internet
Assigned Numbers Authority) (tabnuua 3.1). B atom cnyyae rpynna cyuMTaeTcsi NOCTOSIHHOM
rpynnomn xoctoB (permanent host group). 3apaHee n3BecTHble rpynnoBbie agpeca NpUBeAEHbI B
nocnegHnx RFC HasHaveHHbIX HomepoB (Assigned Numbers RFC). O6patuTe BHMMaHue Ha To,
YTO MOCTOSAHHLIM B JAHHOM Criyyae siBfisieTCcs rpynnoBov agpec, a He YreHCTBO B rpynne.
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Tabnwuua 3.1 — 3apernctpmpoBaHHblie MynTukacT-agpeca IANA

MynbTUKacTUHI agpec OnucaHwue

224.0.0.0 3apes3epBnpoBaHO

224.0.0.1 Bce cuctembl jaHHom cybeeTtu

224.0.0.2 Bce mapLipyTtusatopbl gaHHoOM cybceTu

224.0.0.4 Bce DVMRP-mapLupyTmsaTopsl

224.0.0.5-224.0.0.6 OSPFIGP (MOSPF)

224.0.0.9 MapwpyTtnsatopbl RIP2

224.0.0.10 IGRP mapLupytmsatopsl

224.0.1.0 VMTP-rpynna meHeaxkeposB

224.0.1.1 NTP-network time protocol - ceTeBas cnyx6bl BpemeHu

224.0.1.6 NSS - cepsep MmeH

224.0.1.7 Audionews - audio news multicast (ayauo cnyx6a HoBocTewm)

294.0.1.9 MTP (multicast transport protocol) - TpaHCNOPTHbIA MPOTOKOS MyJib-
TUKaCcTUHra

224.0.1.10 IETF-1-low-audio

224.0.1.11 IETF-1-audio

224.0.1.12 IETF-1-video

224.1.0.0-224.1.255.255 ST MynbTUKaCTUHI-rpynnbl
224.2.0.0-224.2.255.255 |Bbl30Bbl Npu MynbTUMeana- KOHpepeHUmsx

232.0.0.0-

532 955 255 955 VMTP nepexogHble rpynnbl

IANA Bnageet 6nokom Ethernet agpecoB, KoTopbie B LIeCTHagUaTEPUYHOM MpPeACTaBEHUN
BbirnaaaT kak 00:00:5e. 910 ctapwme 24 6uta Ethernet agpeca, o3Havawowme, 4To 6NOK BKHO-
yaeT agpeca B amanasoHe ot 00:00:5e:00:00:00 go 00:00:5e:ff:ff:ff. IANA oTBena nonoBuHy
3Toro 6ry10ka ons rpynnoBbIX aApecoB. YCTAHOBNEHO NpaBuno, YTo nepsbin 6anTt Ethernet aa-
peca paBHbin 01 ykasbiBaeT Ha rpynnoBon agpec. ATo o3HavaeT, 4to Ethernet agpeca, coot-
BETCTBYIOLLUKME rpynnoBbiM agpecam IP, fomkHbl HaxoanTees B AnanasoHe oT 01:00:5e:00:00:00
no 01:00:5e:7f:ff.ff.

lMpuBeOeHHbIE 30eCb BblpaXXeHUs1 UCMOMNb3yT CTaHA4ApPTHY NocneaoBaTenNbHOCTb GMTOB ANnd
Internet, ana ceten CSMA/CD wunu Token bus, a umeHHO Takyto, kak BuTbl pacnonaralTcs B
namatu. ATO Kak pa3 To, C YeM CTarnkmBaeTcsa 6ONbLUMHCTBO NPOrpaMMMUCTOB N CUCTEMHBIX aj-
MuHucTpatopoB. |IEEE gokymeHTaums mncnonb3yeT nopsgok O6uT, KOTOPbIM MCNONb3yeTca npu
nepegade. Assigned Numbers RFC npepoctasnseT AononHUTENbHbIe NOAPOOGHOCTM O pasnu-
yngax mexagy aTumu npegctasneHnamn. NopobHoe pacnonoxeHue nossonser 23 Gutam B
Ethernet agpece cootBeTcTBOBaTH MAaeHTUMKaTopy rpynnbl IP. B npouecce npeobpasoBaHus
agpecoB 23 mnaawunx 6uta ngeHTudmkaTopa rpynnel nomewatotca B 23 6uta Ethernet agpeca
(pucyHok 54). Ctapwwne 5 6UT B ngeHTMdukaTope rpynnbl UTHOPUPYIOTCH, Tak Kak OHN HE YHU-
kanbHbl. Kaxxgomy Ethernet agpecy cootBeTcTByeT 32 pasnuyHbiX naeHTudukaTopa rpynmnboi.
Hanpumep, rpynnoBon agpec 224.128.64.32 (B wecTHaguaTepMyHOM MpeacTaBreHnn
€0.80.40.20) n 224.0.64.32 (B wecTtHaguaTepuyHom npeactasneHmn €0.00.40.20) oba 6yayT
TpaHcdopmupoBaHbl B Ethernet agpec 01:00:5e:00:40:20.

Tak kak nogoGHoe conocTaBneHne He YHWKanbHO, npeanonaraercs, YTo ApariBep ycTpoicTea
unu IP Moaynb OOMKeH OCYLLEeCTBUTb UNbTPaLMIO, Tak Kak ceTeBas nrnaTta MOXeT MonyYnTb
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rpynnoBoOn (ppenm, KOTOPbIN XOCTY He npeaHasHadeH. Ecnn ceTeBas nnaTta He OCyLlecTBnseT
agekBaTHYO unbTpauuio rpynnoBbIX (pernmMoB, ApanBep YCTPOUCTBA, BMOMIHE BO3MOXHO,
AorkeH 6yaeT nonyyaTb BCe rpynnoBble opelMbl 1 cam OCyLLEeCTBNATbL hunbTpauuto.

aTH 5 OWT B MAEHTHGMEETORE TRYNNE
! HE MENoNb3YIoTeR B dopme Ethernel agpeca
i 78 15 16 23 24 31
IP a,u,pecarmaocan.hllloi o i

||I|||I.|||||II||||II||

mnafwmMe 23 GuTa MAeHTHMEETOPE TRYNNE
KonupyioTes B Ethemet anpec

CICIDDDCICIlDCICIDDCID CIlDlll 130

ii i P a_p;l]-a;lll-]-ll]a-;lala]

43—5uTHb|ﬁ Ethemet agpec
PucyHok 54. CooTtBeTcTBue Mmexay IP agpecamu knacca D v rpynnosbiMu agpecamu Ethernet.

CyuwiecTByeT ABa BapvaHTa peanusauuu rpynrnoBon agpecauum B CeTeBbIX nnartax, MCNonb-
3ylolmecs B nokanbHbIX ceTsax. OgHM ocyLLecTBNAT rpynnoByo punbTpaumio, OCHOBaHHYIO
Ha 3Ha4YeHWM annapaTHOro rpynnoBOro agpeca, YTo 0O3HA4YaeT, YTO HEKOTOpPbIe HeXenaTtenbHble
penmbl MoryT nponTtn. B apyrom cnyvae nmeetcs Hebonblloe hrMKCMpoBaHHOE KONMYECTBO
rpynnoBbIX agpecoB, MPUHUMAEMbIX NMaTOW, MpyU 3TOM, €CilM XOCTYy HeOoOXOAMMO MNPUHATL
Gonblue rpynnoBbIX aapecoB, YemM NoJAepPXKMBAETCs, MHTepdenc JomkeH ObiTb NoMeLleH B
pexunm "pasHbix rpynn” (multicast promiscuous). OgHako, oba Tuna uHTEpdENCOB BCE elle
TpebytoT, YTOObI ApanBep YCTPOMCTBA OCYLLECTBAN NPOBEPKY HA NpeaMeT Toro, Heobxoanmo
nun ganble obpabaTtbiBaTb NpuHATLIN hpenm. Jaxe ecnn nHtepdenc ocyLecTBnseT naearnb-
Hyl0 rpynnoByt ounbTpaumio (OCHOBaHHYK Ha 48-6UTHOM annapaTHOM agpece) punbTpauus
BCe elle Heobxoauma, Tak Kak conocTtaeneHue |IP agpecos knacca D 1 48-6uTHbIX annapaTHbIX
a[lpecoB OCYLLECTBSETCA He oauH Kk ogHoMy. OgHako, ecnu abcTparmpoBaTbCa OT HECOBEpP-
LUeHCcTBa Npeobpa3oBaHNsa aapecoB M annapaTHoWn hunbTpaunn, rpynnoBas agpecaumns Bce xe
nyyule, YeM LIMpOKoBeLLaTenbHas.

OcyLiecTBMTb rpynnoBON 3anpoc B €AUHCTBEHHYHO (PU3MYECKYID CeTb OOBONbHO npocto. OT-
npasnAalLWLNA Npouecc ykasbiBaeT |IP agpec HasHadeHns, KOToOpbI ABNAETCH rpynnoBbIM agpe-
COM, ApanBep YCTPOUCTBA KOHBEPTMPYET 3TO B cOOTBETCTBYIOWMIN Ethernet agpec n otnpaens-
eT. [NpuHMmaroLwme npouecchbl AOMKHbI yka3aTb cBouM IP MogynsiM, YTO OHM XO4eT nony4vaTb
AaTtarpamMmbl, NpegHasHavyeHHble onpedenieHHoOMY rpynnoBoMy agpecy, U ApanBepa YCTPOUCTB
AOMKeH Kaknum-nnbo obpasom nonyyvatb 3TK rpynnoBbie periMbl. Bce aTo HasbiBaeTcs "BCTynN-
nenunem B rpynny". (MprynHa, MO KOTOPOW UCMONL3YETCH BhipaXXeHue "NpuHMMatoLLme npouec-
Cbl" BO MHOXXECTBEHHOM 4MCne, 00BbACHAETCA TEM, YTO OBbIYHO CyLLEeCTBYET HECKOMbKO Mony-
yateneun, KOTOpbIM NpegHa3HayYeHo rpynnoBoe coobuieHne, NMbo Ha oaHOM, NMMBO Ha pasHbIX
xocTax.) Korga rpynnoBas gatarpamma nonyvyeHa XOCTOM, KOnust 4OCTaBNsaeTca BCEM npouec-
caMm, KoTopble npuHagnexaT K rpynne. 9710 otnunyaetca ot UDP, rge equMHCTBEHHbIN npoLlecc
nonyyaet Bxogswyto nepcoHanbHyto UDP gatarpammy. HeckorbKo npoueccoB Ha 0gHOM XOC-
Te MOryT npuHagnexaTb K OgHOW rpynne.

OpfHako CroXXHOCTWU pacTyT KakK CHEXHbIA KOM, Korga rpynna pacnpoCTpPaHAETCa Ha HEeCKOSbKO
ceTen, N rpynnoBble NakeTbl JOMKHbI NPOXOANTL Yepes MapLupyTusaTopsl. MaplipyTusaTtopam
HeobxoaMmo 3HaTb, NPUHaANeXxart N Kakne-nmbo XOCTbl B 4aHHOW (hU3MYECKOW CETU K onpe-
aeneHHon rpynne. [na onpeaeneHuns aToro, CyLeCcTBYET NPOTOKOS, Ha3biBaeMbli NPOTOKOSIOM
ynpasneHua rpynnamu Internet (IGMP - Internet Group Management Protocol).
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2.3. HazHa4yeHue npoTtokona IGMP

B aToi rmaese Mbl pacCMOTPUM NPOTOKON ynpasneHus rpynnamu Internet, KOTopbIn UCNONb3yeT-
Csl XoCTamu, MaplpyTusatopamu U KOMMyTatopamu, Ans Toro 4tobbl nogaepXxusatb rpynno-
BYIO paccbiniky coobuweHunin. OH no3BonsieT BceM cuctemam (PU3NYECKON CEeTU 3HaTb, Kakue
XOCTbl B HacTosiLee BpeMs o6beuHeHbl B rPynMbl M K KAKAM rpynnam OHM npuHagnexar. Jta
MHopMaLma Heobxoamma Ans rpynnoBbIX MapLIpyTU3aToOpPOB, UMEHHO TaK OHW Y3HalOT, Kakue
rpynnoBble gaTarpaMmbl HEO6XOOUMMO NepeHanpaBnATb U Ha Kakne uHTepdgencol. He Bce kom-
MyTaTopbl noaaepxusatoT npotokon IGMP. ®yHkums, peanusytolias BO3MOXHOCTb nepexsaTa
n aHanusa IGMP nakeToB, Ha3biBaeTcs "igmp snooping". MmMeHHO Gnarogaps aHanuay npoxo-
aawmx IGMP nakeToB, KOMMyTaTOp Y3HAET, K KakuM rnopTam NogknioveHbl abOHEHTbI U B KaKnx
rpynnax OHW coCToAT. B ganbHenwem KOMMYTaTopbl U MapLUpyTM3aTopy, NoAdepXuBatoLlime
npotokon IGMP 6yaem HasbiBaTb rpynmnoBbIMU MapLLPYTU3aTOpaMu.

2.4. Upeonorua n anroputm pabotel npotokona IGMP

Kak n ICMP, IGMP saenseTtcs vactbto IP ypoBHs. Tak xe kak ICMP, IGMP coobweHus nepena-
totcst B IP-gatarpammax. MNpoTtokon IGMP umeeT coobOuieHne ukcnpoBaHHOro pasmepa, oes
Heobs3aTenbHbIX OaHHbIX. Ha pucyHke 55 nokasaHa uHkancynsumst IGMP coobwenunsa B IP-
aararpammy.

l¢—— IP pavarpamma —pj

cooflUEHeE
saronopce P \GIMP
20 Gar & Bair

PucyHok 55. NHkancynauunsa IGMP coobwennsa B IP gatarpammy.

Ha 10, yTtO B IP-gararpamme Haxogutca IGMP coobuieHne, ykasbiBaeT BENUYMHA B None npo-
TOKONa paBHas 2.

BctynneHue B rpynny

dyHaameHTanbHOW KoHuenuuen ans paboTbl rpynnbl ABNSETCHA TO, YTO MpoLecc BCTynaeT B
rpynny ¢ onpeaeneHHbIM nHTepgencom xocta. YneHCTBO B rpynne gMHaMmM4yeckoe: Co Bpeme-
HeM NpoLecc MOXeT Kak BCTynaTb, TaK U BbIXOOUTb U3 rpynnbl. ECTeCTBEHHO, Npouecc AomKeH
UMETb BO3MOXHOCTb BCTYNUTb B rpynny C ykasaHHbIM nHTepdencom. lNMpouecc Takke MOXeT
MOKWHYTb rPynny, B KOTOPYK OH OO 3TOro BCTynwn. [nga BCTynneHus B rpynny v Bbixoda U3
rpynnbl TpebyeTtca, 4Tobbl kakon-nnbo APl Ha xocTe nogaepxvBan rpynnoByro paccbiniky. Mc-
nonb3yeTcs BblpaxeHue "nHtepdenc”, NoToOMy YTO YNEHCTBO B rpynne CBA3aHO C UHTepden-
com. pouecc MOXeT BCTYNUTb B OOHY U Ty e rpynny ¢ pasHblx MHTepdencos. Penus IP, noa-
Aep>KuBatoLLnin rpynnoByto paccbinky B Berkeley Unix CtaHadopackoro yHuBepcuteTa, geta-
nuanpyet 3TU n3meHeHna coketos API. oaTomy naeHTudukaTop XocTa B rpynne 310 agpec
rpynnbl U nHTepdenc. XocT AormKeH NOMHUTL Tabnuuy BCex rpynmn, K KOTOpbIM NPUHaANEXUT
X0T4 Obl 04MH NpoLece, U cHeTUMK obpalleHnin, TO eCTb KONMYEeCTBO NPOLIECCOB, NpUHaanexa-
LUMX K rpynne.

IGMP 3anpocbl 1 oT4yeTbl

IGMP coobueHns mncnonb3ylTca rpynnoBbiMM MapLipyTu3aTopamn, 4Tobbl nogaepXveatb

YNIEHCTBO B rpynnax Afsa Kaxaonm ceTn, pusnveckm NogKmoYeHHON K maplpyTtusatopy. Cyue-

CTBYIOT CriealytoLme npasuna.

1. Xoct otnpasenseT nepsbli IGMP oTyeT, korga nepsbin Npouecc BCTynaeT B rpynny. Ecnu
HECKOIMbKO MPOoLEecCOB Ha AaHHOM XOCTe BCTYNUMAW B OOHY W Ty e rpynny, oTnpaBnsaeTcs
TONbKO OAMH OTYeT, B TOT MOMEHT, Koraa npouecc nepsbin pa3 BCTynun B rpynny. OTyeT
NnocbINaeTcst Ha TOT Xe MHTepdenc, C KOTOPbIM NPOLLECC BCTYNUN B rpynny.
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2. XOCT He nochbifiaeT OT4YeT, Korga npouecc BbIXOAUT M3 Tpynnbl, Aaxe Korga nocnegHuin
npouecc BbIwern 13 rpynnbl. XOCT 3HAeT, YTO B 3TOW rpynne 6orblue HET YNeHOB, NO3TOMY
KOrQa OH nony4vaeT crneayoLmii 3anpoc (CneayroLni war), OH He OTNpaBnsieT OTyeT.

3. [pynnoson mapwpytmnsatop otnpasnsetr IGMP 3anpoc ¢ peryndpHbiMW MHTEpBanamu,
YTOObI BbIACHUTb, NPUHAANEXAT NN NPOLECChl KakuX-NMBo XOCTOB K KakMM-NMbo rpynnam.
MapLpyTnsaTtop nocbifiaeT OAMH 3anpoc Ha Kaxabln uHTepdenc. Mpynnoson agpec B 3a-
npoce yctaHoBneH B 0, Tak Kak MapLupyTU3aTop oxugaeT npuxoq 0OQHOro OTKINKa OT XOocTa
A58 KaXKOom rpynnbl, K KOTOPOW OT XOCTa NPUHAANEeXUT OAUH UM HECKOMBbKO YNeHOB.

4. Xoct otBevaet Ha IGMP 3anpoc nocbinkon ogHoro IGMP oTyeTa Ansa Kaxgown rpynnbl, KO-
TOpasa coaepXuT xots Gbl 0OANH Npouecc.

C ncnonb3oBaHMEM 3TUX 3anpoCOB M OTYETOB MPYNMOBOM MapLUpyTM3aTop NoaaepxmBaeT Tab-
nvuy, cogepallyto MHopMaLmMIo O TOM, Ha KOTOPOM U3 ero MHTepdencoB MMEETCS OAMH UM
HeCKOmnbKO XOCTOB B rpynne. Korga mapLupyTu3aTtop nosflyyaeT rpynmnoBylo Aatarpammy, KOTO-
pylo Heobxooumo nepeHanpaBuTb, OH NepeHanpasnsieT ee (C UCNofib30BaHMEM COOTBETCT-
BYIOLLLErO rPYnmnoBOro agpeca KaHarbHOro YPOBHS) TONbKO Ha TOT MHTepdeinc, Ha KOTOPOM A0
CMX NOP €CTb XOCTbl, MPOLECChl KOTOPbIX NPUHAANEXAT K 3TON rpynne.

Ha pucyHke 56 nokasaHbl gea tuna IGMP coobLueHnin, oT4eThl, OTNpPaBneHHbIE XOCTOM, U 3a-
MpocChbl, OTNPaBNEHHbIE MapLIpyTM3aTopoM. MapLupyTnsaTtop onpalumMBaeT Kaxabl XOCT, YTOObI
TOT naeHTUMLMpoBan Kaxayto rpynny ans AaHHoro nHrepdenca.

IGMP oryer, TTL = 1, IGMP sanpoc, TTL=1,
agpec rpynnel IGMP = agpee rpynnel agpec mpynnel IGMP = 0
IF agpec HasHaueHna = aapec rpynnkl IF agpec HasHavenwa = 224.0.0.1
IP agpec wcTovHWEa = [P aapec xocTa IF aapec nctouHuka = P agpec MapwpyTwsaropa
'“!“' =HREs=RRE=mREE=EREE=E ae=ahEe=E R, ‘ T T T *“ =
rEynnoBoid
XOCT
poyTep

PucyHok 56. IGMP oT4eTbl 1 3anpochl.

Oetanu peanusauumn

B npoTokone cywlecTBYOT HEKOTOPbIE aCneKTbl, KOTOpbIe YNyyLlalT ero NpoM3BoANTENbHOCTD.
Bo-nepBhLix, koraa xoct nocbinaet mexogHeln IGMP otyeT (korga nepBbiv NPOLLECC BCTYNUI B
rpynny), He CyLlecTBYeT rapaHTumu, 4YTto 3TOT OT4yeT OyaeT JocTaBreH (Tak Kak Ucrnonb3yeTcs
cpeactBo goctasku IP). MNMo3xe oTnpaenseTca ewe ognH otyeT. Bpewms, korga 6yaet otnpas-
NeH crnegyLwmn oT4eT, BbIbupaeTcs XOCTOM criydyarHbiM 06pa3om, Npuyem 3HayeHne BpemMeHu
HaxoauTca B AnanasoHe ot 0 go 10 cekyHA.

Korga xocT nonyyaeT 3anpoc OT MapLupyTu3aTopa, OH He OTBeYaeT cpasy e, a oTknagbiBaeT
oTBeThbl Ha 6onee nosgHee Bpems. (Mbl NCNOMNb3yeM MHOXECTBEHHOE YMcro "oTBEThI", MOTOMY
YTO XOCT AOSMKEH nocnatb OAWH OTYET ANS KaXO0W rpynnbl, KOTOpas COAEPXKUT OQHOIO UM He-
CKOJTbKO YSieHOB.) Tak Kak HECKOSNIbKO XOCTOB MOryT OTNPaBUTb OTYET AN OOHOW 1 TOW Xe rpyn-
Mbl, KaXOblA OTApaBAsSieT CBOM OTYET C 3a4EePXKKOMW, BbIOpaHHOM cnydanHbiM obpasom. Takke
obpatnTte BHUMaHME Ha TO, YTO BCE XOCTbl NOLKITHOYEHHbIE K OOHON (PU3NYECKON CETM nony4ya-
0T BCE OTHETbI OT APYrMX XOCTOB, HAXOAALLMXCA B TOW e rpynne, noToMy 4YTO agpec HasHaye-
HUA oTyeTa (pUCYHOK 56) — aTO rpynnoBon agpec. A 9TO, B CBOK O4Yepedb, O3HAYaeT, YTO eCrnu
XOCT OTNIOXWUIT MOMEHT OTMPaBKM OTYeTa, OOQHAKO MOSyYunsT KONUK0 TOrO Xe CamMoro otyeTta oT
APYroro xocta, OTBeT MOXET ObITb OTMEHEH. OTO OOBACHAETCS TEM, YTO rPynnoOBOMY MapLUpy-
TM3aTopy HET HEOBXOAMMOCTM 3HAThL, CKOSTbKO XOCTOB NPUHAANEXNUT K rpynne - eMy OCTaToOvHO
3HaTb, YTO NO KparHen Mepe OAMH XOCT NPUHAANEXUT K rpynne.
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Ha ogHom cdmsmyeckom kabene 6e3 rpynnoBbiX MapLIpyTM3aToOpoB, Tpaduk, NpuHagnexalimn
IGMP, — 3TO OTYeTbI, KOTOpPblE OTNPABMASATCA XOCTaMu1, NOAAEPXMBAOLLMMY rPYNMNoOBYLO agpe-
cauyuio IP, korga oHW BCTynakoT B HOBYHO rpynny.

Mone BpeMeHU XXU3HU

Ha pucyHke 56 BuaHo, 4yto nosie TTL B oT4eTe U 3anpoce ycTaHoBMAEeHO B 1. OTO HanoMmnHaet
obbivHoe TTL none B IP 3aronoske. 'pynnoeasi gatarpamma ¢ TTL ncxogHo paeHbiM O He "yii-
aeT" nanbelle cBoero xocta. o ymonyaHuio rpynnosble gaTarpaMmmel pacceinatoTcea ¢ TTL pas-
HbiM 1. OTO MO3BOMSET JaTarpaMmaM pPacrnpoCTPaHATLCA TOMbKO B CBOEW NoAceTu. 3HavyeHue
TTL 6Gonbwe eguHULbl MOXET ObiTb YCTAaHOBMEHO rpynnoBbiM MapwpyTtusatopom. [CMP
owmnbka HMKOrga He reHepupyeTcsl B OTBET Ha AatarpaMmmy, HanpasnsieMyto Ha rpynnoBov aa-
pec. ['pynnoBble MapLipyTusatopbl He reHepupytoT ICMP owmnbky "Bpemsi muctekno" (time
exceeded), korga 3HayeHue TTL ctaHoBUTCA paBHbIM O.

O6bI4HO, NOMNb30BaTENLCKUI NPOoLIEeCC He 3aboTUTCs 0 3HadYeHun mexogsuwero TTL. OgHo umc-
KMtoyeHne, noxanymn, nporpamma Traceroute, NpMHUMN paboTbl KOTOPOM OCHOBaH Kak pa3 Ha
n3mMeHeHumn 3HadveHms nonst TTL. OgHako, NpunoxeHusi, kOTopble paboTatoT ¢ rpynnoBon agpe-
cauunen, OOMKHbI UMEeTb BO3MOXHOCTb YCTaHOBUTL ucxogsuwee none TTL. 3To o3HayaeT, 4To
nporpamMmMHbIA MHTEpPdENC OOMKEH NPEeOOCTaBNATb 3Ty BO3MOXHOCTb MOMb30BaTENbCKUM NpPo-
Leccam.

Mytem yBenuueHnss TTL npunoxeHne MOXeT OCYyLLEeCTBUTb pacLUMpEeHHbIn nouck (expanding
ring search) KkoHKkpeTHOro cepeepa. B aTom cnyyae nepsas rpynnosasi fatarpaMmma nocblnaet-
ca c TTL paBHbIM 1, eCniv OTBET He MOSyYeH, NocbiaeTcs gatarpamma ¢ TTL paBHbIM 2, 3aTeM
3 n TaKk ganee. B aTom crniydyae npunoxeHue onpeaenseTt noroxeHne Gnukanwero cepeepa B
KonmyecTtBax nepecbiniok. CneumansHbin gnana3oH agpecos 224.0.0.0 — 224.0.0.255 otBoauT-
Cs 4N NPUNoXeHun, KOTopble He ByayT paccbinatb rpynnoBble 3anpochkl AanbLlue Yem Ha OaHY
nepecbiiky. [pynnoBblie MapLUpyTU3aTopbl HE AOSMKHBI NepeHanpaBnaTe gaTarpaMMbl C TakMMK
agpecamMmu Ha3Ha4YeHus1, BHe 3aBUCUMOCTM OT TTL.

Fpynna Bcex xocTtoB (All-Hosts)

Ha pucyHke 56 mbl Bugenu, yto IGMP 3anpoc oT mapuipyTudaTopa oTnpaenseTcs Ha IP agpec
HasHauyeHus 224.0.0.1. 3TOT agpec HasblBaeTCca agpecom rpynnbl Bcex xoctoB (all-hosts). OH
MMEeeT OTHOLLEHME KO BCEM XOCTaM U MapLupyTuaTtopam NoaKMHOYEHHbIM K (n3nyecKkom cetn n
noadepXmBaroLWmMM rpynnoByo agpecaumio. Kaxaplh XOCT aBTOMaTU4eCKu BCTynaeT B 3Ty
rpynny co BCeMu MHTepdencammn, KoTopble NoaaepPXKUBAKOT rPynnoByt0 agpecauunto, Npu UHU-
unanusaumm nHtepderica. O YneHcTBe B 3TOM rpynne HMKorga He coobuaeTcs (pacCblfikon oT-
4YeToB).

KpaTkue BbiBOAbI

"pynnoBas paccbifika aTo cnocod pasocnatb COOBLEHUA HECKONBbKUM nonydartenam. [Ons mHo-
TMX NPUMOXEHU 3TO BapuaHT NPeAnodYTUTENbHEN, HEXenW paccCbifika LUIMPOKOBeELLaTeNbHbIX
3anpocoB, Tak Kak C MOMOLLBI MPYMMNOBON PaCChISIKU MOXHO YMEHbLUNTb 3arpy>KeHHOCTb XOC-
TOB, KOTOPbIE HE 3auMHTEpPecoBaHbl B NPUHATUM COOBLLEHn. [1pocTo NpOTOKOM, onpenensito-
LM NPUHaANEeXHOCTb XocToB K rpynne (IGMP),— 3To KpaeyronbHbli KAMEHb, Ha KOTOPOM CTPO-
nTCA rpynnosas agpecauusi.

Tak kak paccbinika LMpOKoBeLLaTeNbHbIX 3anpoCcoB 0ObIYHO OrpaHNYMBaETCSH OA4HOW JTOKaNbHOM
ceTblo, rpynnoBble 3anpocbl MOryT GbiTb WCMOMNb30BaHbl BMECTO LUMPOKOBELLATENbHbIX AnS
pasnNMYHbIX NPEANOXEHWUA, KOTOpble B HACTOSILLEE BPEeMS UCMOMb3YHT LUMPOKOBELLATENbHbIe
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3anpockl. OgHako, ans rnobanbHbIX ceTe npobremMa rpynnoBbiX 3anpPoCoB A0 CUX NOP 4O KOH-
Lia He peLleHa.

2.5. ®opmaTt IGMP-coobueHumn
B HacTosAwmMn MOMEHT cyLlecTByeT Tpu Bepcum aToro npotokona: IGMP vl (RFC 1112), IGMP

v2 (RFC-2236), IGMP v3. Hanbonee pacnpoctpaHeHa Bepcus 2.

dopmaTt IGMPV2 nakeTta npueegeH Hmke (PUCYHOK 57).

0 |1 |2 |3 |4 |5 |6 |7 8 |9 |1o |11 |12 |13 |14 |15 16|17|18|19|20|21|22|23|24|25|26|27|28|29|30|31
Tun COO6LLI,GHVIFI MakcumanbHoe BpeMA OoTBETa KOHTpOJ‘IbHaFI cyMmma

LLinpokoBeLaTenbHbIN agpec rpynnbl
PucyHok 57. ®opmat nakeTta npotokona IGMP Bepcum 2.

B IGMPv2 cyuiecTByloT cnegytoLume tunbl coobuieHni (tabnuua 3.2).
Tabnuua 3.2 — BoamoxHble 3HaueHus nonda Type

TYPE UcTouHunk Tun coobLieHns HasHa4yeHue coolLueHun
0x11 'MapwpyTtmsatop Membership Query 3anpoc o cocrase rpynnbl
0x16 Ysen Membership Report (IGMPv2) OT4eT 0 cocTase rpynnsl

CoobLeHune o BbiIxoae u3

Ox17 |Ysen Leave Group p—

PaccMoTpuMM HasHadeHuMe 3Tux coobuleHuin bonee petanbHo. [MNpu nogkntodeHun k IGMP-
rpynne abGoHEHTCKOe YCTPOWCTBO nochbiiaeT B ceTb IGMP naket ¢ tunom "OT4yeT 0 cocrase
rpynnbl”, TeEM caMbiM AdaBasi MOHATb, YTO XenaeT nony4yaTb NakeTbl Of8 OaHHOW Tpynmnbl.
Mpun BbIxo4e u3 rpynnbl aBoOHEHTCKoe ycTponcTBo nocbinaet B cetb IGMP naket ¢ Tunom "Co-
obuweHne o BbiIxoge M3 rpynnbl". MaplipyTtunsartop nepuoamyeckm nocoinaeT B cetb IGMP 3a-
npoc ¢ TMnom "3anpoc o coctaee rpynnbl" Ans BbIACHEHMS COCTaBa rpynnbl HA TEKYLWN MO-
MEeHT BpemeHu. Ecnn otBeTa OT abOHEHTCKUX YCTPONCTB HE MOCNeAoBarno, TO MapLipyTM3aTop
OTKNtoYaeT 3Ty rpynny n 6onee He nepecbinaeT NakeTbl 4NA AaHHOW rpynnbl.

Copepxumoe nonsa «MakcumarnbHoe BpeMsi oTBeTa» MMEeT CMbICI TOMbKO AMs COobLeHni
Membership Query. B aTo none rpynnoeson mapLipyTtusaTtop, ucnonbaytowmi IGMPv2, nome-
LaeT MakcMMarnbsHoe BpeMs 3afepXKu OXnaaHusa oTBeTa Ha coobLueHre, BbIpaXXeHHoe B Aecs-
TbIX AONAX cekyHAbl. [10 ymonyaHuio 3HayeHne nons cumtaetca pasHbiM 100 (10 cek). B oc-
TanbHbIX COOOLLEHMAX 3TO NONe He aHanM3npyeTcs.

KoHTponbHasa cymma (checksum) paccumTbiBaeTCs Tak e, Kak KOHTporibHasa cymma ICMP.

MpynnoBow agpec (group address) aTo IP agpec knacca D. B 3anpoce none rpynnoBoro agpeca
yctaHaBnueaetcs B 0. B oT4eTe OHO cofepXuT rpyrnnoBov agpec.
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3. IP-mapwpyTusauusa
OcHoBHas 3apgava nobon ceTn — TpaHCNOpTMPOBKA MHGopmaumm ot IBM-oTnpasutensa k
OBM-nonyyatento. B 6onblUMHCTBE CnyyaeB AN 3TOro HYXXHO COBEPLUNTb HECKOMbKO nepechbl-
nok. MNpobnemy BbiIGOpa NyTVM pellalT anropuTMbl MapLipyTusaumm. AnNroputMmbl AN CBOEK
paboTbl MCNONb3yT Tabnuuy mapwpyTtudaumn. B 3aBucumMocTn ot Toro, kKakum obpasom 3a-
NOMHSETCA U KoppekTupyeTcsa Tabnvua — agMUHUCTPaToOPOM UIM aBTOMaTUYECKN, — MapLLpYTK-
3aumnsa OennuTcsa Ha CTaTUYeCKyro U guHamudeckyto (pucyHok 58). MNMpu guHamuyeckon mapLupy-
TM3auum K cucteme gobaBnaeTcs ewe OAMH KOMMOHEHT — NPOTOKOS MapLpyTusaumm, KOTopbiv
COBCTBEHHO M OTBEYaeT 3a 3anofiHEHME N KOPPEKTMPOBKY Tabnuubl Maplipytmusauun. Ho mo-
Andmkaumnsa Tabnuubl NPOMCXoaNT He HanpsMyto. [poTokon nogaepxmeaeT co6CTBEHHYO 6asy
AaHHbIX, KOTOpas MOXeT codepXaTb CrieayoLLyo MHopMaLuio No MapLipyTam:

® 3arpy>XeHHOCTb CETEBOro UHTepdenca;

e 3aJepKa B NOOKMIOYEHHbIX KaHanax nepegayun AaHHbIX;

e CTOMMOCTb Nepeaayun AaHHbIX NO KaHanaw;

e npouee.
[aHHas nHpopmaumnsa opmnpyeTcs Ha OCHOBE ABYX NCTOYHMKOB:

* V3MEepeHune 1 OLeHKa napameTpoB CETU CaMUM MPOTOKOMOM;

e B3aMMOAEWNCTBME C NPOTOKONamMu, paboTatoWwmmMm Ha Opyrx MapLipyTnsatopax.

Ha ocHoBe copgepxmmoro 6asbl AaHHbIX NpoTokona cdopmMmupyeTcs Tabnuua mapLupyTtusa-
Lun.

! r—— — — =1
NMPOTOKOIT MAPLIPYTU3ALINA I I I AJITTOPUTM MAPLLPYTU3ALIN I

| I |

basa gaHHbIX npoToKona

|
| Bk
|

/ / —l

| KoMnoHeHTbI cTaTnyeckon MapLlpyTusaumm

KOMNOHEHTbI AUHaMn4ecKon mapLupyTusaumm

KOMMYTALUNOHHbIA Y3EN

PurcyHok 58. KOMMOHEHTbI CUCTEMbI MapLLPYTU3aLIMN.

Takum o6pa3om, MOXHO YETKO BblAenuUTb PYHKLUUM NPOTOKOMNA M anropyTtmMa MapLupyTusaumu.
Ecnu y anroputma Bcero nuib 0gHa 3agada — Bbibop crneayoLwlero mapwpyTa gns obpabatbi-
BaeMoro nakeTa, To MPOTOKON MapLIpyTM3aumm BKItoYaeT B ceba cneayoLwmne npoueaypbi:

* U3MepeHue 1 OLeHKa napaMeTpoB ceTu;

e B3aMMOAEWNCTBME C NMPOTOKOMaMu Ha OPYrux y3nax ceTm nyTem PacCbifiku U NPUHATUS

cnyxebHon nHdopmauuu;

e (hopmupoBaHmne cobCcTBEHHOM Basbl 4aHHbIX;

e MoandmKaumnsa Tabnuubl MapLLpyTHU3aLunmn.
To ecTb, B cuctemMe mapLupyTm3aumm anroputm SBnseTCs NacCUBHBbIM KOMMOHEHTOM, KOTOPbI
ANSA BbINOMHEHUS CBOEN DYHKUMW UCNOoNb3yeT MHdopmauuio, npegocTtasnsemMyo nubo agmum-
HUCTpaTopoM, NGO NPOTOKONIOM — aKTMBHBIMW YNPaBASOWNMN KOMNOHeHTamMu. [laHHoe pas-
nnymMe XopoLlO MOAYEPKUMBAETCH TEPMMHAMU, KOTOPbIMM 0O03HAYalTCsl ceTeBble NPOTOKOMbI,
peanuaylowme anroput™M 1M NpoTOKON MaplipyTudauun. TepmuH «Routed protocol» o6bl4HO
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npuMmeHsieTcs Ang obo3HayeHnss NpoToKOoMNa, B paMkax KOTOPOro peanu3oBaH anroputMm map-
LWwpyTusauumn, Hanpumep, npotokon IP. TepmuH «Routing protocol» o6bIYHO NpuMeHseTcs ons
0603HavYeHNa NpoToKoNa MapLupyTU3aLmm.

2.1. O6wasn koHuenuusa IP-mappyTusauum

OCHOBHbBIM OOKYMEHTOM, ONUChLIBaKOWNM anroputM IP-mapwpytmnsaumm, aensetcsa RFC-1812.

CornacHo emy He BblpaboTaHO eQuHOro ctaHgapTa Ha Kakon-nmbo M3 CyLlecTBYHOLWMX anro-

putmoB IP-mapwpyTtmsaumn. Bece oHu aBnsawoTcs Tak HasbiBaembiM Internet Folklore. Tem He

MeHee, aokyMmeHT RFC-1812 BbigenseT ocHOBoMnonaratowun anroputM, Tak HasbliBaembin Clas-

sic Algorithm, koTopble OOMmKHbI ncnonb3oBaTtb |P-maplwpytnsatopbel. CyTe ero pabotel crne-

AyoLas.

KaHanbHbI ypoBEHb NpeaocTaBnsieT ceTeBOMy YpPOBHIO nakeT (IP-gatarpammy) v gononHu-

TENbHYI MHGOPMaLMIO O HEM. IP-NpOTOKON cyuThbIBaeT IP-3arofoBok U3 gatarpamMmmbl U Haun-

HaeT ero noatanHy 06paboTky. OCHOBHbIE LLaru cnegyowme:

1. TpoBepka koppekTHOCTM Aatarpammbl (Packet Validation). Ha gaHHOM aTane nposeps-
eTca obwasa AnvHa nakeTa, AfvHa 3arofnoBka, Bepcus IP-npoTokona v KOHTpOrbHas
cymma.

O6paboTka IP-onumi.

3. OnpepeneHne mecTa HasHadeHus naketa. B nepsyto oyepeab npoBepsieTcsi, NnpeaHa-
3Ha4eH N1 NakeT foKanbHOM cMcTeMe Unn HeT. Ecnn HeT, TO MapLupyTu3aTop AOSKEH
onpegenuTb MapLUpyT, N0 KOTOPOMY CrieayeT nepecnaTtb NakeT Aarnblue, — 3a 370 OTBe-
YyaeT anropuTm onpeaeneHus cneaytowero xona (hop). Ecnu noaxogswero mapLupyTta
He oBOHapyXmnBaeTCH, TO NakeT NoanexnT copocy.

4. 3akntounTenbHbIN 3Tan MMeeT MeCTo ObITb, €CnKn XXe BCe-Taknm MapLupyTM3aTop onpeae-
nvin, Kyga HanpaeuTb NakeT. Ha gaHHOM Liare BbINOMHAETCs koppekums |P-3aronoBka
(oexkpemeHTaumsa nons TTL, ob6paboTka ocTaBwmxcsa IP-onuun), doparmeHTaumnsa garta-
rpaMmmbl (ecnm HeobxoaMmo), MannMpoBaHMEe afpeca KaHanbHOro YpOBHS (BbI30B MpO-
Tokona ARP) v nepegaya gatarpaMmbl Ha KaHarnbHbIN YPOBEHbD.

N

Hac nHTepecyeT anroputm onpeaeneHus criegywero xona, Tak Kak UMeHHO OH OTBeYaeT 3a
BbIOOp ceTeBOro mHTepderica, Ha KoTopbii Byaet nocnaH nakeT. [Npu onpegeneHun agpeca
cnegywouwiero ysna (xomna) npuUMEHsieTCa anroputM npocmoTpa MapLlipytoB (route lookup
algorithm). JaHHbIn anroputm paboTaeT ¢ MHOXEeCTBOM MapLupyToB-kaHaugaToB. O603Haunm
9TO MHOXecCTBO kak {Rg}. M3HayanbHO MHOXecTBO {Ry} 3anonHseTca coaepXvmbiM Tabnuubl
mMapLpyTm3auun. Llenb anropytma — BbiOpaTh M3 LAHHOTO MHOXECTBA Haumyulwui MapLupyT
nyTem oTbpoca ocTtanbHbIX. Beibop nponcxoauT 3a psa waroB, KOTOPbIE Ha3blBaOTCH «NpaBu-
namm otcedeHusy (pruning rules). [omkHbl 0683aTeNbHO NPUMEHATLCA creayowme npasvna B
CTPOro nNpmMBeaeHHOM Nopsiake:
1. Basic Match.
Kaxxabli MmapLupyT UMEEeT cnegyoLwmmn Bua;:
route.dest/route.length
route.dest — aTpubyT Has3HaYeHUS;
route.length — npecumke anuHbl (Mnn macka nogceTwn);
ip.dest — IP-agpec Ha3Ha4yeHUA B 3arofnoBke nakeTa.
[aHHOoe npaBWioO OCTaBnsieT TOMbKO T€ MapLUpyTbl, AN KOTOPbIX HanoXeHue Macku
noaceTv Ha aTpubyT HasHaveHusa gaeT IP-agpec Ha3HavyeHus, To ecTb:
route.dest & route.length = ip.dest
B pesynbTate paboTkl npasuna nony4aeM MHoXecTBO {R.}.
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2. Longest Match.
Pabotaet ¢ mHOxecTBoM {Ry;}. B MHOXecTBe ocTalTCA MapLupyTbl, KOTOpble UMEHT
camyilo AnNuHHY0 Macky noaceTtn. OctanbHble MapLipyThl oTbpackiBatoTca. B pesynbTa-
Te paboTbl NpaBuna nonydyaem MHoXecTBO {Rs}.
3. Weak TOS (onyuoHaribHo).
[aHHoe npaBuMno BbIMNOMHAETCA TOMBbKO B TOM Criyyae, eCriv MapLipyTnsatop yunTbiBaeT
3HayeHune nonsa TOS B IP-3aronoBke npu Bbibope mapLipyTa.
PaboTtaet ¢ mHOXecTBOM {Rys3}. Kaxxaas 3anMcb 0 MapLipyTe coaepXut none «tos». U3
MHOXecTBa MapLupyToB {Rks} BbIbupaloTcs Te, y KOTOpbIX BENUYMHA «t0S» cOBNagaeT C
BeNUYMHOM «tos», B3ATOM U3 IP-3aronoBka nakeTta. Ecrnv TakoBbIX MapLUpPyTOB HE Haxo-
ANTCA, TO M3 MapLUPYTOB BbiOMpaloTCa Te, y KOTopbIX BennynHa «tos» = 0000 (3HaveHune
no ymon4yaxuio). B pesynbTate paboTbl npaBuna nosiy4aemMm MHOXeCTBO {Rka4}.
4. Best Metric.
PabotaeT ¢ MHOXecTBOM {Rks}. Kaxxgas 3anvcb 0 maplipyTe cogepXuT none MeTpuku
«metricy. N3 MHOXecTBa MapLlpyTOB BbIOMpalOTCA Te, Y KOTOPbIX 3HAYEHWEe METPUKK
6onee npuoputeTHo. Bonpoc npuoputeta — oTAenbHbIM Bonpoc. B pesynbTaTte paboThbl
npasuna nony4aem MHoXecTBo {Rs}.
5. Vendor Policy.
34ecb MOryT NPUMEHATLCA NpaBuna, 3agaHHble pa3paboTynkoM NPOrpamMmmMHOro NPOAyK-
Ta. PabotaeTt ¢ MHOXecTBOM {Rys}. B pesynbtaTte paboTbl npaBuna nonyyaem KOHeYHoe
MHOXecTBO {R}.
CuunTaetcs, 4To anroputm otpaboTan HopmarbHO, ecrim KoHeyHoe MHoxecTBe {R} cogepxut
oavH mapuwpyT. Ecnn mHoxecTBo {R} okasanocb nycTbiM, TO NakeT oTbpacbiBaeTcs. Takke
BO3MOXEH BapWaHT, Korga no OKoOH4YaHuo paboTbl anroputMma, MHOXecTBO {R} coagepxut 6onee
ofHoro mapupyTta. Torga anropytMm B KnaccU4eckoM BapuaHTe anroputma BblbrnpaeTcs nobon
oavH mapwpyT. CnegyeT Takke OTMETUTb, YTO Ha NPAKTUKE 3a4acTyko MCNONb3YTCS Npasuna
«Basic Match» - «Longest Match» - «Best Metric».

Momnmo npuBegeHHoro knaccuyeckoro anroputma (Classic Algorithm) cywecTtsyeT pag Apyrux,
LUIMPOKO Ucnonb3dyembix B MHTepHeTe. OTNNYaoTCA OHM TONBbKO KONMYECTBOM U NOPSOKOM Mpu-
MEHEHWs NpaBuil OTCEYEHUA N OPUEHTUPOBAHHBI B OCHOBHOM Ha NoagepXky paboTbl NPOTOKO-
nos mapupytusauuu, Takmx kak OSPF, BGP v T.4.

2.2. OCHOBHbIe TepMUHbI IP-mapwpyTusaumm

ABTOHOMHbBIE CUCTEMBI

ABTOHOMHOW CUCTEMOM Ha3bIBAKOT TaKYHO NTIOKarbHYO CETb UMW CUCTEMY CETEN, KOTOPbIE NMEIOT
€OVHYI0 agMUHUCTPaUMio 1 OBLLY0 MapLUPYTHYO NOonuTUKY. KoHuenumss aBTOHOMHbIX CUCTEM
npegnonaraet pa3bueHne ceTn Ha oTAenbHble obnactv, B npeaenax KOTOpbIX ynpasreHue
npoueccamu onpeferneHs MapLupyta npousBoanTcs aBTOHOMHO. Ha (pucyHok 59) npuseneHa
CTPYKTYpHasa cxema opraHusaumnm MHMOPMaLMOHHOIO B3aMMOLENCTBUSA B COOTBETCTBUM C KOH-
uenumen aBTOHOMHbIX CUCTEM.

i 2

Backbone

PucyHok 59. CTpykTypHas cxema MHpOPMaLMOHHOIO B3aMMOAEeNCTBUS HA OCHOBE aBTOHOMHbIX
CUCTEM.
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Baavmogencteme mexagy nokanbHbIMWU CETAMM B npefenax asBTOHOMHOM cuctemMbl ASy npous-
BOAUTCS B COOTBETCTBUM C NpaBunamu onpeneneHna mapLlipyta, KoTopble NPUHATLI B 4aHHON
aBTOHOMHOW cucteme. BHyTpu KaXkgo aBTOHOMHOW CUCTEMbI MOTYT ObiTb MCMNOMb30BaHbI pas-
nu4yHble NpaBuna onpegeneHns MapLipyTta U NPoToKoNbl MapLipyTusauuun. MHgpopmaumoHHoe
B3aMMOAENCTBUE MEXOY KOMMOHEHTAMWN Pa3fINYHbIX aBTOHOMHbIX CUCTEM MOXET ObiTb BbINOSI-
HEHO TONbKO 4epes3 cneuumanbHyo obnacTb, KOTopas npefgHasHadeHa Onsi MHTEerpauum BCen
cuctemMbl B LenoM. Takasi obnacTb, B COOTBETCTBMM C TEPMUHONOIMEN, KoTopasi NpuHATa B
JaHHOW KoHUenuumn, Ha3biBaeTcda Backbone Area.

Mpouecc onpeneneHns MmapLupytTa B UHPOPMAaLMOHHBIX CETAX, KOTOPbIe MOCTPOEHbI B COOTBET-
CTBUM C JA@HHOW KOHLEeNUMM, COCTOUT U3 ABYX NPOLIECCOB:

e ornpefeneHne mMapLupyTa BHYTPY aBTOHOMHOW CUCTEMbI

e onpegeneHve maplpyTta Mexay aBTOHOMHbIMU CUCTEMAMM
[na obecnevyeHns 3TOro B3aMMOAEWUCTBUS KOMMYHWUKALMOHHbIE Y3Iibl aBTOHOMHOW CUCTEMbI
OOJSDKHbI MPefoCcTaBNATb MHPOpMaUUIO O COCTOSHUM MapLUPYTOB K CETAM AaHHOW aBTOHOMHOWN
cuctembl. Kpome TOro, KOMMyHWKaLMOHHbIE Y3Mbl OOSMKHbI obecneumBaTtb npegocTaBreHne
MHoOpMaL MM O MapLUpyTax, MO KOTOPbIM AOMKHbI ObiTb NepefaHbl AaHHbIe ANS OOCTUXKEHUS
KOMMOHEHTOB, PacnonoOXeHHbIX B APYrMX aBTOHOMHbIX cuctemax. B Tom cnyyae, korga aBTo-
HOMHasi cMcteMa UCNonb3yeT HECKOMBbKO (OU3NYECKUX KaHaroB Ang opraHMsaummn nHgopmaum-
OHHOro obmeHa ¢ ocTanbHbIM MUPOM, Takas 3agada sBnseTca 0COO6EHHO aKTyanbHOWN.
B 3aBMCMMOCTM OT CBOEro pacrnorioXeHusl B obwen cTpyktype VIHTepHET aBTOHOMHas cuctema
MOXeT ObITb TynunkoBon (stub) — Mmetowen cBA3b Tonbko ¢ ogHow AC, MM MHOronopToBOW
(multihomed), T.e. uMelowen cBasn ¢ Heckonbkumu AC. Ecnn agMmHucTpaTtuBHas NOAUTUKA
aBTOHOMHOM CUCTEMbl MO3BONSAET nepedaBaTb Yepe3 CBOM CETU TPaH3UTHbIM TpaduK Apyrnx
AC, TO Takyto aBTOHOMHYIO CUCTEMY MOXXHO Ha3BaTb TpaH3UTHOM (transit).
BHegpeHve vaeonormm aBTOHOMHbLIX CUCTEM cAenany BO3MOXHbIM CyLEeCTBEHHO obneryntb
npoueaypy MaplpyTusaumm, cokpatuTtb Tpebyemoe umcno IP-agpecoB n co3gaTb rmbkyto m
3P (PEKTMBHYIO CXEMY ONUCAHUS MapLUPYTHOW NOMAUTUKMN.

MeTpuku, ucnonb3lyemMbie anropyTMmaMmu mMapLipyTusauum

Korga anropytm maplipyTtusauum oBGHOBRSET Tabnvuy mMapLipyTy3auuu, ero rinaBHON Lenbio

ABNAETCH onpefeneHve Havnyywen nHgopmaunum ona BrkAYeHns B Tabnuuy. Kaxaeii anro-

PUTM MapLLPYTM3auun MHTEPNpPeTUpyeT NOHATUE “Hauny4dwwasn” no-ceoemy. [ns kaxaoro nyTn B

CceTn anropuTM reHepupyeT 4ncno, HasbiBaemoe MeTpukon. OnpegeneHve onTMManbHOCTU Ny-

Ten npu popMmpoBaHnM M OBHOBNEHUM TabnMubl MapLIpyTU3aLMM MOXET NPOU3BOAUTLCHA B

COOTBETCTBMM C TakMMu Hambonee ynoTtpedbuTenbHbIMKM METpUKaMuU UM UX KOMOMHaLMsMM,

Kak:

1. [OnuHa maplpyTta siBnsetca Havbonee obumMm nokasatenem maplpyTtusauuu. EguHuua
N3MepeHNs OfMHbI MapLupyTa B YMCIIE NPOMEXYTOYHbIX Y3I10B, BKIHOYAs Takke y3en Ha-
3Ha4yeHMs — 3TO KONMYeCTBO XONnoB (0T aHrn. hop — “ckayvok”). OAnuHa mapwpyTa ot cebs
0o ceba pasHa 0, oT cebsa oo apyroro ysna B atoun Xe cetu - 1 xon. Kak npasuno, 4yem
MEHbLLE BENMMYMHA CKAYKOB, TEM Ny4Lle NyTb.

2. [lponyckHas cnocobHOCTb kaHana cBa3n. EguHuuammn namepeHns nponyckHOW cnocobHo-
CTM MPU PasnNU4YHbIX KaHanax cBA3n MoryT ObiTb KMNOOUTLI, Merabutbl n rMrabutbl B ce-
kKyHay. Kak npaBuno, 4em Gonblle nNponyckHass CnocoBHOCTb, TeM MNpPeaAnoYTUTENbHEN
MapLUpyT, XOTS He Bcerga 6onbluas nonoca nponyckaHus, obsisaTenbHo byget nydiwe
MapLLPYTOB, NPOXOASALMNX Yepe3 MeHee BbICTPOAENCTBYIOLLNE KaHarbI.

3. 3apepxka - NporHo3Mpyemoe CymmMapHOe BpeMs Nepechisiki naketa oT oTnpasuTend no-
nyyatento. 3agepxka 3aBUCUT OT MHOTMX OaKTOPOB, BKIIKOYas MOMoCy NPonyckaHusi Npo-
MEXYTOYHbIX KaHanoB CETU, 3arpy>KeHHOCTb oyepeden MapLlpyTu3aTtopoB Ha MyTu Npo-
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OBWKEHNs nakeTta, punsnyeckoe pacctosiHMe, Ha KOTopoe HeobxoauMo NepemecTuTb na-
KeT, n npoyee. Tak kak 34eCb MMEET MECTO COBOKYMHOCTb HECKOSTbKMX BaXKHbIX NoKasaTe-
nen, 3agepxka sBnAeTcs Hanbornee oOLWMM 1 NONE3HbIM NoKasaTerem.

4.  CTOMMOCTb KaHamna CBsi3u — MPOM3BOJSIbHOE 3HA4YeHne, 06bIMHO OCHOBAHHOE Ha BESTIMYUHE
Nosniocbl NPOMNYCKaHUS, AEHEXHON CTOUMOCTU UMK pesynbTate OPYrnX U3MepeHun, KOTo-
pble HasHa4aTCcs ceTeBbIM agMUHUCTPATOPOM.

5. 3arpyska — o6bem OeNCTBMI, BbINOHAEMbIN CETEBLIM PECYPCOM, Hanpumep mapLupyTu-
3aToOpOM UM KaHanoMm:

e [POLEHT NaKeToB, COPOLLEHHbIX M3-3a HEXBATKM NamaTh B Oydepax;

e CpedHsist AnnHa ovepeaen B CUCTEME;

® YMUCINO NAKeTOB, ANS KOTOPbIX HACTYNWUi TaMM-ayT U Ons KOTopbiX Oblnv caenaHbl no-
BTOpHbIE Nepeaauu;

e CpedHsisl 3afepKKka nakeTa npu JOCTaBKe N cpegHee OTKIOHEHWE 3adepXKu npu goc-
TaBKe Nakera.

6. HageXHOCTb — TeMN BO3HMKHOBEHUS OLLMOOK B KaXXgOM CETEBOM kaHarne. HekoTophkle Ka-
Hamnbl ceTUM MOryT OTKasblBaTb Yale, Yyem apyrie. OTKasbl OOHMX KaHamnoB CeTU MOryT
ObITb yCTpaHeHbl nerde unu ObiCTpee, YeM OTKasbl APYrnx KaHanoB. [pu HasHavyeHun
OLIEHOK HaZleXXHOCTK MOIyT ObITb MPUHATLI B pacyeT nobble dakTopbl HagexHocTn. OueH-
KN HaaeXHOCTU 0ObIMHO Ha3Ha4alTCa agMUHUCTPaTOpPaMm CETH.

2.3. CBoMucTBa anropMtmMa MapLpyTmsaumm
ANroputM MapLupyTusaummn gormkeH obnagartb psgom CBONCTB:
1. KoppeKTHOCTb.
OnTumManbHOCTb.
lMpocToTa n HU3KNEe HENPON3BOAMUTESbHBLIE 3aTpaThl.
XKuByyecTb u cTabUnbHOCTD.
CnpaBeanuBoCTb.
BbicTpas cxogMmocTb.
7. TwbkocTb.
Ecnu koppekTHOCTb KOMMEHTaPUEB He TPEeOYHOT, TO OCTarlbHbIE CBOMCTBA HAA0 Pa3bsACHUTD.

© gk wnN

OnTuManbLHOCTb

OnTumanbHOCTb, BEPOSATHO, SBNSETCs camon obuien Lenbto paspaboTtkn. OHa xapaktepusyet
CnocoBbHOCTbL anropuTmMa MaplpyTtusaumm BblbupaTb "Havnydywnin" mappyTt. Hauvnyydwwnin
MapLUpyT 3aBUCUT OT nokasaTtenen n ot "Beca" 3TUX NokasaTtenemn, UCnonb3yemMblX Npu npose-
AeHun pacyeta. Cdopmynupyem NpuHUUN ONTUMAaNbHOCTU. JTOT MPUHUMN YTBEPXKOAET, YTO
ecnv mapLupyTu3aTtop J HaxoguTcsa Ha oNTUManbHOM NyTU Mexay MapwpyTtusatopamu | n K, To
onTUManbHbIA MapwpyT mexay J u K npyHagnexuuTt aTomy onTuManbHOMYy nyTu. 3TO Tak, no-
CKONbKY ecrnu cyulectBoBaHve mexay J n K onTMManbHOro mapLupyta OTAIMYHOro OT 4acTwu
mappyTta mexay | n K npotusopeuunn 6bl yTBEpXAeHM0 06 ONTUManbHOCTU MapLupyTa Mexay
I nK

Cnefcrtevem u3 npyHUMNa onTMManbHOCTU ABMSETCA YTBEPXKAEHME, YTO BCE MapLUpYThl K 3a-
AaHHON To4Kke ceTn 0bpasyloT AepeBO C KOPHEM B 3TOM TOouke. OTO AEpPEBO Ha3biBaeTCcHd Aepe-
BOM MOTPY>XEHUSI U €ro UNCTpUpyeT (pUCyHoK 60).
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PucyHok 60. (a) NoaceTs. (b) JepeBo norpyxeHnst Ans mapwpytusartopa B.

Mockonbky AepeBO MOrpyXeHUst — 3TO AepeBO, TO TaM HET LMKIOB Tak, YTO Kaxabli nakeT Oy-
[eT OOCTaBfeH 3a KOHEYHOEe YMCIO CKaykoB. Ha npakTvke Bce MOXET oKas3aTbCsi CrOXHEe.
MapLipyTusaTopbl MOryT BbIXOAUTb U3 CTPOSi U HAOBOPOT MOSIBMATLCS HOBblE, KaHanbl MOryT
BbIXOAUTb M3 CTPOSI, pasHble MapLUPYTU3aTOPbl MOrYyT y3HaBaTb 06 3TMX U3MEHEHMUSIX B pasHoe
BPEMS U T.O. U T.M.

MpocToTa 1 HU3KMe HenpousBoAUTENbHbIe 3aTpaThl

AnropuTMbl MapLupyTM3aumMmn paspabatbiBaloTcsl kak MOXHO Gonee npocTeiMu. Opyrumun cro-
BaMW, anropuTM MapLipyTusaumm aomkeH addekTMBHO obecneynBaTtb CBOU PyHKLMOHAMNbHbIE
BO3MOXHOCTU, C MUHMMarbHBIMI 3aTpaTaMu NporpamMmmMHOro obecrnevyeHnss U KoaOULMEHTOM
ncnonb3oBaHusi. OcobeHHo BaxHa 3hEKTUBHOCTL B TOM Crlyyae, Korga nporpamma, peanu-
3ylowasi anroput™M MapLipyTusaumm, OormkHa pabotaTb B KOMMNbIOTEPE C OrpaHUYeHHbIMU K-
3UYEeCKUMM pecypcami.

XuBy4ecTtb M cTabUNBLHOCTL

AnropuTMbl MapLUpyTU3aLun OMKHbI 06nagaTh KUBYYeCTblo. [pyrMMu crioBammn, OHU OOSMKHbI
4YeTKO (PYHKLUMOHMPOBATL B Clyvyae HeopAUHapPHbIX UMY HeNnpeaBUAEHHbIX 0OCTOATENbLCTB, Ta-
KUX Kak OTKasbl annapaTtypbl, YCIIOBUS BbICOKON HArpy3kM M HEKOpPPEKTHble peanusaumun. T.K.
MapLLpyTU3aToOPbl PacnosioKeHbl B Y3M0OBbIX TOYKAX CETU, TO UX OTKA3 MOXET Bbl3BaTb 3HAYU-
TenbHble NPoGremsbl.

Yacto Hamny4ywmmMm anropyutMamy MapLupyTu3aumMm okasblBalTCs Te, KOTOpble BblaepXkanu uc-
NbiTaHWe BPEMEHEM M OKa3ann CBOK HaAEXHOCTb B Pa3fNYHbIX YCIOBUSIX paboTbl CEeTH.

CnpaBegnuBoCTb

CnpaBeanuBOCTb 3HA4YUT, YTO BCE NakeThbl ByayT 06CNyXMBaTbCA paBHOMEPHO, HM KakoMy Ha-
npaeBneHnto He OydeT oTAaBaTbCs NpegnoyvTeHue, Onsa Bcex aboHeHTOB OyaeT Bcerga BblOu-
paTbCa ONTMMarnbHbIA MapLpyT. Hago oTMeTUTb, YTO CcnpaBeAnMBOCTb M ONTMMAarlbHOCTb Yac-
TO MOryT BCTynaTb B NpOTMBOpEYne Apyr ¢ ApyroM. Ha pucyHke 61 npvBeaeH npumep Takoro
NpOTUBOPEYMSI.
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PucyHok 61. KOHMnKUKT mexay cnpaBensiMBOCTbIO M ONTUMANbHOCTLIO.

Tpadukn mexagy A-A”, B-B”, C-C” moryT yxe 3abutb kaHan mexay X-X". [Moatomy BmecTo
KpaTyanwero mapwpyTta mexgy X n X” Hago 6yaet BbioMpaTb Kakon-To gpYron MapLupyT.

BbicTpas cxogMMOCTb

AnropuTMbl MapLIpyTU3aLmMm SOMMKHbI BbICTpo cxoanTbes. CxoaMMOCTb — 3TO npolecc corna-
LUEHMS MEXAY BCEMWU MapLUpyTu3aTopaMu no onTuMmanbHbIM MaplipyTam. Korga kakoe-Hubyab
cobbiTUEe B CETU NPUBOAUT K TOMY, YTO MapLUPyTbl UM OTBEPrarTCs, NN CTAaHOBATCS AOCTYnN-
HbIMW, MapLUPYTM3aToOpPbl pacchbinalT coobLieHns 06 oGHoBNeHUN mapLupyTmsaummn. Cooblue-
HMS1 06 OBOHOBNEHMN MapLUPYTM3ALMN NPOHU3LIBAIOT CETU, CTUMYNMPYS NepecyeT onTUMarbHbIX
MapLUPYTOB M, B KOHEYHOM MTOre, BbiHYX4as BCe MapLUpyTU3aTopbl NPMATU K COrnalleHuto no
3TUM MapLipyTam. AnNropuTMbl MapLIpyTU3aLun, KOTOPbIe CXOAATCS MEANEeHHO, MOryT npuBec-
TV kK 06pa3oBaHMIo NeTenb MapLUPyTM3aLMN UNN BbIXOO4aM U3 CTPOS CETU.

F'mMbKkocTb

ANropyTMbl MapLUpyTU3auMM OOMKHbI OblTb Takke rMokumu. [dpyrMmmn crioBamu, anropuTMbl
MapLUpYyTM3auUn OOSMKHbI ObICTPO M TOYHO afanTUpPOBaTbCs K pa3HOOOpa3HbIM 06CTOATENbLCT-
BaM B ceTW. Hanpumep, nNpeanonoXxumm, 4TO CErMeHT ceTu OTBeprHyT. MHorve anroputmbi
MapLlpyTM3aLmm, nocne Toro Kak OHM y3HatoT 00 aTton npobneme, 6ICTPO BbIOMpaloT cnenyto-
LMA HAUNYYLWKWIA NYTb ANS BCEX MapLUpyTOB, KOTOPbIE 0ObIYHO MCMOMb3YIOT 3TOT CEerMeHT. An-
rOpUTMbl MapLUIpyTU3aumMm MoryT ObiTb 3anporpamMmMmnpoBaHbl Takum obpas3om, YTobbl OHU MOTMK
afanTUMpoBaTbCs K U3MEHEHMSIM MOSOChI NPOMYCKaHMsA CEeTU, pa3MepoB ovYepeamn K MapLupyTu-
3aTopy, BENMUYMHbI 3a0EPXKKN CETU U OPYTUX NEPEMEHHBIX.

2.4. Knaccudmkaumsa anropMtMoB MapLupyTusauum

Bce anropntmbl MapLupyTM3aLmMmM MOXHO KnaccuduumnpoBaTtb Kak:

CratnyeckuMmn nnv ANHaMMUYeCKUMN.

OaHoMapLpPYTHLIMU MY MHOTOMapPLUPYTHBLIMMU.

OaHOYypOBHEBLIMN NN NEPAPXNHECKUMM.

C MHTennekTom B rMaBHOW BbIYMCNTENBHOW MaLUUHE UK B MapLupyTusaTope.
BHYTPMAOMEHHBIMU N MEXOOMEHHBIMN.

AnropuTMamm COCTOSIHUSA KaHana unv BekTopa paccTOsHUMN.

R

CTtaTtuyeckue UnNu gUHaAMMyeckue anropuTMbl

CTaTnyeckve anropuTMbl NPeACTaBNSOT CBOA NpaBwun paboTbl CO cTaTUdeckMmmn Tabnuuamm
MapLUpyTU3aLumn, KOTopble HacTpauBalTCA agMUMHUCTpaTopaMu ceTu. Xopowo paboTaiT B
cnyvae npeackasyemMoro Tpaduka B ceTsix ctabunbHol koHdurypauum. Ctatuyeckas MapLipy-
TU3aUMs YMEHbLUAET KONMMYECTBO NepeaaBaemMon Criy>ke6HoN MHOopMaLnm, NOCKONbKY B 3TOM
cryyae He nocblnaetcs MHopmauus 06 N3MEHeHUsIX B MapLIpyTHOM pacnucaHuu. K cyuect-
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BEHHbIM HeocTaTkam CTaTUYeCKOM MapLUpyTMU3aLmMn MOXHO OTHECTU TO, YTO, Tak Kak cTaTuye-
CKMe CUCTeMbl MapLUpyTU3aunmM He MOryT pearmpoBaTb Ha M3MEHEHUS B CETWU, OHU, Kak npaBu-
10, CYMTAIOTCHA HENPUIOAHBIMU AN COBPEMEHHbIX KPYMHbIX, MOCTOSAHHO M3MEHSIOLLNXCA CETEN.
AvHamnyeckas MapLupyTM3auuns BbINONHAETCH HEeCKONbKO MHave. ocne Toro, Kak ceTeBomn aa-
MUHUCTPATOpP BBEAET KOHUrypaLNOHHbIE KOMaHAbl AN Havyana gMHaMuU4ecKon MapLupyTusa-
Uun, MapwpyTHas ob6CTaHOBKa M3MEHSETCA aBTOMATUYECKU MPU KaXKAOM MNOSyYeHun n3 cetu
nHpopMaumm 06 U3MeHeHusX B ee Tononoruu. [uHamumyeckne anropyTMbl MapLupyTusauum
NOACTPaMBAKOTCA K M3MEHSIIOLMMCA 06CTOATENbCTBaM CeTM B MacluTabe peanbHOro BpeEMEHMW.
OHuM BbINOMNHAKT 3TO NYTEM aHanu3a NoCTynarLmnx coodieHmnii o6 0GHOBNEHUN MapLUpyTU3a-
unn. Ecnm B coobLieHnn ykasbiBaeTcsi, YTO UMENI0 MECTO M3MEHEHME CEeTU, NMpPorpamMmbl Map-
LWPYTM3aUUN NepecuYnTbiBaoT MapLpyThl U pPacChinialoT HOBble COOOLLEHNA O KOPPEKTUPOBKE
MapLipyTmsauun. Takme coobLleHNss NPOHU3bLIBAOT CeTb, CTUMYNUPYS MapLupyTU3aTtopbl 3aHO-
BO NPOroHATb CBOW anropMTMbl U COOTBETCTBYHOLLMM 0O6pa3oM M3MeHATb Tabnuubl MapLupyTm-
3auun. InHammnyeckne anropuTmbl MapLipyTusaumMm MoryT AOMNOMHATL CTaTU4eCcKMe MapLupyThbl
Tam, rae 370 YMECTHO.

O heKTMBHOCTL ANHAMMYECKOW MapLUpyTU3aLumMm 3aBUCUT OT BbINOSTHEHWS MapLLPYTM3aTOpPOM
ABYX CBOMX OCHOBHbIX (PYHKUMIA: NOAAEPXKKa Tabnuubl MapLipyTM3aumm 1 CBOEBpPEMEHHOE pac-
npeaenexHve nHgopmaumm o Tononorin cetn. B npouecce obmeHa nHpopmaumern o Tononornm
ceTu AMHaMmyecKkas MapLupyTu3aums OonupaeTcs Ha MNpOTOKON MapLipyTu3auuun, KOTOpbIn
npegcraensieT cobor Habop npaBun, MCNOMNb3YEMbIX MapLUPyTU3aTOpoM Npyu obMeHe MHAOop-
Mauuen ¢ cocegHMMM MapLipyTusaTtopamu.

HemanoBaxHbIi HeJOCTAaTOK AUHAMUYECKON MapLUpyTU3aumm — oHa MMeeT TEHAEHUMIO K nos-
HOWM OTKPbITOCTW BCEWN MHpOpMaLMM O CETW.

AJanTuBHbIE anropuTMbl Pa3NUYaloTCs TeM, rae U Kak OHW nosyyatoT HpopmMaumio (NokansHO
OT coCefHUX MapLUpyTU3aTOPOB UNu rnobanbHO OTO BCEX), KOr4a OHUM MEHAT MapLlpyT (Kax-
Aable T cekyHA, Koraa MeHsAeTcsl Harpyska, Korga MeHsieTcs Tonosorus), kakasi MeTpyka Ucnosb-
3yeTcsa npy onTuMmM3auum (paccTosiHME, YNCIIO CKaYKoB, OXXMAaeMoe Bpems nepenaym).

OOHOMAapLUIPYTHbLIE UM MHOTOMAapLUPYTHbIE anropuTMbi

HekoTopble CrnoXHble NPOTOKOSbI MapLlpyTU3auun obecnevmBaroT MHOXECTBO MapLUpyToOB K
OOHOMY N TOMY € MYHKTY HasHayeHusl. Takme MHOromapLupyTHble anropuTMmbl AenakT BO3-
MOXXHOW MYNbTUMNEKCHYIO nepefayvy Tpaduka o MHOTOMUCNEHHbIM NUHUAM. Opyrummn crnioea-
MW [laHHblE anropuTMbl OCYLLEECTBISAT 6anaHcUpoBKy 3arpysku ceT. OaHoOMapLIPyTHbIE anro-
PUTMbl HE MOryT Aenatb 3Toro. NpevmyllecTBa MHOFOMapLUPYTHLIX anropuTMOB OYEBUAHbI —
OHM MOryT o6ecneunTb 3HaUYMUTENBHO GOMbLLYIO NPOMNYCKHYI0 CMOCOBHOCTL U HAAEXHOCTb.

O4HOYPOBHEBbLIE NNW MEpapXU4ecKUe anropuTmbl

HekoTopble anropuTmbl MapLLpyTM3auumn onepupyroT B NIIOCKOM NPOCTPaHCTBE, B TO BPEMS Kak
Apyrve ncnonb3yloT nepapxmm Maplpytmsaumm. B ogHOypoBHEBOW CUCTEME BCE MapLUpyTu3a-
TOPbI PaBHbI MO OTHOLLEHWUIO APYr K Apyry. B nepapxmyeckon cucteme HEKOTOpble MapLipyTusa-
TOpbl HOPMUPYIOT TO, YTO cocTaBnsdeT ocHoBy (backbone - 6a3y) mapwpyTusauuun. NakeTbl 13
BHeba30BbIX MapLLPYyTM3aTOPOB NnepemeLlaoTcs K 6a3oBbiM MapLipyTusaTtopam 1 NponyckarT-
Csl Yepes HUX 4O Tex Nnop, Noka He AOCTUrHYT obLlen obnacTy nNyHKTa HasHaveHus. HadnHas ¢
3TOr0 MOMEHTa, OHW NepeMeLlalnTcs OT nocrnegHero 6a3oBoro mMapLupyTmMsaTopa vyepes OAuvH
NN HECKONbKO BHEHA30BbIX MapLLUPYTU3aTOPOB A0 KOHEYHOrO MyHKTA Ha3Ha4YeHus.

CuctemMbl MapLUpyTM3aLmMm YacTo yCTaHaBNMBAIOT fIOTMYEeCKMe rpynnbl y3noB, HasbiBaeMbIX 40-
MEeHaMu, NN aBTOHOMHbIMK cuctemamm (Autonomous Systems), unm obnactamu. B nepapxum-
YeCKMX cucTemax OgHU MapLUpyTM3aTopbl Kakoro-nmbo goMeHa MoryT cooblaTtbCs ¢ MapLupy-
TMsaTtopammn Spyrmx OMEHOB, B TO BPeEMS KaK ApyrMe mMapLipyTu3aTopbl 3TOr0 JOMEHa MOryT
noadepXmBaTb CBA3b TOMbKO B Mpedernax CBoero AoMeHa. B o4YeHb KpymnHbIX CETAX MOryT Cy-
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LLlecTBOBaTb AOMONHUTENbHbIE Mepapxuyeckne ypoBHU. MaplupyTusatopbl HauBbICLLETO We-
papXxmMyecKkoro ypoBHs obpasytoT 6a3y MapLupyTmM3aumm.

OCHOBHbBIM NPEUMYLLECTBOM MEPAPXUYECKON MapLUPYTMU3aLMN ABMSETCA TO, YTO OHa UMUTUPY-
€T opraHusaumio 6oNbLUIMHCTBA KOMMNAHWMIN U CNeAoBaTENbHO, O4YE€Hb XOPOLLO NoAAEPKMBAET MX
cxembl Tpadhmka. bonblias yacTb ceTeBOM CBA3N MMeEEeT MeCTO B npeaenax rpynn HebonbLumx
KOMMaHun (QOMeHoB). BHYTpMaoMeHHbIM MapLupyTusaTtopam Heob6Xxo4MMO 3HaTb TOSbKO O ApY-
rMX mMaplipytu3aTtopax B npefernax CBOEro AoOMeHa, No3TOMy MX anropuTMbl MapLupyTM3aumm
MoryT ObiTb ynpoLieHHbIMU. COOTBETCTBEHHO MOXET ObITb YMEHbLUEH U Tpaduk OOHOBNEHUS
MapLipyTM3aumm, 3aBUCALLMIA OT MCNONb3YEMOro anropMTMa MapLipyTmM3aumm.

BHYTPUAOMEHHbIE NNV MEXOOMEHHbIE aNropUTMbI

HekoTopble anropuTMbl MapLpyTnsaumm OeNCTBYIOT TONbKO B Npedenax 4OMeHOB (aBTOHOM-
HbIX CUCTEM). Takume anropuTMbl Ha3bIBaAKOTCH BHYTPUAOMEHHBLIMU U OTHOCATCS K Kraccy interior
gateway protocol — IGP. [ipyrne anropuTmbl MapLLpyTM3auumn NCNonb3yTcsa ANna onpeaeneHus
MapLlpyTa 3a npegenamuv gomeHa (aBTOHOMHOW cucTeMbl). [JaHHble anropuTMbl HasbliBaKOTCS
MEXOOMEHHBIMU U OTHOCATCA K Knaccy exterior gateway protocol — EGP. lNMpupoga aTux oByx
TUMOB anropuTMOB pasnuyHasg. [1oaToMy MNOHATHO, YTO ONTUMArbHbLIN anropuTM BHYTPUOOMEH-
HOM MapLupyTu3auum He obsizatenbHo OyaeT onTMManbHbIM anropuTMOM MEXLOMEHHON Map-
LpyTUsauuu.

ANropuTMbl ¢ MapLIpyTusaumnen oT UCTOMHUKA NN B poyTepe

B cuctemax mapwpyTtmsaumm OT UCTOYHUKA poyTepbl AENCTBYHOT MNPOCTO Kak yCTpPOUCTBa Xpa-
HEHMSA 1 NepecbInkn nakeTa, 6e3 BCAKMX pasayMui OTCbINas ero K crieaytoLen oCTaHOBKE, OHU
npeanonaratT, YTO OTNpaBUTENb pacCYnTbiBaeT U onpedensetr Becb maplpyTt cam. [dpyrue
anropuTMmbl npegnonararT, YTO XOCT OTNPaBUTENS HWYEro He 3HaeT O MapuwpyTtax. [Mpu uc-
NnoNb3oBaHMM TaKOro poda anropMTMOB MapLUpyTM3aTopbl ONpeaendlT MapLllpyT Yyepes ceTb,
0a3npysicb Ha CBOMX COOCTBEHHbIX pacyeTax.

ANropuTMbl (MPOTOKOSbI) BEKTOPA PACCTOAHUS MW COCTOSAHUS KaHana
B 3aBucumocTn ot cnocoba, KoTopbI Ncnonb3yeTcs ana obecnevyeHnss obmeHa uHdopmaum-
€N 0 MapLUpyTax B CETU MeXAy y3namu, pasnuyatoT ABa TUna npoTOKONOB MapLUpyTU3aLum:
e [lpoTokonbl BekTopa pacctosHus (Distance Vector).
e [lpoTokonbl cocToAHus kaHana (Link State).
e [umbpnaHbIN noaxod, o6beaMHSOLWNA acnekTbl anropuTMOB C OonpeaerieHneM BekTopa
PaCCTOSAHNS U OLEHKM COCTOSIHUA KaHana.
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4, AnrOpVITMbI MapLupytusaumm

4.1. AnropuTMbl BEKTOpa pacCTosAHUSA

ANropMTMbl BEKTOPA pacCTOSHMA NMOCTPOEHbl HAa OCHOBe anroputmoB Banmana-®opaa n dop-
Aa-dornkepcoHa. B 0OCHOBe MX NEXUT naes, Y4To y Kax4oro MapLupytmsaTopa B NogceTu ecTb:

e Tabnuua paccToaHMI OO0 KaXaoro mapwpyTtmnsartopa B nogcetu. Kaxapii anemeHT Tab-
nnUbl COCTOUT M3 OBYX NONEen: nepBoe — HOMEpP fMHWUK, NO KOTOPOW Haao OTNpaBnsiTh
nakeTbl, 4TOObl 4OCTUYb HYXXHOrO MecTa, BTOpOe — BeNnu4MHa 3adepXku 4O MecTa Ha-
3Ha4eHus. OTa BENMYNHA 3a4EepPXKKM MOXET ObITb M3MEepeHa B pasHbiX eauHULax: ckay-
Kax, MunnucekyHaax, arnvHe oyepeaun Ha nnMHum 1 T.4.

e Kpome 3TOro, Kaxabll MapLLUpyTM3aTop B MOACETM NOCTOAHHO 3aMepsieT 3adepXKu 0o
CBOMX coceen.

Kaxgble T cekyHO mMapLupyTu3aTop LUfeT CBOMM COCeAsiM CBOWM BEKTOP 3afepXek OO0 BCeX
MapLUpyTM3aTOpoB B noAceTn. B cBok oyepenb OH MOryyaeT Takume e BeKTopa OT CBOUX CO-
cepen. NMoaTomy, nmes BeKTopa pPacCTOSHUM OT cocefleM W 3Has pacCTosiHMe [0 cocefdewn,
MapLLpyTM3aTop BCEraa MOXeT BblYUCIIUTbL KpaTyanlLmMi MapLupyT.
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PucyHok 62. PaboTa anroputma BeKTopa pacCTOsHUS.

PaccmoTtpum npumep Ha pucyHke 62. Ha pucyHke 62 (a) nokasaHa nogceTb. Ha pucyHke 62 (b)
rnokasaHbl BEKTOpa, KOTopble J MapLipyTM3aTop Nosny4vun OT CBOMX COCeden U ero 3amepsbl 3a-
AepXek go cocegen. Tam xe nokasaHa utorosasi Tabnvua mapLupytusauun, Kotopyto J map-
LIPYTU3aTOp BbIYUCANT HA OCHOBaHMUM 3TON MHAOPMALMN.
Takum 06pa3om, anropuTMbl BEKTOPA PaCCTOAHUSA XapaKTepPU3yHTCa CrneayoLwmM:
e TpebylT OT KaXgoro mMapLpyTusatopa MOCbINKUM BCEW UMM YacTuM CBOEW MapLUpyTHOM
Tabnuubl, HO TONMbKO CBOMM COCEOSAM;
e npegycmaTpvBaloT nepegadvy MHgopmaumm O MapLupyTax nepuoaMyeckus vepes ycTa-
HOBIEHHbIE MHTEPBAalibl BpEMEHM.
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Onuwem npobnembl, XapakTepHble Of9 BCEX MPOTOKOOB, 6GasvpylowmMxca Ha BEKTope pac-

CTOSIHUSA, U CMOCOObI UX peLLeHUs:

1. [lpobnema 6eckoHe4YHO20 cHemYukKa.
ANropyT™M MapLUpyTM3aLmmn no BEKTOPY pacCTOoAHMS TeopeTndeckn paboTtaeT XopoLo, HO Y
Hero ecTb OOWH HeLOCTAaTOK — OH OYEeHb MEANEHHO CXOAMUTCS K NPaBUITIbHOMY 3HAYEHMIO.
MHdopmaumnsa o nosiBrieHnn XopoLLero MapLipyTa B NoAceTn pacnpocTtpaHseTcsa 6onee mnm
MeHee BbICTPO, a BOT AaHHble O noTepe, paspyLleHnn Kakoro-nMbo mapLupyTta pacnpocTpa-
HSOTCS HEe CTonb ObICTpo. PaccmoTpum npumep Ha pucyHke 63. [laHa nuHenHas noaceTb.
MycTb M3HayanbHO MaplipyTmnsatop A He pabotan. [losTomy y BCcex MapLupyTn3aTopoB B
noaceTM Anst Hero crosina 6eckoHeyHOCTb. [lyCTb B KakOM-TO MOMEHT BpeMeHu A Obin
BKItoYeH. 1o ncreyeHnn onpeaeneHHoro BpeMeHn mMapLupyTmM3aTopbl HAYHYT 06MeHnBaTb-
cq Bektopamu 1 B y3HaeT 06 A. Ewle yepes oguH o6meH Bektopamu 06 A y3HaeT C n 1.4.

A B e b E A B i o E
- - - - » - - - » -
) ) o0 ca  Initialhy 1 o i) 4 Initialhy
1 o o ca After 1 exchange icl = 3 4 aAfter1 exchange
1 2 el o Aftar 2 exchanges 2 4 a2 4 After? exchanges
1 o a ca Aftar 2exchanges 5 4 5 4 Aftar2 exchanges
1 2 2 4 After 4 exchanges 5 & 5 6 Afterd exchanges
7 & 7 G Aftars exchanges
=) 7 g 7 & Afters exchanges
[ea] [ea] () ()
(b

PucyHok 63. lNpobnema 6eCKOHEYHOro CHeTHMKA.

Taknum obpasom, Hpopmaums 0 HOBOM MapLIpyTe GyaeT pacnpoCTPaHATLCA JIMHENHO Lwiar
3a LWarom 3a Kaxablin obMeH BekTopamun. Ecnun cambli VHHBIM MapLUPYT B NOACETU NMeeT
anvHy N, To notpebyetcsa N oOMeHOB BekTopamu, Noka nHdopmauus 0 HOBOM MapLupyTe
AovaeTt 40 caMoro yaaneHHoro yana B NOACETW.

Tenepb paccMOTpMM 0BpaTHyto cutyaumto Ha pucyHke 63 (b). 3gecb nsHavyanbHO BCce Map-
LWPYyTM3aTopbl N NMHMK Bbinn paboTocnocobHbI. MyCTb B KAKOM-TO MOMEHT BPEMEHU JINHUS
mexay A n B paspyweHa. B nepectaeT Bugetb A, Ho C roBopuT B: «He 6ecnokoncs y meHs
ecTb mapLpyT oo A». lNpu atom B He nogospesaeT, 4Tto MapwpyT ot C ao A maet yepes
Hero xe. [Npu aTom mappyTusatopbl D n E cBomx Tabnuy He mMeHsT. VX paccTosHus Oo
A Ha egnHnuy 6onbue, yem y C. lNnoxas BecTb byaeT pacnpoCTpaHATLCA MeASIEHHO MoKa
CUYETUMKN 3a4epXKeK He NPUMYT 3HayYeHnss 6ECKOHEYHOCTN AN AaHHOW ceTu. Tonbko nocne
3TOr0 CTaHET SAICHO, YTO A He OOCTUXMMO HK Yepe3 C, HM Yepes D, HM yepe3 E. Ckonbko
BPEMEHU Ha 3TO NoTpebyeTcs, 3aBUCUT OT KOHKPETHOMO 3Ha4YeHNst 6ECKOHEYHOCTN B JAHHOWM
noaceTu.

Anzopumm Split Horizon (pa3deneHue HanpaseneHuli) npegHasHayYeH Ons peLleHns Bbllle
onucaHHon npobnembl. MaplpyTnsatop, UCNonb3ys AaHHOE NpaBwuio, pasgensieT CBou
MapLUpyTbl HA CTONbKO rPyMM, CKOMbKO Y HEro eCTb aKTUBHbLIX MHTepderncoB. [anee ob6HOB-
neHus (BeKTopa) 4N MapLUpyToB, KOTOPbIE ObINN NOMyYeHbl Yepes HEKOTOPbIN UHTepdENC,
He JOIDKHbI NnepedaBaTbCs Yepes 3TOoT Xe uHTepdenc. Ecnu Tenepb paccMoTpeTb, kak By-
Aet paboTaTb noaceTb Ha pucyHke 63 (b), To Tam Nnpobnem Bo3HMKaTbL He Oyaer.

OpHako, paccmMoTpuM noaceTb Ha pucyHke 64. Ecnv nunna mexay C n D 6ygeT paspyLe-
Ha, To C coobwmT 06 aTtom A 1 B. OgHako, A 3HaeT 4To y B ecTb mapwpyT o D, a B 3HaeT
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YTO TaKOM MapLUPYT ecTb My A. /N Mbl NpuxoamMm k Nnpobneme LMKNNYeCKMX MapLUpyToB, KO-
Topyto anroputm Split Horizon pelwmnTbe He B COCTOSIHUM.
A B

(; #-=+—— Router

D
PucyHok 64. lNMpumep HepaboTocnocobHocTn anroputma Split Horizon.

Aneopumm Poison Reverse (ompaerneHHbIl pegepc) ABNaeTca ApyrMm cnocob pelleHus
npo6riembl 6E€CKOHEYHOro cyeTvMKa (UM MapLUPYTHOW NeTnn). ANropuTM rnacuT — ogHax-
Abl U3y4MB MapLUpYT Yepe3 Kakon-nmbo nHrepdenc, obbaBnam aTOT MapLUPYT Kak «Hegoc-
TYMHbIA» 0OpaTHO Yepes TOT e cambli MHTEpdENC.

2. [lpobrnema YuKnu4yeckux Mapuwpymos.

[aHHyo NpobneMy MOXHO paspelunTb C NoMoLbio MexaHuama Triggered Update (ynpas-
nsemble 0bOHoBNeHus). Vicnonb3oBaHWe AaHHOMO MexaHu3Ma npegnucbiBaeT Heobxoau-
MOCTb (POPMMPOBAHMSA MIHOBEHHbLIX OGHOBNEHMIN B TOM Cly4vae, Koraa npoucxogut usme-
HeHne cocTosiHuA ceTn. bnarogaps Tomy, 4YTO ynpaBnsiemble OOHOBNEHWUsI nNepeaatnTcsa no
CETM C BbICOKOW CKOPOCTbO, UCMONb30BaHME 3TOr0 MexaHu3aMa MOXeT NpefoTBpaTUTb Mo-
SIBNEHNE LUMKIMYEeCcKnx mappytoB. OgHako, NOCKOMbKY NPOLECC nepegayun ynpaensemMbix
OBGHOBNEHNI MMEET BMOSHE OMNpPeAEnieHHYD KOHYEHYH CKOPOCTb, COXpaHAeTCs BO3MOX-
HOCTb, YTO B MpoLEecce nepeaayn perynsapHoro obHOBNEHMS LMKIMYECKMA MapLUpyT BCe-
Takun BO3HUKHET.
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4.2. AnropuTtMbl COCTOSIHUA KaHana

AnropnTMbl COCTOSIHUA KaHana M3BECTHbI Kak anropuTMbl "NepBoovepesHOCTM HavKpaTyanLle-
ro mapwpyrta". igeqa atux anropMTtMoOB COCTOUT B MOCTPOEHUN rpadpa NoAaceTH, rae BepLUnHbI —
MapLUpyTM3aTopbl, a AyrvM — NUHUM CBA3W. ANrOpUTM HaxoauT Anga nwobon napbl aboHeHTOB
HanKpaTyanLnn MapLUpyT B 3TOM rpade.

MponnntocTpupyemM KOHLEMLMIO HankpaTyanLlero nyTM Ha pucyHke 65 (cTpenkamu ykasaHbl pa-
©oune yanbl).

Bz, A e, —)

G(g, A H (zo, -]
(k)
B2 A ia, B) B2 a) i, B
D fea—)
& (g A) H o, T EEE H fea, =)
() (d)
B2 A ia, B) B2 a) i, B
Ei B Ei4 B
A I: h 0D o ) A I: :I FigE) O (z0,—)
G &, E) Hia, &) G is, E) Hig F)
=] (f /
PucyHok 65. MepBble NsATb LLIAroB, UCNOoMb3yeMble NPy BbIYMCIIEHUN KpaTYaiLLero nyT1 ot A [0
D.

PaccTtosHne MOXHO M3MepATb B CKaykax, a MOXHO B kKuromeTtpax. Toraa mapwpyt ABC gnuu-
Hee mapwpyTta ABE. BoamoxHbl 1 apyrve mepbl. Hanpumep, ayrm rpaga moryT 6biTb pasmeye-
Hbl BENTMMUMHON CpefHen 3afepXkn Ans naketoB. B rpade ¢ Takon pasmeTKon HaukpaTyanLunm
nyTb — HANBLICTPENLLNIA NYTb, KOTOPbIA He 0BA3aTeNnbHO MMEET MUHMMArbHOE YMCNO CKaykoB
NN KUNOMETPOB.

B o6Lwiem crnyyae MeTku Ha ayrax MoryT GbiTb (OYHKLMSIMM OT pacCcTOsIHMS, NPOMNYCKHOW cnocob-
HOCTW, cpeaHero Tpaduka, CTOMMOCTM Nepeaayn, cpeaHen ANUHbI odepean v apyrux ¢akTo-
poB. M3MeHsisi BecoByto (DYHKLMIO, anropuTM ByaeT BbIYMCNSATL HaMKpaTyaiLMin NyTb B CMbICe
pasHbIX Mep.

N3BECTHO HECKONbKO anropuTMOB BblYUCIIEHMSA HavKpaTyanwero nyTu B rpade. OanH 13 HUX
obn npeanoxeH [Oenkctpa. Bce BeplwmHbl B rpade nomevaroTcs B CKOOKax paccTOstHUEM OO
MCXOOHOW BEPLUUHbI BOOSb HaWMy4Lwwero N3BecTHoro nyTtu. M3HavyanbHO HUKaKMX NyTen He us-
BECTHO U BCE BEPLUMHbI MOMeYeHbl 6eCkoHeYHOCTbI0. o Mepe paboTbl anropyTmMa U Haxoxae-
HUSE NyTEN METKN MOTyT MeHATbCA. Bce MeTkn MoryT 6biTb GO NpoBHLIMKU, NGO NOCTOAHHbI-
Mn. N3HavanbHO BCe MeTkn npobHble. Korga obHapyxuBaeTcs, YTO MeTKa npeAcTaBnsieT Hau-
KpaTyaulimnii BO3MOXHbIN MNyTb A0 WUCXOAHOW BEPLUMHLI, OHA MpeBpalaeTcs B NMOCTOAHHYHO U
Hukorga 6onee He MeHsIEeTCS.

Ha pucyHke 65 nokasaH npouecc noctpoeHus mapLpyta. CambiM MHTEPECHBLIM SBNAETCA MO-
MEeHT Ha pucyHke 65 (e). 30ecb B OKpeCTHOCTM BeplwnHbl H okasbiBaeTcs BepwmHa F, y KoTo-
pov NpobHas MeTka nokasblBaeT, YTo NyTb Yepe3 F kopoye. MNoaTomy meTka y BepmHbl H me-
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HAETCA Tak, Kak ecrnv 6bl MapLpyT Lwen Yepes BeplwmHy H. Hago caoenatb oroBopKy, 4To anro-
PUTM CTPOUT HauKpaTyanLnii NyTb, HAYMHAS OT TOYKM AOCTABKM, @ HET OT TOYKU OTNPaBMeHus.
Mockonbky rpad He OPMEHTUPOBAHHbINA, TO 3TO HUKAKOrO BIMSIHUS HA NMOCTPOEHME NyTU He oKa-
3biBaeT.

LLnto3bl, paboTatowme no anroputmy [enkcTpbl, CHayana onpeaensoT KpaTtyanwme MapLupyThbl
MO BCEM CETAM aBTOHOMHOW CUCTeMbI. [1Na 3TOro B KaX4oM LUI03e CTPOUTCS MOSTHOE [AepeBo
KpaT4yanwmnx nyTen ¢ KOpHEM B AaHHOM Lnto3e. [ocne aToro uameHeHust XxapakTepucTuK NIMHUIA
CBA3U, onpeaensaLwnx ANnHbl COOTBETCTBYIOLLMX AYyr rpada, nMMbo n3MeHeHus Tononormm cetu
NPUBOAAT NULLb K HEBONbLINM AONOMHUTENBbHBIM BbIMUCNEHNUAM ANS KOPPEKTMPOBaHWSA AepeBa
KpaTyamwmnx nyTen.

LLnto3bl 06MeHMBAOTCS TONMbKO CBEAEHMAMM O ANMHAX UCXOOAWMX NUHUA CBS3W, @ HE BEKTO-
pamMu OfMH MapLipyToB, Kak B cnydae anroputma bennmaHa-®opga. Pasmep KoppekTUpyoLmx
nakeToB CO crnyXebHon nHopmaumnen ana MapLpyTmnsaumm Man u He 3aBUCUT OT YMcna ceTen
B aBTOHOMHOW cucTeme. Kaxabli W3 nockblnaeT Takue nakeTbl ¢ NOMOLLLIO NaBUHHOW Map-
wpyTm3auyun. MNMpn nosBNeHMM B CETU HOBOrO LUMKO3a W BKITHOYEHUM HOBOW NNHUM CBS3N U3-
MEHEHMWS B TOMOMNOMMN CETU HE YYMThLIBAOTCS NPU MapLUpyTM3aLmMm B TeMEHNEe HEKOTOPOro Bpe-
MeHW Anga Toro, 4Tobbl MHPOPMaUMs O NpouCLleALnX U3MEHEHUSX ycrnena OOCTUrHYTb BCeX
LUMO30B aBTOHOMHOW CUCTEMBbI.

ANropuTMbl COCTOSHUA KaHana XxapakTepusyloTcs cnegyowmm:

e HanpaBnsT NOTOKM MapLUPYTHOM MHOpMaumm BO Bce y3nbl 06beamHeHHon cetu. Oa-
HaKO KaXKabli MapLUPYTM3aTOP NOCbINAeT TOMbKO Ty YacTb MapLUPYTHON Tabnuubl, KOTO-
pasi ONUCbIBAeT COCTOSIHNE €ro COOCTBEHHbIX KaHAsOB;

e npegycmaTpvBaloT nepegady MHgopmaumm 0 MaplpyTax B MOMEHT nepBOHaYarbHOro
BKMIOYEHMS MU NPU BO3HUKHOBEHUN U3MEHEHUI B CYLLECTBYIOLLEN CTPYKTYpe MHMOP-
MaLMOHHbIX CBSA3EN.

4.3. CpaBHeHue MapLlipyTM3auum Mo BEKTOPY PAacCTOSAAHUA U MapLlupyTM3auuu C y4eToM
COCTOSIHUA KaHana CcBA3U

ONCTaHLMOHHO-BEKTOPHbLIE anroOpuUTMbl XOpoLwo paboTalT TONbKO B Hebomnblwnx ceTsx. B
BOMbLUNX CETAX OHU 3aCOPAOT JIMHMM CBSA3U MHTEHCUBHBIM LUMPOKOBELLaTeNbHbIM Tpadukom. K
TOMY XXe M3MEHEHUsA KOHduMrypaumm moryT oTpabaTbiBaTbCa NO 3TOMY anroputMmy He Bcerga
KOPPEKTHO, TaK Kak MapLUpyTU3aTopbl HE MMEKT TOYHOro NpeacTaBneHnst O TONonormm cetn, a
pacnonaratoT nuwb 0606LLeHHON NHOPMaUnENn — BEKTOPOM OUCTaHUUIA, K TOMY Xe Nony4yeH-
HOW Yepes NOCPeaHNKOB.

OTtnunyasck 6onee GLICTPON CXOAMMOCTbLIO, aNrOPUTMbl COCTOSIHUS KaHANOB HECKOSbKO MEHbLLE
CKIMOHHbI K 06pa3oBaHuio NeTenb MapLipyTM3auuu, Yem anropuTMbl BekTopa pacctosiHus. C
APYron CTOPOHbI, anropuTMbl COCTOAHUA KaHana xapaktepuaytotca 6onee CrnoXHbiMU pacde-
TaMy B CPaBHEHUU C anropyuTMamu BeKTOpa paccTosHWWA, Tpebys 6Gonbliein npoueccopHon
MOLLHOCTU U NaMATU, YeM anropuTMbl BEKTOpa paccTtosHu. Becneacteue aToro, peanusauma u
nogaepXxka anropuTMoB COCTOSHUSA KaHana MoXeT ObiTb 6onee AOpOoroCTosALLEN.

WTtoroBoe cpaBHeHWe npeacTaeneHo B Tabnuue 3.3.

Tabnuua 3.3 — CpaBHeHVe MapLUpyTU3aLMmK MO BEKTOPY PACCTOSIHUS U MapLUpyTMU3aLMK C yye-

TOM COCTOSIHUSI KaHarna CBsi3u

MapuwpyTusauus no BekTopy pacctosiiusa |  MapwpyTusauusi ¢ y4eTOM COCTOSIHUSA
KaHana cBs3u

Buaut Tononoruio cetu «rnasamm» cocep-

MonyyaeT obLwmi BUA TONONOrMN BCEW CETU
HUX MapLUpPyTU3aTOPOB
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CyMMUMpYyeT BEKTOP PacCTOSIHUSA OT OQHOro
MapLupyTusaTopa K Apyromy

BbluncniseT kpatyanwnim nyTb 40 OPYrnx
MapLLpyTU3aTOpPOB

YacTble nepmnogundeckne o6HOBNEHNS TOMO-
Normyeckon nHdopmarmMm, meaneHHast cxo-
JOUMOCTb

O6HoBNEHNSA NHULMNPYHOTCA dakToM n3me-
HEHWs1 Tonosnorum; GoiCTpast CXoaUMOCTb

MepenaeT konuMn TabnuLbl MapLLpyTMU3aLmMm
TONbKO COCEAHUM MapLLpyTM3aTopam

MepepnaeT nakeTbl ¢ MHOpMaumen 06 ak-
TyanbHOM COCTOSIHUM KaHana CBsA3W BCEM
ApYyrMm MapLupyTmusatopam

4.4. NpoToKonbl MapLIpyTU3aLmm, ucnornb3yemble B IP-ceTax
B coBpemeHHbIx IP-ceTsix Hanbonee LWIMPOKO MCMOMb3YOTCA cnegylowune guHamuyeckme npo-
TOKOIMbl MapLUpyTU3aLUnmn:

e RIP

e OSPF
e IGRP
e EIGRP

e BGP
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5. MNMpoTokon mapwpyTtusauum RIP

MpoTtokon RIP aBnseTca ogHMM 13 nepsbiX, KOTOpble BbiNM UCNOMNb30BaHbl B MHAPOPMAaLMOHHO
— BblYMCIIUTENbHBIX CeTAX BoobLLe 1 B ceTu Internet — B yacTHOCTW. OTOT NPOTOKON MapLUPyTU-
3aumu npegHasHayYeH Anst CpaBHUTENbHO HEBOMbLUMX U OTHOCUTENBHO OAHOPOAHLIX ceTen (an-
roputm banmaHa-®opga). NpoTtokon paspaboTtaH B yHuBepcutete Kanudophum (bepknu), 6a-
3upyeTtca Ha paspaboTtkax upmbl Xerox u peanuayeT Te Xe NPUHLUMbLI, YTO U nporpamma
mMapLupyTusauun «routed», ncnonssyemasi B OC Unix (4BSD). NocneaHas Bepcusi npoTokona —
RIP Version 2 [RFC 2453, 1721, 1722, 1723, 1724).

MapLpyT 340ecb XxapakTepusyeTcsi BEKTOPOM PacCTosHMSA 4O MecTa HasHadeHus. [Npegnonara-
€TCS, YTO KaKabl MapLupyTU3aTop SIBNAETCS OTMPaBHOW TOYKOW HECKONbKMX MapLUpyTOB OO
ceTeln, C KOTOPbIMM OH CBA3aH. Kaxabln MmapLupyTnsaTop, Ha KOTopom 3anyLeH npotokon RIP,
coaepXxuT Tabnuuy maplpyTtusauuun. [aHHas Tabnuua cogepxuT no OgHOM 3anncu gng Kaxgo-
ro MecTa HasHayeHusl, KoTopoe AOCTYMHO Yepes3 CUCTEMY, Ha KOTOpOK 3anyLieH npoTtokon RIP.
Kaxxgaqa 3anucb coaepxuT, No KpanHen mepe, cnegytowime nong:

e [P-agpec mecta HasHadeHus.

e Macka nogceTn Mecta HasHa4YeHus.

e |P-agpec Gnwkanwero wro3a No Nyt 4o MecTa HasHaveHus. Ecnu y3en HasHayeHus
HaxoouTca B OOHOW M3 HENOCPEeACTBEHHO MOOKIOYEHHbBIX CeTen, TO MHopmMauusa B
JaHHOM nore sBnsieTcsi HeoOs3aTENbLHON.

e MeTpuka, KOoTOpada NpeacTaBnNseT KOHEYHYD CTOMMOCTb OCTaBKW AaTarpammbl OT Te-
Kywlero maplipytunsatopa 4o MecTa HasHadeHus. [JaHHas mMeTpuka aBnseTcsa CyMMOmn
CTOMMOCTEN, Ha3Ha4YeHHbIX AN Kaxaon u3 ceTen, Yepes KoTopble NponaeT gararpam-
Ma. MeTpuka sBnseTcs LensiMm Yicriom ot 1 4o 15 BKAYUTENBHO.

e ®nar, ykasblBaloLLnii, YTO MHGOPMALNS O MapLUPYTEe HeE4ABHO N3MEHUNAach;

e PasnuyHble Tanmepsbl, CBA3aHHbIE C MapPLUPYTOM.

3anncu 0 NOAKITIOYEHHBIX CETSIX YCTaHaBNMBAKOTCA MapLUpyTU3aToOpoOM, MCMNONb3ys nHdopma-
Lnto, cobpaHHyto cpefcTBamm, koTopble npoTokon RIP He pernameHTupyeT. CUCTEMHbIV agMu-
HUCTpaTOp Takke MoXeT [00aBnATb OONOMHUTENbBHbIE 3anncK O MapLluipyTax. [JaHHble 3anucu
ABIAIOTCH «CTAaTUYECKUMIN MapLUPyTaMmny».

MepBbIM ABYM MOMsM 3anncyu Mbl 00S3aHbl MOSIBNEHUIO TEPMMHA BEKTOP PACCTOSIHUSI (MECTO
Ha3HayeHue — HanpaeneHve; MeTpuka — Moaynb BekTopa). MNepuoanyeckn (pas B 30 cek.) kax-
Abli MapLUpyTM3aTop MOCbiNaeT LWNMpOKoBeLLaTenbHO (MynbTukactoBo B RIP-2) konuio cBoen
Tabnuubl MapLpyTM3aumMm BCeEM COCEAsiM-MapLlpyTM3aTopam, C KOTOPbIMWU CBsi3aH Hemnocpea-
CTBEHHO. MapLupyTtusatop-nonyyarens npocmatpueaeTt Tabnuuy. Ecnn B Tabnuue npucytcT-
BYET HOBbIV NyTb UM coobLLEHME O Bonee KOPOTKOM MapLUpyTe, Ui NPOU3OLLM U3MEHEHNS
ANVIH NYTW, 3TN N3MEHEHMSA (PUKCUPYIOTCA NoryyaTenemM B CBOEN MapLUpyTHOM Tabnuue.

MpoTtokon RIP gomkeH obpabaTtbiBaTh ABa TUMNa OLWIMOOK:

1. BbeckoHeuHbI cyeTyuk. MegneHHoOe pacnpocTpaHeHMe MapLIpyTHOW MHdopMaunm no
ceTu co3gaeT npobnembl Npy AMHAMUYHOM U3MEHEHUM MapLUPYTHOM cuUTyauumn (cucte-
Ma He nocneBaeT 3a u3meHeHnsimMn). Manoe npegenbHOe 3HaYeHne MEeTPUKKM yny4dliaeT
CXOOMMOCTb, HO He yCTpaHseT npobnemy. Mpobnema pelaeTcss ¢ NOMOLLbIO anropuTma
Split Horizon.

2. Uwuknunyeckue mapipythbl. [Npobnema pelaeTtcs ¢ nomoLbio MexaHusma Triggered Up-
date.

HecooTBeTCcTBME MapLUpyTHOW Tabnuubl peanbHOM CUTyaumMm TUMMYHO He Tonbko ans RIP, Ho
XapakTepHO ANs BCeX NPOTOKONOoB, 6a3npyowmnxcs Ha BEKTOpe pacCTosiHUSA, rae nHdopmauu-
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OHHble coobLLEeHNs akTyanusaumm HecyT B cebe ToNbKo napbl KOOOB: aApec MecTa Ha3HavyeHue
N paccTosiHue o0 Hero. Ho Bce nepeyncrnieHHble MeToAdbl U HEKOTOPbIE ApYyrve U3BeCTHble an-
ropuUTMbI, pelias ogHy npobnemy, Yyacto BHOCAT apyrue. MHorme u3 aTux MeTogoB MOryT Mnpu
onpeeneHHbIX YCNOBMAX Bbl3BaTb NlaBMHY LUMPOKOBELLATENbHbIX COOOLLEHN, YTO Takke Aes-
opraHusyeT ceTb. /IMEeHHO Manasa CKOpOCTb ycTaHoBMNeHns mapupytos B RIP (1 gpyrux npoTo-
Konax, OpUeHTUPOBAHHbIX HA BEKTOP PacCTOSHUS) U ABASETCA NPUYNHON UX NOCTENEHHOrO Bbl-
TECHEHUS ApYrMMn NpoTOKONamu.

B RIP coobuweHusa nHkancynupytotcs B udp-gentorpammel, Npy 3TOM nepegada ocyLuecTBns-
eTca Yepes nopt 520. B kavyectBe meTpukn RIP ucnonbsyeTt 4yncno waros go uenu. Ecnu mex-
Ay oTnpasuTenemM u NMPUEMHUKOM PacnorioXeHO TpU MapLupyTusaTtopa, TO CYMTAEeTCs, YTO Me-
XOy HUMKM 4 wara. Takon BUA METPUKUA HEe YyYMUTbIBAET pasnnymii B NPOMYCKHOW CMOCOBHOCTU
UK 3arpy>KeHHOCTN OTAEMbHbIX CErMEHTOB ceTu. NprMeHeHne BeKTopa pPacCTOSHUSA HE MOXET
rapaHTMpoBaTb ONTMMaribHOCTb BblbOpa MapLupyTa, Bedb, HanpuMmep, ABa wwara rno cermeHTam
cetn Ethernet obecneyart 6onbLUy0 NPOMYCKHYD CNOCOBHOCTb, YEM OAMH Liar Yepes nocneao-
BaTenbHbIN KaHan Ha ocHoBe MHTepdenca RS-232.

MapwpyT no ymonyanuo nmeet agpec 0.0.0.0. KaxxgoMmy mapLupyTy CTaBUTCS B COOTBETCTBUE
Tanmep Tanm-ayTa u "cbopLinka mycopa". Tanm-ayT-Taimep cbpacbiBaeTcs Kaxablin pas, korga
MapLUpYyT MHULMaNU3MpyeTCs Unn KoppekTupyetca. Ecnn co BpeMeHn nocnegHen Koppekuum
nNpowno 3 MUHYTbI UK NONYyYEHO COOOLLEHNE O TOM, YTO BEKTOP paccTosiHUs paBeH 16, map-
LPYT cYMTaeTCs 3akpbiTbiM. HO 3anucb 0 HEM He CTUpaeTcs, Noka He ucteveT Bpems "ybopku
mMycopa" (2 MmuH). MNMpn NnogaBNeHNN 3KBMBANEHTHOrO MapLIpyTa NepeKnoYeHss Ha Hero He npo-
ncxogmuT, Takum obpasom, B6NoKkMpyeTcs BO3MOXHOCTb OCLUMMNALMK Mexay ABymsa unu 6onee
paBHOLEHHbIMW MapLUpyTaMu.

MNpun peanusaumn RIP MOXHO BblAeNUTb CreayoLme pexmvbl:

o UVHyumanusaums, onpegeneHune Bcex "XmBbix" MHTEP(ENCOB NyTEM MOCHINKA 3anpocoB,
nonyvyeHne Tabnuy MapLipyTmsaumm oT ApYrux MapLpyTnsatopoB. YacTto ncnonbayoT-
CS LUMpOKOBeLLaTenbHbIE 3anpochl.

e [lony4eH 3anpoc. B 3aBucMMoCTM OT TUNa 3anpoca BbiCbiNaeTcs agpecaTy nonHasa tad-
nuua MapLupyTmMsaumm, nnu NPoBOANTCA HAMBUAYyansHas obpaboTka.

e [lonyyeH oTknuk. NpoBoanTcs obHOoBREHWe Tabnuubl MapwpyTusaumm (yaaneHue, uc-
npasneHune, nobasneHue).

e PerynsipHble obHoBneHus. Kaxable 30 cekyHA BCst U YacTb Tabnvubl MapLipyTmMsaumm
nocblfiaeTcs BCEM COCeAHMM MaplipyTusatopam. MoryT nocbkinatbCa v cneumarnbHble
3anpochkl NPY NOKanbHOM U3MEHeHUN Tabnumubl.

5.1. O6nactb NpMMeHEeHUA NPOTOKOa, AOCTOUMHCTBA, HEAOCTaTKU

MpoTokon RIP siBNnsieTca BHYTPUOOMEHHBIM anroputMom A5is paboTbl B COBPEMEHHbBIX (B NnaHe
pasmepa) aBTOHOMHbIX obrnactax. OH He npegHasHaveH Ans Mcrnonb3oBaHusa B 6onee crnox-
HbIX NO apxuTekType ceTax. C nosineHnem npotokonioB OSPF u IS-IS Havano GbiToBaTh MHe-
HWe o ToMm, 4YTo RIP yctapen. HecmMoTps Ha TO, YTO HOBble BHYTPUOOMEHHbIE NPOTOKOSbI Mpe-
BocxoaAT RIP no 60NbWWHCTBY NO3UUMA, OaHHbLIA NPOTOKOS BCE-Takn umeeT psag npevmy-
LecTB. B 0CHOBHOM OHV NPOSABNAOTCHA NPU €ro NUCMONb30BaHMM B CETAX Marnoro pasmepa. pu
aToM RIP HanaraeT Hebonblune pacxodbl B MraHe MUCNofb3yeMon MPonyCcKHOW CnocoBHOCTU
KaHara v BpeMeHU, MCrosib3yemoro Aria KoHdurypauumn n ynpasnenus. lNpotokon RIP Takke
nerok Ansa BHeapeHus, ocCo6eHHO No CPaBHEHWUIO C HOBbIMU BHYTPUAOMEHHbLIMU NPOTOKONaMM.
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MpoTtokon RIP obnagaet psaom crneumdmnyecknx orpaHuyeHni:

lNpuMeHeHWe npoTokona OrpaHnYeHo CeTAMU, B KOTOPbIX  MaKCUMarbHbIA CEerMeHT
(onameTp ceTun) coctaBnseT 15 xonos.

lMpoTokon 3aBMCUT OT MexaHu3ama "cyeT 0o BeCKOHEeYHOCTH" ONs peLleHns HeObbIYHbIX
cutyaumn. Takum obpas3om, ecnv cucTema COCTOUT M3 HECKONbKMX COTEH MOACETEN, U
npy 3TOM BO3HMKaET 3auMKnMBaHue npouecca MapLipytusaumm (KOTOpbI BOBEKaeT
BCE MOACETM), Toraa pelleHne 3auuknmeaHms notpebyet nmbo MHOro BpemeHu (ecnu
YacToTa MapLUPYTHbIX MakeToB OOHOBMEHWsI OrpaHu4eHa), NIMbo MPOMNyCKHOW MOoChI
(ecnun o6HOBNEHNA paccbiNalTCs BCAKMM pas, Korga npomcxoaaT NUSMEHEHUSA B CETH).
lNpoTokon wucnonb3yeT UKCUPOBAHHbLIE METPUKUM [ONA CPaBHEHUS anbTepHaTMBHbIX
MapLUpYTOB. OTO HE MNOAXOAUT ANs CriyYaeBs, Koraa MapLupyTbl Heo6xoammo BbIGupaTh,
OCHOBbLIBasICb Ha NMapameTpax peanbHOro BpeMeHW — naMepdeMas 3agepxka, Hagex-
HOCTb UMK 3arpy>KeHHOCTb KaHarna.

Yncno waros BaXHbIW, HO HEe eOUMHCTBEHHbLIN napaMeTp MapuipyTa, ga n 15 waroB He
npeaen ans cCoBpeMEHHbIX CeTEN.

5.2. Knaccudumkaums
MpoTokon RIP aBnsietcs:

AVHAMUYECKNM;
OOHOMapLUPYTHbIM;
OOHOYPOBHEBbLIM;

C UHTENNEKTOM B MapLupyTu3aTope;
BHYTPUOOMEHHbIM;

anropuTMOM BEKTOpa PacCTOSHUN.
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6. MpoTtokon mapwpyTtrnsauun OSPF

Mpotokon OSPF (Open Shortest Path First, RFC-1245-48, RFC-1370, RFC-1583-1587, RFC-
1850, RFC-2328-29, RFC-3137) siBnsieTcsl CTaHO4apTHbIM MPOTOKONIOM MapLupyTmMsaumm ansi
ncnonb3oBaHna B cuctemax ceten IP nobon cnoxHoctn M anbtepHatuBon RIP B kavecTtBe
BHYTPEHHEro npoTokona mapwpyTtmsaumm. OSPF npeacrtaensietr cobon NpOTOKONA COCTOSIHUS
CBSI3€l 1 peanu3oBaH B AeMOHE MapLipyTusauumn «gated», kotopbii nogaepxmeaeT Takke RIP
N BHELLHMI NpOTOKON MapLpyTmusaumm BGP.

6.1. TepmuHbl n onpeaeneHusi npotokona OSPF

Mpu onucaHun anroputma OSPF ncnonb3ytoTcs HECKOMNbKO crneumanbHbIX TEPMUHOB U MOHS-

TUIA:
e ABTOHOMHasa cuctema (Autonomous System)
ABTOHOMHOW cuctemon (AC) HasbiBaeTCcsa rpynna MapLpyTns3aTtopoB, Kotopas ana obec-
neyeHns B3auMHOro obMeHa MHpopmaumen o0 mapLipyTax UCNomnb3yeT eAWHbIA NPOTOKON
MapLLpyTM3auuun.
AC moxeT 6bITb pas3buta Ha obnactu. Npotokon OSPF gonyckaeT COBMECTHYIO rpynnmpoB-
Ky MHOXEeCTB HenpepbIBHbIX CETEeN U XOCTOB. Takas rpynna COBMECTHO C MapLlpyTu3aTto-
POM, Y KOTOPOro MHTepdENChl NOAKMIOYEHbI K NMOOON U3 BKIMIOYEHHbIX B rpynny ceTeu, Ha-
3bIBaeTcs obnacTblo (area). Kaxxgas obnacte umeeTt cobCcTBEHHYIO 6a3y OaHHbLIX COCTOSHUIA
CBA3eN U COOTBETCTBYOWMI rpacd.
Tononorua obnactn HeusBecTHa cHapyxu obnactu. 1 HaobopoT, MapLUpyTU3aTophbl, Haxo-
Asumecs BHYTpU obnactu, HUYEro He 3HalT O AeTarnbHOW TOMOMOorMn CeTu, BHELIHEN MO
OoTHoLeHuo Kk obnactu. Mpumep pa3bueHna AC Ha obnacTv npuBedeH Ha pUCYHKe 66.

PucyHok 66. PasbueHne aBTOHOMHOW CMCTEMbI Ha obnacTw.

Mpn pasbuenHne AC Ha obnactu BBOAUTCA MOHATME OcHOBHoW OSPF O6Gnactn (OSPF
Backbone Area), unu cneunansHon OSPF O6nactu 0 (3a4actyto nuwyt Obnacts 0.0.0.0).
OcHoBHas 0bnacTb OTBETCTBEHHA 3a pacnpefeneHve MapLlipyTHOW MHdOopMauun mexay
ocTanbHbIMKU 0biacTsamu.

e Tunbl mapwpyTtusatopoB OSPF

Mpotokon OSPF oTHOCKTCA K NpoTOKONam, KoTopble o6ecneynBaloT nepapxmyeckyto map-
wpyTtnsauuio. Kak yxe 6bino Bbiwe otmedeHo, Obnacte 0 ucnonbdyetcd gng obecneyeHus
MHPOPMAaLMOHHOIO B3anMOAeNCTBUS MEXAY OCTanbHbIMK obnactamu.
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PucyHok 67. Tvnbl mapwpytnsatopos OSPF.

B 3aBncMMOCTM OT TOro, K kakon obnacTu NpuHagnexnT mapLipyTusaTop, U Kakme nHdop-
MaLMOHHbIE MOTOKN 4Yepe3 Hero MpoXogAaT, pasnuyatoT YeThipe Tuna MapLipyTu3aTopoB
OSPF (pucyHok 67):

» BHyTpeHHun mapwpyTtusatop (Internal Router — IR).

MapwpyTtusatopbel Tvna Internal Router pasmelyatotTca BHYTpY aBTOHOMHOW CUC-
TEMbl M HE UMEIOT MHTEP(ENCOB, KOTOPbIE BLIXOAAT 3a Npeaerbl 3TON aBTOHOM-
HOWN CUCTEMBI.

» [orpaHuyHbIn mapLupyTudatop obnactu (Area Border Router — ABR).
MapuwpytunsaTtopbl Tna Area Border Router pasmeLuatoTcs Ha rpaHuue mexay He-
CKOMbKUMK oBnacTamMu B npegenax aBTOHOMHOW cUCTeMbl. Takne mapLupytTmsarto-
pbl UMEKOT MHTEPMENCHI, KOTOPbIE CBA3LIBAIOT X C MapLupyTu3aTopamun, Haxoas-
wmmnca B apyrux obnactax. MaplpyTtmsaTopbl 4aHHOTO Tuna npegHasHayeHbl
ans Toro, 4ytobbl nepedaBate MHGOPMAUUIO O MapLlpyTax Mexay pasnuyHbIMu
obnactamu.

» OcHoBHown mapuwpyTtusatop (Backbone Router — BBR).

K oaHHOMy TuUny OTHOCATCHA BCe MapLUpyTM3aTopbl, KOTOpble UMEKT UHTepdencol
B HyneBy 06nacTb.

» [MorpaHuyHbii mapwpyTtnsatop AC (AS Boundary Router — ASBR).
MapuwpyTtusatopsl Tvna AS Boundary Router obecneuvBaoT MHGPOPMaLNOHHbBIN
0OMeH ¢ mapLupyTusaTopamu, KOTopble pacnonoXeHbl B APYrMxX aBTOHOMHbIX CUC-
Temax.

o WpeHTndukarop mapwpytumsartopa (Router ID)

32 paspsagHbI HoMep, NPUCBanBaeMbIN KaXK4oMy MapLUpyTM3aTopy, MCNONb3yloLweMy npo-
Tokon OSPF. 3TOT HOMep ABMAETCS YHUKarnbHbIM B Npeaernax aBTOHOMHON CUCTEMbI.

e HasHa4yeHHbIM mapwpyTunsaTop (Designated Router)

Bo3MOXXHO BO3HWKHOBEHME CUTyauumu, Korga K ogHon cetm Tuna broadcast okaxytca noa-
KMIOYEHHBIMW HECKOSbKO MapLUpyTU3aTopoB, BXOOAWMX B OAMH OOMEH MapLupyTmsaumm
OSPF. Ona Toro, 4to6bl ns3bexaTb Oy6nMpoBaHusa npeacTaBneHnsa ceTtn Tuna broadcast
HeCKONbKUMKN MapLupytmusaTopamu, B npotokorie OSPF ncnonb3yeTtcs crneyunanbHbIn anro-
pUTM, C MOMOLLbIO KOTOPOro BblGMpaeTcs HasHa4yeHHbI MapLipytusaTop. B atom cnydvae
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TONbKO OAMH MaplpyTusatop obecneuvvsaeTt nepegady nHgopmMaumMm o MapLupyTax B cer-
MEeHTe CeTw.
e CoceaHue mapuwpytusaropbl (Neighboring Routers)
MapLpyTnsaTophbl, KOTOpblE NOAKMNIYEHbI K OOHOW U TOM e CeTU HasblBalTCA cOceaHNUMM
MapLLpyTM3aTopaMMu.
e CwmexHocTb (Adjacency)
[Ba mapLipyTmMsaTopa M3 4yMcna cocegHnx mMoryT 6biTb BblIOpaHbl AN yCTaHOBEHNa 6nms-
KMX OTHOLLEHWI, KOTOpPble NpeanonaratnT o6MeH nHdopmaunen o mapllpytax. bnmskne oT-
HOLLIEHNS1 YCTaHaBNMBAOTCS He B KaXJ0W nape coceACTBYIOLLMX MapLUpyTU3aTOPOB.
e bBa3sbl AaHHbIX cocTOosiHUM cBA3en mapuwpyTusatopoB OSPF (Link-State Database)
Basa paHHbix Link-State Database oTobpaxaeT Tekyluyl CTPYKTypy WHEOPMALMOHHBLIX
CBsI3ell B paccmaTpuBaemon obnactu mapupyTtu3aumm. ITM 6asbl OaHHbIX OOMKHbI ObITh
MOEHTUYHBIMW Y BCEX MapLLpyTM3aTOpOB, KOTOPbIE pacrnofioXeHbl B npegenax ogHom o06-
nactu. basbl OaHHbIX COCTOAT M3 COOOWEHMI, KOTOpble HasbiBaloTcs Link — State
Advertisement 1 dopmupyoTCa BCEMM aKTUBHLIMM MapLUpyTM3aTopaMmmn daHHOW obnacTu.
AKTUMBHbIM B AAHHOM Cly4ae CUYMTaeTCsl MapLipyTu3aTop, KOTOpbIi MMeeT XoTa Obl oauH
NOAKITIOMEHHbI KaHan B JaHHOW obnacTu.
e OO6bBbaABneHue cocTosiHua cBa3m (Link State Advertisement, LSA)
Bnok gaHHbIX, KOTOPbLIA COAEPXKUT MHOPMALMIO O COCTOSHUM MapLUpyTM3aTopa Unu CeTu,
Ha3blBaeTCcs 00bsABNEHMEM O COCTOsIHUM CBA3W. B ToM cnyyae, ecnu gaHHoe obbsaBneHve
npeacTaBnseT COCTOSHUE MapLlpyTusaTopa, OHO AOMKHO cogepXaTb MHAOopMauuio O cTa-
Tyce ero uHtepgencos m 6nm3knx emy maplupytmudatopoB. Kaxgoe Takoe ob6bsBneHue
pacnpocTpaHsieTCsa No BCeW aBTOHOMHOM cucteme. COBOKYNHOCTb Takux LSA dopmupyet
6a3y AaHHbIX MapLIPYTM3aLMn B KaXXOAOM M3 MapLupyTu3aTopoB. [1py 3TOM MCnonb3ytoTcs
pasnuyHble Tunbl LSA:
> CoobuweHunsa LSA tnna 1 — router link advertisement.
CoobueHus tuna «router link advertisementy» (cocTtosHus cBA3en MapLlpyTu3aTo-
pa) hopMMPYIOTCA KaXkdblM MapLUpyTU3aTOpoOM AOf1s1 Kaxgon obnactu, B KOTOpoW
OH MMeeT akTuBHble MHTepdelickl. CoobuieHnss LSA tuna 1 cogepxaTt obbeaun-
HEHHYI0 MHOPMALNIO O COCTOSIHUM CBSA3€M, KOTOpble MMeeT MapLupyTM3aTop B
AaHHon obnactu. CoobLeHNs 3TOro Tuna pacnpoCTPaHATCS TONbKO B Npeaenax
oJHomn obnacTtu.
» CoobuweHus LSA tuna 2 — network link advertisement.
Coobuwenuna LSA tuna «network link advertisement» (coctosiHue cBs3en ceTn)
dopMMpyeTCsa TONBKO B CETSX, KOTOPbIE MOTyT ObITb OTHECEHbI K Knaccy broadcast
urin NBMA (Non Broadcast Multi Access). B coobliennn LSA Tvna 2 ykasbiBatoTcs
naeHTnmKaTopbl BCEX MapLUpyTM3aTOpPOB, MOAKMIOYEHHbIX K AaHHON ceTun. dop-
MUpPOBaHMe COOBLLEHWI 4aHHOTO TUNa BbINOMHAETCA HAa3HAYeHHbIM MapLupyTusa-
TOPOM.
» CoobuweHuna LSA tuna 3, 4 — summary link advertisement.
CoobuweHuna LSA tnna «summary link advertisement» cpopmupytotca norpaHuy-
HbIMW MapLupyTu3aTopamu obnactn (ABR) n HanpaBnsitoTcs 3a npeaensl o6nacty,
B KOTOpOW OHWU cdhopmupoBaHbl. Kaxpgoe coobuieHne OaHHOro Tuna COAEpPXUT
MapLUpyT, KOTOPbIN MOXET ObITb MCMOMb30BaH ANSA WMH(OpPMaUMOHHOrO obmeHa
MexXay pasnuyHbiMyM 0bnacTtaMu B npegenax ogHOW aBTOHOMHOM cucTeMbl. B va-
cTHocTu, LSA Tuna 3 onucbiBaloT mMapwpyTthl K cetam, LSA tuna 4 onucbiBatoT
MapLLpyTbl K NorpaHnyHbiM mapLupytusatopam AC (ASBR).
» LSA tuna 5 — external link advertisement.
CoobueHunsa LSA tuna «external link advertisement» bopmupytoTcst norpaHuyHbIM
mapuwpyTtusaTopam AC (ASBR) 1 cogepxat nHcdopmaLmio 0 mapLupyTax, KotTopble
ABNAOTCA BHELUHMMW MO OTHOLUEHMIO K JaHHOW aBTOHOMHOM cucteme. Coobue-
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HUS OaHHOrO TUMa pacnpoCTPaHSTCA No BCeM ob6MacTdM aBTOHOMHOW CUCTEMBbI
3a UCKIMIOYEHMEM OTAENbHbIX CreunanbHO CKOHUrypmpoBaHHbIX obnacrten, KoTo-
pble HasbiBatoTcA stub-areas.
o 3atonneHue (Flooding)
Mpouecc pacnpocTtpaHeHna LSA B npegenax aBTOHOMHOWM CMCTEMbl Ha3blBaeTcs 3artonne-
HUeMm.
e [lpoTtokon npuBetcTBua (Hello Protocol)
OagHum n3 komnoHeHToB npoTtokona OSPF aensetca npotokon Hello, ¢ nOMOLLbO KOTOPOro
MapLLpYyTM3aTOpbl YCTaHaBNMBAKOT 1 0O6CNYXMBAKOT coceackne OTHoLwweHus. B yacTHocTw, ¢
MOMOLLbIO 3TOr0 NPOTOKOS1a NPOU3BOAUTCS BbIOOP HA3HAYEHHOrO MapLUpyTusaTopa s He-
KOTOpPbIX ceTen.

6.2. Mpouecc c6opa n o6MeHa mapLpyTHOU MHhopmaumen
MeTpuka
MeTpuka npegcraBnsieT cobomn OLEeHKYy KayecTBa CBA3W Ha OAHHOM (PU3MYECKOM KaHane. Yewm
MeHbLUe MeTpuKa, TeM Iydlle Ka4yeCcTBO coefuHeHus. MeTpurka maplupyTta paBHa cyMMe MeT-
PUK BCEX CBA3eWN (ceTen), BXOOALLNX B MapLUPYT.
Mockonbky npu pabote anroputma SPF cuTyaumu, npuBogswime K cyeTy A0 6eCKOHeYHOCTH,
OTCYTCTBYIOT, 3HA4YeHUs METPUK MOryT BapbMpOBaTbCA B LUMPOKOM AuanasoHe. Kpome Toro,
npoTtokon OSPF nossonseTt onpegenutb Ang nobon ceTn pasnuyHble 3Ha4YeHUss MeTpuUK B 3a-
BMCMMOCTM OT Tuna cepauca (TMn cepBuca 3anpalumBaeTcsa gevtarpaMMon B COOTBETCTBUN CO
3HaveHnem nonst TOS ee 3aronoska). [na kaxgoro Tvna cepsuca byaeT BblMUMCNASTLCA CBOW
MapLwpyT, U AevTarpammbl, 3aTpeboBaBluMe Hanboree CKOPOCTHOW KaHar, MoryT ObiTb OT-
npasrieHbl MO O4HOMY MapLUpyTy, a 3aTpeboBaBlUMe HaMMeHee AOPOrocTosLWMIA KaHan — no
Apyromy.
MeTpuka ansa pasnuyHbiX TUNOB CEpBUCa MOXET OTBeYaTh CreayoLwmMm napameTpam:
1. lponyckHas cnocobHOCTbL kaHana.
Bbluncnsaetca cnegytowimm obpasom:
MeTpuka = 10%/ifSpeed

roe ifSpeed — nponyckHas cnocoBHOCTb TekyLLero nHTepdenca.

Takum obpasom, nonyvyaem TUMWUYHbIE METPUKM Ans BonblUMHCTBA KaHanoB (Tabnvua

3.4).

Tabnuua 3.4. 3HayeHns MeTpukm «lponyckHas cnocoBHOCTb kKaHana» NpoTokona
OSPF ans pasnnyHbiX TUNOB KaHaroB.

Tun kaHana (nponyckHasi crriocobHocMma) 3HayeHue mempuku
> 100 M6/c 1
Ethernet/802.3 10
El 48
T1 (ESF) 65
64 Kb/c 1562
56 Kb/c 1785
19.2 K6/c 5208
9.6 Kb/c 10416

BenununHa 3agepkku pacnpocTpaHeHusi CUrHana B kaHane
HapexHocTb KaHana

3arpy>xeHHOCTb kaHana

CtoumocTb KaHana.

Yucnom gaTtarpamm, CTOALWMX B ovepean ons nepegayu

© gk wnN
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7. Paamep makcmmarnbHoOro 6noka gaHHbIX, KOTOPbIN MOXET BbiTb NepefaH vYepes gaHHbIN
KaHan

8. TpeboBaHuamun 6esonacHoCcTu

9. Ywucnom waros o uenu
Mopsaok pacyeTa METPUK, OLLEHMBAKOLWNX 3a4epXKKY, HAAEXHOCTb U CTOMMOCTb, He onpeaeneH.
AOMUHUCTpaTOp, Xenawwun nogaepXuearte MapLUpyTM3aumio No 3TUM TMnaMm CepBucoB, OOIM-
XXEeH caM Ha3Ha4uTb pasyMHble U COorfnacoBaHHbIe METPUKK MO 3TUM NapamMmeTpam.
Ecnun He TpebyeTcs mapLupyTM3auusa ¢ y4eToM Tuna cepeuca (MM MapLupytTu3aTop ee He noa-
AepXnBaeT), UCNOomNb3yeTcs MeTpuKa Mo YMOMYaHWo, paBHas MeTpyke Mo NponyCckHOM cnocob-
HoCcTuK (Hynesown Tun cepsuca, TOS 0). CneayeT 3aMeTUTb, YTO MapLLPYTU3aLMA NO TUNam cep-
BMCa KpaWHe pefka, 6bonee Toro, oHa UCKIYeHa M3 nocnegHux sepcun ctaHgapta OSPF.

MocTpoeHune B[] coctoaHum ceasen (Link-State Database)

Kak yxe 6bi1o oTMeyeHo, ansa pabotel anroputMa SPF Ha Kaxgom MapLupytu3aTope CTpouTcs
0asa gaHHbIX COCTOSIHUSI CBSI3el, NMpeacTaensoliaa cobor nonHoe onucaHune rpadgpa OSPF-
cuctembl. Mpn aToM BepwwmHamu rpadha ABASAOTCA MapLupyTM3aTopbl, a pebpamu — coeam-
HAoWme nx ceasu. Ona npoctotel 6yaem paccmaTtpueate OSPF-cuctemy, coCTosiLyo TOMbKO
N3 MapLUpyTU3aTOPOB, COEANHEHHbIX JIMHUAMU CBSI3M TUMNA "TOYKa-TOYKa".

PucyHok 68. MNMpumep OSPF-cuctemsl.

O603HayeHnst Ha pucyHke 68: D, @, @, @ — mapwpytusaTtopbl; A,B,C,D — nuHUM cBSA3M
(vnn npocTo cBA3M), unpbl 03HaYaT METPUKY Kaaowm cBs3n. basa AaHHbIX COCTOSIHUSA CBSI-
3en npegcrasnsaet cobon Tabnuuy, rae Ang Kaxaow napbl CMEXHbIX BEPLINH rpadha (mMapLupy-
TM3aTopPOB) ykasaHo pebpo (CBA3b), UX coeauHaloLee, 1 MeTpuka 3Toro pebpa. Npad cuntaet-
Csl OpMEHTUPOBaHHbIM. ba3a gaHHbIX COCTOSIHUSI CBSI3EM B HaAlIeM MNpUMepe BbIrMSAuT cre-
ayrwmm obpasom (pucyHok 69):

Or=>g0 Cers | Merpuma
D=2 A 2
D=3 C 3
D@ B 1
DD A 2
e RN C 3
3@ D 1
@D E 1
VNS D 1

PucyHok 69. basa aaHHbIX COCTOSIHUS CBA3EN.
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Mocne nHnumanusauum mogyns OSPF (Hanpumep, nocne nogayun NUTaHWs Ha MapLipyTusaTop)
yepesa Bce uWHTepdencobl, BkoveHHble B OSPF-cuctemy, HauuHaloT pacceinatecs Hello-
coobuwenna. 3agaya npotokona Hello — obHapyxeHne cocegen n ycTaHoBMEHWE C HAMU OTHO-
LeHN cmexHocTu. [pyras 3agada npotokona Hello — BbiGop BblAeNeHHOro mMapLupyTmusatopa
B CETU C MHOXXECTBEHHbIM AOCTYMNOM, K KOTOPOW NOAKNIOYEHO HECKOBKO MapLUpPyTU3aTOPOB.
Hello-nakeTbl NpogomkaoT NeEPUOANYECKN pacchiniaTbCa U Nocre Toro, Kak coceamn 6binmn obHa-
py>XeHbl. Takum 0Bpa3om, MapLUpyTU3aTOp KOHTPONUPYeT COCTOSAHME CBOUX CBSA3EWN C cocens-
MW 1 MOXET CBOEBPEMEHHO OOHapYXWUTb M3MEHEHMNE 3TOro0 COCTOsIHME (Hanpumep, obpbiB CBS-
31 UNKN OTKITOYEHne odHoro n3 cocegen). OOpbIB CBA3N MOXET ObiTh Takke OBHapPYXeH 1 ¢ no-
MOLLIbIO NPOTOKOSA KaHarnbHOro YPOBHS, KOTOPbIN NPOCUrHaNM3npyeT O HEAOCTYNHOCTM KaHana.
B ceTax ¢ BO3MOXHOCTbIO LUMPOKOBeELLATeNbHOW paccbiiki Hello-nakeTbl paccbinaiTca no
MynbTUKacTuHrosomy agpecy 224.0.0.5 ("Bcem OSPF-mapwpyTtusatopam"). B gpyrux cetsax
BCE BO3MOXHble afpeca coceen A0MKHbI OblTb BBEAEHbI aAMUHNUCTPATOPOM.

lMocne ycTaHOBNEHMSA OTHOLUEHUIA CMEXHOCTU ANSA KaXKAOM napbl CMEXHbIX MapLlpyTn3aTopoB
NPOMCXOANT CUHXPOHM3aUMs Ux 6a3 AaHHbIX. JTa e onepauusa NPoMCXoanT Npu BOCCTaHOBIE-
HMM paHee pa3opBaHHOrO COEAMHEHMS, MOCKOMNbKYy B 0Opa3oBaBLUMXCA MOCME aBapun OBYX
N30MMPOBaHHbIX noacucTeMax 6asbl AaHHbIX pas3BMBaNMCb He3aBMCMMO Apyr oT apyra. Cun-
XPOHU3auusa 6a3 gaHHbIX MPOMCXOOMT C MOMOLLIbIO NpoToKona obmeHa (Exchange protocol).

CHavana mapLupyTu3atopbl 06MeHMBaOTCA TOMNbKO onucaHnammn ceounx 6a3 gaHHbix (Database
Description), cogepXalwmmmn ngeHTndnkaTopbl 3anMcen 1 Homepa nx BEpPCUn, 3TO NO3BONSAET
n3bexaTb NepecbINiku BCEro coaepxmmoro 6a3bl AaHHbIX, ecnun TpebyeTcss CMHXPOHM3NPOBATb
TONbKO HECKONbKO 3anucen. Bo Bpemsa aToro obmeHa kaxabii maplipyTudaTtop dopmumpyeT
CMMCOK 3anucen, coaepXmMmoe KOTOpbIX OH AOSMKEH 3anpocuTb (TO eCcTb 3TW 3anucu B ero 6ase
AaHHbIX ycTapenu, NnMbo OTCYTCTBYIOT), N COOTBETCTBEHHO OTNpaBnsieT nakeTbl 3anpocoB O COo-
crosaHun cedasen (Link State Request). B oTBeT OH nonyyaeT coaepXMMoe nocnegHMx Bepcum
HYXXHbIX eMy 3anucen B naketax Tuna "OB6HoBneHune coctosHus ceasen (Link State Update)”.
Mocne cuHxpoHu3aummn 6a3 4aHHbIX NPOM3BOAUTCH NOCTPOEHNE MapLLPYTOB.

Kaxgbin MapLupyTnsaTop OTBeYaeT 3a Te, U TOMbKO Te 3anncu B 6a3e JaHHbIX COCTOSIHUA CBSi-
3el, KOTopble ONUCLIBAIOT CBA3WU, UCXOASLWME OT AaHHOIO0 MapLipyTm3aTopa. OTO 3HAYUT, YTO
npy o6pa3oBaHUN HOBOW CBA3WN, NBMEHEHUN B COCTOSIHUM CBA3N UK ee UCHEe3HOBEHMMU (0OpbI-
BE), MapLLPYTM3aTOp, OTBETCTBEHHbIN 3a 3Ty CBA3b, LOIMKEH COOTBETCTBEHHO M3MEHUTb CBOK
konuio 6asbl OaHHbIX M HEMEOSIEHHO W3BECTUTb BCE OcTarnbHble MapwpyTtusatopbl OSPF-
CUCTEMbI O NMPOM3OLLEALUNX UBMEHEHUSIX, YTOObI OHM TaKKe BHECNN UCNPaBMEHMS B CBOW KOMUN
6a3bl gaHHbIX. DTy 3agady BbInonHAeT npoTokon 3atonneHus (Flooding protocol). MNpu paboTte
3TOro NpoToKona nepeckbinatTcs coobueHns Tuna "O6HoBneHne coctosHus cBasen (Link State
Update)", nonyyeHne KOTOpbIX noaTBepxaaetca coobuweHnsmm Tuna "Link  State
Acknowledgment". Kaxxgas 3annucb 0 COCTOSIHUM CBSA3EW MMEET CBOW HOomep (HoMmep Bepcun),
KOTOPbI Takke XpaHuTca B 6ase AaHHbIX. Kaxxgas HoBas Bepcus 3anucu nmeet 60nbLUniA HO-
mep. MNpn pacceinke coobueHnin 06 0GHOBNEHUM 3anncy B 6a3e AaHHbIX HOMEpP 3arnucn Takke
BKIto4aeTcs B cooblieHne ans npegoTepalleHns nonaganns B 6a3y AaHHbIX yCTapeBLUNX Bep-
cun.

MapLpyTnsatop, OTBETCTBEHHbIN 3a 3anncb 06 M3MEHUBLLENCA CBA3W, paccbifiaeT coobLeHne
"OBHOoBMNEHME COCTOAHUSA CBA3U" Mo BceM MHTepdencam. OgHaKO HOBble BEPCUM COCTOSIHUSA
OLHOWM M TOW e CBS3N AOMKHbI NOSABNATLCA HE Yalle, YEM OroOBOPEHO onpeaeneHHON KOHCTaH-
TOMW.

Hanee Ha Bcex Mmapwpytmnsatopax OSPF-cuctembl 4eACTBYET CreayoLwmmn anropuTm.
1. lMony4nTb coobLieHne. HanTu cOOTBETCTBYIOLLYIO 3anuch B 6a3e AaHHbIX.
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2. Ecnn 3anucb He HangeHa, nobaBuTh ee B 6a3y AaHHbIX, NnepefaTtb CoobLLueHNE No BCEM
NUHTepdencam.

3. Ecnu Homep 3anucu B 6a3e AaHHbIX MEHbLLE HOMepa npullieflero coodleHns, 3ame-
HUTb 3anucb B 6a3e JaHHbIX, nepegaTb coobLeHne nNo BcemM nHTepdencam.

4. Ecnu Homep 3anuncu B 6ase fgaHHbIX Gonblie HoMepa npuwealero coobleHnsa n ata
3anncb He Bbina HegaBHO pasocnaHa, pasocnaTtb COAEPKMMOe 3anncu n3 6asbl aHHbIX
yepes TOT MHTepdENC, OTKyaa npuwo coobueHune. NoHAaTue "HegaBHO" onpegensieTcst
3HA4YeHMEeM KOHCTaHTbI.

5. B cny4ae paBHbIXx HOMEPOB COOBLLEHNE NTHOPUPOBATD.

MpoTtokon OSPF ycTaHaBnMBaeT Takke TaKyld XapaKTepucTuky 3anucu B 6ase AaHHbIX, Kak
Bo3pacT. Bo3pacTt paBeH Hynto npu co3gaHum 3anucu. lNMpu 3atonneHun OSPF-cuctembl coob-
LEHNAMM C OAHHOW 3anNUChi0 KaxKabl MapLlpyTU3aTop, KOTOpbIN peTpaHcinpyeT coobLueHune,
yBenu4yMBaeT BO3pacT 3anvcu Ha onpeaeneHHyto BennyuHy. Kpome atoro, Bo3pacT yBenu4u-
BaeTCs Ha eguHUUy Kaxaylo cekyHay. M3-3a pasHuubl BO BpEMEHU NEPECHINIKK, B KONMYecTse
NMPOMEXYTOYHbIX MapLUpyTU3aTOPOB 1 NO APYrMM NpUYMHAM BO3PacT OOHOW M TOWM e 3anvcu B
6asax JaHHbIX Ha pPa3HbIX MapLUpyTU3aTopax MOXET HECKOSbKO pasnuyaTbCa. ATO HOpMarnbHoe
asneHve. MNpu OCTWKEHNUN BO3PacTOM MaKCUManbHOro 3HavyeHusa (60 MWHYT), COOTBETCTBYIO-
Liasi 3anncb pacLeHMBaeTCsl MapLUpyTU3aTOPOM Kak MPOCPOYEeHHast U HenpurogHas Ans Bbl-
yYncrneHna MmapLpyToB. Takas 3anvcb JOrmKHa BbITb yaaneHa us 6a3sbl JaHHbIX.

MockonbKy 6a3bl 4aHHbBIX HA BCEX MapLupyTusaTtopax CUCTEeMbI JOITKHbI OblTb MAEHTUYHbBI, NPO-
CpOYEeHHasn 3anucb AoMMkHa ObITb yaaneHa u3 Bcex Konui 6asbl JaHHbIX HA BCEX MapLupyTmusa-
Topax. OTO AenaeTcs C UCNOoNb30BaHMEM NPOTOKOMA 3aTONMEeHNs: MapLLpyTM3aTop 3atannmvsa-
€T CUCTeMy COOBLLEHNEM C MPOCPOYEHHOM 3anncblo. COOTBETCTBEHHO, B ONUCAHHLIN Bbile an-
roputMm 06paboTkmM COOBLEHNA BHOCATCA AOMONHEHNS, CBA3aHHbIE C MOMy4YeHneM NpOCpPOYEeH-
HOro coobLeHns 1 yaaneHmem CooTBETCTBYIOLLEN 3anncn n3 6asbl AaHHbIX.

UTtobbl 3anncu B Gase OaHHbIX He ycTapeBanu, MapLupyTM3aTopbl, OTBETCTBEHHbIE 33 HUX,
AOMKHbI Yepe3 kaxable 30 MUHYT 3aTannueatb cucTemMy coobeHnsmmn o6 oGHoBNEeHUM 3anu-
CEWN, Naxke ecrm COCTOsIHNE CBsI3el He naMeHunnock. CoaepxMmoe 3anncen B 3TUX COOBLLIEHNSAX
HEen3MeHHO, HO HoMep Bepcum Gonblue, a BO3pacT paBeH HymMio.

BblweonncaHHble NpPOTOKOSbI 06ecnevnBaloT akTyanbHOCTb MHGOPMaUuW, COAepXKallenca B
6ase gaHHbIX COCTOSHMS CBA3EW, onepaTUBHOE pearnpoBaHne Ha M3MEHEHUS B TONOMOMN CUC-
TEeMbl CETEN N CUHXPOHM3aLMIO KONW 6a3bl AaHHbIX HA BCEX MapLLpYyTM3aTopax CUCTEMBI.

[na obecneyeHnss HaQEXHOCTU MNepedayn AaHHbIX peanu3oBaH MexaHu3M MOoATBEPXKAEHMS
nprvemMa coobLeHnn, Takke A4S BCeX COOBLLEHMI BbIYNCNAETCA KOHTPOMbHAA CyMMa.

B npotokone OSPF moxeT 6biTb NpMMeHeHa ayTeHTUdUKaumMs coobLLEeHNA, Hanpumep, 3awuTa
MNX C NOMOLLIbIO NapOns.

6.3. AfropuT™M MapLupyTmsaumm
dopmaTt Tabnuubl MapLIpyTU3aLUM.
Ctpyktypa Tabnuubl mapwpyTtmsaumm (TM) cogepxut BClO MHGOpMaLMo, Heobxoammyro Ons
nepeHanpasneHus I[P gatarpaMmmbl K MecTy HasHaveHus. Kaxxgas 3anmce TM onuckiBaeT Habop
NyYWwnX MapLUIpPyTOB K Kakomy-nnmbo mecty HasHadeHus. MNpu maplpytmusauyun IP gatarpammbl
BblOnpaeTtca 3anucek TM, KoTopas obecneunBaeT Hannyywmnin mappyT. MNpotokon OSPF obec-
neynBaeT TaKke Hanuume MapwpyTta no ymonyaHuo (MoeHTudpumkatop mMecta HasHavyeHus
[Destination ID] = DefaultDestination, Macka agpeca [Address Mask] = 0x00000000). Kaxablii
MapLupyTusaTop cogepxuT ogHy TM. Kaxgas sannck cogepXuT criegytowme nons:
e Tun mecma HasHa4eHus (Destination Type)
370 MoXeT BbITb NGO «ceTby, NMBO «mapLupyTU3aTop». MNpy MmapLpyTusaunm Tpaduka
aKkTyanbHbl TOMbKO 3anucu C TUMOM «CeTby». 3anucu C TUNOM «MapLLpyTM3aTop» WUC-
NOMb3YKTCA UCKNIOYUTENBHO Kak NPOMEXYTOYHbIE LWarn B npouecce noctpoeHns TM n
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XpaHATCA Ans1 rpaHUYHbIX MapLupyTmnsaTtopoB obnactu (Area Border Router) un rpaHuny-
HbIX MapLUpyTM3aTOPOB aBTOHOMHOM cucTembl (AS Boundary Routers).

CeTb (B TepmuHax npotokonia OSPF) — ananasoH IP agpecoB, K KOTOPbIM MOXET ObITb
HanpaeneH Tpaduk. [aHHbIN guana3oH MOXET BktovaTth IP cetn (knacca A, B nnn C),
IP nogcetw, IP cynepceT n ognHoYHbIe IP xocTbl. MapLupyT No yMornyaHuio Takxe no-
nagaeT B 3Ty KaTeroputo.

o UdeHmugbukamop mecma HasHa4deHus (Destination 1D)

310 MoXeT ObiTb NMB0 naeHTUdMKaTop, NMH60 MMA MecTa HaszHadeHus. [aHHbIn dakT
3aBMCUT OT TMMa MecTa HasHadeHus. [1ns ceTen ngeHTUdmkaTopom asndetcs ux IP aa-
pec. [na MapLipyTM3aTtopoB UOEHTUMPUKATOPOM ABSIETCA MOEHTUMUKATOP MapLIpyTu-
3aTopa npoTokona OSPF (OSPF Router ID).

e Macka adpeca (Address Mask)

[aHHoe none onpegeneHo Tonbko Ans cetei. [ns nogceTen norne CooepXuT Macky
noaceTun, Ans XoCcToB Macka — «Bce eamHuubl» (OXfffffffT).

e  OnuyuoHarneHbie go3moxHocmu (Optional Capabilities)

Korga mMecToM HasHadeHus aBnaeTca MapLupyTmMsaTop, JaHHoe Mone ykasbiBaeT onuyuno-
HanbHble OSPF BO3MOXHOCTW, NOgAep)XMBaeMble 3TUM MapLipyTusaTopom. EAWHCT-
BEHHOM ONUMOHAaNbLHON BO3MOXHOCTbLIO, onpegeneHHon B RFC-2328, aBnseTcs BO3-
MOXXHOCTb 06paboTkn coobuieHur Tuna AS-external-LSA.

e Obnacmb (Area)

[aHHoe none ykasbiBaeT 06n1acTb, CBSA3b C KOTOPOWN BEAET K MECTY Ha3Ha4YeHus.

o Tun mapwpyma (Path-type)

CyliecTByeT 4eTbipe BO3MOXHbIX TMNA MapLpyToB, UCNOMb3yeMblX ANA MapLipyTm3a-
uun Tpadurka K MecTy HasHavyeHus. [JaHHble TUNbl NepeyncneHbl B nopsake yobiBaHUS
CTeneHn ux nNpeanoyvTeHus: BHyTpnobnacTtHou (intra-area), mexobnactHown (inter-area),
BHewwHun Tvna 1 (type 1 external) n BHewHn Tvna 2 (type 2 external).
BHyTprobnacTHble MapLlpyThl YKa3biBalOT MECTO Ha3HayYeHus, NpuHagnexawee ogHom
N3 NPUKPENMEHHbIX K TeKyleMmy MapLipyTmusaTopy obnacren. MexobnactHble mapLupy-
Tbl — MapLUPYTbl K MecTaM HasHayeHusi B apyrnx OSPF obnactax. OHu obHapyxumBatoT-
Cs NyTeMm aHanusa nonyveHHbIX coobleHnn summary-LSA. BHewHne mapLupyTbl aBTo-
HOMHOM 06nacTu yKasbiBalOT MECTO Ha3Ha4eHWsl 3a npegenamMmv AaHHOW aBTOHOMHOW
obnactn. OHn oBHapyxuBatoTCa NyTEM aHanmsa NonydYeHHbIX coobuieHnn AS-external-
LSA.

e Cmoumocms (Cost)

lMone cogepXuT CTOMMOCTb MapLupyTa K MecTy HasHavyeHus. [nsa Bcex 3a UCKIoYeHnemM
BHELUHMX MapLUpyTOB BTOPOro Tvna AaHHOEe Mosie COAEPXUT MOMHY CTOMMOCTb NyTW.
[ns BHELWHMX MapLIpyTOB BTOPOro Tuna AaHHOE Nosfie COAEPXXUT CTOUMOCTb YacTu NyTw,
KOTOpbIV SABNSAETCS BHYTPEHHUM MO OTHOLLEHMIO K TEKYLLIEe aBTOHOMHOM obnacTtu. [aH-
Has CTOMMOCTb pacCyYnTbiBAETCH Kak CyMMa CTOMMOCTEN KaHanoB MapLupyTa.

e Cmoumocmb 8HeWHUX Mapwpymosg emopo2o mura (Type 2 cost)

[na AaHHbIX MapLUpPYTOB MOMe COAEPKUT CTOMMOCTb BHELWHeW yactu nytu. [daHHas
CTOMMOCTb O6BABNSAETCS rPaHMYHBIM MapLIpyTU3aToOpoM aBTOHOMHOW obnacTtun u sABns-
eTca Hanbonee 3Ha4YMMOM YacTbio 0OLLEeNn CTOUMOCTH MYTW.

e VlcmoyHuk cocmosiHus cessel (Link State Origin)

[dencTBuTenbLHO TONbKO AN BHYTPMOOMACTHbIX MaplipyToB. [JaHHOe none coaepxut
LSA (router-LSA vnn network-LSA), koTopoe HanpsiMylo ykasblBaeT Ha MECTO HasHaude-
HUSa. Hanpumep, ecrnv MecTom HasHa4YeHust SIBNSIeTCA TpaH3uMTHas ceTb, Torga AaHHoe
none cogepxut network-LSA TpaH3uTHOW ceTn. LSA aHanuaupyeTtcsi BO BpeMsi Mo-
CTPOEHNs AepeBa HaukpaTyanwero nyTn. 3HayeHne B JAaHHOM Nofie UCnonb3yeTcs Npo-
Tokonom MOSPF (Multicast OSPF).
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Korga K MecTy HasHayeHus cyLecTByeT HEeCKOMbKO MapLUpyTOB OOWHAKOBOrO Tuna U CTOMMO-
CTN (Ha3biBalOTCS MapLIpyThl "oAMHakoBoW ctoumocTn", “equal-cost” paths), Toraa oHU XpaHsaT-
cq B ogHoun 3anmucn TM. Kaxgbin n3 nogo0HbIX MapLLPYTOB pasfnnyaeTcs CrieayowmnmMm nonsiMu;
o Cnedyrowul xor (Next hop)
WHTepdenc maplipyTmusaTopa, KOTOpbin HEOBXOAMMO MCNoNb3oBaTh ANs nepeHanpas-
neHuns Tpadmka K MeCTy HasHadyeHusi. B wmpokoBelwatenbHblX, Point-to-MultiPoint n
NBMA ceTax cnefyolwmin xon Takke BkroyaeT IP agpec cnefylowero mapLupyTmsarto-
pa Ha NyTU K MeCTy Ha3HayeHus.
o Obwsasnsowul mapwpymusamop (Advertising router)
Mone AencTBUTENBHO TOMNBKO AN MEXOBMACTHBIX U BHELIHMX MapLIpyTOB M COAEPXKMUT
noeHTuduKaTop MapLupyTmnsatopa, oobasnsaowero coobleHna summary-LSA mnm AS-
external-LSA, KoTopble BeyT K JAaHHOMY NyTW.

dopmupoBaHue Tabnuubl MapLupyTusauum (anroputm SPF).

Mcnonb3ys cBou 6Gasbl OaHHbIX CBA3EW, MapLlpyTM3aTop BbIMNOMHSET anropuTM MOCTPOEHUS
Tabnvubl MapLipyTM3auun war 3a waroM. Ha kaxgom ware, mapLipytusaTtop SOMmKeH obpa-
LWaTbCA K OTAENbHOM YacTn 6asbl AaHHbLIX COCTOsIHMI cBsA3en. [laHHoe obpalleHne BbiNonHAeT-
C4 C NOMOLLbIO creumanbHon yHKLMM NpocMoTpa.

Mpouecc nocTpoeHusa Tabnuvubl MapLIpyTM3auumn moxeT 6biTb pas3buT Ha cnegytowune warmu:

1. Tekywas Tabnuua mapLipyTnsaumm NpusHaeTcss He4EeNCTBUTENBHOW N COXpaHsieTca A
TOro, 4tobbl M3MeHeHust B HoBo TM mornn 6bITb MaeHTuduumpoBaHbl. Hosas TM
CTPOMUTCA C HYnS.

2. BHyTpuobGnacTtHble MapLupyTbl BbIYMCASIOTCS NyTEM MOCTPOEHUSA AepeBa HavkpaT4yan-
LWMX NyTEN ONs Kakgon npucoeamHeHHon obnacTtu. B yactHocTu, Bce 3anmcun tabnuubl
MapLipyTusaumm, y kotopbix Tun Mecta HasHayeHus ecTb "TorpaHnyHein Mappytu-
3atop O6nactn", BbIMMCNAKOTCA HA gaHHOM 3Tane. [aHHbIi 3Tan pas3buBaeTcsa Ha OBe
yacTu. B nepByto oyepeab, 4epeBO CTPOUTCS TOMBKO C y4ETOM CBA3eW (KaHanoB) mexay
MapLUpyTM3aToOpaMn U NPOMEXYTOYHbIMU CETAMU. 3aTemM ceTu «3arnywwkuy (stub net-
works) Bknto4varoTcs B gepeBo. Bo Bpems nocTpoeHust gepeBa HavKpaTtyanwmx nyTen
obnacTtu Takke BblMUCNAETCA CBOMCTBO 0obnactn «Bo3amoxHOCTb TpaH3uta» ansa ganb-
HenLwero ncnonb3oBaHus B Wware 4.

3. MexobnacTHble MapLUpyTbl BbIYMCASIOTCA NyTeM aHanu3a coobuieHmn summary-LSA.
Ecnn mappyTtmsaTop nogcoeanHeH K MHoXecTBy obnacten (Hanpumep, norpaHnYHbIN
MapLpyTmu3aTop obracTtun), TO aHanuM3upylTcs cooblieHus summary-LSA Tonbko 13
OCHOBHOM obnacTu.

4. B norpaHu4HbIX MapLupytusatopax obnacTtu, nogcoeAmHEHHbIX K ogHon unn Gonee
NPOMEXYTOYHON obnacTn, aHanM3MpyrTca coobLeHns summary-LSA 13 npomexxyTou-
HbIX obnacTten. Llenb aHanusa — BbISICHUTb, CYLLECTBYIOT N Ny4dlune MapLupyTbl Yyepes
NPOMEXYTO4YHLIE 06nacTn, Yem Te, KOTopble OblNM HaaeHbl Ha 3Tanax 2 u 3.

5. MapwpyTbl K BHELUHMM MeCTaM Ha3HaYeHUs BbIYUCIIAIOTCA NyTEM aHanusa coobLeHui
AS-external-LSA. PacnonoxeHne norpaHuyHbiX mappyTtusatopos AC (KOoTopble reHe-
pupytoT coobuieHunsa AS-external-LSA) onpeaensieTca Ha aTanax 2-4.

M3meHeHus, caenaHHble B TM, moryT uHuuuuposats OSPF npoTokon K NpUHATUIO AOMOMHK-
TenbHbIX AencTBuMn. Hanpumep, nameHeHne B BHYTpMOOGNacTHOM MapLlpyTe 3acTaBuT norpa-
HWYHBIA MapLpyTu3aTop obnactu reHepMpoBaTb HOBOE coobLleHne summary-LSA.
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Anroputm mapLipyTusauuu.

Korga nonydeHa IP gentarpamma, OSPF mapLupytM3atop AOSDKeH HanTh 3anucbk B TM, koTo-
pasi cooepXuT Mecto HasHavyeHus, Hanbonee noaxoaduiee anga gentarpammel. [laHHaa 3anucb
AoImkHa obecnevnTb UCXOOALWNN MHTEPdENC N MapLLPyTM3aTOp CreayoLleln NePECHISIKN.
BbibnpaeTca 3anuce TM, koTopas oTtBedaeT npasuny «Longest Matchy». Mpegnonoxum, 4to
MapLlpyTM3aTop nepenpaBnsdeT NakeT K MeCTy HasHadyeHus ¢ agpecom 192.9.1.1. MNMpwu aTtom
3anucb 192.9.1/24 Bcerga GygeT npegnoyTuTenoHen 3anucm 192.9/16 BHe 3aBMCUMOCTHU OT TU-
na mapLipyTa.

Ecnu He HampgeHo nogxopsuwen 3anmcy TM, nnn Hanbonee noaxoaswas HangeHHasi 3anucb
BXOOMT B CMUCOK «OTBEPHYTbLIX», TO TOr4a CYUTAETCH, YTO NakeT HEBO3MOXHO AOCTaBUTb K Mec-
Ty HasHayveHus. lMakeT gomkeH 6bITb copoleH. ICMP-coobuieHne «lMonyyatens HeJoCTyneH»
AOIMKHO BbITb CreHepMpoBaHo 4118 UCTOYHMKA NakeTa.

6.4. O6nactb NpUMeHeHUs, AOCTOMHCTBA, HEJOCTaTKU
bnarogapsi ucnonb3oBaHnio 6onee coBepLUeHHOro anroputMma npotokon OSPF paboTaeT B ce-
TSIX NOOOM CNOXHOCTM M HE UMEET OrpaHnMYeHnin n noboyHbix acpdekTos npotokona RIP. MNpwu
3TOM BpeMs, UCMOfb3yeMoe Ha NOCTPOeHne Tabnuubl MapLUPYTOB, U Harpy3ka Ha ceTb Ans ne-
pegayn cnyxebHon nHdopmauum B CpegHeM MeHbLUE MO CPaBHEHUIO C TeM, 4TO noTpebosan
Obl RIP gns Takon e cucTembl.
Mpenmywectsa npotokona OSPF:
e OTcyTCTBUE OrpaHNYEHUIn Ha pasmep CeTu.
e [locTaTo4yHO OOMbLUYO CKOPOCTb YCTAHOBMEHMS MapLUpyTa.
e [lpouenypa ycTaHOBNEHUSA MNOASIMHHOCTM UCTOYHUKA MHpopMaLMK Npu nepegade u no-
NnyyYyeHUn oGHOBNEHUIN MapLUPYTOB.
o [epapxuyeckas mapLupyTusauus.
e MoxeT ObITb HECKONbKO MapLUpyTHbIX Tabnuu, NO OAHOM Ha KaXAabli TUN cepsuca
(TOS).
e [lpn cywecTtBoBaHUN 3KBMBaANeEHTHbIX MapwpytoB OSFP pacnpegenset noTok paBHO-
MepHO Mo 3TuM mapuupyTtam (Load balancing).
e [lpn cBA3N TOYKa-TOYKa He TpebyeTca IP-agpec onsa kaxagoro M3 KOHLOB (9KOHOMUSA aj-
pecos).

HepocTtaTku:
e TpyaHO NONyYUTb MHCPOPMALMIO O MPEANOYTUTENBbHOCTU KaHanoB ANa y3noB, nogaep-
XMBaKLWMX Apyrne NpOTOKOMbIl, U CO CTAaTUHECKON MapLLpyTU3aunen.
e [Ipotokon OSPF ropasgo crnoxHee npotokona RIP.

6.5. Knaccudpmkaums
lNpoTtokon OSPF asnsaeTcs:
* [OVHaMUYECKNM;
e  MHOroOMapLIpyTHbIM;
*  VepapXU4eCKnM;
® C VHTENneKToM B MapLupyTusartope;
e  BHYTPUOOMEHHbIM;
e anropuTMOM COCTOSIHUI KaHana.
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7. Mpotokon SNMP

7.1. OnpepeneHue n (pyHKLUM NpoTOKONa
Mpotokon SNMP (Simple Network Management Protocol, npocton npoTokon ynpasneHus ce-
TbiO) AiBNsieTCA NPOTOKONoM NpuknagHoro ypoBsHsi, paspaboTaHHbIN A4S BbINONHEHUS ABYX 3a-
Aav:

e  MOHWTOPWHI CETEBbIX YCTPONCTB M CETU B LIENOoM;

e ynpaBneHve ceTeBbIMU YCTPONCTBAMM.
Mpotokon SNMP npepoctaBnsieT BO3MOXHOCTb CTaHUMAM YrpaBneHUs CHMTbIBATb U U3MEHATb
HaCTPOWKU LLIHO30B, MapLIpyTM3aToOpoB, KOMMYTaTOPOB M NPOYMX CETEBbIX YCTPOUCTB.

7.2. Bepcum npoTtokona SNMP

Onvwem pasnuuna mexagy sepcuammu npotokoria SNMP 1 gokymeHTbl, onpegendiowine atm
Bepcuun. Mo coctosaHmo Ha 2006 rog eanHcTBeHHOW He ycTapeBwen Bepcuen SNMP aensetcs
SNMPv3, onpegenénHasa B RFC 3411-3418.

SNMPv1

MepBble RFC, onucbiBatowme ctangaptel SNMP, nossunuce B 1988 roagy. Bepcuna 1 nogsep-
rnacb KpMTUKe 3a €€ nocpenCTBeHHyt0 mMogenb Ge3onacHOCTM Ha ocHoBe coobuwiecTtB. B 10
Bpems 6e3onacHoCcTb B IHTEpHETE He BXOAuMNa B Kpyr NepBooYepeaHbIX 3agad paboumx rpynn
IETF.

SNMPv2

Bepcus 2, nssectHas Tak xe, kak Party-based SNMPVv2, nnn SNMPv2p, He nony4unna Lnpoko-
ro pacrnpocTpaHeHns1 n3-3a CEPbE3HLIX pasHOrnacun no noeogy MHGPacTPyKTypbl 6e3onacHo-
ctm B ctaHgapte. SNMPv2 yny4ywan Bepcuio 1 B obnactu GbicTpoaencTeums, 6esonacHocTw,
KOHMOEHUNANbLHOCTM M B3aMMOAENCTBUN «MeHemkep-MmeHexaep». OH npeacTtaBun HOBbIA
Tmn PDU Get-Bulk-Request, anbtepHatuBy Get-Next-Request ans nonyyeHus 6onbwmnx obbé-
MOB MHGOPMaLMKN NpY MOMOLLM OOHOro 3anpoca. TeM He MeHee, HoBasi cuctema 6e3onacHoCTu
Ha OCHOBE CTOPOH BbIrnsagena aAngd MHOMMX Kak Yepecyyp CrnoxHasa u He Obina LWMpOKO Npu3Ha-
Ha.

SNMPv2c

Community-based SNMPv2, nnu SNMPv2c, npeactasun SNMPv2 6e3 HoBon mogenu 6eso-
nacHocTn Bepcun 2. Bmecto Heé npeanaranocb UCNonb3oBaTh CTapyld Moaenb 6e3onacHoCcTu
Bepcumn 1 Ha ocHoBe coobulecTB. CooTBeTCcTBYIOWEE NpeanoxeHne RFC 66110 NPUHATO TONbKO
Kak YepHOBWK cTaHaapTa, ogHako ctano ge dakrto crangaptom SNMPv2. besonacHoctb SNMP
CHOBa OKasaracb HepeLEHHbIM BOMPOCOM.

SNMPv2u

User-based SNMPv2, nnun SNMPv2u, aBngeTtcs KOMNPOMUCCOM MeXAY He3alULLEHHOCTBH
SNMPv1 un upeamepHon cnoxHocteto SNMPV2p. MNpeanoxeHHaa mogens 6e3onacHoOCTU Ha
OCHOBe nonb3oBarternen 6bina nonoxeHa B ocHosy SNMPV3.

SNMPv3
SNMPV3 HakoHeu-TO pewmnn npobnembl ¢ 6e30nacHOCTLI0 CNOCOB0OM, KOTOPbIN MHOrME nocYyu-
Tann npuemnembiMm. Bepcna 3 SNMP npuHarta IETF kak ctaHgapt WHtepHeta (IETF STD 62).
Moutn Bce npegbiaywmne RFC npuaHaHbl ycTapeBwnmMmn. [JOKyMeHTbI, ONMCbiBatoLLMe NPOTOKOM
SNMPV3, npuBeaeHbl HUXe:
o  Obwas uHghopmayusi.
RFC 3411. An Architecture for Describing SNMP Management Frameworks.
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e (Obpabomka coobuweHudl.
» [1pmnBA3KM K TpaHCMopTY.
RFC 3417. Transport Mappings for the SNMP.
» Pas3bop n gucnetyepusaumns coodLLEeHNNA.
RFC 3412. Message Processing and Dispatching for the SNMP.
» besonacHocme.
RFC 3414. User-based Security Model (USM) for SNMPv3.
e Oo6paboTtka PDU.
» Onepauun npoTokona.
RFC 3416. Version 2 of the Protocol Operations for SNMP.
» [MpunoxeHna SNMP.
RFC 3413. SNMP Applications.
» YnpasneHwe JOCTYMNOM.
RFC 3415. View-based Access Control Model (VACM) for the SNMP.
e Moaynn MIB.
RFC 3418. MIB for the SNMP.

7.3. Mogenb npotokona SNMP

Oo6uwasa mogenb

Mogenb npuBeaeHa Ha pucyHke 70. OCHOBHbIMW B3aMMOAENCTBYHOLMMUN SfIEMEHTAaMN NPOTO-
Kona sBnaATCcsa areHTbl (agent) n cuctembl ynpaeneHus cetbto (NMS, network management
system). C TOYKM 3pEeHUS KOHLENUUN «KITMEHT-CepBep» POrb CepBepa BbIMOSHAT areHTbl, TO
€CTb Te CaMble YCTPOWCTBA, NS Onpoca COCTOSHUSA KOTOpbIX ucnonbdyetca npotokon SNMP.
CoO0TBETCTBEHHO, POSib KITMEHTOB OTBOAUTCH CUCTEMAM YrpaBeHNsl — CETEBbIM NPUMOXEHUAM,
Heobxoanumbim ansa cbopa mHdopmMaumMm O YHKUMOHMPOBaAHMM areHToB. B3aumopencrsue
areHToB U CUCTEM YMpaBIiEHMSI OCYLLLECTBISIETCS HA OCHOBE coobLeHn npotokorna SNMP.

AreHtamm B SNMP aBnstoTca nporpaMMHbie MOAyNu, KoTopble paboTaloT B ynpaBnsemblX yCT-
poncTeax. AreHTbl cobupatoT MHdopMaumo 06 ynpaenseMbiX YCTPOMCTBAX, B KOTOPbIX OHU pa-
OoTaloT. AreHT cogepxaT BCO WHpopmaums o6 ynpaBnseMom CEeTeBOM yCTponcTBe B Hase
ynpaenswowen nigpopmauum (MIB, management information base). MIB npeacraBnset cobon
COBOKYMHOCTb OOBbEKTOB, AOCTYMHbLIX A5 ONepaummn 3anmcn—uTeHns.

B nobon ynpaBnsemon cetm MoxeT nmetbcs ogHa unm 6onee NMS. NMS BobinonHsaoT npu-
KnagHble NporpaMmbl CETEBOrO yrnpaBrieHUs, KOTopble NPeACTaBNSAT MHOPMaLMO ynpasne-
HUS1 KOHEYHOMY NONb30BaTEN!O.
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PucyHok 70.

CtpykTtypa 6a3bi MIB
Ha gaHHbI MOMEHT CyLEeCTBYET YeTblpe Tnna nHdopmaumnoHHom 6asbl MIB:

1. Internet MIB — nHdopmaumoHHasa 6a3a oO6bekToB ans obecneyveHns ANarHOCTUKA OLLIN-
60K 1 koHpurypaummn. BkntovaeT B cebs 171 06bekT (B TOM uncne n oobektol MIB ).

2. LAN manager MIB — 6a3a u3 90 o6bekToB — naponu, ceccuu, nonb3oBaTtenu, obuime
pecypcsbl.

3. WINS MIB — 6a3a obbekToB, HEOOX0ANMbIX AN ynpasneHuss n guarHoctukn WINS-
cepeepa (B cepepax Microsoft Windows wusnueckn Haxogutca B dhanne
WINSMIB.DLL).

4. DHCP MIB — 6a3a obbekTtoB, HeobxoanmbIX Ang ynpaenexHvs n gmarHoctnkm DHCP-
cepeepa (B cepBepax Microsoft Windows wusnyeckn Haxogutca B danne
DHCPMIB.DLL).

Crtpyktypy MIB onpegenseT [OKyMeHT, HasbiBaembii SMI (Structure of Management
Information, cTpykTypa ynpasnstowen nicopmauun). Bce MIB nmetot nepapxuyeckyto apeso-
BUAHYIO CTPYKTYpY. Bce 6a3bl cogepxat AecsiTb KOPHEBbLIX annacos (BeTBen), NpeacTaBneHHbIX
Ha pucyHke 71:
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1. System — gaHHaga rpynna MIB Il cogepxuT B cebe cemb 06BHEKTOB, KaXabl U3 KOTOPbIX
CNYXUT Ona XxpaHeHus nHdopmaumm o cucteme (Bepecust OC, Bpems paboTbl 1 T.4.).

2. Interfaces — cogepxut 23 obbekTa, HeOOXOAMMBIX ANSA BEAEHUA areHTamMu CTaTUCTUKM
Mo CceTeBblM MHTEpdEencam YNpaBfsieMOro YCTPOWCTBA (KONMYECTBO MHTEPGENCOB,

pasmep MTU, ckopocTb nepedayn AaHHbIX, pusnyeckme agpeca u 1.4.).

3. AT — cogepxuT 3 obbekTa, oTBeYalLWmxX 3a TpaHCcnsaumo agpecoB. bonee He ncnonb-
3yeTtca. bbina BkntodeHa B MIB |. MNpumepom ucnonb3oBaHus obbektoB AT MOXET no-
cnyxuTb npoctasd ARP tabnuua cootBetcTBus cuaundeckmx (MAC) agpecoB ceTeBbiX
kapT IP agpecam mawuH. B SNMP v2 3ta nHdopmaums 6bina nepeHeceHa B MIB ans

COOTBETCTBYHOLLUX NPOTOKOJIOB.

4. |IP —conepxuT 42 o6bekTa, B KOTOPbIX XPaHSTCS AaHHble 0 npoxoaawmx IP nakeTtax.

o

ICMP — cogepxut 26 o6bekToB co ctatuctukom 06 ICMP-coobLueHnsx.

6. TCP — cogepxut 19 o6bekToB, XpaHALLMX CTaTUCTUKY No npoTokony TCP (coeanHeHus,

OTKPbITblE MOPTbI U T.4.).

7. UDP — cogepXut 6 OOBEKTOB, XpaHAWMX cTaTUCTUKy no npotokony UDP (Bxogs-

Lwme/mexoasiume gatarpammbl, NOPTbl, OLLUMGKK).

8. EGP - cogepxut 20 06bekTOB — AaHHble 0 Tpadmke Exterior Gateway Protocol.

9. Transmission — 3ape3epBupoBaHa Anga cneundunyeckmx sagaq.

10. SNMP — cogepxuT 29 06beKTOB, B KOTOPbIX XpaHuUTcHa ctatuctuka no SNMP-npoTtokony
(Bxoaswume/ncxogswme nakeTbl, OrpaHUYEHMs NakeToB Mo pa3mMepy, OWWBKM, OaHHble

06 06paboTaHHbIX 3anpocax U MHOroe apyroe).

SNMP
(11)

Transmission
(10)

MIB Il
System (1)
Interfaces (2)
néx$:§i@) ICMP (5) UDP (7)
IP (4) TCP (6)
PucyHok 71.

EGP (8)

Kaxxgaa n3 BeTBen B CBOKO oyepedb Takke npeacrasMma B Buae gepesa. Hanpumep, Kk agpecy
agMUHUCTPaTopa Mbl MOXeM 00paTUTbCsl MocpencTBoM Takoro nyTtu: system.sysContact.0, ko
BpemeHu paboTbl cuctembl system.sysUpTime.0. C Apyroit CTOPOHbI Te e AaHHble MOryT 3a-
AaBaTbCA U B ToveyHon HoTaumu. Tak system.sysUpTime.0 cootBeTcTByeT 3HaveHue 1.3.0, Tak
kak system umeeT uHaekc «1» B rpynnax MIB I, a sysUpTime — «3» B nepapxuu rpynnol
system. Honb B KOHLe NyTM rOBOPUT O CKansipHOM TuNe XpaHUMbIX AaHHbIX. B npouecce pabo-
Tol SNMP-NPOTOKOST UCNOSMb3YeT TOYEYHYI0 HOTaLMIO, TO eCTb €CIi MeHeKep 3anpalunBaeT y
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areHTa cogepxumoe napametpa system.sysDescr.0, To B CTpoke 3anpoca cchbifika Ha 0ObekT
OygeT npeobpasoBaHa B «1.1.0».

Hepeso MIB pacwmpsiemo 6narogapsi akcnepumMeHTasnbHbIM M YacTHbIM BeTBsM. Hanpumep,
NOCTaBLUNKM MOTYT OMNpeaensiTb CBOM COOCTBEHHbIE BETBU ANSA BKMIOYEHUSA peanu3aunin CBOMX
nspgenuin. B HacTosilee BpeMsi BcA paboTa No cTaHOapTM3aumMmM BEAETCS Ha dKCNepuMeHTarb-
HOW BETBMW.

SMI onpegenseT cneaytowmne Tunbl gaHHbIX MIB:

1. Network addresses (ceTeBble agpeca) — CUMBOSIbHbIE CTPOKU, NpeacTaBnsgowme agpe-
ca 13 KOHKPEeTHOro cTeka NpoTOKOmoB. B HacTosiliee BpeMsa eAUHCTBEHHBIM NPUMEPOM
ceTeBbIX agpecos aBnsaTca 32-6utosble IP-agpeca.

2. Counters (cHeTumKkn) — HeoTpULATENbHbIE LeNnble Yicna, KOTopble MOHOTOHHO YBENUYK-
BalOTCA OO Tex Mop, Moka He OOCTUrHYT MaKCUManbHOro 3Ha4YeHusl, Mocfe Yero OHU
cbpacbiBatoTca o Hyns. Npumepom cyeTynka siBnsieTcs obuiee yncno 6anTos, NpUHs-
ThIX UHTEPhENCoM.

3. Gauges (uameputenn) — HeoTpuUaTesbHbIE LENble 4Yncna, KoTopble MOryT yBenu4iu-
BaTbCSA MM yMeHbLUaTbCs, HO (PMKCUMPYIOTCS NpU OOCTUXKEHUUM MaKCUManbHOro 3Hade-
Hud. MMpMMmepom Tuna «gauges» SBMSIETCA ANMHA ovepenun, COCTOSLEN M3 BbIXOOHbIX
nakeToB.

4. Ticks (TMKn) — coTble 4ONM CeKkyHAbl, NpolleLine nocne kakoro-Hnbyab cobbitua. Mpu-
MepoM Tuna «ticks» aABnsieTca Bpemsi, npowlegulee nocne BXOXAEHUS MHTepdenca B
CBOE TeKyLLee COCTOsIHUuE.

5. Opague (Henpo3pauHbii) — NPOU3BONIbHOE TUMN AaHHbIX. cnonb3yeTca ansa nepegayu
NPOM3BOJSIbHbLIX MHOPMALMOHHbBIX NOCIeA0BATENBHOCTEN, HAXOASLMXCSA BHE NPeaerios
TOYHOro nevaTaHust AaHHbIX, KoTopoe ncnonbdyeTt SMI.

OcHoOBHble KoMaHAbl cuctemMmbl NMS
Ecnn NMS xo4eT npokoHTponupoBaTb Kakoe-nnbo M3 ynpaensieMblX YCTPOWCTB, OHa Aenaet
9TO NyTeM OTNPaBKM emy COObLLEHNs C ykazaHnem 06 M3MEeHEeHUN 3Ha4YeHUs OOHOW U3 ero ne-
peMeHHbIX. B Lenom ynpaensiemble YCTPOMCTBaA OTBEYAOT Ha YeThbipe Tuna KoMaHg (Mnn nHu-
LUUNPYIOT UX):
1. Reads.
[na koHTponupoBaHus ynpasnsemblx ycTponcte NMS cumTbiBalOT NepemMeHHble, Noa-
AepXnBaeMble 3TUMU YCTPONCTBAMM.
2. Writes.
Anga koHTponupoBaHusa ynpasnsembix ycTporctB NMS 3anucbiBaloT nepemeHHble, Ha-
KOMJIEHHbIE B yNpaBnsieMbIX YCTPONCTBAX
3. Traversal operations.
NMS uncnonb3yloT onepauumn nNpocnexmnsaHuns, Ytobbl onpegennTb, Kakne nepemMeHHble
nogaepxmBaeT ynpaesndemoe yCTPONCTBO, a 3aTeM cobpaTb UHGopmaLmio B Tabnumubl
NepeMeHHbIX.
4. Traps.
Ynpaensemble yCTPOMCTBA UCMOMb3YHT «JIOBYLUKM» OM9 aCMHXPOHHbLIX COOBLLEHN B
NMS 0 HEKOTOPbIX COBLITUAX.

7.4. NpoTtokon SNMPv3

HaunHasa ¢ sHBapsa 1998 roga, BbinyweH Habop OOKYMEHTOB, nocBsweHHbIXx SNMPv3. B aton
BEPCUM CYLLECTBEHHO paclumpeHa yHKUMOHANbHOCTb, pa3paboTaHa HoBas cuctema 6esonac-
HOCTW.
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MpoTokon o6MeHa AaHHbIMMU

Hwxke Ha pucyHke 72 npvBedeHa BpeMeHHas guarpamma, Ha KOTopowu B obuiem Buae npeg-
ctaBneH npotokon obmeHa SNMP-coobuweHunsmu. Ona ceoen pabotbl npotokon SNMP uc-
nonb3yeT TpaHcnopTHbIM npotokon UDP, B ocHoBHoM 161 mopT. Ho gns trap-coobwieHni mc-
nonb3yetcs 162 nopt. Bo3amoxHble komaHabl npoTokona SNMPv3 npueegeHbl B Tabnuue 3.5.

SNMP
MEeHemKep

3anpoc get
MopTt 161

Otknuk get O6bekT
ynpaeneHus
3anpoc get-next

» Moprt 161
OTtknuk get
3anpoc set

P Mopt 161
OTknuk get

Trap
PucyHok 72.

Tabnuua 3.5. OcHoBHble koMaHAbl NpoTokona SNMPV3.

KomaHga SNMP Twun PDU HasHnaueHue
GET-request 0 [MonyunTb 3HaYeHWe yKkazaHHOW nepemMeHHON nnm
NMHGOPMALIMIO O COCTOSIHMM CETEBOrO fIEMEHTA.
GET-next-request MonyunTb 3Ha4yeHne NepemMeHHOW, He 3Has Tou-
1 HOroO €€ MMeHW (CneayroLmnin NOrMYEeCcKUn naeH-
Tudukatop Ha aepese MIB).
SET-request lMpucBonTb NepeMeHHOn COOTBETCTBYIOLLEE 3Ha-
2 YyeHue. Vcnonb3ys AN onucaHusi AevUCTBUS, KO-
TOPOE AOIMKHO ObIThb BbINOMHEHO.
GET-response Otknuk Ha GET-request, GET-next-request u
3 SET-request. Cogepxut Takke MHpOpPMaLno O
COCTOSAHMU (KOAbl OWNBOK 1 Apyrve AaHHbIe).
TRAP 4 OTknuk ceteBoro obbekta Ha cobbiTMe MM Ha
N3MEeHEeHNe COCTOSTHUS.
GetBulkRequest 5 3anpoc nepecbinkn 6onblnX 06BEMOB LAaHHbIX,
Hanpumep, Tabnuu,.
InformRequest 5 MeHepxep obpalwjaeT BHMMaHME napTHEpPa Ha
onpeaeneHHyto nHgopmaumio B MIB.
SNMPv3-Trap 7 OTknuk Ha cobbiTne (pacwmpeHne no OTHOLe-
HUIO K V1 1 Vv2).
Report 8 OTYET (YHKLMA NOKa He 3afaHa).
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dopmat SNMP-coob6LieHuns
MonHoe onncaHue dopmata cooblueHnsa npotokonia SNMPv3 gaHo B gokymeHTe RFC-3412 B
pasgene 6 «The SNMPv3 Message Formaty». ®opmaT coobuieHna npeacTaBneH Ha pUCYHKe

73.
h  —
MsgVersion
YacTs,
i reHepupyemas/
msgMaxSize obpabatbiBaemasn
mMoaens 0bpaboTkm
msgFlags cooBLLEeHUI
msgSecurityModel
A
=
§ YacTb,
: reHepupyemas/
‘E‘ obpabateiBaeman
= MOOENLID
T GesonacHoCTH
F;J, none3oBaTens
© (USM)
®
I
O !
™ = 4 . F
= contextEnginelD
o
a contextName
o
B
=
3
= PDU
o
-
S
¥ r
PucyHok 73.

SNMP-coo06LeHne Nnormyeckn pasgeneHo Ha Tpuy YacTu:
1. Yactb, KOoTOpas opmMupyltoTCa OTnNpaBuTeNeM B pamkax mogenu obpaboTkm coobuue-
HWUI N obpabaTbiBalOTCA Nony4aTenem.
2. YacTb, oTBevaowasn 3a pyHkunm 6e3onacHocTu.
3. CobcTBEHHO None AaHHbIX.
B naHHOM paspgene gaHo onucaHwe nonewn nepsow n Tpeten yYacten. OnucaHmne nonen 6e3o-
nacHoCTW JaHo B pasgene 6.5.

[ns peannsaunmn mogenun obpaboTkn coobLLEHMI MCNONB3YIOTCA cregyowme nons:
e msgVersion. Bepcusa npotokona. [ina npotokona SNMPv3 3HavyeHue B none paBHo 3.
e msglD. YHuKkanbHbli naeHtugukatop, mcnonbdyembii SNMP-cywHocTaMmM ansa ycra-
HOBMEHMSA COOTBETCTBUS MeXAy 3arnpocoM U OTKNUKoM. 3HadyeHne msglD nexuT B gna-
nasowe 0 - (2%-1).
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e msgMaxSize. MakcumarnbHbI pasmep coobLleHns B OKTeTax, NOAAepXuBaembld OT-
npasuTenem. Ero sHaveHne nexut B ananasoHe 484 - (2°'-1) n paBHO MakcuMansHOMy
pas3Mepy cermeHTa, KOTOpPbIN MOXET BOCMPUHATL OTMPaBuUTErb.

e msgFlags. OgHobanToBasa CcTpoka, cogepallas Tpu nara B mnagmnx outax:

» reportableFlag. Ecnu reportableFlag=1, To gomkHo GbITb NpucnaHo cooblieHne ¢
oTyéTom (komanga Report). dnar reportableFlag yctaHaBnvMBaeTcs oTnpaBuTenem
BO BCex coobuieHunax 3anpoca (komaHabl Get, Set, Inform). ®nar ycraHaBnnBaeTca
paBHbIM HYNIO B OTKNMKaXxX 1 Trap-yBeAOMMEHUSIX;

» privFlag;

» authFlag.

®naru privFlag n authFlag yctaHaBnualoTca oTnpasutenem A8 UHOUKALMM YPOBHS

6esonacHocTu gnst gaHHoro coobwenus. Ons privFlag=1 ncnonesyetcsa wndposaHue, a

ans authFlag=0 - ayteHTudukauns. Jonyctumbl nobble KOMOUHALMN 3HAYEeHUI dnaros

kpome privFlag=1 AND authFlag=0 (wundpoBaHune 6e3 ayTeHTUdUKaLun).

e msgSecurityModel. MaenTudumkaTtop co sHaueHnem B amanasoHe 0 - (2%%-1), koTopelil
ykasblBaeT Ha Mogenb 6e30nacHOCTH, UCNoNb3yemyto Npn OpMMPOBaHUM AAHHOMO CO-
obweHuns. 3apesepBrpoBaHbl 3HaveHust 1 — ana SNMPv1, 2 n 3 — ana SNMPv3.

7.5. BesonacHocTb npotokona SNMPv3
Mopenun 6e3onacHocTu npotokonoB SNMPv1-v3
Mepeuncnum mogenu 6e3onacHOCTU, NPUMEHSIIOLLMECS B COOTBETCTBYIOLLMX BEPCUSIX NMPOTOKO-

na SNMP:
1. SNMPv1l
SNMPv1 — Community-based Security Model
2. SNMPv2

SNMPv2p — Party-based Security Model
SNMPv2c — Community-based Security Model
SNMPv2u — User-based Security Model

3. SNMPv3
SNMPv3 — USM User-based Security Model

Modenb be3onacHocmu Ha ocHoge coobuiecms

Mogenb 6e3onacHocTn Ha ocHoBe coobuecTtB (Community-based Security Model) 6bina nep-
BOMW, CaMOW NpocTon n camomn HebesonacHon. OHa nogpa3yMeBaeT NuvLlb ayTEHTUMUKALMIO Ha
OCHOBE «CTPOKM coobuiecTBa», hakTU4ecku, naposns, nepegaBaeMoro no cetu B Tene coob-
weHnss SNMP B OTKpbITOM TekcTe. OTa moaenb 6e30nacHOCTM HE B COCTOSIHMM BOPOTLCS HU C
OLHOWN 13 yrpo3 NHOpPMaLMOHHOW Ge3onacHOCTU. TeM He MeHee, OHa YacToO UCNOoNb3yeTCs A0
CUX MOp B CBSI3M CO CBOEW MPOCTOTON, a Takke Gnarogapst HanMynio BHELLHNX, HE CBA3AHHbIX C
SNMP cnctem 6e3onacHoOCTN, HANPUMEP, MEXCETEBbLIX 9KPAHOB.

Modersnb be3onacHocmu Ha OCHO8€e CIMOPOH
Mogenb 6e3onacHocTn Ha ocHoBe cTopoH (Party-based Security Model) nogpasymeBaeT BBe-
AeHne NoHATUE CTOPOHbl. CTOPOHa — 3TO BMPTyaribHOE OKPYXXEHWE WUCMOSTHEHWS, B KOTOPOM
Habop gonycTumMbIX onepawummn orpaHnyeH agMmmHucTpaTmeHo. CywHocte SNMP npu o6paboTke
coobLeHnsa encTByeT Kak CTOPOHa, NO3TOMY OrpaHuyeHa onepaumsiMy, onpeaenéxHHbIMu ans
37O CTOpPOHbI. CTOpOHa onpeaensaeTcs cneaylwmMn napaMmeTpamu:

1. YHuKanbHbIN NOEHTUPUKATOP CTOPOHBI.

2. Jlornyecknin ceteBon agpec (agpec TpaHCNoOpPTHOro NpoTokona).

3. lMpoTokon ayTeHTUdUKauumM 1 napameTpbl, Tpebyowmeca aAns ayteHTudukaumm Bcex

COOBLLEHNI CTOPOHLI.
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4. T[MpoTtokon wudpoBaHs U napameTpbl, Tpedyowmeca ansa WwnudpoBaHna Bcex coobLue-
HWUW CTOPOHbI.

MoryT ncnonb3oBaTbCs pasrMyHble anropuTMbl AN NPOTOKOMOB ayTeHTUdUKaumMm 1 wndpo-
BaHus. OBbIYHO B KayecTBe anroputma Ofig NpoToKona ayTeHTUMKauum UCNONb3YT XaL-
dyHkumo Message Digest 5 (MD5), a ana npoTtokona wwudpoBaHus — anroputm Data
Encryption Standard (DES) B pexume Cipher Block Chaining (CBC). NMpu ncnonb3osaHun co-
OTBETCTBYIOLUX MPOTOKOMOB ayTEeHTUMUKaLUMM 1 LUINPPOBAHMA MOAENb YCMeLwHOo cnpasnseTcs
¢ 6onbwnHcTBOM yrpo3 6esonacHoctu. [JaHHaa mogenb 6e3onacHoOCT He Gbina LWMPOKO Npu-
HSTa, NOCKOMbKY NOKa3anacb MHOMMM CIIULLKOM CMOXHOW 1 3anyTaHHOWN.

Modenb be3onacHOCMU Ha OCHOBE Mosib3osamenel

Mogenb 6e3onacHoCTM Ha ocHoBe nonb3oBartenen (User-based Security Model) BBoguT noHs-
TMe nonb3oBaTens, 0T UMEHM KOToporo AencteyeT cywHocTb SNMP. 3ToT nonb3oBaTensb xa-
paKkTepmnsyeTcs MMEHEM MOoNfb3oBaTesNs, UCMOMb3yeMbIMA MPOTOKONIAMU ayTEHTUMKALMKN 1
LWMGPOBaHUSA, a TakKe 3aKpbITbIM KITHOYOM ayTeHTUdMKaLUN N WndpoBaHus. AyTeHTudukaumns
N wndpoBaHne sBnNsAOTCS HeobaszaTtenbHbiMU. Mogenb 6e3onacHOCTM BO MHOFOM MOXoXa Ha
MOAENb Ha OCHOBE CTOPOH, HO OHa ynpollaeT ngeHTUduKauno nonb3oBaTenen, pacnpegene-
HMe KN4Yen N NPOTOKOMbHbIE onepaLni.

Mopenb 6e3onacHocTu USM

Mogenb 6e3onacHocTn USM (User-Based Security Model) ncnonb3syeT KoHUenuuio aBTopu3o-
BaHHOro ceppepa (authoritative Engene). Npu niobon nepenave coobuieHnst ogHa wvnn Oee
CYWHOCTW, nepedaTtyuk unvM nNpUEMHUK, paccMaTpuMBaloTCA B KayecTBe aBTOPM30OBAHHOMO
SNMP-cepBepa. 9710 genaeTcs CornacHo cneayoLwmm npaBunam:

1. Korga SNMP-coobueHne cogepXut nosne AaHHbIX, KOTOPOE npegnonaraeT oTKNuK (Ha-
npumep, Get, GetNext, GetBulk, Set unu Inform), nonyyatens Takoro coobLieHnsa cum-
TaeTcs aBTOPU30BaHHbIM.

2. Korga SNMP-coob6LieHne cogepxuT nosne AaHHbIX, KOTOPOE He npegnonaraeT NoCbIfKy
oTknuka (Hanpumep, SNMPv2-Trap, Response nnun Report), Torga oTnpaBuTenb Takoro
coobLeHnsa cumTaeTca aBTOPU30BaHHbIM.

Taknm o6pasom, coobLLeHMs], MOCNaHHbIe reHepaTopoM koMaHa, u coobuieHns Inform, nocnak-
Hble OTNpaBUTENEM yBEAOMIEHWNA, NonyyYaTenb ABNSEeTCA aBTOPU30BaHHbLIM. [ns coobLeHnn,
nocnaHHblx 06paboTynkoM KOMaH4 unu oTnpaeBuTeNnem yBegoMreHun Trap, oTnpaBuUTeENb SB-
nseTcsa aBTOpM30BaHHbLIM. Takon Noaxo4 UMEET ABe LEenu:

1. CBOEeBpeMEHHOCTb COO0DLLEHMS OnpeaenseTcs C y4eToM MoKasaHUsA 4acoB aBTOPWU30-
BaHHOro cepBepa. Koraa aBTOpU30OBaHHbIM cepBep nocbinaeTr coobwexne (Trap,
Response, Report), 0HO cogepXuT Tekyllee nokasaHve 4acoB, Tak YTO HEaBTOPM3OBaH-
HbI NonyyaTenb MOXET CUHXPOHN30BaTb CBOM Yachkl. Koraa HeaBTOpM30BaHHbIM cepBep
nocbinaet coobuweHne (Get, GetNext, GetBulk, Set, Inform), oH nomewaeT Tyaa Teky-
LY OLIEHKY MOKa3aHWs 4YacoB MecTa Ha3HayeHus, Mo3BOSIss MosfyvaTento OUeHUTb
CBOEBPEMEHHOCTb NMPMX04a COOOLLEHNS.

2. [llpouecc nokanu3auum Kn4a, OMNUCaHHBIA HWXEe, YCTaHaBNUBAEeT €AMHCTBEHHOro
npvHUMnana, KoTopbli MOXeT BnageTb KntovoM. Krnoum MoryT XpaHUTbCS TONbKO B aB-
TOPM30BaHHOM CEPBEpPE, UCKITOYas XpaHEHNE HECKONbKMX KOMUI Krtova B pasHbIX Mec-
Tax.

Korga ncxopsuiee coobLleHne nepegaetca npoueccopom cooduieHmin B USM, USM 3anonHseT
nons napameTpoB 6e3onacHOCTN B 3arosfioBke coobuieHnsi. Koraa BxogHoe coobLieHne nepe-
paetcs obpabotunkom coobueHni B USM, obpabaTtbiBaloTcst 3Ha4eHnss napameTpoB Ge3onac-
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HOCTW, codepXalumxcs B 3arofioBke coobuleHus. B napametpax 6es3onacHocT cogepxatcs
cnegyowne nons:

e msgAuthoritativeEngenelD. WaeHTndmkatop aBTOPM3OBAHHOIO cepBepa, Yy4yacT-
Bytowlero B obmeHe. 3OTO 3HayeHue wugeHTudukatopa otnpasuTens anga Trap,
Response nnu Report unn agpecata ans Get, GetNext, GetBulk, Set nnu Inform.

e msgAuthoritativeEngeneBoots. snmpEngeneBoots aBTopuaoBaHHOro cepBepa,
yyactByowero B obmeHe. O6bekt snmpEngeneBoots cooepXut LEenovncrieHHble
3HaueHus B ananasoHe 0 - (2°'-1). 3To none cogepXuT YNCMO, NOKA3bLIBAKOLLEE CKOSb-
ko pa3 SNMP-cepBep Obin nepesarpyxeH ¢ MOMeHTa KOHUIrypupoBaHusi.

e msgAuthoritativeEngeneTime. Bpemsa paboTbl aBTOpM30BaHHOIO cepBepa, y4vacT-
Bylollero B obmeHe. 3HaueHne aToro nons nexut B avanasoxe 0 - (2°-1). 31o none
XapakTepusyeT YMCMO CeKyHA, KOTOPOe NPOLLUIO C MOMEHTa nocnegHen nepesarpysku
cepBepa. Kaxablh aBTOPU30OBaHHLIA CepBep LO/MKEH WMHKPEMEHTMpoBaTb 3TO Mose
OQVH pas B CEKyHAy.

e msgUserName. Imsi nonb3oBaTtensi, KOTOPbIN nocnan coobLieHre.

¢ msgAuthenticationParameters. None cogepXuT HomMb, ecnu nNpu obmMeHe He uc-
nonb3yeTcs ayTeHTUdukaumna. B NpoTMBHOM criydae JaHHOe More CoAepXUT ayTeH-
TUPUKaALMOHHBIN NapamMmeTp.

e msgPrivacyParameters. [lone cogepXxuT Homb, ecrnim He TpebyeTcs cobniogeHus
KOH(bmaeHunanbHoCcTM. B NpoTMBHOM cCnyyae AdaHHOE Mofne CcoaepXuT napameTp
6esonacHocTu. B gencteytowen mogenn USM ncnonb3yetcsa anroputm WMGpPOBaHNS
DES.

MexaHuam ayteHTMduKaumm B SNMPv3 npegnonaraet, 4To nosly4eHHoe coobLeHne OencTem-
TenbHO MOCNaHo Nosfib3oBaTeneM, MM KOTOPOro COOEPXUTCA B 3arofioBke COOOLLEHUSA, N 3TO
UM He GbINO0 MOAMMUUMPOBAHO BO BPEMSI AOCTaBKM coobLieHus. [Ina peanusaumm ayTeHTu-
puKaumm Kaxabii N3 Nonb3oBaTenen, y4acTByoLWmMX B 0OMeHe LOIMKEH MMETb CEKPETHbIN KoY
ayTeHTudmkaumm, obwmnn ong Bcex y4acTHUMKOB (onpeaensieTcs Ha dase KoHdurypauum cuc-
Tembl). B nocbinaemoe cooblieHne oTnpaBuTeNb AOSMKEH BKMIOYUTb KOA, KOTOPbIA SBNSAETCS
dyHKUMEN COOEPXKUMOro COOBLLEHNS N CekpeTHOoro knoya. OgHum m3 npuHumnos USM asns-
€TCsa NpoBepKa CBOEBPEMEHHOCTUN COOOLLEHNMS, YTO AenaeT ManoBepPOATHOM aTtaky C UCNONb30-
BaHMEM Konui coobuieHns.

Mopaenb ynpaBneHusa JOCTynom

Cuctema KoHMrypmpoBaH1sa areHToB No3BonisieT obecnevnTb pasHble YpoBHM 4OCTyna K 6ase
MIB aonsa pasnuyHbix SNMP-meHegkepoB. JTO AenaeTcs NyTeM OorpaHMyeHus 4OCTyna HEKOTO-
pbIM areHTam K onpegeneHHbIM YacTam MIB, a Takke C NOMOLLbIO OrpaHMYEHUsT NepeYvHs no-
NyCTUMbIX onepauuin ons 3agaHHon yactu MIB. Takass cxema ynpaBneHust 4OCTYNoOM HasbiBa-
etca VACM (View-Based Access Control Model). B npouecce ynpaBneHus 4oCTynom aHanmsm-
pyeTcs kKOHTeKCT (vacmContextTable), a Takke cneunanmsMpoBaHHble Tabnuubl vacmsSecurity-
ToGroupTable, vacmTreeFamilyTable n vacmAccessTable.



