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OcHo8bI

1. OCHOBHbIEe onepauun U yTUNUTbI

3anyck/ocTaHOBKa cepBUCOB

Cepsuchbl B onepaumoHHbIX cuctemax cemenctea Unix/Linux HasbiBatoTcst geMoHamu. CKkpunTbl
(cueHapuun) ansa 3anycka/ocTaHoBKu/Nepesanycka AeMOHOB HaxogaTca B Kartanore /etc/rc.d.
UTto6bl 3anycTuTb AeMOHa, HabepuTe:

# /etc/rc.d/<mma_pemoma> start*

UToObl OCTaHOBMTbL AeMOHa, HabepuTe:

# /etc/rc.d/<mms_pmemoma> stop

YT0o6bl Nepe3anycTuTb AEMOHA, HabepuTe:

# /etc/rc.d/<mma_pemoma> restart

[Ona HekoTopblX OeMoHOB (Hanpumep, hitpd) Bo3amoxHa nepeHacTponika 6e3 OCTaHOBKM
AemoHa. Ytobbl 3acTaBUTb AeMOHa BO BpeMsi ero paboTbl nepeuntatb KOHUrypauMoHHbIN
dann, HabepuTe:

# /etc/rc.d/<mma_pmemona> reload

[na HeKoTOpbIX AEMOHOB BO3MOXHbI Apyrne aencrteusi. Utobbl yBMAETb BCe [OOCTYMHblE
AencTeus, HabepuTe:

# /etc/rc.d/<mma_pemona>

ABTO3aI1yCK AeMOHOB Npun 3arpy3ke cCuctemMmbl

UTo6bl HEOOXOAMMbIE OEMOHbI 3anycKanucb Npu ctapTe cucTembl, Heobxoanmo [o06aBuUTb KX
nmeHa B dpawnn /etc/rc.conf B cekumnio DAEMONS=():

DAEMONS=(syslog-ng network @httpd @mysqld @ntpd @acpid @snmpd @hal @sshd netfs
crond)

Hanpumep, 4tobbl fo6aBuTb AeMOHa OMHAMMYECKOM MapLupyTusaumm quagga, Heobxoammo
OTpeAaKkTMpoBaTb 3Ty CTPOKY CreayrLmMM o6pa3om:

DAEMONS=(syslog-ng network @httpd @mysqgld @ntpd @acpid @snmpd @hal @sshd netfs
crond quagga)

Cumeon "@" nepea MMeHeM geMOHa O3HayaeT, YTO CMCTema npu 3arpyske He byaeTt xgaTb
3aBeplUeHNs 3anycka 3TOro AeMoHa, a nepenaért K 3anycky cnegywouiero (npovsonaét
doHoBbIN 3anyck gemoHa). Cumeon "!I" nepeq MMeHeM geMoHa O3Ha4yaeT, YTo ITOT AEMOH He
OyneT 3anyckaTbCHa HU MPU KaKnX 06CTOATENbCTBAX.
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Ytunuta Midnight Commander

[aHHaa yTunuta ABNSETCS KOHCOMbHbIM MEHeMKepoM, NUKBUOAUPYIOWMM HeobX0AMMOCTb
paboTbl C KOMaHOHOW CTpoKoW. [na Toro, 4Tobbl 3anyCTUTb YyTUNWUTY, 3anycTuTe TepMuHan u
HabepuTe «mcy. [osaBUTCA OKHO, NpeacTaBeHHOEe Ha pucyHke 4.1.

= mc - root@centre:/var/ log Q@@ |

Pa=mep |EBpemMa OpabBEH

Sdbuzs-1
ST7G0M (5

CopeT: POpMAaT CIIE DaHI0E MomeT BHTE MSMeHeH; HafepuTe "man mo"™ OIA OeTalsH.
[rootlcentre lod [™]
1 Z 3 : ! 5 7 & 2 b’

PucyHok 4.1.

Mpenectb Midnight Commander 3aknto4aeTcsi B TOM, YTO GOMbLUMHCTBO «rOPSAYMX» KnaBuLl B
HEM COBMaaloT C «ropsAvMMMy KnasuLlamu B Ye NpuBblYHbIX Anst Bac meHempkepax (Norton
Commander, FAR).
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2. HacTpouka ceTeBbIX NapaMeTpoB

HacTponka ceTeBoro uHtepdenca
UT0obbl 3agaTh agpec ceTeBOMY MHTepdENCY, MOXHO MCNONb30oBaTb komaHay ifconfig:

$ ifconfig <umsa mHTepdelica> <ip-ampec>

,D,J'IFI CTaHOapTHbIX  3ape3epBMPOBaAHHbIX BHYTPEHHUX  agpecoB ceTeBasd MackKa n
LUMpOKOoBeLlaTenbHbI agpec OyayT 3agaHbl aBTOMaTtuvecku. [nd siBHOro 3agaHunsi CEeTEBOW
MacCK1 1 LUMpoKoBeLlaTeribHOro agpeca MoXXHO MCnosib3oBaThb CrieayoLwlyro KoMmaHay:

$ ifconfig <mmsa mHTepdelica> <ip-ampec> netmask

<{ceTeBas MacCKa_3aNlMcCaHHad oOKTeTaMu> broadcast

<IMPOKOBemWATEeJIbHEIN agpec>

Hanpumep:

$ ifconfig eth0 10.10.10.10 netmask 255.255.255.0 broadcast
10.10.10.255

[na BknioYeHnsA nHTepderca (ecrnv OH OTKIMIOYEH) ncnonb3yeTcs Takke komaHaa ifconfig:
$ ifconfig <umsa muHTepdelca> up
[ns oTknoYeHus:

$ ifconfig <umsa mHTepderica> down

ABTOHacCTpoWKa ceTeBOro MHTepderica npu 3anycke cucteMbl

UTtoObl MHTepdencam npucBaMBanncb agpeca (M npoyme napameTpbl) Npu CTapTe CUCTEMBI,
Heobxoanmo ykasaTb nHTepdercel U napameTpbl B panne /etc/rc.conf cnegytowmm obpasom:

<uMmsa mHTepderca>="napaMeTpr 3amnycka"

Hanpumep, HacTporika nHtepgenca no npotokony DHCP:

eth0="dhcp"

MpocToe BkNtoveHMe nHTepdenca, 6e3 oNoNHUTENBLHON HACTPONKMU:
eth0="eth0 up"

IMpucBoeHne agpeca HTEpdENCy:

eth0="192.168.10.10"

3apgaHue ceTeBOM MacCKU:

eth0="192.168.10.10 netmask 255.255.0.0"

Tenepb 3TN nHTEpderncel Heobxoammo nepeuncnutb B cekumm INTERFACES=():

INTERFACES= (eth0)
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MapLupyTbl HacTpanBalTCs aHanorM4Ho. Hanpumep, cosgaHue mapLupyTta no yMOnyYaHuio:

gateway="default gw 192.168.0.1"

YkasbiBaem ero B cekuun ROUTES=():

ROUTES= (gateway)

Hactpouka DNS-knueHTa

Bce HacTponkn kKnneHTa cUcTeMbl paspeLleHns MMEH HaxoadaTcs B doanne «/etc/resolv.confy».
Bo3moxHbI cnegytowme napameTpbl:
v’ search <umsi gomeHa> — 3a0aéT NOCTUKC AN HEMoNHOCTbI  onpeaenéHHbIX
AOMEHHbIX MMEH (non-fqdn). MoXeT BCTpeyvaTbCsi TONbKO OOUH pas;
v' nameserver <agpec cepBepa> — 3agaét agpec DNS-cepepa. MoXHO ykasaTb CKOSb
YyroAHO MHOrO CepBEpPOB, NX onpoc ByaeT naTh B Nopsigke yKasaHus.

HacTpo#ka ctatu4yeckux mapLipyToB

[na paboTbl ¢ Tabnuuen MmappyTmsaummn sapa ncnonbdyeTcs komaHga route. Komanga route
6e3 napameTpoB MoOKa3biBaeT Tekywyk Tabnuuy maplipytu3auum sgpa (B TOM 4uicne wm
MapLIpyThl, NOMyYEHHbIE OT AEMOHOB AMHAMUYECKON MapLIpyTM3aumm):

$ route

Destination Gateway Genmask Flags Metric Ref Use 1Iface
192.168.10.0 ~* 255.255.255.0 U 0 0 0 ethO
169.254.0.0 * 255.255.0.0 U 0 0 0 ethO
default server.oplab 0.0.0.0 UG 0 0 0 eth0

3peck default — aTo MapwpyT no ymonyaHuio. Cumeon «*» B KOrnoHke «Gateway» o3HavaeT
OTCYTCTBME LWINI03a ANS AaHHOro maplipyta. [Ons OTKNoYeHUs paspelleHnss MMEH MOXHO
MCNOMNb30BaTh KITHOY -N:

$ route -n

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.10.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 192.168.10.1 0.0.0.0 UG 0 0 0 ethO

3pecb 0.0.0.0 — mapwpyT no ymonyanuio. 0.0.0.0 B konoHke «Gateway» 03HayaeT OTCyTCTBUE
Wwno3a ana gaHHoro mapuwpyta. CosgaHue mMaplipyToB Mpy 3anycke CUCTEMbI PaCCMOTPEHO
BblLLE.

BknioyeHue (pyHKLUM MapLUPYTU3aLUU

MapLwpyTtunsauua tpaduka mexagy ceTeBbiMU MHTepdencamu — oHa U3 BO3MOXHOCTEN aapa
Linux. YnpaBneHue BceMU BO3MOXHOCTAMM W HACTpoMKamu agpa ocyllecTBnAeTcs yepes
dannoByo cuctemy proc (00bIMHO MOHTUPYETCS B KaTanor /proc, npyv 3TOM HACTPOMKU sapa
okasblBalOTCA B Kartanore /proc/sys). CyuwlecTByeT yTunuTa, ynpowiawwas yrnpasneHue
HacTporikamu — sysctl. Eé cuHTakcuc criegyowmn:

sysctl <mnyTh OO mapamMeTrpa OT /proc/sys, KaTaJloTM pasmessanTCcs
TOUKOM>=<3HaueHue>

MocMOTpeTb CNMCOK NapaMeTpoB, AOCTYMHbIX AN U3MEHEHUS, MOXHO, BbIMOSHUB CreayoLLYHO
KOMaHAay:
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sysctl -a

Mpun aTom Takke GyayT BbIBEAEHbI M 3HAYEHUSA NapaMeTpPOB.

3a BKIMOYEeHWe BO3MOXHOCTU MapLipyTusauumn otsevaeTt napameTp net.ipv4.ip_forward. Takum
06pasom, 4YTOObI BKIHOYNUTbL MapLLPYTM3auuio, BbINMOMHUTE KOMaHAY:

sysctl net.ipv4.ip forward=l

Utobbl MaplpyTu3auuMs BKYanacb npu  3arpyske, gobaebte B hanmn /etc/sysctl.conf
CNeayoLLyt CTPOKY:

net.ipvé4.ip forward =1
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3. YTUNUTbI MOHUTOPUHIa CeTH

Hwxe npvBedéH paa yTUNUT, UCMONb3YOLWMXCA B ONepaLMoHHbIX cuctemax cemencrtaa Linux
Ans paboTbl € CeTblo.

ping

Mcnonb3yeTca Ansg NpoBEpKM COeOAUHEHMS C yAaneHHbIM y3nom. YTunuTta Ping ucnonb3yet
nakeTbl axo-3anpoca (echo request) n axo-oteeta (echo reply) npotokona ICMP (Internet
Control Message Protocol) onst npoBepkn gOCTYNHOCTU N paboToCnocoBHOCTM onpeaenieHHoro
yana TCP/IP. OencteyeT nocpenctesom nocbirikm ICMP nakeToB 1 oXXugaHnsa oTBeTa B TeYeHune
1 cekyHObl (3HayeHWe no ymon4yaHuioo). Ha 9KkpaH BbIBOOUTCA BpPeEMs B MUMNUCEKYHAAX,
3aTpayeHHoe Ha OXuaaHue OTKIMKa.

CuHTakcnc kKoMmaHAHOWM CTPOKU:
ping IP-address wamu DNS-mMs yOajleHHOI'O XOCTa

Mpumep:

ping 193.233.81.1

PING 193.233.81.1 (193.233.81.1): 56 data bytes

64 bytes from 193.233.81.1: icmp seqg=0 ttl=63 time=83.716 ms
64 bytes from 193.233.81.1: icmp seg=6 ttl=63 time=1.949 ms
64 bytes from 193.233.81.1: icmp seq=7 ttl=63 time=31.293 ms
~C

-——- 193.233.81.1 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet 1loss
round-trip min/avg/max/stddev = 1.949/18.160/83.716/26.597 ms

B none time ykasbiBaeTcs, 3a kakoe BpeMsi (B MUNNMUCEKYHAAX) NOCNaHHbIN NakeT AOXOAUT A0
yAaneHHoro ysna un Bo3BpallaeTtcs Ha Baw ysen. lNMone ttl ykasbiBaeT Bpemsi XU3HM nakeTa.
[Mocne NpVMOCTaHOBKM BbIMONHEHUS YTUNUTbI OHA Bbl4aeT CTATUCTUKY: CKOMbKO MNaKeToB
MOCNAaHO, CKOMbKO TMOSyYEHO W YTEpsHO, Bpems 3agepxknm (MUHMManbHoe, cpeaHee W
MakcumarsibHoe).

Bmecto IP-agpeca xocta moxeT ObiTb yka3aH LUMpOKOBellaTenbHbli agpec. B atom cnyyae
pesynbTaToM paboTbl yTUNNTbI ByAEeT CNMCOK Y3roB, OTKIMKHYBLUMXCA Ha 3anpoc. OTKIUKHYTCS
BCE Y3Nbl CEeTW, aKTUBHbIE B HACTOALWMA MOMEHT U umetowme IP-agpec, cOOTBETCTBYIOLLMIA
yKa3aHHOW Macke.

tcpdump

OaHMM 13 MOLLHbIX CPEACTB aHanu3a BCeW CeTEBOM aKTMBHOCTU siBNsieTca yTunuTa tcpdump.
OHa nepeBOaMT ceTeBOW MHTEPENC B PEXNM NpUEMa BCEX NAKETOB (Promiscuous) n BbIBOAUT
WHGOopMauMlo Ha 9KpaH. B Linux Takoe nepekniyeHne BO3MOXHO TOSIbKO  Ans
cynepnonb3oBaTens, TO €CTb [ANs MNOSIHOLEHHOro wucnonb3oBaHus tcpdump Heobxoaumo
3aperncTpuvpoBaTtbCsi nog nonb3oBatenem root. Ha agpyrmx cuctemax tpeboBaHuMs HEMHOro
Apyrve n OHW NpeAcTaBrieHbl B 4OKyMeHTauun K tcpdump.

CwuHTakcuc komaHgHom cTpoku tcpdump cnenyowmi:
tcpdump [<omimi...>] <BRpPaAXeHME QUIBLTPA>

Haunbonee ncnons3yemble onuuu tcpdump:

—Cc <YyucJjIio MIakKeToB>

Ckonbko naketoB cuutaTb. [locne cuuTbiBaHMA nocnegHero naketa, tcpdump 3aBepluaet
paboTy. Hanpumep, «tcpdump -c 50» cuuTbIBaeT Tonbko 50 naketos

-1 <mHTepdperic>
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Ha kakom nHTepdeince ocylecTBNATb CbEM UHopMaunn. Hanpumep, «tcpdump -1 ethl»
OCYLLECTBISIET CbEM [aHHbIX Ha BTopoM ethernet-uHtepdence eth1. [laHHasa onuusa nonesHa,
KOrga Ha Ucnonb3yeMoM KoMMbloTepe nmetoTcs 2 n 6onee cetTeBbIX KapT.

-5 <uymcisio bGanT>
Ckonbko 6anT Havyana Ka)kgoro naketa cumTbiBaTb. [10 ymon4aHuio ncnonb3dyeTcsl 3HavyeHme 68
Gant. OTOro [OOMKHO XxBaTaTb ANA  pacwmMpoBKM OaHHbIX W3  3arofloBKOB MAKETOB
GonbLUMHCTBA NPOTOKOMOB, OAHAKO MOXET BO3HUKHYTb HEOOGXOAMMOCTb WCMNONb30BaThb
BornbLuee 3HayYeHe.

-w <uMs ¢araa>
3anuceiBaTh cogepxmmoe nakeTtoB B dpaunn. NonesHo ana cbéma nHdopMaunm B HeypovHoe
BpeMs unum npu 6onblunx o6 bEMax nepegasaemMon MHopMaunn.

-r <uMms ¢arma>
AHann3 nHdopmarmm 3annmcaHHOn ¢ MOMOLLLIO OMLUNKN —W.

<BblpaXeHne GuUnbTPa> Mo3BONSIET OTCEMBATb SIBHO HEHYXHYK WMHGOpMaLMio, 3axBaTbiBas
NUWb MakeTbl, KOTOpble YOOBMETBOPSIOT YCMOBUSIM 3TOrO BblpaxeHus. MOonHbIA CUHTaKcuc
BbIpa)KEHUI MOXHO HaNTK B 4OKYMeHTaumm no tcpdump.

Mpumep:

tcpdump host 192.168.3.255

tcpdump: listening on ethO

12:23:19.493594 809-01.comp.chelcom.ru.netbios-ns>192.168.3.255.netbios-ns:
>>NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST

Ha akpaH BbiBedeHbl UMS «ChyLlaloLlero» CeTeBoro UHTepdenca, Bpemsi ¢ TOYHOCTbIO A0
MWUKPOCEKYH, UMsi OTNPAaBMSAIOLLEro y3na U UMs Ha3HaYeHusl.

arp

Ona nposepkn ARP-Tabnuu, cogepxawmx cootsetctamne mexay IP-agpecom n MAC-agpecom,
ncnone3dyetca ytunuta ARP. B HekoTopbix cnyvasix ObiBaeT MOME3HO MPOCMOTPETb UMK
N3MeHUTb cogepxaHne ARP-Tabnuubl, Hanpumep, Korga Bbl Nogo3peBaeTe, YTO ABOWHON
agpec ABnseTcs NpUYMHOM ceTeBOW HeycTomumBocTW. OagHa u3 npobnem, KoTopas MOXeT
notpeboeatb, 4TOOLI Bbl BpyYHyto AobGaeunu IP-agpec k ARP-tabnuue, ato korga no
HekoTopbIM npuynHam ARP-3anpocbl Ans yaaneHHoOro Xocta He AO0XO0A4dAT, Hanpumep, Koraa
ecTb cbon ARP-gpariBepa, unm umeeTca ApPYron XocT B CETU, KOTOPbIM OWMBOYHO Ono3HaeT
ceba c IP-agpecom pgpyroro xocta. TBepgas yctaHoBka IP-agpeca B ARP-tabnuue Takke
SABISIETCS Mepon 3alnTbl cebsi OT XOCTOB B BalleM Ethernet, koTopblie BblgatoT cebsi 3a KOro-To
Apyroro.

CHHTaKcnc kKoMaHOHOW CTPOKN:

arp [-v] [-t hwtype] -a [hostname]

arp [-v] [-t hwtype] -5 hostname hwaddr
arp [-v] -d hostname [hwaddr]

AprymeHT hostname moxeT ObiTb kak meHeM, Tak u IP agpecom. MNepBasa cTpoka oTobpaxkaeT
ARP-3anuck anga IP-agpeca, ykazaHHOro Xxocta Unu Bcex U3BeCTHbIX XOCTOB, ecrnn hostname He

3apaeTcs.

Mpumep:

arp -a

IP address HW type HW address
172.16.1.3 10Mbps Ethernet 00:00:C0:5A:42:C1
172.16.1.2 10Mbps Ethernet 00:00:C0:90:B3:42
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‘172.16.2.4 10Mbps Ethernet 00:00:C0:04:69:AA

Mpn ucnonb3oBaHuy onuun -t Bbl yBUAUTE MHAOPMALMIO TONMBLKO O TOM Tune annapaTHbIX
CpencTB, KOTOPbIN yKaxeTe. OTO MOTyT ObITb:

e cther

e ax25

e pronet (Ethernet 10Mbps)

e AMPR AX.25

e IEEE 802.5

Onuus -s ncnonbdyeTtcs, 4Tobbl f06aBUTL Ethernet-agpec xocta k ARP-Tabnuuam.

AprymeHT hwaddr onpegenser agpec annapaTHbIX CpPeacTB, KOTOPbIM MO YMOMYaHWUIo
npegnonaraetcs Ethernet-agpecom, ykasaHHbIM Kak LWeCTb LecTHaguaTepudHbix ©Oawr,
pasgensiemblx ABoeTtounamMu. Bbl MOXeTe Takke ycTaHaBnuBaTb agpeca Ang Apyrnx TUMNOB
annapaTHbIX CPeACTB, UCNONb3ysi ONumio -t.

BbizoB arp ¢ ucnonb3oBaHueM knova -d ypanset Bce ARP-3anucu, kacarowmeca AaHHOro
xocTta. 310 MoXeT ObiTb Heobxoammo, YTOObl BbIHYAUTL WHTEPEENC MOBTOPHO MNOMYYUTb
Ethernet-agpec ons ganHoro IP. 9T1o nonesHo, koraa nepekoHUrypMpoBaHHas cuctema umeeT
HenpasunbHyto ARP-nHbopmauuio.
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4. Cucrtema 6e3onacHoctu OC Linux

Monb3oBaTtenu

Linux — mHorononb3oBatenbckasas OC. UHdpopmauma o6 y4E€THbIX 3anucsx nonb3oBaTenemn
xpaHuTca B pannax /etc/passwd, /etc/shadow, /etc/group, /etc/ghadow.

letc/passwd
B aToMm dhanne nepeyuncneHbl y4éTHble 3annucu. PaHee B aToM Xe ¢hane cogepxarncs u naponb

B 3aM@poBaHHOM BMAe, OAHAKO TaK Kak 3ToT pavn gormkeH ObiTb OOCTYNeH AN YTeHus
nobomy nonb3oBaTento, BrnocneacTsun Gbina paspabortaHa cuctema shadow m naponb €
npoyen nHgopmaumnen o 6esonacHocTn Gunu nepeHeceHbl B /etc/shadow.

YYETHbIE 3annCU XpaHATCHA MO OAHOW B CTPOKe. 3anucb COCTOUT U3 7 MNOnen, pasgenéHHbIX

CUMBOJIOM «:». 3HA4YeHnEe Nonen:

1. PeructpaunoHHoe ums (NorvH). PermctpaunoHHble MeHa LOIMKHbI ObiTb YHUKANbHbIMU U
npenctaensiTb cOO0M CTPOKM He ANuHHee 32-X cuMBONoB (NoOble, KpOME OBOETOUMS U
cuMBOSIa HOBOW CTpokM). B HekoTopbix cTapbix Bepcuax UNIX cywecTtByeT orpaHuyeHue
ANWHbI B 8 CUMBONOB, OHO Xe ByaeT A4eNCTBOBaTb NPU UCNOSIb30BaHUN aAMUHUCTPATUBHOM
0asbl gaHHbIX NIS.

2. naponb. 3HayeHMe «X» ykasblBaeT Ha TO, YTO naponb xpaHutcs B /etc/shadow. Myctoe
3Ha4eHune ykasblBaeT Ha OTCYTCTBME Naponsi.

3. VpeHnTtudukatop nonbsoBatens (UID). MoeHTudukaTop nonb3oBatens — 310 4ncno ot 0
no 2%-1. B crapbix cuctemax (Minix, paHHue Bepcun BSD) oHo MoxeT 6biTb He Gonee 32
767. lNonb3oBatenb ¢  ugeHTudpukatopom 0  (06GbiMHO  root)  HasbiBaeTcs
cynepnonb3oBaTenemM M UMeeT NpaBO Ha BbINONMHeHMe nbbix onepaunMi B CUCTEME.
MpuHATO cornaweHne o BblOENEHUN «cneuunanbHbiM» nonb3oBatenam (bin, daemon),
HasHayeHue KOTOpPbIX — TOMbKO 3anyck OnpederiéHHbIX MNporpaMM, ManeHbKux
naeHtTngpukatopos (<100 unu, B HeEKOTOpbIX AUcTpubyTMBax Linux, <500). B cucteme moryt
CyLLIeCTBOBATb HECKOSNbKO Mofb3oBaTeniel ¢ O4HMM MAEHTUUKATOPOM. ITO Hepeako
MCNONb3yeTCs B3MOMLLMKaMK, KOr4a OHW Nocne MPOHUKHOBEHWS B CUCTEMY co3fatloT cebe
y4éTHyto 3anmck ¢ UID=0. B pe3ynbtate oHK BbIrMAgAT kak 0bbl4HbIE NoNb3oBaTenu, HO Ha
camom gene umeroT npasa root.

4. GID ocHoBHOM rpynnbl.

5. TNone GECOS.

6. [omalHnn katanor.

7. KomaHAHbIN MHTepnpeTaTop.

MNone GECOS npegHasHa4yeHo Ans XpaHeHuUst A0NONHUTENbHLIX CBEAEHU O nonb3oBartene. He
NMeeT YETKO ONpedenéHHOro CUHTaKCMca, OOHAKO MO YMOMYaHUI MPUMEHAETCA CUHTaKCUC,
BOCMNPUHUMAaEMBbI koMaHaon finger — yeTbipe Nons, pa3genéHHbIX CUMBOJIOM «,»:

NorHoe NMs;

HOMep KOMHaThI;

pabounin Tenedon;

AOMaLUHUIN TenegoH.

ANENENEN

[loMallHun KaTtanor — 3TO HavanbHbIA paboynii KaTanor nonb3oBaTens. 3HavYeHue 3Toro
napameTpa 6yaeTt npuceoeHo nepemeHHort SHOME.

Ecnn KomaHOHbIM MHTepnpeTaTop He ykasdaH, TO No ymondaHuto wucnonbdyetcda /bin/sh.
3HayeHVe nocnegHero napameTpa 3anucu O nonb3oBaTene OyaeT NPUCBOEHO NEepeMEHHOWN
$SHELL.

letc/shadow

[na noBblweHNss 6e30NacHOCTN CEeKpeTHble AaHHble YYETHOW 3anucy (Naponb, cBeaeHust 06
ycTapeBaHun napons v T1.4.) 6binu nepeHeceHbl B ¢bann, OOCTYMHbIA ONS YTEHUA TONbKO
cynepnonb3oBatento (UID=0). Kaxgasa 3anucb o nonb3oBatene 13 /etc/passwd, nmetowasa «x»
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B nore naponsi, o6s3aHa nMeTb COOTBETCTBYIOLLYHO 3anucb B /etc/shadow, nHaye cumntaertcs
HEKOPPEKTHOMN.

3anncu 6e3onacHOCTM XpaHATCS No ogHoW B cTpoke. Kaxaasa cTtpoka coctouT 13 9 none:

UMS Nonb3oBaTens;

LUNPPOBaHHLIN Naponb;

YMCIO OAHEN C MOMEHTa NOCreaHero naMeHeHus napons, HadmHaa ¢ 1 susaps 1970 roaa;
yncro AHen, nepen TeM Kak naponb MOXET ObiTb UBMEHEH;

4YMCIO OHERN, NOCIEe KOTOPbIX Naposib AOMKEH ObITb NU3MEHEH;

UYMCIO0 OHEN, 3a CKOSbKO MOSb30BaTENA HAYHYT NpedynpexaaTtb, YTO Napofib yCTapeBaeT,
4YMCIO OHEeN Nocne yctapeBaHusa napons Ans 6110KMPOBKM YH4ETHOM 3anuciy;

AEHb, OTCUMTaHHbIN OT 1 aHBapst 1970 roga, korga y4€THas 3anuchb bbina 3abroKMpoBaHa;
3ape3epBUpPOBaHHOE More.

ASANENE NN NN NEN

letc/group
Monb3oBaTtenu obbeauHATCA B rpynnbl. [onb3oBateny MOryT BXOAUTb B HECKOMbKO rpynn. B

rpynne MOXeT MpUCYTCTBOBATb TOMbKO OAMH MNofb3oBaTenb. [pynnbl npegHasHayeHbl Ans
Gonee rmbkoro pasgeneHns npas gocrtyna k oovekram ®C.

3anucu o rpynnax XpaHaTcsa no ogHowm B CTpoke. Kaxkgasi CTpoka cocTouT u3 4 nonen:

v' ums rpynnsl;

v' rpynnoBoi naporb. MNMycTtoe none o3HayaeT OTCYTCTBYHOLLNUIA Naponb;

v GID;

v' “MeHa nornb3oBaTtenen, pasgenéHHble 3anAaTbiMU, SBASKOLMXCSA YNeHaMu1 rpynnbi.

[etc/gshadow
AHnanor /etc/shadow, HO ans 3anuncen o rpynnax.

3anncu 6e3o0nacHOCTU XpaHATCA NO 0gHONM B CTpoke. Kaxxaast cTpoka cocTouT u3 4 nonemn:
V' UMS rpynnbl;
v WwndpoBaHHbIN rPyNnoBo Naposnb. 3amMeHsieT COOTBETCTBYHOLLEe none 13 /etc/group;
v MMeHa nonb3oBaTenen, pasgenéHHble 3anaATbiMK, SABMSOWMXCS  agMUHUCTpaTopamMu
rpynnbl;
v' MMeHa nonb3oBaTternen, pasaenéHHble 3anaTbiMu, SBRSIOLNXCSA YNeHamMu rpynnbi.

PaboTta ¢ nepevncneHHbIM1 hannamm ocyLLeCcTBNAETCS CreayloLwmMmn nporpammMmamMm:

v/ Vvipw — 3anyckaeT TEeKCTOBblA pefakTop, YyKasaHHbld B nepemeHHon cpeabl EDITOR,
3arpykasd B Hero konuio dawmna /etc/passwd. [locne 3akpblTua pegakTtopa MNepeHoCUT
BPEMEHHYIO KOMui B caMm dann. He nosBonseT ABYM MoOnb3oBaTensM BbINOSHATL
pefakTupoBaHne 0gHOBPEMEHHO;

useradd — co3gaéT HOBYIO YHETHYHO 3anuChb;

usermod — n3MeHsIeT AaHHble YYETHON 3anucy;

userdel — ygansieT CyLLeCTBYIOLLYIO YH4ETHYIO 3aMnCb;

chfn — nameHsieT none GECOS;

chsh — ycTtaHaBnMBaeT HOBbIN KOMaHAHbIN NHTEPNpeTaTop;

passwd — 3a4aéT HOBbIV Naposnb Nofb30oBaTeNS.

ASENENENENEN

UcToUYHUKM HdopMaL MM 06 YY4ETHBLIX 3anucsax

CefeHuna 0 Nonb3oBaTensAX MOTyT XPaHUTLCA HE TOMbKO B MEpPeYMCrieHHbIX darnax (ogaHako
NHOpPMaLMIO O cynepnonb3oBaTesnie HaCTOATENbHO PEKOMEHAYETCA XpaHUTb B dhaine, nHade
MOBbLILIAETCA PUCK MOMYYUTb CUCTEMY, K KOTOPOM HET fokanbHOro pfoctyna). 3a Bbibop
MCTOYHMKA YYETHbIX 3anucen oteevaeTt hann /etc/nsswitch.conf. PaccmoTpum npumep Takoro
danna:

passwd: files
group: files
shadow: files

publickey: files
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hosts: files dns
networks: files

protocols: db files
services: db files
ethers: db files
rpc: db files

netgroup: db files

YacTb, naywias 0o 4BOETOUNS, YKa3biBaeT Ha TMN MHopMaLumm, U3BNEKAaEMON N3 NCTOYHUKA:
passwd = /etc/passwd

group = /etc/group

shadow = /etc/shadow

hosts = /etc/hosts

networks = /etc/networks

protocols = /etc/services

ASENENENENEN

lMocne aBoeTouMs ykasbiBaeTcs Moaynb unv mogynn NSS, ucnonb3yemble AN M3BREYEeHUst
MHOPMaLMM U3 COOTBETCTBYIOLMX MCTOYMHWKOB, a Takke MpaBuia peakumm Ha HeKoTopoe
cobbiTne. Mpumepbl moaynen:

v files — paiin

v' |dap — nepapxm4yeckas 6a3a gaHHbix LDAP (TpebyeTcs yctaHoBKka nss_ldap)

v' nis — 6a3a ceTteBor MHpopmaumm NIS (Network Information Service)

v" dns — obpalueHue k cepeepy DNS

CywiecTByeT Takke MHOXECTBO nNpouuMx wmogynew. Hanpumep, cyuwectsyeT MoAynb,
NO3BONAOLLMIA 06BbEANHATL FPYnbl B rpynmbl.

CobbiTus:
v SUCCESS — 3anpolueHHas 3anucb bbina HarnageHa B 6a3e gaHHbIX
v" UNAVAIL — WCTOYHUK He CKOHUrypupoBaH B [OaHHOW CUCTEME WNM MPOU3OLLEN

BHYTPEeHHU cbomn
v" NOTFOUND — UCTOYHUK COOOLLMIT, YTO COOTBETCTBYIOLLEN 3annch HET
v" TRYAGAIN — MCTOYHUMK 3aHAT UM He OTBe4YaeT; BO3MOXHO, OTBET OyaeT nmomnyyeH npu
cneayroLmx nonbITkax
Hencteuna:
v/ continue — o6paTUTLCA K CreayLweMy NCTOYHKKY B CIIUCKE
v return — 3aBepLnTb NOUCK
Onsa cobbitna TRYAGAIN gocTtynHbl Takke cneaylowmve encTBUS:
v forever — lNoBTOpATL 0OpaLLEHMA K TEKYLLEMY UCTOYHUMKY, MOKa He ByaeT nony4veH oTBeT
v' N — NOBTOpPUTb obpalleHunst K TeKyLleMy UCTOYHMKY eLle n pas, rae n - uenoe ymcno ot 0
Ao MAX_INT (t.e., 2,14 munnuapga). locrne n NonNbITOK NepenTn K cregyrowemy
NCTOYHUKY

ﬂpmmep 3anuncu, I/ICI'IOJ'Ib3yI'OLL|,eI7I peakumto Ha CcobbITHS:

passwd: ldap [TRYAGAIN=10] files

[aHHas 3anucb yKasbiBaeT, YTO MpM HEeOoOCTYNHOCTU WUCTOYHWMKa |ldap cnegyeT noBTOpUTb
3anpoc ewé 10 pas, a NOTOM nepenTn K UcTodHuky files. [na nposepkn paboTocnocobHOCTU
CUCTEMbI N3BIIEYEHMS YYETHBIX 3anncen MOXHO BOCNONb30BaTbCs kKoMaHaamu getent passwd m
getent group. Mpumep:

#getent passwd 0
root:x:0:0:root:/root:/bin/bash
#getent group 0

root::0:root
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#getent hosts 127.0.0.1
127.0.0.1 localhost.localdomain localhost

Cucrema ayteHTucpukaumm PAM

Knaccunueckn ayteHTudmkauus  npomssogumtcd  nporpammon  /bin/login nocpeactesom
N3BNeYeHNs1 JaHHbIX M3 UCTOYHUKOB, YKasaHHbIX B /etc/nsswitch.conf, ¢ nomMoLbo CUCTEMHbIX
dyHKUM getpwnam u getspnam u cpaBHEHUS MOMYYEHHbIX OAHHbIX C NpefoCTaBreHHbIMU
nonb3oBarenem. [1na yHMBepcanmsauumn npouecca ayreHTudukauumn boina BHegpeHa cnctema
ayteHTndmkaumm PAM. bubnmnoteka PAM sensietcst 0606WwEHHbIM APl ansa cnyx6, cBa3aHHbIX
C ayTeHTudMKaumen, KOTopble MO3BOMSAIOT CUCTEMHOMY aAMWHUCTPaTopy A06aBnsTb HOBbIE
MeToAbl ayTeHTMdUKauunM NpoCTON YyCTaHOBKOW HOBbIX Moayren PAM, u n3MeHATb NOnUTUKY
ayTeHTMdMKaUMM nocpeacTBOM  pedakTUpOBaHUA  KOHOUIypauMOHHbIX annoB. Takum
obpasom, cytb PAM B gobaBneHun OONOSMHUTENbHBLIX (YHKUUIA, MO3BOSISAHOWMNX BbINOSHATD
ayTeHTucpmkaumo. CooTBETCTBEHHO, Ans Toro, 4Tobbl mMcnonb3oBatb PAM, HekoTopas
nporpammMma OOJKHaA UCMNOMb30BaTbh 3TN (PYHKUUKN, TO €CTb AOJMKHbI BHOCUTLCS WM3MEHEHUSI B
NcxodHbin Kog. B 6onbwmHcTBE gMcTpmnbytneos nogaepxka PAM BkitoveHa Besae, roe Tosfbko
BO3MOXHO (B Slackware HeT nogaepxku PAM o cux nop no naemnHslM npuymHam).

PAM APl npepoctaBnsieT WeCTb pPasfuMyHbIX MPUMUTUBOB  ANS  ayTeHTUMKaumu,
CrpynnmMpoBaHHLIX B YETbIPE MOACUCTEMBI, KaXXOAsa N3 KOTOPbLIX OMUCBIBAETCS HUXE.

v’ auth — ayteHTudukaums. 3OTa noacuctema, CoOCTBEHHO rOBOps, peanuayeT
ayTeHTUMMKALMIO U BbIICHEHME MNOSTHOMOYMK Y4€THOM 3anucu. OHa npefocTaBnseT ABa
npUMUTMBA:

e yHKkuua pam_authenticate(3) ayteHTMMUMpyeT annnmkaHTa, obbl4HO 3anpaluneBasi
ayTEHTUMMKALMOHHBIN KNIOY 1 CpaBHMBAs €ro CO 3HavyeHMeM, XpaHswmmcs B 6ase
AaHHbIX UM NoNy4YaeMbiM OT cepBepa ayTeHTUmKauuu;

e yHKuua pam_setcred(3) ycTtaHaBnMBaEeT MOMHOMOYMSA YYETHOW 3anuncu, Takue, Kak
noeHTudmKkaTop nonb3oBaTens, YIeHCTBO B rpynnax W OrpaHWyYeHnsa  Ha
NCcnonb3oBaHe Pecypcos.

v/ account — ynpaBerneHue YYE€THOM 3anucbio. OTa noacuctemMa obpabaTbiBaeT BOMPOCHI
AOCTYMHOCTM YY4EeTHOW 3anucu, He CBsI3aHHble C ayTeHTUduKauuen, Takue, Kak
OorpaHM4YyeHnss B [OCTyNe Ha OCHOBE BpPEMEHM CYTOK unu 3arpy3km cepsepa. OH
npegocTaBnseT eQUHCTBEHHbIV NPUMUTUB:

e dyHKuma pam_acct_mgmt(3) npoBepsieT, OOCTyNHa nNU 3anpaluvMBaemas Yy4YéTHas
3anuco.

v/ session — ynpaBneHue ceaHcoMm. QTa nogcuctema otpabartbiBaeT 3agauyn, CBsi3aHHbIE C
YyCTaHOBIIEHNMEM W 3aKPbITUEM CeaHca, TakuMe, Kak yy4eT BXxo[oB nonb3oBaTenen. OHa
npegocTaenseT ABa NpUMUTMBA:

e dyHKUMA pam_open_session(3) BbINOMHAET OENCTBUS, CBA3aAHHbIE C YCTAHOBMEHNEM
ceaHca: gobaBneHne 3anuncen B 6a3bl AaHHbIX utmp 1 wtmp, 3anyck areHta SSH u Tak
panee;

e dyHKuMA pam_close_session(3) BbINOMHAET OENCTBUSA, CBA3AHHbIE C 3aKpbiTUEM
ceaHca: gobaeneHune 3anucer B 6a3bl gaHHbIX utmp u wtmp, 3aBepuleHne paboTbl
areHta SSH u Tak panee.

v’ password — ynpaBneHue naponem. 3Ta MNOACMCTEMA WCMONb3yeTCcs ANs W3MEHeHus
Krnoya ayTeHTUdUKaumMM, CBA3AHHOTO C YYETHOW 3anucbio, MO MPUYMHE WUCTEYEHUs ero
cpoka [eWCcTBMS WKW >XernaHusa nonb3oBaTens uameHutb ero. OHa npegocTtaBnsaet
€[IMHCTBEHHbIN NMPUMUTUB:

e dyHkuua pam_chauthtok(3) wu3ameHsieT «kniov ayTeHTUMKaUMK, [OMONHUTENBHO
npoBepss, YTO OH TPyAeH Ans noabopa, He UCMoNb30Barncs paHee 1 Tak garee.

Moaynu aBnsOTCA ueHTpanbHon koHuenuumen B PAM. Moagynbe PAM npenctasnset cobon
CaMo0CTaTOYHbIA KYCOK MPOrpaMMHOro KoAa, KOTOpblM peanusyeT MpUMUTUBBI OLHOW WK
fOonbllero KonuyectBa MOACUCTEM OOHOMO KOHKPETHOrO MexXaHu3Ma, K BO3MOXHbIM
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MexaHu3mam Ansa MoACUCTEMbl ayTeHTUdUKauuM, K npuMepy, OTHOCATCS ©0asbl gaHHbIX
naponen UNIX, cuctembl NIS, LDAP unu Radius.

Korga cepsep nHmummpyet PAM-TpaH3akumio, 6ubnmnoteka PAM nbiTaeTcsa 3arpy3antb NONINTUKY
Ana cnyx0bl, ykasaHHOW Mpu BbidoBe dyHKumMM pam_start(3). MNonutuka onpegensieT, Kak
AOMKHbI 06pabaTbiBaTbCsl 3anpochbl HA ayTeHTUdMKaUMo, 1 3a0aéTca B KOHUrypaumoHHOM
danne. 3T0 cocTaBndeT Apyryto OCHoBomnonarawLwyo koHuenuuio PAM: BO3MOXHOCTb
agMUHUCTPATOpPY HacTpavBaTb NOMUTMKY 6e30MacHOCTM CUCTEMbI (B CaMOM LLUMPOKOM eé
MOHMMaHMKN) NPOCTbIM pedakTMpPoOBaHMEM TEKCTOBOro (harvna.

MNonuTnka COCTOUT M3 4YeTbIPEX Leno4vek, No oaHoM Ha kaxabii u3 metogoB PAM. Kaxpgoe

3BEHO npeacTaBnseTr cobon nocrnedoBaTenbHOCTb  KOHMUIYPAUMOHHBIX — YTBEPXOEHUNA,

3agaroLmx Bbi3blBaeMbIi MOAYSb, HEKOTOPbIe (Heoba3aTernbHble) NapaMeTpbl ANs nepefayn B

Moaynb, U ynpaBnsoOWMA dnar, ONUCbIBAOLNA, KaK MHTEPNpeTMpoBaTb BO3Bpallaembli U3

mMoayns kog.

lMoHuMaHue cmbicna ynpaenstowero dgniara HeobxoaAMMo AN NOHUMaHUS KOHAUIypauNOHHbIX

dannos PAM. CyLLecTBYIOT YeTbipe pasnuyHbIX ynpasnsaowmx dpnara:

v' binding — ecnu moaynb oTpaboTan ycnewHo, U HA OAWH W3 Npeablaywmnx Moaynen B
uenoyke He cpaboTtan oTpuuaTtenbHO, TO Uernoyka npepbiBaeTcs, a 3anpoc
noareepxgaetca. Ecnu xxe moaynb otpaboTaeT HeyaayHo, TO BbINOSHAETCA OCTaBLUasCA
YyacTb LenoYvku, O4HaKo 3anpoc OTBepraeTcs;

v' required — ecnn Moaynb BO3BPATWIT MONOXUTENbHLIA OTBET, BbIMNOJHSAETCA OCTaBLUasics
YacTb LENOYKM, 3anpoc yaoBMNeTBOPSAETCH, €CNN HUKaKon Apyron moayrb He oTpaboTaer
oTpuuartenbHo. Ecnu xxe moaynb BO3BpaTUT OTpULLATENbHbIA OTBET, OCTATOK LIEMOYKN TOXE
oTpabaTtbiBaeTcs, HO 3anNpoc OTBEpraeTcs;

v requisite — ecnv moaynb BO3BPALLAET NOMOXUTENBHbIA OTBET, BbIMOMHAETCA OCTaBLUAasACA
YacTb LENOYKM, 3anpoc yaoBMNeTBOPSAETCH, €CNN HUKaKon Apyron moayrnb He oTpaboTaer
oTpuuaTtenbHo. Ecnn xe moaynb oTpabaTtbiBaeT oTpuuaTenbHO, TO OTpaboTka Lenoyku
HemeaJSIeHHO npekpalaeTcs, a 3anpoc OTBepraeTcs;

v sufficient — ecnu mogynb BO3BpaTUT MNOMOXUTENbHbLIA OTBET, U HU OOUH U3 NpeablayLmnx
mMoaynen B Lenovke Ha oTtpaboTtan oTpuuatesnibHo, TO oTpaboTka LEenoYkM HeMenneHHO
npekpalliaeTcs, a 3anpoc yaoBneTBopsieTcs. Ecnn moaynb otpaboTtan oTpuuaTtensHo, TO
pes3ynbTaT UTHOPUPYETCS U uenoyka oTpabaTbiBaeTca Aanblue;

v' optional — mogynb oTpabaTbiBaeTCs, HO pe3ynbTaT BbINONHEHUS UrHopupyeTcs. Ecnun Bece
Moaynu B Lenoyke noMmedeHbl kak optional, To ygoBneTBopATbCa OyayT Bce 3anpochl.

Korga cepsep BbI3biBaeT oauH m3 wectn PAM-npumutmeoB, PAM 3anpaluvBaeT uUeno4ky
noacuUCTEMbl, K KOTOPOM MPUHAZNEXWUT MpUMUTUB, W 3anyckaeT Kaxabll  Mogynb,
NepeyncrieHHbl B LIenoYke B Mopsake MxX nepeyuncrieHnsl, noka Crnvcok He OyaeTt mcuyepnaH
nnbo He ByaeT onpeadeneHo, YTo AanbHenwen 06paboTKM He HYXXHO (N0 NPUYMHE AOCTUXKEHME
Moynsi, BEPHYBLUEro MONOXuTeNbHbIN OTBeT npu ycnoeun binding wvnn sufficient, nn6o
oTpuuaTenbHbIN C ycnosuem requisite). 3anpoc NoATBEPKAAETCSA, €CNKN TONbKO ObIST BbI3BaH MO
KpanHewn mepe OAvH MOAyIb, U BCE HEOMUMOHAaNbHbIE MOLYV BEPHYIN NOMOXUTENbHbIN OTBET.
[onycTnmo nepeyncnsite OOUH M TOT XXe MOAYfb HECKOSbKO pa3 B ogHou uenoyke. K npumepy,
MOAYIb, NPOCMaTpUBaIOLLMA UMEHa N NaApoNv NONb30BaTeNs B cCepBepe KaTanora MoOXeT bbITb
Bbl3BaH HECKOSIbKO pa3 C pasnuyHbIMK napameTpamu, 3adalolyMy pasfvyHble CcepBepbl
KaTtanoros gna ceasn. PAM cuuTaeTt pasnnyHble NOSIBIIEHUA OQHOMO0 MOAYNS B TOW XXE& camMoun
Lenoyvke pasHbiMU U HE CBA3aHHbIMU MOOYNAMMU.

Monutukn PAM copepxatcs B katanore /etc/pam.d. O6paTtute BHUMaHue, 4YTO ANA MHOMMX
nporpamMm yxe ecTb roToBbl€ NONUTUKN. PacCMOTPUM TUMNYHYHO NOSNTUTUKY.

# Crpoka, HauMHAOMAACA CMMBOJIOM #, CuUmMTaeTcd KOMMEHTapMeM
# Crpoka, HauMHaOMAACA C #%, ABJIAETCHA CIEUMOUKATOPOM BEPCUU
# dopmara darina

#%PAM-1.0
# Tpebyerca ayTeHTubukauua uepes odann /etc/passwd u np.
auth required pam_unix.so

# MOnOyJlb, sanpemafommﬁ BXOIO He CYIIepliojib30BaTeJiaAM, €eCJIMt
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# cymecTByeT Oann /etc/nologin. Ero comepxmMoe MOKASZHBAETCH
# nosb3OBaATEIIO

auth required pam_nologin.so

# mauvble mosib30BaTesis Gepyrcsa us /etc/passwd u mp.
account required pam _unix.so

# maponb cBepsgercsa ¢ /etc/shadow

password required pam _unix.so

# orpaHMueHMs Ha ceaHC HakjanwpBaioTcs /etc/passwd u

# /etc/secutiry/limits.conf (omnpemesngeT TPAaHULEB MCIIOJBL30BAHUSA
# moyb30BaTENIeM PEeCYPCOB CUCTEME)

session required pam _unix.so

session required pam limits.so

# VIBsMeHMM 3Ty I[IOJIUTUKY, NOOABUB HeOoBd3aTesIbHYID ayTeHTHudMKaLuMo uepes
# LDAP (TpebyeTcs Monmysyb pam ldap)

#$PAM-1.0

auth sufficient pam_ldap.so

auth required pam _unix.so use first pass
auth required pam _nologin.so

account sufficient pam_ldap.so

account required pam_unix.so

password sufficient pam_ldap.so

password required pam_unix.so

session required pam _unix.so

session required pam limits.so

MapameTp use_first pass nobaeneH Ans npeaoTBpalleHUst MOBTOPHOMO 3anpoca napons npu
Heyda4YHoW nonbITke ayTeHTUdMKaumm Yyepes LDAP.
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5. CeteBas cbamnoBasa cuctema NFS

NFS — oavH 13 NpoTOKONOB CETEBOWN pacnpeaenéHHon anioBon CUCTEMbBI (Apyrne npumepsbl
— afs, sfs, cifs). MaHavyanbHo pa3pabotaH Sun Microsystems, ¢ Bepcumn 4 paspaboTka Begé€rca B
IETF. ABngaetca ctangaptoM ge-dakto Anst unix-nogobHeix cuctem. Ctangaptel RFC — 1094,
1790, 1813, 3050.

BoamoxHocTu:

1. B ocHoBHOM npepgHasHadeHa Onsi opraHusaumm ¢annoBoro xpaHunuwa nmubo cepeepa
6e3oucKkoBON 3arpy3kn TeEpMUHANOoOB B fokanbHOM ceTu. [Anga nepegadn cannos vepes
MHTepHeT nmeeT cMbICi NOMCKaTb ApYyrMe NPOTOKOSbI.

BoamoxHa pabota no TCP wnn UDP.

CoxpaHsieT aTpmbyTbl 6€30MacHOCTM OGBHEKTOB IKCMOPTMPYEMOM (DanoBON CUCTEMBI.
lMo3BonseT BapbMpoBaTb pasmepbl 6ydhepoB YTEHUA 1 3anucu.

Mpn nmnopTtupoBaHnn BeTBM (Ons unix-nogobHbix OC) cTaHOBUTCS 4YacTbio OepeBa
KOpHeBon hannoBon CUCTEMBI.

B paHHuMX Bepcusax pasgeneHne 4octyna peanuadyeTcsa Ha ocHoBe IP-agpeca.

B Bepcuun 4 nogaepxuBaeTcs aBTopmsauns yepes omunetol Kerberos.

PaboTta ocyuwectensetcs yepe3 RPC (Remote Procedure Call).

ahwnN

© N

Cnepyet otmMeTuTb, 4to npotokon NFS (a, TouHee, nepeaaBaemMble NO CETU 00BHEKTHLI) CO3aaET
OLYTUMYKO Harpysky Ha ceTb, OCOOEHHO B Crlydae 3KCnopTa MHOXECTBa OOBLEKTOB Marnoro
MHopMaLMoOHHOro obbéma (M npu wucnonb3oBaHun UDP B KayecTBe TpaHCMOPTHOrO
npotokona). Ona wmcnonb3oBaHuss NFS-kaTanoroB B KayecTBe KOPHEBOro MnvM AOMalUHEro
cnegyet MpoknagblBaTb KaHamnbl C  OOCTAaTOMHO BbICOKOW MPOMYCKHOM  CMOCOBHOCTLIO
(rurabutHble Ethernet-nnHmnm nnu onToBONOKHO) NMMOO BLIAENATL OTAENbHBLINA KaHan TOSbKO Nop
NFS-Tpadmk (ogHako, MOXHO obonTtucb u 6e3 atoro. Hanpumep, ceTb Ha BUTOM nape
kateropum 5E, 100 MouT/c, no3BonsieT goctato4yHo koMcopTHO paboTaTh 14 nonb3oBaTensim ¢
UMMOPTUPOBAHHBIMM C CepBepa AOMALUHMMW KaTanoramu, cogepXalumu nporpamMMHble
NPOEKThI Nofb3oBaTenen, a Takke OCYLECTBIIATb CUHXPOHHYIO 3anncCb B JOMAaLLHUE KaTasnorn u
B oOwee harinoBoe xpaHunuiie).

B Linux ons nogaepxkn NFS ncnonb3ytotcsa cnegytowme 00bekTbl:
v' gemoH nfsd (sBnsiloLLMIACA HAa caMOM Aene NoTOKOM sigpa), OTBeYaloLlmin 3a nepeaady
dannos no npotokony NFS;
dann /etc/exports, onucbiBaKOLWUN SKCNOPTUPYEMbIE BETBMY;
AeMoH mountd, oTBevawowmn 3a obcnyxuBaHWe YyAaAnNEHHbIX 3anpocoB  Ha
NOAKMOYEHNE;
v’ pemoH statd, peanusyrowmin npotokon NSM (Network Status Monitor) RPC,
MCNONb3yeMbli AN COXPAHEHMS1 COCTOSAHMS ONOKMPOBOK Mexay nepesarpyskamm
KnMeHTa unu cepeepa;
AeMoH lockd, peanusytowwimii paboTy ¢ hannoBbiMn GrIOKMPOBKaMK;
AeMoH rpcbind, obecneuunBatowmnn npeobpasosaHne Homepa nopta DARPA B Homep
nopta RPC n obpatHo anga ocyuwecteneHns RPC-3anpocoB. ABnseTcss 0CHOBOW BCeX
RPC-3aBncnMbIX CEPBNCOB N OOJHKEH 3anyCcKkaTbCA paHbLUe UX;
v' pemoH idmapd, obecneunBarowmn npeobpasosaHme NFSv4 ID B nmsa nonb3oBartens.
TpebyeTtca ana pabotbl npotokona NFSv4;
v' nporpamma exportfs, sactaenstowas nfsd 1 mountd nepeuntatb daiin /etc/exports.

<]

AN

Habop aemMoHOB A5is 3anycka Ha KIMEHTCKOW U CEPBEPHON CTOPOHE HacTpamBaeTcs B dhannax
/etc/conf.d/nfs-common un /etc/conf.d/nfs-server cOOTBETCTBEHHO.

B Arch Linux gna 3anycka NFS-cepBepa TpebyeTcs BbINOMHUTH Creaylolme KoMaHabl
(NopsOoK BaXeH, Tak Kak 4eMOHbI 3aBUCUMbI ApYr OT Apyra):
1./etc/rc.d/rpcbind start # 3anyck rpcbind
2./etc/rc.d/nfs-common start # 3anyck KnueHTcKoro Habopa AeMOHOB
3./etc/rc.d/nfs-server start # 3anyck cepsepHoro Habopa 4eMOHOB
lMoTok sapa, eCTeCTBEHHO, 3anyckaTb He TpebyeTcs.
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PacmoTpum cnHtakeuc canna /etc/exports:

BeTka_@aninoporyt_cucremst IP-appec KnueHTra/ceTeBas Macka (Onuuy _SKCIOPTHPOBAHNT)

BHumaHue! OtcytctBne npobena nepes ckobkamu, 3akniovawowmmyu B cebe onuum
3KCMOPTMPOBaHUS, SBNSieTCS NpuHUMNuanbHbiM. Mpyu Hanuuum aToro npobena nocreayowne
onuumn 6yayT NPUMEHSTLCA AN 8CeX KIIMEHTOB, 3arNpOCKBLUNX pa3peLleHnst Ha UMNOPT AaHHOM
BETKU. IMNOpTMPOBaHNE BETKM, COOTBETCTBEHHO, OyAET paspeLLleHo AN 8CeX KIMEHTOB.

CeTeBad macka MOXeT 3anucbiBaeTbCA B MNOSIHOM WM COKpaLLEHHOM dopmaTte. BmecTo
agpeca KnMeHTa MOXHO He ykasbiBaTb HWYEro Wnu ykasaTb *, Torga MOHTMpoBaHue bypeT
paspeLleHo nobomMy KNneHTy. MoXHO yka3aTb HECKOSMbKO KIIMEHTOB C pPasfiMyHbiMK ONUUsIMU
MOHTUPOBaHWSA (Hanpumep, 3TO NOSIe3HO, ecnn HYXXHO obecneunTb Ans Noboro nonb3osaTens
TOSIbKO CTPOro HENpPUBUErMPOBaHHbLIA UM aHOHUMHBIN OOCTYN K ¢oannoBon cucteme, a ans
KOMMblOTEPa agMUHUCTPATOpa NPUBUNErNN COXPaHuTb). MNpn 3TOM BCe KNMMEHTbI AOMKHbI ObiTb
3anucaHbl B OQHOW CTPOKe, COOTBETCTBYIOLLEN IKCMOPTUPYeMon BeTke (pannoBOM CUCTEMBI.
BmecTo IP-agpeca knveHTa moxeT ykasbiBaTbCsi DNS-ums, B MEHM MOryT ucnonb3oBaTbCs
Macku (Hanpumep, *.example.org). Agpec knueHta moxeT Tawke ssnatbes NIS'-rpynnon, B
3TOM CNny4ae OH 3anuncbiBaeTca Kak @group.

PaccmMoTprM goCTynHbIE OMUMK 3KCNOPTUPOBAHUS:

v’ secure — TpebyeT, YTOObI 3anNpochkl NPUXOANN C NOpTa, MMEILLEro NPUBUIETNMPOBAHHbIN
Homep (MeHee 1024). BkrtoyeHa no ymonuyaHuo. [nsi OTKIIOYEHUS UCMONb3ynTe OMumto
insecure;

v, rw — paspellaeT 3anucb B 3KCMNOpTMPyemyl dannosyto cuctemy. o ymonyaHuio
BblKNtoveHa. [na ogHO3HA4YHOro 3anpeleHunst NiobbiIX M3MEHEHUN MOXHO WCNOoNb3oBaTb
OnMUuMIO 10;

v’ async — paspelwaet Hapywatb npotokonn NFS m oTBeyaTb Ha 3anpocbl OO TOro, Kak
n3meHeHums OyayT BHeCeHbl B (pannoByl cuctemy. [loBbilaeT MNPOU3BOAUTENBHOCTD,
OQHAKO M YBENNYMBAET PUCK NOTEPU AaHHLIX Npu cboe NTaHna Nnn camoro cepeepa;

v’ sync — npegnucbiBaeT oOTBeYaTb Ha 3anpocbl CTPOro MNOCHe BHECEeHUS W3MEHEHUN.
BkntoyeHa no ymonyaHuio B penunsax nfs-utils o 1.0.0 BkntountensHO, ANA UCNOMb30BaHNS
aCUHXPOHHOroO obmeHa TpebyeTcsa €BHO YykasaTb OMNUUIO async (4TO, OOHaKo He
pekoMeHayeTcs pa3pnaboTumkammn?);

v" no_wdelay — He umeeT cMmbicna, ecnu 3agaHa onuus async. O6bivHO NFS-cepBep cnerka
3a4epXXnBaeT OTNpaBky U3MEHEHWI Ha OUCK, €CNU OXXMAAET, YTO B CKOPOM BPEMEHW MOXET
NMPOM3ONTU NN yXKe BbINOMHAETCS APYron 3anpoc Ha 3anncb, CBA3aHHbIN ¢ 06paboTaHHbIM,
4YTO MO3BONSIET NPOM3BOANTL BHOCUTb HECKONMbKO M3MEHEHWW Ha AWCK 3a OAWH pas, YTo
yBenunumBaeT npoussoguTenbHocTb. Ecnn NFS-cepBep B ocHoBHOM oObpabaTtbiBaeT
HecBsi3aHHble MarleHbKMe 3arnpochbl, TO TaKkoe NoBedeHNe 3ameansieT paboty. dTta onums
NO3BONSAET OTKMOYMTb 3Ty OCOBEHHOCTb. [ns SABHOrO BKMOYEHUSA 3aOepXXKW 3anucu
ncnone3yetcs onuunsa wdelay;

v nohide — 06bI4HO, ecnn cepBep IKCMopTMpyeT 2 hannoBble CUCTEMbI, OOHA U3 KOTOPbIX
MOHTUPYETCH B APYryl0, KMMEHT OOSMKEeH SIBHO CMOHTUpoBaTb obe ®C gns nonyveHus
AocTyna K HUM. Ecnn OH CMOHTMpyeT Tonbko poautenbckyto ®C, TO nony4yuT MNOCTOn
katanor. Takaa ®C HasbiBaeTCcs «ckpbITon» («hidden»). YcTtaHoBka gaHHOM onuuu genaet
akcrnoptupyemyto ®C  HECKpbITOW, MO3BOMSAS KIWEHTY Mpo3padHo nepemellartbes C
poautenbckon ®C Ha godepHion. OgHako, HekoTopble NFS-KnMeHThl He cnpaBnsitoTca ¢
AaHHOW CUTyaumen, Tak Kak, Hanpumep, NosiBrsieTcs BO3MOXHOCTb COBMaAeHUsi HOMEPOB
inode y AByXx pa3nuyHbix dannos. MNoaTomy gaHHasa onuusa addekTmBHa Tonbko ana dC,
9KCMOPTUPYEMBIX AN1S OQHOrO KnveHTa. MoxeT 60bITb ABHO OTMEHEHA C NMOMOLLBbIO ONumn
hide;

1 NIS (Network Information Services) — ycTrapeBiiiasi ceTeBast CIy>k0a [yl XpaHeHUs] YUETHON MH(OpMAIK 0
niosb3oBaressixceTy (ObIBILBIN Yellow Pages). SIBasieTcst HU3KOMPOU3BOIUTE/IbHOY M HeGe30TacHO!, a Takxke
JIABHO Hepa3BuBaeMol. B 00bIIMHCTBE MecT, rie NIS felicTBUTeNBHO Oblla HY>KHa, OHa 3aMeHeHa Ha LDAP,
1o3ToMy 1po NIS-rpynrbl MOXHO 3a0bITh

2 Pa3paboTurKy IMEHYIOT aCHHXPOHHBINM PEXKUM He MHaue, KaK «OLIH0Ka aZIMUHUCTPATOpa»
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v

crossmnt — BbINOSNHAET OencTBuA, nodoOHble onuum nohide, HO NoO3BoONSAET KAWMEHTaMm
nepemewateca ¢ @PC, oTMeYeHHOM Kak crossmnt, Ha akcnopTupoBaHHyto OC,
CMOHTMPOBaHHY0 Ha nomeyeHHyto. Hanpumep, ecnn ®C B cmoHTMpoBaHa Ha ®C A, 10
yCcTaHoBKa onumn crossmnt Ha A nageHTn4Ha yctaHoBke onuumu nohide Ha B;
no_subtree_check — OTMeHs€T NpPOBEpKYy NoagepeBa, 4YTO Hapywaetr TpeboBaHuS
6e3o0nacHOCTM, OOHAKO MOXET YNyudluTb HaAEXHOCTb B HEKOTOpbIX cnydasix. B cnydvae
akcnopta nogakatanora ®C «kaxabim NFS-zanpoc pomkeH ObiTb MpoOBepeH Ha
NPUHaANEXHOCTb HE TOMbKO KOHKPETHOW (pannoBOM cUCTEME, HO W Ha NPUHAASIEXHOCTb
3KCNOPTUPOBAHHOMY MoagepeBy (Y4To cnoxHee). Takasi NpoBepka MOXET ObITb BKIOYEHA
onuuen subtree_check. Takas npoBepka 06bIMHO BbINOSHAETCA, YTOObI YOeanTbCs, YTO K
hannbl BHYTPU KaTtanora, AOCTYN K KOTOPOMY WMMeeT Tonbko root, HaxogaTtcsa Ha PC,
3KCMopTUpOBaHHOM C onumen no_root _squash. [llpu akcnopTe [omallHero kKaTanora
AaHHYIO OMUMIO crneayeT UCnonb3oBaTh (Tak Kak MPON3BOAATCA YacTble NepeNMEHOBAHNS U
9KCMOPT OObIYHO NPOM3BOANTCH OT KOPHSA). [Na kaTanoroB TONbKO A8 YTeHUst (Hanpumep,
/var, [usr), OnNg KOTOPbIX MOXET MPOU3BOANTBCA SKCMOPT MNoAKaTanoroB, MOXHO
ncnone3oBatb subtree check. Mo ymonuaHuio mcnonbayetcst subtree check. C penusa
nfs-utils 1.1.0 no ymon4yaHuio ncnonb3yetcs no_subtree_check, Tak kak subtree_check, no
MHEHMIO pa3paboTymnKOB, Bbi3biBaeT 6orblie Npobriem, YeM NPUHOCUT NOSb3bl;
insecure_locks, no_auth_nlm (cnmHoHMmbl) — 3actaBnsieT NFS-cepsep He TpebGoBaTb
ayTeHTUmKaumio onsa BbiNOMHEHNs G6NOKMPOBKM (Anst 3anpocos, ucnonbayowmx NLM).
O6bivHO  NFS-cepBep  TpebyeT, 4TOObI 3anpoc Ha  OMOKMPOBKY  copepkan
nosib30BaTesNbCKME YYETHbIE AaHHbIE M9 NPOBEPKN KIMEHTCKOro Aoctyna K hannam. MNpu
MCNonNb3oBaHMM 3TOW onuMmu Takoe TpeboBaHue He npeabsaBnseTcs. PaHHWe peanusauun
NFS-KNMMeHTOB He OTMNpaBnsAnNu y4Y4€THble OaHHble C 3anpocaMu Ha OGroKMpPOBKY, Aa U
MHOIMe COBPEMEHHbIE KIMMEHTbl OCHOBA Hbl Ha CTapbix peanu3auusax. Mcnonb3ynte aToT
donar, 4Tobbl paspewmnTb GrOKNMpOBaHNE TONbKO PanoB, JOCTYMNHbIX HA YTEHWE AN BCeX.
[nsa oTKNoYeHNs 3anpoca y4E€THbIX AaHHbIX Ucnonb3ynTte secure_locks unu auth_nim;
Nno_acl — Ha HeKoTopbIX crneunanbHo MOAMUUMPOBAHHLIX sgpax npu akcnopte OC
AaHHas onuusa npegnucbiBaeT He nepepaBatb ACL knneHTy, Takum o6pas3oMm, KIMEeHT
YyBUOMT TONbKO MOAMHOXECTBO akTyasnbHbIX paspeweHnin Ha ®C. OTa onuma GesonacHa
ana NFSv2-knueHtoB KM cTapblx NFSv3-KnNueHToB, KOTOpble BbINOMHAKT MPUHATHE
peleHnss 0 OOCTyne nokanbHo. B Tekywwmnx peanusauuax NFSv3-knveHTOB ans aToro
ncnonedyetca RPC ACCESS. Onuua vmeeT CMbICn TONbKO Ha nogaepXuBarolmx eé
agpax u Toneko ansg ®C ¢ nogaepxkon ACL. Mo ymonuaHunio npounssoautcs akcnopt ®C
BmecTe ¢ ACL;

mountpoint=path, mp (CMHOHUMbI) — pa3peLuaeT 3KCNOPT TONbKO TEX KaTarloros, KOTOpbIe
ObiNn ycnewHo CMOHTMpOBaHbl. Ecnv nyTb He ykasaH, To akcnoptupyemass dC Takke
AngHa ABNSATbCA U TOYKOW MOHTMPOBaHUSA. Ecnv 3TO He Tak, TONn 3KCMopTUpOBaHUE He
npou3BoaANTCA. OTO NO3BONdAeT ybeauTbCH, YTO KaTanor BHYTPU TOYKM MOHTUPOBaHUSA
HUkorga He BGyaeT SKCNOpPTUPOBaH Mo owKnbKe unn B pesynbTate aBapun (HanpMmMmep, ecnm
®C He cMOHTUpOBanach n3-3a owmnbkn aucka). Ecnu 3agaH nyTb, TO OH AOMKEH ABNATLCS
TOYKOW MOHTMpPOBaHUA Ans akcnoptupyemon OC;

fsid=num|rootluuid — NFS pomkHa uMeTb BO3MOXHOCTb MOEHTUMULMPOBATL KaXayto
akcroptupyemyto ®C. O6bivHO ucnonssyetcss UUID (ecnu y ®C nmeeTtcss TakoBoW) wnu
HOoMep ycTponcTBa, cogepxawiero ®C. Tak kak He Bce PC cogepkaTcst Ha YyCTPOMUCTBaXxX U
He Bce ®C umetot UUID, nHorga Heobxoammo siBHO ykasaTb NFS, kak ngeHtndumumpoatb
OC. Ona NFSv4 cywecteyeT OC, aBnsawoLaaca KOpHEBON ANs BCeX akcnopTupyembix ®C.
OHa obosHavaeTca kak fsid=root wmnu fsid=0. lNMpoune P®C moryT 6bITb onpeaeneHsbl
ManeHbkuM uenbiM Yucnom mnm UUID anuHon 32 6uTta, KOTOpLIN AOMKEH COCTOATb TONbKO
N3 WecTHaguaTUPUYHbIX CUMBOSIOB U UMETb onpeaenéHHbIn hopmar.

PasrpaHudeHme gocTtyna BbINOMHAETCA HA CTOPOHE cepBepa MO YCTAHOBMEHHbIM aTpubyTam
(POSIX-paspeweHusa, ACL, uid, gid). CooTBeTCTBEHHO, ONsi 3TOr0 y cepBepa U KIMEHTOB
JoImkHa OblTb egmHas 6asa nonb3oBaTenen, YTO He Bcergaa BO3MOXHO. MHoroa BO3HMKaeT
HeobXxoaNMMOCTb 3anpeTuTb AOCTYN MONb30BaTento root Ha KIMEHTCKOW MaluMHE C MOSfHbIMU
npaBamu Ha akcnoptupyemyto PC. o ymonyaHuio npomsBoautcss cMeHa uid=0 Ha gpyrowm,
aHOHUMHbIM (nobody). 3To HasbiBaeTca root squashing. NFS BblbvpaeT aHoHuUMHbIA UID,
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paBHbI 65534 (MOXeT ObiTb M3MEHEHO). Takke eCTb BO3MOXHOCTb cMeHbl ftoboro UID Ha
QHOHUMHbIN.

[na ynpaeBneHnsa 4oCTynoM UCMOSb3YHTCA CReayoLwme onuum:

v' root_squash — 3ameHsiTb B 3anpocax UID=0 Ha aHOHUMHBbIN;

v' no_root_squash — oTknounTb root squashing. NMonesHo ans 6e3anCKOBLIX KIMEHTOB;

v' all_squash — 3ameHsiTb B 3anpocax Bce UID Ha aHOHWMHbIA. Mone3Ho gnst ny6ruyHo
aKCrnopTupyembix  Katanoros. [lo  ymonyaHuo  ucnonb3yetca obpaTtHas  onuus
no_all_squash;

v' anonuid n anongid — 3agatT aHoHumHble UID n GID. MNMonesHo ansi Tex KIWEeHTOB,
3anpocbl OT KOTOpbIX TpebyeTcsa BbINONHATL OT oTnpegenéxdHoro UID n GID (Hanpumep,
npy 3KCnopTe AOMAalUHero Katarora nonb3oBaTens fnpu UCNonb3oBaH MW HEOL4MHAKOBOW
6a3sbl nonb3oBaTeNEN KIMEHTOM N CEPBEPOM).

PaccmoTpum npumep danna /etc/exports:

/ master (rw) trusty(rw,no_root squash)
/projects proj*.local.domain (rw)

3oecb akcnoptupytotess ape PC — kopHeBas u /projects. KopHeBass ®C skcnoptmpyetcsa ans
knueHToB master (nonHbIM goctyn) u trusty (MonHLIM JOCTYN, paspeléH AOCTyn C npaBamMmu
root). ®C /projects akcnoptTupyeTcs [Ofs1 KIIMEHTOB, MMSI KOTOPbIX COBMagaeTr C MacKoW
proj*.local.domain, ¢ NONHbLIM AOCTYMNOM.

[na Toro, 4ToObl hannoBble CUCTEMbI CTanu AOCYTYMNHbI U3BHE, MOCNE peaakTupoBaHus carna

exports Heob6xoaMmMo MbINOSTHUTL KoMaHay exportfs -arv, rae:

v'exportfs — nporpamma, ynpaensitowas akcnoptom ®C

v/ -a — 3KCnopTupoBaThb BCE KaTanoru

v' - — BbINOMHUTb NEepPeaKCropTMpPOBaHME BCEX KaTanoroB. YoansieT ycTapeBLuMe 3anucu o
KnueHTax 13 Tabnuy agpa

v’ -v — BbIBOAUTb NOApPO6HYI0 MHOPMaLIMIO O MPOLECCE 3KCMOPTUPOBaHUS

Tenepb akcnopTupyemyto ®C Hago NPUMOHTMPOBATb Ha KiueHTe. [nsi 3Toro Mcnonb3yeTtcs
komMaHZa mount cnefyowmm o6pasom:

# mount fs server:/exported/fs /local/mount/point -t nfs -o <onummu_
MOHTHMPOBAaHMI>

Ona moHTupoBaHmss NFSv4 npumeHsieTca knod -t nfs4. PacMOTpuMM [OCTynHble NS BCeX

Bepcun NFS onumm MoOHTUpoBaHUS:

v' soft / hard — onpeaensieT noBegeHne NFS-knueHTa nocne okoH4YaHMs 3anpoca Nno Tanm-
ayty. Ecnn onumn He ykasaHbl unu ykasaHa onuusa hard, To 3anpoc nosTopsieTcs. Ecnu
ykasaHa onuusa soft, To KNMMeHT OTMEHSET 3anpoc M BO3BpaLlaeT OWnbKy Bbi3biBalOLLEMY
npunoxennto. BHUMAHWE! Soft-tanm-ayr MOXeT Bbi3BaTb MNOBPEXOEHUE OaHHbIX.
Moatomy wucnonb3oBaHue onuuu soft onpaBaaHO TOMbKO TOrAa, korga OT3bIBYMBOCTb
KNueHTa BakHee LeroCTHOCTU AaHHbIX. Mcnonb3oBaHue npotokona TCP gna nepegaun
AaHHbIX WX  yBENUYEHME 3HA4YyeHua onuuu retrans MO3BONSET COKPaATUTb  PUCK
NOBPEXOEeHNS AaHHbIX

v timeo=n — BpeMs 0XXMAaHUst OTBeTa Ha 3anpoc B AeCATbIX AoNsAX cekyHabl. Ecnu onuns He
yKkasaHa, TO MOBTOpPHbLIE MOMbITKWU BbINOMHEHMS 3anpoca npeanpuHuMaloTcsa kaxable 60
cekyHg ana TCP. Ons UDP knueHT ncnonb3yeT aganTUBHbBIN anropuTM Ans onpeaenexHns
noaxoAsLen BeNuYMHbl TaM-ayTa Ansi YacTo UCMNonb3yeMbix 3anpocos (Hanpumep, READ
unn WRITE), a onums timeo ncnonb3yetcs ana peakux 3anpocos (Hanpumep, FSINFO. Mo
ymonyanmio — 1,1 cekyHga). lNMocne Kaxgon nepefayn KNWEHT yaBavBaeT TauWM-ayT Ado
OOCTWXKEHMSI NOPOroBoro 3HavyeHus 60 cekyHA

v retrans=n — 4ncno NonbITOK BbINOSHUTL 3anpoc A0 nepexoda K criegylwemMy AencTBuIO.
Mo ymonyaHnuio 3. KnueHT reHepupyeT coobleHne «cepBep He OTBeyaeT» nocne
ncyepnaHmsa nonbITOK retrans, a NOTOM MPUCTYNaeT K BbINOMHEHUIO 3a4aHHOW MOMUTUKN
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pearnpoBaHuns Ha Tanm-ayT (soft unu hard)

v’ rsize=n — MakcuMManbHOe KOnM4ecTBO 0anT B Kaxxaom ceTeBoM 3anpoce READ, koTtopoe
moxeT NpuHATb NFS-knuneHT. MakcmanbeHbin pasmep ang Linux-knueHta — 1048576 6ant
(1 MB). NMapameTp sBnseTcs NONOXUTENbHbIX LUenbiM, KpaTHbIM 1024. 3HayeHus1, MeHbLUne
1024, 3ameHsoTca Ha 4096. 3HadeHus, bonblune 1048576, 3ameHsaoTcsa Ha 1048576. B
crny4vae ykasaHusi 4nicna, He kpaTHoro 1024, npou3BOAUTCA OKPYrfeHne C HeOOCTaTKOM.
Ecnn napameTp He ykasaH, TO KNUEHT N cepBep COrnacytoT 3Ha4YeHne 3Toro napameTpa

v’ wsize=n — makcumanbHoe konu4yectBo 6anT B kaxxgom ceteBom 3anpoce WRITE, koTope
NFS-knueHT MoxXeT oTnpaBuTb. MakcumanbHoe 3HavyeHne — 1048576. Bce napameTpbl 1
3amMedaHusa ona rsize cnpaBeanmBbl U ANa wsize

v ac / noac — onpegensieT, MOXeT NN KIWEHT KewwupoBaTb darnnosble aTpubyTtbl. o
YMOMYaHUIO KelmpoBaHWe BbINONHAeTCS. Ecnv  KewunpoBaHue He BbINOMHAETCH, TO
npunoxenus, pabotaowme ¢ davnamm Ha NFS-pasgene, 6bicTpee y3HawT O
npousoLweawnx nameHenmax. Onumsa noac, Kpome 3anpeTa He KelmpoBaHue aTpubyTos,
AenaeT npouecc 3anucu CUMHXPOHHbIM. Vcnonb3oBaHue noac JaéT 60nbLION NpoUrpbIL B
NPOM3BOANTENBHOCTU, NO3TOMY BMECTO OTMEHbI KeLUMpoBaHUSA pa3paboTynkm npeanaratot
ncnonb3oBaTthb hannoBble 61O0KMPOBKM

v/ acregmin=n — MUWHUManbHoe Bpems (B CeKyHaax), Ha KOTOpOe KIMEHT KelumpyeT
dannoBkle aTpubyThI. 1o ymonyaHuno — 3
v/ acregmax=n — MaKkcumarnbHoe Bpemsli (B CeKyHAax), Ha KOTOPOE KIMMEHT KeluvpyeT

davinosble atpubyTbl. Mo ymonyaxuio — 60
v'acdirmin=n — MMHMManbHoe BpeMs (B CEKyHAAX), Ha KOTOPOE KIMEHT KewmnpyeT aTpuoyThl
katanoros. [1o ymonyaHuio — 30

v' acdirmax=n — wmMakcumanbHoe BpeMsi (B CeKyHAax), Ha KOTOpOe KIWEHT KelumpyeT
atpubyTbl kaTanoros. 1o ymonyaHmnio — 60
v/ actimeo=n — wuCNOnb3oBaHWe 3TOW ONUUN YyCTaHaBNMBAeT OAMHAKOBbIE 3Ha4YeHus

napameTpoB Anga acregmin, acregmax, acdirmin n acdirmax. Ecnu ata onuusa He 3agaHa,
TO NCNOSb3YITCS YMOITYaHUS, ONNCaHHbIE BhilLe

v bg / fg — onpegensieT, kak mount pearMpyeT Ha HeydayHyk MNOMbITKY MOHTMPOBAHMUS
akcnopTupoBaHHon ®C. Onuua fg npuHyxgaeT 3aBepLUNTb NPOLIECC C BO3BPATOM OLUMOKM
(ncnone3dyeTca no ymondanuio). OnumMs bg nossBonsetr no [OCTMXKEHUW TarM-ayTa
BbIMOMHUTL HOBYK MOMbITKY MOHTMPOBaHUS. EcCnuM OTCyTCTBYeT IoKanbHas ToOuKa
MOHTUPOBaHMSA, TO mount BeaeT cebsi Kak B Cnyyae npesbilleHVs TaMm-ayTa 3anpoca Ha
MOHTUPOBaHME. JTO NO3BOMAET BbINOMHATL MOHTUpoBaHne PC, onucaHHbIX B /etc/fstab B
Npoun3BOJSIbHOM MOPSiAKE B BPEMS 3anycka cuctembl, gaxe ecnu kakue-to NFS-cepeepbl
ellé He OOCTYNHbI

v retry=n — BpemMs (B MMHyTax), Yepe3 koTopoe mount NpeanpvHMMaeT NOBTOPHLIE MOMbITKA
MoHTUpoBaHusa PC. Mo ymonyanuio — 2 ans pexuma fg n 10000 gnsa pexuma bg

v’ sec=mode — onpegenset meton 6e3onacHoctv RPCGSS, KoTopbii ucnonb3yetcs Ans
aoctyna Kk ¢annam Ha gaHHon ®C. Ecnu onums He ykasaHa WM Sec=sys, TO KIIMEHT
ncnonedyet AUTH_SYS. [ocTynHble 3HavyeHus napameTpa: none, sys, krb5, krb5i, krb5p,
lkey, Ikeyi, lkeyp, spkm, spkmi, spkmp

v' sharecache / nosharecache — onpegensieT, kak pas3gensaloTCa Kel [OaHHbIX U KeLw
atpmbyToB KnMeHTa, korga ogHa akcnoptupyemad OC MOHTUPYETCH HECKONbKO pa3
OOHOBpPEMEHHO. cnonb3oBaHMe oOLWero Kewa yMeHbLIAeT 3aTpTaTthl NaMATU Ha KITMEHTe
M NpepocTaBnseT OAMHAKOBOE COAepXnMoe harvna, korga AoCcTyn K HeMy NPOM3BOANUTCA C
pasHbIX TOMEK MOHTUPOBaHUA. Ecnu onums He ykasaHa unu ykasaHa onuus sharecache, To
nucnonb3yetca oOWMN Kew Ana  BCEM TOYEK MOHTMPOBAHUSA, coAexalux OOHY
akcrnoptupyemyto ®C. HaumHas ¢ sagpa 2.6.18 nonutuka nosharecache obbsaBneHa
yCTapeBLUEN, TaK Kak MpuM Hanuumm HECKOMbKUX Kellen BO3MOXHO MOSABIEHME pasHbIX
Konui ogHoro ¢hanna Ha 04HOM KIMEHTE.

PaccmoTpum onuumn MOHTMPOBaHWS, OCTYNHble Tonbko Ans NSFv3 n paHee:

v' proto=netid — TpaHCNOPTHbIN NPOTOKOJ, KOTOPbINA UCMONb3YEeTCHA KMUTEHTOM AN nepeaayn
3anpocoB cepsepy. MoxeT nmeTb 3HadyeHue udp unu tcp. Ecnu onuma He onpegerneHa, 1o
mount onpegensaeT, Kakve MpOTOKMbl MOAAEPKMBAKOTCHA, WM MCMOMb3yeT MOAXOASLNIA
TpaHCNopT ANd KaXaoro cepsuca



HIMM «YuTex-Mpocu» — Ynpasnenue Arch Linux 2011

ANRNEN

AN

udp — T0 Xe, 4TO 1 proto=udp

tcp — TO ke, 4To U proto=tcp

port=n — Homep nopTta NFS-cepBepa. Ecnn Ha ykasaHHOM nopTy cnyxba NFS He
obGHapyxeHa, TO 3anpoC Ha MOHTUpPOBaHWE 3aBepllaeTca Heygaden. Ecnmn onuma He
ykasaHa unu napametp paseH 0, TO KIMEHT MCronb3yeT HoMep nopTa, NpeanofXeHHbIV
cnyx6on rpcbind cepepa. 3anpoc Ha MOHTMPOBaHME OKaHYMBAETCS Heyaadewn, ecnu Ha
cepBepe HepoctyneH rpcbind, He 3apeructpupoBaHa cnyx6a NFS wnu HegocTynHa
cnyx6a NFS Ha nopTy, ykazaHHOM rpcbind

mountport=n — HOMep nopTa cepBepa, Ha KOTOpPOM Haxoautca mountd. Ecnu Ha
ykasaHHOM nopTy mountd He oOHapyXeH, TO 3anpoc Ha MOHTUPOBaHWE 3aBepLUaeTCs
Heyaaden. Ecnu onumsa He ykasaHa nnu napameTp paseH 0, TO KIMeHT UCnorb3yeT HoMep
nopta, MpeanomXeHHbln cnyxbon rpcbind cepeepa. 3anpoc Ha MOHTMpOBaHWE
OKaH4YMBaeTCA Heydayen, ecnu Ha cepeepe HedocTyrneH rpcbind, He 3aperncTpupoBaH
mountd nnn HegocTyneH mountd Ha NoOpTy, ykazaHHOM rpcbind. 3Ta onuma MoxeT ObiTb
ncnonb3oBaHa npy MoHrTMpoBaHum NFS yepe3 mexceTeBon 3KpaH, Ha KOTOPOM 3akpbIT
npoTokon rpcbind

mountproto=netid — TpPaHCNOPTHLIN MPOTOKOM, KOTOPbIN OyaeT ucnonb3oBaTbCs ANA
nepega4ym sanpocos mount u unmount. MoxeT umeTb 3HadeHune tcp nnu udp. MNonesHo npu
BbINOSIHEHMM MOHTMPOBAHWS Yepe3 MEeXCETEBOW 3KpaH, Ha KOTOPOM 3abnokvpoBaH OAUH
13 npoTokonos. Ecnn ncnonbayetcs BMecTe ¢ onuuen proto, To Ans nepegaym 3anpocos
mount 1 Ana nepegadn LaHHbIX MOryT ObiTb WMCMNONb30BaHbl pPa3Hble TPaHCMOPTHbIE
npoTtokonbl. Ecnn yganéHHein cepeep mountd He nogaepxMBaeT BblIOpaHHbIA MPOTOKOST, TO
3anpoc mount okaHYMBaeTCA Heygayen

mounthost=name — wums cepBepa, Ha KOTOpOM 3anyweH mountd. Ecnu onuua He
onpegeneHa, To mount nonaraet, 4To mountd 3anyLeH Ha TOM Xe cepBepe, 4To u nfsd
mountvers=n — Bepcusi npotokona RPC, ncnonb3yemas gnsi B3anmogencTens ¢ mountd.
Ecnn onuua He onpeferneHa, TO KIMEHT UCMNONb3yeT BEPCUIO, COOTBETCTBYIOLLYIO BEPCUU
NFS. MNonesHo, korag Ha cepBepe 3anyLeHo Heckonbko NFS-cepBepoB

namlen=n — MakcMmanbHas AnvHa CTPOKM MyTUM MOHTUpoBaHusA. Ecnn onuusa He
onpegeneHa, To NPOU3BOAMTCSA COrnacoBaHne ¢ cepBepoM. B GonblUMHCTBE cnyyaeB aTa
AfMHa paBHa 255 cMmBonoBs

nfsvers=n — Bepcusa npotokona NFS, ncnonb3yemas ans B3aMMOOEWCTBUSA C CEPBEPOM.
Linux-knneHT nopaepxuBaeT Bepcumn 2 n 3. Ecnn cepBep He NoaaepXvmBaeT BblOpaHHYHO
BEPCUID, TO 3anpoC Ha MOHTMpPOBaHME 3akaHuMBaeTca Heydaden. [lo ymonyaHuio
ncnonbayeTtcsa Bepcud 3, a Npy HEQOCTYNMHOCTU — Bepcus 2

vers=n — cMHOHUM nfsvers

lock / nolock — onpegenseT, Hago nu ucnonb3osaTtb Npotokon NLM ansa ocywiecteneHuns
6nokmpoBok. o ymonuaHuio ncnonb3yertcs onums lock. Ecnu ncnonesyetcsa onums nolock,
TO nporpaMmbl BCE paBHO MOrYT BbINOMHATL OMOKMPOBKW, OAHAKO OHM  OByayT
AENCTBUTENbHLI TOMbKO ANA OAHOro knuenTa. [lpy  MOHTMpoOBaHWMM /var [OOSbKHa
ncnonb3oBaTtbCa onums nolock, Tak kak dannel, cogep)awmecs B /var, MCNOMb3yHTCs
peanm3aumern NLM B linux. Takke onums nolock Heobxoamma, ecnu cepBep He
nogaepxmsaet NLM

intr / nointr — onpegenseT, MOXHO N NOChLINAaTbh CUrHanbl AN npepbiBaHna ¢annoBbiX
onepauui. [lo ymonyaHuioo curHanbl WrHopupytTca. Kcnonb3oBaHue onuun intr
npeanoYTUTENbHEE UCMONb30BaHMA onuun soft, Tak Kak MeHee BEpPOATHO NPMBOAMT K
NoBpPEXOEHUI0 AaHHbIX

cto / nocto — onpegenseT, UCNONbL3oBaTh NN CEMaHTUKY KOrepeHTHOCTU Kewa close-to-
open. Mo ymonyaHuo ncnonedyetcsa cto. Npu ykasaHum onumm nocto KNMEHT Ucnonb3yeT
HeCTaHA4apTHYI0 3BPUCTUKY ONs onpedeneHus, kakve dannbl 6binn mameHeHbsl. Onums
NOCtO MOXET YBENUUUTb MPOM3BOLAMTENBHOCTb, HO OOSKHA UCMONb30BaThbCA Torga, Korga
AaHHblE MEHSIIOTCS peako

acl / noacl — onpegenset, Hago nu ucnonb3oBaTb npotokonn NFSACL. NFSACL —
nponpueTapHbI NPOTOKOM, peanu3oBaHHbIi B Sun Solaris, KOTopbIN ynpasnseT cnuckamm
poctyna. He saBngetcsa 4actbto ctaHgapta NFS. Ecnm onuua He onpegeneHa, TO
NpoMCXoOAWT  COrfiacoBaHWe  Mexay KnMeHToM W cepBepoMm. Ecnm npoTtokon
nogaepXxnBaeTcs CepBepoOM, TO OH UCNONb3YyeTCsH
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v" rdirplus / nordirplus — onpegensieT, Hago nNu mcnonb3oBaTtb 3anpocbl READDIRPLUS,
nosemewmnecsa B 3 sepcun NFS. Ecnn onums He onpefeneHa, TO 3anpochl MCNOMb3YHTCS
AN YTeHUsa manbix KatanoroB. HekoTopble npunoxeHust paboTatoT GbiCTpee, ecnu Takue
3anpockbl HE UCMONb3YIOTCS.
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6. CepBep XypHanoB syslog-ng

CepBep syslog-ng — aTo cepBep, Ha KOTOPbIA OTMNPABMSATCS XypHarbl CO BCEX YCTPOUCTB B
ceTu, NogaepxmBaroLwmnx npotokon syslog. Takoe pelueHne No3BonsieT MMEeTb BCe XKypHarbl B
MCXOQHOM BMAE, f[aXe B Cllyyae B3NomMa YCTPOWCTBA, KOTOpPOE WCMONb3yeT cepBep
)XYpHanNuMpoBaHUsi, U ero MosfioMKK (Hanpumep, Bbixoga U3 CTPOS XXecTKoro aucka). Kpome
TOro, CHUMAETCS Harpy3ska Ha >XeCTKUA OUCK KIUEHTCKOW CUCTEMBbI.

OcHOBHOE NOHATWME cepBepa XypHanoB — 370 noTok (Facility) — aTo knacc cobbITui, KOTOpble
3anncbIBalOTCA B OAWH OMpefenéHHbIN NYHKT HasHayeHus (Hanpumep, dann). CywecTByloT
npegonpegenéxHHblie NoTokn (Hanpumep, mail — NnoTok Anst cobbITMIA NOYTOBBLIX CEpBEPOB, auth
— Ona cobbITU aBTOpM3aLMKM) U MOTOKW, KOTOpble MONb3oBaTeNb MOXET UCMOoMb3oBaTb MO
cBoeMy ycmoTpeHuio (localO-local7).

B Arch Linux nmo ymonyaHuio umcnonb3yetcss AeMOH Syslog-ng, KOHUrypaumoHHbIA doann
KOTOPOro pacnonoxeH no agpecy «/etc/syslog-ng.conf». O6paTute BHUMaAHWE: HACTPOWMKM MO
YMOMYaHUIO AOCTaTOYHO XOPOLUM, HO AEeMOH He HacTpoeH Ha paboTy B KayecTBe CETeBOro
cepsepa! PaccmoTpum npumep KOHUrypaumoHHoro anna cepBepa XypHanupoBaHUS.
KupHbiM KypcnBoM OyayT BblOeneHbl CTPOKW, YXKe MPUCYTCTBYKOLWME B KOH(UrypauMoOHHOM
danne no ymonyaHuio.

# Hauajo cekKuuM MUCTOUHUKOB COOHBITUNA

source src |

# [pwuém COBHITUI M3 YyCTPOMCTEA
unix-stream("/dev/log") ;

# TpuéM BHYTPEHHUX COOBITUNA
internal (),

# Mpuém colrITUM M3 daria
file("/proc/kmsg") ;

# Ipuém cobuTuii uepes UDP-cokeT — HeOOXOOMM OJig IPpMéMa COOLBITUM U3 CeTU
udp () ;

b7

# Cexums onmMcaHMs OPUEMHMKOB XYyPHAJIOB

destination authlog { file("/var/log/auth.log"); };
destination syslog { file("/var/log/syslog.log"); };
destination cron { file("/var/log/crond.log"); },

# CosmanmmMm HOBHM NPMEMHMK XYyPHaJIoB C MMeHeM "des", koTopeM OymeT BeCTU
# manmce B dann /var/log/des-3838.1log
destination des { file("/var/log/des-3828.1log"); };

# Cexkumsa onmMcaHusa OGOUIILTPOB

filter £ auth { facility(auth); };

filter f authpriv { facility(auth, authpriv); };
filter £ syslog { program(syslog-ng), };

# Cospmamum HOBEN QmibTp Cc mMeHeMm f des, BHOesnsomMii COOHTMS OT IIOTOKA
# localO
filter £ des { facility(localO); };

# Cexums CBS3KM MCTOUHMKA, OUIbTpa M NPUEMHMKA

log { source(src); filter(f acpid); destination(acpid),; flags(final);,
}:

log { source(src); filter(f authpriv), destination(authlog), };

log { source(src); filter(f _syslog); destination(syslog); };

# CosmamuMm HOBYK CBA3KY — MCTOUHMK src, ¢uueTp f des u npuémHux des
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‘log { source(src); filter(f des); destination(des); };

CoxpaHuTe haiin 1 nepesanycTute 4eMOH Syslog-ng, BbINOMHUB KOMaHAy
/etc/rc.d/syslog-ng restart

ﬂpOBepre OTBET KOMaHAbI

netstat -lnup

Bbl JOMmMKHBI YBUAETL EMOH Syslog-ng, oXungawwmnn coegmHeHnst Ha 518 nopTy No NpoTokony
udp.
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Cepeepa npusnoxeHuu

7. Beb-cepBep Apache

Apache httpd — ctaHgapT ge-akto Ha pbiHke Be6-cepBepoB. B HacTosLLee BpeMs 3TOT cepBep
ABNSAETCH, noXanyn, Haumbonee yHKUMOHanNbHbIM. CyllecTBYlOT Takke Oonee nérkve wu
MoAynbHble aHanorn (Hanpumep, lighttpd 1 nginx), koTopble B OCHOBHOM MPUMMEHSIOTCA Ha
HECNOXHbIX caWTax WM B KadecTBe kewwmpyrowero Beb-cepBepa nepeq httpd (obpaboTka
CTaTU4eCKMX CTpaHUL, MNpPOMCXOOUT HaMHOro ObICTpee W MeHbLle HarpyxaeT cuctemy).
MpeumywiectBo httpd 3aknoyaetTca B Hanuumm MNOCTaBndeMblX C CEPBEPOM Moaynen ans
06paboTkM CcTpaHuy Ha mHTepnpeTupyembix sa3blkax (php, perl, python, npoune CGI). Kak
cneacTteue, OTCyTCTBYET HeobxoaumocTb HacTporkn FastCGl n npounx CGl-npokcu

B Arch Linux HacTpownku httpd xpaHatca B katanore /etc/httpd. Katanor umeet cneaytoLlyto

CTPYKTYpY:

1. ./build — cumBonMYyeckas ccbifika Ha katanor ¢ dannamu, HeobxoanMbIMKU ONsi COOPKM

BHELLHEero guHamu4yecku sarpyxaemoro moayns (DSO).

Jconf — cogepxuT hannbl HACTPOWKKN cepBepa.

Jconf/extra — cogepXXUT JONOMHUTENbHbIE HACTPOKKU, NOAKMOYaEMble N3 OCHOBHOMO dhanna

HaCTpOeK.

4. ./logs — ccbifika Ha kaTanor ¢ XXypHanamm cepeepa (/var/log/httpd).

5. ./modules — cchinika Ha KaTanor, CoaepXxaLlnin UMerLnecs 3arpyxaemble MOAYIN.

6. ./run — ccbifika Ha Katanor, B KOTOPOM CEpBEP XPaHUT BpeMeHHble dawrbl, Heobxoanmble
Ans paboTbl.

OcHoBHbIe HacTpowikn cogepxatcs B danne /etc/httpd/conf/httpd.conf.

wn

YnpaBneHue cepBepom
3anyck cepsepa:

# /etc/rc.d/httpd start
OcTaHoB cepBepa:

# /etc/rc.d/httpd stop
Mepesanyck cepBepa:

# /etc/rc.d/httpd restart

MepeunTbiBaHME KOHGUIypaumoHHoro arina (6e3 octaHoBKM cepBepa):
# /etc/rc.d/httpd reload

Ho6asneHne nognepxkn PHP
Ona pobaesneHne nogaepxkm PHP-ckpunToB HEO6XOAMMO BbINOMHUTL CreayoLme AenCTBUS:
1. [o6GasbTe B cpann conf/httpd.conf cnegyrowine crpoku:
v/ B pasgen onucaHus Moaynem:
LoadModule php5 module modules/libphp5.so
v' B KoHel channa:
Include conf/extra/php5 module.conf
2. [lepesanycTtute cepaep.
Bbibpatb Heobxoanmble moaynu PHP moxHO B koHLe danna /etc/php/php.ini.
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Ho6aBneHne noanepxkm SSL

[na nobaesneHve nogaepkku npotokona SSL Heo6xoanmo BbINOMHUTE cnegyolme 4encTBus:
1. B dpanne conf/httpd.conf packoMMeEHTUpPyYITE CTPOKY:

Include conf/extra/httpd-ssl.conf
2. Otpepaktupymnte ¢ann conf/extra/httpd-ssl.conf.
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8. FTP-cepBep ProFTPD

KoHcpurypaumoHHbIv dhann cepBepa pacnonaraetcs no agpecy /etc/proftpd.conf. >KypHan
ayTteHTudmkaumm Begétca B doann /var/log/auth.log. Ecnu Bbl 3axoguTe Ha cepBep OT UMEHMU
nonb3osarens ftp, obpatute BHMMaHue, 4Tobbl 3TOT NONb30BaTENb MMEN AEUCTBUTENBHYIO
06onouky (Hanpumep, /bin/bash). [Ina 3anycka cepsepa MCnonb3yeTca KoMaHaa:

$ /etc/rc.d/proftpd start

Ecnn Bbl xoTuTe ykasaTb, YTO CepBep LO/MKEH CTapToBaTb C OnNpenen€HHbIMU Kr4Yamu,
yKaxute aTu kntoum B charne /etc/conf.d/proftpd. Mpumep HacTponku cepaepa:

# UMma cepeepa

ServerName "ProFTPD Default Installation”

# Twun cepeepa

ServerType standalone

# SABngeTcsa JM CcepBepoM IO yMoJiyauuo. IJid BapuaHTa, KOTIa CcepBep He
# eIVHCTBEHHHM

DefaultServer on

# TlopT, Ha KOTOPOM cepBep OyIeT OXMIOATh COeOuHeHNe
Port 21

# IlpaBa, C KOTOpPBEIMM OYyIOyT CO3maBaThbCcd Galiabl ¥ KaTajoTu. UTOOB MOJIYUUTH
# oddexTMBHEHE NpaBa B dopmMare Unix, OTHMMMTE OT 777 3HAUEHME 3TOTO

# mapamerpa

Umask 022

# MaxkcuMaJIbHOE KOJIMUeCTBO OIOHOBPEMEHHEIX COGHMHeHMﬂ
MaxInstances 30

# [omp30BaTelNb M I'pylla, C IpaBaMy KOTOPOM OyIeT 3allylleH CepBep
User nobody
Group nobody

# DTy CTPOKY MOXHO PAaCKOMMEHTMPOBATB, €CJIM €CThb HeOOXOIMMOCTHL B

# OoTrpaHMUEHMM [IpaB I[OJIb30BATEJIA Ha NPOCMOTP CTPYKTYPH KAaTaJIOTOB. Boile
# yKas3aHHOTO KaTajiora IMOJb30BaTesb MNOOHATHECH HE CMOXET

#DefaultRoot ~

# PaspemaeT mnepesanmch GamioB
AllowOverwrite on

# Bamper mcnosab30BaHus SITE CHMOD
<Limit SITE CHMOD>

DenyAll
</Limit>

# Basomasd HaCTpOﬁKa AHOHMMHOTI'O IIOJIB30BATEJIA B PEXVMME «TOJIBKO UTEHNVE»
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<Anonymous ~ftp>

# VMg nosib30BaTess M Tpylna, OpaBaMy KOTOPOM objadaeT aHOHUMHLIL
# mosb30BATEND

User ftp

Group ftp

# [ceBOOHMMHE IJIS MMEHM anonymous
UserAlias anonymous ftp

# MakcuMaJibHOE KOJMUECTBO OINHOBPEMEHHBIX COeOMHEHMM OT aHOHUMHOTO
# noJsgbsoBaTesda
MaxClients 10

# Coofmenue, nokasLHBaeMOe IIPM BXOIE Ha CepBep
DisplayLogin welcome.msg

# CooOmeHue, mnoka3LHBaeMOe IIPM CMEHe Karajora
DisplayChdir .message

# B3anpeTuTb Banuch
<Limit WRITE>
DenyAll
</Limit>
</Anonymous>
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9. Cnyx6a Samba

Samba — peanunsauma npotokona SMB (Server Message Block), ucnonssyemoro 8 Windows B
OCHOBHOM pgnsi obecneveHuss obuwiero goctyna K Katanoram (CyllecTBYWT MW gpyrue
npumeHeHus). Takke Samba MOXeT BbICTynaTb B Ka4eCTBe 3aMeHbl cepBepy katanoros Active
Directory (HepocTaTtok — co3gaHuMe W pefakTMpoBaHWE TPynnoBbIX MOMUTUK peann3oBaHo
Tonbko B Samba 4, cTtabunbHOM BepcuMM KOTOpoW noka HeT). Tawke Samba npegocTtaenser
BOMOXHOCTb ayTeHTudukaumm linux-nonb3oBatenen B Active Directory nocpegcrsom Winbind
(MOXXHO NpoBOAMTL ayTeHTUdUKaumo 1 Yepes pam_ldap) n aenaetca WINS-cepsepom.

HacTtponka Samba ocyuwiectenserca yepes daun /etc/samba/smb.conf. Samba paGoTtaeT co
CBOMM XpaHunuuem nonb3oBatenen (tdbsam, moxet Takke pabotatb m ¢ LDAP). YTtoGbl
pob6aeuTb nonb3oBaTensa B 6a3y Samba, BbINONHUTE KOMaHAY:

# smbpasswd -a username

[nsi cMeHblI napon4d BbINOJTHUTE Ty XK€ KOMaHA4y, HO Oe3 kntova —a.

PaccmoTpm  npumep  HacTpowkm  obuwepocTtynHoro  chavnosoro cepsepa. dopmar
KOHdurypaumoHHoro canna sasnsaetcs INI-nogoGHbIM.

# Cexums, orTBedanmas 3a OaB0BHE HACTPOMKM

[global]

# Pabouas Tpymnna, K KOTOPOM MNPUHAIJEXUT CEepBEp

workgroup = workgroup

# NetBIOS-umMmsa cepsepa

netbios name = fileserver

# NetBIOS-rnceBIOHMM

netbios aliases = garbage

# KomMmeHTapuii, oToOpaxaeMblll B «CETEBOM OKPYXEHMUM». $V BaMEHSeTCs Ha
# Bepcuw Samba

server string = Samba Server 3v

# PacrnoJjioxeHMe XypHala. $m 3aMeHseTcs Ha azmpec kameHTa (IP wmiamu, ecnu
# mocrymnen NetBIOS)

log file = /var/log/samba/log.%m

# MaxkcuMaJIbLHEIM pas3Mep XypHala

max log size = 500

# BrimoueHre WINS-cepeepa

wins support = yes

# Iybaukaumsa OOCTYIIHEIX KAaTaJIOTOB Ha JIOKaJlbHOM Opayszepe

browse list = yes

# Samba OGymeT BHCTaBJIATL CBOK KAHOMIATYPY Ha BHOOpPaxX JIOKAJBHOTO
# Opayszepa

local master = yes

# [penjaraTb cepBep KakK IPeNlIOoYTUTEJIbLHEM JIOKaJIbHBI Opaysep
preferred master = yes

# «YpoBeHBb» OINEPALMOHHO CMCTEMEH. BiMAeT Ha pe3yjbTaT BHOOPOB. 3TO
# sHaueHue
# rapaHTMpyeT nobGeny Hazn NT-cepBepaMu

os level = 33
# Momesnnr 6e30MacHOCTUM — OOMENOCTYIIHBIM pas3mOesideMbli pecypc
security = share
# OTKJIOUEeHME PEeTUCTPO3aBUCUMOCTHY MMEH GanioB

case sensitive = no
# CoxpaHaTb mMHOOPMALMIO O PETUCTPE UMMEHU

preserve case = yes

# O6umt pecypc c mMmeHeM share
[share]
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# KoMmmMmeHTapuii, oToDBpaxaeMEll B «CETEBOM OKPYXEHUM>
comment = shared data

# KaTajor, COOTBETCTBYWOUMM HaHHOMY PeCcypcCy
path = /home/share

# MaxcuMaJIbHEIM pasMep Karajiora B Merabamrax
max disk size = 20000

# PaspeuwnTb nyOaMKalMO Ha JIOKAJIBHOM Opaysepe
browseable = yes

# PaszpemmTh 3amnucb B 3TOT KaTAaJOT

writeable = yes

# PaspeumTs OYDOJIMUHEI T'OCTEBOM HOOCTYII

guest ok = yes

public = yes

MoXHO Takke 3agaBaTb OrpaHWYeHnsa no nonb3oBaTenam. [ns atoro mogens 6e3onacHoCcTh
HeobXxoaAnMMO M3MEHUTb Ha user. 3a pacnpegeneHne npae OTBEYAKT Crieayolne QNpeKTMBbI B
onucaHun obLero pecypca:

1. read users — cnMcoK norb3oBaTenen, KOTOpbiIM paspelleHo 4TeHune. Pasgenutens —

3anaTas.

2. write users — CMMCOK nonb3oBaTernen, KOTopbiM paspelleHa 3anuck. PasgenvTens —
3ansaTas.

3. admin users — cnMcok nomnb3oBaTtenen, umerLwmnx abconoTHble npasa. PaspenuTtens —
3anaTas.

YT100bI 3anyCTuTb cepBep Samba, BbInonHuTe KOMaHAay:

# /etc/rc.d/samba start

MpocmoTp 0OLWMX pecypcoB MOXET BbIMOMHATLCS C nNomolbio 6Gpaysepa Konqueror
(smb://192.168.0.1) wnn KOHCOMbHbLIM  KnMeHTOM smbclient (smbclient -U username
//192.168.0.1/share). Takke cywecTByloT rpacdunyeckme nporpammel Smb4k n pyneighborhood
ana npocmoTtpa obwmx pecypcoB. dannoBble cuctembl cifs n smbnetfs nossonsioT
MOHTUpPOBaTbL 06LLME pecypchl K NIoKarnbHON hannoBon cucteme.



smb://192.168.0.1/
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10. SMTP-cepBep Postfix

Postfix — ato SMTP-cepBep, coveTatowmii B cebe MOLHOCTb, (PYHKLMOHANBHOCTb, TMOKOCTb U
npocToTy HacTponkn. 3anyck Postfix ons obcnyxueaHna ogHoro gomeHa 3aHumMaeT 5-10 MUHyT
(6es  HacTporkum  dunbTpauum). Hactponkm  Postfix  oGecneuymBaloT  OOCTaTOYHYHO
NPOM3BOANTENBHOCTb U CTeneHb Ge3onacHoCcTM Ans cepBepa Hebomnblon opraHu3auum (no
KpaHen mepe, 9TOT cepBep He npeBpaTtuTcs B nybGnuyHbin). Postfix aBnsietca moaynbHbIM
CepBEPOM (M YMCIO YacTeN, HA KOTOPLIE OH Pa3buT, LOCTATOYHO BENMKO).

PaccmoTtpum npumep HacTporiku Postfix ana o6cnyxmeaHus gomeHa example.com
OcHoBHOM (M E€OWHCTBEHHbIN, WHTEPECHbIn  HaM)  KOHQUIrypauumoHHblh  hann -
[etc/postfix/main.cf.

# Karajor, B KOTOpOoM OyIyT COIEpPXaThbCs ouepenm CcooOmeHUM
queue_directory = /var/spool/postfix

# IyThb MO yMOJIUAHMIO IJIS KOMAaHI BUma post*
command _directory = /usr/sbin

# KaTajor, coIepxammi BCeX IEMOHOB, cocTaBagwomyx Postfix. BiamesblieM
# kaTasora OOJIXeH OBTH I[10JIb30BATEJIb root
daemon directory = /usr/lib/postfix

# Karajor, B KOTOPOM XpaHATCs IaHHele Postfix (kemm, ciydanhbele umcia u
# T.10.). BriamesblieM KaTajiora IOJKeH OHBTH [I0JIb30BATEJb, yKa3aHHHM B
# napamerpe mail owner

data directory = /var/lib/postfix

# YkaswBaeT MOJIb30BaTeJIS—-BJaleliblia MOUTOBLEIX ouepenelr ¥ OOJILIMHCTBA
# meMoOHOB, cocTaBiagoummx Postfix. Hesp34 yKa3bBATL YXE MUCIIOJbL3YEeMYR
# KeM-TO YUETHYI 3alMCh

mail owner = postfix

# Onpenenger uMs cepeepa
myhostname = example.com

OnpepernaeT IOOMEHHYI YacTb IIOUTOBOrIO ampeca otTnpaemTesia JIOKAJIBEHEX
cooBmeHurt. Tak, nodra, JIOKAJbHO OTIPaBJIEHHASd OT MMEHU I[10JIb30BaTelld
user, OynmeT comepxaThb MMS OTIpaBuTessa user@Smyhostname
(userlexample.com). Bce 3HadeHMA NapaMeTpPOB, HadYMHaKLMeCH C CHMMBOJIA
$, BJANTCS MaKpoCaMM ¥ 3aMeHSAKTCsa Opu 3anycke Postfix Ha 3HaueHUs
OHHOMMéHHHX ImapaMeTpPoB

myorigin = $myhostname

#
#
#
#
#
#

# OXMHaTb COeIIMHeHMMA Ha BCeX IOCTYIIHBEIX CeTeBBIX anpecax
inet interfaces = all

# UVmeHa IJOMEHOB, IIJIA4 KOTOPEIX HaIOO IIPMHMMATB IIOUTY
mydestination = $myhostname, localhost.$mydomain, localhost

# OnpenenHeT JIOKAJIbHEIX HOquaTeHeﬁ IIOYTEI

# B maHHOM CJlydae MCIIOJIb3yeTCs CucTeMHas 0asa IoJib3oBaTeiell

# (/etc/passwd) m Gasza NCeBIOHMMOB, 3alaHHasd napaMeTpoM alias maps
local recipient maps = unix:passwd.byname $alias maps

# Kom, c xoTOopbM OyIeT OTKJIOHATHLCS [IOUTa OJIS HEeM3BECTHOTO I[0JIydaTelid
unknown_local recipient reject code = 550
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# Ompenesnsger ceTu, IOUTa M3 KOTOPHX OyOEeT OTNPaBIATHCS 0e3 NPOXOXISHUS
# aBTOpMBauUMM. BO3MOXHH CJlemylle BapWaHTH :

# host — TosbpkO C 3TOTO %e xocTa

# subnet — m3 nomceTu, KOTOPOM MNPMUHANJIEXUT NAHHEIM XOCT

# class — m3 ceTel, OTHOCAWMXCS K TOMYy Xe KJlacCy, 4YTO M CeTb, B

#

KOTOPYI BXOIOUT ,HaHHbH;l[ XOoCT
mynetworks style = host

# OmpenernseT nyTb 0o Oaszbl ICEBIOHUMOB
alias maps = hash:/etc/postfix/my tables/aliases

OnpegnengeT nyTh no0 0asH NICEBIOHMMOB, CO3IaHHOM KOMaHIOM newaliases.
[Ipy m3MeHeHMM OGanya NICEeBIOHMMOB HEODOXOIOMMO BHIIOJIHUTH KOMaHIY
newaliases u 3acTaBuTh Postfix mepeumTaTb HacTpoMkM. HeobxomumMm, Tak
KakKk HeofA3aTeslbHO BCe 0asH U3 napamMeTpa alias maps HaxomATCA NOOI
KOHTpoJsieM Postfix

alias database = $alias_maps

HH H H H H

# OmpenesiseT CTPOKY, BHIABaeMyl CepBepoM B Hauajie SMTP-mmajora
smtpd banner = $myhostname ESMTP $mail name

# IIyTb o xkoMmaHnel sendmail ms3 cocTama Postfix
sendmail path = /usr/sbin/sendmail

# IIyTe mo koMaHIE newaliases m3 cocraBa Postfix
newaliases path = /usr/bin/newaliases

# OyTe mo xoMmaHIe mailg m3 cocTaBa Postfix
mailq path = /usr/bin/mailq

3anyctnte no4vtoBbIA CepBEpP, BLIMNOMHMB KOMaHAy /etc/rc.d/postfix start. YTOOBI
3actaButb Postfix nepeuntatb HACTPOMKKW, BbLINOMHUTE KOMaHAy /etc/rc.d/postfix
reload.
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11. POP/IMAP-cepBep Dovecot

Dovecot siBnsieTcs nponssoguTenbHbiM 1 rubkum POP/IMAP-cepBepomM. MoxeT paboTaTb C
pasnuyHbiMK 6asamu nonb3oBaTenen, nogaepxunsaet SSL n TLS.

KoHcpurypaumoHHbiv cann Dovecot pasbuT Ha HECKONbKO: OCHOBHAsi YaCTb HAaXoaUTCA B
danne /etc/dovecot/dovecot.conf, a npoyme HacTpoKikK No rpynnamM cogepxaTtca B kaTanore
/etc/dovecot/conf.d, npudém ncnonb3yoTcsa TONbKO annbl ¢ pacumpeHnem «.confy». BaxkHo
NMOHMMaTb, YTO BCE HACTPOWNKM, BKNtOYaeMble 13 Apyrnx annos, MoryT 6biTb 3anmcaHbl 1 B
oAuvH dann.

PaccmoTpum npumep darna /etc/dovecot/dovecot.conf:

# IpoToxossl, C KOTOPHMHM CepBep 6yper paboTars

# LMTP (Local Mail Transfer Protocol) — HOpOTOKOJ JIOKAJNBHOM [OCTaBKH
IIOYTEI
# (HanpuMmep, Mexny SMTP-cepBepoOM ¥ CEPEEPOM, O6CAYyXMBAIIUMM IIOYTOBEHIE
AWK,

# manpumep, Dovecot
protocols = imap pop3 lmtp

# Anpeca, Ha koTOpHx 6ymer pab6orare Dovecot
# DyneMenTEI cnucka paspendAlnTCA BansITHMA

# * - Bce agpeca Ipv4

# :: - Bce ampeca IPvé6

listen = *, ::

# IlpuBeTcTBME, BEOABaeMoe KJIUEHTY
login greeting = Dovecot ready

Ha 5ToOM OCHOBHEIE Haca:'poﬁxm BakoHYeHs!. Jlanee paccMMoTpM BAaXHEIE
HaC’I’pOIZKM nB8 LOOIIOJHHUTEJIBHOI'O Hae'opa.

10-auth.conf — HacTpoMkM Opolecca ayTeHTHUuuKauuu

# YopaBneume @pyHKLHMeNd ayTeHTuPHkaALuu OpsIMEIM TekcToM (plaintext)

# BHaueHMe yes mMaM no paspemwaeT MM BanpeujaeT TAKYylw ayTeHTUOUKALHMO
# npm ycnoBmm HemcrnosneB0BaHuA SSL COOTBEeTCTBEHHO

disable plaintext auth = no

# PaspewéHHEle MeXaHWUBMEl AyTEeHTHUOUKALIUNA
# YumrnBauTe kmiow disable plain auth
auth mechanisms = plain

# BrxuoueHne vacTu (painna, comjepxamero CBefeHusI o 6ase

# m3 koTopoit 6epyTcss yuéTHEe QAaHHEE [IOJb3OBaTesNewn

# Cameni mpocToiyt npuMep Takoy 6asr — 6asa, dopmMupyeMmas cucTemosr PAM.
!include auth-system.conf.ext

auth-system. conf.ext
# Onpepenenme 6a3Brl y4YETHEIX NAHHEIX IOJBBOBAaTeJEN, INoJydaeMoi u3 PAM
# Uepesn 5Ty 6a3y MNPOUCXONUT AYTEHTHOUKALHUSI KIUEHTOR
# Hacrposiku PAM xpaHsrcs B ¢anune /etc/pam.d/dovecot
passdb {
driver = pam

}

# Onpepenenme 6assl MHPoOpMaUMM O HOJBBOBATENAX, HOJNydaeMo# wu3 NSS
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# Yepes 5Ty 6a3y NPOUCXOOUT MOUCK [ONOJHUTEJBHEIX CBELEeHUH O
noJse30Barese
# (HanpuMep, poMamHero karaJsora)
userdb {
driver = passwd

}

10-mail.conf — HaACTPOWMKM PAaCHOJIOXEHWS MNOYTOBBIX SIUUKOB

# Pacnonoxenme MNOYTOBOIO SIHUKA IOJBB0BATEJIS

# MoxHO NpPUMMEHSATE clepynuye IepeMeHHEIe

# %u — muMs nomeszoBaTeNsT

# %n — wvacTe uMMeHM noss3oBaTessI BO CcuMBOJA (

# %d — wvacTe uMMeHM nosme3oBaTeJIsI IIOCHEe cuMBoJa (

# %h — goMawmuit xaTasor OJB30BaTEeJIST

# Tpebyercss ykassBaTe ¢popMaT HOYTOBOroO sAumuka — mbox wuau Maildir
mail location = mbox:/var/mail/%u

l0-master.conf — HacTPOMKM OCHOBHOI'O pabouero mnpounecca
# OnpemeneHme cinyx6 ayTeHTHUOuUKALMM LIAST IIOYTOBEIX IIPOTOKOJIOB
# MoxHO MBMeHWTE IIOPT, HA KOTOPOM PAaCIOJaraeTCs Ta WMIM MHas CAyx6a
service imap-login f{
inet listener imap {
port = 143
}

service pop3-login
inet listener pop3 {
port = 110
}

10-ssl.conf — HacTpo¥ku wucCHoJdb3o0BaHusa SSL

# HapaMeTp, oTKIOYAKUNIE HEOOXOQUMOCTE WCIOJNB30BaHMUs SSL

ssl = no

# EcTecTBeHHO, HEO6XOOMMO BaKOMMEHTUPOBATE CTPOKY, yKAasHBaKlye Ha
ceprudnxaTs:

Ha atom 6a3oBas HacTporika npocTteriwero POP/IMAP-cepsepa, ob6cnyxmBaroLero CUCTEMHbIX
nonb3oBaTenen, 3aBeplleHa. Tak kak Bce dannbl koHgurypaumm Dovecot cHabXeHbl
NoApPOBOHLIMM KOMMEHTAPUAMM, HECITOXKHO pacLluMpuTb PYHKLNMOHANbHOCTb CepBepa NoA Balum
HY>XObl.

3anyck cepeepa Npon3BOAMTCA KOMaHIO

# /etc/rc.d/dovecot start.
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12. MouTtoBbiN KNueHT KMail

Ytunuta KMail — cTaHgapTHbI NOYTOBbIM KIMEHT U3 OKpyxeHus paboyero ctona KDE.
MogoepxmBaeT nokanbHble MNO4YTOBblE AWMKM (mbox M Maildir) n nonyyeHne nouyTbl C
yoanéxHbix cepepoB POP3 n IMAP. lMoanepxumeaeT wndgposaHme SSL n TLS. Paccmotpum
nobasneHne NOYTOBOrO AlMKa C yaanéHHoro cepsepa POP.

1. 3anyctute KMail n3 mento «K — Odmc — KMail».

2. Ecnu 6ygeT nokasaHO OKHO MepBOro 3anycka — HaXXMuTe KHOMNKy «OTMeHa».

3. OtkpoeTcd rnaBHOE OKHO (PUCYHOK 4.5).

Bakn Dpases Bz Negedre Mgnes Cpobcunwse Cgpawc  Macrpoies (npases
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KMAE - 50 DO TR Kamow T Smn KDE Ow CONTAN AIW NEMON NIRSIPRIGE MOTTORMN CTANIIDT 08 M TEPRET S, Bemoain ML
SMTP, POR) AR

o EMadl pencranet & oo oTopuE N1 apols -
© Qemausat DRl KME] COMBEST WedcERIIAD ¢ =OuE Sepcas Diail

PR O Sl T O M bR bl
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* Nomess Neasmpes CHACT od rmube IMAP

o Auroncssas patoTs

o ITpeaseen Outveagunien Leve

o Migwsaan s Tiie = yoéTmod W

* BT A et Samcnd IMAP

O OPGR MORAre § QU TR NANES IMAP Ge ) M Py M (SO0 S el
AT TR Y AR YT RS i A Cegaae POP

MMl CAREYeT yrasaTe Scnoenal Npogu & $0T B ne.

L mras e
Dfreled LANoCw AR ACTOL MY ¥ BERSEA NI

Mad SAZIRMCE, ST A SORRASATCN PISOTATA B KMML
Cnacrts

Faar e G V) T e i E M|

PucyHok 4.5.

4. BblbepuTe NyHKT MeHio «HacTtponkm — HacTtpouTb KMail». OTkpoeTcsa criegytoLee OkHO
(pncyHok 4.6).

# Hacrpoiika - KMail FBEEE
fa Ynpasnenwe npodunamMm
WmA npoguna INeKTROHHBIA agpec I DobaBuTe... l
Q Mo yMonuanmio (GcHOBHOR) root == I T I
YU@THEE JanwcK I OepevmMeHoBaTE l
el
BHewHWA Bna
4

=

PenakTop ndcemM

O

Be3onacHocTs

S

MNpoves

Cnpaska Mo yMon4aH o ]| Sarpy3nTe Npopuis... ][ Chpoc H QK ] OrmeHa

PucyHok 4.6.

5. CneBa Bbibepute pasgen «YUY€THble 3annucu» (pPUCyHok 4.7).
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! Hacrpodxa - KMall N

HacTponka oTnpaBkHi W NoAyYeHWa coobuennn

s

Npodbunm Mogyetue 1 OTnpaska |
> BxogAwwe (nobaesTe No KpaRHER MEPE OAHY 3aNWCk):
-t -
YYETHRIE ZANMCH Hma |Tl'l1 Nanka | l DobasuTe...

/)
PepakTop nMceMm

&

(] NpoBepATs NOYTY NP 3aNyCke
BeIONACHOCTE

~YBEAOMNEHWE O NPUXOAE NOYTHI-

Q [ | 3ayw

fpouas ¥ MNonpobhoe yeeAoMNEHNE O NPUXOLE NOYTE
| Adpyrue geRcTens '
l Cnpaeka || Mo yMonuaHuio l 3arpy3WTe Npodas. .. ] l Chpoc ] | oK | | ormeua

PucyHok 4.7.

6. HaxmuTe kHONKy «[Jo6aBuTb».
7. Bbibepute TMn noytoBoro Awmka POP3 (pucyHok 4.8).

# NobaeuThb NouyToBbIW AW |7 O X
~TWN NOYTOBOro ALLMKE
() NoKanbHBIA NOYTOELIA AWK
® POP3
) IMAP
() OTcoeAWMHEHHBIA IMAP

() Awmk chopmaTa maildir

|| ommena |

PucyHok 4.8.

8. 3anonHute nonsa cnegyowmm obpasom (pucyHok 4.9):

[MoYTOBLIN ALWLMK — MMS HOBOIO NMOYTOBOrO fALMKa (HanpuMmep, me@my.com)
Y4éTHOE MMS — OrvH Ha yaanéHHOM NoYTOBOM cepBepe

Maponb — napornb K Y4ETHOW 3anncu Ha yaanéHHOM NOYTOBOM cepBepe
MocTaebTe dnar «CoxpaHuTtb napons POP»

MocTtasebTe donar «OcTtaBUTb NONyYeHHbIE COOBLLEHNSA Ha cepBepe»

AN N NN


mailto:me@my.com

HIMM «YuTex-Mpocu» — Ynpasnenue Arch Linux 2011

# NobaeuTe NouToBBIA ALMK - KMail

TWwn novyToeoro AwmMka: POP

Obuwme | Mpouwe

MoYTOBLIA ALIMEK: Iinfu@la b.org
YYETHOE MMA: |infa
Dapons: | o

Cepeep: | lab.org
Mopr: 110

S W SN S_—— —

[ | CoxpaHuTe Nnapons POP

(%] OcTaBWThL NoNy4YeHHbIe cooBLEHWA Ha cepeepe

[| OcTaewTh Nnony4eHHble coobWeHWA Ha cepeepe |

[| CoxpaHaTe ToONLKoO NocnegHwe |

[ | CoxpaHATe TOARKO NOCAegHWe [

[¥| Bkao4mMTe B NpoBepky

aofonian

[| ®inbTpoBaTh coobLIEHMA, PA3MEP KOTOPLIX NPeBbILLAET

ap

[ Nepvoan4eckan NpoBepKa No4Th

0o

CoXpaHATE HOBYID NOYTY B Nanke: |[Bxunnu.l.ue

Ty |

MNpepeapuTensHan KOMaHAa: I

NMpodune: Mo ymon4aHuio (Mo yMonyaxuio)

— )

[0 ) ommena |

PucyHok 4.9.

9. Haxmute kHonky «OK».
10. Ewé pas HaxxmuTe KHoMnKy « OK».
11. ina nony4eHns No4Tbl BOCMONb3ynTeCh MeHto «Pann — MpoBepuTb NoYTy».
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Cepeuchbi

13. CepBep TOo4YHOro BpemeHu ISC NTPD

MpoTtokon Network Time Protocol nossonsieT noggepxuBaTb OAWMHAKOBOE BPEMSA Ha BCEX
KOMMblOTEPAxX M NPOYNX ceTeBbix ycTponcteax. OgmMHakoBoe Bpemsi HEOOXOAMMO, ecrnn B CeTH
MCNOMb3YyOTCA CEepBUCHI aBTopu3auuu, OCHOBaHHble Ha B3auMMHOW MpOBepKe cepBepa
aBTOpU3auMM 1M KnueHta (Hanpumep, Kerberos). Ewé ognH nnioc ognHAKOBOro BPEMEHU Ha
BCEX YCTPOMCTBaX — Bbl TOYHO 3HaETe, Korga NpomnsoLwwso HekoTopoe cobbiTve (Hanpumep, npu
yTeHumn XypHanoB). B niobon Gonee-meHee KpynHOW CETU MCMNONb30BaHME 3TOr0 NPOTOKONa
BMOJIHE OMNpaBAaHHO 1 Aake HeobXoAUMO (PaBHO Kak U NPOYNE CUHXPOHM3ALMN).

CywecTtByeT Heckonbko peanusaumin cepeepoB NTP, HO cTaHgapToM Ae-hakTo B HacTosiLee
Bpems aBnsetca ISC NTPD (kak u MHorue apyrne ceteBble cepBuckl ot ISC). Paccmotpum
npuMep HacTPOWKM cepBepa TOYHOro BpemMeHn Ha ocHoBe ISC NTPD. KoHdurypaumoHHbIN
dann eanHCTBEHHbIN - /etc/ntp.conf.

YkaszbBaeM BHIIECTOSANME CEPBEPHE TOUYHOT'O BPEMEHM (eCyiM K TAaKOBHM eCThb
noctym) . Xora OB OOHA IOEeVCTBUTEJIbHAsS IMPEKTMBA server obda3aHa
npucyrcreoBaTh B Odanse! XejmaTeslbHO yKa3EIBATHL HE MeHee TPEX CEepPBEPOB,
ecyy Takas BO3MOXHOCTE €CThb.

IMeeT CMBICJI TOJIBKO B CJjlydyae IOCTYIHOCTM YKa3aHHOTO CcepBepa

server ru.pool.ntp.org

R

# OyTe mo odarna, B xoTopoM NTPD XpaHMUT CMeEleHMEe BPEMEHM OTHOCUTEJIBHO
# DTaJOHHOTO
driftfile /var/lib/ntp/ntp.drift

# YxasmBaeM CUCTEMHH TaliMep B KaueCTBE MCTOUHMKA TOUHOTO BPEMEHU

# [pu Hamuuuy OoJyiee TOUHEIX MCTOUYHMKOB LEJIaTh TaKoe He PeKOMEeHIyeTCs
server 127.127.1.1

fudge 127.127.1.1 stratum 0 refid NIST

# BamnpemaeM M3MEeHATH KOHOUIypalLMi CepBepa OTOBCIIY, KPOMEe JIOKaJILHOM
# MammHB

restrict default nomodify nopeer

restrict 127.0.0.1

# PaspemaeM Halley NOONCETM CHMMATH [IOKA3aHMSA C IAHHOTO CepBepa, HO
# samnpemaeM M3MEHATH HACTPOMUKY cepBepa
restrict 192.168.10.0 mask 255.255.255.0 nomodify nopeer notrap

3anyctute NTPD, BbINONMHUB KOMaHZy /etc/rc.d/ntpd start. [poBepuTb COCTOsIHWE

CBA3M CO30aHHOro cepeepa € MICTOYHMKaMU TOYHOIo BpeMeHn MOXXHO, BbINOJTHNB KOMaHAY
# ntpg -c peers -n

remote refid st t when poll reach delay offset
jitter
127.127.1.1 .NIST. 01 53 64 377 0.000 0.000
0.001
+193.233.85.131 147.45.15.34 3 u 16 1024 377 1.641 -3.145
5.337
193.233.85.60 193.233.85.132 4 u 512 1024 17 0.502 -4.567
1.506
*193.233.85.132 147.45.15.34 3u 23 1024 377 4.922 -35.893

0.097
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Co3aaHHbIN cepBep CUHXPOHU3UPYETCS C TEMU CepBEPaMMU, 3aMUCKU O KOTOPbIX B BbIBOAE 3TOM
YTUNUTBI OTMEYEHbl 3HAKOM + Unu *.
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15. DHCP-cepBep ISC DHCPD

Ana pepaktupoBaHua HacTpoek DHCP-cepBepa MMeeTCsi €AMHCTBEHHbIM hann HacTpoek
/etc/dhcpd.conf. ®opmaTt darina npmBenéH HMXe.

ddns-update-style napameTp,

# OaHHaga onuns 3apaét pexknum ooHoBreHnst DNS-cepBepa 1 MOXeT NpUHMMAaTh TPU 3HAYEHUS:
# none — OTCYyTCTBYET PEXMUM OOHOBMNEHUS;

# ad-hoc — pexxum HenocpeacTBeHHOro obHoBneHna DNS;

# interim — pexxum B3ammogencteus DNS-DHCP.

# [anee noé€t pasgen o6bABNEHNSA CETU, HACTPOMKN KOTOpOoW ByayT nonyyaTb KINEHTDI
subnet 192.168.1.0 netmask 255.255.255.0
{

# HeobasaTtenbHasa onuns. 3a4aéT Wito3 Mo YMOMYaHUIO.

option routers 192.168.1.254;

# HeobasaTtenbHasa onunsi. 3agaét Macky ceTu.
option subnet-mask 255.255.255.0,

# HeobsasatenbHas onuusa. 3agaét nms gomeHa.
option domain-name "example.com';

# HeobaszatenbHas onuus. 3apgaét DNS-cepBepa.
option domain-name-servers 192.168.1.1;,

# HeobasatenbHasa onuus. 3agaét cMeLLeHNE BPEMEHM.
option time-offset -18000;,

# HeobasaTtenbHasa onuua. 3a0aéTt Avanas3oH BbiaaBaeMblX afpecoB.
range 192.168.1.10 192.168.1.100,

# 3agaéTt BpeMsi apeHabl, TO €CTb Ha Kakoe BpeMs KIMEHT Nosly4aeT OT cepBepa

# HacTponku. o ncteveHnto 4aHHOro BPEMEHMU KNUEHT OyaeT 3anpalumBaTb HACTPOWKM
# 3aHOBO.

default-lease-time CEeKyHOEI,

# Bpewmsi, 4yepes KOTopoe KNMEHT JOIMKEH 0CBO6OANTL (BEPHYTb) BblaHHbIE eMy
# HaACTPONKN.
max-lease-time CeKyHQEI;

# MNocne 06bABNeHUs rnobanbHbIX NapaMeTpoB, KOTopble ByayT obwmMmMy Ang Bex
# KNNMEHTOB, MOXXHO CO34aTb Heobs3aTeNbHbIE CTAaTUYECKNE 3annch, TO eCTb NPUCBOUTD
# KOHKpeTHbIM MaLLMHaM KOHKpeTHble |IP-agpeca.
host wmma _ysna
{
hardware ethernet MAC-agpec,
fixed-address IP-agpec;,

lMocne BHeECEHUA n3MeHeHUn B hann HacTpoek Heob6xoauMOo nepesanycTuTb cepBep:
$ /etc/rc.d/dhcpd restart

Ecnn B pesynbTate 3anycka npou3oweén cbown, To npuumMHy OWMBKM MOXHO MOCMOTPETb B
danne /var/log/messages.log.
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16. DNS-cepep ISC BIND

ISC BIND gaBnsetca ctraHgapTom ge-dakto B MHTepHeT. 31oT DNS-cepBep siBnsieTcsl 04eHb
TMOKNUM, KOHUIYpUpPYEMbIM, NPOU3BOAUTENBHBIM W  HagéxHbiM. [na paboTbl cepBepy
Heobxoanmbl creayrowme gaHHbIe:

1. OcHoOBHble NapameTpbl (agpec, NopT, pacnonioXXeHue XypHarnos).

2. OnucaHune o6cnyXnBaemblx 30H.

3. Co6CTBEHHO 30HbI.

BIND moxeT ABNATLCA Kak MEepBUYHbIM, Tak U BTOPUYHBbIM cepBepoM. MoxeT copgepxaTb Tak
HasblBaeMble 30HbI-3arnyLwkn (stub). MoxeT aBNATbLCA aBTOPUTETHBIM WU KELUMPYOLW MM
cepsepoMm. B Arch Linux BIND 3anyckaetca oT umeHu nonb3oBatens named (B uensx
6e3onacHoCTK), NO3TOMY BCe dhainbl, cogepkalime 30Hbl, 4OMKHbI ObITb 4OCTYMHbI 4SS YTEHUS
3TOMy nosib3oBaTento. Paccmotpum npumep Hactponkn BIND kak nepBMYHOro cepsepa 30HbI
localhost.

OcHoBHasi HacCTpouKa cepBepa

Bce 6asoBbie HacTporiku BIND xpaHsTca B danne /etc/named.conf. dopmat danna sisnsietcs
C-noao0HbIM.

// Hauayio OCHOBHEIX HACTPOEK

options

{

// KOpHEeBOM KaTaJioT IJIS 30H
directory '"/var/named";

// ®damn, comepxaumii PID npouecca
pid-file "/var/run/named/named.pid";

// ykasahHme, UTO IAaHHHI CepBEep — aBTOPUTETHHM (B Cllyuae HEBO3MOXHOCTM
// BEHIIOJIHEHMS Banpoca [0 IPUUMHE OTCYTCTBUS CBeIeHur o6 oObeKTe u3
// 3Bampoca 6ymeT BO3BpaméH OTBeT non-existing domain (NX-DOMAIN) c
// YCTAHOBJIEHHHIM OUTOM ABTOPUTETHOCTM OTBETA)
auth-nxdomain yes;,

// crnoco® OTrpaHMUeHUs [IaMAaTU, [IOTPEeBJISEeMON CepBepOM
datasize default;,

// XOCTBI, IJIS KOTOPHIX pPas3pelleHb PEeKYPCHBHEE SalpOCH K BHIIECTONMM
// cepsepam
allow-recursion { 127.0.0.1; };

// ampec, Ha KOTOPOM CepBep OyIOeT OXMIATH SBalpOCH. any — JOoM’
// DOOCTYNHEI ampec
listen-on { any; },

// TO x%e, uro M listen-on, HO mI4 NPOTOKOJA IPV6
listen-on-vé6 { any, };

};

//onucanme 30HH localhost
zone "localhost" IN
{
//Tun obciyxmMBaHug. master — BSHAUUT, STOT CEPBEp [NEPBUUHBIA IIJIS STOMU
/ / 30OHEL

type master;,

//dani, B KOTOPOM COIEPXUTCS SBOHA
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file "localhost.zone”,

//XOCTH, KOTOPHM pPa3pelleHO IOMHAMUUECKM M3MEHATHL 30HY (HampuMmep, uepes
//cBasky DNS-DHCP)
allow-update { none; };

//COMCOK MOOUMHHHEIX, BTOPWUYHEIX CEPBEPOB
allow-transfer { any, };

};

//onucanme oBpaTHOM BoHH 127.0.0.0/24
zone "0.0.127.in-addr.arpa" IN

{
type master;
file "127.0.0.zone'";
allow-update { none; };
allow-transfer { any,; };
};
//onmncaHue KOPHEBHEIX CEPBEPOB
zone "." IN
{
type hint;

file "root.hint'",

};

//onmcanue obpaTHoM 30HHE 192.168.100.0/24
zone "100.168.192.in-addr.arpa" IN
{
type master;
file "192.168.100.zone'";,
allow-update { none; };,
allow-transfer { none; },;

};

//HACTPOMKY XypPHAJIMPOBAHUA
logging
{
//co3maémMm HOBHIM KaHAaJ
channel xfer-log
{
//dani, B KOTOPHM OyIOyT BanMCHBATLCS COOHTUS
file "/var/log/named.log";

//yKas3HBaTL KATETOPUIO COOHTUS
print-category yes;,

//yKaBHBaTb CTeleHb OIIaCHOCTM COOBTUS
print-severity yes;,

//yKasHBaThL BpeMs COOHTUS
print-time yes;,

//BaHMCHBaTb COOBITMA CO CTENEHbI OINACHOCTM HE HIWXe MH@OpMaHMOHHHX
severity info;

};

//3anmuceBaTh COOHITMS NpMéEMa 3BOHE C IIEePBUYHOTO cepiBepa B kaHayul xfer-log
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category xfer-in { xfer-log,; };

//3anuceBaTh COOHTUS NepenauM 3OHHE Ha BTOPUUHEN cepBep B kaHall xfer-
//1log
category xfer-out { xfer-log, };

//3anmceBaTh ONOBeleHus B kaHay xfer-log
category notify { xfer-log, };
};

30HbI

BaxxHo noHumaTb, 4To aAnsa BIND Bce cTpoku, HE OKaHYMBaKOLWMECH TOYKON — 3TO HEe MOSHOCTbLIO
onpenenéHHble umeHa gomeHa (non-fgdn), noaTomy 3T MMeHa GyayT gononHeHsl o fqdn
nyTéM OOMMCbIBAaHUS B KOHEL, AOMeHHoW 4YacTtu, onpegensiemon aupektmeson SORIGIN. Ecnu
Takon ANPEKTMBbLI HET — B (paine 30Hbl BCE MMEHa AOMEHOB LOMKHbI ObITh YkadaHbl B hopmaTte
fqdn, To ecTb ObITb NONHOCTLIO ONpPeaenEHHbLIMM.

Ecnn Heckonbko 3anvcen nogpsia OTHOCATCS K OQHOMY U TOMY XXe LOMEHY (Hanpumep, nogpsg
noywme s3anmcn SOA, A, NS n MX gns 30Hbl), TO MM JOMEHA MOXHO yKa3sblBaTb OAWH pas. Bce
3anucy NMeKT crnegyowmmn Bua;:

mMa _noMmeHa TTL Tull TUI _3aNMCHU NapaMeTpH

Hwxe npuBeaéH npumep 3oHbI loclahost, onpegenénHon B danne /var/named/localhost.zone.

// onpepmeisgeM obWyKn INOMEHHYK dYacTh agpeca. CHMMBOJ @ oO3HadyaeT CCHUIKY Ha
// BTy YacTb
SORIGIN localhost.

// SOA-3anmcho

// TlapaMeTps:

// Vima nepBuuHOTO DNS-cepBepa, OOCHyXMBaAKLIETO 5Ty SO0HY

// TIOUTOBHIM aIpec uejloBekKa, OTBETCTBEHHOTO 3a cepeBep. BmecTo cuMeBoja @
//B KauecTBe paszmeyMTesid UCIOJbL3YyeTCs ToukKa

@ 1D IN SoA @ root (

// cepwuiiHBI HOMep 30HH. OOHUHO B dopMaTe <rom><Mecsau><uucjo><HOMEP pPeBU3IUNU>

42 ; serial (yyyymmdd##)

// mnepuon Mexny OOHOBJIEHMSAMM SOHH Ha KJIMEHTCKMUX Kelax
3H ; refresh

// Tneprom MexIy MOBTOPHBIMU BaNpOCaMu, €CJIM CEepBEpP HeIOCTyIIeH
15M ; retry

// BpeMsa XMU3HM BOHE, €CJIM CEepBEep HEeIOCTYIeH
iw ; expiry

// BpeMsa XMU3HM BOHE, €CJIM CEePBEp INOCTYIIeH
1iD ) ; minimum ttl

// NS-manmuce. IlepeuucsgionTCcs BCe cepBepa ([IepBUUHBIE UM BTOPUYHEHE) ,
// OTBETCTBEHHHE 3a SOHY
1D IN NS @

// A-sanuchk. TpebyeTcs, ecCyM HOaHHHI CepBep SABJSETCS AaBTOPUTETHHM IIJIS
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// DOaHHOM BOHH
lD IN A 127.0.0.1

3anyck DNS-cepBep oCyLLeCTBASETCA KOMaHO0M

/etc/rc.d/named start

Mpyn n3MEeHeHUN HACTPOWNKM cepBepa WM 30H, UCMOMb3yNTe KOMaHdy rndc reload, YTOObI
BIND nepeuntan csou HacTpomkm n danmnsl 30H. KypHan BIND no ymonuyanuio nuweTtcs B
dann «/var/log/messages.log». NpocmoTpeTb 3anucu, otHocawmeca Tonbko K BIND, MoxHO,

BbINOJIHNB KOMaHOy

grep named /var/log/messages.logd.
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YOanéHHoe yrnpaesieHue

17. YTunutbl ynpaBrieHUs1 ceTbio no npotokony SNMP

Yrunmuta iReasoning MIB Browser

JlanHas yTriMTa SBISIETCS CTaHAapTHBIM 0003peBareieM 0a3bl JaHHbIX MIB, moanepxuBaeMoit
texHonorueit SNMP. YTunura sBnsieTcs Kpocc-miaTOpMEHHOM, TaK KaK HallMCaHa Ha S3bIKe
Java. Jlna 3anmycka yrunuTsl 3amyctute ¢aiin root/Desktop/SNMP/mibbrowser/browser.sh.
[TosiBUTCSI OKHO, TIPEACTABIICHHOE HA PUCYHKE 4.2.

Pucynok 4.2. I'naBHoe okHO 0603peBarenss SNMP.

ITo ymo4anuio B mporpamme 3arpykatorcs ase 6a3st MIB. Eciiun HeoOxoaumo 3arpy3uTh
JIOTIOJTHUTEIIbHBIE 0a3bl, TO UCTIONb3yiiTe MyHKT MeHio «File [1 Load MIBs».

Jlyist paboTBI ¢ ONpeIeTICHHBIM CETEBBIM YCTPOMCTBOM HE00X01uMo B moiie «Addressy BBecTr
IP-anpec nannoro yctpoiictBa. [Ii1st Toro, uToObl MOTY4YUTh 3HaUEHUE 3anuck B 6aze MIB
yCTpoiicTBa, HEOOXOIUMO BBIOpATh HYXKHYIO 3anuch U HaxaTb «CTRL-G» uinu BeIOpaTh MyHKT
MmeHto «Operations[] Get» win HaxkaB MPaBYIO KHOTKY MBIIIN BEIOpaTh KoMaHny «Gety. s
TOT0, 4TOOBI OTYYUTH 3HAYEHUE BCEel 0a3bl BIOepUTE MyHKT MeHI0 «Operations ] Walky. s
TOT0, YTOOBI IPOCMOTPETH COJAEPKUMOE TaOJIUIIBI HEOOX0AUMO BRIOpaTh kKoMaHAy «Table View»
(pucynoxk 4.3).

Pucynok 4.3. IIpocMoTp conepKumMoro TadJIuLIbl.

Yrumura mbrowse

JlanHast yTHIIMTa BXOJUT B CTAaHAAPTHBIN MAaKeT MPOrpaMMHOT0 00ecTieueHus OepaliiOHHON
cuctembl Arch Linux u ucmonb3yercs it IpOCMOTpa M U3MEHEHHsI TapaMeTpOB YAaIEHHOM
cucteMsl o npotokosry SNMP. [l e€ 3anmycka OTKpoWTe TEpMUHAT U BBEUTE:

$ mbrowse

OKHO ITporpamMMmBbl MPEICTaBIEHO Ha pUCYHKE 4.4 U COCTOUT U3 CIEAYIOUINX o0nacTeil:

1 — [Tone BBOma anpeca (umeHun) Tpanciasitopa SNMP

2 — Ilone BBOJIa UIMEHU TPYIIIBI TSl YTEHUS

3 — Iloxe BBO/1a IMEHU TPYIIIBI JJIS1 YTCHHUS/3AITCH

4 — KHormka nojrydeHus 3Ha4eHus napameTpa

5 — Knormka pekypcuBHOTO 00X0/a JiepeBa mapaMeTpoB, HAUMHAs C BBIICJICHHOTO pa3jesa
6 — Ilone npocMoTpa iepeBa JOCTYIHBIX MapaMeTpOB

7 — Ilone mpocMoTpa 3HAUEHU TapaMETPOB

Jns nonydeHus qaHHbIX ¢ onpeaenénHoro areHta SNMP Heobxonumo:

1. B nosie 1 yka3ars agpec nim nMs areHra.

2. B none 2 yka3aTe uMs rpynisl s YTCHUS.

3. B nosnie 6 BBIOpaTh HYKHBIN apaMeTp U HAXKaTh KHOIIKY 4.

4. JIn6o B nose 6 BEIOpaTh HYKHYIO BETKY JIepeBa U HaXKaTh KHOIKY 5.

B none 7 oto6pasurcs 3anpoiieHHas nHpopmanus (pH NpaBUILHON paboTe areHTa U HaIUuI|H
3aMpOILIEHHBIX MTAPAMETPOB).
Pucynok 4.4.
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18. Maket OpenSSH

OpenSSH Hanbonee u3BecteH Kak GesonacHoe cpeacTBO yAanéHHOro agMUHUCTPUPOBAHMS.
MakeT OpenSSH 6bin paspaboTtaH B pamkax npoekta OpenBSD kak 3ameHa nponpueTapHoOMy
nakeTy SSH. No3BonseT NnoMMMoO NpefocTaBneHns yaanéHHoro KOMaHaHOro MHTepnpeTaTopa
co3faBaTtbh 3allULLIEHHbIE TYHHENN 1 OpraHM3oBbiBaTh GesonacHyo nepegavy dannos (Secure
FTP). Peanuayet Bepcuto 2 npoTokona ssh. lMopT no ymonuanuwo — 22. WundpposaHne
npoussogutca no anroputmy DSA® (SSHv1) unu no anroputmy RSA (SSHv2) napoi kniovei
(OTKPBITBIM M 3aKPbITbIM) NPOW3BOSIbLHOM ANWUHBL. ABTOpM3auMs MOXeT MNpouM3BOAUTBLCS MO
nMeHn/agpecy knneHTa’, no Naponio (Yepes cUcTeMHyto 6a3y nonb3osartenen unu yepes PAM),
no o6unety Kerberos unu no kmwodam. MoryT MCnonb30BaTbCA KIIHOUKM, KaK 3allULLEHHbIE
naponbHoi bpasoii, Tak U HesalwumLieHHbIe®. [o3BonseT okMMmaTh nepedaBaemblii Tpaduk.
MosBonsaeT ocywecTBnaTb npobpoc npoTtokona X11 uyepe3 WNGPOBAHHBLIA TYHHENb, 4YTO
no3BonseT co3gaBaTb yAdanéHHble X-TepMuHanbl C¢ 6e3onacHbiM nogkmnoyeHnem. Knioum
WndpoBaHua MoryT 6biTb npoBepeHbl Yyepe3 DNS (npy Hanuuumm B 30He 3anucu SSHFP).
PaccmoTpum Bce ponu no nopsaky.

YaanéHHoe agMUHUCTPUPOBaHMe

3710, noXxanyw, OCHOBHOe npumeHeHne ssh. 3ameHsieT ycTapeBwMe U abCOMNOTHO
Hebe3onacHsble telnet n r-cnyx6bl (a nMeHHo rsh). McnonbayeTcsa cneaytowum obpasom:

$ ssh myhost

OTa komaHaa BbINOHUT Ge3onacHoe nogkntodeHne k cepeepy myhost. Bmecto nmeHn moxet
ObITb YKa3aH agpec. MNpy nepBoM noaknoyYeHny GyaeT BblAaHO crieaylollee NpeaynpexneHue:;

S ssh localhost

The authenticity of host 'localhost (127.0.0.1)' can't be established.
RSA key fingerprint is
a6:53:ca:72:£5:64:el1:dd:52:f5:0b:c5:5¢c:55:db: ff.

Are you sure you want to continue connecting (yes/no)?

OTO MpouCxoauT, Tak Kak B Bawen Gase n3BeCTHbIX Kntoven (ecTb obwecuctemMHas 6asa wm
Gasa, oTgenbHasi OnA KaXaoro nonb3oBaTensl) HeT Khiwya AaHHoro cepsepa. Ecnn Bbl
yBEepeHbl, YTO CepBep He noadenbHbin, TO Habepute «yesy». [lanee B 3aBUCUMOCTU OT
BblOpaHHOro cnocoba aBTOpM3auMM MOXET ObiTb BblOaH 3anpoc Ha BBOA Mapons wumnu
naponbHon @pasbl. O6patuTe BHMMaHMe, 4YTO MNpPM CMEHE KrYa cepBepa KIWEHT B
3aBUCMMOCTM OT HAcTpoek NMMbo NOBTOPHO 3anpocuT paspelleHne Ha gobdasneHne knoda, nnbo
KaTeropuyecku 3anpeTuT MOAKIIYEHNe K AaHHOMY cepBepy. B Takon cutyauum Hago ObiTb
npeaenbHO BHMMAaTENbHbIM, TaK Kak €Crnv CMeHa Krnkya cepBepa npousolwna 6e3 Bawlero
BEQOMa, 3TO MOXET 03HayaTb, YTO cepBep Obln B3NIOMaH UNn Bbl NOABEPITIUCL aTake «4YEenoBEK

3 Asnroputm mudposBanus DSA cpaBHUTEIBHO JIETKO MO/IAETCS aTakaM MeTo/IoM riepebopa, o3ToMy He
PEeKOMEH/IYeTCsl FICII0/Ib30BaTh 3TOT a/ITOPUTM TIpH paboTe ¢ BaKHBIMH JaHHBIMU

4 Vcnonb30BaTh Takoi MeTO/, aBTOPH3aLMK KaTeropudecKy Hemb3sl, JJake ecyiu ssh-cepBep pacrionaraeTcs Ha
KOMIbIOTepe BHYTPEeHHel CeTH 1 IIpUHUMaeT MakKeThl TOJIBKO K3 3Toi ceTu. TexHonorus nogpenxku [P-agpeca
CTasa CJIMLIKOM My0InYHOM, yToOBI MOXKHO ObLIO MosiaraTbest Ha IP-azipec B KauecTBe 0JJHO3HAYHOTO
U7leHTU(UKaTopa KI1eHTa

5 TlpexnouruTensHel UCIIOIB30BaTh NAPO/IBHYIO (pasy, OFHAKO /11 HEKOTOPBIX Liesiel 3TO MOPOoXKAaeT
Heyj00CTBa, MO3TOMY K/IIOU C N1Apo/IbHOM dpas3oil He Bcerja npumMeHuM. OfiHaKO KiIt0o4 6e3 aposibHoi dpasbl
TaK>Ke sSIBJISIeTCS] BeChMa HaZléKHBIM CPeJICTBOM ayTeHTH(WKAIUK (eC/TH 3aKPBIThIN K/T0Y He ObUT yTepsiH)
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nocepeauHe». Ecnn Bel abcontoTHO yBEpEHbl B CBOMX LOEWCTBUSIX, MOBTOPHO OTBETBTE «yesS»
Wnu yganute COOTBETCTBYIOLLYHO 3anucb (B BbIBOAE KMMEHTa ykasaH Homep) u3 danna
~/.ssh/known_keys (nonb3oBaTenbckas 6a3a) unu /etc/ssh/ssh_known_keys (o6uiecuctemHas
6asa).

Ecnu TpebyeTcsa BbINOMHUTL BXOA OT UMEHWU APYroro nonb3oBaTtensi, MOXHO BOCMONb30BaThCS
crneayowuMmn KomaHaamu:

ssh -1 user myhost
ssh -luser myhost
ssh myhost -1 user
ssh user@myhost

“ W 0 Wn

Bce atn komaHbl AenatT OOHO U TO Xe — BbINONHAT NoAknovYeHne Kk cepepy myhost ot
UMEHM nonb3oBaTend user. Ecnu cepBep HaxoguTcsi Ha HeECTaHOApTHOM  MOPTY,
BOCMNOSb3ynTeCh crefytowen KoMaHaom:

$ ssh -p 2222 myhost

YTobbl BKNIOUNTL CXXaTue Tpadumka, UCNOMb3ynTe CreaytoLlyo KoManay:

$ ssh -C myhost

YUTtoObl BKNIOUNTL NpoGpoc X11, ncnonb3ynTte cnegyowyto KOMmaHay:

$ ssh -X myhost

LUndpoBaHHble TyHHENMU

BHumaHue! [na ycnewHoro TyHHENMpOBaHWA Ha YyAanéHHOM cepBepe B daune
letc/ssh/sshd_config pomkHa ObITb BktodeHa onuua GatewayPorts (To ecTb BbiCcTaBreHa B
«yes»). YUTobbl BbINONHWUTL NepeHanpaBreHne NakeToB C HEeKOTOPOro JIoKanbHOro nopta Ha
HEeKOTOpbIM NOPT YAANEHHON MaLLUUHbI, BbINOITHATE CNeayoLLyio KoMaHay:

S ssh -L 3333:1localhost:4444 user@remotehost

Tenepb Bce nakeTbl, MpPUXOOsLWIME HA nOKanbHyl MawuHy Ha nopTt 3333, 6yayT
nepeHanpaeneHbl Ha MawuHy remotehost Ha nopT 4444. Vimsa nonb3oBaTend MOXHO He
yKkasbiBaTb, €CNM Bbl BbINOMHAETE KOMaHA4y OT MMEHM 3TOoro nonb3oBatens. BHumaHue!
Mpobpoc npuBenervpoBaHHbIX NOpPTOB (A0 1024) MOXHO BbINOMHATL TOMBKO OT WMEHWU
cynepnonb3oBatensa (root). OTkpoetca ssh-ceccus. He  3akpbiBanTe €€, uWHade
nepeHanpasneHne nopta dyaoeT 3akoH4YeHO!

Ecnn Bbl x0TWTE, 4TOOLI BCE NakeThbl, NpULLEALLME HA HEKOTOPbIM MOPT YAanéHHOro cepeepa,
NPUXOAMMNN HA HEKOTOPLIN NOPT NOKarbHOW MaLUWHbI, BbINOMHUTE CReayoLyo KOMaHay:

S ssh -R 4444:1localhost:3333 user@remotehost

Tenepb Bce nakeTbl, npuxogsdwme Ha MawuHy remotehost Ha nopt 4444, 6yayt
nepeHanpasneHbl Ha nopT 3333 nokanbHON MaLUUHBbI.



DEN HIMN «YyTtex-Mpodu» — Ynpasnenve Arch Linux 2011

BoamoxHa n opraHmsaumst VPN ¢ nomouwbto ssh. [lenaetcs a1o cneaytowmm obpasom:
Ha knuneHTe:

# ssh -f -w 0:1 192.168.1.15 true
# ifconfig tun0O 10.1.1.1 10.1.1.2 netmask 255.255.255.252
# route add 10.0.99.0/24 10.1.1.2

Ha cepBepe:

# ifconfig tunl 10.1.1.2 10.1.1.1 netmask 255.255.255.252
# route add 10.0.50.0/24 10.1.1.1

e 10.0.50.0/24 — knueHTCKaa noaceTb
e 10.0.99.0/24 — cepBepHas noaceTb
e 10.1.1.1 1 10.1.1.2 — PtP-agpeca knueHTa 1 cepaepa
e 192.168.1.15 — agpec wnio3a B CepBePHYIO NOACETb

BHumaHune! Ha cepeepe B dhanne /etc/ssh/sshd_config onums PermitTunnel gomkHa mmeTtb
3HaveHue «yes», «point-to-point» (Ansa TyHHens 3 ypoBHA) unu «ethernet» (ona TyHHensa 2

ypoBHs1). Cuctema JOormkHaA nogaepkmBaTtb co3daHue tun-ycTpoWCTB (QOSKEH NMPUCYTCTBOBATH
MoAaynb sigpa tun).

Be3onacHas nepeaaya cdannos
[na nepepayn panna Ha yaanéHHbI KOMMNbIOTEP BbIMNOMHUTE CrIEAYIOLLYI0 KOMaHAay:

S scp somefile remotehost:/path/to/save/file

Ecnu TpebyeTca ykasaTb MMA nonb3oBaTenNs, TO BbINOMHUTE CReayloLwyo KomaHay:

S scp somefile user@remotehost:/path/to/save/file

Ecnn TpebyeTca nepegath KaTanor, TO BOCNOSb3yNTECH KIHOYOM -f:

$ scp -r somedir remotehost:/path/to/save/dir

CywecTsyeT Takke ¢hannosas cuctema sshfs npoctpaHctea nonb3osatens (fuse, Filesystem in
USErspace), nossongwowas MOAMOHTMPOBAaTbL YAENEHHY0 (PannoBytd cuctemy 4epes ssh.

WcnonbayeTcs cneayowmm o6pasom:

S sshfs [user@]remotehost:/fs/to/mount /mount/point

OTa KOmMaHOa BbINOMHAET MOHTMpPOBaHWE YyAanéHHHoOW Toudkm /fs/to/mount K Touke
MOHTUpoBaHus /mount/point. [lanee ¢ yganéHHeiMu hannaMmm MOXHO paboTaTb Kak C YacTbio
nokanbHOW bannoBon CUCTEMBI.
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HacTtponka cepBepa ssh
OpenSSH wncnonbayet 6mbnuoteky tcp wrappers nns ynpasneHus cnuckom |P-agpecos, ¢
KOTOpbIX paspelleHo wucnonb3oBaTb SSH-cepBep. HacTtpolika npoussoantcs B doanne
/etc/hosts.allow u /etc/hosts.deny:

Paspeluatowlas 3anmco:
sshd : 192.168.0.0/255.255.255.0 127.0.0.1 : ALLOW
sshd : ALL : ALLOW

3anpeLyatowias 3anuchb:
sshd : ALL : DENY

Ecnv HEBO3MOXHO COCTaBWUTb CMMCOK afpecoB, C KOTOPbIX BXOA paspeLleH, TO MpUXoamTcst
paspewatb goctyn ¢ nboro (ALL) agpeca. O6paTtnte BHUMaHWe, YTO MaccoBas aTaka Ha ssh-
cepBepbl — 3TO 06bIMHOE Oeno, No3ToMy no3aboTbTecb 06 ycurneHHon 3awmTe ssh-cepepa,
NPVMHMMALOLLLErO 3anpocChl U3BHE:

v

v

cnegvTe 3a MOLLUHOCTLIO Maporsien nornb3oBaTenien, KOTOPbIM pa3peLlleHo UCMoNb30BaTb
ssh-cepeep! Cnabbiin naponb — Mo-NpexxHeMy OCHOBHas yA3BMMOCTL JT0OO0M CUCTEMBI;
3anpeTuTe UCMOofb30BaHWe Naponen u nepenante Ha mucrnonb3oBaHue 2048-6MTHbIX RSA-
Kntoyen ¢ naposnbHbiMK dopasamu;

ycTaHoBUTE [geMoH Kknockd, peanuaytowmin TexHonormio Port Knocking, oTKpbiTUe
onpedenéHHoro nopTta nocne onpedenéHHon nocrnenoBaTenbHOCTU  NOCTYNNeHUs
3anpocoB Ha Apyrue noprbl;

ycTaHoBuTe OeMoH denyhosts, akTMBHO crnegsawun 3a XypHanoMm ayTeHTUdukauum u
BHOCSALLMIA n3aMeHeHus B dpann hosts.deny;

CMEHNTEe HOMep NopTa, Ha KOTOPOM NPUHUMAaET coeanHeHna ssh-cepeep;

HUKOr4a, HU NPU Kakmx YCroBUSX, HN B KOEM Chnyyae He BKIloYanTe ayTeHTuduMKaumio no
UMEHW U agpecy KINEHTa;

NPV UCNONb30BaHUM KNtoven BblibupanTe GOonbLUy AMMHY KNo4a U MOLLHYK NaposbHYH
pasy;

3anoMHUTE. OCHOBHasi Opewlb B 6e30MacHOCTM CUCTEMbI — 3TO AAMUHUCTPATOp WU
nonb3oBartenb. [Noaxoaute Kk HacTpounke ssh-cepBepa € 6OMbLUIOA BHMMATENbHOCTLIO M
MOBbILUIEHHBIM YPOBHEM MapaHONK, TaK Kak HWU OAWH OPYron CEpPBMC NPU B3NIOME He OaéT
MOMEHTanNbHOro AoCcTyna K KOMaHOHOMY wuHTepnpeTtaTtopy. [lonyvyeHve B3NOMLLMKOM
npurnaweHnsa NHTepnpeTaTopa MOXHO cYMTaTb NMOJTHLIM KPaxOM CUCTEMbI 6e30MacHOCTY;
cnegute 3a neHtamu obHapyxeHHbIX ya3BumMmocTen; B OpenSSH nopon obHapyxumBatoTcs
KPUTUYECKME YA3BUMOCTU (XOTS Kak M nobon Opyro AEMOH, HamnMCaHHbIA B paMKax
OpenBSD /«Bcero 2 yganéHHbIX ysa3BMMOCTM B MOCTaBke Mo ymondaHuio 3a 10 netl»/,
OpenSSH aensetca cpaBHUTENBHO 6e30MacHbIM B MiaHe yaanéHHbIX yA3BUMOCTEN)

A0 CYX NOp He ynernucb BONHEHUsA nocrne obHapyxeHma moandukauumn naketa OpenSSL B
Debian, nocrne kotopon openssl Mor creHepupoBaTb TOSMbKO 65536 YHMKanbHbIX KNHOYen.
BHumaTenbHO cneaute 3a «BMEHSIEMOCTbIO» KOMaHAbl, co3garolien auctpubyTtms, n 3a
NOMUTMKOW CO34aHMs NakeToB (MOCTaBKa «Kak €CTb», BHECEHWE He3HauYUTENbHbIX
N3MEHEHWI, MOfMHbIA ayguT W nepecmoTp koga). Hanpumep, He cTOMT Ha cepBep
ycTaHaBnueaTtb Linspire nnu Linux XP. B 10 Xe Bpems, B Slackware unu Arch Linux no
YMOMYaHUIO Ha NPorpamMmbl He HaKNagbIBalTCA NaTyn, U3MEHAIOLLNE UX NOBEAEHME;

B ntobom cnyyae, ycTaHaBnuBamTe nporpamMmbl TONbKO U3 OULMANBHOTO pPeno3nTopus
unu oguumManbHoOro 3epkana;
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KoHdurypaumoHHbIi dpaiin — /etc/ssh/sshd_config. PaccmoTpym npumep Takoro daina®:

# Homep mopTa

Port 22

# Ampec, Ha KOTOPOM OXMIAETCH COeOUHEHUE

ListenAddress 0.0.0.0

# Crporoe paspemeHMe MUCIOJb30BAHUSA TOJIBKO SSHV2

Protocol 2

# BpeMs HeaKTMBHOCTHM, Uepes KOTOopoe ceccusa OyneT cOpolmeHa
LoginGraceTime 2m

# PaspemmTs yIaNéHHENI BXOI CYIEPIOJb30BaTessa’
PermitRootLogin yes

# MakcuMaJIbHOE KOJIMUEeCTBO IIOMNBITOK aBpTOpPM3aALIVIN
MaxAuthTries 6

# MaxcuMaJIbHOE UYMCJIO OIOHOBPEMEHHHX Ssh-ceaHCcoOB
MaxSessions 10

# BanpeTuTb ayTeHTUOUKALMIO [0 MMEeHU KJIMeHTa
HostbasedAuthentication no

# He MTHOPMPOBATL IMOJIL30BATEJIbCKME 0Oasbl OTIEUYATKOB KJIOUENV yIaJIEHHBIX
# cepeepos

IgnoreUserKnownHosts no

# BampeTuTh ayTeHTUbMKaAUMO uyepes oGanmel .rhosts m .shosts
IgnoreRhosts yes

# BKIIOUMTH ayTEeHTUOMKALMIO [0 I1apoJIo
PasswordAuthentication yes

# He paspemaTb OyCTHE NapPOJM

Permi tEmptyPasswords no

# VcnonepsoBaTh PAM 1mJid ayTeHTHOUKALINM

UsePAM yes

# PaspemmTh NepeHanpaBJjieHue [IOPTOB

AllowTcpForwarding yes

# PaspeumTh yIaJIEHHBEIM MallMHaM MCIOJIL30BATH IIepeHalpaBJieHue NOPTOB
GatewayPorts no

# PaspemmTs npobpoc X11

X11Forwarding no

# Ilpoeepars kJjmoum uepes DNS (ammcwu SSHEP)

UseDNS yes

# PaspemaTb NOCTPOEHME TYyHHEJIEN

PermitTunnel yes

# BxiwoueHme SFTP-cepBepa

Subsystem sftp /usr/lib/ssh/sftp-server

Takke BO3MOXHO co3gaHne Habopa onuuin Ans KOHKPETHOro nonb3oBaTensa wunu rpynnbl. Takue
Habopbl NpeaBapsaTCA cneayoLwen CTPOKON:
Match User anoncvs

6 ByAyT pacCMOTPEHBI TOJILKO T€ K/TFOUM, 3HaUeHHe KOTOPBIX CJ/Ie[yeT U3MEHUTh UM MOXKET MOTPeboBaThCs
WU3MEHUTh

7 3auacTyio BO3MOXXHOCTb Y/Ia/JIEHHOT0 BXO/la CYIIepIIo/Ib30BaTe sl OTK/IFOYAIOT, UCIIOJIb3YsI
HeNpUBU/IETHPOBAHHYIO YUETHYIO 3aIiCh U sudo. DTO MPaBUILHO C TOYKHU 3peHHs1 6e301acHOCTH, OfHaKO
CWIbHBIM TIap0Jib CYTIEPII0/Ib30BaTesl, XPAHSAIIUIACS B CTPOTOM TaiiHe, 3TO He OTMEHSIET
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[anee noét nepeyncrieHne onumin co 3Ha4eHNsIMn

HaCTpOFIKa aBTopu3auuum nNo Knro4vam

[ns aBTOpPU3aLMK MO KroYaMm BbINOMHUTE criegyolimne kKomaHabl (0T MMEHU Nonb3oBaTens, Ans
KOTOPOro HeOBXOAMMO paspeLLnTb aBTOPU3ALIMIO MO KIouY):

# reHepmupyeM napy kmaodesn
S ssh-keygen -t rsa -b 2048

byoet 3anpoweHa naponbHast dpasa. Haxmute «Enter», 4tobbl creHepupoBaTb ko4 6es
naponbHoii dpasbl®. Mocne reHepaLmn BLINOMHUTE CREAYIOLLYI0 KOMaHAY:

$ ssh-copy-id -i ~/.ssh/id _rsa remotehost
3OTa komaHaa CKoNMpyeT Balll OTKPbITLIN KoY Ha KoMMNboTep remotehost 1 3apernctpmpyeT ero

B ~/.ssh/authorized keys nonb3oBaTensi, oT uMeHn KOTOpOro Obil NMPOM3BEAEH YOANEHHbIN
BXOA.

8 OrTcyTcTBUE Mapo/IBEHOM (hpa3bl MOXKeT OBbITh M0JIE3HO, KOT/ja TPeOyeTCs BLIMOTHIATL HEKOTOPBIE [IeHCTBYS Ha
KOMIIbIOTepe I10 paciucaHuio 6e3 yyacTus yenoBeka. Bo Bcex ocTa/lbHBIX C/Iydasix OTCYTCTBUE [1apOIbHOM
(pasbl UMeTh onpaBAaHusl He MoxkeT. Kitou cyneprions3oBaTesst OBA3AH vMeTs naposbHyto ¢pasy (a jgydiie
BOOO11I]e 3aMpeTUTh yaEHHbIN BX0/ CyIeprio/b30BaTe/is ¥ HACTPOUTh sudo)
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Cepeuchkl 6e3onacHocmu

19. RADIUS-cepBep freeradius

FreeRADIUS — 370 cepBucC, peanuayloLmin npoueaypbl ayTeHTUdMKaunm, asTopmsauum m
akkayHTUHra, npegycmMoTtpeHHble npoTokonom RADIUS. FreeRADIUS MoxeT ncnonb3oBaTthes
kak cepsep AAA B apxutektype IEEE 802.1X.

KoHdurypaumoHHble dhanrnbl cepBepa HaxoaaTcs B katanore /etc/raddb, konusa aTux HacTpoek
— B /etc/raddb.default.

HauuHas ¢ Bepcun 2.0, FreeRADIUS cTtan nogaepxuBatb HECKONbKO canToB (site, realm). Bece
HaCTpPOEHHble CalThbl pacnonaratTcd B kaTanore sites-available, a B kaTanore sites-enabled
HaxoOATCa CUMBOSIMYECKNE CChINIKM Ha calTbl U3 sites-available, koTopble TpebyeTtca
obcnyxusathb.

FreeRADIUS — MoAynbHbI cepBep, YTO O3HAYaEeT, YTO ero yHKUMOHaNbHOCTb pa3buta Ha
HeCKOmMnbKO Moayren, KOTopble MOXHO KOMOMHUPOBaTbL NpU HacTporike cepsepa. Cnmcok
HaCTPOEYHbIX hannos Ans Moaynen HaxoguTca B kaTanore modules.

OcHoBHbIE HacTpoOWikM cepBepa HaxoaaTcs B panne radiusd.conf, cnMCOK NokanbHbIX
nonb3oBartenen — B damnne users, cnucok RADIUS-knneHTOB (TO eCTb CEPBEPOB,
obpawarowmxcs k FreeRADIUS ans BeinonHeHus npoueayp AAA, Hanpumep, TOYkM 4OCTyna,
VPN-cepBepbl 1 Tak fanee) — B pawne clients.conf.

Ha noctosiHHyt0 paboTy cepBep 3anyckaeTcsi C MOMOLLbIO koMaHabl /etc/rc.d/radiusd start, a B
Lensx otnagku MOXHO 3anyckatb cepBep komaHgamm radiusd -x unu radiusd -X (MeHsieTcs
rnybuHa otnagku).

Mo ymonyaHuio Bce XXypHarbl XpaHaTca B kaTanore /var/log/radius.

PaCCManMBaﬂ KOHCbI/IpraLl,I/IOHHbIe (baﬂﬂbl, 6yp,eM OCTaHaBIMMBaTbCA TOJ1IbKO Ha CaMbIX
BaXXHbIX HaCTpOVIKaX, TakK KaK oCTalibHbl€ MOTyT ObITb OCTaBNEHbI B COCTOSIHUK NO YMO4aHuio.

®dann radiusd.conf:

# Cexums, onpegnesnsimas NOpT [ NAaKETOE ayTEHTUOUKAUNM/ABTOPHUBALIUA
listen {

type = auth

# Agpec, Ha KOTOpPOM 3BanyijeHa ayTeHTHOHUKALMOHHAs 4YacTek FreeRADIUS
ipaddr = *

# IlopT, Ha kOTOPOM 3amnylueHa ayTeHTHuukaumuoHHas yvacrTe FreeRADIUS

# Ecaun 0, To mcnoaesyeTcs HopT, ykasaHHsle B /etc/services (1812)

port = 0
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# Cexumsa, onpegpensmuas IOPT AOJs NIaKeTOB akKKayHTHHIA

listen {

type = acct

# Agpec, Ha KOTOpPOM 3anyujeHa akKayHTHMHI'OBAs YacTek FreeRADIUS
ipaddr = *

# IlopT, Ha KOTOPOM 3BamyueHa akKayHTHMHI'OBas YacTe FreeRADIUS

# Ecnn 0, To mcnonesyeTcs nopT, ykasaHHsle B /etc/services (1812)

port = 0

# Kmou, oTBevamummuy 3a paboTy cepBepa B KayecCTBe NPOoKCcyu. OGHYHO He TpebyeTcs

proxy requests = no

[anee npoucxoguT NogKIOMEeHNe HacTpoek U3 katanora sites-enabled. PaccmoTtpum npumep
Takon HacTpouku (dann default):

# Cekxmmsa, ompegnesnswmas HNpPOLECC aBTOPH3ALINH

# Comepxwur mepedeHE MOZyJe¥, KOTOPEHE INOCIENOBATENEBHO BEIIOJHSAKOTCS

# Bumas Ha nponecc

# HeHyXHBEle BaM MOZAYJ¥M KOMMEHTHUPYHTE

authorize {

# OumcTka QaHHEIX OT pPal3HOI'O pPoJa HEKOPPEKTHEIX aTpu6yToOB

preprocess

# Ecam xiou Auth-Type He GBI yCTaHOBJEH ¥ Ml MMeeM gejo c¢ CHAP-3ampocoM,
# ycraHoBuTE BHaveHme Auth-Type B CHAP

chap

# Ecam kimouw Auth-Type He 6HJI yCTaHOBJEH M Ml MMeeM geyio ¢ MS-CHAP-3zanpocoM,
# ycraHoBmMTE 3BHaueHme Auth-Type B MS-CHAP

mschap

# IpuMeHNTE npaBmuia, BaBUCHUMEIe OT caira (realm)

suffix

# BEITOJIHUTE aBToOpuBaLiiio YepesB CHUCTEMHBIe BFIBOBEI
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# o6pamarummecsa k pannam passwd m shadow
unix
# BmIONHHMTE aBTOpPHM3aLMI dYepe3 @amuyn users

files

# Cexums, onpegpensmumas OpoLecc ayTeHTuUPuxaLuyu

# YkxassBaeTcs COMCOK MOLyJe¥, ROCTYIIHEX LJs IPOBELNEHUS ayTeHTUPuKaLumu
# M3 Hux BH6MpaeTCss OOMH B COOTBETCTEMHM C THIIOM,

# ycraHoBReHHIM Ha bBTane authorize

authenticate f{

# Ona Auth-Type == PAP HCHOJNEB30BAaTE MOLYJEB pap

Auth-Type PAP {

pap

# Ona Auth-Type == CHAP mcnoas30BaTe MOZRyJas chap

# IpuMeHsieTcst uyaue BcCero

# Baza mapoJsiest BOJIXHA XPaHUTE ApOJ¥ B INpsIMOM TekcTe (plaintext)
Auth-Type CHAP {

chap

# IOns Auth-Type == MS-CHAP mcHnojabs30BaTB MOAyab mschap
Auth-Type MS-CHAP {

mschap
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# McnoneszoBaTe PAM
pam

# McnonesoBaTe UNIX-ayTeHTHMKALHIO

# PexoMeHpyeTcs ucrnonbsoBaTe PAP BMecTo UNIX-ayTeHTHOuxarmm

unix

# Cexumsa, onpegpesnsmuas npornecc Bel6opa crnocoba akKayHTHHIA
preacct {

preprocess

# CospaTe yHHMKANBHENI MOEHTHUOUKATOP LOAS KaxJor'o Bampoca
acct_unique

# IpuMeHnTE npaeBuna, BaBHUCHUMEIEe OT cawnra (realm)

suffix

# Ipounrare ¢ain acct users

files

# Cekxmmsa, ompegnesswmas NOpoOLeCC BeREeHHMs XypHasa

accounting {

# BecTu peTanNBHBNI XYPHAJ

detail

# O6HOBMTE MHPOPMaLmio B ¢aiimre wtmp

# ®arnm comepxmT CBefeHHMS O IOJEBBOBaTENAX, BOUWEAUNX B CHCTEMY
# BTy mHOOPMAaIMIO MOXHO NHOJYYMTE C IOMOWBI koMaHznsl last

unix

# Hpmaet—mewcz TOJIBKO LS obecrneyeHusT COBMECTHUMOCTH CO CTapsIMHu Hacwpoﬁxamx

®dann clients.conf:
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# EcTe MHOrO crnocob6or onmucarTe RADIUS-kamneHTa

# OmmueM camsni NpocTold — ABHOe yKasBaHue afgpeca KJIMEHTAa
client 192.168.0.1 {

# HcnonesyeMoe Qs ayTeHTHIUKALIMY KIOYEBOE CJIOBO
secret secret

# KpaTkxoe wmMs KIaMeHTa

shortname testclient

dann users:

ABnsaeTcst 06bIYHbIM TEKCTOBLIM (hannom, cogepxawmm 6asy gaHHbIX nonb3oBatenen. dopmat
darna o4yeHb NpoCTon:

<ums_nosb3oBaTesisi> Cleartext-Password := "naposb_nosnb3oBaTtensa"
Hanpumep:

student Cleartext-Password := ''gqwerty"



HMN «Yutex-Mpodu» — Ynpasnexwue Arch Linux 2011

20. KnueHT 802.1x wpa_supplicant

Ytunuta wpa_supplicant nossonseTr knueHTam ayTeHTUUUMPOBATBCSA B MNPOBOAHbLIX U
OecnpoBoaHbIX ceTsaX, 3awuwéHHbiXx npoTokonamm WEP, WPA, WPA2, WPA2-TKIP, WPA2-
PSK, 802.1X (PAP, CHAP, EAP, EAP-TLS, EAP-MD5, LEAP). lMNMoaoepxnBaeT annapaTHble
YCKOPUTENW TreHepauuu nceBOocnyyYanHbIX nocrnegosatensHocten (depe3  OpenSSL).
HacTponka knneHTa wpa_supplicant MoxeT ocyLecTBAsATbLCS ABYMS cnocobamu:

1. Hanpsamyto yepes KOHpUrypaumoHHbin doann.

2. C ucnonb3oBaHMeM rpadn4eckoro nHtepdenca.

HacTtpounka wpa_supplicant yepe3 KoHUrypaumoHHbIn chamnn

Mpn paHHOM cnocobe paboTbl CHavana HeoO6XOAMMO HacTpouUTb dann  KoHUrypauum
letc/wpa_supplicant.conf, a 3aTemM TONbKO 3anycTuTb KNMeHT wpa_supplicant. Huwke npueenéx
NNCTUHT KOHpUrypaumoHHoro charna wpa_supplicant, cogepxawmin HeobxoguMblini MUHUMYM
napaMeTpoB AN ayTeHTUUKaLumn B CeTH, 3aLumieHHon no npotokony 802.1X.

# Vurepdeiric ynpaBJIeHMS KJIMEHTOM IJiS BHEWHUX IPOTPAMM
ctrl interface=/var/run/wpa_supplicant
# Bepcus nporokosia IEEE 802.1X/EAPOL. IlonmepxrBaeTCs TakKxe Bepcus 2
eapol version=1
# PexuMm aBTOMATMUYECKOTO CKAaHMPOBAHMS U BHOOpPa TOUKM HOCTYyIIa
ap scan=1
# BxJioueHue OBICTPOM MOBTOPHOM ayTeHTubMkalmy EAP mpu OOpPHBE CBS3U
fast reauth=1
# BJIOK omMcaHusa CeTu
network={
# NpoeutudrkaTop ceTu
ssid="mynetwork"
# IpoToKOJ ayTeHTUbMKALUM
key mgmt=IEEE8021X
# BapmaHT MexaHu3Ma ayTeHTUbOMKAUU
eap=MD5
# VneHTUdMKATOP MHOJIL30BATEJI
identity="student"
# IIyTr K IOJIB30BATEJIbECKMM CepTHudmKaTam
ca_cert="/etc/cert/ca.pem"
client cert="/etc/cert/user.pem"
private key="/etc/cert/user.prv"”
# IapoJib Ha BaKPBITHI KJIOY
private key passwd="password"
# BMecTO CcepTUOMKATOB MOXHO MCIOJBL30BATH IIaPOJIb
password="1234"
eapol flags=3
}

YUTtoObl 3anycTntb wpa-supplicant, BbINONHUTE KOMaHAY:
$ wpa_supplicant -i eth0 -D wired -c /etc/wpa_supplicant.conf
Onucanwue kntovern:

i — uMa nHTepdpenca, KOTopbIM NOAKMOYEH K 3aLLULLIEHHON CEeTH

D — Tun gpariBepa ang paboTbl ¢ NHTEPdENCOM

C — pacnonoxeHune KoHUrypawumMoHHoro danna

Hactpownka wpa_supplicant c ucnonbsosaHuem rpacdumnyeckoro
uHTepcenca

Mpaduyeckmn nHTepdenc 3anyckaetcsa npu paboTtawowen ytunute wpa_supplicant komangown
wpa_gui (pmcyHok 4.10).
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A wpa i)Hi

File Help

Adapter: etho v

Network: 0: mynet v
Status: ASSOCIATED

Last message: EAP authentication failed
Authentication: IEEE 802.1X (no WPA)
Encryption: NONE

SSID: mynet

BSSID: 01:80:c2:00:00:03

IP address: 192.168.10.41

Connect Disconnect Scan

PucyHok 4.10. maBHOe OKHO wpa_gui.

MapameTp «Adapter» 3apgaéT ceTeBoM WHTepdenc, 4epes3 KoTopbid OygeT npoucxoauTb
ayteHTudpmkaumna. [MapameTtp «Network» ykasbiBaeT, Kakon Habop HacTpoek cnegyeT
MCNonb30BaTh Ans ayTeHTudmKaumm. Hmwke pacnonoxeHo OKHO cTaTtyca, KoTopoe oTobpaxaeT:
Status — Tekywur cTaTyc ayTeHTUdMKaumm

Last message — nocneagHee cooblieHne oT AeMoHa wpa_supplicant

Authentification — BbIGpaHHbIN MeXaHN3M ayTeHTUdUKaLMm

Encryption — BbIOpaHHbI MexaHN3M LWNdPOoBaHNS

SSID — ngeHTudmkaTop cetu (aktyanbHO Ans 6ecnpoBOAHbIX CETEN)

BSSID — ngeHtudmkaTop cetu (Npyn NnocTpoeHun 6ecnpoBogHom cetn Tnna ad-hoc)

IP address — agpec uHTepdgenca, 4epes KOTopbI NPOUCXOAUT ayTeHTUdMKauns

N N N N NN

Utobbl co3pgaTb HOBbIM HAabOp HAcTpoek ayTeHTUMKaumm, Bocnonb3yntecb meHo File — Add
Network (pucyHok 4.11). lyHkT meHwo File — Edit Network moxeT wncnonb3oBatbca Ans
pefakTMpoBaHusa yxe umeromxca HabopoB HacTpoek. lNMyHKT meHo Event History nokaxet
XypHan cobbiTuin wpa_supplicant.
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f A Wwpa_gui ¥ £ v A X )\
File Help
Event History etho =
Add Network
Edit Network (0: mynet v)

Exit Ctrl+Q ED

Last message: EAP authentication failed
Authentication: IEEE 802.1X (no WPA)
Encryption: NONE

SSID: mynet

BSSID: 01:80:¢2:00:00:03

IP address: 192,168.10.41

Connect Disconnect Scan

PucyHok 4.11. CtpykTtypa meHto File.

B oTkpbiBLLIEMCA OKHE (pUCYHOK 4.12) 3a0aéTcsa HOBbIV HAbop HACTPOEK ayTEHTUMKALUN:

ASANENE N NN NN

AN

SSID — ngeHtndmkaTop cetu (akTyanbHO Ans 6ecnpoBOOHbIX CETEN)

Authentification — meTog ayTeHTMdMKaLUK

Encryption — meToa wmndgposaHns

PSK — cekpeTHbIn krtod (ans metoga WPA-PSK)

EAP method — BapuaHT EAP-ayTeHTudmkaumm (ons IEEE 802.1x)

Identity — nms1 y4€THOM 3anucu

Password — naponb

CA Sertificate — kopHeBOpn cepTudumkaT (Mpu ncnonb3oBaHMn ayteHTudmkaumm no X.509-
cepTudukaTam)

WEP keys — kntoun ana WEP-wndppoBaHmsa (MpyM Mcnonb30BaHUM MeToda LndpoBaHus
WEP)

Mocne Toro, kak Bce Heobxoanmble nonsa 6yayT 3anofnHeHbl, HAXXMUTE KHOMKY «Add».
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X NetworkConfig
SSID mynetwork
Authentication IEEE 802.1X v
Encryption Mone v
PSK
EAP method MD5 v
Identity student
Password o000
CA certificate
WEP keys
Add Remove Cancel

PucyHok 4.12. Onanor go6asneHns ceTu.

Hwxe Ha pucyHke 4.13 cxemaTU4HO yKasaHa B3aMMOCBA3b NapamMeTpoB, HacTpavBaeMblX Ha
cepsepe freeradius, knneHTe wpa_supplicant n kommyTaTope.

KommyTtatop

Cepaep FreeRadius ”aﬁ(aMeTp KnneHnt wpa_supplicant
ey

client.conf / wpa_supplicant.conf
MapameTp Paspen network
secret {

n
 * apameTp

private_key passwd

,' . .
users MapameTp identity
.>

username /// MapameTp password
}

password \/\

PucyHok 4.13.
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21. UeHTp ynpaBneHusa ceptucpukatamu Ha 6a3e nakera
OpenSSL

Llentp ynpaenenus ceptudmkatamm (Certificate Authority, CA) — aTO cepsep,

npeAHasHavyeHHbI 4Ns BblAayun umndpoBbiX CEPTUANKATOB ANSA Pa3nuyHbIX Lenen (Hanpumep,

ana  cosgaHus  TyHHenen L2TP/IPSec wnm  npumeHenmss npotokona HTTPS). LeHTp
cepTudmkaumm BeOET YYET BblAaHHbIX CEepTUPUKATOB M NpefocTaBnseT BO3MOXHOCTb

NPOBEPKM AENCTBUTENBHOCTU Bbl4aHHOro cepTudmkaTa. [1na aToro cywecTByoT 2 MexaHu3Mma:

1. Certificate Revocation Lists (CRL) — cnmMcku OTO3BaHHbIX cepTudukatoB. [Ans npoBepku
ceptTudmkata Ha LENCTBUTENbHOCTb HEeOOXoAMMO 3anpocuUTb 3TM CMMCKM C LEeHTpa
cepTudmkaumm. NMpoBepka BbIMNOMHAETCA HA CTOPOHE KIMeHTa.

2. Online Certificate Status Protocol (OCSP) — npoTokon npoBepku cratyca ceptudukara.
[na npoBepkn cepTudmkata HeoBXOAMMO CBS3ATbCA C CEPBEPOM MNPOBEPKM MO 3ITOMY
NPOTOKONY W nepedatb WHAEKC cepTudukata. [lpoBepka BbINOMHAETCA Ha CTOPOHe
cepBepa. O6blMHO Amanor npoucxoauT noBepx npotokonia HTTP. Bce coobuweHus
koaupytotca anroputmom ASN.1.

ANropvT™M co3aaHMa HOBOrO NMOAMMCAHHOIO cepTudukara:

1. KnueHT co3gaét 3anpoc Ha noanuchk ceptudmkaTa (Certificate Signing Request, CSR) u
nepegaeT ero B LEHTP cepTudukaumm.

2. LeHTp cepTudukaumm nognucbiBaeT 3anpoc M BblAAET cepTudukaT (nyOnnyHbIA KoY B
TEPMUHAX anropuTMOB aCUMMETPUYHOTO LWKMEPOBAHUSA) U KITHOY  (3aKPbITbIA  KIoY),
NOANMCaHHbIE CBOMM KITHOYOM (3aKpbITbIM KIOYOM).

Mpun obpalleHnn KnMeHTa K HEKOTOPOMY CepBUCY, 3alUMLEHHOMY BblAaHHbIM CepTUdUKaTOB,
KMWEHT MOXeT MpoBepUTb WCTUHHOCTb cepTudumkata C NOMOLLbI cepTudukaTa uUeHTpa
cepTnduKaLmmn (eCTeCTBEHHO, 3TOT cepTUdMKaT JOMMKEH UMETbCS Y KnueHTa). CyLecTByoT Tak
HasblBaeMble camornoanucaHHble ceptudukatbl (Self-signed Certificate); aTo ceptudukaTsl,
noAanvcaHble caMmuM co3faTernem.

Ecnn TpebytoTca cepTuukatbl UCKNIOUUTENBHO AN BHYTPEHHUX HYXO OpraHusauuun, To
CaMOMOANUCaHHble  cepTuduKkatbl  BMOMHE  Xu3HecnocobHbl. OpgHako ecnv  BawuMmn
3awmwénHbiMM SSL cepBuncamn ByoyT NoNb30BaTbCA CTOPOHHME Nnua, TO OHWU Kaxabli pas
OyayT nonyyaTb npegynpexgeHne O camononncaHHoM cepTudmkaTe, Tak Kak He UMeroT
cepTudmkata Bawero ueHTpa cepTudmkaumn. CylecTBYOT MeXAyHapOAHble LEHTPbI
ceptucpmkaumm (VeriSign, Thawte n np.), 4bn cepTudukaTbl pacno3HarTCs NPaKTUYECKN BCEMU
OC, ogHako ux ycnyrn nnaTHble. Takke CyllecTByeT HEKOMMEPYECKUM LEHTP cepTudmkaunm
cacert.org, HO BblAaHHble UM cCepTUdUKATbI MPUHUMAKTCA HEe O4vYeHb OOoNbLUION Y4acTbio
KNUEHTOB.

PaccmoTpum cosgaHme coOB6CTBEHHOrO LieHTpa cepTudukaumm:
1. CospgaHuve CTPYKTYypbl KaTanoros:

v nepewnaunTe B katanor /etc/ssl/ (cd /etc/ssl);

v’ cospanTte katanor CA (mkdir CA).
2. PepaktupoBaHue koHdurypaumoHHoro ¢panna openssl.cnf:

# SanaHMe IIOMallHeET'O KaTaJloT'a " @ar?ma, cogepxamero SHTPOIIMIO
HOME = .
RANDFILE = SENV: :HOME/.rnd
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# HDonmonmHuTesnbHas uHbopMmaums o OBJECT IDENTIFIER:
[ new oids ]
oid section = new oids

FHE A A A R A A R R R A A AR R A AR R HRRRRAA
[ ca ]
default ca = CA default # Cexumsa, onmuceeanomasa CA MO yMOJIYaHMIO

G

[ CA default ]

dir = /etc/ssl/CA # Karamor, comepxammii CA

certs = Sdir/certs # KaTajor IJigd XpaHeHUS NONNMCAaHHBIX
# cepruduxaTos

crl dir = $dir/crl # Karanor mns xpaHenus CRL

database = Sdir/index.txt# VHmekcHwlt OGarin Gasel cepTrudmKaToB

new certs dir Sdir/newcerts # KaTayior nOjs HOBEIX CePTMOMKATOB

certificate = Sdir/cacert.pem # KophHeBol cepTudmkar

serial = $dir/serial # TekywmM CEPUMHEI HOMEp cepTubmrarTa

crlnumber = Sdir/crlnumber# Texkymmii cepumHbeir Homep CRL

crl = $dir/crl.pem # CRL

private key = Sdir/private/cakey.pem # Kutou

RANDFILE = $dir/private/.rand # ®amni, comepXalmii SHTPOIMIO IJId

# wJoua

x509 extensions = usr cert # Pacuwmpenus, nobaBiigeMue K
# ceprudurarTy

default days = 365 # Bpemsa B IOHSX, Ha KOTOPOE BHIAETCH
# cepruduxar

default crl days= 30 # Bpemsa B OHAX, UYepe3s KOTOPOE MOXHO
# cosmaBaTh ciaenyiommit CRL

default md = shal # AJNTOPUTM, MCIOJIb3YEMBI OIS
# dopmMmpoOBaHMS IanmxecTa

# 3Ieck HaAxXOOATCA HACTPOMKM, 3HAUEHMA KOTOPHIX MO YMOJIYAHMI OMNTMMAJlbHE
# BamaHMe 3HaUEHMI IO YMOJIUAHMIO IJIS HEKOTOPHIX MOJIel cepTudmkaTa
[ reqg distinguished name ]

# CrpaHa

countryName = Country Name (2 letter code)
countryName default = RU

countryName min = 2

countryName max = 2

# llraT/obiacTs
stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName default = Chelyabinskaya Oblast

# Topoxn




HMN «Yutex-Mpodu» — Ynpasnexwue Arch Linux 2011

Locality Name (eg, city)
Chelyabinsk

localityName

localityName default

# HasBaHmMe opraHM3aLUu
0.organizationName
O0.organizationName default

Organization Name (eg, company)
Uchtex-Profi

# HasBaHMe nonpasiejieHusd

organizationalUnitName = Organizational Unit Name (eg,
section)

organizationalUnitName default = telecom department

# Vuma cybwexkTa cepTuburaumum (HanpuMep, Hasz3BaHME CJITyXOH)

# Ina cepTudmMKaTOB, MCIOJIE3YEMBIX B MHTEPHET-CJyXx0ax, S3HAaueHUe 3TOTO
# moya pmoirkHO coBnamaThk ¢ fgdn ciyxGbl, IO2TOMY SHAUEHME I[10 YMOJIYaHMUI
# He BamaéTcs

commonName = Common Name (eg, YOUR name)

commonName max = 04

# TouTOBHIM alpec

emailAddress = Email Address

emailAddress max = 454080, Chelyzbinsk, Lenin pr., 83

# Tenepb nepennmre B kaTajyior /etc/ssl/CA. CosmanTe ciuenyomme OOBEKTH:
# Karajmoru nysa xpaHeHus cepTudbmkarTor, kjwoueit u CRL
mkdir certs private crl newcerts

# 3BamaHye mnpaB JOCTyNa K KaTajloTy C KJouaMM — IOCTYIN TOJbKO IJid root
chmod g-rwx,o-rwx private

# CozspmaHue odamja C CEPUMHBIM HOMEPOM
echo '01' > serial

# CospmaHme Odarna OJa MHIOEKCAa
touch index.txt

3. Co3spaHune kopHeBOro cepTudukata
Mepengute B katanor /etc/ssl/CA v BbINOAHUTE KOMaHAY:

# openssl req -new -x509 -extensions v3_ca -keyout private/cakey.pem \
-out cacert.pem -config ../openssl.cnf

(«\» - cumBOS, COOTBETCTBYIOLLMIA MEPEHOCY CTPOKM B UHTeprpeTaTope bash)

byaeT BblgaH 3anpoc:

Enter PEM pass phrase:

BBeanTe cekpeTHbIN KN4 ANs 3aWwmTbl KOPHEBOro cepTudmkaTa. [anee Gyaet BbigaH 3anpoc
Ha NOBTOpPHbIN BBOA. Mo3gHee GyaeT BblgaHa cepust 3anNpoCcoB Ha BBOZ, onucaTerbHbIX Nonen
ceptucpmkata, 3HadeHUs Mo YMONYaHWio K Oonbllen 4YacTu KOTOpbIX Obinv 3agaHbl B
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KoHurypaunoHHom damne. [na kopHesoro ceptudumkaTa nonto Organizational Unit Name
MOXHO MPUCBOUTE UMSA AOMEHa UMM UMSA OTBETCTBEHHOrO 3a AOMEH/UEHTp cepTudumKaumn.
CooTBeTcTBEHHO 3anonHuTe n none Email Address. MNonto Common Name MOXHO NpUCBOUTL
3HayeHue Certificate Authority.

4. CospaHue cepBMCOM 3anpoca Ha ceptudumkaumio B LIYC
Mepengute B katanor /etc/ssl/CA v BbINOAHUTE KOMaHAY:

# openssl req -new -nodes -out req.pem -config ../openssl.cnf

He 3abygbTte ykasatb B none Common Name fqdn cnyx0Obl, Onsa KoTopow co3gaétcs
ceptudukat. 3anpoc Ha nognucaHme byaeT 3anucaH B dann req.pem.

5. TllognucaHune 3anpoca
Mepengute B katanor /etc/ssl/CA v BbINOAHUTE KOMaHAY:

# openssl ca -out cert.pem -config ./openssl.cnf -infiles req.pem

ByoeT BbligaH 3anpoc naponbHOM hpasbl ANA CEKPETHOro Khkya LeHTpa cepTudukauum.
Beeante ero. byaet BbiBeAeH 3anpoc Ha cepTudumKauuio B TEKCTOBOM Buae. Ecnn Bbl XoTuTe
nognucatb ero, BBeAnTe «y» U Haxxmute «Enter». HoBbin ceptudpmkat — CA/newcerts/01.pem
unn CA/cert.pem. 3akpbiTbin knod K ceptudumkaty — CA/privkey.pem. Tenepb 3atn dannsi
MOXHO MCMNOSb30BaTb ANSA 3aWMThl Kakoro-nmbo cepeuca ¢ nomowbio SSL/TLS. Yytute, uto
€CNnn Bbl HE COXpaHMTE 3aKpbIThbIN KoY, TO NpU Bblgaye cnegylowero ceptudukata oH byaget
nepesanncaH. CnegyoLwwmi BelgaHHbIN cepTudmkaT 6yaeT umeTtb Homep 02 u Tak ganee.

HekoTopble nporpammbl (Hanpumep, Stunnel) TpebytoT, YTOObLI cepTUdmKaT N 3aKpbITbIN K4
HaxoAMnNucb B ogHOM doanrne. YTobbl Nony4nTb Takow pain, BbIMOMHATE CreayoLLy0 KOMaHay:

# cat privkey.pem cert.pem > key-cert.pem
Tenepb ¢ann key-cert.pem MOXHO ncnonb3oBatb B Stunnel, Hanpumep:

# stunnel -p /etc/ssl/CA/key-cert.pem <onpoume apryMeHTE!>
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22. Wudpatop TCP-coeanHeHusa Stunnel

Mporpamma Stunnel npumeHsieTca B Tex cnydasix, korga Ttpebyetcsa 3awwudpoBatb TCP-
coefvHeHWe, odHako nporpamma, paboTtawwasa yepes 3TO COeAVHEeHWe, He noadepxuBaeT
SSL/TLS. PaccmoTpum npumep 3anycka SSL-TyHHens ¢ nomouwbto  stunnel. [Onga
dyHKUMoHMpoBaHua stunnel TpebyeT KoHdurypauuoHHbin dann stunnel.conf. OH wnmeet
cneaywowmn dopmar:

[mra_Tynunensl]

napaMeTp = BHAaAYeHNne

napaMeTp = BHAaAYeHNne

[mrs1 TyHHENAZ2 ]
napaMeTp = BHaYeHHe
napaMeTp = BHaYeHHe

MpunBeaém npocTenwnm npumMep Takoro danna — nHkancynmpyem cepsep IMAP B SSL.:

[imapd]
# II0pPT, Ha KOTOPOM HaO OXMIaTb COeIMHEHUE
accept = 993

# mporpamma, KOTOPYK CJlelyeT 3alyCTUTb IPY YyCTAHOBJIEHUM COEeIMHEHUS

# BHUMAHME! TakuMm o0Opa30M, MOXHO 3alyCTUTh TOJILKO NPOTpPaMMy, KOTOPYO
# MOXHO BamnycTuThb uepes inetd/xinetd

exec = /usr/sbin/imapd

# apryMeHTH IOJisg 3anyCcKaeMoOM MNPOIPaMMEL
# HepBHM OOJIXKHO OBITH MMS IPOTPAMMEL
execargs = imapd

Tenepb 3anyctum stunnel ¢ 3TUM KOHUTypPaLMOHHLIM hainom:
# stunnel stunnel.conf

Mpy nogxntoyeHnn K cepepy Ha nopT 993 nocne BbINOSIHEHUS COrnacoBaHua ByaeT 3anyLeHa
nporpamma imapd, KoTopas n 06CNyXuT imap-KnmeHTa.
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23. TMpotokon PPPoE

Peanusaunen PPPOE-cepBepal/knueHTa B Linux aBnseTca nakeT rp-pppoe.

HacTtponka PPPOE-cepBepa

1. KoHdurypaumnoHHbIn pann /etc/ppp/pppoe-server-options:

# BxiwouaeMm chap-ayTeHTUOMUKALIUO

require-chap

# paspemaeM M3MEHSATHL HACTPOMKM sSOpa B Clydyae HeOOXOOMMOCTM (paspeleHue
# MapupyTM3auUMM U Ip. )

ktune

# Eciy noJjyib30BaTesSlb €CTh B CHUCTEMHOM 0Oasze YU&THEX 3alMcel — 3alMcaThb

# cofmTye BXOIa B XypHas wtmp

login

# Bpemsa 0Ces3melcTBMSA B CeKyHIax, [IOCJIE KOTOPOI'O COEeOMHEHME 3aKpPHBAETCH
idle 1200

# MpomMexyToK MexIay oTHnpaBkamMu nakeToe LCP echo-request
lcp-echo-interval 10

# KonmuecTBO HenoJiydeHHBIX nakeTroB LCP echo-reply, mocjie KOTOPOTO

# coemmHenue cOpackeBaeTcd

lcp-echo-failure 5

# YxaswBaeM ampec DNS-cepmBepa, NepemaBaeMbBli KIMEHTY

ms-dns 83.142.162.36

# OTkJOUaeM HEeHYXHBE aJITOPUTMEl CXAaTUs

nobsdcomp

novj

# He oTnpamBigeM M He TIOJydYaeM OT BTOPOM TOUKM TyHHesns endpoint
discriminator

# IosBosigseT wum30exaThb OUMOOK NPM OWMOOUHOM I[IOBEOEHUM IIPOTMUBOIIOJIOXHOMN
CTOPOHH

noendpoint

# OTkJOUaeM HEHYXHBI NPOTOkKOJ IPX

noipx

# YxaswBaeM pacnojioxeHue ¢dalya ¢ XypHaJoM

logfile /var/log/pppoe.log

2. KoHdurypaumoHHein dainn /etc/ppp/chap-secrets
Hobasnsem 3anucb 0 nonb3oBartene B oopmaTe «Nonb3oBaTenb * Naposiby
user3 * pass3

3. 3anyck cepsepa

3anyckaem PPPOE-cepsep B pexunme gapa Ha mHTepderice eth0. Agpec cepBepHON TOYKM
TyHHens — 192.168.0.1, agpeca knMeHTCKnx HaunHaoTtesa co 192.168.0.100. BeicTaBnsem nms
cnyx6bl B «PPPOE»:

# pppoe-server -k -I eth0 -L 192.168.0.1 -R 192.168.0.100 -S PPPOE

MpoBepuTb haKT 3anycka cepepa MOXHO, BbINOMHUB KOMaHAY:
# ps ax | grep pppoe
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Takke aTa KOMaHOa NOKa)KeT akTuBHble B AaHHbI MomMeHT PPPOE-ceccun.

Hactpouka PPPOE-knueHTa
KnneHTckas YaCTb NakeTa rp-pppoe npeacTaBreHa cnegyowmmmn nporpammMmamu:

v

ASRNENENEN

pppoe-discovery — no3sonseT obHapyxuntb goctynHole PPPOE-cepBepbl

pppoe-setup — NO3BOMSET B AManoroBom pexume Hactponts PPPOE-ceoanHeHne
pppoe-start — 3anyckaeT HacTpoeHHoe PPPOE-coegmHeHne

pppoe-stop — npepbisaeT PPPOE-ceoanHeHne

pppoe-status — BbIBOAUT MHGOPMALINIO O COEAUHEHUN U TYHHENBHOM UHTepdence
pppoe-connect — BbINOMHAET Ty Xe dQYHKUUI, 4YTO0 U pppoe-start, ogHako nocne
BbINOSIHEHUS HE yXOOUT B (DOHOBLIN PEXNM N BbIBOAUT OTNagoYHble COOBLLIEHMS Ha 3KpaH

3anyctute nporpammy pppoe-setup Ons HacTpoWkM coeauHeHusi. ByayT 3agaHbl cneayoume
BOMPOCHI:

v

v

Enter your PPPOE user name — BBeante Mmsa nonb3oBaTtens ANg ayTeHTUudukaumm Ha
cepepe (3aBucuT oT danna chap-secrets Ha cepepe. Hanpumep, user1)

Enter the Ethernet interface connected to the DSL modem — ykaxute uHTepdenc, Ha
koTopom Heobxoammo uckaTb PPPOE-cepBep (3aBUCUMT OT TOro, Yyepes Kakown nHtepdenc
CoeauHeHbI KNeHT 1 cepeep. Hanpumep, eth0)

Enter the demand value — ykaxuTe, crnegyeTr nv NOAKNIOYATBCHA TOMbKO B Criyvyae
HeobXoaNMMOCTN UCNONb30BaHUS TyHHENst (yes) unum HeobxooMMO COXPaHsATb MOCTOSHHO
aKTUBHOe coeauHeHue (no)

Enter the DNS information here — nnbo BBeauTe «server» AnNs UCNOMNb30BaHUS HACTPOEK,
nepegaHHbIX C cepBepa, NMnbo ykaxnte agpec Heobxogmmoro cepeepa. Ecnu octaButb
CTPOKY NyCTOWN, rp-pppoe He ByAeT U3MEHSATb CUCTEMHbIE HACTPONKM pa3peLLeHnsa MMEH
Please enter your PPPoOE password — BBeaute naposfib, COOTBETCTBYIOLUMA UMEHU
nonb3oBartens (3aBucut oT dhanna chap-secrets Ha cepBepe. Hanpumep, pass1). 3anpoc
napons 6yaeT BblAaH ABaXAbl

Choose a type of firefall — rp-pppoe MoXeT 3agaTb HEKOTOPbIE HACTPOMKN MEXCETEBOIO
3KpaHa Npu yCTaHOBKE COeMHEHMS:

¢ 0 — He M3MEHSTb HAaCTPOMKN MEXCETEBOrO 3KpaHa

e 1 — HacTpovikn ans pabo4ven cTaHUUK

e 2 — HaCTPOWKM ANS UHTEPHET-LUITH03a

byayT BbiBeOeHbl caoenaHHble HacTporku. Ecnm Bbl cornacHbel ¢ HUMW — BBEAUTE Y U
HaxxmuTe Enter

Tenepb ana yctaHosku PPPOE-coeanHns BbINONHUTE KOMaHAay pppoe-start.
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24. CepBUC AMHAMU4YeCKOM MapLUpyTMU3alum quagga

Quagga no3BonsieT Ucnonb3oBaTb MNPOTOKOMbI AMHamMuYeckon Mappytmsauumn RIP, OSPF n
BGP. Kaxgbiin npoTokon peanu3yeTcs M NoanepKmMBaeTcs oTAeSNbHbIM EMOHOM (Hanpumep,
aemoH ospfd peanusyet npotokonn OSPF). Bce geMoHbl ynpaenatoTcs o6wumMm gemMmoHoMm zebra
n umeloT telnet-nHtepcpeiic, NO3BONAIOWMIA MEHATbL HACTPOMKM MapLupyTU3auumM BO BpeMs
paboTbl gemoHa. KoHdurypaumoHHble annbl 4EMOHOB XpaHATCA B katanore /etc/quagga.d/.
A3blk KOHGUrypauum cepBUCOB quagga npakTudeckn maeHTudeH s3blky Cisco 10S, 3anyck
AEMOHOB NPOU3BOAMTCA crieayowum obpa3om:

$ /etc/rc.d/<ums_pemoHa> start

Nms_pemoHa MOXeT ObITb CreayoLwmm:

ripd — npoTtokon RIP

ripngd — HoBasi peanusauuns npotokona RIP

ospfd — npotokon OSPF

ospf6d — npotokon OSPF gns Ipve

bgpd — npotokon BGP

[na 3anycka gemoHa HeobxoauMO COCTaBUTb MUHUMAasbHbLIN KOHMUrypaunoHHbin | dann,
cocTosAWMn u3 gupektus hostname n password (cM. HUXe).

ANANENENEN

Jloboi pemMoH, peanuaylowuin NPOTOKON  MapLupyTmU3aumu, TpebyeT HaACTPOEHHOro MU
3anywieHHoro gemoHa zebra. Jlio6as nyctas cTtpoka B KOHdUrypaumoHHom cparvne ntoboro
AemMoHa u3 Habopa quagga AormkHa HaumMHatbest ¢ cumBona "!". Jltobble cMMBObI NOCe 3TOro
He paccmMaTpmMBalOTCA JEMOHOM KaK 3Havalume.

IIpuMep HacTpo¥ku BeMoHa zebra:

! BagaéM mMa xocTa, Ha KOTOPOM BEUIOJHAETCSA LEeMOH
! NNapaMeTp o6sa3B3aTeNBHENI, HO BHaAYEHHE SBJSAETCS OCBELOMUTEJIEBHEIM
! nns agMuHMCTpaTOopa ¥ HEe BIANAET Ha LEMOH
hostname Router

! BagaéM nmaposie Zas ZocTyna K JeMOHy uYepe3 telnet
password zebra

! BagaéM napose Qass ZOCTyna K CeKLWUV HACTPOEK
enable password zebra

! Cexkumsa onmcawnms muHTEepdercon

! Bnecr MOXHO 3BajaTe TEKCTOBOE OIHMCaHue uHTepderca
! Bananum onmcamme muHrepdeyicy ethl

interface ethO

description Internal Network

! Bnecr xe MoxHO Bagare IP-azgpec mHTepderca

ip address 192.168.0.1 255.255.255.0

! Bpece MOXHO yKkaBaTk CTaTHUYECKHUE MapUpPyTEH

! BaganuM craTMYecKkuy MapUpPyT OO yMOJYaHMIO

ip route 0.0.0.0/0 203.181.89.241

! Bpecr yxaBrBaeTcs MMs XypHaja

log file zebra.log

IlpuMep HacTpoMKkM neMoHa ripd:

! BagaéM mMs xocTa, Ha KOTOPOM BBUIOJHAETCS IEMOH

! NNapaMeTp o6s3aTeNBHENiI, HO BHAYEHHE SBJISAETCS OCBELOMUTEJEBHEIM
! nns agMuEMCcTpaTOopa ¥ HEe BAMAET Ha LEMOH

hostname ripd

! Bagaém nmaposs gna mocrymna K HeMOHy uepes telnet

password zebra

! YxaspBaeM, YTO XypHaJ ILOJXEH BHBOAUTECSA Ha SKpaH

log stdout
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! BagaéM napaMeTps! feMoHa nus uHTepderica ethl
interface ethO

! IocsimaeM aHOHCHI no nporokosry RIPvl um RIPv2
ip rip send version 1 2

! NpuruMaeM aHOHCE 1o nporokony RIPvl u RIPv2
ip rip receive version 1 2

! BagaéM napaMerps: RIP-MapupyTu3anunu

router rip

! NpuuuMaeM aHOHCE M3 yKaBaHHOM CeTH

network 192.168.0.0/24

! [pmHMMaeM aHOHCHI C yKalBaHHOI'O HMHTepderca
network ethO

IIpuMep HacTpodyiku peMoHa ospfd:

! BagaéM mMs xocTa, Ha KOTOPOM BHUIOJHAETCS LEMOH

! apaMeTp o06s3aTeJBHEi, HO BHaYeHHe HABJISAETCA OCBELOMUTEJEBHEIM
! nns agMuEBCTpaTOopa ¥ HE BAMUAET Ha LEMOH

hostname ospfd

! BagaéM nmaposie Zas ZocTyna K JeMOHy uYepe3 telnet

password zebra

! BagaéM nmaposie [AA [OCTyHna K CEKLUY HaCTPOEeK

enable password zebra

! BanaéM napamerps: OSPF-MapuwpyTu3anmuu

router ospf

! IIpuHMMaeM aHOHCEH M3 yKas3aHHOM CeTH LJs yKasBaHHOM BOHSI
network 192.168.1.0/24 area 0

! YxaspBaeM, YTO XypHaJ ILOJXEH BHBOAUTECS Ha SKpPaH

log stdout

lNocne 3anycka ynpaBneHve AeMoHaMmn BO3MOXHO 4epe3 telnet. [lopTel, KOTOpblE
NPOCNyLMBAIOT AEMOHbI:

zebra 2601/tcp

ripd 2602/tcp (RIP)

ripngd 2603/tcp (RIPNQ)

ospfd 2604/tcp (OSPF)

bgpd 2605/tcp (BGP)

ospf6d 2606/tcp (OSPF gnsa IPv6)

MoaknounTbCA K MHTEpMency ynpasneHms 4eEMOHOM MOXHO, BbINOSHMB CreayoLLyo KOMaHay:
$ telnet <umsa_xocTta> <nopt>

Hanpumep, ona noakntoyeHns K AgemoHy ospfd Ha nokanbHOW MalluHe, BbINOMHUTE:

$ telnet localhost 2604

Mocre noaknoyeHnsa OeMOH 3arnpocuT Napofb, yKasdaHHbIN B KOHOUIypaunoHHOM dhanre.
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25. TMpotokon IPSec

B Linux peanusaumen L2TP/IPSec-cepepa wn «knveHTa saBndetca  OpenSwan

(http://www.openswan.orq). Bcneactene npupogbl npotokona IPSec (OpMeHTMPOBaAHHOCTL Ha

O[HO COedVHEHMEe «TOo4Ka-TOYKa») HaCTPOWKM cepBepa M KNWeHTa He OTnuyarTca Apyr oT

apyra. Hago oTMeTuTb, YTO CyLLEeCTBYHOT 2 pexnma co3aaHus ipsec-kaHana:

v' ¢ dukcnpoBaHHbiMK IP-agpecamn — pexum ans AByx CEpPBEpOB, MMEKLINX CTaTUyeckune
agpeca;

v/ Tak HasblBaeMblli «road warrior» — pexum a5isi cepBepa ¢ CTaTUY4eCKMM afpecoM U KIMeHTa
C ANHAMNYECKUM apecoM.

OTtnunune pexnma «road warriory B TOM, YTO NPM HACTPOWNKE openswan 45151 CTOPOHbI, UMEIOLLIEN

AnHaMunyeckn agpec, Heobxoammo ykasbieatb 0.0.0.0.

PaccmoTtpum HacTtpolnky IPSec B pexnme PSK (Pre-Shared Keys) onsi ctatmyecknx agpecos.
He 3abbiBante, uto PSK BCEIA ncnonb3yeTcst TONbKO A5 ayTeHTUdMKauum CTOPOH, HO He
ans wngposaHus.

Hactpoika sgpa

C openswan noctaensetcsa ¢ann (/etc/ipsec.d/examples/sysctl.conf), B koTopom onucaHbl
HACTPOMKKN S4pa, He MeLlarowme paboTe ipsec. PaccMoTpnm 3TN HACTPOWKK:

# BkIIOUEHME MapupyTU3aLunu
net.ipv4.ip forward = 1

# rp filter B HeKOTOPHIX cCllydasx cOpachBaeT JelajlbHeE [aKeTs [10CJle UX
# memmbpoBaHMsa. OTKIIOUUM E€TO
net.ipv4.conf.default.rp filter = 0

# OTkJIOUaeM HEKOTOPHE BOBMOXHOCTM AOpa IJd NpeloTBpaleHmsa ommbok,

# HanpmMmep,B CJyyae HACTPOMKM HECKOJIbLKMX I[OICeTelr Ha OIHOM MHTepdelrce
# OTkJjoueHMe OTHpaBku coobmenuit ICMP redirect

net.ipv4.conf.all.send redirects = 0

# OTkJIOUEHME XYPHAJIMPOBAHUSA HEKOPPEKTHHX (He mo RFC1122) cooBuenuit o6
# ICMP-ommbrax

net.ipv4.icmp ignore bogus error responses = 1

# OTKJIOUeHME XYyPHAJIMPOBAHMSA INAKETOB C HEBOBMOXHHMM alpeCaMM MCTOUHUKA
net.ipv4.conf.all.log martians = 0

# HacTpolkmu, MNOBHmAKIME Oe30IacHOCTH
# OTkJIUaeM MapupyTU3auusd OT MCTOUHMKA
net.ipv4.conf.default.accept source route = 0

# OrkimouaeM peaklLmio Ha coobumeHme ICMP redirect
net.ipv4.conf.all.accept redirects = 0

MpUMEHUTb 3TU HACTPOMKU MOXHO, 3anucaB UX B KoHel, dpamnna /etc/sysctl.conf n BbinonHuB
sysctl -w, nnbo BbINONHATL Sysctl <HAcTpowka> Ons Kaxaow BblenpuBeLEHHOW CTPOKM,
Hanpumep:

# sysctl net.ipv4.conf.all.accept redirects=0
Takke BCe 9TM HaACTPOWMKM MOXHO caenaTb C MOMOLLbI KOMaHAbl echo 1 nepeHanpasBfeHus
BbIBOAA B (hansioBon cucteme /proc, Hanpumep:

# echo 0 > /proc/sys/net/ipv4/conf/all/accept_redirects
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KoHdurypaumoHHbin dann /etclipsec.conf

CooepXnT OCHOBHbIE HACTPOMKM openswan — 6as3oBble HACTPOMKM M MHAOPMaUUO O
COeUHEHUAX:

# Hauaso cexkummM OBIMX HACTPOEK
config setup
# orxsmouaeM NAT Traversal
nat traversal=no
# KonmmuecTBO MOTOKOB, Ha KOTOPOE HEOOXOOMMO paclapajljiesiUTh
# cepsep
nhelpers=0

conn L2TP-PSK-noNAT
# Pexum ayTeHTHUOMKALUM 10 KIOUY
authby=secret
# Orximouenme Perfect Forward Secrecy

pfs=no

# 3Banmaém moBeIeHME cepBepa

# auto=add - He yCcTaHaBJIMBATL COEIMHEHME aBTOMATUUECKMU

# auto=start — ycTaHaBIMBATL COeIOMHEHME IIPM 3alyCKe openswan
auto=add

# KonmmuecTBO IMONBITOK COIJIaCOBaAHUA COoeIIMMHeHMA

keyingtries=3

# He NpOM3BOOMUTL MNEPEMHMUMANIMBALMUIO COEOMHEHMUS [PV MCTUYEHUU

# MakCMMaJIbLHOTO CpOoKa IeMUCTBUS TyHHEJS

rekey=no

# Tun TyHHEJNs — COeIOMHEHME XOCT—-XOCT

type=transport

# Ampec cropoHu left

left=192.168.0.100

# [poTokoJI M NOPT IOJis CTOPOHH left

leftprotoport=17/0

# Anmpec cropoHe right

right=192.168.0.101

# [poToxoJ M HNOPT mJjis CTOpOoHHE right

rightprotoport=17/0
# OTkiouaeM ONNOPTYHCTHMUeckoe umdppoBaHme (opportunistic encryption)
include /etc/ipsec.d/examples/no_oe.conf

KoHdomrypaumoHHbin hann /etc/ipsec.secrets

B atom channe copepxutcs obwun knod. PekomeHayeTcs reHepmpoBaTth 9TOT dhann KoMaHaom
ipsec ranbits, Cnegytowan komaHga creHepupyeT NPOU3BONbHbIN KIoY AAnHHON 128 6uT:
# ipsec ranbits 128 > /etc/ipsec.secrets

Tenepb oTkpowTe /etc/ipsec.secrets nobbiM TEKCTOBLIM penakTopoM M OobaBbTe B camoe
Hayano canna (B ogHy CTPOKY C KNHOYOM) CUMBOMbI «: PSK» 1 3aknounte KoY B KaBblYKW.
dann gomKeH BbIrMaaeTb cnegyowmm obpasom:

: PSK "0xf2c28329 2b679d28 714c05£f5 _a6949859"

3anycx openswan v yctaHoBJieHue coegmnHeHusA
Mepen ycTaHOBNEHNEM COeANHEHNA 3aryCcTUTe openswan crneyroLen KoMaHaon:

# /etc/rc.d/openswan start
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Tenepb ycTaHOBUTE COeANHEHWE, BbINOMHMB HA OAHOW U3 CTOPOH KOMaHAy:

# ipsec auto --up L2TP-PSK-noNAT

Bbl 4OMKHbBI yBMAETb NPUMEPHO CNEAYoLME CTPOKU:

117 "L2TP-PSK-noNAT" #5: STATE_QUICK_Il: initiate

004 "L2TP-PSK-noNAT" #5: STATE QUICK IZ2: sent QI12, IPsec SA
established {ESP=>0xb91c643a <0xc9cf00a3 xfrm=AES 0-HMAC SHA1
NATD=none DPD=none}
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26. Tpotokon PPTP

HacTtpounka cepBepa PPTP

B Linux peanusauuven cepsepa PPTP asnsaetcsa poptop (http://www.poptop.org/). PaccmoTpum
€ro HaCTPOWKY.

1. KoHdurypaumoHHbli dann /etc/pptpd.conf:

# PacnosoxeHue ¢ariyia ¢ HacTpoMKamu
option /etc/ppp/options.pptp

# IP-ampec cepBepa M3 [ONCETM, B KOTOPOM HAXOOATCH aIpeca IJid KJIMEHTOB
localip 192.168.1.1

# ImamasoH aIpecoB IOJis KJIMEHTOB
remoteip 192.168.1.200-254

2. KoHdurypaumnoHHbln dann /etc/ppp/options.pptp:

# IaéM HasBaHUE CepBepy
name PPTP

# IDaém HazBaHme HaboOpPy HACTPOEK
ipparam pptpd

# CamoayTeHTMbMKauMa He TpebyeTcs

noauth

# BIIOKMpPYEM MOPT

lock

# BampemaeM MCNOJIL30BaHME HEHANEXHBIX MMPOTOKOJIOB ayTeHTUOUKALUM
refuse-pap

refuse-eap

refuse-chap

refuse-mschap

# oTKIOUaeM aJITOPMTMEL CXaTMsd, KOTOPHEE He OyIOyT MCIOJBb30BATHCH
nobsdcomp
nodeflate
VcnonpzyeMm mmbdpoBaHUE
reuire-mschap-v2
require-mppe-128
# Tlepenaém ampec DNS-ceprBepa KIMEHTY
ms-dns 192.168.1.1

3. KoHdpurypaumoHHbiv dhann /etc/ppp/chap-secrets:

# Ecam moJsib30BaTeJib OOJIKEeH IOMHAMUUECKM [IoJiydyaTh I[P-azpec
# m3 mmanaszsoHa remotelip B pptpd.conf:
userl PPTP passwordl "k

# Ecou MBI XOTMM [OPMBSA3ATL OIPeleiéHHEM 1P K JIOTUHY :
user2 PPTP  password2 "192.168.1.101"

4. [Ecnu Ha cepBepe YCTaHOBIEH MEXCETEBOWM 3KpaH, TO Heo6XxoAMMO caenaTb crneayowme
JobaBKu:

# Paspemaem npoTokos GRE myisa Bcex;
iptables -A INPUT -p gre -j ACCEPT

# PaspemaeM coenuHeHue C¢ PPTP-cepBepoM IJig BCEX;
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| iptables -A INPUT -p tcp --dport 1723 -j ACCEPT

5. 3anyckaem cepsep:
# /etc/rc.d/pptpd start

HacTtpounka knuenta PPTP

B Linux peanunsauuen knueHta PPTP aBnsietca pptpclient (http://pptpclient.sourceforge.net/).
PaccMOTpuM ero HacTpOnKy.

1. KoHdpmrypaumoHHbin doann /etc/ppp/options.pptp

lock

noauth

refuse-pap

refuse-eap

refuse-chap

refuse-mschap

require-mschap-v2

require-mppe-128

nobsdcomp

nodeflate

defaultroute # msTa onuma He maéT sdbbexTa, ecaM yxe eCcThb MapHpyT II0
# yMOJIUAHMIO

2. KoHpurypaumoHHbiv dhann /etc/ppp/peers/pptpvpn

name userl

ipparam pptpvpn

remotename PPTP

lock

noauth

require-mschap-v2

require-mppe-128

# 192.168.0.1 — ampec PPTP-ceprepa

pty «pptp 192.168.0.1 --nolaunchpppd» usepeerdns
# wmcnonb30BaHMe cepBepoB DNS, nepemaHHbIx PPTP-cepBepoMm
file /etc/ppp/options.pptp

3. 3anyckaem PPTP-coeanHeHune
# pon pptpvpn

4. PaspbiBaem PPTP-coegnHeHne
# poff
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27. Ytunnura iptables

YTtunuta iptables npegHasHadeHa gnsi ynpaBneHus mexxceteBbiM akpaHoM neftfilter,
BCTPOEHHbIM B 54p0 Linux.

Mopsaaok npoxoXxaeHna Tabnuuy, 1 uenoyek

Korga nakeTt npuxoamTt Ha Haw GpaHamMayap, TO OH cnepBa nonagaeT Ha ceTeBOe YCTPOUCTBO,
nepexesaTbiBaeTCA COOTBETCTBYIOLLMM OpalBepoOM M aanee nepepaetcsa B s4po. [anee naket
npoxogut psg Tabnuy wn 3atem nepegaeTcs nmMboO  nokanbHOMY MPUOXEHW, Nubo
nepenpasnseTca Ha gpyryto mMawwuHy. [Mopsgok cnegoBaHus naketa NpyvBoauTcsa B Tabnuvue
5.1.

Tabnwuua 5.1 — lNopsiaok ABMXKEHNS TPaH3UTHLIX MaKeToB

LWar H Tabnuua H Llenouka

H MNpumeyanne

|Kabenb

|

HCeTeBoﬁ UHTEepdenc

mangle

PREROUTING

O6blMHO  3Ta  uUenoYka ucnonb3yetca Ans
BHECEHMS W3MEHEHUN B 3arorioBOK MaKeTa,
Hanpumep, ansa nameHeHuns outoe TOS u np.

nat

PREROUTING

OTa ueno4vka ucnonb3yetcsa And TpaHCnsauuu
ceteBbix agpecoB (Destination  Network
Address Translation). Source Network Address
Translation BbINONHAETCA no3gHee, B ApYyrow
uenouke. Jltoboro poga cunbTpaumnsa B 3TON
Lenoyke MOXeT MNPOU3BOAMTLCA TOMbKO B
NCKINIOYNTENbHBIX Cyyasix.

MpuHaTre peLleHunst o] AanbHeunwen
MapLpytusaumm, TO €eCTb B 9TOM TO4Ke
peliaeTcs, Kyaa novaeT nakeT — fokanbHOMY
NPUIOXEHMUIO U Ha OPYron y3en ceTu.

mangle

FORWARD

[anee nakeT nonagaet B uenoyky FORWARD
Tabnuupl mangle, KoTopas OOmKHa
MUCMOMb30BaTbCA TOMbKO B UCKNHOYUTESNbHbLIX
cnyyasix, Korna HeobxoaMmo BHECTU
HEKOTOpblE W3MEHEHWS B 3arofiOBOK MakeTa
Mexay OBYMSA TOYKaMWU NPUHATUA peLlleHust O
MapLupyTM3aLmu.

Filter

FORWARD

B uenouky FORWARD nonagatT TOSbKO Te
nakeTbl, KOTOpble MAyT Ha gpyron xocTt. Bces
dunbTpaums TpaH3UTHOrO Tpaduka [OOoSmKHa
BbINOSHATLCS 34ecb. He 3abbiBanTe, 4YTO Yepes
3Ty LUEno4Ky npoxoaut Tpadhuk B 00OMX
HanpaBneHuax, o0bs3aTenbHO y4uTbiBaNuTE 3TO
0OCTOATENBCTBO MNPV HanucaHum  npaBun
dmnbTpaymm.

mangle

POSTROUTING

OTa uenoyka npedHasHayeHa Ansi BHECeHus
M3MEHEHU B 3arofloBOK Naketa Yxe mnocrne
TOr0O Kak MNPUHATO MOCreaHee peLleHne o
MapLIpyTU3auum.

nat

POSTROUTING

OTa uenoyka npegHasHavyeHa B NeEPBYHO
oyepeab Aana  Source Network Address
Translation. He wucnone3ynte ee ang
dunsTpaummn 6es ocobon Ha TO
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‘ LWar H Tabnuua H Llenouka H MNpumeyanHue ‘

HeobxoAMMOCTU. 34ecb e BbINOMHAeTCa U
mMackapaguHr (Masquerading).

\10 H H HBbIXOD,HOVI CeTeBon. \
111 | | |Kabenb. |

Kak Bbl MOXeTe BMAETb, NakeT NPOXOOAUT HECKONbKO 3TanoB, npexae yem oH byaet nepenaH
Aanee. Ha kaxgom M3 HUX nNakeT MOXeT ObiTb OCTaHOBMNEH. 3aMeTbTe, YTO HeT Kakux nubo
uenodek, cneumdmnyHbiX ans otgensHbix nHTepdencos. Llenouky FORWARD npoxogat BCE
nakeTbl, KOTOpble OBWXYTCA 4Yepe3 ycTpouctBo. He wucnonb3ynte uenodky INPUT ans
dunbTpaumMn TPaH3UTHBLIX MakeToB, OHW Tyda NPOCTo He nonagatT! Yepes 3Ty uUeEenoyky
ABWXYTCH TONbKO Te NakeTbl, KOTOpble NpeaHa3HayYeHbl AaHHOMY XOCTy!

B Tabnuue 5.2 paccMOTpeH MOpPSiAOK AOBMXKEHUSI MakeTa, npefHasHa4yeHHOro okanbHoMy

npoueccy/npunoxeHuio.
Tabnuua 5.2 — [1ns1 NokanbHOro NPUIOXeEHUS
Lar Tabnuua Llenouka MpumeyaHue
1 Kabens.
BxogHown ceTeBon NHTEpdelc.
mangle PREROUTING O6blMHO  ucnonb3yeTcs AN BHECEHUs

M3MEHeHU B 3arofioBOK NakeTa, Hanpumep
Ans yctaHoBku 6utoB TOS u np.

4 nat PREROUTING MpeobpasoBaHne agpecoB (Destination
Network Address Translation). ®unbTpauns
nakeToB 30eCb [OOMnyckaeTcs TOMbKO B
NCKMIOYMTESbHBIX Cry4vasx.

5 MpuHATME peLLeHns O MapLLPyTU3aLUK.

6 mangle INPUT MakeT nonagaet B uenodky INPUT Tabnuupl
mangle. 3gecb BHOCATCA W3MEHEHUS B
3arosfioBOK nakeTa nepeg TeM, Kak OH Oyget
nepenaH NokarbHOMY NPUIIOXKEHUIO.

7 filter INPUT 30ecb npom3BoaAUTCA uUnbTpauus BXOAALLErO
Tpaduka. TlomHUTE, 4YTO BCce BXxogsLwme
nakeTbl, aApecoBaHHble HaMm, NPOXoaAaT 4epes
3Ty LENnoYKy, He3aBMCUMO OT TOr0 C Kakoro
MHTepdenca oHM NOCTYNUSIN.

8 JlokanbHbIM Npouecc/npunoXxeHue.

Ba)xHO NOMHUTB, YTO Ha 3TOT pa3 nakeThbl MayT Yepes Lenodky INPUT, a He yepes FORWARD.
B 3akntoueHue B Tabnuue XX npmBenéH NOPSAOK OBUKEHMS NakeToB, CO34AHHbIX FTOKaNbHbIMU

npoueccamu.
Tabnuua X — OT nokarnbHbIX NPOLECCOB
LWar Tabnuuya Lenouka MpumeyaHue
1 JlokanbHbIN Npouecc.
2 MpuHATHE pelweHns o MaplipyTmusaummn. 3gecb

pewaeTtcs, Kyga novaeT nakeT danblie — Ha
Kakon agpec, Yepes kakon ceTeBon nHtepdenc
nnp.

3 mangle OUTPUT 30ecb NpoM3BOAUTCHA BHECEHME WM3MEHEHWUN B



HIMM «YuTex-Mpocu» — Ynpasnenue Arch Linux 2011

LWar

8
9

Tabnuua |Lenouka

nat

Filter
mangle

nat

OUTPUT

OUTPUT
POSTROUTING

POSTROUTING

MpumeyaHue

3arofioBoK naketa. BbinonHeHue (*)VIJ'IpraLI,VII/I
B OTOW ULENnoYke MOXEeT MMeTb HeraTuMBHble
nocnencTeBuA.

OTa uenoyvka mcnonb3yeTca ANs TpaHCnauum
ceteBblx agpecoB (NAT) B  naketax,
MCXOOSWMX  OT  JIOKanbHbIX  MPOLIECCOB
Gpangmayapa.

30ecb punbTpyeTes ncxogawmmn Tpadmk.

Lenoyka POSTROUTING Tabnuubl mangle B
OCHOBHOM MCMNOMb3yeTCst Ansi NpaBui, KOTopble
AOIMKHbI  BHOCUTb M3MEHEHWs B 3arofloBOK
naketa nepeg Tem, Kak OH  MOKUHET
OpaHamayap, HO yxe nocrne MpUHATUSA
peleHna o mMaplpytmsaumn. B 3Ty uenouky
nonagaroT BCE MaKeTbl, KaK TPaH3UTHbIE, TakK u
co3faHHble nokanbHbIMM npoueccamm
OpaHamayapa.

30ecb BbinonHsetca Source Network Address
Translation. He cnegyetr B 3TOM Ueno4vke
npousBoAnTb  UNbTPALUIO  NakeToB  BO
nsbexaHue HexenaTenbHbIX NoBOYHbIX
appektoB. OpgHako M 30€Cb  MOXHO
OCTaHaBNMBaTb NaKeTbl, NMPUMEHSS MNOJNUTUKY
no-ymon4yaHuio DROP.

CeTeBow nHtepdec.
Kabens.

Takum 06pa3oM, ecTb TPU PasNUYHbIX BapuaHTa NpPoXoXaeHus nakeToB. PucyHok 4.14 Gonee
HarnsgHo AeMOHCTPUPYET 3TO.
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decizion

PucyHok 4.14.

MakeTbl, C agpecoM HasHa4yeHuWst Ha CEeTeBOe YCTPOWCTBO, MOTyT MpeTeprneTb W3MEeHEeHue
ceteBoro agpeca HasHadeHuss (DNAT) B wuenodke PREROUTING Tabnuubl nat wu
COOTBETCTBEHHO [arnbHeinlas MaplpyTm3aumMsa B NepBoW Touyke OyaeT BbINOMHATLCA B
3aBMCMMOCTU OT NPOM3BEAEHHBIX U3MEHEHWIA.

Tabnuua Mangle

Ota Tabnuua npegHa3HayeHa rnaBHblM OOpa3oM AnS BHECEHUS W3MEHEHWA B 3arosioBKu
nakeToB («mangle» C aHrn. «uckaxaTb», «M3MEHsITby»). TO ecTb B 9TON Tabnuvue Bbl MOXeTe
yctaHasnueaTtb 6utbl TOS (Type Of Service) n 1.4. B aton tabnuue He cnegyeT Npov3BoANTb
noboro poga cunbTpaumio, MackMpoBky unu npeobpasoBaHve agpecoB (DNAT, SNAT,
MASQUERADE).

B aToi Tabnuue gonyckaeTcs BbINOMNHATL TONbKO HUXKENepeUYncrieHHble AeicTBUS:
v TOS

v TTL

v MARK

AenictBne TOS BbINONHAET ycTaHOBKY 6utoB nonsa Type of Service B nakete. [dencteune TTL
ncnonb3yetcs Ans yctaHoBku 3HadveHus nona TTL (Time To Live) naketa. OdenctBne MARK
yCTaHaBnvBaeT creunanbHyld MeTKy Ha nakeT, KoTopas 3aTteM MOXeT ObiTb npoBepeHa
Apyrumn npasunamm B iptables nnn gpyrummn nporpammamu, Hanpumep iproute2. C noMoLLbo
"MeTOoK" MOXXHO yNpaBnsaTb MapLUpyTU3aumnen nakeTos, orpaHmymBaThb Tpauk 1 T.0.

Tabnuua Nat

Ota Tabnuua wucnonb3yeTcs ANs BbINONHEHWs npeobpasoBaHui ceTeBbix agpecoB NAT
(Network Address Translation). Kak yxe ynommHanocb paHee, TOMNbKO NepBbIn NakeT U3 noToka
NpOXoauT Yepes LienoYky 3Ton Tabnuupl, TpaHCNAUMSA agpecoB UM MackMpoBKa NPUMEHSIOTCS
KO BCEM MnocrefylowmMm naketaMm B NOTOKe aBTomaTuyecku. [na aTon Tabnuvubl XapakTepHbl
AeNCTBUS:
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v" DNAT
v’ SNAT
v' MASQUERADE

Hencteue DNAT (Destination Network Address Translation) npoussogut npeobpasoBaHue
afpecoB HasHadeHus B 3aronoskax naketoB. SNAT (Source Network Address Translation)
ncnonb3yetca Ons M3MeHeHUs UCXoaHblXx agpecoB nakeToB. Mackuposka (MASQUERADE)
NPUMEHSETCH B TeX Xe uensx, 4to u SNAT, HO B oTnnyme oT nocnegHen, MASQUERADE paet
Gornee cunbHylO Harpysky Ha cuctemy. [lpoucxoguT 3TO MOTOMY, YTO KaAbl pas, Koraa
TpebyeTcs BbINOMHEHME 3TOr0 AeNCTBUS — NpousBoamMTcsa 3anpoc IP agpeca anga ykasaHHOro B
OEencTBUN ceTeBOro WHTepdoenca, B To Bpemsa kak ans SNAT IP agpec ykasbiBaeTcs
HenocpeacTeeHHo. OgHako, 6narogaps Takomy otnunuunio, MASQUERADE moxeT paboTaTb B
cnyyasx ¢ guHamuyeckum IP agpecom.

Ta6bnuua Filter

Kak cnepyetr v3 HasBaHus, B 3TOM Tabnuue OOMXHbI codepXaTbCs Habopbl npasBun ang
BbINOMHEHUS unbTpaumn naketos. lMakeTbl MOryT mponyckaTbCca ganee, nMbo oTBepraTbCs
(oenctema ACCEPT n DROP coOTBETCTBEHHO), B 3aBUCUMOCTU OT UX COAepXMMOro. KoHeyHo
Xe, MOXHO OTWMNbTPOBbLIBATL MakeTbl M B Apyrux Tabnuuax, HO 3Ta Tabnuua cywiecTByeT
UMEHHO ANna Hyxa dwunbTpauun. B aton tabnuue gonyckaetcs Mcnonb3oBaHue 6onbLUMHCTBA
N3 CYLLECTBYIOLMX OEWUCTBMWA, OOHAKO psag AEUCTBUA, KOTOpble PacCMOTPEH Bbille B 3TOM
rnaBe, LOMKEH BbINOMHATLCA TONbKO B NPUCYLLMX UM Tabnuuax.
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Kak ctpouTb npaBuna

Kaxknoe npaBuno — 310 CTpoka, coaepxallasa B cebe kputepun onpeaensiolme, nognagaeT nu
nakeT MNoA 3adaHHOe NpaBwUNno, U OeWCcTBUE, KOTOpoe HeoGXOoAuMMO BbIMOMHWUTbL B Cly4yae
BbINOMHEHUSA KpuTepusi. B o6LLieM Buae npasuna 3anvcbiBaloTcs NPUMEPHO Tak:

iptables [-t table] command [match] [target/jump]

Hurge He yTBepXagaetcs, 4To onucaHve aencteus (target/jump) AOMKHO CTOATL NOcCNeaHVM B
CTpOKe, OdHaKo, Takasa HoTauusi bonee ygobountaema. Kak 6bl TO HM ObIfIO, HO Yale BCEro
ByneT BCTpeyaTbCa MMEHHO Takomn cnocob 3anucu npasun.

Ecnn B npaBuno He BkroyaeTcsa cneundukaTop [-t table], To no ymonuaHuio npegnonaraercs
ncnonb3oBaHne Tabnuupl filter, ecnn xxe npegnonaraeTcst UCNoONbL3oBaHWe Apyron Tabnuupl, TO
370 TpebyeTcda ykaszaTb ABHO. CneumdurkaTop Tabnuubl Tak Xe MOXHO yKasbiBaTb B NHOOOM
MecTe CTPOKM npasuna, ogHako 6onee unv MeHee CTaHAApTOM CUYMTAETCS yKasaHue Tabnuupl
B Hayane npaswuna.

[lanee, HenocpeaCTBEHHO 3a MMeHeM Tabnuubl, [OSKHA CTOsATb KoMaHnga. Ecnu
cneundumkatopa Tabnuubl HET, TO KOMaHOa Bcerga AofbkHa cTosTb nepBoil. KomaHnaa
onpenensieT gencteue iptables, Hanpumep: BCTaBUTb npaBuno, unu gobaBuTb NpaBuio B
KOHeL, LLlenoyku, Unv yaanuTb NpasBumo 1 T.n.

Pasgen match 3agaeT kputepum NpoBepKM, MO KOTOpPbIM onpeaensdeTcs nognagaeTt Ny naket
nog OencTBme 3Toro npasuna unm HetT. 30ecb MOXHO yKasaTb caMble pasHble kputepun — IP-
agpec UCTOYHMKa nakeTa unu cetu, IP-agpec mecta HasHayeHusi, NOPT, NPOTOKOS, CETEBOW
UHTepdenc un T.4.

target ykasbiBaeT, kakoe OenctBMe AOMKHO ObiTb BbIMNOSIHEHO MNPW YCIOBUW BbINOSIHEHMWS
KpuTepueB B npaBune. 30ecb MOXHO 3acTaBUTb S4pO nepedatb NakeT B APYryl LEnouYKy
npaswun, "copocuTb" NakeT 1 3abbiTb NPO HEro, BblAaTb HA UCTOYHUK COObLEeHne 06 owmnbke u
T.M.

Tabnuubl

Onums -t ykasblBaeT Ha ucnonb3yemyto Tabnuuy. Mo ymonyaHuto ncnonb3yetca tabnuua filter.
C knoyom -t NnpuMeHsTCA cnegytoLwmne onumm.

Tabnuuya 5.3 — Tabnuubl

Tabnuua OnucaHue

nat Tabnuua nat ucnonb3yeTcsd rnaBHbIM 0bpa3omM Onsi npeobpa3oBaHNs CETEBbLIX
agpecos (Network Address Translation). Yepes aty Tabnuuy npoxoauT TOMbKO
nepeBbli nakeT w3 noToka. [lpeobpasoBaHna agpecoB aBTOMATUYECKM
NPYMEHSIETCA KO BCEM MOCMedyllWmm naketam. OTO OAMH M3 (haKTOpOB,
NCXOAS M3 KOTOPbIX HeMb3s OCYLWECTBAATb KaKyko-nvbo mnbTpaumio B 3TOM
Tabnuue. Llenoyka PREROUTING ucnonb3yeTtcsa ANa BHECEHUA U3MEHEHWN B
naketbl Ha Bxoge B OpaHgmaysp. Llenouka OUTPUT wucnonb3yetca Aans
npeobpa3oBaHMs agpecoB B NakeTaX, CO34aHHbIX MPUITOXKXEHUAMU BHYTPU
OpaHamayapa, nepen NpUHATUEM pelleHus o maplipyTusauuun. W nocnegHss
uenodyka B aton Tabnmue — POSTROUTING, koTopas wucnonb3yetca Ans
npeobpa3oBaHnsa NakeToB Nepes Bblgaden nx B CeTb.

mangle OTa Tabnuua ucnonb3yeTca A5l BHECEHUS] UBMEHEHUN B 3arofIOBKN MaKETOB.
MprmepoM MOXeT cryXxmntb nameHeHue nonsg TTL, TOS unu MARK. BaxHo: B
pencteutenoHocTn none MARK He n3aMeHsieTcd, HO B NnaMAaTK sigpa 3aBoaUTCS
CTPYKTypa, KOTOpas COMpOBOXOAAET [aHHbii nNakeT BCe BpPeEMsA €ero
NpoxoxaeHns yepes GpaHgmayap, Tak 4TO Apyrue npasunia U NpUNoXeHUs Ha
AaHHOM BpaHamMayaspe (M TOMbKO Ha HEM) MOryT ucrnonb3oBaTb 3TO MNone B
cBoux uenax. Tabnuua nmeet NaTtb Lenodek PREROUTING, POSTROUTING,
INPUT, OUTPUT n FORWARD. PREROUTING wucnosnb3ayetcs Asii BHECEHUS
M3MeHeHMn Ha Bxoge B OpaHgomayap, nepen MPUHATUEM peLleHust O
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filter

KomaHgbl
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OnucaHue

MapuwpyTtusaumm. POSTROUTING wncnonb3yeTcs ONa BHECEHUA U3MEHEeHWUn
Ha BbIxoge u3 6paHamayapa, nocne NpUHATUS pelleHns O MapLupyTu3auun.
INPUT — ana BHeceHuMs M3MEHEeHWW B NakeTbl nepeg TeM Kak oHu 6yayT
nepeaaHbl foKanbHOMY MPUMOXEHUIO BHYTpU 6paHamayapa. OUTPUT — ansa
BHECEHUA MW3MEHEHW B nNakeTbl, MNOCTynawwme OT MNPUIIOKEHUA BHYTPU
OpaHamayapa. FORWARD — ansi BHeECEHUs] UBMEHEHUI B TPAH3UTHbIE NaKeThbl
nocne rnepBoro NPUHATUS PELLUEHNA O MapLupyTu3aumm, HO rnepes rnocregHnum
NPUHATUEM peLLeHna 0 MapuwpyTusaumm. Tabnuua mangle HM B KoeM cny4dae
He [OfmKHa ucnonb3oBaTbCs ANns npeobpas3oBaHWs CeTeBbiX agpecoB Wnuv
mackapaguHra (Network Address Translation, Masquerading), nockoneky Ans
3TUX Uenen nveetca Tabnuua nat.

Tabnwuua filter ncnonb3yetca rmaeHbiM obpasom Ans unbTpaunm nakeTos.
30ecb MOXHO BbinonHUTL DROP, LOG, ACCEPT unu REJECT 6e3 kakux
nmbo orpaHnyYeHuin, KoTopble UMEKTCA B Apyrux Tabnuuax. Mimeetcsa Tpwu
BCTPOEHHbIX Lenoyku. MNepsas — FORWARD, ncnonb3yemasa ans ovnbtpaumm
nakeToB, MayLwmx TpaH3uTom 4vepe3d GpaHamayap. Llenoyky INPUT npoxogat
nakeTbl, KOTOpble npegHasHayeHbl nokanbHbiIM MpunoxeHuam. Llenouka
OUTPUT - wucnonb3yeTca Ona  unbTpauunm  UCXOAAWMX  MAKeToB,
CreHepupoBaHHbIX MPUITOXEHNAMN Ha camoM BpaHamayape.

MocpenctBom koMaHg agMuHUCTpaTop coobulaeT iptables, 4to oH xo4yeT cpoenatb. OGbIYHO
npeanonaraeTcsa OAHO M3 OBYX AEWCTBUIN: gobaBneHne HOBOro npaBuna B LEMNOYKY wnn
yAaneHve CyLecTBYOLEro npaesuna n3 Tom unu nHon tabnuubl. [lanee npuBeneHbl OCHOBHbIE
KOMaHAbl, KOTOpble UCMONb3YIOTCS B iptables.

KomaHpga
Mpumep
Onucanue
KomaHpga
Mpumep
OnucaHue

KomaHpa
Mpumep
OnwucaHune

KomaHpa
Mpumep
OnucaHune

KomaHpga

Tabnuua 5.4 — KomaHgbl

-A, --append

iptables -A INPUT ...

[oGaensieT HOBOE NPaBUIIO B KOHEL, 3a4aHHOM LIEMOYKN.
-D, --delete

iptables -D INPUT --dport 80 -j DROP, iptables -D INPUT 1

YapaneHue npasuna mns uenoykn. KomaHga nveet gsa popmata 3anvmcu, nepsbii
— KOrga 3ajaeTcsa KpuTepuin cpaBHeHust ¢ onuuen -D (cm. nepBbi npumep),
BTOPOW — NOPSAKOBbLIA HOMep npasuna. Ecnv 3agaetca Kputepuin CpaBHEHUS, TO
yaanseTcs npaBwso, KOTOpoe mmeeT B cebe 3TOT KpUTEpun, ecnu 3agaetcs
HOMep npasuna, To OygeT yadaneHoO npaBwio C 3adaHHbiM HomepoM. Cuet
npasun B LienoYvkax HaynHaetcs ¢ 1.

-R, --replace
iptables -R INPUT 1 -s 192.168.0.1 -j DROP

OTa KoMaHaa 3aMeHsieT OAHO npasuno apyrum. B ocHoBHOM OHa ncnonb3yeTcA
BO BpeM4d OTiaakm HOBbIX npaBul.

-I, --insert
iptables -1 INPUT 1 --dport 80 -j ACCEPT

BcTaBnsieT HoOBOe MpaBumo B LEeno4dky. Yncno, cnegytollee 3a MUMEHEM LIEMOYKN,
yKasblBaeT HOMep npaswurna, nepeq KoTOpbiM HY)XHO BCTaBUTb HOBOE MpaBuno,
OpYyrMMmn cnoBamu YMcno 3agaeT HoOMep 4SS BCTaBnAsgemoro npasuna. B npumepe
BblLLIE, YKa3blBAETCs, YTO AaHHOE NpaBuio AOSMKHO ObiTh 1-M B Lenovke INPUT.

-L, --list



Mpumep
OnucaHune

KomaHpga
Mpumep
OnucaHue

KomaHpa
Mpumep
OnucaHune

KomaHga
Mpumep
OnwucaHwne

KomaHpa
Mpumep
OnucaHune

KomaHpga
Mpumep
OnucaHune

KomaHpga
MNpumep
OnucaHune

HMN «Yutex-Mpodu» — Ynpasnexwue Arch Linux 2011

iptables -L INPUT

BbiBOA cnucka npasus B 3ajaHHOM LienoYke, B JaHHOM NpuMepe npegnonaraeTcs
BbIBOA, npasuni u3 uenodkn INPUT. Ecnn mma uenoykn He ykasbiBaeTcs, TO
BbIBOOWUTCA CNWCOK npaBun Ans Bcex uenodek. dopmaT BbiBOAA 3aBUCUT OT
HanMunsa AONONHUTENbHLIX KMNoYen B KoMaHae, Hanpumep -n, -v, 1 np.

-F, --flush
iptables -F INPUT

C6poc (ymaneHue) Bcex npaBun mM3 3agaHHoOW uenoykn (tTabnuubl). Ecnn ums
LenoYkn n Tabnuubl He ykasblBaeTcs, TO YO4ansiTCcs Bce MnpaBwuia, BO BCEX
uenodvkax. Ecnn He ykaszaHa Tabnuua knwo4vom -t (--table), To ouncTka Lenoyek
npousBoaunTCcs Tonbko B Tabnuue filter.

-Z, --zero
iptables -Z INPUT

OGHyneHne BCeX CYETYMKOB B 3adaHHOM Uenouvke. Ecnv vms uenoyvkn He
ykasblBaeTcsl, TO nogpasymeBatoTcs Bce Lenoyku. Mpu ncnonb3oBaHuu Kroya -v
COBMECTHO C KOMaHgoW -L, Ha BbiBog OyayT nodaHbl U COCTOSIHUS CYETYMKOB
nakeToB, MOMaBLUMX MO AEWCTBUE Kaxkaoro npasuna. [onyckaeTcsi COBMECTHOE
ncnonb3oBaHue komaHg -L u -Z. B aTtom cnyyae GyaeT BblgaH cHavana Crvcok
npaBun Co cYETYMKaAMK, a 3aTEM NPOM30MAET OOHYNEHME CHETUYMKOB.

-N, --new-chain

iptables -N allowed

Co3paeTtca HoBasd LienoYvka ¢ 3agaHHbIM MMEHeM B 3agaHHou Tabnuue. B Bbile
npuBEOEHHOM MpUMepe co3faeTcd HoBas Lenodka ¢ umeHem allowed. Ama
LEenoYkn OO/MKHO ObiTb  YHMKanbHbIM W He [LOMKHO coBnagatb C

3ape3epBUPOBaHHBIMM MMEHaMK uenoyek n gencteui (Takmmm kak DROP,
REJECT u 1.1.)

-X, --delete-chain
iptables -X allowed

YpaneHne 3agaHHOM LienoYyku M3 3agaHHonm Tabnuubl. Ygansemas uenodka He
AOIDKHA MMeTb MpaBUIT U He [OOMMKHO ObiTb CCbITOK M3 OPYrMX Lernovek Ha
yaansemylo uenoyky. Ecnm ums uenodkn He ykasaHo, TO OyayT ydaneHbl Bce
LLenoYKkn 3agaHHon Tabnuue, KpoMe BCTPOEHHbIX.

-P, --policy
iptables -P INPUT DROP

3apaeTr MNoONUTUKY MO-yMONYaHWio Ans 3agaHHoW uenodku. [lonuTtuka no-
YMOIYaHUIo onpeaenseT AencTane, NpMMeEHdemMoe K naketam, He nonasLUnM noj,
OEencTBMe HN O4HOro 13 npasun B LienoYke. B kayecTBe NONUTUKU NO YMOMYaHUIO
pornyckaetcsa ucnosibaoBats DROP n ACCEPT.

-E, --rename-chain
iptables -E allowed disallowed

KomaHga -E BbINOMHAET nNepeMmeHOBaHWE MOfb30BaTeNibCKOM Lenoyvkn. B
npumepe uenoyka allowed Gynet nepevmeHoBaHa B uenouyky disallowed. 3Tu
nepenmMeHoBaHUA He N3MEHSIOT NOPAA0K paboTbl, a HOCAT TONbKO KOCMETUYECKNI
Xapakrep.

KomaHga pomkHa 6bITb ykasaHa Bcerga. CnMCOK OOCTYMHbIX KOMaH4 MOXHO NMPOCMOTpeTb C
NMOMOLLbI0O KOMaHAb! iptables -h. HekoTopble komMaHObl MOryT UCNOMb30BaTbCs COBMECTHO C
AONONHUTENBHBLIMW KINIOYaMW.
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Hencteua n nepexodbl

Adenctena n nepexodbl coobLwialoT npasuny, Y4TO HEOoOBXOOAUMO BbIMOMHWUTL, €Cnu naket
COOTBETCTBYET 3ajaHHOMy KpuTepuio. Yawe Bcero ynotpebnsiorca genctsua ACCEPT wu
DROP.

OnucaHve nepexofoB B NpaBurax BbIrMAAUT TOYHO Tak XK€ Kak 1 onucaHue OencTBui, To ecTb
CTaBUTCS KMOY -] U YyKasbiBAeTCs Ha3BaHWE LEMNOYKM MpPaBWUi, Ha KOTOPYH BbIMNOSHSETCS
nepexon. Ha nepexoabl HaknagbiBaeTcs psii OrpaHUYEHWUIA: NepBOe — LENnoYka, Ha KOTOPYH
BbINOMHSAETCA Nepexod, AoimKHa HaxoauTbCsl B TOW ke Tabnuue, YTo M Lenoyka, U3 KOTOpoMn
3TOT Nepexo[ BbINOMHAETCS; BTOpoe — LienoYka, ABMsoLascs Lenblo nepexoda AormkHa bbiTb
co3faHa [10 TOro Kak Ha Hee ByayT BbINOMHATLCSA Nepexoabi.

Ecnn naket pocTtur KoHua Lenoykn To OH ByaeT BO3BpalleH B BbI3blBAIOLLYIO LIENOYKY U
ABWKEHWe nakeTta npoaosNKUTCA C Npasuna, Criefyowero 3a npasuroMm, Bbi3BasLUeEM nepexon.
Ecnn k nakeTy BO BROXeHHOM uUenovke OyaeT npumeHeHo peuncteue ACCEPT, T1o
aBTOMaTUYeCKM nakeT ByaeT cumMTaTbCa NPUHATLIM U B Bbi3blBAlOLLEN LIeNoYke 1 yxe He byaet
npogoskatb ABWXEHMEe No Bbi3biBaOWMM Uenovkam. OpgHako nakeT nomgeT no Apyrum
LernoYvkam B gpyrux tTabnuuax.

[encTtBme — aTO NpegonpeaeneHHas KomaHaa, onucbiBaroLlasa AencTeme, Kotopoe Heobxoammo
BbIMOMHUTL, €CNW MakeT coBnarn C 3adaHHbiM KpuTepueM. Hanpumep, MOXHO MPUMEHUTb
penctene DROP vnu ACCEPT k nakeTty. B pesynbTate BbINOMIHEHUSA OOHUX OENCTBUN, NakeT
npekpawiaeT cBoe npoxoxaeHwe no uenodke, Hanpumep DROP n ACCEPT, B pesynbTarte
ApYrux, nocrne BbINOMHEHNA HEKUX onepauun, NpoaoshKkaeT npoBepky, Hanpumep, LOG, B
pesynbTaTe paboThbl TPETbUX Aaxe BuaonameHsietcs, Hanpumep DNAT n SNAT, TTL n TOS, Ho
Takke NpoaosmKaeT NPOABMXKEHME MO LienoYKe.

[Heticmeue ACCEPT

[aHHas onepauma He UMeeT AONOSHUTESNbHLIX KNoyen. Ecnv Hag nakeToM BbINOSHAETCA
denctene ACCEPT, TO nakeT npekpawaeT ABWXeHMe MO uenovke (U BCEM BbI3BaBLUUM
ueno4dkam, ecnum Tekyllasl uenodka Obina BnoxeHHon) u cuutaetcs NPUHATBLIM (To ecTb
nponyckaeTcsl), TeM HE MeHee, NakeT NPOAOIPKUT ABMKEHME MO Lienoykam B Apyrnx Tabnvuax um
MOXeET ObITb OTBEPrHYT TaM.

[Heucmeue DNAT

DNAT (Destination Network Address Translation) ncnonesyetca gns npeobpasoBaHusa agpeca
MecTa HasHauveHusa B IP 3aronoBke naketa. Ecnu nakeT nognagaeTt nog KpUTepun npaBuna,
BbinonHsowero DNAT, To 3TOT nakeT, 1 BCce nocrneayLme naketbl U3 3TOr0 Xe NoToka, byayT
NoABEpPrHyThl Npeobpa3oBaHU0 agpeca HasHavyeHusa u nepegaHbl Ha Tpebyemoe yCTPOWCTBO,
XOCT MUnn ceTb. [1na aTOro AEenCTBUSA TaK XXe MOXHO yKa3aTb AManas3oH agpecos, Torga Bbibop
aZpeca HasHa4YeHns Ang KaXgoro HOBOro MOTOKa ByaeT Npon3BOANTLCS CriydanHbiM 06pasom.

HenictBne DNAT MOXeT BbINOMNHATLCA ToNbko B Lenoykax PREROUTING n OUTPUT Tabnuubl
nat, 1 BO BMOXEHHbIX MoAduenoykax. BaXHO 3anoOMHUTb, 4YTO BIOXEHHbIE MNOALENOYKN,
peanuaytowine DNAT He OOSMKHbI Bbi3biBaThbCA M3 Apyrux uenodek, kpome PREROUTING wn
OUTPUT. Oenctene DNAT ncnonb3yeTcs COBMECTHO C KITto4oMm --to-destination.

[Heticmesue DROP

HaHHoe pevictBue npocTo "cbpackiBaeT" naket u iptables "3abbiBaeT" 0 ero cyuiectBoBaHWM.
"COpolleHHbIe" NakeTbl NpeKkpaLLaloT CBOe ABMKEHNE MOMHOCTBIO, TO €CTb OHU He nepeaatTcs
B Apyrve Tabnuupl, Kak 3T0 npoucxoant B criydae ¢ gencrsnem ACCEPT. Cnegyet NOMHUTD,
YTO AaHHOE LEeNCTBME MOXET UMETb HeraTMBHblE MOCNEACTBMUS, MOCKOSIbKY MOXET OCTaBMsTb
He3akpblTble "MepTBble" COKeTbl KaKk Ha CTOpOHe cepBepa, Tak U Ha CTOPOHE KIWEHTa,
Haunyywmnm crnocobom 3awmTtbl OyaeT ucnonb3oBaHue fgencteus REJECT ocobeHHO npu
3almMTe OT CKaHMPOBaHUSA MOPTOB.
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[Heticmeue LOG

LOG — pgencrteue, KOTOPOE CNYXXUT ANSA XYPHaANMpoBaHMA OTAENbHbIX NakeToB U cobbitun. B
XXypHan MoOryT 3aHocuTbCs 3aronoBku IP naketoB u gpyras uHdopmauus. NHdopmaums us
XypHana MoxeT ObiTb 3aTem npounTaHa ¢ nomoulbo dmesg nnu syslogd, nmbo ¢ nomoLbo
Apyrmx nporpamm. O6patuTe Bawe BHMMaHue Tak e Ha gencteme ULOG.

[Heticmeue MARK

Wcnonb3yeTcss Ansi yCTaHOBKM METOK AN OnpefeNieHHblX nakeTtoB. JTO AeUCTBUE MOXET
BbIMONHATLCSA TONMbKO B Mpeaenax Tabnuubl mangle. YcTaHoBKa METOK OObIMHO MCMONb3yeTcs
ANA HYXXO MapLupyTM3auum nakeToB MO pasnvMyHbIM MapLupyTaMm, Anst orpaHnuyeHust Tpadgmka u
T.M.

[Heticmeue MASQUERADE

MackapaguHr B OCHOBE CBOEW npeactaBnsieT TO e camoe, 4To U SNAT TONbKO He umeer
Kntoya --to-source. Ecnu y Bac nmeeTtcsa gnHaMmnyecKkoe NoakniyeHne, To HY>KHO UCronb3oBaTh
MacKkapaauHr, ecnu xe y Bac ctatndeckoe IP nogkniodeHme, To 6€CCnopHO NyywmM BbIXO40M
OygeT ucnonb3oBaHune genctems SNAT.

MackapaguHr nogpasymeBaeT nonyyvyeHune IP agpeca OT 3afgaHHOro CETeEBOro WHTepdenca,
BMECTO MPSIMOro ero ykasaHus, Kak 3To JeriaeTcs ¢ NOMOLbIO Kroya --to-source B AeNCTBUN
SNAT.

HencteBne MASQUERADE pgonyckaeTcs ykasbiBaTb Tonbko B uenodyke POSTROUTING
Tabnuubl nat, Tak xe kak u gencrteme SNAT.

[Heticmeue REDIRECT

BbIinonHAeT nepeHanpaBneHne nakeToB M NOTOKOB Ha APYron nopT TOW e camon MawuHbl. K
npuMepy, MOXHO nakeTbl, noctynatowme Ha HTTP nopT nepeHanpasuTtb Ha nopT HTTP proxy.
Hencteue REDIRECT o4eHb ygoOHO Ansi BLIMOSIHEHMS "Mpo3padHoro” MnpoKCUpOBaHMUS
(transparent proxying), Korda MallMHbl B JIOKaNbHOW CeTW [Jaxe He noao3peBalT o
cyuwectsoBaHuu rnpokcu-cepeepa. REDIRECT MoXeT MCcnosib30BaTbCHA TOMLKO B Lienodkax
PREROUTING 1 OUTPUT Ttabnuubl nat. Onsa genctemua REDIRECT npefnycMOTpeH TOMbKO
OWH KntoY —to-ports.

[Heticmeue REJECT

REJECT ucnornb3yeTtcs, Kak npasuro, B TEX e camblX cutyaumsax, 4to u DROP, Ho B oTnnyne
ot DROP, komanga REJECT Bbigaet ICMP-coobuieHne o6 owmnbke Ha XOCT, nepedaBLUni
naket. [denctBne REJECT Ha cerogHsILLHMA OEHb MOXET MUCMNONb30BaTbLCA TOMNbKO B LiEno4kax
INPUT, FORWARD 1 OUTPUT (1 BO BNOXEHHbIX B HUX LIEMOYKax).

[Heticmeue SNAT

SNAT wucnonb3yeTtcsa gns npeobpasoBaHua ceTeBbix agpecoB (Source Network Address
Translation), SNAT pgonyckaetca BbINOMAHATL TONMbKO B Tabnuue nat, B uenodke
POSTROUTING. Ecnu nepBbii nakeT B COeANHEHWM NoaBEPrca Npeobpa3oBaHUI0 UCXOASALLENO
agpeca, TO BCe nocneywlwme MnakeTbl, U3 3TOro Xe coeaunHeHusi, byayT npeobGpasoBaHbl
aBTOMaTMYeCcKu 1 He NoNayT Yyepes 3Ty Lenoydky npasun. Micnonb3yeTcs ¢ Kr4voMm --to-source.
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28. Cucrtema obHapyxeHuUs1 BTOp>XeHuu Snort

CeTteBas cuctema obHapyxeHu Snort 6bina paspabotaHa MapTtuHom Pow (Martin Roesch)
kak ynpoweHHas COB B Buge ceteBoro aHanmsatopa (www.snort.org). Bnarogaps
NMOCTOSIHHBIM YCOBEPLUEHCTBOBaHUAM W paclumpeHusm Snort Bce 0Gonee npespalyaeTca B
NOMHOMYHKUMOHANbHYO cUCTeMy aHanu3a IP-Tpadvka 1 3anMcy NakeToB B pearibHOM BPEMEHW.
Mo cBoemy 3ambicrly Snort saBAsSETCS MNEPEHOCMMOW CUCTEMOM M paboTaeT Ha MHOIMMX
onepaumMoHHbIX cuctemax. B HacTosLee BpeMs cylecTByeT Snort ans apxmtektyp x86 Linux,
free BSD, NetBSD, Open BSD 1 Windows.

Cuctema Snort moxeT paboTaTb B TPEX OCHOBHbIX PEXUMAaX: aHanmM3aTop NakeToB, peructparop
NakeToB W ceTeBas cuctema OOHapyXeHus BTOpKeHun. KpaTko pacCMOTPMM  OCHOBHbIE
KOMMOHEHTbI Snort.

CHavana BxofgHble AaHHble (ceTeBble MakeTbl) obpabaTbiBatoTCs Oekogepom nakeToB. Ecnim
Snort  ucnonb3yeTca TONMbKO KaK aHanmMsaTtop MNakeToB, TO [AEKOAMPOBaHHbIE [OaHHble
dopMaTMpyoTCH 1 BIBOAATCHA Ha KOHCOMb. Ecnv Snort ncnonb3yeTcsa Kak permctparop nakeTos,
TO AeKoaupoBaHHblE AaHHble, B 3aBUCMMOCTM OT TOrO YTO 3a4aHO B KOMaHOHOW CTPOKe, unwn
COXpaHATCSA B ABOMYHOM dhopmate, unu npeobpasytotes B gopmat ASCIl n 3anuceiBatotcs B
danvn Ha aucke. Ecnu Snort ncnonbayetcsa kak ceteBass COB, 1o obpaboTka npogormkaeTtcs.
[exkoomMpoBaHHble AaHHble MepedarTcs npenpoueccopaM, KoTopble ykasaHbl B dhainne
KOoHGMrypaumm snort.conf. 3atem gaHHble NepeaarTcsl NPoLEeccopy OBHapYKEHWS, KOTOPbI OCy-
LLECTBNAET MX CpaBHEHWE C napameTpamMy HabopoB mnpaBwui, KOTopble 3adaHbl B dhanne
KOH(purypauun. B cnydae coBnageHua AaHHbIX MPOUCXOAUT Mepechlsika KOMMOHEHTaM
perncTpaumMm M curHanusauum (B 3aBUCMMOCTM OT HACTPOEK MPOMCXOOUT perncrpaums unu
reHepauusi CUrHarnoB TPEBOIN).

dekoaep naketoB

[ekogep nakeToB onpenensieT NPOTOKOM, COoAepXalMncs B paccMaTpMBaEMOM MNaKeTe, U
npoBepsieT COOTBETCTBME [AaHHbIX 3TOMYy nNpoTokony. [ekooep MOXeT reHepupoBaTb CBOU
COOCTBEHHbIE CUrHambl B Cly4ae HenpaBuUIilbHO COPMUPOBAHHBLIX 3arofloBKOB MaKeETOB,
CNMUWKOM OONbLUMX NaKeTOB, HaNMyMsi HEeOoObIYHbIX WNKU  HenpaBumbHbIX onuui  TCP,
YCTaHOBJIEHHbIX B 3arofioBke, M B OPYrUX aHanormuvHbix cnydasx. [locpeacrtBoM mamMeHeHust
havina KOHUrypaumm MOXHO BKIIOYAaTb UM OTKIKOYaTh pas3fnnyHble Habopbl curHaTyp Oons atux
nornemn NakeTos.

MNMpenpoueccopbl

Mpenpoueccopamn ABMAIOTCA MOAKMOYaeMble  Moaynu  Snort, KOTOpble  NO3BONSIOT
pasnuyHbiMK cnocobamn aHanuanpoBaTb BXOAHbIE AaHHble. Ecnv B bavine koHdurypaumm He
3a/laH HMKaKoW rnpenpoLeccop, To MOXHO TOMbKO NpOCMaTpmBaTh KaXabln NakeT B TOM Buae,
B KaKOM OH nepenaeTcs.

Snort cogoepXUT LUMPOKUIA BbIGOP NPEnpoLECCOpPOB, KOTOPbIE MOXHO WCMOMb30oBaTb B
pasnuuHbIX pexmnmax paboTbl. Bce npenpoueccopbl MO BbINOMHAEMbIM (YHKUUSM  MOXHO
YCINOBHO pa3tuTb Ha Tpu rpynnbi:
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v’ cbopka (peaccembnivpoBaHue) nakeToB (npenpoueccopsbl frag2, frag3,
stream4);

v’ HopManusauus NPOTOKOJIOB (npenpoueccopsbl http_nspect, rpc_decode,
telnet_decode, ftp_telnet, ftp_telnet protocol, smtp, arpspoof);

v' obHapyxeHune N3BECTHbIX aHomanumn B Tpadumke (npenpoueccopbl

sfPortscan, bo, performance).
PaccmoTpum npeacraButTenen Kaxkaom us aTux rpynn.

Mpenpoueccopbl c60pKn NakeToB
lpenpoueccop frag3.
HoBbii npenpoueccop pedparmeHtaumm frag3 noseonseTr ocywecTBnsaTb 006paboTky,
OPVEHTUPOBaHHYIO Ha uenesyl cuctemy. OH npegHasHayeH ANs 3aMeHbl npenpoueccopa
frag2 n umeeT pononHWTENbHbIE CBOWCTBA: Oonee ObICTpoe BbINOMHEHME U 00paboTka,
OPVEHTUPOBAHHAsA Ha LeneByl cucTeMy Ans 3awutbl OT MeTodoB obxoaa u obmaHa COB.
Naoesa yyeTa LeneBOW CUCTEMbI COCTOUT B y4eTe OCOBEHHOCTEN MOCTPOEHNS CETEBLIX CTEKOB
pearnbHbIX XOCTOB 3aliMiaemMon cetu u cHabxeHne COB Tononormdeckon nHgopmaumen.
MoaTomy OaHHbIN Npenpoueccop CoAepXUT ABa npenpoleccopa: npenpoueccop rnobansHon
koHdurypaumm frag3_global n npenpoueccop o6pabotku frag3_engine.
Mpenpoueccop rnobanbHOW KOHUrypaLmMm NCNonb3yeT criegyoLime napameTpbi:
v' max_fragment — makcumanbHOe YMCro OOHOBPEMEHHO OTCIEXMBAEMbIX hparMeHToB (Mo
ymorn4yaHuio — 8192);
v memcap — ob6bem namsaTh, 3ape3epBUPOBaHHbIA Ans paboTbl npenpoueccopa (no
ymonyanuto — 4M6);
v' prealloc_memcap — anbTepHATMBHLIA PEXUM YMNpPaBneHUs MNaMsTblo OSS MNOBbIWEHMWS
ckopocTu 06paboTkn (Mcnonb3yeT 3apaHee onpeaeneHHble y3rbl PparMeHToB B NamMsATh);
v' prealloc_frags — anbTepHaTUBHbLIA pPEXUM YNpPaBreHNs namsATbio AN NOBbIWEHUS
ckopocTn o06paboTkm (Mcnonb3yeT 3apaHee onpedeneHHble y3nbl parMeHToB Ha
OCHOBE CTaTUCTUKN).
Mpenpoueccop 06paboTkn Mcnonb3yeT cregyowmne napameTpbl:
v timeout — gonycTumoe BpeMsi HaxoXAeHus cpparMeHTa B namaTy npenpoueccopa (no
ymon4yanuio — 60 c);
v’ ttl_limit — ycTaHaBnuBaeT rpaHuly 3HayeHus ttl, npeBbileHMe KoToponbyaeT He byaet
Bbl3blBaTb reHepaLUuio TPEBOrK;
v' min_ttl — ycTaHaBnMBaeT MMHMMAIbHO AOMNYCTUMOE 3HadeHne TTL (Bpems XnsHu nakeTa);
v detect_anomalies — oOHapyxeHMe aHomanuin dparmMeHToB (B TeKyllelh Bepcun
onpenenstoTcs BOCEMb TUNOB aHOMarnumn);
v bind_to — cnucok IP-agpecoB, koTopble 6yayT obpabaTbiBaTbCsi 3TUM MPENPOLLECCOPOM
(no ymonyaHuio 3HaveHue «ally);
v' policy — BbIbOp pexnma ydeTa uenesbix cuctem. onyctumbiMu Tunamm siensoTces first, last,
bsd, bsd-right, linux, windows un Solaris (no ymonyaHuto — bsd).
MNpumep:
preprocessor frag3 global: max frags 65536
prealloc frags 262144 preprocessor frag3 engine: policy linux
bind to { 10.1.1.11/32, 10.1.1.13/32 }
detect _anomalies

Mpenpoueccop stream4.

OTOT npenpoueccop npefgHasHadyeH AN (PoOpMUPOBaHUS  COCTOSSHUM W MOJSTHOMO
peaccembnupoBaHuss TCP-noToKoB, 4TO NO3BONSET OOHapyxuBaTb pas3fnnyHble TuMbl
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CKaHVMpOBaHWA MopToB, onpegeneHve «otnedatkoB» OC u T1.4. [penpoueccop stream4

ncrnonb3yeT cnegyroLime onuum:

v' detect_scans — oOHapyXeHMe CKpbITOrO CKaHMpoBaHUSA MopToB 6e3 obbiMHOoro TCP-
KBUTMPOBAHUS;

v' detect_state_problems — o6HapyxeHue npobnem c coxpaHeHuem cocTosHui TCP
coeauHeHnn (BO3MOXHO Oonblloe YMCMO NOXHbIX cpabaTbiBaHW, 4YTO BbI3blBAETCA
pasnuyHbiMU noaxoaamu B peanusaumm cteka TCP/IP);

v' disable__evasion_alerts — 3anpelieHne Bblga4n CUrHamoB TPEBOrM, Koraa aTakylowiui
nblTaeTca 0bMaHyTb cucteMy cO0OpKn NakeTa;

v min_ttl [number] — ycTtaHoBneHne MuHMManbHoro 3HaveHus ttl, KoTopoe gonyckaeTcs
short npu peaccem6nMpoBaHnM NOTOKA;

v ttl_limit [number] — ycTaHaBnMBaeT MaKCUManbHO OOMYCTUMYK PasHULy Mexay naketamu
OAHOrO M TOro Xe ceaHca (HavanbHbIM ttl ceaHca n TekyLwmm);

v' keepstats [machine|binary] — coxpaHeHne cTaTUCTUKK ceaHca (B TEKCTOBOM WM OBOUYHOM
dopmarte);

v/ noinspect — BbIKMOYEHNE WHCMNEKLUMN COCTOSIHWMIA Ans BCEX MOPTOB, UCKM4as Te, AOns
KOTOpPbIX OCYLLEeCTBSETCS cOopka NakeToB;

v’ timeout [number] — ycTaHOBKa cyeTunKa BpemeHm ansi ceaHca (no ymonyanuio — 30 c);

v/ max_sessions [number] — orpaHn4YeHme Yncna ceaHcoB, KOTopble OyaeT OTCreXMBaTb AaHHbIN
npenpoLeccop;

v memcap [number] — ycTaHoBKka o6bemMa namsTW, KOTopyl OydeT Wcnonb3oBaTb
npenpoveccop (no ymonyanuio — 8 388 608 6anT);

v log_flushed_streams — yka3blBaeT NpenpoLeccopy, YTO Kaxabl pas3, korga co3gaBaeMbli Ans
MOTOKa Had-NakeT reHepupyeT curHan TpeBorn, ero HeobXxoAMMO COXpPaHATb Ha Aucke (3Ta
onumsi paboTaeT TONbKO B peXnMMe pcap);

v' server_inspect_limit [bytes] — ycTaHoBka konuyectBa 6anToB, KOTOpble  OyayT
KOHTPONMpOBaTbLCA HAa CTOPOHE cepBsepa.

Mpumep:
preprocessor stream4: disable evasion _alerts

[MpenpoLieccopbl HOpManu3auun NPOTOKOMNOB

lNpenpoueccop http_inspect.

OT10T npenpoueccop npocmaTpuBaeTr 6Oydep AaHHbIX B nouckax 3arosioBkoB HTTP wu
HopmanuayeT ero nons. Npenpoueccop http-inspect pacnosHaeT Tpaduk cepsepa (0TBEThI) U
Tpadwmk knmeHTa (3anpockl). CyulecTBylollaa Bepcus npenpoueccopa He OocyLecTBnsaeT
KOHTPOMb COCTOSAHWA, TO €CTb aHanuaupylTca nonsg naketoB HTTP B kaxgom nakete.
MoaToMy, ecnn NakeTbl HE peacceMOnNMpoBaHbl, TO NPENPOLECCOP MOXET ObiTb 0OMaHyT. B
Oyaoywiem nnaHuMpyeTcs BBECTU KOHTPONb COCTOsSHUM WM ana npotokona HTTP. [OaHHbin
npenpoueccop Takke cogepxut B cebe gBa npenpoueccopa: rnodanbHOM KoHurypaumm u
KOHUrypauum cepsepa.

Mpenpoueccop rnobanbHon KoHUrypaumm no3BonsieT 3agasaTh pasnnyHble Tabnuubl KognposaHus
(napameTtp iis_unicode_map), KoHTponupoBaTb Hanuune HTTP-Tpadwmka Ha nopTax, He
CKOHGUrypupoBaHHbix ana HTTP  (napameTp detect_ anomalous_servers), KOHTponupyeT
MCMonb30BaHNe  Mornb30oBaTensMM  MPOKCU-cepBepa W MOMbITKM  UCMONb30BaTb  Apyrne
HeynonHOMOYeHHbIE NPOKCU-cepBepa (napameTp proxy_alert).
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Mpenpoueccop KoHdurypaumm cepBepa MoxeT paboTatb € ABYMS TunamuM CepBepoB:
KOH(pUrypaums no ymonyaHuio W KoHdurypaums gns cnucka IP-agpecos. KoHdwurypaums no
YMOMYaHIO NMPUMEHSIETCA K KaXKOOMYy cepBepy, KOTOpbI MHAMBUAYaNbHO He CKOHdUrypupoBaH. B
crnyvae 3afaHusa agpeca (agpecoB) yKasblBalOTCA ONUMM KOHGMrypaumm Ans KaKgoro cepsepa,
cofepxalleroca B cnvcke. B uucno onuuin  koHUrypupoBaHus cepBepa Bxogut  profile
[all/lapacheliis] — npodunb KOHUIryprMpoBaHusi, BKMOYaoWmn B cebs cneayowme napameTpbl:

ports, iis_unicode_map, allow__proxy_use,flow_depth, no_alerts, inspect_uri_only,
oversize_dir_length.
MNpumep:

preprocessor http inspect server: server 1.1.1.1 profile all ports {80 3128}

B TekyLlen Bepcun peanusoBaHo Tpy Buaa npodounen:

1 all - Hopmanusaums URI ansa npegynpexaeHnst n3BeCTHbIX METOO0B aTak.

2. apache — gna cepeepoB Apache. OTtnuyaetca ot nNpoduns iisS TONbKO MCMONb30BaHMEM
UTF-8 ctangapTta Unicode, He gonyckasi MCrosnib30BaHNS 0OpaTHbIX Cr3LLEN.

3. iis — aToT nNpodunb nNpegHasHayeH ans cepsepoB IIS. B atom cnydae wcnonb3yetcs
Tabnuua koguposaHus 1IS Unicode n gonyckatoTcs KogupoBaHue, 4BOMHOE LeKOAMpOoBaHue,
obpaTHbIe CraLmM U T.M. 4Ns 3aWwuTbl OT N3BECTHBIX aTak Ha |IS.

Torga cnegyowmn URI

/scripts/.. %c0%af../winnt/system32/cmd.exe?/c+ver
npu npumeHeHun npodpuns all 6yaet npeacraeneH (HOpManM3oBaH) crneayowmnm odpasom:
/winnt/system32/cmd.exe?/c+ver

MNpumepsbl:
v' rnobanbHoe KOHUrypnpoBaHue:
preprocessor http inspect: global iis unicode map Unicode.map
1252
v' KOH(hUrypupoBaHue cepBepa:
preprocessor http inspect server: server default profile all
ports { 80 8080 } oversize dir length 500
v' KOH(hMrypupoBaHue yHUKanbHOro cepeepa:
preprocessor http inspect server: server 1.1.1.1
ports { 80 3128 8080 } flow_depth 0
ascii no double decode yes
non_rfc char { 0x00 } chunk length 500000
non_strict oversize dir length 300 no_alerts

[Mpenpoveccopbl 0BHapyxeHns aHoManum

lpenpoueccop sfPortscan.

OTOT npenpoueccop npefHasHayeH Ans obHapyXeHUs pasnuyHbiX METOAOB CKaHMpPOBaHUSA

NOPTOB U UCMONb3YET CrieayoLLme onuun:

v proto {tcp udp icmp ip all} — yka3blBaeT TUMNbl MPOTOKONOB CKAHMPOBAHUS;

v' scanjype {portscan portsweep decoy portscan distributed_portscan all} — ykasbiBaeT TUN
CKaHVMpOBaHwus, KOTopbln ByaeT obHapyX1BaTbCA NPenpoLLEeccopoM;

v' Sense_level {low|medium|high} — 3agaeT ypoBeHb Y4yBCTBUMTENLHOCTU OOHapyxeHns. Huskui
ypoBEHb MO03BONSeT ObHapyxvBaTb obwpe MeTodbl CKaHMpoBaHusA (HabniogeHnem 3a
oTBeTamn ownbok, Takumm kak TCP RST wnn ICMP Unreachable). CpegHun ypoBeHb
obHapyxvBaeT CkaHMpOBaHWe TMOpTOB, BKMOYas  UNbTPyemMoe  CKaHMpoBaHue
(ckaHvpoBaHve 6e3 Nony4YeHnst OTBETOB). OTOT YPOBEHb UCMONb3YETCHA MPU NCMONb30BaHNM
dyHKuMM NAT mnu kawmpoBaHun DNS-cepBepoB. BbICOKMI ypoOBEHb MMeeT HauMeHbLune
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noporn Ans obHapyXeHUs CKaHMPOBaHUSA MOPTOB U 3HauUTEeNbHO Oonbluee BpeMeHHoe
OKHO HabnoaeHus;

v" memcap {positive integer} — 3agaeT MakcuManbHbIi pasMep namATM B GanTax,
npegHasHa4YeHHon s obHapyXeHUs CKaHMpOBaHWS NOPTOB;

v lodfile {filename} — ata onuusi 3agaeT ums garina, B KOTOPbIN ByayT 3anncbiBaTLCA CUrHAanMbI
TpeBOrn 1 oTOPOLLEHHbIE NAKeThI.

MNpumep:

preprocessor sfportscan: proto {all} memcap {1000000} sense_ level {low}

lpenpoueccop bo.

Mpenpoueccop npegHasHadeH ans obHapykeHus Tpaduka cpeactea Back Orifice, koTopoe Obino
pa3paboTaHo xakepckow rpynnon «Cult of the Dead Cow» B 1998 r. OgHon 13 ocobeHHOCTeN aToro
cpeacTBa yaaneHHoro ynpasrieHUs SBNSETCS UCMOoNb30BaHMe WNGPoBaHMS. ATakyowmmn BeibrpaeT
naponb, KOTOpbIA MpeobpasyeTcsa B wWecTHaguaTMpaspsigHbii  xaw-kod. Tpaduk obmeHa
WwuncppyeTca nyteM BbINOMHEHMA onepaumn XOR ¢ nonyveHHbIM Xxaw-kogoM. Viccnegosatensamm
0BHapy>XeHo, YTO BCE 3anpoChbl aTaKyloLEero HA4YNHaKTCH C «Marnyeckomy» CTpoku *I*QWTY?, yto
NO3BONSIET ONPEAENUTb HanM4Me obMeHa U HanT UCNONb3yeMYHO 411 LUMPOBAHUSA rammy.

Mpenpoueccop obHapyxuBaeT Back Orifice, npoBepsa kaxapin UDP-nakeT, pasmep KOTOpPOro He
MeHee 18 6anT, B Xode CpaBHEHMS NepBbiX 8 CUMBOIIOB [aHHbIX C MpeaBapuTENbHO
MOArOTOBMEHHOM Tabnuuen 3awmdpoBaHHbIX BapUaHTOB Marn4eckom CTPOKM (Ha camMom aene
NpoBEPSIOTC TOMbKO MepBble W MocrnegHue ABa CUMMBOMA 3TOM CTPOKM). Takaa Tabnuua
dopmmpyeTcsa nNpu 3anycke Snort Ha aTane nHULManusaumm npenpoLeccopa.

Mpenpoueccop bo He TpebyeT apryMeHTOB M MOXET CUrHanmM3vpoBaTb O HanWuuM criegyroLmx
cnyyaeB: obHapyxeHvne Tpadmka Back Orifice, obHapyxeHne Tpaduka KnuneHTa, obHapyxeHune
Tpadmka cepBepa n obHapyxeHne atakm 6ydepa Snort.
Mpumep:

preprocessor bo: noalert {general server} drop {snort_attack}

NMpoueccop oGHapyxeHuUs

OcHoBow paboTbl MexaHu3Ma OBHapyXeHUsi SABMSAETCA CPaBHEHME C UMEHLLMMUCS MpaBuriamMu.
OTOT KOMMOHEHT Short NpuHMMaeT AaHHble OT AeKodepa NakeToB U NpenpoLeccopoB (ECNN OHK
aKTUBMPOBaHbI) N CPaBHMBAET 3HAYEHUS MOSEeN 3TUX AaHHbIX C Npasunamu, 3agaHHbIMU B harne
KOHdpurypauumn. Npoueccop oOHapyXeHusi cHavarna nbiTaeTcsl ONpeaenvTb, Kakon Habop npaBun
cnegyetr UCMNONb3oBaTb [OJS19  KOHKPETHOro cpparMeHTa daHHblX. B nepByto odepegb 310
onpegensieTcs nNo cooTBeTcTBylowemy npotokony (TCP, UDP, ICMP wunun IP), a 3atem
NMOEHTUPULMPYIOTCH XapaKTepUCTUKM B pamMKax cooTBeTCTBYoLero npotokona. [Ansa TCP n UDP —
3TO HOMEepa MOPTOB UCTOYHMKA M HasHadeHus, ans ICMP — aTo Tun coobLeHus.

Mpwv cpaBHEHUM C NpaBunammn 06bIYHO MCMONB3YETCA BapuaHT, korga Snort pabotaeTt No NpuHUMNY
NepBoOro cosnageHnss — cpabaTbiBaeT nNepBoe MpaBwro, YCOBUS KOTOPOrO YAOBETBOPEHbl. B
TEKyLLYI0O Bepcuo Snort BKMOYeHa BO3MOXHOCTb BbINOSHATL HECKONbKO CPaBHEHWN Ansi OOHOro
cobbITUS 1 reHepupoBaTb HECKONMbKO CUrHaroB TPeBOrM Ans ogHoro naketa. Kpome Ttoro, cy-
LLecTByeT BO3MOXHOCTb Bblbopa noCnenoBaTenbHOCTU MPUMEHEHUS MpaBuI, CBS3aHHas C
NPUHUMNanNsHOW BO3MOXHOCTbIO atak obmaHa COB.

ns pearmpoBaHnMa Ha MHOXECTBEHHble CUrHanbl TpeBor npengycMoTpeHa BO3MOXHOCTb
curHanusaumm o6 onpenerneHHoM Konmn4ecTtse nodaBrieHUA HEKOTOPOro Ha6opa OaHHbIX B nNpeaenax
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3a[aHHOro MHTEpBana BpeMeHN. OTa BO3MOXHOCTb Ha3biBaeTCsa NOporosom knaccudpmkaumen. Mpu
3TOM MOXHO BblbpaTh CriefyloLue BapmaHTbl: BbidaBaTb CUrHan TpeBOry nocre nory4eHus nepsbixX
N-CUrHanoB O AaHHOM COObITUM, UMK Ha KaxKable N-3K3eMMNAPOB AAHHOro COBbITUS.

Moaynu BbiBOAa

Mogynu BbiBOAa MO3BONSOT aAMUHUCTPATOPy (hOPMUPOBaTL M NPeACTaBnsTh BbIXOAHbIE AaHHbIe
Snort. Mogynu BbiBoJa BKMOYAOTCA B paboTy BCSKUA pas3, Korda Bbi3blBAOTCS MOACUCTEMBI
perucTpaumMm n curHanusaumu, nocrne 3aBeplueHust paboTbl Aekodepa M NpPenpoLecCcopoB.
Mogynu BbiBOA@ MOXHO paccMaTpuBaTh Kak MOAYNW PacLUMPEHUst CUCTEMbI, TakK Kak OHU MOryT
ObITb HaNMCaHbl NOMb30BaTENSIMM CUCTEMbI U BKIHOYEHBbI B SNOrt B NpoLiecce KOMMUMALUK.

B kaxgom 13 mogynen BbiBOAA MOXHO BblOENUTb CEMb KIOYEBbLIX acnekToB: WMHdopMauus o
3aronoBkax W konupante, include-cannel, 3aBucumoctn (dependencies) u rnobanbHble
NepeMeHHbIe, PErMCTpaLms KrnoYeBbIX CNOB, aHanmn3 apryMeHTOB U BKITKOYEHME B CMUCOK (PYHKLIMA,
dopmartmpoBaHue, obpaboTka M XpaHeHME [OaHHbIX, NpenpoueccopHas obpaboTka, o4vMcTKa
obrnacrten NamsaTh 1 3aBepLleHne paboTbl MPUITOXKEHUS.

Snort npeanaraeT Nonb30BaTeNo HECKOSbKO Crocob0B perncTpaunm Kak reHepupyemblX CUrHanoB
TPEBOrK, Tak U CBSI3AHHbLIX C HAMU AaHHbIX NAKeTOB. OTW AaHHbIE MOryT PermcTpupoBaTbCs B Koae
ASCIl wnn B aBoM4HOM chopmaTte M 3anncbiBaTbCs C MOMOLLBI pasnMyHbIX MOAYrNen BbiBOAA.
3anucu B gBonyHOM dopmate MoryT ObiTb BOCCTAHOBMEHLI C MOMOLBI NMoboro aHanusaTtopa
nakeTtoB, Hanpumep Ethereal, TCPdump vnn IRIS. Ona Tekywen Bepcun Snort paspaboTaHbl
MOAyn1, NO3BONALWME MOChINaTb curHanbl Tpesorn B Buae 3anpocoB SNMP (Simple Network
Management Protocol) yoaneHHomy cepBepy SNMP, a Takke mogynb BbiBoga SMB Alerting,
MOCbINaroLLMIA curHanbl Tpesorm yaaneHHsim Windows-cuctemam B peanbHOM Maclutabe BpeMeHu.

PeanusoBaHbl mogynb peructpaummn B dopmate PCAP (Packet Capture Library), moaynb
permucTpaummn cornacHo ctaHgapty XML IDMEF. Kpome Toro, Snort umeeT BO3MOXXHOCTb 3anucbiBaTb
CurHanbel TPEBOrM M nakeTbl B pasnuyHble 6a3bl gaHHblX, BkNtovas MySQL, PostgreSQL, SQL
Server n Oracle.

MpaBuna Snort

OpHoM 13 caMblX CUIbHBIX CTOPOH Short SIBMSIETCA BO3MOXHOCTb A Nonb3oBaTens pa3pabartbiBaTb
N MCNonb3oBaTb CBOM COOCTBEHHbIE nMpaBwra. [ns nocTpoeHust npaBuil UCMoNb3yeTcs NPOCTOn
A3bIK OMUCAHWUA, C MOMOLLbIO KOTOPOr0O MOXHO HamucaTb COOCTBEHHbIE MpaBuna, ucxogsa U3
cneundmrkm npumeHeHust Snort. BoNbLUMHCTBO NPaBW 3anMCbIBAaeTCA B OAHOM CTpoke. B TekyLlen
BEPCUWN [OMYCKAETCA HanvMcaHue npaBwi, 3aHMMAMOLLMX HECKOMbKO CTPOK, MpYM 3TOM B KOHLE
Ka)xown CTPOKM nuweTcsa cumson obpatHoro cnawa (V).

MpaBuno Snort cocTouT M3 ABYX OCHOBHbIX YacTewn: 3arofioBka MpasBuna v onuuin npasuna.
3aronoBoK npaBuna COAepXUT AeWcTBue npaswuna, NpOTOoKon, agpeca M mackv IP-agpecos
MCTOYHMKA N Ha3Ha4YeHunsi, HoMepa MopToOB MUCTOYHMKA U HasHadveHus. Onuun npasuna cogepxat
coobLLeHus, BbldaBaemble Npu reHepaumn TpeBorn, U MHPOPMaLMI0 O TOM, KaKylo YacTb MnakeTa
HeobxoaMMO npocmaTpuBaTh N5 CpaBHEHWS ¢ npasunom. Onummn npaBuna 3aKkio4atTcs B CKOOKM.
Mpumep npoctoro npasuna (ONA HarNSgHOCTUM NPaBWUO  3anvMcaHo OBYMS  CTpoKamn €
NCrnonb30oBaHMEM 3Haka \):
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alert top any any -> 192.168.1.0/24 111 \
(content: "|00 01 86 a5|"; msg: "mountd access'";)

B aTom cnyyae TeKCT 40 OTKpbIBatoLLEen CKOOKM npedcTaBnsdeT cobon 3arofioBok npasuna. Yactb
npaBuna, 3aknYeHHas B Kpyrnble CKOOKW, copoepXuT onuun npasuna. Mma onuum (kntoyesoe
CMOBO) 3aKaH4YMBaeTCA OBOETOYMEM, MOCMe KOTOPOro cregyeT CoOaepKUMOe Oonuuu, KoTopoe, B
CBOIO ovepeb, 3aKkaH4YMBaETCA TOYKOW C 3ansTon.

3aronoBokK Npasusna.

MepBbiM 3NEMEHTOM 3arofioBka SIBNSIETCS AEWCTBME, KOTOPOe YkasbiBaeT Snort, 4To Aenatb npwu
COBMagEHUM [aHHbIX MakeTa C OMNUUSIMA MpaBuna M nepeyeHb OENCTBUN, KOTOPbIE MOXHO
yKasblBaTb B 3arofioBke npaBuna:

v alert — reHepvpoBaTb CUrHan TPeBOru, UCMOMNb3ys 3afaHHbI METOA, U 3anucaTb NakeT B
XypHar;

log — 3anncaTtb nakeT B XypHan;

pass — UrHOPMPOBaTb NakKeT;

activate — reHepypoBaTb CUrHan TPeBOr1 U aKTMBMPOBaTbL AMHAMUYECKOE NPaBumo;

dynamic — gencTeue AaHHOro npasura UrHOpUpyeTCst 40 akTUBauMW NpaBUIIOM akTuBaLum
(onuuen activate), nocrne 4Yero 3anncbIBaeTCsl B XXypHarT,

drop — nocpeacteoMm iptables yganuTb nakeT u 3anucaTb ero B XXypHarn;

reject — nocpeacTeom iptables yganuTtb nakeT, 3anucatb ero B XypHan u nocrnatb naket TCP
RST (gns npotokona TCP) unu ICMP port unreachable (ansa npotokona ICMP);

v' sdrop — nos3BonuTb iptables yganuTb NakeT, HO HE 3anUCbiBaTb Ero B XypHarl.

AR NEN

ASRN

Cregyolwimm nonemM 3arorioBka SBRsieTcs npoTokorn. B Tekywen Bepcvu Snort ans aHanusa
NnoJo3pUTENBLHONO MNOBEAEHUA WUCNONbL3YTCH 4YeToipe npotokona: TCP, UDP, ICMP wu IP.
lNnaHupyeTca BBeaeHue cneaytowmx npotokonos: ARP, IGRP, GRE, OSPF, RIP, IPX u gp.

O4epeaHbIMM MONSIMM 3arorioBka SABNAKOTCA agpec n nopT. MoxeT ncnonb3oBaTbCs KOYEBOE
CroBo any ans onpegeneHus noboro agpeca. Agpec MoOXeT conpoBoxaatbes 6nokom (CIDR,
Classless Inter-Domain Routing) , o6o3Ha4arowmm macky. bnok macku /24 nokasbiBaeT Ha ceTb
knacca C, 6nok /16 Ha ceTb knacca B, a 6nok /32 Ha onpegeneHHbIn agpec (Hanpumep,
koMBuHaums 192.168.1.1/24 ykasbiBaeT Ha 6nok agpecos oT 192.168.1.1 oo 192.168.1.255).

MpeaycMOTpeH onepaTop OTPULIAHUST — BOCKITMLATENbHBIA 3HAK. QTOT onepaTop ykasbiBaeT Snort
paccmaTtpuBaTth BCe agpeca, 3a UCKITHYEeHNEM OTMEYEHHbIX OnepaTopomM oTpuuaHmna. B 3aronoske
npaBuna MOXHO yKasaTb AManasoH aapecoB, KOTOPLIN 3aK4aeTcs B KBagpaTHbIe CKOBKM:

alert top ! [192.168.1.0/24, 10.1.1.1/24] any -> \

[192.168.1.0/24, 10.1.1.1/24] 111 \

(content: "I 00 01 86 a5|"; msg: "mountd access'";)

OuepegHbiM nornem 3arofioBka sBNsSeTcs Homep nopTa. MNMopT MoxeT ObiTb 3a4aH MHOXECTBOM
CcnocoboB: KM4YeBOE CrOBO any ykasbiBaeT Ha nobon HomMep nopTta, NpocTo Homep nopTta (B
npumepe — 111), gnanasoHoMm HomepoB (Hanpumep, 8000:8080). Mpu 3agaHMM Homepa nopTta
MOXHO TaKKe MCMonb3oBaTb OnepaTop OTpuUaHMA (3a UCKIOYEHWEM MPUMEHEHUs onepaTopa
OTPULLAHNS K KITKOYEBOMY CrOBY any).

Nanee B 3aronoBke Snort uWcnonb3yeTcsl onepaTop HampasneHuss —>, MoKa3blBatoLLIA
HanpaBreHne Tpadguka, K KOTOPOMY HeobGXOAMMO NpUMeHUTb npaBuro. Ecnn HeoGxogumo
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NPUMEHATb nNpaBuIiio K AByHanpaBli€HHOMY Tpacbw(y, MCnosib3yeTcd CUMBOIT <>. CumBon
HanpasleHnss <— He UCNOJIb3yeTCH, TaK KaKk OHO 3aMeHsAeTCA CMMBOJSIOM —> C COOTBGTCTByI-OLLl,GVI
3aMeHoN afpecCHbIX YyacTten 3aronoska. [locrne orneparopa HarpaslieHUA YKa3blBalOTCA adpec,
MacKa 1 NopT Ha3Ha4YeHW4,

Onuwnun npaewn.

Onumn npaBun ABNSIOTCA OCHOBOW MexaHu3Ma OBHapyXeHusl, NpeaocTaBnss BO3MOXHOCTU ONs

obHapyxeHus. CyLLeCcTByeT YeTblpe KaTeropmm onuui:

v meta-data — npegocTaBneHne wuHgopmauum O npaBwuiie, KOTOpas HE WCMomnb3yeTcsl B
npouecce OGHapYyXeHust;

v' payload — o6ecneuynBaeT NPOCMOTP AaHHbLIX BHYTPW NakeTa;

v" non-payload — npocMOTp AaHHbIX, HE COAEPXKALLMXCA B HAarpy3Ke NakeTa;

v' post-definition — ykasbiBaeT Ha crneunduyeckne nepexodbl, BbIMOMHSAEMble  MNpU
cpabaTbiBaHUM Npaswuna.

[anee kpaTko pacCMOTPMM ONUMM NPaBuI MO KaTeropusam.

Onuuu meta-data. K onuusam aTom Kateropum oTHOCATCSA onumn: msg, reference, sid, rev,

classtype u priority:

v' msg -— ykasblBaeT MexaHW3Mam peructpauum u reHepaumm TPEeBOMM COOepXKUMoe
COOTBETCTBYIOLLEro CcoobLieHnsi, KOTopoe 3ajaeTcsd B BuAe TEKCTOBOW CTPOKM,
3aKn4YeHHON B KaBblvkK, Hanpumep, (msg: «IMAP buffer overflow»);

v reference — no3BonsieT caenaTtb CCbINIKYy Ha BHELIHWE CUCTEMbl MAEHTUUKALMM aTaku.
MopaepxuBatoTcsa cregylowme CCbIfKu:

e Dbugtraq (http://www.securityfocus.com/bid/);

e cve (http://cve.mitre.org/cgi-bin/cvename.cgi?name=);
e nessus (http://cgi.nessus.org/plugins/dump.php3?id=);

e arachnids (http://www.whitehats.com/info/IDS);

e mcafee (http://vil.nai.com/vil/dispVirus.asp?virus_k=);

o url (http://).

v sid — ucnonb3yeTcs ONsS yHUKanbHOM uaeHTudukauum npaeun Snort. B HacTosiwee Bpems
Bce sid pasgeneHbl Ha rpynnbl: Ao 100 — 3apesepBupoBaHbl, ot 100 go 1000000 —
BKMoYaoTca B ANCTpubyTme Snort, 6onee 1000000 — ansa nokanbHOro NPUMEHeHUs;

v' rev — no3BonsieT nepesanucbiBaTb CUrHaATypbl M UX OMNWCAHWUS C HOBOM WHopMaumen
(ncnonb3yeTcs cOBMECTHO C Sid);

v classtype — xapakTtepusyeT KaTeropuito TpeBOrM (ykasbiBaeT Knacc artaku). lNonb3oBaTtenb
MOXET onpeaenuTb NPMopUTET ANa Kaxaoro Tuna npaswn. CyliecTBylolmMe KaTeropmm m mx
npuopuTeThl HaxoaAaTes B danne classification.config;

v’ priority — npuopuTeT yCTaHaBNMBAET YPOBEHb BaXXHOCTU MpaBwuna, Hanpumep, B Tene
npaBuna MOXHO ykasaTb: (content: «/cgi-bin/phfy; priority: 10;).

Onyuu obHapyxeHusi codepxumozo (payload detection). 3t onumm saensAlTcA Hanbonee
3Ha4YMMbIMK N MHTEpPecHbIMKU. K 4ncny aTux onuum OTHOCATCA: content, uricontent, iisdataat,
pcre n ap.:

v/ content — no3BomnseT MCMNonb30BaTb MPaBUIIO, KOTOPOE WWET onpedeneHHble AaHHble B
cogepxvmom naketa. [aHHble MoryT npenctaBnAaTb COBOWM TEKCTOBYK CTPOKY Wn
ABOVYHblE daHHble. Hanpumep, content:!!"GET" (npeacTtaBnsieT TEKCTOBYK CTPOKY),
content: "|5¢ 00|P|00|1]|00|P|00|00 5c|"; (npeactaBnsieT CMeCb TEKCTOBbIX W OBOWYHbIX
AaHHbIX). [Ons knioyeBoro crnosa content, B CBOK O4vepedb, MOXHO ykasaTb Moauduum-
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v

v

pylowme knodeBble criosa: depth, offset, distance, within, nocase u rawbytes, koTopble
NpegoCcTaBnaloT pasnuyHble BapnaHTbl BO3MOXHOCTEN NOMCKa 3afaHHbIX CTPOK:

e depth — onpegenser konuyecTBO GawWToB, KOTOPble [AHHOE MPaBUIIO [OSPKHO
aHanu3upoBaTb Mpu NOUCKe 3a4aHHOro COAEPXKMMOrO;

o oOffset — ykasbiBaeT npenpoueccopy, YTO MOMCK 3aJaHHON CTPOKM HadO0 HaydnHaTb C
Gawnra offset;

e distance — yka3biBaeT KONM4ecTBO 6ANTOB, KOTOPLIE AOIMKHBI UTHOPUPOBATLCS 40 Havana
CpaBHeHWs;

e Wwithin — nosBonsieT ygoCTOBEPUTBCS, YTO 3aJaHHOE onuuen Konuyectso GanToB
HaxoauTca  Mexay  yKkasaHHbiMu  obpasuamu, Hanpumep, (content:«ABCy;
content:«EFG»; within: 10;);

e nocase — ykasaHWe Ha WrHopupoBaHWE perncrTpa TeKkcTa B CopepkaHum npasuna,
Hanpumep, (content:«USER root»; nocase;);

e rawbytes — 3TO KrnO4YEBOE CrOBO NO3BOMSET Snort paccmaTpuBaTb COAEPXKMMOE nakeTa
B LUEeCTHaauaTepM4YHOM MpeacTaBneHMUN, He YYUTbiBas TUM KOAMPOBaHWUS, Hanpumep,
(content: «|FF Fl|»; rawbytes;);

e uricontent — 3Ta onuusa NO3BONSET aHANU3MPOBaTb TpadhuK 3anpalLnBatoLLEN CUCTEMDI
Tonbko B URI-pasgene 3anpoca, HopManuaysa HangeHHble CTpoku, Hanpumep URI:

/scripts/..%cO%af../winnt/system32/cmd. exe?/c+ver u

/cgi-bin/aaaaaaaaaaaaaaaaaaaaaaaaaa/.. %252fp%68f?
OyayT HOpManu3oBaHbI B
/winnt/system32/cmd.exe?/c+ver u /cgi-bin/phf?

iisdataat — onpegensieT, 4TO COAEPXMMOE HaxoOauUTCs B ONpederieHHOM MecTe,
COOTBETCTBYS KOHLY AaHHbIX, MONyYeHHbIX B NpeablayLeM nakeTe;
pcre — NO3BoOMsEeT 3annucaTb NpaBunio, NCNonb3ys s3bik Perl.

YunTbiBasi 3HAa4YNTENBHOE YMCIIO aTak, UCMOoMb3YLWMX cneundunky peanusaumm cteka TCPAIP,
Snort cogepxnt 60onbloe 4YMCO ONUMA, KOTOPblE HE CBSA3aHbl C COAEPXMMbIM MaKkeTa.
PaccMoTprM HEKOTOpble U3 9TUX ONUUKA, 3a4aBaeMbIX CrneayoLWwnMn KNoYeBbIMA CITOBaMMU:

v

<

fragoffset — nosBonsieT cpaBHMBaTL 3HadeHue nond offset dparmeHTa ¢ 3agaHHbLIM
3Ha4eHueMm, Hanpumep ang npocMoTpa nepsbix parmeHToB (fragbits: M; fragoffset: 0;);

ttl — no3BonseT NpoBepsTb BPEMS XMU3HUM nakeTa, Hanpumep (ttl: <3;);

tos — npoBepsieT nonga TOS Ha cOOTBETCTBME 3adaHHOMY 3HAa4YeHUto, Hanpumep (tos:!4;);
id — nosegonser cpaBHUTb 3HadeHne nons ID IP-naketa ¢ 3agaHHbIM 3HAYEHUEM,
Hanpumep (id:31337;);

ipopts — nucnonb3yeTcsa Ans NPOBEPKN Hanuuns onpegeneHHbix onumn IP. KoHTponto moryT
noasepratbca crnegytowme onuun: rr — Record route, eol — End of list, nop — No operation,
ts — Time Stamp, sec — IP security option, Isrr — Loose source routing, ssrr — Strict
source routing, satid — Stream identifier, any — yctaHoBka nio6on onuuu. B npasune
MOXET coepXaTbCA TONbKO OAHO KNKYEBOE CroBO ipopts, Hanpumep (ipopts:Isrr;);
fragbits — no3BonsieT kKoHTponupoBaTb 6UTLI (bparmeHTaLmn N 3ape3epBUpPOBaHHbIE BUTLI,
AN 4ero MOXHO mcnonb3oBaTb 0603HayYeHus 6utoB (M — ecTb ewe dparmeHTobl, D —
3anpeT dparmMeHTUpoBaHus, R — 3ape3epBvpoBaHHble GUTbLI) M NPOCTble ornepauuun
CpaBHEHUSA (3HaAK «+» O3Ha4yaeT COOTBETCTBME 3afdaHHOro 6uta mn nobble 3Ha4YeHus
Apyrmx 6utoB, 3HaK «*» O3HayaeT cpabaTtbiBaHue, ecnu nobon M3 3agaHHbix 6uTOB
yCTaHOBINEH, 3HaK «!» BbI30BET cpabaTbiBaHME, €CNU HU OAUH U3 YKa3aHHbIX OUTOB He
yctaHoBneH). Hanpumep, onuusa (fragbits:MD+;)BbI3oBeT cpabaTbiBaHve, ecnun ByayT ycra-
HoBneHbl 6uTbl More fragments n Do not Fragment;
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v’ dsize — no3BonsieT KOHTPONMPOBATbL ANNHY NakeTa, Hanpumep (dsize:300<>400;);
v flags — no3BonsieT koHTponupoBaTb ycTaHoBKy donaroB TCP (F—FIN, S — SYN, R - RST, P -
PSH, A - ACK, U — URG, 1 — 3ape3epBunpoBaHHbI 6UT 1, 2 — 3ape3epBUpPOBaHHbIN GUT
2, 0 — otcyTtcTBMe dnaroB TCP) u npocThle onepaunn cpaBHEHUs (3HaK «+» O3Ha4yaeT
COOTBETCTBME 3afaHHOro 6uta n nobble 3Ha4YeHna apyrnx OMTOB, 3HAK «*» O3Ha4vaeT
cpabaTbiBaHue, ecnu nobon u3 3agaHHbiX OMTOB YCTaHOBMNEH, 3HaK «!» BbI3blBaeT
cpabaTbiBaHWE, €Crln HU OOWH N3 yKasaHHbIX GMTOB He ycTaHoBreH). Hanpumep, ons
koHTpona Hanuumna dnaroB SYN u FIN n urHopmpoBaHua 3ape3epBMpOBaHHbIX 6UTOB
MOXHO 3agaTb onuuio B Buge (flags:SF,12;).
Kpome TOro, BO3MOXHbI MPOBEPKN 3HAYEHUIA N OPYrMX NapamMeTpoB MaKeToB, ANIA YEro criyxar
cnegywowme onumn:  seq (nocreposatenbHbin  HOoMep  TCP-naketa, ack (3HayeHue
nogTeepxaeHus), window (3HadeHne okHa nepegayn TCP), itype (Tmn coobweHuss ICMP),
icode (kog coobuweHns ICMP), icmp_id (3HayeHne wugeHTudukatopa ICMP), icmp_seq
(nocnepoBatenbHbii HoMep ICMP-coobLieHus), ip_proto (Mmsa npoTokorna B 3aronioeke |P),
sameip (npoBepka paBeHCTBa ajpeca WCTOMHMKA W ajgpeca HasHaydeHus) wu - gp.
PaccmMoTpeHHble onumn No3BONAIOT peanu3oBaTb LOCTATOMHO CROXHbIE npaBuna obHapyXeHus
PasnnyHbIX aTak 1 UX BapuaHTOB.

Mpumepbl npaBun

B kauectBe npumepa MPUMEHEHUS PACCMOTPEHHLIX OMUUIA PacCMOTPUM HECKOMbKO pearbHbIX
npasun Snort. MNpasuno aonsa onpeaenerdnss TCP-nakeTa, B KOTOPOM YCTaHOBMEH Tonbko donar FIN.
Takue nakeTbl UCNOMb3YITCH aTakyloLwMMK Ana onpeaeneHnss onepaumoHHON CUCTEMBI LeNeBoro
XOCTa, Mockorbky MawuHbl ¢ OC Windows oTBevaloT Ha HEro nakeTom C YCTaHOBJIEHHbIMU
dnaramm ACK n RST (He3aBUCUMO OT TOro, OTKPbIT MMM 3aKpbIT COOTBETCTBYIOLLMI MOPT), a
cuctembl Unix oTBevaloT NakeToM C TakuMK e briaramm TOMbKO B Cny4vae, Korga nopT 3akpbiT.
CooTBeTCTBYHOLLEE NPABUIIO UMEET CEAYHOLLMIN BUA!

alert top SEXTERNAL NET any -> $HOME NET any \

(msg:»SCAN FIN»; flags: F; reference:arachnids,27; \

classtype:attempted-recon; sid:621; rev:1;)

Paccmotpum npasuno, onpegenstoliee noBedeHVe aTaKyroLwlero nocne nomyyveHus goctyna K
Windows-cepBepy nyteM UCNonb3oBaHus |IS-ys3BMMOCTK, KOrga aTakylowmid NbiTaeTcs
MCMoNb30BaTh KOMaHAHbLIA MHTepnpeTaTop cmd.exe. 3aTtem aTakyloLmMIn NblTaeTcs NpocMaTpuBaTh
AnpekTopuio, ncnonb3ys komanay dir. Ctpoka «Volume Serial Number» 0BbIMHO cogepkuTcs B cnmncke
anpektopui ana Windows NT\2000\XP:

alert top $HTTR_SERVERS $HTTR_PORTS -> $EXTERNAL_NET \

any (msg:»ATTACK RESPONSES http dir listing»; \

content: «Volume Serial Numbers», \

flow:from server,established; classtype :bad-unknown ; \

sid:1292; rev:4;)
CnepytoLee npaBunino npeaHasHayveHo ans obHapy>KeHnsa ceTeBoro YepBs Slammer, NbiTaowerocs
NCNorb30BaTh Ys3BMMOCTb nepenonHeHus bydepa B Resolution Service MS SQL Server 2000:

alert udp $EXTERNAL_NET any -> $HOME_NET 1434 \
(msg: »MS-SQL Worm propagation attempt»,; \

content:"| 04|»; depth:1; \

content:»| 81 F1 03 01 04 9B 81 F1 01|»; \
content:»sock»; content:»send»; \

reference:bugtraq, 5310, class type:misc-attack; \
reference:bugtraqf5311, \
reference:url,vil.nai.com/vil/content/v_99992.htm; \

sid:2003;, rev:2;)
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29. Mepgunanneep VLC

MpunoxeHne VideoLAN gaBnseTca TpaHCNATOpOM MeamanoToka. [ns ero mcnonb30BaHUS
HeobxoaMmo 3apermcTpupoBaTbCa B CUCTEME, UCMOMb3ys YYETHYK 3anucb «vic» M naponb
«vlcr.

HacTpounka ¢ ncnonb3oBaHnemM KOMaHOHOro nHTepcenca
Ha cepBepe BeLlaHns BbINOMHUTE KOMaHAY:

cvle -vvv input video.file --sout udp:239.0.0.1:1234 --ttl 12

roe:
e cvic — komaHga aons 3anycka VideoLAN 6e3 rpadmnyeckoro nHrepdgeiica;
e -VVW — KNIOY 3anycka Ans BKKYEHMS BblBOAA OTMAAOYHOM MHOpMauMM 1 nNpoymnx
coobLeHnn — Hambonee NOAPOOHLIN pPeXnm
e input_video.file — uma dhanna ¢ BXogHbIM MEANANOTOKOM;
e --SOUt — KNIOY 3anycka, onpeaensowmnii TN BbIXOAHOIO NOTOKa;

e udp:239.0.0.1:1234 — BbIxOQHOM NOTOK OypeT nepedaeatbess no npotokony UDP Ha
rpynnosomn agpec 239.0.0.1 Ha nopTy 1234;
e --ttl — kntOY 3anycka, onpegensaoLWnNn Bpemsa XusHn IP-nakeTta.

Ha noTpebutene notoka BbINONHUTE KOMaHAY:
vlc -vvv udp://@239.0.0.1:1234
roe:
e Vvic — komanga ang 3anycka VideoLAN;

e -VWV — KINIOY 3anycka Ans BKHOYEHWs BbIBOAA OTNaAOYHOW MHpopMauuyM U Mpoymx
coobLLeHnn — Hanbornee NOAPOOHLIN PEXNM;

o udp://@239.0.0.1:1234 — nony4atb NOTOK Ana rpynnel ¢ agpecom 239.0.0.1 no
npotokony UDP Ha nopTty 1234.

JInbo BbINonHUTE criegylowyo kKomanay (4ns ncnonssosaHua mplayer):
mplayer udp://239.0.0.1:1234
roe:
e mplayer — komaHaa Ansa 3anycka mplayer;
e udp://239.0.0.1:1234 — nonyyaTtb NOTOK Ans rpynnel ¢ agpecom 239.0.0.1 no npoTokony
UDP Ha nopty 1234.

Pa6oTa c rpachmyeckum nHrepdencom
1. 3anyctute VideoLAN, BbinonHue komaHay vic. MNosaBuUTCs OKHO:

& VLC media player ¥ 2 v) () (3¢

Meauwa Ayawo Buaeo Playback Maenanct WHCTpyMeHTH [loMouwb

P e mom = iy |
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2. OrtkponTte nyHKT MeHo «Megua — NoTokoBoe BellaHne». [1osiBUTCA OKHO:
£ OTkpuiTE ! 8 ‘_‘ ’_‘

®@ann  Avck CeTb YcTpoWCTBO BUAEO3axBaTa

Look in: 5 /home/hc/_video v/O O 0@ [ [B]
%E"mp”ter Name A Sze  Tpe  Date Modified

C
& Incoming | |B9 Folder 17.12.0812:58

18...MB mpg File 27.05.08 2:02
15..MB aviFile 27.07.08 6:49
15..MB aviFile 27.07.08 6:49
12..MB aviFile 27.07.08 6:49
20..MB aviFile 27.07.08 6:49
20..MB aviFile 01.08.08 8:34
16...MB aviFile 01.08.08 8:34
10..MB aviFile 01.08.08 8:35
19..MB aviFile 27.07.08 6:49
20...MB aviFile 01.08.08 8:55
18..MB aviFile 01.08.08 8:34
10..MB aviFile 01.08.08 8:55
16...MB aviFile 01.08.08 8:46
15..MB aviFile 01.08.08 8:34
14..MB aviFile 27.07.08 6:49
10..MB aviFile 27.07.08 6:49

[ —— — B

19...MB aviFile 01.08.08 8:35 ~
10 BB~ Eile 27 N7 NS 6. A0 v
WmeHa daiina:
DUNLTP: Meguna @ainel ( *.asf *.avi ¥.divi ¥.dv *.fiv *.gf *.mlv ¥ m2v *m2ts *.or v
__/Usea subtitles file
) Show more options
’ DoTok OTmeHa

3. Bblbepute HyXHbIN ann n HaxxMuTe KHOMKy «[oTok». [osiBUTCS OKHO:
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L, Stream Output ¥ f v oA X

BuiBoas!

BOCNPOWM3IBOAMTE NOKAAEHO

Daiin Wma daina 0630p... COXPaHNTE BXOGHOM NOTOK
HTTP Anpec MopT: 8080 £
MMSH Appec MopT: 1234 &
+ RTP
” :_ll'_:fer UDP over  pppec B34 MopT: 1234 &
IceCast Appec MopT: 1024 &
Mount Point Login:pass:
Profile Custom v

Encapsulation | Buaeo kogek Ayawo kogek Cy6TuTpul

MPEGTS 0gg/Ogm MOV FLV
MPEG-PS ASF/WMV WAV MKV
MPEG 1 MP4 RAW
Mpoyee
Wasewenue no SAP WMA Fpynne!
Stream all elementary streams “Bpems xusHK" (TTL) 1%
COXpaHATE NOTOK BEIBOAS OTKPLITEIM
Generated stream output string
:sout=#duplicate {dst=std{access=udp,dst=239.0.0.1:1234}}
OoTok OTMeHa

4. OtmeTtbTe NyHKTbl «RTP» n «Prefer UDP Over RTP». B none «Agpec» HanpoTus onuum
«Prefer UDP...» Bnuwunte Tpebyembii rpynnoBoi agpec, a B nomne «[lopT» ykaxuTe nopT,
Ha KOTopoMm ByaeT BeCTUCb TpaHcnauuda. HaxxmuTe kHonky «lMoTok». BewaHune 3anyLieHo.

5. Ha ctopoHe notpebutensa sanyctute VideoLAN komaHgown vic. Beibepute NyHKT MEHHO
«Meguna — Open Network». OTKpoeTcs OKHO:

i Orxpurs ¥ R A

®ann Ouck CeTb YCTPOWCTBO BUAEO3axXBaTa

CeTeson NpoTokKon
MpoTokon Appec MopT

Y, 1234

<O

HacTponku

Show more options

’ [Bocnpouaaenenwe] OTMmeHa
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6. B cnucke npotokonoe Bbibepute UDP, B none «Agpec» BBeaute Tpebyembln rpynnoBou

agpec, B none «[lopT» — nopT, Yepes KOTOpbIM BeOETCHA BelaHue. Haxmute KHOMKy
«BocnpounssegeHne». JInbo Bocnonb3yntecb kOMaH4oOM 3anycka mplayer n3 KOHCONMbHOro
BapuaHTa

AHanu3 multicast-tpadmka ¢ nomouwbro ytunutel tcpdump
Ana nepexsarta naketos IGMP BbinonHWTEe KOMaHAy:
# tcpdump -i eth0 -n ip proto 2

roe:

e -i ethO — BbIGOp MHTEpdENCca, ¢ KoToporo 6yayT 3axBaTbiBaTbCA NAKEThI;

e -N— OTKNKOYEHME PyHKUMM NpeobpasoBaHusa IP-agpecoB B nmeHa ¢ nomoubto DNS;

e ip proto 2 — punbTp IP-nakeToB ¢ nonem «MpoToKkon», paBHbIM 2.
[ononHMTENbHO MOXHO yKasaTb KIKY -V ANA  yYBENIMYEHUs KONu4yecTBa BbIBOAMMOM
nHpopmaumm (Yem Gonblie OykB v — TeM nogpobHee) u knouv -X Ons BbiBO4A NakeTa B
LecTHaguaTupuyHom suge (-XX ans nogpobHoro pexnma).

Npumep nepexeara:

01:26:10.391015 IP 192.168.0.2 > 239.0.0.1: igmp v2 report 239.0.0.1
01:26:37.005141 IP 192.168.0.1 > 224.0.0.1: igmp query v2 [max resp time 226]
01:26:56.294347 IP 192.168.0.2 > 239.0.0.1: igmp v2 report 239.0.0.1
01:27:10.985580 IP 192.168.0.2 > 224.0.0.2: igmp leave 239.0.0.1
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30. Ytunuta vconfig
Mporpamma vconfig asnsetca nporpammon HacTporku VLAN 802.1Q.

CuHmakcuc
vconfig [onuwnu]

Onuuu
add [interface-name] [vlan-id]

Cospaét ycTponcTteo vlan-device Ha nHTepdence interface-name. CosgaHHoe

yCTPONCTBO ByaeT Ha3BaHO B COOTBETCBUM C HACTPOMKAMM MMEHOBAHWS.
rem [vlan-device]

Ypansaet 3agaHbin vlan-device.
set_flag [vlan-device] 0| 1
Ecnn yctaHoBMTL paBHbiM 1, BbIinonHseTca reorder 3aronoeka Ethernet. [Mpu
BbINOMIHEHMM MpocnyLlwmBaHusa Tpadmka (tcpdump) Ha ycTponcTBe, OH OyaeT BbIrNsaeTb
kak obblyHOe ethernet-yctponcteo 6e3 VLAN'oB. Ecnn 3agaH 0 (no ymonyaHuto), npu
npocmoTpe Tpaduka BuAHbI Tern. OObIMHO HMKakux Npobnem He BO3HWMKAET WU Mpu
HacTpoKrKax Mo YMOI4aHuio, HO MHorga OblBaeT -- ¢ nporpamMmmamMm ounbTpaumm Tpaduka.
set_egress_map [vlan-device] [skb-priority] [vlan-qos]
oBOpUT, YTO UCXxogsaLWMe NakeTbl C 3agaHHbIM Skb-priority 4OMmKHBI MapKMpoBaTbLCS TErOM
C 3afaHHbIM NpuopuTeToMm vian-qos. Mo ymonyanuto yctaHaenmBaeTtca npuoputet 0.
set_ingress_map [vlan-device] [skb-priority] [vlan-qos]
[oBopuT, 4TO BXOAdAWME MakeTbl MapKMPOBaHHblE Terom C npuoputeTom vlan-gqos'
Oor/mKkHbI  cmasumbcsi 8 o4yepedb ¢ npuopumemom skb-priority. [lo  ymonyaHuro

npuopumem paseH 0.
set_name_type VLAN_PLUS VID | VLAN_PLUS VID NO PAD | DEV_PLUS VID |
DEV_PLUS_VID_NO_PAD

3apgaét pexum B KOTOpoM ByaeTt cosgasaTbes vlan-device. [Ana Toro 4tobbl nOCMOTpPETh
Kakue pexvmMbl NOSOEPXKUBAKOTCS, HYXXHO Bbl3BaTb vconfig 6e3 napameTpos.

Ecnu ceteBoe yctponctBo nogaepxmsaeTt nHtepdgenc Broadcom NICE, oH ncnonbayetcs. 910
BaXXHO, MOCKOMbKY Takune ycTponctBa camu yaansaioT Ter VLAN Ha Ethernet-naketax. B aTtom
cny4vae onuus set_flag urHopupyetcsa. Mpn npocmoTpe gamna Tpaduvka, yBUAETb TEM YXXe He
NOMy4nTCS.

@adirnbl
/proc/net/vlan/config

/proc/net/vlian/[vlan-device]



