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|. TexHonoruu noctpoeHus ceten Ethernet

1. OcHOBbI KOMMYyTauun BTOPOro ypoBHA

KoMmyTaTop — 9TO YCTPOMCTBO, (PYHKUMOHUpYIOLLEEe Ha BTOPOM YPOBHE 3TarOHHOM Mogenu
ISO/OSI n npegHasHadyeHHOe Ans 00beauHeHUs1 CErMEHTOB CeTn, paboTaroLlmx Ha OCHOBe of-
Horo npoTokona KaHanbHoro ypoBHsl. KOMMyTaTtop nNpuHMMaeT BXOOsALWMIA Tpaduk Yepes ceoun
NnopTbl, HO B OTNIMYKME OT KOHUEHTpaTopa, KOTOpbIN NepefaeT ncxogawmum Tpaduk Yyepes Bce
MHOXECTBO CBOMX MOPTOB, KOMMYTaTOp HanpasnseT Tpaduk TONbKO Yepe3 OAuH NnopT, Heob-
XOAUMbIV ANSA AOCTUXKEHUS MecTa Ha3HaYeHus.

Tak kak kommyTaTop pabotaeT Ha BTOpoM ypoBHe mogenu ISO/OSI, To oH cunTbiBaeT 1 obpa-
GaTbiBaeT 3aronoBku naketoB npoTtokona Ethernet. CnegoBaTtenbHO, KOMMYTaTOp MOXET Bbl-
MNOMHATb Kak MMHUMYM creayowme yHKLUUN:

e nepeHanpasneHue Tpaduka (aBnseTcs obasaTenbHoOn OyHKUNER);

e npoBepKa NaKkeToB Ha OLNOKN;

e (punbTpaums Tpadumka.

1.1. NMepeHanpaBneHue Tpadwuka (Traffic Forwarding)

KommyTaTtop npvHuUmaeT Bce nakeTbl C NPUCOEANHEHHbIX CEerMeHTOB. [Ins kaXaoro nonyvyaemo-
ro nakeTa yCTPOMCTBO CUMTbIBAET agpec nonyyartens u3 3aronoska npoTtokona Ethernet, n ecnu
9TOT NakeT NpefHasHavyeH AN CUCTEMbI, PpacnofioXXeHHbIN B APYroM cermeHTe, nepeaaeT naket
B 9TOT CErMEHT M TONbKO B 3TOT cermMeHT. Ecnu nakeT nocnaH cucteme B NoKanbHOM CEerMeHTe,
KOMMYTaTOp OTOpacbiBaeT €ro, NMOCKONbKY AaHHbIE Y)Xe€ AOCTUITNIN CBOEro MecTa HasHadeHus.
YT100bI 3h(hEKTMBHO BLINOMHATL NEpeHanpaBneHne nosy4yaembix NakeToB, MOCT JOSMKEH 3HAT,
Kakve cucTeMbl B KaKOM CerMeHTe HaxoasTcs. MocT XpaHuUT 3Ty MHAOPMaLMI0 BO BHYTPEHHEN
agpecHon Tabnwuue nepeHanpasneHunsa (Forwarding Table). MexaHu3m 3anonHeHus gaHHON
Tabnuubl Ha3bIBaeTCA Npo3payHon MapwpyTtmsaumen (Transparent Routing).

1.2. NMpoBepka nakeToB Ha owmnbkn (Packet Error Checking)

KommyTaTop moxeT pabotatb B OBYX OCHOBHbIX pexunmax: 6e3 Oydepusaunm n ¢ npoMexyTou-
HbIM XpaHeHMEeM NaKeToB. KOMMyTaTOp oes 6y(bepmsau,mm nakeToB cuymuTbiBaeT Tonbko MAC-
afpec BXOAsLLEro nakeTa, UWET ero B CBOen Tabnuue nepeHanpaBneHnsi U HEMeOeHHO Ha4vn-
HaeT nepegaBaTb NakeT 4Yepes nopT, obecneumBaoLwmMi JOCTYN K MECTY HasHayeHus. EguHcT-
BEHHbIM NPENMYLLECTBOM OaHHOIo pexXmma ABNAeTCA CKOPOCTb nepenaym naketa, Tak Kak He
TPaATUTCA AOONOoNHUTEeNIbHOEe BpeMA Ha COXpaHeHWe Lenoro naketa B OI'IepaTVIBHOI7I namM4aTun
KOMMyTaTopa 1 ero AononHUTENbHY0 06paboTky.

KommMyTatop ¢ NpoOMEXyTOYHbIM XpaHEHMEM NaKeTOB LESIMKOM COXpaHseT BXOASALMIA NakeT B
OydepHon namaTn nNpexae, Yem nepegaTtb ero Yepes nNopT HasHayeHus. [oka nakeT HaxoguTca
B MamMATW, KOMMyTaTop NPOBEPSET €ro Ha Hannune owmnboK LIMKINYECKON KOHTPOSIbHOW CYyMMbl
(CRC, Cyclic Redundancy Check) v BbinonHeHne gpyrmx ycnoBuin, Taknx Kak HegonycTumo ma-
nas unu 6onbluas AnvHa nakeTta, a Takke HenpaBuribHas ANMTENbHOCTb Nepegayvn. KommyTta-
TOp HemMeaneHHO oTOpacbkIBaeT fobble NakeThbl C OLUNOKaMMU.

1.3. JononHutenbHble (PYHKLUMU KOMMYTaTOPOB BTOPOro ypoOBHSA

®PyHKUMM NepeHanpaBneHnsa Tpaduka 1 NPOBEPKN NakeTOB Ha OLUMOKM BbINOMHAT BCE COBpe-
MEHHbIE KOMMYTAaTOPbI, KaK ynpaBnsiemble, Tak U Heynpasnsemble. [JaHHble (YHKLUMN ABNSOTCS
OCHOBOW paboTbl KOMMYTaTOpOB. ECTb Takke AOMOMHUTENbHbIE (PYHKLMKU, KOTOPbIE MPUCYLLN
TONbKO YyNpasnsiemMbiM KOMMyTaTopam. B 3aBMCMMOCTM OT YpPOBHSI CMOXHOCTU KOMMYyTartopa
BapbMpyeTCHa KONMMYECTBO AOMOMHUTENbHBIX (DYHKLUUIW, KOTOpble OH nogaepxusaeT. bonbLlimk-
CTBO BO3MOXHbIX JONOMHUTENbHbIX (PYHKLMI ONUCaHbl B Criegyowux pasgenax JaHHOW rnassbl.
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2. YnpaBneHue NOTOKOM B nosfiHoaynnekcHom pexume (IEEE 802.3x

Flow Control in full-duplex compliant)

[ynnekcHbIn pexxum paboTbl TpebyeT Hannunsa Takom AOMOSTHUTENBHON PYHKLUMW, KaK ynpasne-
Hne noTokoM. OHa No3BonseT NpUHUMaloLWweMy y3ny (Hanpumep, NopTy CETEBOro KOMMyTaTopa)
B cryvae nepenorHeHne bydepa gatb y3ny-UCTOYHUKY (Hanpumep, dannoBomMy cepsepy) Ko-
MaHgy NPMOCTaHOBUTbL Nepeaady KagpoB Ha HEKOTOPLIN MPOMEXYTOK BpeMeHW. YnpaBneHue
ocyulecTtBrnsieTcss nonHoctbio Ha MAC-ypoBHE ¢ noMoLLblo Kagpa-naysbl (pause frame), koTo-
pbii aBTOMaTMYeckn bopMmmpyeTcs NMpuHNUMaroLWwen cTopoHon. Ecnv nepenonHexHne dygeT nuk-
BMAMPOBAHO 4O UCTEYEHUS nepuoga oXunaaHus, TO Ans Toro, 4Tobbl BOCCTAHOBUTL nNepeaadvy,
OTNpaBnseTca BTOPON Kagp-naysa C HyneBbiM 3HAaYEHNEM BPEMEHMW OXMOAHUS.

1. [laHble nocTynatoT Ha
KoMmyTaTop

Kommymamop Gigabit Ethernet

3. KoHeuvHada ctaHuus
oxungaetT Tpebyemoe
BpeMS1, Nnocrne 4yero
BO30OHOBNSAET nepegavy

2. KommyTtartop
nepenornHsaeTcsa un
nocblnaeT kagp-naysy

ad/

Qalinossili cepsep

PucyHok 1.1.

Hwxe npuBeaéH cdopmat kagpa-naysbl (pucyHok 1.2). NpuaHakom Kagpa 3Toro Tuna siBnsieTcs
Hanuune B none «gnuHa-tun» (LENGTH/TYPE) koga 0x8808, 3apesepsupoBaHHoro IEEE ons
KagpoB, KOTOpble UCMONb3YTCH B Npoueaypax ynpaeneHus Ha yposHe MAC. lNMone «kopg one-
pauun» (OPCODE) cogepxuTt kog 0x0001 — npuaHak kagpa ynpasneHUs NoTOKOM.

7 1 6 6 2 2 2 46 4
Mpeambyna Adpec Anpec RESERVED
HasHayeHus NCTOYHMKA

KoHTponbHasi cymma
pause_time Kafdpa

i
/

HavanbHbI pasgenutens Onuna/tvn

OPCODE
PucyHok 1.2. ®opmaT Kagpa-nayssel IEEE 802.3x.

B none «agpec HasHa4veHus» (Destination Address) kagpa-nay3sbl 4OMmKeH OblTb pa3MeLleH Kopg
01-80-C2-00-00-01, koTopbin npeactaenseT cobon Multicast agpec ctaHuuii, KoTopble NoAa-
AEPXKMBAIOT BbINONHEHNE AaHHOW npoueaypsbl, unu Unicast agpec KOHKpeTHoro aboHeHTa B ce-
TV, bopmupyloero U3bbITOYHbIM TpaduK ANS OaHHOW cTaHuun. B none «agpec MCTOYHUKa»
(Source Address) kagpa-naysbl nomewaetca MAC-agpec ctaHumu, KOTopas UHULUUPYET Bbl-
nonHeHue npouenypsl ynpaerneHnus NoTokoMm. None «pause_time» coaepXuT Koa, KOTOPbIN Co-
OTBETCTBYET pa3mepy npeanaraemon naysbl, BblpaXeHHOMYy B 512 6uToBbIX MHTepBanax (Bit
Time, BT). MuHumanbHoe 3HaveHue naysbl paBHO 0, a MakcumarnbHOe 3HavyeHue paBHO
65535*512 = 33553920 BT. Takum obpas3om, pa3mep npegnaraemon naysbl ans cetu Fast
Ethernet moxeT nmeTtb 3HaveHune ot 0 go 0,336 cekyHabl. OcTanbHble NONs AAaHHOro Kagpa 3a-
pe3epBUpOBaHbl AN AanbHEeNLWero NCnofib3oBaHus.
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3. 3epkanupoBaHue noptoB (Port Mirroring)

CeroaHs aHanm3aTopbl ceTeBbIX NPOTOKOMOB 3 deKkTuBHO ucnonbytotes NT-otaenamm n oT-
AenaMmu MHAOpPMaLMoHHOW Ge3onacHOCTU ANA peLleHus WMpPoKoro kpyra 3agad. C mx nomo-
Wb MOXHO ObICTPO onpefenuTb MpUYnHY MepaneHHon pabotbl UT-cepsuca unn GusHec-
npunoxerns. OHWM NO3BONSAT AOKYMEHTMPOBATbL CETEBYID aKTUBHOCTb NOMb3oBaTenen u uc-
Nnomnb30BaTb NOMyYeHHble AaHHble, Hanpumep, ANS OnpeaeneHns NCTOYHMKA YTeYkn Hdopma-
L. EAMHCTBEHHOW «NOXKOW Aerta» sSBNsAeTcs HeyaobCTBO UX MCNOMb30BaHUS B KOMMYTUPYe-
MbIX ceTsiX. [leno B TOM, 4YTO aHanu3aTop NPOTOKOSOB AOSMKEH «BUAETb» BECb aHANU3Npyembin
Tpaduk, B TO BpeMs Kak B KOMMYTUPYEMOW ceTn Tpaduk Mexay AByMS noptamu KoMmmyTatopa
«HeBUAeH» Ha Apyrux ero noptax. OgHMM 13 cnocoboB peLleHns faHHOoN NpobreMbl ABnseTcs
TEexXHonorua 3epkanuposaHusi noptos (Port Mirroring), KoTopas nogAepXuBaeTcs MHOrMMU
KoMMmyTaTtopamu knacca High End.

3epkanupoBaHue NO3BOMSET KONMPOBaTb MNakeTbl, Nnoflydaemble W nepegaBaemMble C OLHOMO
nopTa, Ha Apyromn 3epkanbHbI NopT (mirrored port). K 3epkanbHOMY NOpTYy MOXHO NMOAKMIOYUTL
YCTPONCTBO MOHUTOPUHIra (Hanpumep, ceteBon cHuddep) Ans AeTanbHOro aHanmsa NakeTos,
npoxoasaLmnx Yepes nepsbiv NOpPT.

4. O6beauHeHUe NOPTOB B MarucTparnbHble NMHUKM cBA3mn (Port Trunk-
ing)

O6beavHeHve noptoB B Maructpanu (Port Trunking) no3sonseT o6beanHUTL HECKONBbKO MOp-
TOB BMeCTe Ans Nony4YyeHns OQHOro BbICOKONPOU3BOAUTENBHOIO KaHana cBA3un. YyacTsyoLlne B
o0beanHeHne nopThbl Ha3bIBAKOTCH YNleHaMM MarncTpanbHon rpynnbl (trunk group), npy 3TOM
OOVH U3 NOPTOB Ha3HayaeTCcs «aKopeM» rpynnbl. Tak Kak BCce NOpPTbl MarncTpanbHOW rpynnbl
AOMKHbI BblTb HACTPOEHbI OANHAaKOBbLIM 06pa3oM, TO BCE HACTPOMKM U AarnbHenline nx uame-
HEHUS KOMUPYIOTCA C NOpTa-AKopsA Ha OCTaBLUMECs MOPTbl MarmcTparnbHOW rpynnbl. Takum o6-
pa3omMm, HeobxoaMmMo CKOH(UIypMpoBaTb TOMbKO NOPT-sKopb. KoMMyTaTop paccmaTpuBaeT Bce
NopTbl B MarucTpanbHOW rpynne Kak oavH nopt. MNpumep npumeHeHns TexHonorum Port Trunk-
ing nokasaH Ha pucyHke 1.3.

B <omvymamop [ EE B B E R BE]

O6beanHeHne NopTos B MarucTpans ¢ obwein L 400 M6/c

nponyckHow cnocobHocTbio 400 M6/c

. Kommymamop \,l LI l\li\l\l\l\

Paboyue cmaHyuu

PucyHok 1.3. NpumeHeHne TexHonoruu Port Trunking.
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5. BupTtyanbHblie cetu (Virtual LAN)

BuptyansHasa JIBC (VLAN, Virtual LAN) — nornyeckas rpynna KOMMbOTEPOB B nNpeaenax ogHou
peanbHon JIBC, 3a npegenbl KOTOPOW He BbIXOAMT NOOOK TN Tpadmka (LLUMPOKOBELLATENBHbIN
[broadcast], mHoroagpecHbin [multicast] u ogHoagpecHbIn [unicast]). 3a cyeT McNonb3oBaHUS
VLAN agmMuHuCTpaTop CeTM MOXeT OpraHn3oBaThb Nofb3oBaTenen B Normyeckne rpynnol Hesa-
BUCUMO OT (PM3MYECKOro pacnosioXXeHnst paboumx CTaHUUM 3TUX Nonb3oBaTenen.

OCHOBHbI€E Lienu BBeAEHUSA BUPTYarbHbIX CETEN B KOMMYTUPYEMYIO Cpeay:
® MOBbILWEHVE MOMEe3HON MPOMYCKHOM CMOCOBHOCTU CeTU 3a CYeT fokanu3auum LUMPOKO-
BewlarenbHoro (broadcast) Tpaduka B npegenax BUpTyanbHOW CETH;
* MOBbILWEHMSA YPOBHS 6€30NacHOCTN CEeTM 3a CHET fokanusaumm ogHoagpecHoro (unicast)
Tpaduka B npegenax BMpTyanbHOW CeTH;
e (JopmupoBaHue BUPTyanbHbIX paboymx rpynn M3 HEKOMMNAKTHO (B NriaHe nogKnio4eHns)
pacnonoXeHHbIX Y310B;
e ynyyleHne COOTHOLLIEHUSA LEeHbl/MPON3BOAUTENBHOCTM MO CPABHEHMIO C NPUMEHEHNEM
MapLLpYyTM3aTOPOB.
Knaccuyecknin npumep, oTpaxarowmin CyTb BUPTYanbHbIX CETEN, NpuBedeH Ha pucyHke 1.4. K
OZlHOMY KOMMYTaTOpy rMnoTeTM4eckon oMpMbl NOAKMIOYEHbI Kak MalLuHbl ByxrantepoB, Tak u
MaLLMHbl ByxranTepoB. [1pn 3TOM COBEPLUEHHO HET HMKAKON HEOBXOAMMOCTM BO B3aMMOOENCT-
BME MalUMH AaHHbIX OBYX rPynn COTPyAHWMKOB. MM03TOMYy MaluMHbl ByxranTepoB BblAENSOTCS B
OfHY BMPTyasnbHyl CeTb, @ MalUUHbl MHXeHepoB B Apyryto. Mpn aTom Becb TpaduK (LLUMPOKO-
BeLaTenbHbIN, MHOrOaapeCHbIN U OAHOAAPECHLIN) ByaeT orpaHnyeH npegenamm cBoen BUpTY-
anbHon cetn. bonee Toro, noBbicnTca 6e3onacHoCTb ceTn. Hanpumep, ecnn Ha malunHe Byx-
rantepa nosiBUTCS BUPYC «4epBb», TO MAaKCMMYM OH CMOXET 3apasunTb TONbKO MalUMHbl Byxran-
TEeposB.

B Kovmymamop mEE M EEEEE]

- \\ B Y
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VLAN #1 VLAN #2

PucyHok 1.4. Mpumep ncnonb3oBaHUs TEXHONOMUM BUPTYarnbHbIX CETEN.

CerogHsa cywiectByeT OOCTAaTOMHO MHOro BapuaHTtoB peanusaumm VLAN. lNMpocTble BapunaHThbI
VLAN npepcraBnaoT cobor Habop nopToB KoMMyTaTopa, bonee cnoxHole peanusaumm no3so-
NS0T co3gasaTh rpynnbl HA OCHOBE ApPYrnx Kputepues. B obiem crnydyae BO3MOXHOCTU opra-
Hu3aumm VLAN TecHo cBA3aHbl C BO3MOXHOCTAMW KOMMYTaTOpOB.

5.1. Cetn Ha 6a3e MAC-agpecoB (MAC-based VLANS)

[aHHbIN TUN BUPTYarbHLIX CeTen rpynnupyeTt ycTponctea Ha ocHoBe nx MAC-agpecos. [Ons
nonyyYyeHus JocTyna B BUPTyarnbHYK CeTb, YCTPOMCTBO OMMKHO umeTb MAC-agpec, KoTopbii
COOEPXMNTCH B CNMCKE afpecoB AaHHOW BMPTyanbHOW ceTu. NMoMumMo npoyvero, OTinvmMTeENbHON
0CODEHHOCTBIO AAHHOIO TUNa BMPTYaribHbIX CETEN SABMSAETCH TO, YTO OHW OrPaHMYMBAIOT TOSbKO
LuMpoKoBeLlaTenbHbi Tpaduk. OTClo4a BbITEKAET UX Ha3BaHME — LUMPOKOBeLLaTenbHble AOMe-
Hbl Ha 6ase MAC-agpecoB. TeopeTtudeckn oauH MAC-agpec MOXET ABNATbCS YNIEHOM He-
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CKONMbKMX LUMPOKOBeLLaTeNbHbIX JOMEHOB, HA MPaKTMKE AaHHasi BO3MOXHOCTb onpepensiercs
bYHKLMOHANbHOCTLIO KOHKPETHOW MoAeNy KOMMyTaTopa.

HacTponka BupTyanbHon cetn Ha ocHoBe MAC-agpecoB MOXeT OTHATbL MHOro BpemeHu. Npea-
ctaBbTe cebe, yto Bam notpebyetca cedAsate ¢ VLAN agpeca 1000 yctponcts. Kpome TOrO,
MAC-agpeca "3awuTbl" B 060pyaoBaHmMe n MoxeT noTpeboBaTbCs MHOTO BPEMEHMW Ha BbiSICHE-
HWe agpecoB YCTPOMCTB B OOMbLLOKW, TEppUTOPManbHO pacnpeneneHHon cetn. bonee toro, cy-
LecTBYHOT nNpobnembl 6esonacHoCcTn nNpu paboTe ¢ ceTblo Ha 6aze MAC-agpecoB. 3noyMbiLu-
NEHHVK MoXeT y3HaTb MAC-agpec KoMnbloTepa, BXogadaiwero B Ty unn nHyto VLAN, HasHaunTb
ero CBOeun ceTeBon kapTe (Kak MMHMMYM, 3TO MOXHO caenaTtb CTaHAapTHbIMK cpeacTBamn MS
Windows XP) 1 ycnewHo nogknio4nTbCs K CETU.

C ppyron CTOPOHbI, LUMPOKOBeLLaTenbHble A0MeHbl Ha 6a3e MAC-agpecoB nNo3BonaT usn-
Yyeckn nepemMelyaTb CTaHUMIO, NO3BOMAsS, TEM HE MEHee, OCTaBaTbCs €V B OAHOM M TOM Xe Ln-
poKOBeLlaTENbHOM AOMeHe 0e3 Kakmx-NMMbo M3MEHEHUM B HACTpOMKax KoHdurypauum. 310
yoo6HO B CeTsX, rae CTaHuMM 4acTo nepemMeLLalroT, HanpvuMep, rae noau, UCnonb3ylLne Ho-
yTOYKM, NOCTOSAHHO NOAKMYAOTCA B PasHbIX YacTaX CEeTW.

5.2. Cetn Ha 6a3e noptoB (Port-based VLANS)

YcTponcTea CBA3bIBAOTCA B BUPTYyarbHble CETU HA OCHOBE MOPTOB KOMMYyTaTopa, K KOTOPbIM
OHU PU3NYECKN NOAKMIOYEHbI. TO eCTb KaXKgon NopT KOMMYyTaTopa BKIOYaeTcs B 0aHy unu 6o-
nee BUpTyanbHbIX ceTen. K JOCTOMHCTBAM AAHHOroO Tuna BUPTYalribHbIX CETEN MOXHO OTHECTU
BbICOKMIN ypoBeHb 6e30MacHOCTU M NPOCTOTY B HacTpourke. K HegoctaTkaMm MOXHO OTHECTM
CTaTUYHOCTb OAHHOro Tuna BUPTyarnbHbIX ceTen. To eCTb Npy NOAKNIYEHUN KOMMNbITEpa K
ApyroMmy nopTy KOMMyTaTopa HEOOBX0ANMO KaXKabI pa3 M3MeHsITb HacTponkn VLAN.

5.3. CeTb Ha 6a3e MapkupoBaHHbIX kKagpoB (IEEE 802.1Q VLANS)

B otnuumre ot AByx nNpeablayLmx TMnoB BUpTYanbHbiX ceTten VLAN Ha OCHOBE MapKMpOBaHHbIX
kagpoB MoryT 6biTb peanu3oBaHbl Ha AByX 1 6onee kommyTaTopax. B 3aronoBok kaxgoro kaa-
pa Ethernet BctaBnsieTca mapkep, KOTOPbI MOAEHTUMULMPYET YFIEHCTBO KOMMbOTEpa B onpe-
nenenHon VLAN. Ha pucyHke 1.5 nokasaH npumep Takon VLAN.

MexaHu3mbl fo6aBneHnA naeHTUPULMPYOLWEro MapKkepa B 3aronoBok kagpa Ethernet
Mapkepbl ¢ HomepoM VLAN B BupTyasnbHbix ceTsax 802.1Q moryT 6biTb JobaBMneHbI:
e SBHO, €Cnn ceTeBble KapTbl noaaepxunsatoT ctangapt IEEE 802.1Q, n Ha 3Tmx kapTax
BKMOYEHblI COOTBETCTBYIOLLME OonuuKn, To ucxoaswme kagpbel Ethernet ot atux kapt 6y-
AyT cogepxaTb Mapkepbl naeHTudmrkauuu;
® HEesIBHO, ecnv ceTeBble aganTepbl, MOAKIYEHHbIE K 3TOM CeTU, He nogaepXuBaroT
crangapt |IEEE 802.1Q, To gobaBneHne MapkepoB BLINOSHAETCSA Ha KOMMyTaTope Ha
OCHOBE rpynnMpOBKKX NO NopTam.
Mpegnonoxmm, 4To HeKoTopble NMOPTbl KOMMYyTaTopa crpynnuposaHbl B VLAN. KommyTtaTtop ¢
nogoepxkon IEEE 802.1Q 6ymet nobaBnsiTb MapKep K BXOAAWMM Ha 3TOT MOPT Kagpam
Ethernet ¢ cootBeTcTBytowmm ID VLAN. Ho ot mapkepbl 6yayT yoaneHHbl KOMMyTaTOpPoOM U3
NCXOOALUMX C TUX XXE NOPTOB KaapoB, YTOObI KOHEYHbIE KOMMbIOTEPLI MOrnM pa3obpatb 3aro-
NoBoK kagpa Ethernet.

Ecnn npgentudukauma VLAN mapkepamum npotokona 802.1Q 6bina ocywectsrneHa obovmu
cnocobamn — SBHO M HESABHO, BXOAdALWME Kadpbl K mOpTaM KOMMyTaTopa MOryT COCTOATb U3
obonx TMNoB KagpoB (C mapkepamu n 6e3). B 3TON cUMTyaumm K HEOTMEYEHHbLIM BXOAALLNM
kagpam 6yayT nobaBnsaTbCca Mapkepbl. B To Bpemsl Kak MapKupoBaHHbIE Kagpbl Y»ke noaaepku-
BalOT YNEHCTBO B SIBHO onpeaeneHHon BupTtyansHon cetn. CnocobHoctb VLAN 802.1Q nsBne-
YeHnst MapKkepoB U3 3aronoBkoB kagpos Ethernet nossonset VLAN paboTtaTb C CylecTByOLWN-
MW KOMMyTaTopamMn U CeTeBbIMW aganTepamu, KOTOpble He pacno3HakT Mapkepbl. Cnocob-
HocTb AobaeneHus mapkepoB nossondet VLAN pacnpoctpaHsaTbes Yepes mHOXecTBo 802.1Q-
COBMECTMMbIX KOMMYTaTOpPOB.
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VLAN-1 VLAN-2 VLAN-3 VLAN-2

PucyHok 1.5. BupTyanbHasa ceTb Ha OCHOBE HECKOSTbKMX KOMMYTaTOPOB C UCMNOSb30BaHNEM
ctaHpapta IEEE 802.1Q.

KoMnoHeHTbl KOHturypaumum BupTyarbHOM ceTu Ha OCHOBE TIroB
Heobxoammo NoHATb CyTb ABYX KIHOYEBbIX NepeMEHHbIX Ansa HacTponkmn VLAN 802.1Q:
e Port VLAN ID (PVID, ngeHtndmkatop Homepa nopra);
e VLAN ID (VID, ngeHtndukatop Homepa VLAN).
O6e nepemeHHble Ha3Ha4yalTCa ANs OAHOrO U TOro Xe nopta KoMMyTartopa, HO MeXay HUMMK
MMeeTCs CyLLeCTBeHHas pasHuua.

Monb3oBatens MmoxeT HasHaunTb TOJIbBKO OOWH Homep PVID gns kaxgoro nopta. Homep
PVID onpegensieT, k kako VLAN npuHagnexut ganHbii nopt. Koraa M3 CETW Ha nopT Kowm-
myTaTtopa noctynaet HEMAPKEPOBAHHbI nakeT, TO NpuHagnexHOCTb JAHHOMO naketa K
onpeaeneHHon VLAN ocyllecTBnseTcs Kak pa3 Ha ocHoBe Homepa PVID nopta. Homep PVID
BCTaBrsieTca B 3arofnoBok kagpa Ethernet n ngeHtnduumnpyet YneHCTBO naketa B O4HOM orpe-
aeneHHon VLAN. Heobxoanmo OoTMETUTb BaXHbI MOMEHT: €CIM NaKeT Y)Xe COAEPXUT MapKep
(3apaHHbIN 9BHO CETEBOW KapTOM KOMMbOTEPA UNKU 3adaHHbIN HEABHO HA OPYroM KOMMYyTaTo-
pe), To NOBTOPHas MapKMpoBKa MakeTa, NOCTynawLero U3 BHe Ha Kakom-nnbo nopt KommyTa-
Topa, HE npounssogutcA.

C apyron ctopoHbl MoxHO 3agate MHOXECTBO wnaenTtudpukatopos VID gnga ogHoOro n Toro
Xe nopTta. [JaHHble naeHTndmKaTopbl ONPEAEnstoT, NAKeTbl KakuX BUPTYarnbHbIX CETEN MOXET
npvHMMaTb AaHHbI nNopT. [JaHHas npoBepka ocywiectBngaetcs, korga naket YXXE MOJTYYEH
N3 CETU n MAPKMPOBAH, BO Bpems npoueaypbl nepeHanpaBneHns naketa ¢ nopta Ha nopt
BHYTPW kommyTaTopa.

MocTpoeHne BupTyanbHbix ceTen 802.1Q Ha oAHOM KOMMyTaTope

PaccmoTtpum cnegyrowyto mogernb (pucyHok 1.6), KoTopas nomMoraeT NoHATb NpUHUUN paboTbl
BUpTYyarnbHbix ceTen 802.1Q. B agaHHOM npumepe nopt #1 asnsaetcs uneHom VLAN #1, a nopTsl
#4 n #8 asnsatoTca uneHamn VLAN #2. [Npu aToM nopT #1 MOXeT NpyHUMaTh BXoAsLmne nakeThbl
Tonbko n3 ceoen VLAN, To ecTb ToNbko M3 nepsont VLAN. IMopT #4 MoxeT NpuHUMaTb BXoas-
wme naketbl 3 oboux VLAN (nepson n BTopon). MNopT #8, Takke Kak nNepBbl MOPT, MOXeT
NpYHMMaTb BXOAsLIME nakeTbl Tonbko n3 ceoen VLAN (BTopow). B pesynbTaTe MOMHOUEHHO
dYHKUMOHMPOBATL B AAHHOW CETU CMOTYT TOMNbKO MaLlUWHbl #2 1 #3. MawwuHbl #1 n #2 He cmoryT
obMeHuMBaTbCA MHOpMaUmen, Tak Kak nopT #4 MOXeT npuHMUMaTb nakeTbl ¢ nopta #1, HO He
HaobopoT.



HIMM «YuTex-Mpocu» — FMobansHble KOMNbIOTEpHbIE ceTh — Teopus

Kommymamop

1—2-3-4 SHEE ‘Emm ‘'mmm S
N AN V

N /

N

BcTaBka Mapkepa B

nakeT, BXOASALWMA U3 ceTn

Ha MopT, C HOMEPOM
VLAN=PVID=1

CpasHeHue Homepa VLAN
B MapKepe BXo4dALlero Ha
nopT NakeTa ¢ HoMepamu
VID ans gaHHoro nopTta

Bxopgsawmin naket He 7
MapKuUpyeTcs, T.K. yxe

=1 COEPXUT Mapkep,
[obaBneHHbIN ceTeBon
KapTon KoMmnbloTepa,
NoAAPEXMBaIOLLEN
#1 #2 cTaHaapt 802.1Q #3
= = ~ 802.1Q
PVID Homep nopma VID Homepa nopmoe
1 1 1 1.4
2 4 2 4,8
2 8

PucyHok 1.6. Mogenb (pyHKUMoHnpoBaHus BupTyansHon cetn 802.1Q Ha ogHOM KOMMYyTaTope.

MocTpoeHne BuptyanbHbIX ceTen 802.1Q Ha HECKOSNBLKUX KOMMYTaTopax

Kak y>xe oTMeuvanocb, BupTyarnbHble ceTu 802.1Q MoryT ObiTb MOCTPOEHbBI HA HECKOJTbKNX KOM-
MyTaTtopax M oxBaTblBaTb BCHO JIOKamnbHYK ceTb. [1pyM 3TOM BCE KOMMYTaTOpbl CETU OOSXKHbI
nogaepxmeatb cTaHgapT 802.1Q. Heobxoammo NoHATh criegyowme BaXkHble TEPMUHDI:

e Mapkuposka (Tagging) — npouecc BCTaBkM MHpopmaLmm o BupTyanbHom cetn 802.1Q B
3aronoBok kagpa Ethernet. [NopT, ANA KOTOPOro BKMOYEH PEXUM MapKUpoBKM, OyaeT
octaBnATb 6e3 nameHeHns 3aronosok MCXOOAWENO C KOMMYTATOPA B CETb na-
keta Ethernet, To ectb OygeT octaenatb B Hem mapkep 802.1Q. MNogobHas BO3MOX-
HOCTb HeobxoamMa Ansi CBA3W ABYX YCTPOWCTB, nogaepkumsatowmx ctaHgapt 802.1Q.

e [lemapkupoBka (Untagging) — npouecc yganeHus umHdopmauum O BUPTyarbHOW CeTu
802.1Q u3 3aronoeka kagpa Ethernet. MopT, ANs KOTOPOro BKIOYEH PEXUM AeMapKu-
poOBKMW, ByaeT yaanaTtbe Mapkep n3 3aronoska naketa, VCXOOAWENO C KOMMYTATO-
PA B CETb. Nogo6Hasa BO3MOXHOCTb HeobxoamMma Ansi CBA3M KOMMYyTaTopa U YCTpOu-
CTBa, He nogaepxunsatowero ctaHgapT 802.1Q.

o Bxogswmi nopt (Ingress Port) — nopT KOMMyTaTopa, Ha KOTOpbIA MOCTyNnatT NakeTbl 13
cetn. [Jns kaxgoro nopta MOXHO HacTpouTb counbTp Ingress Filter. Ecnn aToT hmnbTp
oTKntoYeH (coctosiHue Disabled) To nopT yHKUMOHUPYET B OBbIMHOM pexunme, TO eCTb
npoBepka nakeTa Ha MpUHaANeXHocTb kakon-nnb6o VLAN (cpaBHeHune Homepa VLAN
naketa ¢ Homepamu VID nopTa) NnponsBogMTCA NPy NOCTYNSIEHUN NakeTa Ha AaHHbIN
nopt ¢ gpyroro nopta BHYTPW kommyTaTopa (Kak 9TO noka3aHo Ha pucyHke 1.7). [Mpu
BKMoveHun cunbTtpa (coctosHme Enabled) naHHasa nposepka AOMONHUTENIBHO npo-
nssoauTca ons noboro MapkMpoBaHHOIO nakeTa, BXogsawero Ha gaHHbin nopt N3 CE-
TW.

e Ucxoaswun nopt (Egress Port) — nopT KoMmyTaTopa, C KOTOPOro nakeTbl BbIXOAAT B CETb
M NpM 3TOM HEOBXOAMMO MPUHATL PELLEHNE O MapPKUPOBKE/OeMapKNPOBKe nakeTa.

C y4eTOM BCEro HWXe NpvBedeHa pacluMpeHHass mogenib (PYHKUMOHMPOBAHUSA BUPTYanbHOW
cetn 802.1Q Ha OCHOBE HECKOMbKMX KOMMYTaTOpPOB (PUCYHOK 1.7).
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MpeumywecTBa BUpTyanbHbix ceten 802.1Q

HononHutensHoe npemmywectso VLAN 802.1Q 3akntoyaeTcsi B TOM, YTO MOXHO M3MEHSTb TO-
nonoruto cetn 6e3 Puanyeckoro nepemMeLLeHns CTaHLMn Unn nameHeHnst kabenbHblX coeanHe-
HUM. CTaHUMM MOXHO HasHauuTb Apyryto VLAN u, cOOTBETCTBEHHO, 06LAaTbCA U COBMECTHO
pcbl ¢ YneHamn B HoBor VLAN npoCTo M3MEHUB HACTPOWMKM nopTa C OL4HOM
VLAN (Hanpumep, VLAN otgena npopax) Ha apyryto (VLAN otaena mapketuxra). Takum o6-
pasom, VLAN obecneuymBaloT rubkoCcTb Npu nepemMeLLeHnsx, N3MeHeHUsX 1 HapalimBaHun ce-
™. Cnegyet OoTMETUTb, YTO B COBPEMEHHbLIX KOMMYyTaTtopax noaaepXvBaeTcs eAMHCTBEHHbIN

1CMoNb30BaTh pecy

T1n VLAN — TarMpoBaHHble BUPTYyaribHblEe CETU.
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PucyHok 1.7. Mogenb dyHKkumnoHnpoBaHus VLAN 802.1Q Ha HECKONbKUX KOMMYyTaTopax.
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6. NMpoTokonbl cBA3ywoLWwero aepesa (Spanning Tree Protocols)

[ns obecneyeHnsa HagexXHoOCTM paboTbl CETU 3a4acTyo Heo6Xo0ANMO UCNONb30BaTh pPe3epBHbIE
nHUK cBa3n. Ba3oBble NPOTOKOIbI NOKanbHbIX CeTEN NOAAEPKMBAIOT TOMbKO APEBOBUAHbIE, TO
€CTb He coepXalune 3aMKHYTbIX KOHTYpPOB, TOMOMOrMMN CBA3en. ATO O3Ha4yaeT, YTo Ansa opra-
HM3auUn anbTepHaTMBHBIX KaHanoB TpebylTca 0cobble MPOTOKOSbI U TEXHOMNOMMM, BbIXOAsLLME
3a pamkm 6a3oBbIX, K KoTopbiM oTHocuTcs Ethernet. [Ina aBTOoMaTtunueckoro nepesoga B pe-
3epBHOE COCTOsIHME BCEX anbTepHaTUBHbLIX CBA3EW, HE BNUCLIBAIOLNXCA B TOMOMOMMIO AepeBsa,
B JIOKarbHbIX CETAX UCNONb3YTCHA anroputMm cesasylowero gepesa (Spanning Tree Algorithm,
STA) n peanuaytowmii ero npotokon (Spanning Tree Protocol, STP) n pacwwnpeHnnsa nocnegHe-
ro.

6.1. Anroputm cBaAsylouwero gepena (Spanning Tree Algorithm, IEEE 802.1d)
AnroputMm cBS3yloLWero (npumedyaHue: WNHOTAa MOKPbIBAKOLWLEro, pacnpegensiowero) gepesa
npeaHasHavyeH aAng U3MeHeHust CTPYKTYpbl, MOCTPOEHHOW Ha KOMMYTaTopax BbIYUCIUTENbHOWN
ceTun, Takum obpasom, 4Tobbl B HEM OTCYTCTBOBANU LMKIbI, U YTOOBLI NPU 3TOM CEeTb COXpaHuna
CBA3HOCTb. M3HavanbHO anroputm 6bin paspaboTtaH komnaHuen Digital Equipment Corporation.
Brnocneacteum aTOT anroputm 6bin B3ST 3a OCHOBY npu paspaboTke komuTeToM |IEEE cneuwm-
ukaumm 802.1d, B COOTBETCTBMM C KOTOpOW obGecrnedvBanacb aBTOMaTtM4ecKoe M3MeHeHue
CTPYKTYpPbl CETWU, MOCTPOEHHOW Ha KOMMYTaToOpax.

Ana toro 4to6bl anroput™ STA MOr BbINOMHATLCA, HEOOX0AMMO YTOObI B CETU KOMMYTaTOpOB
ObINK BbINOMHEHbI criefyowme npeaBapuTenbHble YCTaHOBKM:

® KaXOoOMy KOMMYyTaToOpy agMUHUCTPATOP OOSMKEH Ha3HauYUTb YHUKamNbHbIN MAEHTUdWKa-
TOp, Ha OCHOBE KOTOPOro OydeT Mony4YeH NpUopuUTET KOMMyTaTtopa Kak KoMOuHauus
MAC-agpeca KoMMmyTaToOpa U Ha3HaA4YeHHOro uaeHTudmrkaTopa;

® KaXAbll MOPT KOMMYyTaTOpa TOXE OOIPKEH UMETb YHUKANbHbIN NOEHTUGUKATOP;

e N4 KaX4oro nopra KOMMyTaTopa AOSMPKHO ObiTh OnpeaeneHo 3HavyeHne OTHOCUTENbHOM
CTOMMOCTM OTMpPaBKM KaapoOB Yepes3 [aHHbIA NOpT, KOTopoe 06blMHO OBpaTHO nponop-
LIMOHarbHO NPONYCKHOM CNOCOBHOCTM NOAKIHYEHHOMO KaHana.

Mocne Toro, Kak GbIM 3agaHbl yKa3aHHblE HAcTpoukK, anroputv STA npegnonaraeT BbINOJHe-
HMe HEeCKONbKMX NocrneaoBaTernbHbIX 3TAMNOB:

BbIGOP KOPHEBOrO MOCTa;

BbIGOP KOPHEBBIX NOPTOB;

BbIOOP Ha3Ha4YEeHHbIX MOCTOB;

BbIOGOP Ha3HaYEeHHbIX NOPTOB;

N3MeHeHne KoHdUrypauum ceTu.

Anroputm BbliGOpa KOPHEBOro MocTa

KopHeBbim B anroputme STA HasbiBaeTCsi MOCT, pacrnosiOKeHHLIN B BEPLUMHE OepeBa, B KOTO-
poe npeobpasyeTcsa cywlecTByowas cTpykrypa cetn. Anroputm STA npegnuceiBaeT UCMornb-
30BaHME B Ka4yecTBe KpuTepus Bbibopa 3Ha4YeHne npuoputeTa MocTa, KOTopoe npeacTtaBnsieT
cobonn MAC agpec gaHHoro mocta. [And Toro 4tobbl CUCTEMHBIN aAMUHUCTPATOP MOr ynpas-
NATb npoueccoM BblIbopa KOPHEBOro KOMMYyTaTopa, OH MOXET HasHavaTb AN KaXgoro KoMMy-
TaTopa YyHWKarbHbIM MaeHTUMUKaTop, KOTOpbIN N sBnseTca npuoputetoM. Ha pucyHke 1.8
npeacTaBrieHa cxema ceTu, KoTopasi NOCTPOEHa C UCMONb30BaHMEM KOMMYTATOPOB Y COOEPXKUT
HeCKOmnbKo neTensb. B kayecTBe KOPHEBOro MocTa B JaHHOM crnyyae 6yaet BbibpaH mocT Ne1.

AnropuTtm BbiGopa KOPHEBbLIX MOPTOB

lMocne onpefeneHna KOPHEBOrO MOCTa BCEe OCTaBLUMECH MOCTbI BbINOSHAKT npouenypy onpe-
aeneHus kopHesoro nopta (root port). KopHeBbIM cuMTaeTca TOT M3 NMOPTOB MOCTA, KOTOPbIN
cBsi3aH Hanbonee AelleBbiM MyTEM C KOPHEBBLIM MOCTOM. B npouecce onpegeneHns KOpHEBOro
nopTa onpegensieTca Takke 3HadeHue CTOMMOCTU KOpHEeBOro maplupyta (root path cost). Ha
pucyHke 1.8 KopHeBble NOpTbl MOCTOB OTMEYEHbI TOYKOW. Yncno, pasmeLleHHoe OKOMo nopTa,
COOTBETCTBYET pacCYMTaHHOMY 3HaYEHMNI0 CTOMMOCTM KOPHEBOIO MapLupyTa.
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PucyHok 1.8. Npumep paboTbl anroputma STA C ceTblo, coaepXallen netneBble CTPYKTYpbI.

CTtoumocTb MapLipyTa MHOrga HasblBaloT paccTosHneM. VIMEHHO Mo 3TOMy KpuTepuio Bblbupa-
€TCS €ANHCTBEHHbIV MOPT, COEANHAIOLLMA KaXablh KOMMYTaTOp C KOPHEBLIM, U €AUHCTBEHHbIN
KOMMYTaToOp, COEAUHSIOWMIA KaXObl CErMEHT CeTU C KOPHEBbIM KOMMYyTaTtopom. CTOMMOCTb
MapLupyTa ornpenenseTcss Kak CyMMapHOe YCIIOBHOE BPEMS Ha nepenady ogHoro 6muta gaHHbIX
OT nopTa [aHHOro KoMMyTaTopa OO NnopTa KOPHEBOro kommyrtartopa. [lpy aTomM BpemMeHeM
BHYTPEHHUX nepeay (C nopTa Ha NopT) NpeHebperatoT, y4nTbiBaeTCa TONbKO BPEMS nepeaaymn
Nno cermMeHTam ceTu. YCNoOBHOE BPeMsi CEerMEHTa pacCUYMTLIBAETCHA Kak BpeMsi, 3aTpadnsaemMmoe
Ha nepegady ogHoro 6uta nHgopmaumm B 10 HAHOCEKYHOHbLIX €ANHULAX MeXay HernocpeacT-
BEHHO CBSA3aHHbIMW MO CEerMeHTy ceTn noptamu. [nga cermeHTta Ethernet ato Bpemsa pasHo 10
YCIMOBHbIM €ANHNLIaM.

B ToM cny4yae, ecnu HeCKonNbKO NOPTOB MOCTa UMEIOT OA4MHAKOBOE 3HAYEeHNE BENUYMHbI KOpHe-
BOr0 MapLupyTa, B Ka4yeCTBe KOPHEBOro BblbupaeTcs nopT, MMEKLWNA MEHbLUMIA NOPALKOBbIN
HOMEP, TO €CTb HaMbOoMbLUNI NPUOPUTET.

Anroputm onpeageneHus Ha3Ha4YeHHbIX MOCTOB U NOPTOB

Mocne onpegeneHns KOPHEBLIX MOPTOB BbINOMHAETCS Npoueaypa onpeneneHnss HasHa4yeHHOro
MocTa gnsa cetu. Ha pucyHke 1.8 cermeHTbl ceTu 0603Ha4YeHbl puMCKMMU Lumndpamun. B kavectse
Ha3Ha4YeHHOro Ansi CerMeHTa ceTu BbIbupaeTcst MOCT, KOTOPbIN UMEET MUHUMarnbHOE 3Ha4YeHune
CTOMMOCTM KOPHEBOro MapLupyTa. B TomM cniyyae, ecnv HeCKONbKO MOCTOB ByayT MMeTb OOUHa-
KOBOE 3HayeHue BeNU4YMHbl KOPHEBOro MapLupyTa, B KayecTBe Ha3HayeHHoro byaet BbibpaH
MOCT, KOTOpPbIN MMEEeT MUHUMAarbHOEe 3HayeHue uaeHTudukaTopa, TO €CTb MaKCUMalbHbIN
npuoputeT. B yacTHOCTK, ANs paccMaTpMBaEeMoro BapuaHTa ceTu, Ha3Ha4YeHHbIM MOCTOM s
cermeHTa |l 6yoet BoibpaH MocT Ne2, KOTOPOMY COOTBETCTBYET TaKOE e 3Ha4YeHne 3Ton Benu-
YnHbIl, 4TO U MocTy Ned. AHanornyHbim obpasom moct Ne5 ByaeTt BbibpaH Ha3Ha4YeHHbIM MOC-
TOoM Aanga cermenToB V un VI.

MopT Ha3Ha4YeHHOro MocTa, KOTOpPbIV UCNONb3yeTcs AN NOAKMYEeHUs K BbiIGpaHHOMY CermeH-
Ty CeTu, Ha3blBaeTCs Ha3Ha4yeHHbIM NopToMm. Ha pucyHke 1.8 HazHa4YeHHble MOPTbl OTMEYEHbI
TPEYroNbHUKOM.

Y KOpPHEBOro MocTa BCe NopTbl ABMASTCA Ha3Ha4YeHHbIMU, @ UX PACCTOsiHWE 0 KOPHS nonara-
eTCcH paBHbIM Hymo. KOpHEBOro nopTta y KOPHEBOro MocTa HeT.

N3mMeHeHMe KOHUrypauum cetu no pesyrnbTaTaM BbINOSIHEHUs1 anropuTma STA
Mocne Toro, kak GbiNK onpefeneHbl Ha3HaYeHHbIe MOCTbI M NOPTbI, MOXET ObiTb BbIMNOSHEHA
npoueaypa U3MeHeHUs1 CTPYKTYpbl ceTu. B cOOTBETCTBUM € 3TOW NpoLeaypor, Bce NopTbl MOC-
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TOB, KOTOPbIE HE NOMYYUIIN CTaTyC KOPHEBbLIX UM HAa3HaYeHHbIX, AOMKHbI ObITb NepeBeaeHbl B
3abnoknpoBaHHoOEe cocTosHME. B cooTBETCTBME C 3TOW NpoLenypon AOMKHbI BbiTb 3abnoKMpo-
BaHbl BCe nopTbl MocToB Ne3, 4 n 6 (pucyHok 1.9). Takke A0MmMKHbI O6bITb 3ab6NOKMPOBaHbI MOp-
Tbl, KOTOPbIE HE MOMNYYUNN CTaTyC KOPHEBBLIX UMW HA3HAYEHHbIX, HA KOPHEBOM W Ha3HaYeHHbIX
MOCTax.

PucyHok 1.9. Tononorusi cetv nocne npuMeHeHusl anroputMa CBA3YHLLEro Aepesa.

MpoTtokon cBA3sywwero gepeBa (Spanning Tree Protocol)
[na aktmBmsaumm npotokona STP agMUHUCTpATOp LOMKEH akTMBMPOBATb MPOTOKOS, a 3aTeM
3agaTtb cnegywme obsi3ameribHbie HaCMPOUKU Ha KaXXgoM KOMMyTaTope B CETU:

1.

2.

3.

YHUKanbHbI N OEHTUUKATOP KOMMYyTaTopa, Ha OCHOBE KOTOporo GyaeT nonydeH npu-
opuTeT KOMMYyTaTopa. Yem MeHbLUe 3Ha4YeHne naeHTndukaTopa, TeM Boilwe byaeT npu-
opuTeT KOMMyTaTopa.

YHUKanbHbIN naeHTUUKaTop AN Kaxgoro nopra KoMmyTtaropa. Yem MeHblle 3Hadve-
HWe naeHTudukaTopa, Tem Bbllle ByaeT NpuopuTeT nopTa.

CToMmMOCTb OTNPaBKM KaapoB vepes Kaxabl nopT koMmyTatopa. OBbIYHO KOMMYTaTOpP
aBTOMATMYECKN BbIYMCNAET CTOMMOCTb ANS KaXaoro cobCTBEHHOro MopTa Ha OCHOBE
NPOMYCKHON CMOCOBHOCTU NOLKITHOYEHHON K MOPTY NMIUHUKN CBSA3MN.

Takke B 3aBUCMMOCTWN OT MOLENU KOMMYyTaTopa aAMUHUCTPATOP MOXET OONONMTHUTENbHO BPYY-
HYIO 3adaTb 3Ha4YeHne cnenyrLlinx nepemMeHHbIX:

1.

WHTepBan npusetcTBusa Bridge Hello Time — 310 MHTepBan Mexay ABYMS MOCbIfIKamu
cneunanbHoro naketa BPDU (cM. HUxe), paccbiniaeMoro KOpHEBbLIM KOMMYTaTOPOM AN
ONOBELLEHNS OCTalbHbIX KOMMYTaTOPOB O TOM, YTO KOPHEBOWN KOMMYTAaTOpP (PYHKLMOHM-
pyer.

MakcumanbeHbI BOo3pacT kommyTaTtopa Bridge Max. Age. Ecnu naket BPDU He 6yget
Nony4yeH OT KOPHEBOro KOMMyTaTopa Nno UCTEYEHUN MaKCUMaSIbHOrO BPEMEHW XU3HU, TO
BaWw KommyTaTop OydeT cuuTtaTb, YTO KOPHEBOW KOMMyTaTop nepectan (OyHKUUOHUPO-
BaTb, TO €CTb NPOU3OLLNN U3MEHEHNS B KOH(UIypaLumn cetu, a 3aTteM Ha4yHeT nocbinaTb
cobcTBeHHbI BPDU BceM apyrMm koMMmyTatopaMm Ans paspeLlleHus ctaTtb KOpHEeBbIM
MOCTOM.

3ameyaHue: HeobXoOMMO Ha BCEX KOMMYyTaTopax CeTu 3HadeHue napameTpa Bridge
Max. Age BbICTaBnATb bonbLIMM 3Ha4YeHMss napameTpa Bridge Hello Time (cMm. doopmynbl
HWXe), HaYe NOCTOSAHHO ByAYyT NPOUCXOAUTL OLLNMBKM KOHUrypaumm.

3agepka CMeHbl COCTOAHUA koMmyTaTopa Bridge Forward Delay — aTo Bpemsi, KoTopoe
3aTpauymBaeTcsl He nepesof ntoboro nopTta u3 pexunma bGnokuposku (blocking state) B
pexunm yHkumoHnpoBaHuga (forwarding state).
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[ns HopmamnbHOro yHKUMOHUPOBaHUSA npoTokona STP npuBegeHHble MNapameTpbl

[AOMKHbI YOOBNETBOPSATL CrieytoLemy YCroBuHo:

2*(HelloTime+1) < MaxAge < 2* (ForwardDelay —1)

Mocne akTMBauum M OCyLLECTBNEHMA HEOOXOAMMbIX HAaCTPOEK agMUHUCTPATOPOM MPOTOKON
STP HauynHaeT yHKUMOHMpOBaTb. YUTOObLI BbINOMHUTL BCE LIArv, 3aroXeHHble B anroputme
STA, kommyTaTopbl, paboTatowme no npotokony STP, obmeHnBatoTca mexay cobown coobuue-
HuaMK B popmaTte, onpeneneHHoMm ctanHgaptom IEEE 802.1d. O1tn coobuieHunsa HasbiBaloTCS
6nokamun gaHHbIX npoTokona moctoB (BPDU, Bridge Protocol Data Unit) u cogepxaT cnegyto-

LMe nons:

e UpoeHTudpumkatop Bepcumn npotokona (2 6arrta). KommyTaTopbl OMKHbI NOAAEpXKUBATb
OfHY M Ty Xe Bepcuto npotokona STP, nHaye MoXeT yCTaHOBUTBLCS akTUBHAsi KOHAUry-

pauua ¢ netTndamMu.

e Twun coobuieHuns (1 6anT). CywecTtByeT ABa Tuna coobweHnn BPDU — koHurypaumon-
Hbin BPDU, TO ecTb 3adBka Ha BO3MOXHOCTb CTaTb KOPHEBBLIM KOMMYTaTOPOM, Ha OCHO-
BaHUM KOTOPOW MPOUCXOOUT onpeneneHne akTMBHon KoHdurypaumm, 1 BPDU ysegom-
NeHnsa O pekoHdUrypaLun, KoTopoe MOChbINaeTca KOMMYTaTopoM, OBHapyXuBLUMM CO-
ObiTHe, Tpebylolee NpoBeaeHUs peKoHUrypaumm - oTkas JIMHUK CBA3W, OTKa3 nopTa,

N3MeHeHVe NPUopUTETOB KOMMYyTaTOpa UNn NOpPTOB.
e ®narun (1 6anT). Cogepxut asa 1-6uUTHbIX donara:

» bwut 0. Topology Change (M3ameHeHne Tononornn) — ykasblBaeT Ha TO, YTO CO-
obuweHne Obino mocnaHo And Toro, Ytobbl curHanmanpoBatb 06 M3MEHEHMM B

cocTaBe ceTu (coobLieHne pekoHpurypaumm);

» but 7. Topology Change Acknowledgment ([MoateepxaeHne nameHeHus Torno-
norun) — ucnonb3dyeTcst ANs NOATBEPXAEHUS NOMNyYeHUsi COOBLLEHUSA pPeKOHDU-

rypaumm ¢ yctaHoBneHHbiM 6utom O.

e [lpuoputeT KOpHEBOro KommyTaTopa (8 6ant) cogepXxuT B Kadyectse 6 mnagwmx Gant
MAC-agpec KOpHEBOro KommyTaTopa M B KayecTBe CTaplux 2 6ant naeHtudukatop

KOPHEBOro KOMMyTaTopa, Ha3Ha4YeHHbIN aaMUHUCTPATOPOM.
e CTommocCTb KOopHeBOro nyTtu (2 6anra).

e [lpuoputeTt kommyTaTopa (8 6anT) coaepxut 6-6anToBbIN annapaTHbIN agpec MocTa,
nocnasLlero cooblieHune, n 2-6anToBoe 3Ha4YeHne 3a4aHHOro 3TOMY MOCTY MOEHTUDN-

KaTopa.

e Kpentudumkatop nopta (2 6anta). OnpegenseT nopTt, Yepe3 KOTopbi GbINO NocraHo

coobLueHne.

e BospacT coobuieHusa (2 6anTa). YkasbiBaeT Ha Bpemsl, Npollelliee ¢ MOMEHTa oTnpas-
Kn coobweHus. Miamepsietca B eauHuuax BpeMeHu, kpaTHbix 0,5 cekyHapbl. Kaxabin
KOMMyTaTop Ao6aBnseT KO BPEMEHW XMN3HN NakeTa CBOE BPEMS 3a4ePXKKU.

e MakcumaneHbIn Bo3pacT coobuleHns (2 6anta). 3agaeT orpaHudeHve BoapacTa, Nno

OOCTUMXEHNN KOTOPOro coobLleHne OomKHO ObITb yoarneHo.

e Wutepsan npusetcTBusa Bridge Hello Time (2 6anta). dukcnpyet BpeMeHHON nHTepBan

MeXay KOHpUrypaunoHHbIMIU COOBLLEHMSIMI KOPHEBOIO MOCTa.

e 3agepxka cmeHbl coctosHuM Bridge Forward Delay (2 6awnta). Cneunduumpyet npo-
MEXYTOK BPEMEHW, B TEYEHNEe KOTOPOro KOMMYTaTopbl AOIMKHbI OXMAaTb 3aBepLUeHus
paboTtbl anroputma STA nocne nameHeHus tononorun cetn. Ecnu ewe He Bce KOMMY-
TaTopbl 3aKOHYMNK paboTy anroputma, To NpexaeBpeMeHHble nepeaayn AaHHbIX MoryT

BbI3BaTb NMosABNEeHNne LUUKI0B.

CoobuweHna BPDU nHkancynupyloTcsl cTaHAapTHbIMK Kagpamu npoTokona KaHanbHoro ypos-
He. XKenaTtenbHo, 4TOGbLI BCE KOMMYTaTOpbl Nogaepueanu obwun rpynnoBor agpec, ¢ NomMo-
LLIbIO KOTOPOro Kaaphbl, cogepxawme naketsl BPDU, Mornu ogHOBpeEMEHHO NepedaBaTbCsl BCEM
KommyTaTtopam ceTu. B npotusHoM cnydae nakeTbl BPDU pacchinaioTcsa wmpokoBeLllaTensHo.

MakeTbl BPDU He nepeHanpaBngaTCca B Apyrue ceTu.

YKnsHeHHbIn umkn npotokona STP MOXHO npeactaButb B BUAE crnegytoLen 6nok-cxembl.
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PucyHok 1.10.
Moapo6bHO paccMOTPMM Kaxabl 13 3TarnoB LuKna.

[1pouecc KoHueypauuu

Bribop kopHesozo mocma. locne nHnumanuasaumm Kaxkabli KOMMyTaTop cHavarna cumMTaeT cebs
KOpHeBbIM. M03TOMY OH HauMHaeT Yepes3 uHTepBan npueeTcTBus Bridge Hello Time reHepupo-
BaTb Yepes Bce cBou NopTbl coobieHna BPDU koHdurypaumoHHoro tuna. B HUX oH ykasbiBaeT
CBOWN NPUOPUTET B Ka4eCTBe NpuopuTeTa KOPHEBOTO KOMMYTaTOpa, pacCTosHME A0 KOpHSA yCcTa-
HaBnuBaeTtca B 0, a B KayecTBe naeHTMdunkaTtopa nopra ykasblBaeTcs NPUOpUTET TOro nopTa,
yepes koTopbin nepepaetcda BPDU. Kak Tonbko kommyTtaTop nonydaet BPDU, B KoTopom nve-
€TCA NpUopUTET KOPHEBOrO KOMMyTaTtopa, 6onbliue ero cCOGCTBEHHOro, OH NepecTaeT reHepu-
poBaTb cBOM cobCcTBEHHbIE Kagpbl BPDU, a HauMHaeT peTpaHCnMpoBaTh TOMbKO Kaapbl HOBOTO
npeTeHgeHTa Ha 3BaHMe KOPHEBOro KommyTtartopa. [pu peTpaHcnauumn KagpoB OH HapalwmBaeT
paccTosiHMe 0 KOpHS, yKkasaHHoe B npuwegwem BPDU, Ha ycnoBHoOe BpemMsi cermeHTa, no Ko-
TOPOMY MPUHAT AaHHbIA Kagp.

Bbi6op kKopHesoe2o rnopma. MNpu peTpaHCnsauun KagapoB Kaxabli KOMMYTaTop AMNA KaXaoro CBo-
€ro rnopTa 3anoMvMHaeT MUHUMaribHOe PacCTosiHUE A0 KOpHs. [pu 3aBepLueHnn npoueaypbl yc-
TaAHOBMEHNS KOHUrypaumm NoKpbIBatOLLEro AepeBa, KaXablii KOMMYTaTOp HaxoaWuT CBOW KOp-
HEeBOW NOPT — 3TO NOPT, KOTOPbLIV BNKe APYrMx NOPTOB HAXOOAUTCS K KOPHIO AepeBa.

Bbibop Ha3Ha4YeHHbIX MOCmMo8 u rnopmos. Kpome aToro, KOMMyTaTopbl BbIOMPAIOT ANS KaX4oro
cerMeHTa ceTn Ha3Ha4yeHHbIM NopT. [ns 9TOro OHM UCKNIYaKT U3 PacCMOTPEHMUS CBOW KOpPHe-
BOM nopT. [Janee Ans BCceX CBOMX OCTaBLUMXCS NOPTOB CPABHUBAKT MPUHATbIE MO HUM MUHU-
MaribHble PacCTOsiHUA A0 KOPHSA. [1opT ¢ MUHMManNbHLIM PAcCTOAHUEM ABMSETCA Ha3Ha4YEeHHbIM
noptoM. Korga nmeeTtcsi HECKOMNBbKO MOPTOB C OOUHAKOBLIM KpaTyaulLuMM pacCTOstHUEM OO Kop-
HEeBOro KOMMyTaTopa, BblbpaeTcs NopT C HAMMEHbLUMM UAEHTUMUKATOPOM (CrneaoBaTenbHO, C
HambonbwyM npuoputetTom). Bce nopTbl, KPOME Ha3HaYeHHbIX U KOPHEBOrO, NepeBoasTCs B
3a6noKMpoOBaHHOE COCTOSIHME U Ha 3TOM MOCTPOEHME MOKPbIBAKOLLIEro AepeBa 3akaH4YMBaeTCs.
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DyHKUUOHUpOBaHUEe cemu

B npouecce HopmanbHOM paboTbl KOPHEBOW KOMMYTATOP MPOAOIKAET reHepupoBaTb CryXeo-
Hble nakeTbl BPDU yvepe3 untepsan Bridge Hello Time, a ocTanbHble KOMMyTaTOpbl NPOAOMKa-
0T UX NPUHUMATbL CBOMMW KOPHEBLIMU NOPTaMu 1 peTpaHCNUMpoBaTh Ha3Ha4YeHHbIMU.

BosHukHOoB8eHUEe cobbimusi, mpebyrouwiezo nposedeHue pekoHguaypauyuu
B npouecce yHKLMOHMPOBAHUA CETU C YCTaHOBUBLLENCS OPEBOBUOHON TOMOSOrMen cneayto-
Lme cobbITUst NPMBOAAT K MHMLMANU3aumm HOBOM NpoLeaypbl NOCTPOEHNS NOKPbIBAtOLLEro ae-
peBa:
e €CNnn Mo NUCTEYEHUN MAKCUManbHOIrO BPEMEHW XXM3HU KOPHEBOW NOPT NtoGoro KOMMmyTa-
Topa ceTu He nonyyut naket BPDU OT kopHeBoro kommyTtaTtopa.
e ecnu naket BPDU, reHepupyemblii KOPHEBBIM KOMMYTATOpPOM, OydeT nonydeH nobbim
He KOpHEBLIM MOPTOM NOGOro Ha3Ha4YEHHOro KOMMyTaTopa.

Pacchbinika coobuweHul 0 pekoHguaypayuu
KommyTaTop, oOHapyXMBLINA OOHO M3 BblllenepevncrneHHbix coObiTUi, B nepByld o4yepeb
ornoeeLlaeT 06 3TOM KOpHEBOM KOMMyTaTOop (pncyHok 1.11).

I-ll{\ -ll
/T ?l\/l\ llf(\ M\\M\\

M3meHeHne Tononorum nponsoLusno B Touke T. LLiar 2. KopHeBoit KOMMyTaTop ofloBelLaeT 06
War 1. YBegomneHve 06 n3aveHeHve 3TOM OCTasnbHbIE KOMMYTATOPbI.

Tononorun (TCN) nocbinaetcs KOpHEBOMY

KOMMyTaTopy

PucyHok 1.11.
Kak Tonbko KOopeHb y3HaeT O npoucllewem n3aMeHeHun, oH BeictaenseT ¢gnar TC B coobuye-
Huax BPDU, koTopkle OH paccbhinaeT. 3aTeM gaHHble COOOLLEHMS pacnpoCTPaHSTCS Mo BCEN
cetn. B atom cnyyae rpad ceTtu BbiCTpanBaeTcs 3aHOBO B COOTBETCTBUU C BbILLEONUCAHHBIM
anropuTMom.
Y naketa BPDU c yBegomreHvem o0 pekoHdUrypaumm OTCyTCTBYIOT BCE MOMHA, KpOMe NnepBbIX

LBYX.

CocmosiHuUsi Mopmos KoMMymamopa
Takum obpasom, B npouecce NOCTPOEHUSI TOMOMOrMM CETU Kaxabli NOPT KOMMyTatopa Npoxo-
ANT HECKOSbKO CTagun:

e Blocking (3abnokunpoBaH). MNpu nHnynanmsaumm KommyTaTopa BCe NopTbl (3@ UCKoYe-
HMEM OTKITIOMEHHbIX) aBTOMAaTUYECKM MepeBoaAaTcs B cocTodHue "3abnokmposaH". B
9TOM cny4ae nopT reHepupyeT, NpuHumaeT, obpabaTbiBaeT 1 peTpaHCNNpyeT TOSbKO
nakeTbl BPDU. Bce ocTanbHble NakeTbl HE nepenaoTcs.

e Listening (MpocnywwuBaHune). B HavanbHbIn MOMeHT paboTtbl anroputma STA nopTbl
KomMMyTaTopa nepexogaTr B coctosHue "lNpocnywmBaHue”. B 9TOT MOMEHT nakeThbl
BPDU ot apyrnx KOMMyTaTtopoB €eLle He Mofy4YeHbl U KOMMYTaTop cunTaeTt cebs KopHe-
BblM, @ BCE€ CBOM MOPTbl — HA3HAYEHHbIMWU. B 3TOM pexrnme nopT MOXeT HaxoauTbCa 00
ncTedyeHnsa Tarmepa cmeHbl coctosHui (Forwarding Timer). 3HadeHne Tanmepa 6epeT-
cs U3 3HadyeHus nepemeHHon Bridge Forward Delay n moxeT ycTtaHaBnvMBaTbCs agMUHK-
cTpaTopom (CM. Bbiwe). B aToM pexnme nopT NpoaorkaeT reHepupoBaTb, NPUHUMATb,
obpabaTbiBaTb U peTpaHcnMpoBaTb Tonbko naketsl BPDU. Ecnu B TedeHne aTtoro Bpe-
MeHn nopT nonyunTt BPDU ¢ nyywvmn napameTpamu, 4em coBCTBEHHbIE (pacCTosiHUe,
noeHTMdukaTop KommMmyTaTopa unu noprta), To OH nepengeT B cocTosHune "3abnokmpo-
BaH". B npoTmMBHOM cnyyae nopT nepeBoautcs B coctosiHue "Oby4veHmne".

e Learning (O6y4yeHune). [NopT Ha4yMHaeT NpuUHMUMaTbL NakeTbl U HA OCHOBE afpecoB UCTOY-
HWKa CTpouTb Tabnuuy koMMmyTaumu. [1opT B 3TOM COCTOSAHUM BCe elle He npoasuraeT
nakeTbl. [OpT NpogomkaeT y4acTBoBaTh B paboTte anroputma STA, 1 Npu NOCTYNNEHUN
BPDU c nyywwunmn napameTpammu nepexoant B coctosiHne Blocking "3abnokupoBaH”.
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e Forwarding (MpogswkeHune). Tonbko Nocne ABYKPaTHOW BbIAEPXKKM NO TanMepy nNopT ne-
pexoauT B cocTosiHne “lNpoaswmxkeHne” n obpabatbiBaeT NakeTbl AaHHbIX B COOTBETCT-
BUW C NOCTPOEHHOM Tabnuuen

e Disable (OTkntoyeH). B aT0 cocTosiHMe NopT nepeBoauT agMuHucTpaTop. OTKOYEHHbIN
NopT He yyacTByeT HM B paboTe npotokona STP, HM B NpoaBMXeHWM NAKETOB LAaHHbIX.
IMopT MOXHO TaKKe BPYYHYIO BKNIOYUTbL M OH cHavara nepenget B coctodHne Blocking.

BpemeHHaﬂ Onarpamma CoOCTOoAHNA NOPTOB NnpumBeaeHa HMxe.

McTeyeHne cueTtumka
Forwarding Timer

McTeveHne cyetymka
Forwarding Timer

Hayano pa6otel STA

MonyuyeHue BPDU C
nyywmmm
napameTpamu

MonyyeHne BPDU C nyywmmu
napameTpamu

BblikntoyeHve nopta
aAMUHUCTPaTopoOM

BkntoyeHue nopta
aAMWUHUCTPaTOPOM

PucyHok 1.12.

Hedocmamku npomokona STP:
MOXXHO BblAENUTb CrieaytoLlme OCHOBHbIE HeAOCTaTKn npotokona STP:

1. MepaneHHoe BpeMsi BOCCTaHOBMNEHMS (CXOANMMOCTN) ceTu nocne asapuu. [Npu ncnonb3o-
BaHWM HACTPOEK NO YMOM4YaHMIO, 3TO BPEMSA MOXET OOCTUraTb HECKONBKUX MUHYT B He-
OonbLION ceTu ANs BOCCTAHOBMEHNA NOCNe NpocToro obpbiBa coegmHeHus. MNoka naet
npoLecc BOCCTaHOBMEHMWS, MOMb30BaTENN OTOPBaHbl OT CeTWU, U BONbLUMHCTBO MPUIIO-
XEHWUI 3aKpbIBaOT CBOM CECCUM MO TarM-ayTy 4O TOro, kKak paboTta ceTn BOCCTaHOBUTCS.
C To4YkM 3peHus nonb3oBartenen aTo bonbloe HeyaobCTBO, Tak Kak OHN ByayT BbIHYX-
OeHbl NepeycTaHaBnMBaTh BCE CECCUN, OTKPbITbIE MPUNOXKEHUAMM.

2. bornbloe KonNnM4ecTBO COeaMHEHUIN B ceTu, ucnonbaytowlen STP, HaxoguTcs B 3a6noku-
POBaHHOM COCTOSIHUM W He nepefaeT AaHHble. Takum obpasom, 3HauyuTernbHasa 4acTb
MPONYCKHON CNOCOBHOCTN CETN HE UCMONb3yeTCs.

[aHHble HegoCcTaTKM NPU3BaHbl YCTPaHUTL CreayoLlme nokoneHns npotokona STP — Rapid

STP n Multiple STP, koTOopble pacCMOTPEHbI HUXE.
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6.2. Anroputm 6bicTporo ceasyruwero gepeBa (Rapid Spanning Tree Algorithm,
IEEE 802.1w)

CrangapTt Ha npoTokon cassytoulero gepesa IEEE 802.1d Spanning Tree Protocol 6bin paspa-
6oTtaH B 1983 rogy, koraa BpemMsi BOCCTaHOBIEHUS ceTu nocre cbosi B TedeHnn 1 MUHYTbI CUK-
Tanocb gocratoyHo npuemnemsbiM. [potokon IEEE 802.1w Rapid Spanning Tree (RSTP) 6bin
npeanoxeH MHOMMMU NPOU3BOAUTENAMU OS5 YMEHbLUEHNS BPpeMeHU NPOCTOS KIMEHTCKNX Nop-
TOB BO BpeMsi NpoLeaypbl BOCCTAHOBIEHUS ceTu, ncnonbayowen STP. MNpoTtokon RSTP moxeT
paccMmaTpuBaTbCsl CKOpee Kak aBosntounsa npotokona STP, Hexenu kak pesonouuns. TepMUHo-
norus ctaHgapta |IEEE 802.1d B OCHOBHOM ocTanacbh npexHen. bonblWMHCTBO NapaMeTpoB OC-
Tanucb 6e3 naMmeHeHun. Takum obpas3om, Nonb3oBaTesniM, XOPOLO 3HAKOMble CO CTaHAAPTOM
IEEE 802.1d, cmoryT 6bICTPO MOHATL M CKOHOUIypnpoBaTh CETb HAa OCHOBE HOBOMO CTaHgapTa
IEEE 802.1w. Ctangapt IEEE 802.1w coBmectum co cTaHgapTom IEEE 802.1d, HO npu aTOM
TepsioTCA OCTOMHCTBA npoTokona RSTP.

OcHoBHble oTnnumsa ctaHgaprta IEEE 802.1w ot ctaHgapTa IEEE 802.1d
Omunudue 1. CocmosiHusl Iopmoe KoMmymamopa
CornacHo ctaHgapTy Ha npoTokosnn RSTP cywiecTByeT TONMbLKO Tpy COCTOSIHUSA nopTa:

e Discarding (Oteepratowmn). CoctosHus «OTkmoveH», «3abnokmpoBaH» n «[lMpocnywmn-
BaHne» cTanpapta IEEE 802.1d obbeanHeHbl B ctaHgapte |IEEE 802.1w B ogHO co-
crtosgHne «OTBepraoLwmmny.

e Learning (Oby4yeHne).

e Forwarding (MpoaBwxeHwne).

Taknm obpas3om, BpeMeHHasa guarpaMmma COCTOSIHMS MOpTOB Ans npotokona RSTP Beirnsaut
cnegywoowmm obpasom.

McTeueHne cyeTumka
Forwarding Timer

McTeyeHne cueTumka
Forwarding Timer

Monyyenne BPDU C nyywmmn
napameTpamu

PucyHok 1.13.

Omuaudue 2. Posnu nopmos

Tak e kak u B npotokone STP ocTanucb ponun KOPHEBOIO M Ha3Ha4YeHHOro NnopTa, HO NPOTOKON
RSTP BBOOUT ewe OBe AOMOMHUTENbHbIE PONU — anbTepHaTMBHbIA NopT (alternative port) n
pesepBHbI nopT (backup port). NMpoTokon STP onpenensieT porb NOpTa Ha OCHOBE NakeToB
BPDU. Npy6o roeops, Bcerga cyliectByeT MeToq Ans cpaBHeHUs niobbix AByx naketos BPDU
ANs TOoro, 4Ytobbl pewmnTb, Kakon U3 HMX Bonee nNpmopuTeTHbIN. [laHHOE CpaBHEHME OCyLLEeCTB-
nsgeTcsa Ha OCHOBE 3HaYeHWn, 3anuMcaHHbiX B nons « CTOMMOCTb KOpHEBOro nyTuy, «lMpuoputeT
kommyTaTtopa» u «geHtudukatop nopta». KopHeBble M Ha3HadeHHbIE MOPTbl B MPOTOKOME
RSTP onpepensoTcs 1 Ha3HayalTCA TOYHO Takke, Kak u B npotokone STP. [NoaTtomy nmeet
CMbICI NOKa3aTb, KakMM 06pa3om Ha3HavyalTCs anbTepHaTUBHbIE U pe3epBHbIE NOPThI.

AnbmepHamueHbIl nopm. AnbTepHATUBHbBIA NOPT ABNAETCA 3abMOKMPOBAHHBLIM MOPTOM, KOTO-
pbIn nonyyaet 6onee npuoputeTHble NakeTbl BPDU oT gpyroro mocta (pycyHok 1.14).
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AnbTepHaTUBHbLIA NOPT

@ HasHa4yeHHbIn nopT
@® KopHesoit nopt
PucyHok 1.14.

Pe3sepeHbili nopm. Pe3epBHbI NOpT sABNsieTcst 3ab6n0KMpoBaHHLIM NOPTOM, KOTOPLIN nony4vaeT
bonee npmnopuTeTHble NnakeTbl BPDU oT cBoero e mocta (pucyHok 1.15).

PesepBHbIN nopT

( )

PucyHok 1.15.

AnbTepHaTMBHbIA NOPT obecrneynBaeT anbTepHaTUBHBLIN MapLUPYT K KOPHEBOMY MOCTY W, cre-
[l0BaTeNbHO, MOXET 3aMEHUTb TEKYLLMIA Ha3HaYeHHbIN KoMMyTaTop. Pe3epBHbllii NopT obecne-
yMBaeT BCEro NuLb AOMNOMHUTENbHbIN KaHamn K KOPpHEBOMY MOCTY.

Omnuyue 3. Hosblti popmam nakema BPDU
HekoTopble nameHeHus 3aTpoHynu un opmat naketa DPDU. B ctangapte IEEE 802.1d onpe-
AeneHo Bcero Asa dnara (cm. Bbiwe). CtaHgapt IEEE 802.1w ucnonb3yeTt Bce 8 6yt nons
«®narn» naketa BPDU. HoBble dhnarn obecnevvBaloT BbINOMHEHNE OBYX OCHOBHBIX (OYHKLNIA:

e KOOUPOBaHWE Ponu N COCTOSIHUA MOPTa, KOTOPbLIV creHepuposarn naket BPDU;

* OCYyLLEeCTBMEHVE MEXaHM3Ma «NpeasioXeHne/cornalleHmne.
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0 1 2 3 4 5 6 7
- J ‘
Y Topology Change ACK
(MopTBEPXKOEHNE N3MEHEHUS
TONonornn)
Agreement
(CornawueHwue)
Forwarding
(MpogswxeHue)
Learning
(OBbyueHmne)
Port Role
(Ponb nopTa)
Proposal
(Mpeanoxetue) 00 HeunsBecTHbIN
01 AnbTepHaTuBHbIN/Pe3epBHbIit
Topology Change 10 Kopresor

11 HasHa4eHHbIn
(W3meHeHune Tononorunn)

[dpyroe BaxHOe W3MeHeHue, npuBHeceHHoe cTaHgapTtom |IEEE 802.1w B chopmaT nakeTta
DPDU, — aT1o 3HadeHue nonga «ageHTudumkaTop Bepcumn NPOTOKONa» COAEPXKUT 3HaveHue 2.
MocrTbl, paboTatowme no ctaHgapty |IEEE 802.1d, 6yaoyT oTOpacbiBaTh NakeT AaHHOro Tuna.

Omnuyue 4. Hosblt aneopumm pabomsi ¢ nakemamu BPDU

lMakemsbl BPDU paccbsinatomces ¢ uHmepsasiom Bridge Hello Time ecemu kommymamopamu (a
He morbKo KopHesbiM) u bonbwe He pempaHcnupytomcs. CornacHo ctaHgapTy |IEEE 802.1d
nakeTel BPDU reHepupoBan TONbKO KOPHEBOW KOMMYTaTop ¢ nHtepeanom Hello Time, koTopblii
MOXeT 3ajaBaTbCA agMUHUCTPATOPOM ceTu. [pn 3ToM ocTanbHble HE KOPHEBLIE KOMMYTaTOPbI
TONbKO peTpaHcnupoBanu naketel BPDU, npuwegwmne Ha ux kopHeBow nopt. CtaHaapT IEEE
802.1w npegycmaTpuBaeT, YTO BCce KommyTaTopbl ¢ nHtepeanom Hello Time pacceinatoT nake-
Tbl BPDU ¢ cobcTBEHHON MH(pbOopMaLMen Yepes BCe CBOU MOPThl, AaXe eCrlv OHWU He MOoMyYnnu
nakeT BPDU oT kopHeBoro mocta. Taknm obpa3om, nocrie yCTaHOBMNEHUS YCTONYMBON KOH(U-
rypaummn cetn (atan «PyHKUMOHMPOBAHME CETU», CM. Bbille «XKM3HEHHbIA LMK MpoTOoKona
STP») cnyxebHbin Tpadumk npotokona RSTP Heckonbko 6onblue, YeM y npotokona STP. Yuu-
TbiBasi NPOMYCKHY CNOCOBHOCTb KaHarnoB coBpeMeHHbIX JIBC, 310 BoobLWe Hemnb3s cuuTaTb
HeaOoCTaTKOM.

Gornee 6uicmpoe ycmapesaHue uHgopmauuu. B npotokone RSTP cneaytowme cobbitua moryT
NPUBECTM K MHULMAnNM3aumm HOBOW npoLeaypbl NOCTPOEHUS MOKPbIBAKOLLErO AepeBa:

e €eCnu Mo UCTEYEHUN MaKCUMarnbHOro BPEMEHW XN3HWU KOPHEBOW NOPT Ntoboro kommyTa-
TOopa ceTn He nonyynt cnyxebHbin nakeT BPDU oT kopHeBoro kommyTatopa (kak u B
npotokone STP);

e ecnu naketbl BPDU He 6yayT nony4veHsl Tpy pasa noapsag (Tpy nHtepsana Hello Time)
OT COCeAHMX KOMMYTaTOpPOB.

Takum obpasom, Tenepb naketsl BPDU ncnonb3ytoTca B KavyecTBe MexaHu3Ma onpeaeneHus
paboTOCnoCOBHOCTM MOAKITYEHHON NMUHUM CBA3N UM kommyTaTtopa (keep-alive mechanism).
KommyTatop, He nony4dmBwunm naket BPDU oT gpyroro kommyTtaTopa Tpy pasa nogpsg, cunta-
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€T, YTO CBsI3b C APYrMM KOMMyTaToOpoM noTepsiHa. [MogobHbIi MexaHM3M no3BonsieT ObicTpee
onpeaenaTb HEMCNPaBHOCTb B CETU M 3amnyckaTb NpoLeaypy pekoHdurypaumm.

O6pabomka «xyowux» nakemos BPDU. PaccmoTpum criefytowyo cutyaumio (pucyHok 1.16).
B ycTaHoBMBLUENCA TOMOMOMMU CETU NPOUCXOAUT Pa3pbiB CBA3U MeXAY KOPHEBbIM KOMMYyTaTO-
poM u kommyTaTtopom B. CneposatensHo, He nonyyus naket BPDU OT KopHEBOro KommyTaTo-
pa B TedeHun BpemeHn Max Bridge Age, kommyTaTtop B paccbinaeT coobuieHne 0 pekoHgury-
pauuu, a 3atemM KoHdurypaumnoHHsln nakeT BPDU. B cnyvae npotokona STP Bcé aTo npusoaut
K pekoHdurypaumm Bcen cetu. [pu ncnonb3oBaHum xe npotokona RSTP cobbitua GyayT pas-
BUBATbLCS MHaYe.

PucyHok 1.16.

KommyTaTtop A npogosmkaeT nonydyatb naketoel BPDU OT kOpHEBOro KkoMmmyTtatopa, npuoputeT
KOTOpbIX Bbilwe, YeM naketel BPDU kommyTaTopa B. MNoaTtomy kommyTatop A cpasy nepecbina-
eT nakeT BPDU kopHeBoro kommyTtatopa kommyTtatopy B. CnegoBatensHo, kommyTaTop B npe-
KpalwyaeT reHepupoBaTh nakeTsl BPDU 1 onpegensieT nopT X Kak KOPHEBOW.

BbicTpbI nepexon nopTtoB B cocTtosiHue «lMpoasmxkeHus»

bbicTpasa koHurypaumsa cetn ABNSIETCA CaMblM BaXKHbIM HOBOBBeAeHMeM B cTtaHgapTte |IEEE
802.1w. B ceTsax, B KOTOPbIX NPUMEHSIETCA Knaccuiecknin npotokon STP, ymeHbLleHne Bpeme-
HU CXOOUMOCTM MOXHO OOCTMYb TONbKO 3a CYET YMEHbLUEeHUS 3HadeHur napameTpoB Bridge
Forward Delay v Bridge Max. Age, 4TO 3a4acTylo NpMBoAMT K HecTabunbHoOCcTM B paboTte npoTo-
kona u cetu. na toro, 4tobbl AocTMyb 6onee GbICTPON CcxoAMMOCTU ceTu, npotokon RSTP
BBOAMT [Ba HOBbIX TWMa NOPTOB — NOrpaHnYHbIN NopT (edge port) n NopT Toyka-Touka (point-to-
point port, P2P port).

[loepaHuy4yHbIE MOpMbI

MorpaHn4yHbIM NOPTOM SABASIETCA MOPT, HEMNOCPEACTBEHHO MOAKITOMEHHBIA K CErMEHTY, B KOTO-
poOM He MoryT ObITb co3aaHbl neTnu. Hanpnmep, NopT HENOCPEACTBEHHO NOAKMIOYEH K paboyen
ctaHuun. NMopT, KOTOpLIN onpeneneH Kak NorpaHnYHbIA, MIHOBEHHO MEPEXOAUT B COCTOSIHME
NPOABWKEHNSA, MUHYSI COCTOSIHNE 0By4veHuns. MNorpaHnyHbIA NOPT TepSeT CBOW CTaTyC M CTaHO-
BUTCA 0BbIYHBIM MOPTOM CBA3YIOLLEro AepeBa B TOM criyvae, ecrnv nonyyut naket BPDU.

P2P nnopm
P2P nopT 06bl4HO Mcnonb3yeTcsa AN NOAKNIYEHNST K APYrMM MOCTaM M Takke cnocobeH bbICT-

po nepentn B coctosHne npoasmxeHus. Npu pabote RSTP Bce nopTbl, OyHKUNOHMPYIOLLME B
NOMHOAYNIEKCHOM peXnme, paccMmaTtpuBatoTca Kak noptel P2P, oo Tex nop, noka He ByayT ne-
PEKOHMUIyprpOBaHbl BPY4HYIO.

Cxodumocmb cemu

lpu ucnonb3oeaHuu npomokona STP.

PaccmoTpum nprmMep, oTpaxarLwmnn cutyaumo, NPUBOASLLYIO K PEKOHUrypaumm cetn npu nc-
nonb3oBaHuun npotokona STP (pucyHok 1.17).
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@® Kopresoii nopt D
@ HasHa4yeHHbI nopT
PucyHok 1.17.
Ha npuBegeHHon Tononormn goGaeneH HOBbIA KaHan MeXay KOPHEBbIM KOMMYTaTOPOM U KOM-

myTatopom A. MMpu 3aTOM Mexay yKkazaHHbIMU KOMMYTaTopamu yxe eCTb CBS3b Yepes3 KOMMYyTa-
Topbl C 1 D (pucyHok 1.18).

@® Kopresoit nopt D
@ HasHa4yeHHbIn nopT

PucyHok 1.18.

Cenvac kommyTatop A B COCTOSIHMM NPOCAYLUIMBaTb KOPHEBOW MOPT Hanpsimylo. Takum obpa-
30M, naket BPDU OT KOpHS NpuxXoOuT He Ha KOpHEBOW nopT kommyTtatopa A. A 3TO o4HO U3
ABYX COObITUN, NPUBOOALLNX K PEKOHUrypaumm cetn npm ncnonb3oBaHmm npotokona STP. Ta-
Knm obpasom, npoTtokon STP 6noknpyeT nopTbl HA 060MX KOHLAX HOBOro KaHana, To eCTb NopT
KOPHEBOro KOMMyTaTopa 1 KoMMmyTaTtopa A, 1 NepeBoanT 3TN NOpPThbl B cOCTosiHME «[1pocnyLun-
BaHue». Taknm obpasom, UCKYaeTcsa NeTns B CeTu.

Hanee naketsl BPDU kommyTaTop A cpasy e peTpaHCnupyeT Ha BCe CBOM MOPThbl, N OHU NO-
nagatT Ha Ha3Ha4YeHHbIN NopT KoMmyTaTtopa C M HasHayeHHbI nopT kommyTaTtopa D. Cnepo-
BaTeribHO, kKommyTtaTopbl C 1 D TOXe NOHMMAOT, YTO NPOU3OLLIIO N3MEHEHUE B KOHUrypaumum
ceTun, 6BNoKMpyOT BCe CBOWM NMOPTbl U pacchinarT cooblueHne 0 pekoHdpurypaumm cetu. Tenepb
TONbKO Yepes gBonHoe Bpem4d Bridge Forward Delay npousonaeT nonHoe nepectpoeHne ceTu.

Tenepb nocMoTpuMm, Kak NpoTtokon RSTP 6yanet paboTtaTb B aHanormyHom cutyauun. ObpaTtute
BHUMaHWE Ha TO, YTO KOHeYHasi Tonosiormsa cetn ByaeT Takom Xe, Kak U B Criydae Ucnonb3oBa-
HUst npoTokona STP. Tonbko npu ncnone3oBaHmMm npotokona RSTP gns goctmxeHus gaHHOM
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Tononorun 6ygeT npUMeHeHa apyrasi nocnegoBaTeNnbHOCTb LWaroB, YTo 3aMeT ropasgo MeHb-
LLe BPEMEHMW.

Takke kak n B npotokone STP cpasy nocne gobaBneHna HOBOro KaHana CBA3W MOPTbl Mexay
KOMMYTaTopoMm A 1 KOPHEBBIM KOMMYTaTOpOM OyayT 3abrokMpoBaHbl (pycyHok 1.19).

. P2P nopt D
@ [MorpaHuyHbIn nopT

PucyHok 1.19.

Mocne aToro kommyTaTop A 3anyCcTuT npouenypy Sync, B paMkax KOTopon OyayT BbIMOSTHEHbI
cnegywowine oencTems:

e kommyTaTtop A 6riokupyet Bce cBom P2P-nopThl;

e KOMMyTaTop A MHULUMaNM3MpyeT NPoLEeCcC COrnacoBaHUA C KOPHEM, B paMKax KOTOpOro
nopTbl Ha 06OMX KOHLAX HOBOrO KaHana nepeBoasaTcss obpaTHO B COCTOsIHME
Forwarding.

Hanee npouecc 610KMPOBKM NOPTOB CMyCKAETCH HUXE MO AepeBy NO Mepe Toro, Kak pacnpo-
cTpaHsaTcsa cryxebHble nakeTbl BPDU kopHeBOro kommyTtaTopa 4yepes kommyTtaTop A, u ceTb
NpUHUMAaET KOHUrypauuio, nokasaHHylo Ha pucyHke 1.20.

. P2P nopt D
@ [NorpaHu4HbIA NopT

PucyHok 1.20.

KommyTtatopbl B 1 C Takke BbINOMHAKT npoueaypy sync. KommyTtatop B nommmo 3abnokupo-
BaHHOrO NnopTa COAEPXUT TOMNbKO MOrpaHUyHbIe NOPThI, MO3TOMY B pamkax npoueaypbl Sync oH
AOMOMHUTENBHO He B6NOKMPYeT HU OAHOro U3 CBOMX MOPTOB, @ TOSLKO MNEPEBOAUT KaHan Mexay
cobor n kommytaTopom A B akTMBHOe cocTosiHne. Kommytatop C 6nokupyeT nopT, COeanHsito-
wwmn ero ¢ D. B pesynbTate ceTb NpuHMMaEeT crneayowmi Bug (pucyHok 1.21).
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5le
B

® P2P nopt

@ [NorpaHu4HbIA NopT

PucyHok 1.21.

B nTore gocTturaeTcs Takas e KoHUrypaums ceTu, Kak u npu ncrnonb3oBaHun npoTtokona STP
(6riokupyeTca nopT kommyTaTopa D, coegunsiowmn ero ¢ kommyTtatopom C). Bpewms, 3atpaym-
BaeMoOe Ha NepecTpoeHne ceTu, — 3To BpeMsi, Heobxoanmoe ansa cnycka naketos BPDU BHu3
no gepesy, TO eCTb B MpOLiecCe PEKOHUIYpaLmMn HE YYUTBIBAKOTCS HUKaKNE TanMepsbl.

MexaHusm «[llpednoxeHue/Coanacuey

Mocne TOro, kKak cornacHo anroputMy STA NOpT cTan Ha3HadYeHHbIM, NMPOMAET ele ABOMHOE
Bpems Forward Delay, n Tonbko Torga nopTt nepengeTr B COCTosiHME npoaswkeHus. lNMpu wmc-
nonb3oBaHUn npotokona RSTP nepexon nNopToB B COCTOSAHWE MPOLBUMXEHNA OCYLLECTBNAETCA
ropasgo 6bicTpee. PaccmoTpum crnegyrowmin npumep (pUcyHok 1.22).

p1 forwarding

3. agreement, T 1. proposal

pl: designated port
pl: mew root port
pd: alternate port
3 demignated port
pd: edge port

2: sync \2: sync unchanged)

(unchanged)  2: qunc block)
PucyHok 1.22.

Mpeanonoxmm, 4To Mexagy KOpHEBbIM KOMMYTaTOPOM M KOMMYyTaTtopoM A MOSIBUNCS HOBbIN Ka-
Han cBs3n. COOTBETCTBEHHO, 00a Has3Ha4YeHHbIX NopTa Ha 3TOM kaHane OyayT nepeBeaeHbl B
CocTosiHMe 6rokmpoBku. MNMpu aToM, cornacHo npotokony RSTP, korga HasHaYeHHbIA NOPT Ha-
xoautca B coctoaHum 6nokmposkmn (Discarding) nnm obydeHusa (Learning) ( TONbKO B 9TOM
cny4ae), oH BbicTaBnsaeTt 6ut «Mpegnoxenne» (Proposal bit) 8 BPDU, koTopbIN OH reHepupyer.
Moatomy nopT pO KOPHEBOrO KOMMYyTaTOpPa NOCbINAaeT MMEHHO Takon naket BPDU (war 1). Tak
Kak kommyTtaTop A nony4aeTt Gornee NpUOpUTETHYIO WHMopmauuo (naket BPDU, B KOTOpoMm
paccTosHWe 00 KOPHA MeHblue, 4eM BO Bcex naketax BPDU, nony4yaembix 0O BO3HUKHOBEHUS
HOBOIO kaHarna CBs3u), TO OH HEMEANEHHO Ha3Ha4vaeT nopT p1 HOBbIM KOPHEBbLIM NopToMm. [la-
nee kommyTtaTop A 3anyckaet npoueaypy sync (War 2). B gaHHon npouenype He y4acTBylOT
cnegyoLime T1nbl NOPTOB:

e norpaHn4HbIN;

e 3a65IOKMPOBAHHbIN.
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Ana Toro, 4Tobbl NpoMNACTPUPOBaThL PaboTy Npoueaypbl Sync Hag pasnUYHbLIMU TUNamu nop-
TOB, NMPeanooXnMm, YTo Ha KoOMMmyTaTope A cylecTByeT anbTepHATUBHbBIN NOPT P2, HAa3HAYEeH-
HbI NOPT p3 B COCTOSAHUM NPOABWXEHUSA Y NOrPaHNYHbIN NOPT p4. 3aMeTnM, 4TO B NPOBOAVMOMN
npoueaype sync noptbl p2 1 p4 yyactsoBaTtb He ByayT. Moatomy kKommyTaTopy A Ansd yaayHoro
3aBeplleHns npouenypbl sync HeobxoauMmo 3abnokupoBaTb TOnbkKo nopT p3. locne atoro
koMMyTaTop A MOXeT pa3brnokupoBaTb CBOW HOBbIN KOPHEBOW NOpT p1 1 nocnatb Yepes3 Hero
nakeT BPDU kopHeBOMYy KOMMyTaToOpy C BbiCTaBneHHbIM 6utom «Cornacue» (Agreement bit)
(War 3). Cpasy nocnie nony4yeHns noptom p0 gaHHOro nakeTta, OH cpa3y NepexoguT B COCTOS-
Hue npogswkeHuns (Lar 4, pucyHok 1.23).

e

4: go forwarding

\

4; proposal
PucyHok 1.23.

lMocne BbINOMHEHMS YETBEPTOrO LWara nopT p3 HaxoOuTCs B TaKOW e cuTyaummn, Kak n nopt p0
Ha nepeoM ware. Mo3aTomMy NopT p3 Ha4YHET nocbinaTb cBoMM coceasam nakeTsl BPDU c BbI-
CTaBfeHHbIM BUTOM MpPEeanoXeHUs:.

Takum 06pa3om, MOXHO BblAENUTb Crieaylolme OCHOBHble 4YepTbl MexaHuama «[pegnoxe-
Hue/CornawieHme:

e MEXaHM3M O4YeHb ObICTPLIN M HE UCMONBb3YET B CBOEN paboTe HMKaKnx TanmepoB. «Bon-
Ha pykonoxaTun» GbICTPO pacnpoCTPaHAETCS MO HaMNpPaBEHUIO K rpaHnLe ceTn n BbICT-
poO BOCCTaHaBnNuBaeT paboTocnoCoOOHOCTL CETU NOCHE NPOUCXOOALLNX N3SMEHEHUI B TO-
nomnoruu;

e ecnn 3abnoKMpOBaHHbIM Ha3Ha4YeHHbIN NOpT He nonyyaeT naket BPDU c BbicTaBnex-
HbiM GuTOM «CornawleHne» OH BbIMOMHAET CTaHAAPTHYK npoueaypy nepexona B CO-
cTosHue npoaswkeHusa (discarding-learning-listen), Tem cambiM 3ameanss npouenypy
nepexoda u yBenuumBasi BpeMs pekoHdurypauum cetn. 3TO MOXET Cry4uMTbCH, eCcnm
yAaneHHbIn KoMMyTaTop He noggepxmBaeT npotokonn RSTP wunu nopT yaaneHHoro
KommyTaTopa 3abnokupoBaH.

UplinkFast
Hpyron doopmon HemenneHHOro nepeBoaa nopTa B COCTOSIHUE MPOABWXKEHUSI ABNAETCS Mexa-

H13m UplinkFast. Korga kopHeBOW NopT BbIXOAUT U3 CTPOSi, KOMMyTaTop NepeBOAnT CBOW Hau-
NyYwnin anbTepPHATMBHBIN MOPT B PEXMM npoasumxeHus. Beibop anbTepHaTMBHOIO nopTa B Ka-
4YeCcTBe KOPHEBOro U3MEHSIET TOMOMOrNI0 CeTU, HO MpU 3TOM TUNMYHAsA npoueaypa pekoHUry-
pauumn cetn nNyTemM pacchbifiki LmpokoBeLwaTenbHbiX (unv multicast) coobweHnin BPDU He 3a-
nyckaetcs. [1pocTo MOCTbI, CTOSALWME Bbille B AEePEBE MepapXxvu, OYMLLIAIT COOTBETCTBYOLLME
3anucu B Tabnuue Content Addressable Memory. [aHHbIn MexaHu3m He TpebyeT kakon-nnbo
KOHUrypaumm co CTOPOHbI agMUHUCTpaTopa, Tak Kak B npotokone RSTP oH asnseTcsa BcTpo-
€HHbIM.
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HoBbI MexaHU3M N3MeHeHUs TonosnorMm
MexaHunam nsmeHeHuns Tononorum B npotokone RSTP cunbHo nepepaboTaH.

ObHapy)xeHuUe UsMeHeHuUsl mornoJso2uu
CornacHo ctaHgapty IEEE 802.1w, TONbkO He NMOrpaHuWYHble MOPThI, NEPEBEAEHHbIE B COCTOS-
HWe NPOABWKEHUSA, MOTYT reHepMpoBaTb CODObITUA M3MeHeHusa Tononorun. MNMpu obHapyxeHun
n3meHeHus Tononorun npotokon RSTP B nepByto ovepeab NPOU3BOAUT Creayolime 4ENCTBUS:
e 3arnyckaeT Ha BCEX He MOrpaHMyYHbIX NopTax n kopHesoM nopTty Tanmep TC While Timer
Ha BpeMs, paBHoe ABym BennymHam Hello Time. Bo Bpemsa pabotel Tanmepa TC While
Timer yepes nopT nockinatrTca coobuweHnsa BPDU ¢ BbicTaBneHHbIM chnarom TC;
e OuyMLLaEeT BCe 3anucu B Tabnuue nepeHanpaBneHunsi, CBA3aHHble C JaHHBIMW NOpTaMM.

PacripocmpaHeHue obbssneHuss 06 UusMeHeHUU mornoso2uu
Koga kommyTaTop nony4vaet coobuieHme BPDU c BbicTaBneHHbIM ¢onarom TC, oH npon3sBoaut
cnegyowme onepauuu:
e ouyuwaeT Bce 3anucu B Tabnuvue nepeHanpasrieHns, CBA3aHHble CO BCEMU ero noptamu
3a UCKNIOYEHNEM TOro, Mo KOTopoMy Obino nony4eHo coobweHne BPDU;
e 3anyckaeTt Tanmep TC While Timer n paccoinaet coobuieHna BPDU ¢ BbicTaBneHHbIM
dnarom TC yepes Bce CBOM Ha3HAYEHHbIE MOPTbI 1 KOPHEBOM NOPT.
Taknum obpasom, coobLieHns 06 n3MeHeHne TOMosIorMM PacrnpoCTPaHATCA OYeHb BbICTPO No
BCen ceTn. PacnpocTpaHeHne faHHbIX COOOLLEeHNI Tenepb yKknaabiBaeTca B OANH war. To ectb
KOMMyTaTop, OOHapYyXMBLUMIA U3MEHEHWE TOMOSIOMMKN, pacnpoCTpaHsaeT coobLieHnsa Yepes BCo
ceTb B OTnn4yme ot npotokona STP, rae AaHHyo YHKLMIO MOXET BbINOJTHATH TONIbKO KOPHEBOW
KOMMyTaTop (PUCYHOK 1.24).

-; e
A #uwu\\

CospaTtenb coobueHun Toplogy Change
HanpsIMyto pacnpocTpaHseT nx Yepes
BCIO CeTb

PucyHok 1.24.

3a Heckomnbko cekyHn 60nblUMHCTBO 3anucen B Tabnuue nepeHanpasneHnsa cbpacbiBalotcs y
BCEX KOMMyTaTtopoB ceTu. C OAHOW CTOPOHbI 3TO MPMBOAUT K BPEMEHHOMY «nyay» B CETU
(koTOpbIM HEOBXOANM OS5 MOBTOPHOIO 3anofiHeHNsa Tabnuubl), a C APYron — K yaaneHuto ycra-
PEeBLUMX 3anncen, KoTopble MeLlatoT BbICTPOMY BOCCTAHOBMNEHWNIO CBA3HOCTU CETMU.

CoBmecTumocTb co ctaHpgapTom IEEE 802.1d

Mpotokon RSTP B cocTtosiHMM B3anmogencTBoBaTb ¢ npoTokon STP, HO npu 3TOM TepsioTcs
Bce gocTouHcTBa ctaHgapTta IEEE 802.1w, cBs3aHHble ¢ ObICTPON CXOAUMOCTLIO CETEBOM TO-
nonorun.

HepoctaTtku ctanpgapta IEEE 802.1w

XoTt4a npotokon RSTP mMmeeT ropa3go 6onee BbICOKME nMokasaTenu Mo HageXHOCTU U OTKa3o-
YCTOMYMBOCTM NO CPABHEHWUIO CO CTaHAApPTHbIM npoTokonoMm STP, oH coxpaHsaeT Takne Hegoc-
TaTKW, KaK gorroe Bpems BOoccTaHoBreHusa cetn. M noatomy nobble Bepcun Spanning Tree He-
NPUMEHUMbI B CETSX, KOTopble TpebyloT HagexHocTy B 99,999%.
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6.3. MHoxecTBeHHble rpynnbl Spanning Tree (Multiple Spanning Tree, IEEE
802.1s)

MSTP pacwupsieT ctaHgapt IEEE 802.1w (RSTP)agns nogaoepkn Heckonbkux konun STP. 310
paclmpeHune obecrneumBaeT Kak ObICTPYH0 CXOAUMOCTb CETU, TaK U BO3MOXHOCTb OanaHca Ha-
rpyskun B cetn ¢ HacTpoeHHbiM1 VLAN. CtaHgapT 802.1s MSTP Takke BHOCUT OOMOSMIHEHUA U B
crangapT 802.1Q. lMNMpoTtokon MSTP obpaTtHo coBmecTuM ¢ npoTtokonamm 802.1d u 802.1w u
NMo3BOSISIET HacTpamBaTb HECKONbLKO He3aBncuMbIX "gepesbeB" STP B pasHbix VLAN — agMuHu-
cTpaTtop MOXeT rpynnupoBaTth U HasHayaTb VLAN Ha oTaenbHble "cBasylowme aepeBbs”. Kax-
foe Takoe "gepeBo" MOXeT MMeTb CBOK He3aBUCUMMYIO OT Apyrux "AepesBbes” Tononoruio. lo-
AobHas HoBas apxuTekTypa obecrnednBaeT HECKOSbKO pasHbIX BapuaHTOB ANs nepedayn AaH-
HbIX M NO3BONSeT opraHu3oBaTb 6anaHC Harpysku. OTO CBOWCTBO yry4llaeT OTKa30yCTOMYu-
BOCTb CETM K BO3MOXHbIM COOSIM, Tak Kak cbon coeanHeHun B oTaenbHOM "aepese” (MapLipyTte
nepegayn AaHHbIX) HE OTpasnTCsa Ha Apyrux "gepeBbsax” N, COOTBETCTBEHHO, BO3MOXHbLIX Map-
wpyTax. Takke 6narogaps MSTP obnervaetcs 3agada agMUHUCTPUPOBAHUSA U YMpaBreHUs
KPYMHBbIMU CETSIMU: MOXXHO MCMONb30BaTb Pe3epBHblE MapLUpyThl Nepedayn AaHHbIX NyTeEM Ha-
CTponkn Heckomnbkux VLAN 1 HAcTponKkon He3aBUCUMbIX "OepeBbeB" Ha MOYUUBLUNXCHA CErMEH-
Tax ceTw.

Mpounntoctpupyem paboty MSTP Ha npoctom npumepe (pucyHok 1.25). [lonyctum, ceTb co-
CTOUT U3 3 KOMMYTaTOPOB, COeOMHEHHbIX Mexay cobon. B cetn HacTpoeHbl 2 VLAN ¢ VID 10 n
20. Ha xommyTaTtope 1 VLAN 10 u 20 HacTpoeHbl Ha pa3sHbiXx NopTax Takum ob6pasom, 4YTo Tpa-
duk gns obonx VLAN 10 1 20 nepenaetcsa no pasHbiM coeanHeHuaMm. Ha nepBbin B3rnsg, ta-
Kas KOHUrypaumsi 4OCTaToOMHO 0OblYHA M XOPOLLO NoAxXoanT Anst 6anaHCUPOBKN Harpy3ku nNpu
nepegade Tpadumka asyx pasnumynbix VLAN. OgHako B ceT HacTpoeH npotokon STP.

Ecnun kommyTaTtop 3 6yaet BbibpaH KOpHEBLIM KOMMYyTaTopom Anst STP, To coeguHeHne mexay
KommyTaTtopammn 1 n 2 6ygeT 3abnokuposaHo. B atom cnyvae tpaduk ns VLAN 20 He cmoxeT
nepegasaTbCd Mo ceTu. ATa npobrnema BO3HMKAET NOTOMY, YTO KOMMyTaTOpPbl paccMaTpuBatoT
VLAN 10 n 20 kak He3aBMCUMbIE CETU, B TO BpeMsl kak npoTokon STP paccmaTtpuBaeT TOMNoso-
rMI0 CETU KakK OOHY LIENyH CeTb.

Kommyrarop 1

KoMmyratop 2 Koumgtozop 3

B pesyneraTe pabotu STP @ Tpadmx na VLAN 10 nepeaaeTca @ Tpacmx ms VLAN 20 nve moxeT
XOMMYTaTOP 3 B6IOp 3H KOPHEE HIM, mexay xommyTaTopamm 1u3 ST nepe A3H MeX Ay KOMMYTa
COCAMHEHME MEX XY KOMMYTATOPam Topamm 1n 2

112 6unozabnormpoeano

PucyHok 1.25.
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OagHum n3 pelueHnn nogobHon npobnembl MOXET CcTaTb HacTpomka HesaBUCUMbIX konun STP
Ha koMmyTaTopax. Ho HacTporka He3aBuCUMbIX konun STP He npuMeHsieTcsd, T.K. 3TO MOXET
NPUBECTU K 3HAYUTENBHOMY CHUKEHUIO NPOU3BOANTENBLHOCTU ceTu. K ToMy e, NS MHOMUX ce-
Ten HeT HeoOXOAMMOCTW BbIMOSHATL CIOXHbIE HACTPOMKW. [opasao npeanodTUTenbHee Ha-
CTpouTb eanHyto cTpykTypy STP Ha Bcen ceTw.

[na HopmanbHOro B3anMMOOENCTBUSI HECKONbKUX YCTPOMCTB, OHU AOSMKHbI COMOCTaBNATL pas-
nuyHble VLAN C HecKonbKMMM BO3MOXHbBIMW BapuvaHTaMy NpOXOoXOeHus Tpaduka - Konnamm
aepesa STP. imeHHo anga atoro u cnyxut npotokon 802.1S MSTP. Boaspaluasch k npumepy,
MOXHO yBMAeTb, YTO 802.1S AEWCTBUMTENBHO pellaeT NOCTaBfEHHYO 3afady: ecrnv HasHa4uTb
VLAN 10 Ha konmnto MSTP nog Homepom 1, a VLAN 20 conoctaBuTb ¢ Konven 2. T.0. nony4nT-
Cs ABe He3aBucuMbIx Toronorun gepesa STP. Kommytatop 3 CTaHOBUTCHA KOPHEBBLIM ANSA KO-
num MSTP Homep 2 n BGnokMpyeT npoxoxaeHue Tpaduka mexay kommytatopamu 1 n 2. Ho, B
oTtnu4dme ot npotokona 802.1D STP, aTo coeanHeHne GNOKMPYETCst TONbKO ANA NPOXOXAEHUSA
Tpadmka ns VLAN 10. Tpadumk nsa VLAN 20 6ygeT nepegasatbCa No 3TOMYy COeANHEHMNO. AHa-
norn4yHeiM obpasom konus MSTP nog Homepom 2 BeibepeT koMMyTaTop 2 B KAYeCTBE KOPHEBO-
ro n 3abnokupyet coeanHeHve mexay kommyTtatopamu 1 1 3 gna Tpadmka ns VLAN 20.

Takum obpasom, gocturaetcs Tpebyemas paboTa ceTu: ocyecTBnsieTca banaHc Harpy3kmn npu
nepenayve Tpaduka Heckornbkux VLAN no pasHbiM COeaUMHEHNAM U B TO e BpeMsl B CETU OT-
CYTCTBYIOT fiornyeckme "netnu".

iz b 7 1O 4

®
O

WLAM 20, WLA N0,
MSTF Instarce 2 M ETF Irstance 1

KomMyTaTop 3:

Root Instarce 1
B woriiv MSTP womep 1 B wonim METP nomep 2 Tpade nz WLAN 10 Tpadux n: WVLANZD
EOMMYTATOD 3 EraBpaH KopHe Bl , KOMB WTATOD 2 EuGpaH KOpHE BIM, NepefasTca Mex gy NepEgasTca Max gy
COSAMHEHE &L KO MyTATORaM COSAMHEHIE METAY KOMMYTAT oM womMMyTaTopams 1 13 rommyTaropany 1u 2
M 112 gnaVLAN 10 Bw no W 1w 3 gnaVLAN 20 Guno
136 ROKHPO BAKO 1AGROKHPOEIHG

PucyHok 1.26.
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7. TexHonorua Quality of Service

7.1. BBegeHue

B HacTosillee BpemMsi BMECTE C MiIaHOMEPHBLIM YBENUYEHWEM CKOPOCTEN nepefayn AaHHbIX B
TeNeKkoOMMYHMKaUMaX yBENMUMBAETCA O0Ms UHTEPAKTUBHOrO Tpadmka, KpaHe Y4yBCTBUTENbHO-
ro K napameTpam cpefbl TpaHCNopTUPOBKK. NoaToMy 3agava obecneyeHust kavecTBa 0b6CnyXu-
BaHuA (Quality of Service, QoS) cTaHoBUTCA BCe Bonee akTyanoHON.

Onpegenennin TepmmnHa QOS HACTONMbLKO MHOrO, YTO Mbl BblbepeM eqUHCTBEHHO BEPHOE — OT
Cisco: "QoS — QoS refers to the ability of a network to provide better service to selected net-
work traffic over various underlying technologies...". YToO MOXHO nUTepaTypHO NepeBecTn Kak:
"QO0S — cnocobHocTb ceTn obecneunTb HEOBXOOMMBIN CEPBUC 3adaHHOMY TpaduKy B onpeae-
NEeHHbIX TEXHOMOrMyecknx pamkax".

Heobxoanmblli cepBUC ONUCbIBAETCSA MHOIMMU NapaMmeTpamu, OTMETUM CPean HUX CaMble BaX-
Hble:

v' Bandwidth (BW) — nonoca nponyckaHusi, onncbiBaeT HOMUHANbHYK MPOMYCKHYH Cnocob-
HOCTb cpefbl Nnepeayn nHgopmaummn, onpegensieT WUPUHY KaHana.

Delay — 3agepka npv nepegade naketa.

Jitter — konebaHue (Bapmauus) 3agepXk1 Npu nepegade NakeTos.

Packet Loss — noTepu nakeToB, onpeaensieT KoNM4ecTBO NakeToB, OTOpacbiBaeMbIX CETbIO
BO Bpemsl nepenayw.

ANANRN

Cnyx6a QoS nmeeT pacnpeferneHHbli xapakTep, Tak Kak ee 3fieMeHTbl AOSMKHbI MPUCYTCTBO-
BaTb BO BCEX CETEBbIX YCTPOMCTBAX, NPOABUraloLLMNX NakeTbl: KOMMyTaTopax, MapLLpyTM3aTo-
pax, cepepax goctyna. C apyron CTopoHbl, cnyxb6a QoS gormkHa BKNOYaTh TakkKe 3NIEMEHTDI
LleHTPanM30BaHHOIO yrnpaBneHnsl, NOCKOMbKy paboTy OTAENbHbIX CETEBbLIX YCTPOWCTB, Noaaep-
XuBawLwwmx QoS, HY>KHO KOOPANHUPOBATL, YTOObI KA4eCTBO 0OCNyKMBaHMSA OblNo OAHOPOAHbLIM
BAOJMb BCEro NyTW, NO KOTOPOMY crneayrT naketbl notoka. Jltobble rapaHTum QoS HacTomnbKo
XOpOLUN, HacKomnbKo Mx obecnevnBaeT Hanbonee "cnabbli" anemMeHT B Lienovke Mexay oTnpa-
BuTENEM M nonyyatenem. Moatomy nogaepxka QoS TONbKO B OQHOM CETEBOM YCTPOWCTBE,
nycTb AaXe U MaructpanbHOM, MOXET BeCbMa He3HaYMTENbHO YNy4YlNTb Ka4yecTBO 0OCMyXu-
BaHMS UMK XKe COBCEM He BInMATb Ha napameTpbl QoS.

Ha pucyHke 1.27 npepacTtaeneHa 6asoBasi apxutekTypa cnyx6bl QoS ¢ anemMeHTamu Tpex oc-
HOBHbIX TUMOB:

v cpepacte QoS yana;

v/ MPOTOKOMNOB curHanusaumm QoS;

v UeHTpanu3oBaHHbIX PYHKUUIA NONUTUKK, yNpaBneHns 1 yyeta QoS.

7.2. CepBucHble moaenu QoS

Best Effort Service

HerapaHTnpoBaHHas goctaBka. AGCOMOTHOE OTcyTcTBME MexaHm3aMmoB QOS. McnonbaykoTtcs
BCE OOCTYMHblE pecypcbl ceTn 6e3 Kakoro-nmbo BblAeneHUss OTAENbHbIX KIaccoB Tpaduka u
perynupoBaHusi. CynTaeTcsi, 4To Nnyywnm MexaHuamom obecneyeHns QoS aBnseTca yBenuye-
HMe NPOMNYCKHOM CNOCOBHOCTU. OTO B MPUHLIMNE NPaBUITbHO, OQHAKO HEKOTOPbIe BUAbI Tpaduka
(Hanpumep, ronocoBow) O4eHb YyBCTBUTENbHbI K 3aAepXXkaM NakeToB 1 BapyaLumn CKOPOCTU MX
npoxoxaeHus. Mogenb «Best Effort Service» gaxe npy Hanuuum 6onbLUMX pe3epBOB AOMNyCKa-
€T BO3HVMKHOBEHWE Neperpysok B cryvyae pesknx BCnneckoB Tpaduka. Noatomy 6einm paspabo-
TaHbl U Apyrue noaxoabl k obecneyeHmio QoS.
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< QoS «M3-KoHLa-B-KOHEeL» >

HPOTOKOHbICMFHaﬂMSQHMM

§ QoS Dﬂ

Monutuka,
KoHanLmoHu- ynpasneHue,
poBaHue yyet
Tpagumka

Ob6cnyxuBaHue
ovepenen

PucyHok 1.27. BasoBas apxutekTtypa cnyx6ol QoS.

Integrated Service (IntServ)

Integrated Service (IntServ, RFC 1633) — mogenb MHTErpMpoBaHHOro obcnyxueanusa. MoxeT
o6ecneunTtb ckBo3Hoe (End-to-End) kavecTtBo obcnyxmnBaHus, rapaHTUpys HeoBXoanMyko Npo-
MYyCKHYI0 CrnocobHOCTb. IntServ ncnonb3yeTt ans cBoux Uenen npoTtokon curHanusaumum RSVP
(ReSerVation Protocol). [Mo3BonseT npunoXeHnsam BblpakaTb CKBO3Hble TpeboOBaHMs K pecyp-
caM N COAEepPXUT MexaHu3mbl obecnevyeHns gaHHbIX TpeboBaHui. IntServ MOXHO KpaTko oxa-
paKkTepn3oBaTb Kak pesepBupoBaHune pecypcoB (Resource reservation).

B cooTtBeTCcTBUM C KOHUenuuammn «Integrated Services» npunoxeHuns moryTt BelbupaTtb Ans CBo-
NUX MOTOKOB AaHHbIX NOOBON M3 MHOFOYMCIEHHbBIX KOHTPONMPYEMbIX YPOBHEN KayecTBa obcCny-
XuBaHud. [inga atoro k 6a3osbiM IP-cepBucam nob6aBnsioTCa HOBblIE KOMMOHEHTbI U MEXAHU3MbI.
O6cnyxunBaHve B peanbHOM BpeMeHu TpebyeT rapaHTuii, 1 3TU rapaHTum He MoryT BbiTb obec-
neyeHbl 6e3 pesepsupoBaHud. NpoTokon pesepeupoBaHua RSVP npegycmartpusaeTt, 4to pe-
CypCbl pe3epBUPYIOTCA ANSA KaXaoro notoka, Tpebytowero QoS, Ha KaXaom MPOMEXYTOYHOM
MapLLpyTM3aTope Ha MyTW OT OTNpaBuTENs K Mofy4vaTeniio ¢ UCMOofb30BaHMEM CUrHanusauum
«W3 KOHLIA B KOHEL». JTO, B CBOIO o4epeb, TpebyeT XpaHeHUsa Ha MapLupyTmu3aTopax AaHHbIX O
COCTOSIHUM KaXXOOr0 KOHKPETHOro noToka W, Kak crieactsue, nogpasymeBaeT KapauHanbHble
n3mMeHeHus B obuwern mogenu Internet. Kpome Toro, Takoe pelleHne npegnaraet cnocob nepe-
Aadn TpeboBaHM NPUINOXEHUS 3NIeMEHTaM CeTW, PacnonoXeHHbIM BAONb MyTW, N ObMmeHa
cnyxebHon nHdopmauuen QoS mexay ceTeBbIMU ANeMEHTaMU U NPUNOXKEHNEM.

Hepoctatku ncnone3osaHusa npotokona RSVP cnegytowme:

v/ BpeMS Ha NPOKMagKy MapLupyTa pe3epBMpPOBaHMS, YTO MOXET OblTb KPUTUYHLIM B [NO-
OanbHbIX CeTsX;

v 3arpyska NpoMeXyTOYHbIX MapLLpyTM3aTOpPOB MHPOPMaLMEN O XapakTepe nepeaaBaemoro
Tpadumka.
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Differentiated Service (DiffServ)

Differentiated Service (DiffServ, RFC 2474/2475) — mogenb anddepeHLmMpoBaHHOro obcny»xu-
BaHus. OnpegensieT obecneyeHne QoS Ha OCHOBE YeTKO ornpeAeneHHbIX KOMMNOHEHTOB, KOM-
OGuHMpyembIX C Lenbio npegoctaBnenns Tpebyemblx yenyr. Apxutektypa DiffServ npegnonara-
eT Hann4yme kraccmudunkaTopos U popmmupoBaTenen Tpaduka Ha rpaHuLe ceTn, a Takke noa-
AepxKy (OYHKUMM pacnpefeneHus pecypcoB B siape ceTu B Lensax obecneyeHus Tpebyemoin
nonuTukK nowiarosoro obcnyxusanus (Per-Hop Behavior - PHB). Pasgenset tpaduk Ha knac-
Cbl, BBOAs1 Heckonbko ypoBHen QoS. DiffServ coctout u3 cnegyowmx yHKUMOHANbHLIX 6510-
KOB: rpaHu4YHble chopmupoBaTenu Tpaduka (Knaccudukaums nakeToB, MapKMpoOBKa, yrnpasne-
HVMe MHTEHCUBHOCTbLIO) N peanu3aTtopbl PHB nonutukn (pacnpepeneHne pecypcos, NOnuTuKa
oTbpacbiBaHus nakeToB). DiffServ MOXHO KpaTKo oxapakTepu3oBaTtb kak npuoputesauuto Tpa-
duka (Prioritization).

MexaHuambl «Differentiated Services» ycoBeplleHcTByOT npoTokon IP ¢ uenblo npeogonetb
orpaHmyenus IntServ/IRSVP n obecneuntb macwtabupyemoe n3bumpartensHoe o6CcnyKMBaHue B
Internet 6e3 HeobxoaNMMOCTIN 3anOMUHATBL COCTOSIHWE KaXXOoro NoToka v nogaepxmBaTb CUTHa-
nusaumo. B otnnumne ot RSVP, B cnyyae DiffServ otnpasutenb n nonyyatens He obmeHuBa-
toTCA MHopMaumen o TpeboBaHUSAX K KayecTBy ODCNy>XMBaHUS, YTO WUCKMNOYaeT BPEeMEHHble
3aTpaTbl Ha Npoknagky nytu, npucywmne RSVP.

MexaHuamel DiffServ orpaHnymBaloTCs TONbKO YCTAaHOBIEHMEM COOTBETCTBMS MEXAY yCryramu
N pasnnMyHbIMM YPOBHSIMU «4yBCTBUTENBHOCTMY» K 3adepkkaM W NoTepsiM, TO eCTb He MMeIoT
Aena ¢ TOYHbIMU 3Ha4YeHusIMM Unu rapaHTusamMmu. OHKM He paccunTaHbl Ha obecneveHne Toro Unu
MHOro ypoBHA 0bcnyxmBaHusl. BMmecto 3Toro oHu crtapatrTca obecneyntb OTHOCUTENbHOE Yno-
psgouMBaHMe arpermpoBaHHbIX MOTOKOB, TaK YTO C OAHUM arpernpoBaHHbLIM MOTOKOM OyayT
«obpawaTbCs ny4dwle», Yem € ApYyruMm, B 3aBUCMMOCTU OT NpaBun obCcnyxMBaHUs, onpeaenex-
HbIX OS5 KaXXO0ro arpermpoBaHHOro NoToKa.

MacwTtabupyemocTtb apxutektypbl DiffServ gocturaetcsa 3a cdet obbeamHeHunsa knaccuduka-
LIMOHHBIX NPU3HaKoB Tpaduka, Npu 3ToM MHopMaums O Tune Tpaduka nepegaeTcsa B 3aronos-
ke IP-gaTarpaMmmel. [1pn 3TOM CNoXHble onepaumn Knaccudukaumm, MapkupoBKW, onpeaeneHuns
npaeun obCcnyxmBaHust 1 POpMMpPoBaHUSA Tpadunka HeobXoaNMO BbINOMHATL TOMbKO Ha rpaHu-
Liax CeTU Unu e Ha xocTax

Byaywasa moaenb QoS

Mpumensiemble BMecTe IntServ u DiffServ moryt cnocobctBoBath BHeapeHuto |P-TenedoHuum,
BMAEO Mo TPebOBaHNIO M Pa3NMYHbIX KPUTUHECKN BAXKHbIX AN1S NpeanpustTuin He MynbTumeauni-
HbIX NpuNoxeHun. IntServ no3sonseT xoctam 3anpalumBaTbh KOHKPETHbIN 06BbEeM pecypcoB Ans
Ka)xgoro noToka u ucnonb3oBaTb 0OpaTHY CBA3b AN1A onpeaeneHns BO3MOXHOCTM BbIMOSHe-
Hna 3anpocos. DiffServ obecneunBaet macuTabupyemMocTb 5 KPYNHbIX CETEN.

B HacToslee Bpemsi npeanoxeHa rmbpuagHas CTpykTypa, KoTopas, no-Buaumomy, siBrsieTcs
Hanbonee BbIUIPbIWHLIM kKOMpomuccom. OHa npegycmaTpmBaeT NpUMEHEHWe MoOenu, B Ko-
Topon nepudepuriHblie nogcetu nogaepxueaot RSVP un IntServ. 3T nogcetn ceA3aHbl ceTa-
mu DiffServ. Bnarogaps macwrtabupyemoctu ceten DiffServ gaHHas mogenb nossonseT pac-
WnpuTb AnanasoH gencteusa ceten IntServ/RSVP. MNMpomexyTtouHble cetn DiffServ Boirnaaar
ansa ceten IntServ/RSVP kak 0gHO TpaH3MTHOE 3BEeHO. XOCTbl, NOOKIIOYEHHbIE K nepudepnin-
HbIM ceTam IntServ/IRSVP, nepegatot yepes cetn DiffServ 3anpocbkl gpyr apyry Ha pesepsupo-
BaHWE pecypcoB And Kaxaoro OTAeNnbHoro notoka. BHyTpu nepudepuiiHbix  ceTen
IntServ/RSVP npumeHsieTca ctaHgaptHas obpaboTtka npotokonos IntServ/RSVP, a curHanb-
Hble coobeHns RSVP nepegatotca vepes cetu DiffServ npospadHbivm o6pasom. YcTponcTea
Ha rpaHuue mexgy cetamum IntServ/IRSVP n cetamu DiffServ obpabatbiBatoT coobieHna RSVP
n obecneynBaloT BXOQHOWM KOHTPOSb C Y4€TOM Hannumsa pecypcos BHyTpu ceTu DiffServ.
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7.3. basoBble pyHKUMM QOS

BaszoBble yHkuMM QOS 3akntovaroTcs B obecrneveHmn HeobxoaMMbiX NapameTpoB cepBuca U
onpeaendarTcd Nno OTHOWEHUIO K Tpaq)ley KakK:

Kraccuukaums;

pasmeTka;

ynpaeieHue neperpyskamu;

npefoTBpaLLEeHNE NepPerpy3ok;

perynupoBaHue.

ANANENENEN

dyHKUMOHAmNbHO Knaccudmkaumus 1 pasmeTka Yalle Bcero obecneynBaloTcs Ha BXOOHbIX MOp-
Tax 0bopyA0OBaHUs, a ynpaBrieHne u NpefoTBpaLleHne neperpy3ok — Ha BbIXOOHbIX.

Knaccudmkauma u pasmetka (Classification and Marking)

Knaccudukauusa naketo (Packet Classification) npencraBnsaet cobon MexaHn3mM COOTHECEHUS
nakeTa K onpegeneHHoMy knaccy tpaduka. [pyron He MeHee BaXXHOW 3agaden npu obpaboTtke
nakeToB aBrnsieTcs MapkuMposka naketoB (Packet Marking) - HasHayeHue COOTBETCTBYHOLLErO
npuoputeta (MeTkn). B 3aBMCMMOCTM OT ypoBHS paccmoTpeHus (nveetcsa B Buay OSI) aTu 3a-
Aayu peLlarTcs no-pasHoMmy.

Layer 2 Classification and Marking

lNMpoTokon Ethernet B 4unctom Bnge He nogaepxmeBaeT nosne npuoputeta. Noatomy Ha Ethernet
noptax (Access Port) Bo3aMOXXHa NULLb BHYTPEHHAS (MO OTHOLLEHUIO K KOMMYyTaTopy) Krnaccudu-
Kaums no HOMepy BXOASILLEro nopTa 1 OTCYTCTBYET Kakas-nnbo mapkMpoBKa.

Bbonee rmbknm pelueHnem siBnsieTcs ncnonb3oBaHve ctaHgaprta IEEE 802.1P, koTtopbi pa3pa-
B6aTbiBancs coemecTtHo ¢ 802.1Q. Nepapxus oTHOoWeHWI 3aechb cneaytowas: 802.1D onucbiBa-
€T TeXHONOorn MocToB U aBnseTcsa 6asosoi ana 802.1Q 1 802.1P. 802.1Q onuckiBaeT TeXHO-
noruto BupTtyanbHbix ceten (VLAN), a 802.1P obecnevyeHne kavectBa obcnyxueaHus. B ue-
nom, BknoveHne nogaepxkn 802.1Q aBTOMaTMYECKM OaeT BO3MOXHOCTb WCMONb30BaHUS
802.1P. CornacHo ctaHgapTy Mcnonb3ytoTca 3 GuTa B 3aronioBKe BTOPOro YPOBHS, KOTOPbIE Ha-
sbiBatoTcsa Class of Service (CoS). Takum obpasom, CoS MoxeT npuHMmaTh 3HadeHust ot 0 go
7.

ETHERNET FRAME

HEADER

202.10

PucyHok 1.28. JlononHutensHoe none CoS B 3aronoske kagpa Ethernet.

Layer 3 Classification and Marking

MapwpyTusmpytoiee obopynosaHue (Layer 3) onepupyet IP naketamu, B KOTOpbIX Nog Lenuv
MapKMpPOBKM NPeaycMOTPEHO COOTBETCTBYIOWee none B IP-3aronoske - Type of Service (ToS)
pasmepoM oavH 6ant. ToS moxeT 6biTb 3anonHeH knaccudukatopom IP Precedence wnu
DSCP B 3aBucumocTn ot 3agaun. IP precedence (IPP) umeet pasmepHocTtb 3 6uta (npuHumaet
3HayeHus 0-7). DSCP otHocuTes k mogenu DiffServ n coctont n3 6 6ut (3HaveHus 0-63).

Kpome umdposor popmbl, 3Ha4eHns DSCP mMoryT 6bITb BblpaXeHbl C UCNOMNb30BaHUEM Cneuu-
anbHbIX KMOYEBLIX CMNOB: AOCTaBka Mo Bo3MoXHocTn BE — Best Effort, rapaHTupoBaHHast goc-
TaBka AF — Assured Forwarding n cpouHas gocrtaBska EF — Expedited Forwarding. B gononHe-
HMEe K 3TUM TPEM Kraccam CyLLUECTBYHOT KOObl CenekTopa KraccoB, KOTopble fobaBnsawTcs K
obo3Ha4veHunto knacca n obpatHo coBmectumsbl ¢ IPP. Hanpumep, 3HavyeHne DSCP pasHoe 26
MOXHO 3anucaTb Kak AF31, 4TO NOMHOCTLIO paBHO3HAYHO.
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IP PACKET

HEADER

IP PACKET

PucyHok 1.29. MNone TOS B IP-3aronoske.

YnpaBneHue neperpy3skamm (Congestion Management). MexaHuam o4yepegen.

[Tepeepy3sku (Congestions)

Meperpy3ka BO3HMKaET B Criydyae nepenofiHeHMs BbIXOA4HbIX OydepoB nepeaatowero Tpaduk
o6opynoBaHnsi. OCHOBHbIMW MeXaHU3MaMn BO3HWKHOBEHMS Neperpysok (Mnu, YTo paBHO3HA4-
HO, CKOMNneHun — congestions) aBnseTcsa arperaums Tpadguka 1 HeCOrnacoBaHHOCTb CKOPOCTEN
Ha nHTepdencax.

YnpaBneHue nponyckHOW CNOCOBHOCTLIO B Criyvae neperpysok (Y3KMx MecT) OCyLecTBNAeTCH C
NOMOLLbIO MexaHu3ma odepefei. [NakeTbl NnomeLlaloTcs B ovepean, KoTopble ynopsgovyeHHO
obpabaTbiBaloTCs MO onpeaeneHHoMy anroputmy. dakTuueckn, ynpasneHve neperpyskamm —
9TO onpefeneHne nopsigka, B KOTOPOM NakeTbl BbIXOAAT U3 nHTepdenca (oyepeaen) Ha OCHoBe
npuoputeToB. Ecnu neperpysok HeT — odepeamn He paboTaloT (M He HyxXHbI). MNepeuncnum me-
Toabl 06paboTkM ovepenen.

Layer 2 Queuing

dunanyeckoe yCTPOMCTBO KIACCUYECKOro KOMMyTaTtopa MOXHO YMNpPOLLEHHO npeacTtaBuTb cre-
ayrowmm obpasom: nakeT NpUXoamMT Ha BXOAHOMW NopT, obpabaTtbiBaeTca MEXaHM3MOM KOMMY-
Tauum, KOTOPbIV peLlaeT, Kyaa HanpaBuTb NakeT, U nonagaeT B annapaTtHble odepean BbIXOA-
Horo nopta. AnnapaTHble oyepean npeactaBnsaeT cobon GbICTPY0 NamMATb, XPaHSLLYH NakeTbl
nepesg TeMm, Kak OHW NonaayT HenocpeacTBEHHO Ha BbIXxOA4HOM NopT. [anee, cornacHo onpeae-
NEHHOMY MexaHn3My ob6paboTKM, NaKeTbl N3BNEKAKOTCHA N3 OYEPEAEN U MOKMAAT KOMMYTaTop.
M3Ha4yanbHO oyepean paBHOMPaBHbI U UMEHHO MexaHu3M obpaboTkm ouvepenen (Scheduling)
onpegenseT npuoputesaunto. OBbIYHO KaXkabl MOPT KOMMYyTaTopa COAEPXUT OrpaHUYeHHoe
yucno ovepegen: 2, 4, 8 n Tak ganee.

B 06wwmx yepTax HacTporka npuopuTesaumm 3aknoyaeTcs B cnegyroLem:

1. W3HavanbHO o4epeau paBHomnpasHbl. [103TOMy npegsapuTeribHO HEOBXOAMMO UX HACTPO-
UTb, TO €CTb OnNpeaenuTb 04epeaHOCTb (MM NPONOpPLMOHANbHOCTL ob6bema) ux obpaboT-
Kun. Yawe Bcero aTo genaetcs npusdaskon npuoputeTtos 802.1P Kk ovepeasm.

2. Heobxogummo ckoHdurypmpoBatb 06pabotumk ovepenen (Scheduler). Yalue Bcero ncnonb-
3yl0TCS B3BeLLeHHbIM umknuyeckui anroputMm (Weighted Round Robin, WRR), koTopbi
paboTaeT Takke Kak HacTpamBaeMble odepeamn (Custom Queueing) Ha ypoBHe 3 (CM. Hu-
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Xe), unu ctporas ovyepeab npuoputetoB (Strict Priority Queueing), koTopasa paboTaeT Tak-
Xe Kak npuoputetHoe obcnyxumsaHue (Priority Queueing) Ha ypoBHe 3 (CM. HUXe).

3. HasHauyeHve npuopuTeTa nocTynawwmm naketam: no BxogHomy nopty, no CoS wunn, B
cny4ae fononHuTenbHbIX Bo3MoxHocTen (Layer 3 switch), no kakum-to nonsm IP.

@ 1 MBS
S N 1 MBIT/S
‘ NET ))

/‘:\— -

1T MBIT/S

\‘ 1 MBIT/S
@ @

il

1T MBIT/S

Z MBIT/S ——F — 1 MBIT/S
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.

PucyHok 1.30. NMpumepsbl —B:OSHV-IKHOBeHI/Iﬂ neperpysok.

PaboTtaeT Bce aTo cneayowmm obpasom:

1. TMMakeT nonagaet B KoMmmyTaTop. Ecnun ato 06bivHbIN Ethernet nakeT, To OH He nmeeT meTok
npuopuTeTa 1 TakoBas MOXeT BbICTaBNATLCS KOMMYTaTOpPOM, Hanpumep, N0 HoOMepy BXOA-
HOro MopTa, eCnn aTo HYXXHO. Ecnu BxogHon nopT TpaHkoBbin (802.1Q wunwn ISL), To nakeT
MOXET HECTU METKY NpMopuTeTa U KOMMYTaTop MOXET ee NPUHATb NN 3aMeHUTb Ha Heob-
xoammyto. B nobom cnyyae naket Ha AaHHOM 3Tane nonasn B KOMMYyTatop U MMeeT Heob-
xogumyto pasmetky CoS.

2. [Mocne obpaboTkn npoueccoM KOMMyTauuu NakeT B COOTBETCTBUM C METKOW npuoputeTa
CoS Hanpasnsetcs knaccudukatopoM (Classify) B cooTBETCTBYIOLLYIO 04epeib BbIXO4HO-
ro nopta. Hanpumep, kputuyeckui Tpaduk nonagaeT B BbICOKONPUOPUTETHYIO, @ MeHee
BaXXHbI B HU3KOMPUOPUTETHYHO OYepeaM.

3. MexaHuam obpaboTtku (Scheduling) nssnekaet nakeTbl U3 oyepenen CornacHo nx nNpuopu-
TeTam. /13 BbICOKONPMOPUTETHON oYepean 3a eanHuLy BpeMeHN OyaeT Bbl4aHO Ha BbIXOA-
HoW nopT 6onblue NakeToB, YEM U3 HU3KONPUOPUTETHOWN.
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PucyHok 1.31. MexaHnam o6paboTtkm Bxogswero Tpaduka cornacHo CoS.

QuUEUE

INPUTY

Layer 3 Queuing

MapLpyTusmpytoime ycTponcTea onepupytoT naketamm Ha TpetbeM yposHe OSI. Yawe Bcero
nogoepxka odepegen obecneunBaeTcs nporpammMHo. OTO O3Ha4vaeT B HOMbLIMHCTBE CryvaeB
OTCYTCTBME annapaTtHbIX OrpaHUYEeHUN Ha nx Yncno n 6onee rmMbkoe KOHPUIypUpoBaHNE Mexa-
HM3moB obpaboTkn. Obwas napagurma QoS Layer 3 BkMoYaeT Knaccuukaumio 1 MapKMpoBKyY
naketoB Ha Bxoge (Classification & Marking), pacnpegeneHme no oyepegsam m nx obpaboTky
(Scheduling) no onpeaeneHHbIM anropuTMam.

W ewe pas nogyepkHeMm, 4TO npuoputesauns (ouepeamn) TpebyeTcss B OCHOBHOM TOMbKO B y3-

KMX, 3arpy>KeHHbIX MecTax, Korga npornyckHOM CnocoBHOCTU KaHana He XBaTaeT Ana nepegaydv

BCEX MOCTyNaroLWmnxX NakeToB M HYXXHO Kakum-To obpasom anddpepeHumpoBaTb nx 06paboTky.

Kpome Toro, npuoputesaumnsa Heobxoguma un B criydae NpefoTBpaLlLeHUs BINSAHMSA BCMIECKOB

CeTeBOM aKTMBHOCTM Ha YyBCTBUTENbHbIN K 3a4epXXkam TpaduK.

MpoBegem knaccudpumkaumnio Layer 3 QoS no metogam obpaboTtkn oyepepen. Yawe Bcero B

MapLLpyTM3aTopax 1 KOMMyTaTopax NPUMEHSIIOTCA creayoLlme anroputMbl o6paboTkm ovepe-

Jewn:

v' TpaguumnoHHbIn anroput™ FIFO;

v' npuoputeTHoe obcnyxueanue (Priority Queueing), koTopoe Takke HasbliBalT «NoAaBsito-
LMY

v'  HacTpamBaeMmble ovepean (Custom Queueing);

v B3BelLeHHoe crnpaBeanmeoe obcnyxmeaHne (Weighted Fair Queueing, WFQ).

Kaxxabii anropuTm paspabarbiBanca st peweHns onpenenéxHbix 3agad u nosTomy cneundu-
YecknMm 06pa3oM BO3AENCTBYET Ha Ka4eCTBO 0BCMyXMBaHUA pasnuyHbiX TUNOB Tpaduka B ce-
TN. BO3MOXHO KOMOMHMPOBAHHOE NPUMEHEHME ITUX anrTOPUTMOB.

FIFO

OnemeHTapHas oyepedb C nocriefoBaTernbHbIM MPOXOXAEHMEeM nakeToB, paboTtaiwowas no
npuHUuny nepebi npuwen — nepsbii ywen (First In First Out - FIFO. 3gecb HeT HuKakon npu-
opuTesauumu.

lMpuopumemHoe obcnyxusaHue
MexaHnam npuoputeTHon 06paboTkn Tpaduka npegycmaTpmBaeT pasgernieHne Bcero CeTeBoro
Tpaduka Ha HebOrbLLOE KONMYECTBO KNAaCcCOB C HAa3HA4YeHMEeM KaXgoMy Knaccy HEKOTOPOro Yu-
CnoBoro npusHaka — npuoputeta. bnok knaccudukauumn Tpadmka MoxeT pasmeLLaTbCs Kak B
camMoMm ycTponcTtse (pucyHok 1.32), Tak u BHe ero.

Quepeau pasHux NPHOPUTETOR

e P acin o donee
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(IP Pracadence, . a6comoTHR SHopes
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Byhepa paznuyHOR MINHL

PucyHok 1.32. Opranunsaumsa npuopuTeTHbix odepeaen Priority Queueing.
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HesaBucumo oT BbibpaHHOro cnocoba knaccudukaumm Tpadumka, B CETEBOM YCTPONCTBE MMe-
€TCHA HEeCKONbKO oyepenen, B COOTBETCTBUM C KOMMYECTBOM Kraccos. [locTynueLInK B nepuos
neperpyskn naket noMeLLaeTcd B odepeb COrnacHo ero npuoputety. Ha pucyHke 1.32 npuse-
AEeH Npumep MUCMNOMb30BaHUSA YeTbIpex MPUOPUTETHLIX ovyepenen: C BbICOKUM, CpegHUM, HOp-
ManbHbIM W HU3KMM npuoputeToM. [pruoputeTbl oyepeden UMerT abComMTHLIN XapakTep
npeanoyTeHns npu obpaboTke: noka n3 6onee NpMoOpUTETHOM oYepean He ByayT BolGpaHbl BCe
nakeTbl, YCTPONCTBO He nepexoauT K obpaboTke cnegyolwlen, meHee npnopmuteTHon. MNoatomy
nakeTbl CO cpegHUM npuopuTeToM Beerga obpabaTtbiBaloTCs TONbKO TOrAa, Korga ovepeb na-
KETOB C BbICOKUM MPUOPUTETOM MyCTa, a NaKeTbl C HU3KNUM MPUOPUTETOM — TONBLKO KOraa nycrbl
BCE BbILLECTOSLLNE OYepeaM.

KoHeuHbIi pasmep OydhepHoOn namaTh ceTeBOro yCTPOMCTBA MpeanonaraeT HEKOTOpYyH npe-
AENbHYO ANUHY Kaxaon odepean. OBbIMHO NO YMOMYaHUIO BCEM MPUOPUTETHBIM OYepeasiM OT-
BoasTcs Bydepbl 0AMHAKOBOro pa3mepa, HO MHOrMe YCTPOMCTBa paspeLuaroT agMUHUCTpaTopy
BblOENATb KaXA0WN o4yepenn vHamBuayanbHbin 6ydep. Ero makcnmanbHasa gnvHa onpegensiet
npegenbHoe KONMMYeCTBO NakeToB, KOTOPblE MOTYT XpaHUTLCSA B ovepean 4aHHOro npuoputeTa.
MakeT, nocTynmnBLLMI B TO BpeMmsi, Koraa 6ydep 3anonHeH, NpocTo oTopackiBaeTcs.

MpuopuTteTHoEe obcnyxuBaHne odepenen obecnevmBaeT BbICOKOE Ka4eCTBO cepBuca AN nake-
TOB M3 CaMOMn NpUoOpUTETHON oYepeaun. Ecnu cpeaHasa MHTEHCUBHOCTL MX NOCTYMNMNEHUSA B yCT-
PONCTBO HE MPEBOCXOOUT MPOMYCKHOM CMOCOBGHOCTU BbIXOOHOrO MHTEpderica (M nponssoau-
TENbHOCTN BHYTPEHHMX GMOKOB camMoro yCTpoMCTBa, y4acTBYHOLMX B NPOABMKEHUN NAKETOB),
TO NakeTbl C HAaUBbLICLUMM NPUOPUTETOM BCErga Nony4varT Ty NPOMYCKHY CNOCOBHOCTb, KOTO-
pas UM Heobxoauma. YTo e KacaeTcsi ocTanbHbIX KNacCoB NPUOPUTETOB, TO Ka4eCTBO UX 06-
CNY>XNUBAHUS HWXKe, YeM Y NaKeTOB C HaMBbICLUMM NPUOPUTETOM.

MoaToMy npuopuTeTHoe OOCnyXuBaHMe OObLIYHO MPUMEHSIETCA B TOM Cryyae, Korga B CETu
€CTb YyBCTBUTENbHLIN K 3adep)kkam TpaduK, HO ero MHTEHCUMBHOCTb HEBENMKA, TaK YTO €ro Ha-
nu4yne He CNULLIKOM YLLEMIISET ocTanbHoOM TpaduKk. Hanpumep, ronocoBon Tpaduk YyBCTBUTE-
NeH K 3aaepXKkamM, HO ero MHTEHCMBHOCTb 0DbLIYHO He npeBbillaeT 8-16 Kout/c, u, Takum obpa-
30M, MNPV Ha3HAYEHMM EMY HaMBbLICLLErO MPUOPUTETA OCTalbHbIE Krnacchl Tpaduka He nocTpa-
patot. OgHako B ceTy MoryT HabnogaTtecs n gpyrune cutyauuun. B yactHocTu, BuaeotTpaduk To-
Xe TpebyeT nepBooyepenHOro obenyxuBaHus, HO MMeeT ropas3go 6onee BbICOKYH) MHTEHCUB-
HOCTb. [Inga Takmx criyyaeB paspaboTaHbl anropuTMbl YNpaBneHUs oMepeasMmn, AaloLme HU3KO-
NPUOPUTETHOMY TpaduKy HEKOTOpbIE rapaHTUM Aaxe B nepuogbl NOBbILWEHUS UHTEHCUBHOCTU
BbICOKOMPMOPUTETHOIO Tpadumka.

B3seweHHble Hacmpaugaembie o4epedu

Anroputm B3BeLLeHHbIX odepenen (Weighted Queueing) paspaboTtaH ans Toro, 4toObl Ans
BCeX knaccoB Tpadmka MOXHO 6bifio nNpefocTaBuUTb ONpPeAeneHHbIn MUHUMYM NPOMYCKHOM
CnocobHOCTM Mnu yaoBneTBopuTb TpeboBaHna K 3agepxkam. Nog Becom kakoro-nmbo knacca
NOHMMaeTCs AO0NA BblAensieMon AaHHOMY Buay Tpadmka NponycKHOM CNOCOBHOCTU BbIXOQHOMO
nHTepdgenca. Arnroputm, B KOTOPOM BEC KNaccoB Tpadurka MOXeT HaszHavaTbCAa agMuUHUCTpa-
TOpPOM, Ha3blBaeTCca «HacTpamBaemon ovepenbto» (Custom Queueing). B cnyyae, korga Beca
Ha3Ha4yalTCs aBTOMaTM4eCKM, Ha OCHOBaHWM HEKOTOPOW afanTMBHOW cTpaTernn, peanuayeTcs
Tak HasblBaeMblll anropuTM «B3BeLUEeHHOro crnpaseanueoro obcnyxusanus» (Weighted Fair
Queueing, WFQ).

Kak npu B3BELLEHHOM, TaK 1 NpW NPUOPUTETHOM OBCNYXMBaHMKW, TpaUK OENNTCA HA HECKOSb-
KO KrnaccoB, M AN Kaxaoro BBOAUTCH oTAenbHasa odepedb naketoB. C Kaxaow odepenbio CBs-
3bIBaeTCA A0MS NPONYCKHOM CMOCOOHOCTM BbIXOQHOTO MHTEpdenca, rapaHTupyemasi AaHHOMY
Knaccy Tpadumka npu neperpyskax aToro uHTepdenca. B npumepe, npMBegeHHOM Ha PUCYHKe
1.33, yCTpPOMCTBO NoAaepXKMBaeT NATb odepenen ansa natu KnaccoB Tpaduka. TMm ovepensam
cootBetctByeT 10, 10, 30, 20 n 30% nponyckHOW CNOCOBHOCTU BbLIXOOAHOrO MHTEpdenca npwu
neperpyskax.
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PucyHok 1.33. HacTtpaunBaemble ouepean Custom Queueing.

MocTaBneHHas uenb gocTuraetcsa dnarogaps ToMy, YToO ovepean obcnyXxmnBarTcsa nocnegoBa-
TENbHO M LUUKINYECKUN, N B KAXKOOM LMKINE U3 KaXaon odepean 3abupaetcs Takoe umcno 6ant,
KOTOpOe COOTBETCTBYET Becy oyepean. Hanpumep, ecnn Uukn npocmoTpa ovepenen B pac-
cMaTtpuBaeMomMm npumepe paBeH 1 CeK, a CKOpOCTb BbIXOAHOro uHTepdenca coctasndet 100
M6uT/c, TO Npu neperpyskax B KaXXaoM LuKne M3 nepsorn odepeamn 3abupaetca 10 MouT pgas-
HbIX, U3 BTOpOon Toxke 10 MOuT, u3 Tpetbenn — 30 MouT, us Yyeteepton — 20 MGUT, U3 NATon —
30 M6uTt. B pesynbTate KaxgoMmy Knaccy Tpaduka AOCTAeTCsl rapaHTUPOBaHHLIA MUHUMYM
NMPOMYCKHOM CMNOCOBHOCTM, YTO BO MHOMMX Crnyyasx siBnsieTcsi bonee xenatenbHbIM pesyrnbTa-
TOM, YeM NoJaBMEHNE HU3KOMPUOPUTETHLIX KNAaCcCOB BbICOKONPUOPUTETHBIM.

TouHble 3HauyeHus napameTpoB QOS ANns anropMTMa B3BELIEHHOro obcnyXmBaHuSA npencka-
3aTb TpyaHo. OHM CyLLEeCTBEHHbIM 06pa3oM 3aBUCAT OT AMHAMUYECKM U3MEHSOLWMXCS napa-
METPOB HarpyskuM CeTEeBOro YCTPOMCTBA — MHTEHCUBHOCTM MaKETOB BCEX KMAacCoB U Bapuauuin
NPOMEXYTKOB BPEMEHM MexXay NpubbiTMeM nakeToB. B obwem criydyae B3BeELLUEHHOE OOCNYXU-
BaHMe NPUBOAMWT K OONbLUMM 3afepKKkam U UX OTKIIOHEHMSIM, YeM nepBoovepenHoe 06Cnyxu-
BaHWe Onsi camoro NpUoOpUTETHOrO Knacca, gaxke nNpu 3Ha4YMTenNbHOM MNPEBbLILLEHUW BblOerneH-
HOWM NPOMNYCKHOW CMNOCOBHOCTM Hag MHTEHCMBHOCTLIO BXOAHOMO NOTOKa AaHHOro knacca. Ho ans
bonee HU3KMX MPUOPUTETHLIX KITaCCOB B3BELLUEHHOE CMpaBennMBoe 00CNyXnBaHME 4acTo OKa-
3biBaeTca 6onee npuemnembiM C TOYKM 3pEHUS CO3OaHMsa BnaronpuUsTHbIX YyCroBui oberyxu-
BaHWS1 BCEX KIlaccoB Tpaduka.

B3seweHHoOe crnpasednueoe obcyxuesaHue

BaBelwweHHOe cnpaBegnmeoe obcnyxmeaHue (Weighted Fair Queuing, WFQ) — 310 kKOMBUHUPO-
BaHHbI MexaHu3M 0BCnyXnBaHUA odepeden, CoveTallWmi NpuopuTeTHoe obcnyxmnsaHue co
B3BeLLEHHbIM. [1ponssoguTenn ceteBoro 060pyaoBaHns npeanaratoT MHOrOYMCeHHblE COBCT-
BeHHble peanu3auun WFQ, otnuyatowmecs cnocobom HasHayeHusi BECOB M NOALEPXKKOW pas-
NNYHBIX PEXMMOB paboTbl, NOITOMY B KaXKAOM KOHKPETHOM Cryvae HeobxoanMmo BHUMATENbHO
n3yunTb BCe geTtanu nogaepxunsaemoro WFQ.

Haunbonee pacnpocTpaHeHHasi cxemMa npegycMaTpuBaeT CyLlecTBOBaHWEe oOHOW ocoboun ouye-
pean, KoTopas obcnyXuBaeTcs No NPUOPUTETHON CXeme — BCeraa B NepByto oyepenb U A0 Tex
nop, noka Bce 3asiBKM U3 Hee He ByayT MCNOMHEeHbl. JTa ovepeb npeaHasHavyeHa ans cuctem-
HbIX COOOLLEHMI, COODLLEHMI YNPaBEHUs CETbIO U, BO3MOXHO, NakeToB Hauvbonee Kputuye-
Ckux n TpeboBaTenbHbIX NpunoxeHun. Bo Bcsikom cnyydae, npegnonaraetcd, 4To e€ Tpaduk
MMEET HEBBLICOKYID WHTEHCUBHOCTb, MOATOMY 3HauUTENbHaa 4acTb NPOMYCKHOM CNOCOBHOCTU
BbIXOOHOIO MHTepdenca octaeTcda ApyrMm knaccam tpacduka.

OcTtanbHble ovepean yCTPOMCTBO NpoCMaTpuBaeT nocrieqoBaTenbHO, B COOTBETCTBUM C anro-
PUTMOM B3BeLLEeHHOro obcnyxmnBaHusa (pucyHok 1.34). AMrHUCTpaTop MOXeT 3agaTb BeC Ansg
KaXkgoro knacca Tpaduka aHanorMyHo ToMy, Kak 3To AenaeTcs B criyvyae B3BelLleHHOro obcerny-
XuBaHusA. BapuaHT paboTbl N0 ymonyaHuio npegycMaTpmBaeT Afi BCeX OCTallbHbIX KIaccoB
Tpaduka paBHble OMM NPOMYCKHOW CMOCOBHOCTM BbIXOAHOrO MHTepdbenca (3a BblMETOM OC-
TaBLLENCS OT NPUOPUTETHOrO Tpaduka).
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PucyHok 1.34. B3selueHHoe cnpaBeanueoe obcnyxmeaHne Weighted Fair Queuing.

MpounssoagnTenn obopyaoBaHus JOMONHAKT MexaHnaM WFQ HekoTopbIMU MONEe3HbIMU Pexu-
mamu. Hanpumep, B maplipyTtusatopax komnaHum Cisco npeaycMOTPEHO HECKOSIbKO pasHo-
BuaHocten WFQ:

v/ OCHOBaHHbI Ha noTokax (Flow-based) pexum WFQ (FWFQ);

v/ ocHoBaHHbIN Ha knaccax (Class-based) pexxum WFQ (CWFQ).

Ona BapmnaHta FWFQ Ha 6ase noTokoB B MapLUpyTM3aToOpe CO34aeTcsl CTOMbKO ovepenen,
CKOJIbKO MOTOKOB CyLLeCTBYeT B Tpadumke. Kaxxgomy noToky COOTBETCTBYET OTAENbHAsS BbIXOA-
Hasi oyepenpb, ANA KOTOpPon B nepuoabl neperpy3ok mexaHnam WFQ BblaensieT paBHble 4onu
nponyckHon cnocobHocTn nopta. lMoatomy uHoraa anroput™ FWFQ HasbiBator FQ (Fair
Queuing) — cnpaBeanueoe obcnyxMBaHue.

Bapuant CWFQ Ha 6a3e knaccoB B MapLupytusatopax Cisco nmeeT ABa nofBapuaHTa:

v/ Knaccbl Tpaduka onpenensitoTca Ha OCHOBAHMM TakK HasbiBaeMblx rpynn QoS, cooTBeTCT-
BYIOLLMX Habopy nNpu3HakoB M3 cnucka ynpasneHusa goctynom (ACL), Hanpumep, HOMepy
BXOAHOro MHTepdenca unm Homepy Xocta unu noaceTu;

v/ knacchbl Tpaduvka onpeaenarTca 3HadyeHnsMmu nornen ToS.

Ona sapuanTa rpynn QoS agmMuMHUCTpaToOp 3agaeT Beca MpPOMyCKHOW CnoCOBHOCTM, Bbloensie-

MOK Kaxgon rpynne QoS, a Takke (OnNuMoHanbHO) MakcumarnbHy ANuHY odepeaun. MNMakeTbl, He

OTHECEHHbIE€ HU K OAHOW 13 rpynn, Bkntovatotcs B rpynny 0. Mpu HasHavyeHun BecoB WFQ Hyx-

HO MPUHUMAaTb BO BHUMaHWeE criegytouiee:

v" rpynne QoS ¢ Homepom 0 aBToMaTM4eckn HasHavaeTcs 1% MMetoLLEencs NPOMYCKHOW Cro-
cobHocTY;

v' 0bWwuin BEC BCEX OCTASbHbIX FPYNM HE MOXET ObITb 6onee 99%;

v/ ocTaBLUasics Nocne HasHayYeHus BECOB NPOMyckHas cnocobHocTb Bblaensietcs rpynne 0.

B BapmaHTe knaccudmkauum Ha OCHOBaHWMM 3Ha4YeHnn ToS npegycMaTpuBaloTCsl Beca KnaccoB
no ymonyanuio. OHKM BCTynawT B CUMY, €CNM agMUHUCTPATOP SBHO He 3ajanl X C NOMOLLbH
KomaHgbl weight. [na knaccudukaumm mcnonb3yeTcs ABa Mnagwmx buta TpexpaspsgHoro
nognons IP Precedence 13 nonst ToS, Tak 4To B 3TOM Bap1MaHTe MMEETCS BCEro YeTblipe Knacca
Tpaduka. o ymonyaHuio, knaccy O Bbigensetcs 10% BbIXOOAHOM MPOMYCKHOW CRNOCOBHOCTH,
knaccy 1 — 20%, knaccy 2 — 30% wn knaccy 3 — 40%. Yem Bbile Knacc, TEM BaKHee Tpaduk,
No3TOMy BblAeneHne Gonbluen Jonu NponyckHon cnocobHoCTn co3aaeTt anga Hero 6onee npu-
BMNErMpoBaHHbIE YCIOBUSI NPOOBMKEHMS.
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8. OCHOBbI KOMMYyTaLUN TPETbEro YpoBHA

8.1. NMpnyunHbI NosiBrIeHUsA

MapLupyTusaTopbl — YCTPOMCTBA CIOXHbIE M OKa3bIBAKOTCA JOPOXKE, YeM KOMMYTATOpbl NPY TOM
)X€ YPOBHE MPOMN3BOANTENBHOCTU. A 13-3a 3aepek Ha 06paboTky nHdopmaLmm MapLLpyTu3a-
TOp PYHKLMOHMPYET B OAMHAKOBbIX YCIOBUSX MeffieHHee, YeM kommyTaTop. C apyroi ctopo-
Hbl, J@HHblE, KOTOPbLIMX pacnofiaraeT MapLlpyTU3aTop, NO3BOMSOT €My BbINOMHSATL LOMNOMHU-
TenbHble PYHKUMM NMOMMMO COBCTBEHHO MEpPEMELLEHMS NMAKETOB AAHHbIX, HanpumMep ynpaene-
Hue nepepadent. K koHuy 90-x rogoB BO3HMKNA HEOGXOOUMMOCTb B CO3[aHWMM HOBbIX CETEBbIX
YCTPOWCTB, KOTOpble Obl 06bEAVHUM OYHKUMM MapLUpyTM3aToOpOB M MPOM3BOAUTENBHOCTb
koMMyTaTopoB. CTano NOHATHO, YTO peLLeHne Haao NCKaTb Ha NepecedYeHnn TEXHOMOMIA: 00b-
€OVHMB OOCTOMHCTBA KOMMYyTaUMM C YMEHMEM MapLUpyTM3aTOPOB HaknaablBaTb Ha usnye-
CKYO CTPYKTYPY CETU FIOrMYeckne orpaHnyeHus.

Npes kommyTauma Ha 3 ypoBHe BhnepBble Obina npeanoxeHa komnaHuen Ipsilon. Ha tekywui
MOMeHT BpemeHun (2008 roa) Tak U He cOo34aHO Kakoro-nmbo ctaHgapTa, OnpeaensioLwero KoH-
uenumio kommyTaumm Ha 3 yposHe mogenn OSI. BmecTo aToro kaxabli NponsBoauTenb Tpak-
TyeT U peanuayeT OaHHYK TEXHOMOrMI Nno-CBOeMYy. TeM He MeHee, MOXHO BblAeNUTb OCHOB-
Hble HanpaBneHnsa B TEXHOMNOMN KOMMYyTaL MK TPETbEro YPOBHSA, KOTOPbIE PpacCMOTPEHbI B Cre-
Aylolem pasgene.

8.2. Knaccudmkaums
KommyTaTtopbl 3-ro ypoBHS 4enATCA Ha ABEe KaTeropuu:

e nakeTHble (Packet-by-Packet Layer 3 Switches, PPL3) nnu koMmmyTupylome mapLupy-
Tnsartopsl (switching routers). PPL3 o3HavaeT npocTo ObICTpyo MapLupyTM3aumio;

e ckBo3Hble (Cut-Through Layer 3 Switches, CTL3) unu mappyTusnpyrowme KoMmmyTaTo-
pbl (routing switches). CTL3 — mapLupyTnsauunio NepBoro naketa v KOMMyTauuio BCex
oCTarnbHbIX;

® KOMMYTaTOpPbl MOTOKOB.

8.3. NNakeTHble KOMMYyTaTOpPbI 3 YPOBHS

MakeTHas KoMMyTauus Ha TPETbEM YPOBHE (pMCyHOK 1.35) Ha camom gere npeacrtaensieT co-
Bon He YTO MHOe, Kak annapaTHy MapLpyTusaums. TpaguuMoHHbIe MapLLpyTU3aTopbl peanu-
3YIOT CBOM (PYHKLUUKU C MOMOLLIO NPOrpaMMHO-yrnpaBnsemMblx NpoLeccopoB, YTo Oyaem Hasbl-
BaTb NPOrpaMMHON mMapLupyTusauuen. Vcnonb3oBaHWe BbICOKOCKOPOCTHOM TEXHOMNOrMm 6orb-
LIMX 3aKa3HbIX MHTerpanbHbix cxem (ASIC) aBnaeTcs rnaBHOM XapakTEPUCTUKOMW, OTANYaIOLLEN
NnakeTHble KOMMYTaTOPbl TPETLErO YPOBHSA OT TPaAMLMOHHbBIX MapLUPYyTU3aTOPOB.

MakeTHasi KOMMyTaUUsi OTHOCUTENBHO MPOCTA, MOSTHOCTHIO NOAAEPXKMBAET BCE CEPBMUCHI U NMPO-
TOKOJbI, XOPOLLO M3y4eHa M MPOTECTMPOBAHA B KOHKPETHBIX NpoAykTax. MakeTHble kKoMmyTaTo-
pbl 1 MapLLPYyTM3aTopbl AKTUYECKN NOEHTUYHbI, pasHuua 3akntoyaeTcsa B X r3nveckon pea-
nu3auumn. B ctanHgapTHbIX MapupyTmM3aTopax obpaboTka naketa npoucxoguT B MUKPOMpPOLEC-
COpPHOM fiape, B TO BPEMS Kak KOMMyTaTopbl 3 YPOBHSA MCNonb3ytoT Mukpocxembl ASIC (Appli-
cation Specific Integrated Circuit, CneunannanpoBaHHas npuknagHas nHTerpanbHasa cxema).
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PucyHok 1.35.

8.4. CKBO3Hble KOMMYyTaTOpPbl 3 YPOBHSA

MepBbIMM yCTPOMCTBaMK, peanv3oBaBLUMMN KOMMYTaLMIO TPETLErO YPOBHSA, Obinv MapLupyTu-
3MpyoLLME KOMMYTaTOPbl UM CKBO3HbIE KOMMYyTaTopbl. [pouecc obpaboTkn n nepegayun aaH-
HbIX OCyllecTBnsieTcs Ha KaHanbHOM ypoBHe, npeaBapuTesNibHbIN Xe MOWCK OMTMManbHOro
MapLupyTa ocyLlecTBnsAeTcss npyv nomowm 3-ro ypoBHS. O6bIMHO 3a4enCTBYETCH BHELLHWIA
MapLipyTM3aTop MnAM nnata MaplpyTtuv3aumm, KOTOPY KOMMYTAaTtop BOCMPUHUMAET Kak OT-
AenbHOoe BHELLUHEE YCTPOWCTBO.

ASIC  ASIC ASIC  ASIC

PucyHok 1.36.

Bonee nogpobHo cxema paboTbl 4aHHBIX YCTPOWUCTB BLIMMSAAUT creayowmm obpa3om (pUCyHOK
1.37). lNMycTb KOMMyTaTOp TPETbEro YPOBHS MOCTPOEH TaK, YTO B HEM MMeeTcs MHdopMaums o
COOTBETCTBMM CETEBbIX aapecoB (Hanpumep, |IP-agpecoB) agpecam u3n4eckoro ypoBHs (Ha-
npumep, MAC-agpecam). Bce atn MAC-agpeca o6bi4HbIM 06pa3om OToGpaXkeHbl B KOMMyTa-
unoHHon Tabnuue (Forwarding Table), HesaBuCMMO OT TOro, NpMHAANEXaT N OHWM AAaHHOWN CEeTU
NN gpyrum ceTam.
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PucyHok 1.37.

lNepBbl KOMMYTATOP, Ha KOTOPbLIN NOCTYNaeT NakeT, YaCTUYHO BbIMOMHAET OYHKUUM MapLupy-
Tnsatopa, a UMeHHO, yHKuMn dunbTpauumn, obecneumBarowme 6esonacHocTb. OH pellaer,
nponyckaTb UM HET AaHHbIN NakeT B ApYryto ceTb. Ecnv nakeT nponyckate HY>XHO, TO KOMMY-
Tatop no IP-agpecy HasHaveHus onpegenseT MAC-agpec yana HasHavyeHust U hopMupyeT Ho-
BblA 3arofioBOK BTOPOro ypoBHSA ¢ HangeHHbIM MAC-agpecoM. 3ateM BbINOMHSAETCA 00blvHas
npouenypa koMmmyTtaumm no gaHHomy MAC-agpecy ¢ NnpoCcMOTPOM agpecHom Tabnuubl KOMMYy-
TaTopa. Bce nocnegytowme KOMMyTaTopbl, MOCTPOEHHbIE MO 3TOMY e npuHumMny, obpabaThbl-
BalOT AaHHbIN Kagp Kak 0Bbl4HbIE KOMMYTATOPbl BTOPOro YPOBHS, HE NpuBrekas yHKUUA map-
LWPYTM3aUUN, YTO 3HAYMTENBHO ycKopsieT ero obpaboTky. OgHaKo yHKLMM MapLUpyTU3aunm He
ABMAKTCA A58 HUX U3BbITOYHLIMU, MOCKOMNBbKY U Ha 3TWU KOMMYTaTOpbl MOTYT NOCTyNaTb NepBuY-
Hble NakeTbl (HENOCPEACTBEHHO OT paboymnx CTaHuuK), AN KOTOPbIX HEOBXOANMO BbINONHATL
dunbTpaumto n noactaHoBky MAC-agpecos.

OTO onucaHne HOCUT CXeMaTUYECKUA XapaKTep W He pacKpbiBaeT CNocOOOB peLleHUst BO3HU-
Kalowmux Npu 9TOM MHOFOYUCIIEHHbIX Npobnem, Hanpumep, npobnembl NOCTpoeHus Tabnuupl
cootBeTcTBUSA |IP-agpecoB n MAC-agpecos.

lMocrneAHNM KOMIMMEKCHbIM "NposiBieHMeM"” MapLupyTU3MPYIOLWeENn KOMMYyTauuun sBnseTcs Tex-
Honorna MynbTunpoTtokonsHon KommyTtauumn Metok (MultiProtocol Label Switching, MPLS), ko-
TOopas NbiTaeTca cpa3y peLLnTb Kak 3agadv HeNnocpeaCTBEHHO BbICTPOV nepefayn AaHHbIX, Tak
N KayecTBa ob6CnyxXuBaHusa 1 npuoputesaumm Tpaduka (QoS) nntoc nsonsaumm n 6e3onacHoCTn
(VLAN).
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(6e3onacHocTm)
Monck MAC-agpeca OB6bI4HO 3TO
KOHEYHOro | __ IP-MAC _
nony4yarens no ero Table
IP-appecy

KOMMYTALIUA

aenaeTcsd C
Mncnosib3oBaHNEM
rlO,ClCTaHOBKa HOBOro
MAC(dst)

ARP
Mownck nopta | _ _ | Forwarding
nepeHanpasneHns Table

PucyHok 1.38.

Mpumepbl peanusaunm MapLIPYTU3NPYHOLLMX KOMMYTaTOPOB

Cabletron

MprMmepamm KOMMYTaATOPOB TPETLETO YPOBHSA, paboTatoLmxX No 3TON cxeme, ABMSTCA KOMMY-
TaTtopbl SmartSwitch komnaHun Cabletron. Komnanusa Cabletron peanusosana B HUX CBol npo-
TOKON yCKOopeHHon MapwpyTtudaumm SecureFast Virtual Network, SFVN.

[nsa opraHnsaumm HenocpeacTBEHHOIO B3aMMOAENCTBUSA paboumnx cTaHuun 6e3 NpoMexXyTo4YHO-
ro MapLpyTmsatopa Heo6XOAMMO CKOH(PUIYpMpOBaTh KaXKAyt M3 HUX Tak, 4ToObl OHa cuntana
COBCTBEHHbIN MHTEPMENC MapLLIPYTU3aTOPOM MO yMonyaHuio. Npu Takon KoHurypaumm ctaH-
LUMS NblTAeTCA CaMOCTOATENbHO OTMPaBWUTb JOOOM NakeT KOHEYHOMY Y3ry, Aaxe ecnu 3ToT
y3en HaxoguTcsa B Apyron ceTu. Tak kak B obwem cnyyae (pucyHok 1.39) cTaHuum HensBecTeH
MAC-agpec y3na HasHadyeHus, TO OHa reHepupyeT cooTBeTcTByloWwmnn ARP-3anpoc, KoTopblii
nepexsaTbiBaeT kKOMMyTaTop, nogaepxmeatowmin npotokon SFVN. B cetn npegnonaraetca Ha-
nnune cepsepa SFVN Server, aBnstoweroca NofHOLEHHbIM MapLIpyTU3aTopoM U NoaaepXu-
Batowero obwyo ARP-tabnuuy Bcex y3noB SFVN-cetn. CepBep Bo3BpaliaeT KOMMyTatopy
MAC-agpec yana HasHa4yeHus, a KoOMMyTaTop, B CBOK o4yepenb, nepenaeT ero UCXogHOW CTaH-
unn. OgHoBpemeHHo cepBep SFVN nepepaet kommyTaTopam CETUM MHCTPYKUMM O paspeLleHnn
npoxoxaeHus naketa ¢ MAC-agpecom y3na HasHavyeHus Yyepes rpaHnLbl BUPTYarbHbIX CETEN.
3aTem ucxogHasa cTtaHuus nepefaet nakeT B kagpe, cogepxawem MAC-agpec y3na HasHadve-
HUs. DTOT Kagp NPOXoauT Yepe3 KOMMYTaTopbl, HE Bbi3bliBasi 0OpaLleHnst K nx 6rokam MapLupy-
Tn3aumn. Otnnume npotokona SFVN komnaHum Cabletron oT - onucaHHONM Bhille 06LWEN CXeMb
B TOM, 4yTOo Ansa HaxoxaeHus MAC-agpeca no IP-agpecy B ceTv ucnonb3yeTcs BblAeneHHbIN
cepsep.
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PucyHok 1.39.

3Com

Mpotokon Fast IP komnaHum 3Com siBNseTcs elle OAHUM NPUMepoM peanusaumm nogxoda c
oTobpaxeHunem IP-agpeca Ha MAC-agpec. B aTom npoTokone OCHOBHbIMW LENCTBYHOLMMW Nn-
LamMm SBISIKOTCA CETEBblEe aganTepbl (YTO HE yOMBUTENBHO, Tak Kak koMmnaHua 3Com sBnseTcs
NpuU3HaHHBLIM NUAEPOM B NPoU3BOACTBE ceTeBbiX ajantepoB Ethernet). C ogHon cTOpOHLI, Ta-
kon nogxoad TpebyeT nameHeHus NporpaMMHOro obecnedeHms gpanBepoB CETEBbLIX aAanTepos,
M 9TO MUHYyC. Ho 3aTo He TpebyeTcsa n3MeHsATb BCE OCTarnbHOEe ceTeBoe 06opyaoBaHMe.

Mpn HeobxooMMOCTM nNepedaTtb NakeT y3ny Ha3Ha4YeHUs OpYrov CeTu, UCXOAOHbIN y3en B COOT-
BeTCTBUMN C TexHonornen Fast IP pomkeH nepepatb 3anpoc no npotokony NHRP (Next Hop
Routing Protocol) mapwpytunsatopy cetn. MaplipyTtnsatop nepenpasnsieT 3TOT 3anpoc yany
Ha3HayeHus, Kak obblYHbIM NakeT Y3en HasHaveHus, KOTopbIi Takke nogaepxueaet Fast IP n
NHRP, nonyuymB 3anpoc, oTBe4yaeT KagpoMm, OTCbINaeMbiM yXXe He MapLipyTu3aTopy, a Heno-
CpPeACTBEHHO y3ny-uctodHuky (no ero MAC-agpecy, cogepxawemyca B NHRP-3anpoce). lNo-
cne aToro 0OMeH MAET Ha KaHanbHOM YpPOBHE Ha OcHoBe u3BecTHbIX MAC-agpecos. Takum 06-
pa3oM, CHOBa MapLUpyTU3NpoOBancs TONbKO NepBbiid NakeT NoToKa, a BCe OCTanbHble KOMMYTU-
poBanuchb.

8.5. KommyTaTtopbl NOTOKOB

BasoBon koHuenumnern KoMMyTaLmMm NOTOKOB SBMSiETCA OBHapyXeHne NpoAOIHKUTENbHbBIX NOTO-
KOB AaHHbIX Mexay AByMms |IP-y3namu. MNMoTok — 3TO nocneaoBaTeNbHOCTb MakeToB, NMELLMX
HekoTopble obwme ceoncTea. 1o MeHbLUen Mepe, Y HUX JOSMKHbI CoBMaaaTh agpec oTnpaBsuTe-
NS n agpec nonyvartens, n Torga X MOXHO OTNPaBAsiTb NO OAHOMY W TOMY Xe mMappyTy. Ko-
roa NoToK onpeaensieTcs nporpaMMamu YpoBHS 3, MeXAy KOHEYHbIMU TOYKaMu OpraHu3yeTcs
KOMMYyTUpyemoe CoeiHEHWe 1 B AanbHeunLwemMm noTok yrnpasnserca pabotalowmum Ha ypoBHe 2
obopynosaHnem. KonvposaHue dannos nnn Web-ctpaHuubl ¢ rpadhnkon ABASKOTCS TUMUYHbI-
MU CriyYyasiMn BO3HUKHOBEHMS MOTOKOB. Tpaduk, He yooBneTBopsowmi TpeboBaHMAM NOTOKa,
MapLLpyTM3upyeTcsa TpaauLMOHHbLIMU cnocobamu.

Mpumepbl peanusayum KOMMYTaTOPOB NOTOKOB

Cisco

PaccmoTpum 3aT10T noaxopn Ha npumepe TexHonorun NetFlow komnanumn Cisco, peannsoBaHHON
B €e MaplpyTusatopax u KommyTtatopax. [ns kaxgoro naketa, NOCTynawLwero Ha nopT map-
LWpyTM3aTopa, BbIMMCMSETCA X3W-PyHKUMs OT |IP-agpecoB WCTOYHWMKA, Ha3HA4YeHWs, MOPTOB
UDP unu TCP n nona TOS, xapaktepuaytoLiero Tpebyemoe ka4ecTBo obcnyxmaHus. Bo Bcex
MapLLpyTM3aTopax, NoOAAEPKNBAIOLLNX OAHHYIO TEXHOMNOMNI0, Yepes KOTOpble MPOXOAMT AaHHbIN
nakeT, B KALW-NamMATU NOPTOB 3anOMMHAETCA COOTBETCTBME 3HAYEHMS X3L-PYHKUMM U agpec-
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HOW WHopMaumm, HeobxogmMmon Anga ObICTPON Nepefayn nakeTa cregylwemMmy MapLupyTmusa-
Topy. Taknm obpasom, obpasyeTcs KBasnBUPTYaribHbIA KaHas, KOTOPbI NO3BONSAET OLICTPO Mne-
pefaBaTb MO CETU MapLLPYTM3aTOPOB BCE MOCMeAylLmne naketbl 3TOoro notoka. Npu aTom yc-
KOpeHne JOCTUraeTcs 3a CYeT ynpoLleHns npoueaypbl 06paboTkn naketa MapLupyTU3aTopom -
He npocmaTtpuBaloTcsa Tabnuubl MapLpyTusaumm, He BbinonHaTca ARP-3anpocekl. 3ToT npuem
MOXET MCMONb30BaTbCA B MapLupyTusatopax, BooOLe He NOAAEPXKMBAOLMX KOMMYTaLMIO, a
MOXeT OblTb NepeHeceH B KOMMyTaTopbl. B 3TOM cnyvae Takme KOMMyTaTopbl TOXE Ha3blBalOT
KOMMyTaTopamMu TpeTbero ypoBHS.

8.6. BbiBOAbI
Y KoMmyTaTOpa TpeTbero YpoBHS, KpOMe peanusaumn yHKUMIA MapLipyTmusaumm B cneumnanm-
3MPOBaHHbIX UHTErpanbHbIX CXEeMax, UMEETCHA HEeCKOSNIbKO OCOBGEHHOCTEN, OTNMYaloWwmnx ux ot
TPaAMLMOHHBIX MapLlpyTU3aTopoB. AT OCOBEHHOCTM OTpaXkaltoT OPUEHTALMIO KOMMYTaTOpOB
3-ro ypoBHS Ha paboTy, B OCHOBHOM, B NTIOKanbHbIX CETSX, a TakkKe NnocneacTsns COBMELLEHNs B
OAHOM YCTPOWCTBE KOMMYTaLUN HA 2-M N 3-M YPOBHSX:

e rogaepxka MHTepdEencoB U NPOTOKOMNOB, MPUMEHAEMbIX B FTOKaIbHbIX CETSX;

e yCeYeHHble (PyHKUUN MapLIpyTM3aLmm;

e o0bfA3aTenbHasa nogaepXka MexaHu3ma BUPTyarbHbIX CETEN.
Tak kak kKoMMyTaTopbl 3 YPOBHSA CO34aHbl AN 06paboTKM MHTEHCMBHOrO Tpadumka NoKanbHbIX
ceTen, TO OHM MOryT BbITb pacnosnoXeHbl B NI06OM MecTe ceTeBoro sigpa unu marmctpanu. MNpu
3TOM OHU ABNSATCA 3PPEKTUBHLIM U BbIFOAHBIM B NflaHe CTOMMOCTU peLleHMEM 3aMeHbl Tpa-
AVLMOHHBIX MarmctparnbHbiX MapwpyTtusatopos. Kommytatopbl 3 ypOBHS B3anMOLENCTBYIOT C
MapLLpyTM3aTopamu rnobanbHbIX ceTen, NCNONb3ys CTaHAapTHbIE MPOTOKOMbI MapLUpyTU3aumnm
Tvna RIP n OSPF. Takum o6pa3om, COBpEMEHHbIE KOMMYTaTOpPbl 3 YPOBHS MOryT ObITb NOMe-
LeHbl B Nobom MecTe foKkanbHOW ceTu, rae CTOAT MapLlpyTusatopbl. TO eCTb OHU SIBNSAOTCA
MOMHOLEHHON 3aMEHON MapLUpyTU3aTOPOB B fIOKamnbHbIX CETAX, NP 9TOM MnocnegHue npowur-
pbIBAOT MM KaK B NPOU3BOANTENBHOCTU, TaK N B LLIEHOBOM OTHOLLEHUM.

B Tabnuue 1.1 npuBegeHoO cpaBHEHME KOMMYTaATOPOB 3 YPOBHS U MapLUpyTu3aTtopoB. Kommy-
TaTop 3 YpOBHSI ONTUMU3NPOBAH 451 paboTbl B NOKanNbHbIX CETAX U HE OPUEHTUPOBaH Ha pabo-
Ty B rnobanbHbIX CETAX U NOAAEPKKY COEAMHEHUIN C OaHHbIMK ceTaMMU. JTa onNTUMmM3aums no-
BblLLAET NPOMN3BOANTENBHOCTL KOMMyTaTopa 3 ypoBHs (ganee K3Y) B cpegHem B 10 pas no
CpaBHEHMIO C MapLlpyTu3atopamun, B To Bpems kak K3Y B cpegHem B 3 pasa gelleBrie map-
wpyTtusartopa. Npn aTom crneagyeT y4yecTb, YTO obyyeHne agMmuHucTpupoBaHua K3Y takke ge-

wesne.
Tabnuua 1.1 — CpaBHUTENbHbIE XapaKTEPUCTUKM KOMMYTaTOpPOB 3-r0 YPOBHSA 1 MapLUpyTM3a-
TOPOB
XapaktepucTtuka Ko3mmyTaTop MapwpyTusarop
YPOBHA
Moppepxka npotokonoB CeTeBOro ypoBHS [a Oa
ApXuTeKkTypa KommyTauum AnnapaTtHas MporpammHas
LleHa Huskasa Bbicokas
MponsBoanTeENBHOCTD Bobicokas Huskas
Moonepxka coeanHEHN ¢ rnodanbHOM CeTblo Het Ha

dupma Intel nponsesena TecTMpoBaHMe CBOMX KOMMYTaTOPOB, pe3ynbTaTbl KOTOPOro npencras-
neHbl Ha pucyHke 1.40. BuaHO, 4TO KOMMYTaTOpPbl 2 YPOBHA NO NPOU3BOANTENBHOCTU HEMHOIO
OTCTalT CKOPOCTU Nepefayn JaHHbIX B KaHane. B cBoio oyepedb KOMMyTaTopbl 3 YPOBHSA He-
MHOrO OTCTaloT MO NPOM3BOAUTENBHOCTM OT KOMMYTaTOPOB 2 YPOBHS.



HIMM «YuTex-Mpocu» — FMobansHble KOMNbIOTEpHbIE ceTh — Teopus

Layer 3 Performance Trends

b Layer 2 Switching Spesds

---f—------------------- | e Snaagl-- -

Speed "— Layer 3 Switching Spesds

Time

PucyHok 1.40.
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9. Cnoco6bI ynpaBreHnss KoOMMyTaTopaMmm

9.1. TexHonorusa Single IP Management

BesepeHue

O6beavHeHne yCTPOUCTB B CTeK TpebyeT Hannuns cneuunanbHbiX Moaynen u kabenen onsa cre-
KMPOBaHWSA, YTO OrpaHMyMBaET BO3MOXHOCTb BKIMIOYEHUSA B CTEK KOMMYTaTOPOB Pa3sfnyHbIX MO-
Aenen, KpoMe Toro TpebyeTcst ycTaHOBKa KOMMYTaTOPOB B OOAMH MOHTaXHbIN WKad. YCTpaHUTb
3TV OrpaHnYeHns No3BOMNsIET UCNONb30BaHWe HOBOW TexHororun Single IP Management.

TexHonorus Single IP Management (SIM) — 3TO TEXHONOIMS yrnpaBnieHnsi BUPTyasribHbIM CTEKOM
yepes eauHbIn IP-agpec (pycyHoK 41).

= ~ Cepsepnasa ¢pepua

KommyTaTop agpa cetn

= | .l - KommyTatopsl 'EQ.W
1 YPOBHA oocTyna 5

Paboune ctanumn = | .1

BupTtyanbHbIN cTeK
PucyHok 1.41.

TexHonorua SIM nossonseT:

v\ yCTpaHUTb OrpaHNYeHns Ha MOAEN KOMMYTaTopoB, 00bEANHAEMbIX B CTEK;

v/ yMEeHbLUMTb KONMYECTBO ynpasnstowmx IP-agpecos ceTu;

v/ yCTpaHuUTb HeobXoAMMOCTb WUCMONb30BaHMSA CreunanvMsanMpoBaHHbIX Moayrnen u kabenen,
npeaHasHa4YeHHbIX AN CTEKMPOBaHMS;

v' npeofoneTb OrpaHUYEHs], CBA3aHHbIE C ANMHON Kabernen B cTeke.

B oTnuune oT CTeKkoB, MNOCTPOEHHbIX C UCMOMb30BaHNEM TPaAMLMOHHBbIX METOOO0B CTEKMpOBa-
HWA, BUPTyarnbHbIA CTEK HA OCHOBE TexHorormm SIM nossondeTt BKAOYMTL B rpynny Gonbliee
KonuyecTso KommyTtaTtopoB. Harnpumep, komnaHua D-Link nossonseT BKNIOYUTb A0 32 KOMMY-
TaTopoB B BUPTYyasbHbIA CTEK, B TO BPEMS KaK TPaAMLMOHHbIE CTEKU TOrO XKe Mpou3BOAUTENS
OorpaHuyeHbl MakcMmyM 12 kommyTtatopamu. [pn 3ToM BUPTYyasrbHbIA CTEK MOXET ObITb paclun-
peH KoMMyTaTopamMu pasHOro Tuna — OT HEAOPOrNX KOMMYTATOPOB 2-ro YPOBHS 40 BbICOKONPO-
N3BOAMTENBHbLIX KOMMYTaTOPOB Ha OCHOBE LUAccK (AN sapa cetu).

O6veanHeHne kommyTatopoB B SIM-cTek He TpebyeT ncnonb3oBaHns cneumnanbHbiX COeauHK-
TenbHbIX kabenen. Tpaduk, nepegaBaembli MexXay YCTPOMCTBAMU CTeKa, MPOXOAUT 4Yepes
nonHoaynnekcHole nHtepdencel Fast Ethernet, Gigabit Ethernet unn 10 Gigabit Ethernet no
OObIYHBbIM MEeOHbIM UK onNTu4ecknm Kkabensam. OTkas OT MCMONb30BaHUS CheLnanmM3npoBaHHbIX
cTekupyoLwmx kabenen no3sonseT NpeoaoneTb OrpaHNYEHUs, CBA3aHHbIe C UX ANMHON. B cTek
MOryT OblTb 06begMHEHbI YCTPONCTBA, PacnonoXeHHble B ntobom mecte ceTtn. PaccTtosHns me-
XOy y3namu BUPTyarbHOro CTeka onpenensieTcs nulib OrpaHUYeHUsIMU COOTBETCTBYHOLLENO
crangapta IEEE 802.3 n moxeT gocturatbe 4eCATKU KUSTOMETPOB.

Hwxe (pucyHok 1.42) npuBegeHa apxuTektypa SIM.



DVER  HOM «YuTex-Mpodmny» — MMobanbHele KoMNbITEPHbIE ceTn — Teopus

Single IP Management

SIM Group ( (MS) ‘w IMS) N )

CS) - Commander Switch

MS) - Member Switch

PucyHok 1.42.

Mpynna SIM cocTounT 13 TPEX KOMMNOHEHT:

v' Commander Switch (CS) — koMaHgHbI KOMMYTaTOP;
v Member Switch (MS) — koMMyTaTOp-y4acTHUK;

v/ Candidate Switch (CaS) — kommyTaTop-kKaHamaar.

Kaxgasa rpynna SIM cocTont n3 ogHOro KoMaHgHOro KoMmMyTaTtopa U Makcumym 32 KOMMyTaTo-
POB-y4aCTHMKOB.

KomaHOHbI KOMMYyTaTOp UCMNONb3yeTca ANng ynpasreHns Bcemu kKommyTatopamu B rpynne SIM

n obnagaet cneayroLWMMN XapakTepucTUKamu:

v' umeeT Ha3HauyeHHbIN IP-agpec;

v' He sIBNsieTCsl KOMaHAHbIM KOMMYTaTOPOM MIM KOMMYTaTOPOM Y4acTHUKOM APYroMn rpynmbl
SIM;

v'  NOACOeOUHEH K KOMMYyTaTopam-y4acTHMKaM Yepes cobcTBeHHyo yrnpasnsioLyto VLAN.

KomMyTaTop-y4acTHUK SABNAETCS KOMMYTaTOpOM, KOTOpbIn BxoauT B rpynny SIM, gocTtyneH c
KOMaHZHOro KoMmyTaTopa v obrnagaeTt crieyLWwmMMn XxapakTepucTMkamu:

v He SBNSeTCA KOMaHAHbIM UM KOMMYTaTOPOM-y4acTHUKOM Apyron rpynnbl SIM;

v'  NOACOEOUHEH K APYrMM KOMMyTaTopaM-y4acTHUkam Yepes ob6uyto VLAN.

KommyTaTtop-kaHomaaT — 3T0 KOMMYTaTop, KOTOPbIM FOTOB BCTYNUTbL B rpynny SIM, HO noka He
ABNAETCH YNEHOM HU ogHon rpynnbl. KommyTaTop-kaHaugaT moxeT BCTynuTb B rpynny SIM,
ncnonb3yst aBTomaTU4eckyto OyHKLUMIO, BCTPOEHHYO B SIM-koMMyTaTOpbl, UMK NYTEM PYYHOM
HacTporiku. KommyTatop, ckoHUrypmpoBaHHbin kak CaS, He sBnsetca yneHoMm SIM n obnaga-
eT criefyLwmMn XxapakTepucTukamu:

v' He IBNSIeTCA KOMaHAHbIM UM KOMMYTaTOPOM-y4acTHUKOM Apyron rpynnbl SIM;

v'  NOACOeaUHEH K ApYrMM KOMMyTaTopaM-y4yacTHUkam Yepes oouyto VLAN.

lMocne HacTporkn ogHOro KomMMyTaTopa B KadecTse ynpasnswowero SIM-rpynnel, Apyrne Kom-
MyTaTOpbl MOFyT CTaTb YfieHamMu Fpynnbl Yepe3 HEenoCpPeACTBEHHOE MNOAKMYEeHWe K ynpas-
nsowemMy KommyTaTopy. TOMbKO YNpaBnsaloLWniA KOMMyTaTop MoxeT obpawatbca k CaS, oH
ABMsieTCs cBOeobpasHOM TOYKOW AOCTyna K YneHam rpynnbl. |IP-agpec ynpaBnsiowero kKommy-
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TaTopa CTaHeT agpecoM s BCeX YNeHOB rpynmbl, ynpaBrieHne e AOCTYNOM KO BCEM YrieHam
rpynnbl OygeT OCyLEeCTBNATLCA Yeped naponb agmuHucTpatopa CS w/vnn ayteHTudurkaumio.
Korga cyHkuma SIM BknioveHa, NpunoXeHus ynpasnsitoLero kommytatopa OyayT nepeHa-
npaBnsTb NakeTbl BMECTO ux obpaboTtku. MpunoxeHnsa 6yayT AekoampoBaTb NakeT OT agMUHK-
cTpaTopa, BUAOM3MEHATb HEKOTOPbIE JaHHble 1 3aTeM OTNpaBnSATb ero YneHam rpynnel. Mocne
BbINOSIHEHWS 3TUX OENCTBUIA YNPaBASIOLWNA KOMMYTATOP MOXET NOSTy4nTb OTBETHLIN NaKeT, KO-
TOpbIN 3akoaupyeT M OTnpaBuT o6paTHO aaMuHUCTpaTopy. [locne Toro, kak ynpasnstoLnin
KOMMYTaTop CTaHeT OBObIKHOBEHHbIM urieHoM SIM-rpynnbl, oH GygeT yneHom nepsont SNMP-
rpynnbl (BKMOYas npaBa YTeHUs/3anucu 1 npaBa TONbKO YTEHWS), K KOTOPOW MnpuHagnexan
ynpasnsowuin kommytatop. OgHako ecnu y kommyTtatopa MS ecTtb cBoi cobcTBeHHbIN IP-
agpec, To oH MoxXeT npuHagnexatb kK SNMP-rpynne, B kotopon gpyrne kommytatopbl SIM-
rpynnbl He COCTOAT.

Bepcuu SIM
CywectsytoT cneagytowme sepcun SIM: 1.0, 1.5 n 1.6. Huxe oHn 6yayT paccMoTpeHbl B cpas-
HEHUN.

Bepcuu 1.0u 1.5

Bepcus SIMv1.5 npegnaraet cnegyowime ynydweHnsa no cpaBHeHMo ¢ Bepcuen 1.0:

v" BO3MOXHOCTb COXpaHEeHMs1 CnMcka BCEX KOMMYTaTOPOB-y4aCTHUKOB B SHEPrOHE3aBNCUMOM
namsaTu KoMaHgHoro kommyTtaTtopa. B Bepcun SIMv1.0 koMaHOHBIA KOMMYTaTOp HE UMEnN
BO3MOXHOCTM COXPaHsATb WH(OpMauMio O KOMMyTaTopax-y4yaCTHMKax B CBOEW MNaMATU.
CnepoBaTernbHO, €Criv KOMMYTaTOP-Y4aCTHUK Neperpyxancs, OH npuHUmarn ctatyc KoMmy-
Tatopa CaS. B Bepcun SIMv1.5, ecnu nHpopmaums o kKommyTaTope-y4acTHuke Gbina co-
XpaHeHa B NamsATM KOMaHAHOro KoMmyTaTtopa, TO Mocne nepesarpy3ksm KOMMyTaTopy-
y4aCTHUKY aBTomMaTuyeckn npucBauBancsa cratyc MS. Ecnun xe neperpyxaetca KoMaHa-
HbIA KOMMYTaTOpP, TO OH 3aHOBO COGMpaeT MHGOPMALNIO O TONONOTUN CETW.

v" BO3MOXHOCTb OTOOpaXxeHus MHopmaunm 0 MarucTpanbHbIX rpynnax (trunks) B Tononoru-

yeckon kapte cetn. B Bepcun SIMv1.0 otobpaxanacb TONbKO NMPOMNyCKHasi CrnOCOBHOCTb

rnopta BHE 3aBMCUMMOCTM OT €ro MpUHaAANeXHoCTU K MarucTpanbHon rpynne. Bepcus

SIMv1.5 nokasbiBaeT NPONYyCKHYK CNOCOBHOCTb BCEW MarmcTpanbHOM rpynnbl, a He nopTa.

Korga opraHusoBaHa marmctparnbHasi rpynna, Ha TOMonorM4eckon Kapte oTpakaeTcs MHO-

KEeCTBO NTIMHUN.

MeHbLUnn pasmep nporpaMmmHoro obecneyeHms.

Mogoepxka macwTabupoBaHWss TOMOSIOTMYECKOW KapTbl MpU MPOCMOTpe 4Yepe3 web-

Gpayaep.

v Toaaepxka HeCKONbKNX KOHUIYPaALMOHHBIX 3arpy304HbIX dhalinos.

AN

Bepcuu 1.5u 1.6

HecmoTps Ha ynydleHns No cpaBHEHUIO C Npeablaywen Bepcuen Bepcns SIMv1.5 nmeet He-
CKOJTbKO HEeAOCTaTKOB, CBSA3aHHbIX C 6e30nacHoCTbio. BonbLIMHCTBO NOAOGHBIX HEQOCTATKOB
CBs3aHbl C nepegayen naketoB 6e3 BO3MOXHOCTM UX WwndpoBaHmsa. Takum obpasom, Bepcus
SIMv1.6 npusBaHa ynyywuTtb 6e3onacHocTb TexHonornn SIM nyTtém gobaBneHnss MexaHn3moB
WwndposaHus/gewmndposanng. Cylectsyet obpaTtHaa coBMecTumocTb Bepcunt 1.6 1 1.5.

dopmaTt naketa

Hwke (pucyHok 1.43) npuBenéH dopmart naketa ans Bepcumn 1.6. [daHHbI hopmaTt naketa
npumMeHnM Ans naketoB obHapyxeHus (Discovery Packets), naketoB oTtyéta (Report Packets),
naketoB nogaepxkn (Maintence Packets), koHpurypaumnoHHbix naketoB (Configuration Packets)
N naketoB nepeHanpasneHus (Redirection Packets) n He npyMeHVM AN nakeToB NOCTPOEHUS
Tononorun (Topology Packets). Takke CTOUT OTMETUTb, YTO, KOrAa YyCTPOMUCTBO, HE MOOAEPXKU-
Batowee WngpoBaHmne, NonyvaeT 3angpoBaHHbIN NakeT, TO AaHHOE YCTPOMCTBO OyaeTt oT-
BpacbiBaTb NakeTbl 0OHaPYXEeHUS U OTHETOB.
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Packet Format with Security Enhancement

Destination Source
Address Address CRC

E-byle Ebyle et 46 1o 1500-byle Tl

Packet | Sub-Packet | Hold | Hop
Type T

1-byle 1-byle

Sequence | Payload
Version Reserved | Secure *I L Checksum | Security

ype Time | Count Algorithm D Length Payload

1<yl 1-byta 1=hyle d=hyle 1-byte 2-byte 2-byte 2-byle 30 to 1484-byte

PucyHok 1.43.

HasHaueHune nonen B nakete popmaTa secure TO e camoe, 4YTO B NakeTe chopmarta unsecure,
3a UCKNIOYEHMEM CreayoLnNX Nonew:
e Version — Bepcus naketa SIM. Bepcus nakeTta npeacrtaeneHHoro hopmata — 0x02.
e Reserved — gonnHa aToro nonsi MmeHsietca oT 5 oo 4 6ant. 3HayeHne nons Bcerga co-
craBngaet 0x00.
e Secure Algorithm — anropntm wWngpoBaHus:
v" 0x00 — oTCyTCTBYET;
v' 0x01 — BHyTpeHHUn anroputm D-Link (XOR);
v' 0x01 ... OXFF — 3ape3epBMpoBaHO A1 AaNbHENLLIEro NCMONb30BaHUS.
e Payload — nonesHas 3awmdpoBaHHasa Harpyska.

Onepauunu SIMv1.6

Onepaunn SIM Bepcun 1.6 pasgeneHbl Ha TpU YPoBHS (3Tana):
v' Collection — cbop nHdopmaunu;

v/ Maintenance — nogaepxka;

v" Managment — ynpaBneHue.

Omarn cbopa uHpopmayuu (Collection Stage)

Ha paHHoMm aTane komaHgHbI kommyTaTop CS nepuoamnyeckn paccbinaeTt naketbl oTyéta Re-
port (kak 3awnpoBaHHbIe, TaK U HET) KOMMYyTaTopoM-kaHamaaTam CaS, a kaHauaaTbl C TOW Xe
nepumoagndHOCTBIO pacchbinatT nakeTbl obHapyxeHus Discovery. NakeTbl Report/Discovery ¢
noadepXkkom mexaHuama GesonacHocTn ByayT 3awmdpoBaHbl anropuTMOM MO YMOMYaHWUIO.
[ononHMTeNbHO HEeKoTopasa MHAOPMaUUa O MexaHuaMax 6e30nacHOCTU BKIIOYAeTCs B nones-
HYl0 Harpysky. OTO AaHHble O MakCMMarlbHbIX U NpeanoYMTaemMblX ypoBHAX 6e30MacHOCTH, Ko-
TOpble NOAAEPKMBAET YCTPOMCTBO.

Cnepyrowasa guarpamma (pucyHok 1.44) vnntocTpypyeT onepawuu, NponM3BoanMble KOMMYTa-
Topom CS nocne nony4yeHus aaHHbIX OT KOMMmyTaTopoB Cas:

1. KommyTtatop CaS nocbinaet ogHoBpemeHHO ABa Discovery-naketa (oguH 3awmdpoBaH-
HbI, O4PYron — HeT).

2. Korpa kommyTaTtop CS nony4vaeTt He3awmngpoBaHHbIN NakeT, OH XAET 20 cekyHa 4O nony-
YeHus 3awmndposaHHoro Discovery-naketa. Ecnn B TeueHne gaHHOro nHTepeana BpeMEHM
3aWwmndpoBaHHbIN NakeT ByaeT NonyyeH, TO KOMaHOHbIA KOMMYyTaTop ONpeaenvT KOMMyTa-
Top CaS kak kommyTaTop, NOAAEPXKMBaOLLMIA MexaHn3Mbl 6e3onacHocTu. MiIHaye kommyTa-
Top CaS Oynet onpefenéH kak KoMMyTaTop, He NogaepXmnBaroLLmMii mexaHmambl 6esonac-
HOCTW.

3. [Hanee vHdopmaunsa o kommyTtaTtope CaS 6ygeT 3anucaHa B 6a3y JaHHbIX KOMMYTaTtopoB
CasS.
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Collection Stage

CaS database

Discovery packets |

(w/ securit | Discovery packets S i
enhanoem);m) : (wio security , } "
o)) .enhanoement) Y = Y
(CaS) ) " =
SIM Group
\ J

PucyHok 1.44.

Omarn noddepxku (Maintenance Stage)

Mocne obmeHa Discovery/Report-naketamun HacTynaeTt atan nogaepxku. Crneayowmmn pucyHoK
1.45 nokasblBaeT onepauuun, BbINOSIHAEMblE B KOMaHOHOM KOMMYyTaTtope, no nobaBneHuio u
KOHGUrypupoBaHuio kommyTtaTopoB CaS kak uneHoB ero SIM-rpynnbl U onepawmu, BbiNONHAE-
Mble B komMmyTaTope CaS, no nonyyeHuo KoMaHapl 4ns npucoeanHenus k SIM-rpynne.

4 &
Maintenance Stage - Adding or Configuring the CaS as a member of the SIM group

jon
Encwp\\o
. K
Assign security
; parameters
Check Information
“
(CS)

e e

—~—
|
ion N\
pec¥? A WS) \
N (CaS) \ |
oy <« i i
Decrypt and record SIM Group
. J

PucyHok 1.45.
Omarn yrnpasieHus
HasHayeHne paHHOro 3Tana nepeBecTM KOMMyTatopa-kaHamgaTta B pofib KOMMyTatopa-
yyacTHuka (MS). HoBbii kommyTaTtop MS npumeT n nocnenyeT metoay obmeHa uHdopmaumen,
yCTaHOBITIEHHOM Ha [aHHOM 3Tare, ANA B3auMOAENCTBUS C OCTallbHbIMW KOMMYyTaTopamu-
y4acTHMKaMu U KOMaHAHbIM KOMMYTaTtopoOM CBOEW rpynmbl.
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B3aumopencteua B Tononoruu SIM

Bsavmogencteme mexgy KommyTtatopamu B Tononorin SIM MOryT OoCyLlecTBsATbCHA B S5 pas-

NNYHBIX pexnmax (B 3aBUCUMOCTU OT TOro, NOAAEPXKMBAET N KOMaHOHbI KOMMYTaTop Mexa-

HM3Mbl 6€30NacHOCTUN NN HET):

1. Korga kOMaHAHbI KOMMyTaTop He noadepxuBaeT MexaHusMbl 6e3onacHOCTU, BCE B3au-
MOOENCTBME MeXOY HUM M OCTanbHbIMU yY4acTHUKaMK rpynnbl npoucxoaut 6e3 npumeHe-
HUS WndpoBaHus. Bo3aMoXHble pexxMMbl OOMeHa NSt JaHHOro criydyasi nokasaHbl Ha pu-

CyHke 1.46.
- )
CS without Security Enhancement
Mode #1
N
eamreree » (MSs)
- N—
N Sg— o e -
CS) ¢ :
()
(CaS)
W
Mode #2
_________ i (MSs)
o Nm—
— -
CS) ‘
N
(CaS)
N
Mode #3
N
,,,,, o |:r\’155'
s - .
’ — g— .
CS) <
(CaS)
S
2 J

PucyHok 1.46.

2. Korga Bce kommyTtatopsl rpynnbl (CS, MSs, CaSs) nogaepxusatoT MexaHu3Mbl 6esonac-
HOCTMW, BCE B3aUMOAENCTBUS MEXAYy HUMU NPOU3BOAATCH TOMbKO B 6e30nacHOM pexume.
[aHHas koHuenumsa npounnocTpupoBaHa B pexume 1 (Mode #1) Ha pucyHke 1.47. Oc-
TanbHble PEXWMbl UNIOCTPUPYIOT CUTyauun, Korga TOT UM MHOW YfeH rpynnbl He noa-
AepXXMBaeT MexaHn3mbl 6e3onacHoCTu.
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& )

CS without Security Enhancement

Y. @:q

»y.....-.-—...* ) ) L

e (CS)

PucyHok 1.47.
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Il. TexHonorun odecne4yeHna 6e3onacHOCTU nepegadn AaH-
HbIX B ceTaX Ethernet

1. OrpaHMyeHne Konu4yecTea ynpaBnfaloWMX KOMNbLIOTEPOB
CoBpeMeHHble KOMMYyTaTOpbl MO3BONAIT 3a4aTb KOHKpPeTHble KoMmnbioTepbl (IP-agpeca), ¢ ko-
TopbIX OyoeT npoucxoauTb HACTponKa AaHHbIX KommyTaTtopoB no Web- unu Telnet- nHepden-
cam unu vyepes npotokon SNMP. lNonbITka NPOYMX KOMMLITEPOB MNOAKMIOYUTLCS K KOMMYyTaTO-
pam ans ynpaesneHus nmm 6ygeT oTKNoHeHa.

2. Hactpounka 6e3onacHOCTU MHAMBMAYaANbLHOro nopra
[aHHas yHKumMs no3sondeT:

e 3abnokupoBaTb AanbHenwee obHoBreHne Tabnuubl KOMMyTaTOopa — eCcnn KOHUrypu-
poBaHue Balen cetn 6onblue He n3mMeHsiTcs, Bl 6rnokvpyete Tabnuuy koMmyTauum, u
KommyTaTop OygeT npocTo oTbpackiBaTb BCE NaKeThbl, KOTOPbIE NOCTYNAlT C HEU3BECT-
HbIX agpecoB. [NprMyém gaHHoe AeNCTBUE MOXHO BbIOpaTh 45151 KOHKPETHBLIX MOPTOB. [pu
9TOM 3arimcu B Ta6n|/|u,e KOMMYyTauunun He 6yD,yT yoandaTtbCca no Ta|71M-ayTy;

e 3agaTb MakcuMmarbHoe konmyectBo MAC-agpecoB ons NPUBSA3KA K KOHKPETHOMY MOPTY.

3. dunbTpauna MAC-agpecoB

[ononHMTENBHO MOXHO HacTPOUTb KOMMYTATOp Tak, YTOObl OH HE NPWHMMan nakeTbl C onpe-
AeneHHeiM MAC-agpecom (kak nonyvaTtens, Tak U otnpasuTens). [nsa atoro cnyxuT tabnuua
dunbTpaummn Tpaduka (Filtering Table). ®akTnyeckn gaHHas Tabnuua sSIBNseTcst «4EPHbLIM Crn-
ckom». lMocne nonyyeHns naketa KOMMyTaTop cYMTbiBaeT oba annapaTHbIX agpeca, Kak nony-
yaTtens, Tak u otnpasuTens. Ecnu xoTs 6bl 0AMH N3 HUX coaepXXUTCsa B Tabnuue dunbTpauum,
TO MakeT oTOpackiBaeTCs.

4. TexHonorua ¢punbtpauum IP-MAC Binding

OCHOBHO€E Ha3Ha4YeHWe JaHHOW TEXHOSOMMN — 3TO OrpaHnYUTb AOCTYN K KOMMyTaTopy onpeae-
NEHHOro KonmnyecTBa KOMNbTEPOB. [Na 3aToro MHANBMAYyanbHO A5 KaXK4Oro ernaemoro nop-
Ta co3gaétcs Tabnuua cootBetcTBus IP- 1 MAC-agpecos. [Janee kommyTtaTtop OyaoeTt nponyc-
KaTb TONbKO NakeTbl C ykadaHHbiMM MAC-agpecamu 1 TONbKO B TOM Criyvae, eCcrnv UCTUHHO Co-
otBetcTtBue IP- n MAC-agpeca.

CyLiecTBeHHbIE OTNIMYNA JAHHOW TeXHONOrMM OT TexHonorun cpunbtpauun MAC-agpecos:

e (JunbTpauma paboTaeT Ha BCex NopTax, a B JAHHOW TEXHOMOrMM MOXHO HacTpavBaTb
KaXxabl NOPT B OTAENBbHOCTY;

o (bunbTpauna coaepKUT «4EPHLIN» CNUCOK, TO €CTb paboTaeT Mo NPUHLMNY: He Nponyc-
kKaTb Te naketbl, MAC-agpeca KOTOpbIX cogepXxartcsa B Tabnuue unetpaumn. JaHHas
TEXHONOrMsi, HA06OPOT, COAePXKUT «BenbI» CINCOK, TO ECTb NPOMYCKAaeT TONbKO Te na-
keTbl, MAC-agpeca KOTOpbIX coaepXXaTcs B CO30aHHbIX CMUCKaX;

e B OTnnume oT unbTpaumm TexHonorus IP-MAC Binding nposepseT He Tonbko MAC-
agpec UCTOYHMKa nakeTa, Ho u ero IP-agpec.

5. Cnucku koHTpons aoctyna (Access Control Lists)

Cnunckun koHTpons goctyna obecnevnBatoT orpaHu4eHne NPoxoxaeHusa Tpaduka yepes KoMmy-
Tatop. ®aktnyeckn TexHonorna ACL peanuadyeT Ha KOMMyTaTtopax 3-ro ypOBHS MOMHOLEHHbIV
GunbTp NakeTos. MNMprém nakeToB UNM OTKa3 B NPUEME OCHOBbLIBAETCSA Ha onpeaenéHHbIX npu-
3HaKax, KOTopble COLEPXUT NakeT:

IP- 1 MAC-agpeca NCTOYHUKa U NPUEMHWUKA;

Homep VLAN;

Homep nopta TCP nnu UDP;

T1n ICMP-coo0LueHuns.

AANENEN



HIMM «YuTex-Mpocu» — FMobansHble KOMNbIOTEpHbIE ceTh — Teopus

KntoyeBbIM NOHATUEM B AaHHOW TEXHOSMOMNM SBRSIETCA NOHATUE Npoduns 4ocTyna — 3To Habop
MPU3HAKOB, KOTOPbIA COAEPXKUT MaKeT, C onpeaenéHHbIMN 3HaYeHnsMU. Kaxabii npocunb aoc-
TYN MMEET CBOI YHMKamNbHbIA HOMep B Npeaernax kommyTtaTopa. MNprumep npodwunen goctyna:

1: <VLAN = Yes, Source MAC = 00-01-08-DE-FA-10, Destination MAC = 00-01-07-DE-FA-10>
2: <VLAN = Yes, Source IP = 192.168.3.1, Destination IP =192.168.10.2, TCP port = Yes>

MomMuMO npuBeLEHHbLIX NPUMEPOB CYLLECTBYHT TaKKe KOHTEKCTHO-3aBUcMMble npodunu. Oc-
HOBHOE OTIIMYME KOHTEKCTHO-3aBMCUMbIX NMPOodunen OT BCEX OCTalbHbIX 3aKMO4YaeTCa B TOM,
4YTO B HMX MPU3HAaKK 3a4at0TCsl CMeLLEHMEM OTHOCUTENBHO Havana kagpa Ethernet. Hanpumep,
4yTOGbI YkasaTb MAC-agpec MCTOYHMKA NnakeTa B KOHTEKCTHO-3aBUCMMOM npodurne Heobxogm-
MO ykasaTb cmelleHne Offset = 6 Bantam n ganee 3HadeHne MAC-agpeca, Tak Kak AaHHbIN
afpec pacrnonaraeTcs B 3arornoBke kagpa Ethernet ¢ 7 no 12 6aiT BKNIOYUTENBHO.

Mpodmnb siBNsieTcs BCEro nuilb 06pasLom (HEKOTOPbIM 3TarioOHOM), HA OCHOBE KOTOPOro CO3-
AatTcs npasuna. lNpaeuna npegcraenstoT cobon Npodunb, 3anonHEHHbIA KOHKPETHBIMWU 3Ha-
YEHMSIMM NPU3HAKOB W1 coaep KaLlmi 4ENCTBUE, KOTOPOE HEOOXOAMMO BbINOMHUTL HAA NAKETOM,
ecnn OH nonagaet nog 3Tn npusHakn. OB6bl4HO AeNCTBUE — 3TO yaanuTb UM NPOABUHYTL Na-
keT. [Ins kaxgoro npoduns MoxeT ObiTb co3gaHo 6onee ogHoro npasuna. Hanpumep, ons
BblLenpuBeaéHHoro npoduns ¢ ID=2 moryT ObiTb CO34aHbI CrieayoLme npasuna:

Accept: <VLAN = Default, Source IP =192.168.3.1, Destination IP = 192.168.10.2, TCP port = 514>

Deny: <VLAN = Marketing, Source IP = 192.168.3.1, Destination IP = 192.168.10.2, TCP port = 8080>

Mpn nocTynneHmMn naketa Ha KOMMyTaTop NPOUNN JOCTYNa NPUMEHSATCHA NocneaoBaTeribHO,
B Nopsiake BO3pacTaHusA MX HOMepoB. [lakeT npoBepseTcs Ha COOTBETCTBME YCMNOBUAM, YKa-
3aHHbIM BO BCeX npasuriax npoduns, HaumHas ¢ nepeoro npoduns. Ecnn npaeunno nogxoaur,
nakeT B COOTBETCTBME C AenctBuemM obpaboTkm nubo npuHuMaeTcs, nNbo oTbpacbiBaeTcs U
Aanblue He npoBepsieTca. Ecnu naket He nonagaeT HWM Nog OAHO NpaBuno npoduns, To naket
npoBepsieTcs No npasBunam crnegyouwero npocdpuns. Ecnn He ogmH npodunb HE NOAXoAWUT, TO
NPUMeHseTCa NONUTMKa NO YMOSMYaHWI0O — paspeluarollas unum 3anpeLlarowas npoxoxaeHue
Tpacdwmika.

OueHb BaXXHO MpaBUSIbHO pacCTaBnsATb Npoduny 1 npasuna BHYTPU NPoUen NoTomy, YTo
€cnu nakeT nonagaeT xoTs 6bl Nog 04HO 3anpelatoLlee NpaBuIio, TO OH yAanseTcs U3 KOMMY-
TaTopa v Aanblue He NpoBepsieTCs Ha COOTBETCTBUE APYrMM npaBunam, Aaxe ecnm cpeaun Hux
€CTb NpaBuna, KoTopble Mornun 6bl ero NPONyCTUTL AanbLue.

6. CermeHTauums Tpaduka (Traffic Segmentation)

CermeHTau,vm Tpacbvn(a CNYXUT OAnA pasrpaHny4eHna nopTtoB Ha KananbHom YPOBHE. ,D,aHHaFI
(byHKLl,Mﬂ no3BoNdeT HacTpamBaTb NMNOPTbl UK rpynny NOpToB TaKUM o6pa30M, 4TOObI OHK BbINN
N30NMpPOoBaHbl Apyr OT Apyra, HO B TO e BPeMs MMenu OOCTYN K pasgensembiM rnopram, uc-
nonb3yeMblM 4515 NOAKIYEHNS CEPBEPOB UM Marmuctpanu cetn nposavaepa. O4eHb BaXKHOWM
ABNAeTCA BO3MOXHOCTb OAHOBPEMEHHOIo UCNOJ1b30BaHUA /J,aHHOI;I beHKLI,I/IVI C BMpTyalbHbIMU
cetamu (VLAN), 4TO No3BOMseT NPOM3BOAUTL AalbHeNLee pasrpaHMyeHne npas.

HaHHasa TexHonormns cxoxa ¢ TexHonornen VLAN, HO aBnsieTcs 6onee orpaHMy4eHHON no (pyHK-
UuoHarnbHocTu. K npenmyulecTBaMm TEXHONOMMM MOXHO OTHECTH:

e NPOCTOTa HaCTPOWKMU;

e 0Oonee HU3Kas 3arpyska npoweccopa KOMMyTaTopa no cpasHeHuto ¢ VLAN.
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PucyHok 2.1.

PaccmoTtpum npumep (pucyHok 2.1). Bce komnbloTepbl MMEKOT JOCTYN K 0bLemMy nopTy, HO He
UMEIT AO0CTyna K Apyr Apyry Ha KaHanbHOM ypoBHe. OTO pelleHne MOXET ObITb MCNONb30BaHO
B:
e B npoektax ETTH (Ethernet To The Home, Ethernet go goma) onsa nsonaunm KOMmMbto-
TEPOB KOHEYHbIX Nonb3oBaTenen;
e [Onsi NpenocTaBrieHnsa AoCcTyna k obweMy cepBepy.

7. MpoTtokon IEEE 802.1x

Mpotokon IEEE 802.1x siBnseTca mexaHuamom 6e3onacHocTn, obecnedmBalownum ayTeHTUdu-
Kauuio 1 aBTOpM3aumio norb3oBaTenen n TeM CaMbiM OrpaHu4MBaloLMM AOCTYN MPOBOAHBLIX
unn 6ecnpoBOAHbIX YCTPOWUCTB K floKanbHou ceTn. PaboTta npoTtokona 6asmpyeTcs Ha KIMMEHT-
CepBepHOV MoAenu KOHTPOns AOCTyna (pucyHok 2.2). B kavectBe cepBepa ayTeHTUdMKauum
ncnonedyetca RADIUS-cepep. Npn aTOM Becb npouecc ayTeHTUdunkaumm nonb3osatens npo-
n3BOANTCS B MPOBOAHLIX CETAX HA ocHoBe npoTokona EAPOL (Extensible Authentication Proto-
col over LAN), B becnpoBoaHbix — Ha ocHoBe npoTtokonia EAPOW (Extensible Authentication
Protocol over Wireless).

Knuent Kommytarop (ayrexmugpuKarop) Cepeep aytexTuchuKaLun
Ceresoii nuTepGeiic Ceresoil nopt
......................... ~ Moo EAP cepsep
Ethemet 802.3 Kowsyrarop (savactyio RADIUS)
Becnposagisni weTeppeiic 802.11 Tovxa gocTyna
PucyHok 2.2.

[lo Tex nop, noka KnNneHT He ByaeT ayteHTUdmumposaH, npotokon IEEE 802.1x 6yaet nponyc-
KaTb Yepes ceTeBon NopT TonNbko Tpaduk npotokona EAPOL. MNocne ycnewHon ayteHTudunka-
unmn 0bblYHbIN Tpaduk ByaeT nponyckaTbca Yepes nopT. Pabota npotokona IEEE 802.1x ocHo-
BblBAETCH Ha TPEX KOMMOHEHTax (PUCYHOK 2.2), Kaxaasa M3 KOTopbIX NogpobHO paccmoTpeHa B
cnegyoLlem pasgene.

7.1. Ponn yctpoucTts

KnneHTt — 310 paboyas ctaHuus, koTopas 3anpawmBaeT SOCTYN K NIOKanbHOW CETU N cepBucam
KOMMyTaTopa 1 OTBeYaeT Ha 3anpocbkl kommyTaTopa. Ha paboyen ctaHumm gOmkHO ObiTh yCTa-
HoBneHo knueHTckoe MO, peanusytowee npotokon 802.1x (B8 OC Microsoft Windows XP gax-
Hoe MO aBnseTca BCTPOEHHbIM).

CepBep ayTeHTMdUKaUMM BbINOSNHAET (PAKTUYECKYIO ayTEHTUUKAUMIO KIMEHTa, npoBepss
NOANUHHOCTbL KITMEHTAa N MHAPOPMUPYS KOMMYTaTOp, NPEAOCTaBNATb UMW HET KIMEHTY AOCTYN K
JIoKarnbHOW ceTuw.
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KommyTaTtop (Takke HasbiBaeTcs ayTeHTudukaTop) ynpasnseT uanyeckum JOCTYNOM K CeTH,
OCHOBbIBasACb Ha cTaTyce ayTeHTudukauum knueHTta. Kommytatop paboTaeT Kak nocpeaHuk
MexXay KIMEHTOM U CepBepoM ayTeHTuduKauun, nonyvas 3anpoc Ha NpoBepPKY NOASIMHHOCTU
OT KNnueHTa, NpoBepsAs AaHHYI0 NHOPMALMIO MPKY NOMOLLM cepBepa ayTeHTudukaummn, n nepe-
cbinaa oteeT knmeHTy. O kommyTaTopa BknoyaeT knveHTa RADIUS, koTopbin oTBevaeT 3a
WHKanNcynsauuio 1 genHkancynsuuio kagpos EAP n B3avmopencTsue ¢ cepBepoM ayTeHTUdu-
Kauuw.

7.2. NMpouecc ayTeHTUMKaLmum

WHnuumnposaTth npouecc ayTeHTUUKALMUU MOXET KOMMYTaTOp UMK KNWeHT. KnneHTt nHuummpy-
eT ayTeHTUpmkaumo, noceinaa kagp EAPOL-start, KOTOpbIN BbIHY)XOaeT KOMMyTatop oThnpa-
BUTb €My 3anpoc Ha naeHtudukaumo. Korga knneHt otnpasnset EAP — oTBeT co cBoen naeh-
TUukaumen, KOMMyTaTop Ha4yMHaeT nrpaTb PONb NOCpedHuKa, nepegarowlero kagpel EAP me-
XOY KITMEHTOM M CEPBEPOM ayTEHTUdIMKALMN SO YCAELLHON UN HeyCNeLwHOW ayTeHTUdMKaumnu.
Ecnn ayTeHTU(MKaLna 3aBepLinnack ycnewwHo, nopT KOMMyTaTtopa CTaHOBUTCHA aBTOPU3OBaH-

HbIM.
Cepeep RADIUS
':?2:::: KommyTarop (CepBep ayreHT numKaL mm)
(Knuenr) {Authenticator)
|
g e
2
EAPQOL-Start
B
EAP-Requestidentity
i
EAP Responseildentity RADIUS Access Request
- -
EAP-Request/OTP RADIUS Access-Challenge
- i
EAP-Response/OTP RADIUS Access-Request
- o
EAP-Success RADIUS Access-Accept
- i

MopT aBTopH3OBaAH

EAPOL-Logoff RADIUS Account-Stop

RADIUS Ack
i

MopT He aBTOPH3OBaH
PucyHok 2.3. BpemeHHas anarpamma ayTeHTUUKaLUM KNMeHTa B CETU.

BpemeHHass guarpamma obmeHa EAP-kagpamyn 3aBUCUT OT MCMOJIb3YEMOro MeToaa ayTeHTu-
dumkaummn. Ha pucyHke 2.3 nokasaHa cxema obmMeHa, MHUUmmpyemas KImeHToM, MCnosb3yroLas
METOA4 ayTeHTUdMKaumm ¢ MUCNonb3oBaHMEM OfHOpPa30Bbix naponen (One Time Password,
OTP) cepeepom RADIUS.

7.3. CocTOosiHME NOPTOB KOMMYyTaTopa

CocTosiHne nopta KoMMyTaTtopa onpeaendeTcsa TeM, MOMyyYusi UM He MOosTyYun KIUeHT npaBo
poctyna k ceTtu. lNepBoHavanbHO NOPT HaAxXoAUTCA B HEAaBTOPU3OBAHHOM COCTOSIHMM. B aToMm
COCTOSIHUM OH 3anpeLlaeT NPoOXOXAeHne BCero BXogsLero n ncxogsero tpadvka 3a UCkrto-
YeHueM naketoB npoTokona IEEE 802.1x. Koraa knueHT ayTeHTMdUUMPOBaH, NOpPT nepexoant
B aBTOpM30BaHHOE COCTOSIHNE, MO3BOMNSAS nepeaady noboro Tpadumka OT Hero.

Bo3aMOXHbI BapuaHTbl, KOrga KIMEHT UM KoMMyTaTop He noagepXusatT rnpoTtokon IEEE
802.1x. Ecnu knneHT, KOoTOpbIN He nogaepxusaet npotokon IEEE 802.1x, nogkrtoyaeTcs K He-
aBTOPU3OBAHHOMY MOPTY, KOMMYTATOp MOCLINAET KIMEHTY 3anpoc Ha ayTteHTudukaumio. Mo-
CKOMbKY B 3TOM Cnyyae KINUEeHT He OTBETUT Ha 3anpoc, NOPT OCTaHETCHA B HEaBTOPU3OBAHHOM
COCTOSIHUU U KNUEHT He NOoNnyyuT JOCTYN K ceTu.
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B opyrom cny4yae, korga knueHT ¢ nogaepxkon npotokona IEEE 802.1x nogkntovaeTcs K nopTy,
Ha KOTOpPOM He 3anyweH npotokon IEEE 802.1x, kKnneHT HauMHaeT npouecc ayTeHTUMKaLmm,
noceinasa kagp EAPOL-start. He nonyymB oTBeTa, KNMEHT NOCLINIaeT 3anpoc onpeaenéHHoe Ko-
nnyecTtBo pas. Ecnv nocne aToro oTBET HE MOMyYeH, KIMEHT, CYMTAs, YTO MNOPT HAXOAMTCS B
aBTOPU3OBAHHOM COCTOSHUM HAYMHAET NochbinaTth Kagpbl.

B cnyuyae, korga u KnNueHT 1 KoMMmyTaTop nogaepxusatoT npotokon IEEE 802.1x, npu ycnelu-
HOW ayTeHTUdUKaLMKM KNMeHTa, NopT NepexoanT B aBTOPU30BAHHOE COCTOSHME U HAYNHAET ne-
pefaBaTb BCe Kaapbl kKnueHta. Ecnu B npouecce ayTeHTUdMKaLUM BO3HUKIN OWINMGKN, NOPT OC-
TaéTca B HeaBTOPM3OBAHHOM COCTOSIHMM, HO ayTeHTUdMKaUUst MOXeT ObiTb BOCCTaHOBIEHA.
Ecnu cepsep ayTeHTUMKaunm He MOXET ObITb AOCTUrHYT, KOMMYTaTOp MOXET MOBTOPHO ne-
pedaTtb 3anpoc. Ecnn ot cepBepa He Nony4YyeH OTBET Nocne onpeaenéHHoro Konnyectaa norbi-
TOK, TO B JOCTyne K ceTn OyaeT oTka3aHo M3-3a oMBOK ayTeHTudmkaumum.

Korga knmeHT 3aBepluaeT ceaHc paboTbl, OH nockinaet coobuweHne EAPOL-logoff, nepeeoas-
LLlee NOpPT KOMMyTaTopa B HeaBTOPM3OBAHHOE COCTOAHMU. Ecnn cocTosHMe kaHana cBaA3n nop-
Ta NnepexoanT U3 akTUBHOro (up) B HeakTnBHoe (down), TO MOPT Takke BO3BpaLLaeTCa B HeaB-
TOPU30BaHHOE COCTOSHME.

7.4. MeToAabl KOHTPONSA AOCTyna Npu ucnonb3oBaHnn npotokona IEEE 802.1x

MpoTokon IEEE 802.1x npenoctaBnseT gBa MeTofa KOHTPOSS A0OCTyna K CeTU:

1. Ha ocHoBe noptoB (Port-Based Access Control). NMpn ncnonb3oBaHMM gaHHOMO meTona
AOCTaTOYHO, YTOObI TONBKO OAMH NOOOKM NONb3oBaTeNb, MNOAKIYEHHbIN K MOPTY KOMMYyTa-
Topa, 6bin aBTOpU3oBaH. Toraa NopT NepengéTr B aBTOPU3OBAHHOE COCTOSIHME M AOCTYN K
ceTun nonyyar nobble Nonb3oBaTenu, NOAKMIOYEHHOMY K AaHHOMY MOPTY.

2. Ha ocHoBe MAC-agpecos (MAC-Based Access Control). Npu ncnonb3oBaHMmM aHHOMoO Me-
Toda npu ayteHTuduKaumMm Takke ydntbiBaetca MAC-agpec KnveHTa, NOAKNHYEHHOro K
NnopTy, N NOPT aBTOPU3YETCH TONBbKO AN KIMeHTa C KOHKpeTHbIM MAC-agpecom.

KoHTponb aoctyna Ha OCHOBe NOPTOB

M3HauyanbHo npoTokon IEEE 802.1x pa3pabaTbiBancs ¢ y4€TOM TOro, UToO K NOPTY KOMMYyTaTopa
NnoakIiyYeHo He Goree OAHOro yctponcTtBa (pUCyHOK 2.4). Kak TONbkO YCTPOWCTBO YCMELLHO
npoxoauno npoueaypy ayTeHTudukaumm, nopT nepexogun B aBTOPU3OBAHHOE COCTOSAHUE U
Aanee npornyckan Becb Tpaduk A0 Tex Nnop, Noka He HacTynano cobbiTve, kKoTopoe obpaTHO
nepeBoauno ero B HeaBTOPU30BaHHOE COCTOsiHME. CnegoBaTtenbHO, ecnn NopT KOMMyTaTopa
NOOKIHYEH HE K OAHOMY YCTPOMCTBY, @ K CEerMEHTY NoKasribHOW CeTu, TO ycrneluHas ayTeHTudu-
Kauna noboro yCcTponcTea M3 3TOro cerMeHTa OTKpbiBaeT AOCTYN B CETb BCEM OCTarbHbIM YCT-
poncTBamM U3 cermeHTa. ECTeCTBEHHO, 3TO SIBMSIETCSA CEpPbE3HOM NPOBNEMON C TOYKN 3peHUs
BGesonacHoCTw.

KoHTponb goctyna Ha ocHoBe MAC-agpecoB

Anga Toro, 4tobbl ycnewHo mcnonb3oBaTb npoTokon |IEEE 802.1x B pacnpeaenéHHbIX nokanb-
HbIX CeTaX, HeobxoanMMO co3gaBaTb NorMyeckMe NopTbl — NO OAHOMY FIOrMYECKOMY MOPTY Ha
Kakgoe YCTPOMCTBO, NOAKMIOYEHHOE K hmnsmyeckomy nopTy. Takum obpasom, omsmyeckmin nopt
npeactaenseT cobor MHOXECTBO JIOrMYECKMX NMOPTOB, KaXAbIA U3 KOTOPbIX HE3aBUCUMO KOH-
TPONMpPYEeT OTAENbHOE YCTPOMCTBO-KIIMEHTA C TOYKN 3PEHUS ayTEHTUUKALMN 1N aBTOpU3aLMK.
MprHagNeXHOCTb YCTPOMCTBA K ONpeaenéHHOMY NIOrM4eckomMy MOpPTY OCYLLECTBSAETCA Ha Oc-
HoBe MAC-agpeca yctponcTtea (pucyHok 2.5). Takum obpasom, yctpaHseTca npobnema 6e3o-
NMacHOCTW A0CTyra MHOXeCTBa YCTPOWCTB Yepes OANH (Pn3nYecknit NopT KomMyTaTopa.
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Cepsep RADUS
Kommyrarop
[
Knuenr  Knwent Knitent Knusenr Knuenr Knuenr Knuenr Knitent e Knwenr
802.1x  802.1x 802.1x  802.1x 802.1x 802.1x  8021x  802.1x 802.1x
B3 Kowtponaupyembiis nopT
= HexowTponnmpyembii noptT
PucyHok 2.4.
!}
Cepsep RADUS
Kommyrarop
=] o DEEDm Emmom mEEc
Knuenr Knwenr Knwenr Knmwenwr Knwenwt Knwent Knwewr Knwent Knisenr Knuenr Knwenr Knwewr
802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x

= KouTtpomnupyemblii nopT
0 HekonTponaupyembii nopT

PucyHok 2.5.
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lll. TexHonoruu nepegavn AaHHbIX B cetax TCP/IP

Ctek npoTtokonoB TCP/IP npeglwecteoBan atanoHHon mogenu OSI, HO, TeEM He MeHe, NpoTo-
KONMbl MOXXHO pa3fennTb Ha YeTbIpe YPOBHSA, KoTopble ByayT B 0OLMX YepTax aHanornyHbl ce-
MuypoBHeBoMy cTeky OSI (pucyHok 3.1).

MNprknagHon ypoBeHb MpuknaaHoON ypoBeHb YPOBEHb:

lMpencraBuTenbCKUA HTTP, FTP, Telnet, SMTP, IMAP, POP3 ...
YPOBEHb

CeaHcoBbLIN YpOBEHb o ,
TpaHCNOPTHbLIN YPOBEHD:

TpaHcnopTHLIN TCP, UDP
YPOBEHb

YpoBeHb MeXCeTeBOro B3auMoaencTaus:

IP, ICMP, IGMP

YpoBeHb ceTeBbIX MHTEP(ENCOB:

Ethernet, Token Ring, FDDI, PPP, X.25, ARP...

CeTeBoW ypoOBEHb

KaHanbHbIN ypoBEeHb

dunsnyecknii ypoBeHb

PucyHok 3.1. ApxuTektypa ctek npoTtokonoe TCP/IP.

B nepByto oyepeab OTMETUM OCHOBHblE (DYHKLMW YPOBHEW COrfacHO HoTauuu 7-n ypOBHEBOW
mopenu ISO/OSI:

dun3anyeckmn yposeHb — NpeactasnseT cobon cpeny u annapaTypy nepeaayun gaHHbIX;
KaHanbHbIN ypoBeHb — Nepegaya naketa B npegenax JIBC;

CeTeBoW ypoBeHb — Nepefaya naketa Ao NyHKTa HasHa4YeHus:;

TpaHCNOPTHbIV YPOBEHDb — Nepeaaya naketa KOHKPETHOMY MPUITOXKEHWNIO;

CeaHcoBblIn, NpeacTaBUTENLCKMIA U NPUKNAaHON — OYHKLMW pas3MbITbl — KOHKPETHOE Mpu-
noXxeHue.

ANANENENEN

B JIBC dyHKumnoHanbHocTb KaHanbHOro ypoBHsSI onpenensieTcd He MNPOTOKONIOM M3 CTeka
TCP/IP, a ctaHgapTHbIMK npoTokonamu KaHanbHoro ypoBHSA Tuna Ethernet unn Token Ring.
EavHcTBEHHBIMK NpoTokonamun u3 cteka TCP/IP, paboTawowmmm Ha KaHanbHOM ypoBHe, ABns-
totca ARP 1 npotokonbl Anga yctaHosneHus dial-up coeanHenus (SLIP, PPP).

YposeHb MexceTeBoro B3aMmogencTamsa npencrasneH npotokonom IP (Internet Protocol), BbI-
CTynaoLUM B Ka4yecTBe MEPBUYHOIO HOCUTENS AN BCEX OCTalbHbLIX NMPOTOKOSIOB, ONEpPUpPYHo-
LWMX Ha Bonee BbICOKMX YPOBHSX. Takke Ha 9TOM YpOBHe npucyTcTByeT npotokon ICMP, ocy-
LLLECTBNSAOLNA ONArHOCTMKY U KOHTPOSb coobLleHnin 06 owmbkax Ha IP-ypoBHe. lNMpoTtokon IP,
KaKk OCHOBHOW NPOTOKOSM-HOCUTESb, ABNSETCS NPOTOKONOM 6€e3 yCTaHOBNEHUS COeQUHEHNS U, B
CBSA3WN C 3TUM, HEHaAeXHbIM, NOCKOSbKY HedocTarwue cepBuckl obecnednBatoTca TpaHcnopT-
HbIM YPOBHEM MO Mepe HEOHXOANMOCTMU.

Ha TpaHcnopTHOM ypoBHEe (PYHKLMOHUPYIOT ABa npoTokona: Transmission Control Protocol n
User Datagram Protocol. lNMpotokon TCP OpueHTUpOBaH Ha yCTaHOBMEHWE COeOVMHEHUS U Ha-
aexeH, B To Bpems kak UDP npeacraBngaet cobon npoTokon 6e3 ycTaHOBMEHUSI COEOUHEHUS U,
cnepoBaTeribHO, He O4YeHb ycTonumB. lNMpunoxeHne MoxeT 3aTpeboBaTb NEPBbIA UM BTOPOW
NMPOTOKOSM B 3aBMCMMOCTU OT COBCTBEHHbIX 3anpoOCOB U CEPBUCOB, KOTOPbIE EMY YyXe npeaoc-
TaBmeHbl.

Mpotokon TCP 3a4acTytd UCNONb3yeTCs MPUIOXEHUAMW, nepeparomnmm Gonblive nopuum
AaHHbIX. [poTokon UDP 3a4acTylo UCNonb3yeTcsl NPUNOXKEHUAMU, ONEPUPYIOLLMMU ManbiM
00bEMOM AaHHbIX U NOCTPOEHHLIX MO apPXUTEKTYPE «KIMEHT-CEpPBEP», T.K. B AAHHOWN apXUTEKTY-
pe 3anoXeH MexaHuU3M NoATBEePXAEHUS OOCTaBKM OaHHbIX U OHa He HYXOaeTCsd B U3MULLHUX
cpefcTBax NOATBEPXAEHNSA HUXKenexallero npoTokona.
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MpuknagHon ypoBeHb Havboree TpyAHO NoaaaeTcs ONUMcaHuIo, Tak Kak NpoToKosbl, paboTato-
Lme 34ecb, MOryT BbiTb Kak NMOMHOCTbIO 3aBepLUEHHbIMWU, CaMOLOCTAaTOUYHBIMU NPUMOXEHUSMMU,
Tak 1 BCEro NuLlib MexaHu3mMamu, C NOMOLLLIO KOTOPLIX APYrne NpunoxeHus obecnevmsaloT Ka-
kme-nmbo ycnyru, kak B criydae DNS.

1. Agpecauus B IP-ceTax
B cteke npoTtokonoe TCP/IP ncnonb3yeTcst Tpu Tuna agpecos:

1. MAC-adpec — naeHTUdnKaumMoHHbIA HOMEpP CETEBOro agantepa Unu noprta MapLipyTu-
3atopa, Hanpumep, 00-60-17-3D-BC-01. 3T agpeca HasHa4yarTCs NPOM3BOANTENSIMU
06opyaoBaHNS N ABMAIOTCA YHMKANbHbIMKM, TaK KaK yNpaBnalTCs LeHTpanu3oBaHo. [Ans
BCEX CYLLECTBYIOLINX TEXHOMOrMI nokanbHbix ceten MAC-agpec nveet opmart 6 6an-
TOB: cTapwwue 3 Ganta - ngeHTunkaTop upmMbl NponsBoauTens, a Mnagwuve 3 6anta
Ha3Ha4alTCs YHMKaNbHbIM 06pa3omM caMMM NMPOU3BOAUTENEM.

2. [omeHHbIl adpec. ViIMeeT mnepapxmyeckyto CTPYKTYPY M HECeT CMbICNIOBYHO Harpysky,
MOCKOMbKY npegHasHayeH ang yaobcrBa 3anoMuMHaHWS nonb3oBaTenem. Takom agpec
COCTOMUT N3 HECKOSBbKNX YacTen, HanpMMep, UMEHN MalUWHbI, MMEHW OpraHusaumm, nme-
HW gomMeHa. HasbiBaeTcs Takke DNS-umeHem. Hanpumep, www.susu.ac.ru.

3. Cemesol adpec. Ona ceten, nogaoepxmBarowmx ctek nportokosioB TCP/IP, ato IP-
agpec. |IP-agpec nmeet anvHy 4 6anta n obbl4HO 3anMCbiBaeTCs B BUOE YEThIpeEX Yu-
cen, NpeacTaBnsWmNX 3HayYeHnss Kaxagoro 6anta B gecatudHon cdopme, U pasgenex-
HbIX Toukamu, Hanpumep: 193.233.81.15 - TpaguMumoHHas gecaTudHaa dopma npea-
CTaBneHunsa agpeca.

IP-agpecaumnsa nogaepxmBaeT OBYXYPOBHEBYIO nepapxuto. Agpec Aennutca Ha ABe 4YacTu — Ho-
Mep CeTu, U HOMep y3na B 3ToW ceTu. [ona pasgeneHus OByx vyacTen agpeca MCnosb3yeTcs
Macka — ABOMYHOE YMCMO, KOTOPOE COOAEPXKUT eOuHULbl B paspsagax, MHTEpnpeTUpyemMbiX Kak
Homep ceTu. Hanpumep, macka 255.255.255.0 (11111111. 11111111, 11111111. 00000000)
ans agpeca 193.66.39.214 o3sHadaeT, 4TO B 3TOM agpece nepsble Tpu GanTta 6yayT onpeae-
NSaTb HOMEpP CeTu, a OCTanbHble — agpec y3na. Takum obpasom, agpec cetn — 193.66.39.0.
WHorga ansa 3anucy Macku ucnonb3yoT cnenytowmi popmat: 193.66.39.214/24. Takas 3anucb
O3Ha4yaeT, YTO Macka coaepXnT 24 eanHULbI, TO €CTb NOL agpec ceTn 0TBeaeHO 24 paspsaa.

CyLiecTByeT cornaileHue o crneumanbHblx agpecax. PaclumdgpoBka ocobbix agpecos npusene-
Ha B Tabnuue 3.1.
Tabnuua 3.1 — CneumnaneHile |IP-agpeca

Bua agpeca Mpumep HasHa4yeHune
Bce Hynu 0.0.0.0 Agpec TOro ysna, KOTOpbif
creHepupoBas naket
(Homep ceTu).(BCe HynK) 230.154.17.0 HaHHas IP-ceTb
(BCe Hynu).(Homep y3na) 0.0.0.192 Y3en B gaHHoun IP-ceTtn
(Homep ceTu).(Bce eguHnubl) | 230.154.17.255 Bce yanbl gaHHown IP-ceTu. lMa-

KeT, MMewLWun Takon agpec
paccblnaeTca BCEM y3nam ceTu
C 3agaHHbIM HOMepoM. Takas
pacchifika HasblBaeTcsi LUMpo-
KOoBeLlaTenbHON

Bce eguHuubl 255.255.255.255 Bce yanbl B TOW Xe ceTn, 4To u
nocnaswuin naket. OrpaHu-
YyeHHasa LUMpOKoBeLLaTeNbHas
paccbinka

127.(4TO yrogHo) 127.0.0.1 Metna. Agpec yana, nocnas-
wero naket. Wcnonbayetcs
AN TeCTUPOBaHUS MpPOLECcCcoB
B Npeaernax ogHOW MalUWHbI

[na ycrtaHoBneHus cootBeTcTBua mexagy MAC un IP-agpecamun ncnonb3dyeTcsi NPOTOKON pas-
peweHus agpeca — Address Resolution Protocol, ARP.
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Tabnuua 3.2 — MNMpumep ARP Tabnuupl

Appec IP Pusnyeckum agpec Tun
210.30.50.186 00-80-48-a3-fe-72 JnHamunyecknmn
210.30.50.42 00-80-48-eb-65-d6 Cratndeckni

CraTtuyeckre 3anucu co3narTcst BPyYHY0 aAMUHUCTPATOPOM, a AMHAMUYECKUE — CpeacTBaMM

npoTtokona ARP.
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2. NMpoTtokon IGMP

2.1. Paccbinka rpynnoBbix coobweHun B cetu Internet

Paccbinka rpynnoBbix coobuweHun IP (IP-MynbTUKAcTUHI) npegocTaBnsaeT MpUioXKeHusM aOBa

cepsuca:

1. [ocTtaBKa K HECKONIbKUM MYHKTaM HasHadeHus. CyllecTByeT MHOXECTBO MPUMOXEHUN, KO-
TOpble OOCTaBMsAT MHPOPMALMIO HECKONbKUM agpecaTtam, Hanpumep, AManorosble KOH-
depeHunn, pacnpocTpaHeHne noudtbl UM HoBocTen. Ecnu rpynnoBas agpecauuns He wc-
nonb3yeTcs, 3TN TUMNbl CEPBUCOB BbIHYXXAEHbI ncnonb3oBaTe TCP (npu 3TOM ocywiecTBna-
€TCA JOCTaBKa OTAENbHOW KOMUU Ha KaXKAbIW MYHKT HasHadeHus). [axe npu cyliecTtBoBa-
HUW TPYNMNOBON POPMblI COOBLLEHNIA, HEKOTOPbIE MPUITOXEHUA BCE-Takm ucnonbaytot TCP
n3-3a ero HageXHoCTu.

2. 3anpoc oT knueHTa Kk cepeepy. Hanpumep, 6esgnckoBas paboyas CcTaHUus cTapaeTcs on-
pefennTb NOMNOXeHWe cepeepa 3arpy3kn. B HacTosiwee BpemMs 3TO OCYLLEeCTBNAETCHA C UC-
nonb3oBaHMEM LUMPOKOBeLLaTeNbHbIX 3anpocoB (kak B cnyyae ¢ BOOTP), ogHako pelue-
HWe C MCMNONb30BaHMEM FPYMMOBbIX 3aNPOCOB MOXET YMEHbLUNTb 3arpy>KEHHOCTb XOCTOB,
KOTOpble He NPeAoCTaBnsT 3TOT CEPBUC.

OBM MoXxeT y4acTBoBaTb B MYNbTUKACTUHI-NPOLECcCce Ha O4HOM U3 CrieayoLWmnX YpoOBHEMN:
e 0 — OBM He MOXeT HM nocbinaTb, HA NPUHUMATb AaHHbIE
e 1 —3OBM moxeT TONbKO NocbilaTb NAKeThl B npouecce |P-mynTukacTuHra
o 2 —0OBM B pexnme MynbTUKaCTUHra MOXET nepefaBaTb U NpUHUMaTb NakeTbl

2.2. F'pynnoBble agpeca
Ha pucyHke 3.2 nokasaH copmart IP-agpeca knacca D.

28 Bur
fnace D 1 1110 WAEHTHUOMEETOD TRYNINE! (Mulficast)

PucyHok 3.2. ®opmart IP-agpeca knacca D.

B otnuume ot Tpex apyrux knaccos IP agpecos (A,B, C) 28 6ut, oTBegeHHbIX NoA rpynnoBon
noeHTudukaTop, He noaseprawTca fanbHenwemy fenexuvto. pynnoson agpec (multicast
group address) coCTOUT U3 YeTblpex cTapLlumx 6ut, yctaHoBneHHbIx B 1110, n ngeHtudukatopa
rpynnel. B gecaTuyHOM BuAe rpynrnoBble agpeca Haxoaodatca B AguanasoHe ot 224.0.0.0 go
239.255.255.255.

HekoTopoe KonmyecTBO XOCTOB, NPOCMaTPMBAaIOLWLNX onpeaeneHHbin rpynnoson IP agpec, Ha-
3biBaeTcsa rpynnon xoctoB (host group). Npynna XoCToB MOXET 00beuHATb XOCTbl B pa3sHbIX
ceTax. YneHcTBO B rpynne AMHaMUYeCKoe: XOCT MOXET BCTynaTb B rPynny v BbIXOAUTb U3 rpyn-
Mbl N0 COBCTBEHHOMY >XernaHuio. He cyLlecTByeT orpaHM4eHNIn Ha KONMMYECTBO XOCTOB B rpynne,
N XOCT He AOMMKEH NpuHagnexaTtb K rpynne, 4Tobbl nocnate coobLeHMe B 3Ty rpynny.

HekoTopble agpeca rpynn HasHadalTCs Kak 3apaHee u3BecTHble agpeca oT IANA (Internet
Assigned Numbers Authority) (tabnuua 3.3). B aTom cnyyae rpynna cyumtaeTcs NOCTOSHHOM
rpynnomn xoctoB (permanent host group). 3apaHee n3BecTHbIe rpynnoBble agpeca NpuBeaeHb! B
nocnegHnx RFC HasHaveHHbIX HomepoB (Assigned Numbers RFC). O6patuTte BHMMaHue Ha To,
YTO NOCTOSAHHBLIM B JaHHOM Cryyae SiBNseTCA rpynnoBov afgpec, a He YNeHCTBO B rpynne.

Tabnwuua 3.3 — 3apernctpmpoBaHHblie MynTukacT-agpeca IANA

MynbTukacTuHr agpec OnucaHue
224.0.0.0 3apesepBrpoBaHO

224.0.0.1 Bce cuctembl gaHHom cybeceTu
224.0.0.2 Bce mapupytmsaTopbl AgaHHon cybceTun
224.0.04 Bce DVMRP-mapLupyTumsaTopsl

224.0.0.5-224.0.0.6 OSPFIGP (MOSPF)
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224.0.0.9 Mapwwpytunsatopbl RIP2

224.0.0.10 IGRP mapLupyTmsaTtopsl

224.0.1.0 VMTP-rpynna meHeaxepoB

224.0.1.1 NTP-network time protocol - ceteBasi cnyx6bl BpeMeHu

224.0.1.6 NSS - cepBep nmeH

224.0.1.7 Audionews - audio news multicast (ayguo cnyxba HoBocTen)

294.0.1.9 MTP (multicast transport protocol) - TpaHCNOPTHBLIN NPOTOKON MYyrb-
TUKaCcTUHra

224.0.1.10 IETF-1-low-audio

224.0.1.11 IETF-1-audio

224.0.1.12 IETF-1-video

224.1.0.0-224.1.255.255 ST MynbTUKACTUHI-rPynNnbl
224.2.0.0-224.2.255.255 Bbi30Bbl Npy MynbTuMeama- KoHpepeHUnax

232.0.0.0-

239 255 255 255 VMTP nepexogHble rpynnbl

IANA Bnapeet 6nokom Ethernet agpecoB, koTopble B LUeCTHaALATEPUYHOM MpPeACTaBNEHUN
BbirnaaaTt kak 00:00:5e. O1o cTtapwme 24 6uta Ethernet agpeca, o3Havawowme, 4To 6NOK BKHO-
yaeT agpeca B gmanasoHe ot 00:00:5e:00:00:00 go 00:00:5e:ff:ff:ff. IANA oTBena nonoBuHy
aToro 6noka Ansa rpynnoBbiX agpecoB. YCTaAHOBMEHO NpaBuno, 4Yto nepsbin 6ant Ethernet aa-
peca paBHbin 01 ykasbiBaeT Ha rpynnoBon agpec. ATo o3HavaeT, 4to Ethernet agpeca, coot-
BETCTBYOLME rpynnoBbIM agpecam IP, oomkHbl HaxoanTbes B agnanasoHe ot 01:00:5e:00:00:00
po 01:00:5e:7f:ff:ff.

MpuBeOeHHbIE 30eCb BblpaXeHWUs1 UCMONb3yT CTaHA4ApPTHYK NocneaoBaTenbHOCTL BGUTOB Ans
Internet, ana ceten CSMA/CD wunu Token bus, a umeHHO Takyto, Kak GuTbl pacrnonararTcs B
namsatu. 3To Kak pas To, C YeM CTarnkmBaeTcs GONbLUMHCTBO NPOrpaMMMUCTOB N CUCTEMHBIX aj-
MuHucTpartopos. |IEEE gokymeHTaums ncnonb3yeT nopsigok 6uT, KOTOPLIN MCMONb3yeTcs npu
nepegaye. Assigned Numbers RFC npepoctaBnsieT 4ononHUTENbHble NOAPOBHOCTN O pasnu-
unsax mexagy 3TuMu npepctaBneHnamn. MNMopobHoe pacnonoxeHue nossonsier 23 Gutam B
Ethernet agpece cootBeTcTBOBaTH MaeHTUMKaTopy rpynnel IP. B npouecce npeobpasoBaHus
agpecos 23 mnagwunx 6uta ngeHtTudurkaTopa rpynnel noMmewatotces B 23 6uta Ethernet agpeca
(pncyHok 3.3). Ctapwme 5 6ut B ngeHTudmkaTope rpynmnbl UTHOPUPYIOTCH, TaK Kak OHU HE YHU-
kanbHbl. Kaxxgomy Ethernet agpecy cooTtBetcTBYyeT 32 pasnuuyHbiX ngeHTudukatTopa rpynmbl.
Hanpumep, rpynnoson agpec 224.128.64.32 (B LwecTHaguaTepu4yHOM npeacTaBnieHumn
€0.80.40.20) n 224.0.64.32 (B wecTtHaguaTepuyHom npeactasneHmmn €0.00.40.20) oba 6yayt
TpaHchopmmpoBaHbl B Ethernet agpec 01:00:5e:00:40:20. Tak kak nogobHoe conocTtaBneHne
He YHWKanbHO, npeanonaraeTcs, 4To ApanBep ycTponcTBa unu IP moaynb LOMKEH OCyLlecT-
BUTb OMNbTPaLMIO, TaK Kak ceTeBas nnarta MoXeT NonyynuTb rpynnoBon penm, KOTOpbIn XOCTY
He npegHasHayeH. Ecnu ceTeBas nnaTta He OCyLeCTBRSeT ageKkBaTHYO hunbTpauuo rpynno-
BblX (bperMoB, ApariBep yCTPOMCTBA, BNOMHE BO3MOXHO, AOMKEH OyaeT nony4yaTb BCE rpynno-
Bble (hperMbl U caM OCYLLECTBIATb OUMbTPaLMIO.

aTH 5 OWT B MAEHTHGMEETORE TRYNNE
! He uenonksyioTen & dopwe Ethernst agpeca

i 78 15 16 23 24 31
IP a,u,pecarmaocan.hllloi o :
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Fnaumie 23 Bura maeHTHdMEETOPE rp*_mnbi
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PucyHok 3.3. CootBeTcTBME Mexay IP agpecamu knacca D v rpynnosbiMu agpecamu Ethernet.
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CylwecTByeT ABa BapvaHTa peanusauuu rpynrnoBol agpecauum B CeTeBbIX nnartax, UCNonb-
3ylowmecs B nokanbHbIX ceTsx. OaHM OCyLecTBNAT rpynmnoByd UnNbTpauuio, OCHOBAHHYHO
Ha 3Ha4YeHWM annapaTHOro rpynmnoBOro agpeca, YTO O3HAYaET, YTO HEKOTOPLIE HEXenaTernbHble
dperimbl MOryT nponTtn. B gpyrom cnydyae nmeetcsa HeGonbLIoe OUKCMPOBAHHOE KONMYECTBO
rpynnoBbIX agpecoB, MPUHUMAEMbIX NMATOW, MpU 3TOM, €CfM XOCTYy HEeOoOXOAMMO MNpPUHATb
Gonblue rpynnoBbIX aapecoB, Yem NoaAepXKMBaeTCsl, MHTepdenc OomkeH ObiTb NOMELLeH B
pexum "pasHbix rpynn" (multicast promiscuous). OgHako, oba TMna mMHTEpdEncoB BCce eLle
TpebytoT, YTOObI ApanBep YCTPOMCTBA OCYLLECTBMSAN NPOBEPKY HAa NpedaMeT Toro, Heobxoanmo
nv ganblwe obpabaTbiBaTh NPUHATBIA hpermM. [axe ecrnvm nHTepdenc ocyLecTBnsSeT naeans-
HYHO rpynnoByo punbTpaunio (OCHoBaHHyH0 Ha 48-O6MTHOM annapaTtHoMm agpece) hunbTpaums
BCe elle Heobxoauma, Tak kak conocTtaeneHue IP agpecos knacca D 1 48-6uTHbIX annapaTtHbIX
afpecoB OCyLLEeCTBNseTCAa He oauH Kk ogHoMy. OgHako, ecnu abcTparmpoBaTbCa OT HECOBEpP-
LUeHCcTBa Npeobpa3oBaHNsa aapecoB 1 annapaTHOW ounbTpaumu, rpynnoBas agpecauuns Bce xe
nyyule, YeM WMpoKoBeLLaTenbHas.

OcywecTB1Tb FpynnoBor 3anpoc B eOMHCTBEHHYI (PU3NYeckyto ceTb A0BOMbHO npocto. OT-
npaBnsoLWnNin npouecc ykasbiBaeT IP agpec HasHavyeHns, KOTOpbIN SBRASETCSA rpynnoBbLIM agpe-
COM, panBep YCTPOMCTBa KOHBEPTUPYET 3TO B COOTBETCTBYIOWMI Ethernet agpec n otnpasns-
eT. NMprvHMMmaloLwmne npoueccsl AOMKHbI YKka3aTb cBouM IP Mogynsam, 4To OHM XOdeT nosyyaTb
AaTtarpamMmbl, NnpegHasHavyeHHble onpeaenieHHOMY rpynnoBoMy agpecy, U ApanBepa YCTPOUCTB
AOJIDKEH KakuM-nnbo obpasom nony4yaTb 3TK rpynnoBbie dperimbl. Bce 3To HasbiBaeTcs "BCTyN-
neHunem B rpynny". (MpuynHa, N0 KOTOPOW UCMOMbL3YETCHA BhipaXXeHue "npuHMMatoLmMe npouec-
Cbl" BO MHOXXECTBEHHOM 4uCre, OObACHAETCA TeM, YTO OObIYHO CYLLECTBYET HECKOSIbKO NOsy-
yaTenemn, KOTOpbIM NpeaHasHa4YeHo rpynnoeoe coobuieHne, NMbo Ha OgHOM, NMBO Ha pasHbIX
xocTtax.) Korga rpynnoBasi gatarpamMmma nosiyd4eHa XOCTOM, KOnusi JOCTaBNAeTCs BCEM npouec-
cam, KoTopble npuHagnexar K rpynne. 91o otnudaetca ot UDP, roe eQuHCTBEHHbIN npouecc
nony4aeT Bxoasuyto nepcoHaneHyto UDP gatarpammy. Heckonbko npoueccoB Ha O4HOM XOC-
Te MOryT npuHaanexaTtb K OAHOW rpynne.

OpQHako CNOXHOCTU pacTyT Kak CHEXHbIA KOM, KOrga rpynmna pacnpocTpaHseTCsi Ha HECKOMbKO
CeTeWN, 1 rpynnoBble NakeTbl AOMKHbI NMPOXOAUTb Yepe3 MapLupyTusaTopbl. MapLipyTusaTopam
Heobxoanmo 3HaTb, NPUHAANeXaT N Kakne-nmbo XOoCTbl B A4aHHON hU3MYECKOW CeTU K onpe-
AenexHHon rpynne. [na onpegenexHnst 3Toro, CywecTBYeT NPOTOKOM, Ha3biBaeMbIi NMPOTOKOIOM
ynpasneHus rpynnamu Internet (IGMP - Internet Group Management Protocol).

2.3. HasHa4yeHune npotokona IGMP

B aToi rmaese Mbl paccMOTPUM MPOTOKON ynpasneHus rpyrnnamu Internet, KOTopbIn UCNONb3yeT-
CHa XOCTamu, MapLipyTusaTopamMmu 1 KoMMmyTaTopamu, Ans Toro 4tobbl nogoepxmeath rpynno-
BYIO paccbiniky coobuweHnin. OH nossonseT BceM cuctemam (OU3NYECKON CEeTU 3HaTb, Kakue
XOCTbl B HacTosiLee BpeMsi 06beanHEeHbl B rPYNMbl 1 K KakK1Um rpynnamM OHW npuHaanexar. 9ta
nHopMaLma Heobxoamma Ans rpynnoBbIX MapLIpyTU3aToOpoB, UMEHHO TaK OHW Y3HAKT, Kakne
rpynnoBble gatarpaMmbl HEO6X0OMMO nepeHanpaBnaTb U Ha Kakne nHtepdericol. He Bce kom-
MyTaTopbl nogaepxmeatoT npotokon IGMP. ®yHkumMsa, peanuaytoLias BO3MOXHOCTb NepexsaTta
n aHanusa IGMP nakeToB, Ha3biBaeTcs "igmp snooping". MimeHHO Gnarogaps aHanuay npoxo-
aawmx IGMP nakeToB, KOMMYTaTop Y3HaET, K KaKMM nopTamM NogKkIoYeHbl abOHEHTbI U B KakuX
rpynnax oHW coCToAT. B ganbHenwem kommyTaTtopbl U MapLupyTU3aTopy, nogaepxusarolime
npotokon IGMP 6ygem HasbiBaTb rpynmnoBbIMU MapLLPYTU3aTOpaMu.

2.4. Upeonorma n anroputm pabotel npotokona IGMP

Kak n ICMP, IGMP saBnsetcs yacTtbto IP ypoBHs. Tak xe kak ICMP, IGMP coobuieHunsa nepeaa-
totca B IP-gatarpammax. MNMpoTtokon IGMP nmeeT coobueHne ukcmpoBaHHOro pasmepa, 6e3
Heobs3aTenbHbIX AaHHbIX. Ha pucyHke 3.4 nokasaHa uHkancynsauma IGMP coobuwenus B IP-
pararpammy.
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PucyHok 3.4. Hkancynsaumsa IGMP coobuweHuns B IP gatarpammy.

Ha T1o, uto B IP-gatarpamme Haxogutcs IGMP coobuieHune, ykasbiBaeT BENMYMHA B none npo-
TOKona paBHas 2.

BctynneHue B rpynny

dyHaoameHTanbHOW KoHuenuuen Ans paboTbl rpynnbl SBASETCHA TO, YTO Mpouecc BCTynaeT B
rpynny ¢ onpegeneHHbIM MHTepdencom xocta. YneHCTBO B rpynne gMHaMmMyeckoe: Co Bpeme-
HeM NpoLecc MOXeT Kak BCTynaTb, TaK U BbIXOOUTb U3 rpynnbl. ECTeCTBEHHO, Npouecc AomKeH
MMeTb BO3MOXHOCTb BCTYNUTb B FPYNMy C yka3aHHbIM MHTepdencoM. lNMpouecc Takke MoXeT
MOKMHYTb Pynmny, B KOTOPYK OH A0 3TOro BCTynumn. [na BCTynneHus B rpynny W Bbixoga u3
rpynnbl TpebyeTtca, 4Tobbl kakon-nnb6o APl Ha xocTe nogaepxvBan rpynnoByto paccbinky. Mc-
nonb3yeTcs BblpakeHue "MHTepdenc”, NoToMy YTO YNEHCTBO B rpynne cBsA3aHO C UHTepden-
com. lNMpouecc MOXeT BCTYNUTbL B OAHY U Ty Xe rpynny ¢ pa3Hbix uHTepdencos. Penus IP, noa-
Aep>KuBatoLLnin rpynnoByto paccbinky B Berkeley Unix CtaHadopackoro yHuBepcuteTa, geta-
nuanpyeT 3T u3MeHeHust coketoB API. [ToaToMy naeHTUduKaTop XocTa B rpynne aTto agpec
rpynnbl U nHTepdenc. XocT AormKeH NOMHUTL Tabnuuy Bcex rpynmn, K KOTOpbIM NPUHaANEeXUT
X0TS 6bl OOUH NpOoLECC, U CHETYMK 0BpaLleHnid, TO eCTb KONMMYECTBO NPOLIECCOB, NpuHaanexa-
LUMX K rpynne.

IGMP 3anpochbl u oT4yeThl

IGMP coobuieHnsa ncnonb3yrTca rpynnoBbIMW MapLipyTusatopamu, 4ToObl noaaepXuBaTb

YNEHCTBO B rpynnax Ans Kaxaow cetu, usnyeckn nogknioyeHHon Kk mapwpytmusatopy. Cyule-

CTBYIOT creaytoLime npasuna.

1. Xoct otnpasenset nepsbii IGMP oTyeT, korga nepsbin Npouecc BCTynaeT B rpynny. Ecnu
HEeCKOIbKO MpOLEeCcCOB Ha AaHHOM XOCTe BCTYNUMAWM B OOHY U Ty e rpynny, oTnpaBnsaeTcs
TONbKO OAMH OTYET, B TOT MOMEHT, KOraa npouecc nepsbli pa3 BcTynun B rpynny. OTyeT
NochINIaeTCs Ha TOT Xe MHTepdEenc, ¢ KOTOPbIM NPOLLeCcC BCTYNUST B rpynny.

2. XOCT He nocbiflaeT OTYyeT, korga MpoLecc BbIXOAUT M3 rpynnbl, Aaxe korga nocnegHuin
npoLecc BbILWen 13 rpynnbl. XOCT 3HAeT, YTO B 3TOW rpynne 6orblue HET YNeHOB, NO3TOMY
Korga oH nonyyaeT creyoLwmim 3anpoc (Cnegyowmi war), oH He OTNpaBnseT oTveT.

3. [pynnoson mapwpytmnsatop otnpasnset IGMP 3anpoc ¢ peryngpHbiMW MHTEpBanamu,
4YTOObI BbISACHUTb, NPUHAANEXAT N NPOLECChl KakuX-NMBo XOCTOB K KakMM-1Mbo rpynnam.
MapLpyTnsaTop NochbifiaeT OaMH 3anpoc Ha Kaxabl MHTepdenc. pynnoson agpec B 3a-
npoce yctaHoBrneH B 0, Tak Kak MapLupyTu3aTop oxuaaeT npuxos 04HOro OTKINKa OT XOocTa
AN KOXAO0M rpynnbl, K KOTOPOW OT XOCTa NPUHAANEXUT OAWH UM HECKOSNbKO YS1EHOB.

4. Xoct otBevaet Ha IGMP 3anpoc nocbinkon ogHoro IGMP oTyeTa Ans Kaxgown rpynnbl, KO-
TOpasa coaepXuT xoTa Bbl OANH npouecc.

C vcnonb3oBaHMEM 3TUX 3anpoCOB M OTYETOB MPYNMOBONM MapLUpyTM3aTop NoaaepxmBaeT Tab-
nvuy, cogepXallyto MHOPMaLMIO O TOM, Ha KOTOPOM U3 ero MHTepdencoB MMEETCS OAWH U
HEeCKOIMbKO XOCTOB B rpynne. Koraa mapLupyTvu3aTop nony4yaeT rpynrnoBylo Aatarpammy, KOTo-
pylo Heobxoaumo nepeHanpaBuTb, OH NepeHanpasnsieT ee (C WUCNoSIb30BaHMEM COOTBETCT-
BYIOLLLEro rpynrnoBoro agpeca KaHarbHOrO YPOBHS) TONIbKO Ha TOT MHTepdeinc, Ha KOTOPOM A0
CMX NOP €CTb XOCTbl, MPOLIECChI KOTOPLIX NPUHAANEXaT K 3TON rpynne.

Ha pucyHke 3.5 nokasaHbl gsa tuna IGMP coobLeHnin, 0T4eTbI, OTNPaBfEHHbIE XOCTOM, U 3a-
NpoCbl, OTNPaBfeHHbIe MapLLpyTu3aTopoM. MapLipyTnsatop onpalumBaeT Kaxabli XOCT, YTObbI
TOT naeHTUMULMPOBaN KaXxayto rpynny Ans 4aHHOro nHTepderica.
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PucyHok 3.5. IGMP oT4eTbl 1 3anpochi.

Detanun peanusauumn

B npoTokone cyllecTByHOT HEKOTOPLIE aCNeKThbl, KOTOPLIE YNyyLlaloT ero Npon3BOANTENBHOCT.
Bo-nepBbIX, koraa xoct nockinaet uexogHeln IGMP oTyeT (korga nepBbiv MpoLecc BCTYNUI B
rpynny), He CywleCcTBYeT rapaHTum, 4To 3TOT oT4yeT OyaeT AocTaBneH (Tak Kak MCnonb3yeTcs
cpencteo goctaekm IP). MNoaxe oTnpaenseTcsa ewe oavH otyeT. Bpems, koraoa 6ynet otnpas-
NeH cregyLwmin oT4eT, BbIGUpaeTcs XOCTOM CriyYyarHbiM 06pa3om, Npuyem 3HauYeHne BpeMEHU
HaxoauTca B AnanasoHe ot 0 go 10 cekyHA.

Korga xocT nonyyaeT 3anpoc OT MapLlpyTusatopa, OH He OTBeYaeT cpasy Xe, a OTknagbiBaeT
oTBeThbl Ha 6onee nosgHee Bpems. (Mbl NCNOMNb3yeM MHOXECTBEHHOE YMCo "OTBETbI", MOTOMY
YTO XOCT AOSMKEH nocnatbe OAWH OTYET AN KaXO0M rpynnbl, KOTOpas COAEPXXUT OQHOrO UM He-
CKOJTbKO YSieHOB.) Tak Kak HeCKOSIbKO XOCTOB MOryT OTNPaBUTb OTYET AN OOHOW 1 TOW Xe rpyn-
Mbl, K&XXAbI OTNPaBMASiET CBOW OTYET C 3a4epXKKOW, BblOpaHHOWM cryvanHbiM obpasom. Takke
obGpaTute BHMMaHME Ha TO, YTO BCE XOCTbl NOAKMIOYEHHbIE K OQHON OM3NYECKon ceTu nosny4a-
0T BCE OTYETbI OT APYrMX XOCTOB, HAXOOALMXCA B TOW e rpynne, NoToMy 4YTO agpec HasHaye-
HWUs1 oTyeTa (pUcyHok 3.5) — 3To rpynnoBon agpec. A 3TO, B CBOKO O4Yepedb, O3HA4YaeT, YTo ecnu
XOCT OTNOXMMA MOMEHT OTNpPaBKM OT4eTa, O4HAKO MOMy4Ynn KOMUKO TOrO Xe CaMoro otyeta oT
APYroro xocta, oTBeT MOXET OblTb OTMEHEH. OTO OOBACHAETCA TEM, YTO rPynnoOBOMY MapLUpy-
TM3aTopy HET HeoBXOAMMOCTHU 3HaTb, CKOJTbKO XOCTOB NPUHAAMNEXMUT K rpynne - emy OCTaTO4HO
3HaTb, YTO MO KpanHen Mepe OAMH XOCT NPUHAANEXUT K rpynne.

Ha ogHom dumsnyeckom kabene 6e3 rpynnoBbix MapLlpyTU3aTopoB, Tpaduk, NpuHagnexaLiui
IGMP, — 3TO OTYeThI, KOTOpPblE OTNPABSIATCA XOCTaMK, NOALEPXKMBAKOLLMMN TPYMNMNOBYIO agpe-
cauuio IP, korga oHW BCTyNakoT B HOBYHO rpynny.

Mone BpeMeHU XXU3HU

Ha pucyHke 3.5 BugHo, 4to none TTL B oT4eTe u 3anpoce ycTaHOBNEHO B 1. OTO HanoMmuHaeT
obbiyHoe TTL none B IP 3aronoske. 'pynnoBas gatarpamma ¢ TTL ncxogHo paeHbiM 0 He "yi-
aeT" nanblle ceoero xocta. Mo ymonyaHuio rpynnoBble gaTarpaMmmel pacceinatoTcea ¢ TTL pas-
HbiM 1. OTO No3BonseT AaTarpaMmam pacrnpoCTPaHATbCS TONMbKO B CBOEN noaceTun. 3HayeHune
TTL Gonblwe eguHMUbl MOXeT OblTb YCTAHOBMEHO rpynnoBbiM MapwpyTtudatopom. ICMP
owmbka HMKOr4a He reHepupyeTcs B OTBET Ha gaTtarpaMmmy, Hanpasnsemylo Ha rpynnoBon ag-
pec. [pynnoBble mapwpyTtusatopbl He reHepupytoT ICMP owubky "Bpemsi uctekno" (time
exceeded), korga 3HayeHune TTL ctaHoBUTCA paBHbiM O.

O6bI4HO, MOMb30BaTENLCKUI NPOLECC He 3ab0oTUTCs O 3HadYeHun mexogsuwero TTL. OgHo umc-
KMoYeHne, noxanymn, nporpamma Traceroute, npuMHUMN paboTbl KOTOPOM OCHOBaH Kak pa3 Ha
n3mMeHeHumn 3HadveHms nons TTL. OgHako, npunoxeHus, KoTopble paboTatoT ¢ rpynnoBon agpe-
caumen, A0MKHbl UMEeTb BO3MOXHOCTb YCTaHOBUTb mcxoasduwee none TTL. OTo o3HavaeT, 4To
NpOorpaMMHbIN MHTEPENC AOMKEH NPEeaOCTaBNATb 3Ty BO3MOXHOCTb MOMb30BaTENbCKMM MPO-
Leccam.

Mytem yBenuyeHma TTL npunoxeHue MOXeT OCYLLEeCTBUTb paclUMpeHHbIn nouck (expanding
ring search) koHkpeTHOro cepsepa. B atom cnyvae nepsas rpynnosas gatarpamma nocbinaet-
cqa ¢ TTL paBHbIM 1, ecniv OTBET He NOMyYeH, NockinaeTca gatarpamma ¢ TTL paBHbIM 2, 3aTeM
3 n TaKk panee. B aTom cny4ae npunoxeHue onpeaensieT nonoxexHve Gnuwkanwero cepeepa B
Konu4yecTBax nepecbiniok. CneumanbHbi ananasoH agpecoB 224.0.0.0 — 224.0.0.255 oteoguT-
cA ANd NPUNOXEHWI, KOTopble He ByAyT pacchinaTth rpynnoBble 3anpockl Aanblle YeM Ha OfHY
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nepecbiiky. [pynnoBblie MapLLpyTM3aTopbl HE AOSMKHBI NEpeHanpaBnaTh gatarpamMMbl C TakKUMK
agpecamMu HasHadeHus1, BHe 3aBMcuUMocCTn oT TTL.

Fpynna Bcex xoctoB (All-Hosts)

Ha pucyHke 3.5 mbl Bugenu, yto IGMP 3anpoc oT maplupyTusatopa oTnpaesnsietcs Ha |IP agpec
HasHauveHus 224.0.0.1. 3TOT agpec HasbliBaeTCca agpecom rpynnel Bcex xoctos (all-hosts). OH
MMeeT OTHOLLEHME KO BCEM XOCTaM M MapLupyTu3aTopamM NOAKMOYEHHbIM K (PU3NYECKOn CeTU U1
noadepXuBaroLnM rpynnoByo agpecaumio. Kaxablh XOCT aBTOMaTU4eCKu BCTynaeT B 3Ty
rpynny co BCceMu nHTepdencamu, KoTopble NogaepXUBaT rpynnoByto agpecauunio, Npu NHU-
unanusaumm nHtepderica. O YneHcTBe B 3TOM rpynne HMKorga He coobuiaeTcs (pacCbifikon oT-
yeToB).

KpaTkue BbiBOAbI

pynnoBasi paccoblinka 3To cnocob pasocnaTtb COOOLEHNsT HECKONMbKMM nony4vatenam. Ona MHo-
TMX MPUNOXEHUIN 3TO BapWaHT NPEeAnoOYTUTENbHEN, HEXENW paccbifika LUMPOKOBELLATENbHbIX
3anpocoB, TaK Kak C MOMOLLbIO FPYMNMOBOM PACCHIIKA MOXHO YMEHbLUNTL 3arpy>KeHHOCTb XOC-
TOB, KOTOpblE HE 3auUHTEpPEeCcOBaHbl B MPUHATUM coobLueHunin. [pocTon NpoToKOoN, onpeaensto-
LKA NpuHagnexHocTb xocToB Kk rpynne (IGMP),— 3To KpaeyronbHbIN KaMeHb, HA KOTOPOM CTPO-
UTCS rPyNnoBas aapecauusi.

Tak Kak paccbifnika LUMPOKOBeLLaTeNbHbIX 3aNpoCOB 06bIYHO OrpaHNYMBAETCS OOHOW NMOKarnbHO
CeTblo, rpynnoBble 3anpochbl MOryT GblTb WCMOMb30BaHbl BMECTO LUMPOKOBELLATENbHbIX O
pa3nUuHbIX NPeasioXeHUn, KOTopble B HacTosilee BpeMs UCMONb3YHT LUMPOKOBELLATENbHbIE
sanpocbl. OgHako, Ans rnobanbHbIX ceTel Npobnema rpynnoBbIX 3anpPOCoB A0 CUX NOpP A0 KOH-
La He pelueHa.

2.5. ®opmaTt IGMP-coobweHumn
B HacTosWmMin MOMEHT cyLlecTByeT Tpu Bepcum aToro npotokona: IGMP vl (RFC 1112), IGMP
v2 (RFC-2236), IGMP v3. Hanbonee pacnpoctpaHeHa Bepcus 2.

dopmaTt IGMPV2 nakeTta npmBeneH Hke (PUCYHOK 3.6).

olij2l3lalsl6|7]8 o [10 11 J12 [13 |14 |15 [16[17[1819[20[21[222324|25[26[27]28]29[30[31
Tun coobeHnsaMakcnmanbHoe Bpemsi oTBeTalKoHTponbHasi cymma
LLnpokoBewatenbHbI agpec rpynnbl

PucyHok 3.6. ®opmaTt naketa npotokona IGMP Bepcun 2.

B IGMPV2 cywecTBytoT crieaytowime Tunbl cooblleHnn (Tabnuua 3.4).
Tabnuua 3.4 — Bo3aMOXHble 3Ha4yeHus nong Type

TYPE UcTouHunk Tun coobLieHns HasHa4yeHue coolLieHusn
0x11 'MapuwpyTtmsatop Membership Query 3anpoc o coctase rpynnbl
0x16 Ysen Membership Report (IGMPv2) OT4yeT 0 cocTase rpynnol

CoobLeHure o BbiIxoae u3

0x17 Ysen Leave Group —-—

PaccmMoTpuM HasHadeHuMe 3Tux coobueHuin 6onee getanbHo. [NMpu nogkntodeHun k IGMP-
rpynne aboHeHTCKOe YCTpPOWMCTBO nocbinaet B ceTb IGMP naket ¢ tunom "OTyeT O cocTaBe
rpynnel”, TeM cambiM JaBas MOHATb, YTO >XenaeT nofy4vaTb NakeTbl AN AaHHOW rpynnbl.
Mpun BbIxOA4e u3 rpynnbl abBoOHEHTCKOe yCcTponcTBo nocbinaet B cetb IGMP naket ¢ Tunom "Co-
obweHne o Bbixode 13 rpynnbl”". MapwpyTtunsatop nepuogudecku noceinaet B cetb IGMP 3a-
npoc ¢ TinoM "3anpoc 0 coctase rpynnbl" ANs BbIACHEHWUS CcOCTaBa rpymnnbl HA TEKyLWWA Mo-
MeHT BpemeHu. Ecnn otBeTa 0T aBOHEHTCKUX YCTPOMCTB He NMocnefoBano, T0 MapLlpyTM3aTop
OTKNtoYaeT 3Ty rpynny n 6onee He nepecbinaeT NakeTbl 4NA AaHHOW rpynnbl.

Copepxummoe nona «MakcumanbHoe BpemMsi OTBETa» MMEET CMbICIT TONbKO ANt COOBLLEeHui
Membership Query. B ato none rpynnoson maplpyTtusatop, ncnonedytowmun IGMPv2, nome-
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LLaeT MakcMMarnbsHoe BpeMs 3afepXKKuM OXnaaHusa oTBeTa Ha coobLLeHMe, BbIpaXXeHHOEe B Aecs-
ThIX OONSAX CeKyHAbl. [1o ymonyaHuio 3HadeHue nonga cuymtaetcs pasHbiM 100 (10 cek). B oc-
TanbHbIX COOBLLIEHMAX 3TO NONEe He aHanNM3npyeTcs.

KoHTponbHasa cymma (checksum) paccumTbiBaeTCs Tak Xe, Kak KOHTporbHasa cymma ICMP.

"pynnosomn agpec (group address) ato IP agpec knacca D. B 3anpoce none rpynnoBoro agpeca
ycTaHaBnueaeTtcs B 0. B oTyeTe OHO cogepXuT rpynnoBon agpec.
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3. IP-mapwpyTusauusa
OcHoBHas 3agava nobon ceTn — TpaHCNOpTMPOBKA MHGopmauum ot IBM-oTnpasutensa k
OBM-nony4yartento. B 60nbLUMHCTBE CnyyaeB A 3TOro HY)KHO COBEPLUNTbL HECKOMbKO Nepechbl-
nok. Mpobnemy BbiGOpa NyTU peLlaT anropuTMbl MapLipyTM3aumi. AnroputMbl ONnsi CBOEn
paboTbl Mcnonb3ylT Tabnuuy maplpytudauun. B 3aBucmmocTn OT TOro, kakum obpasom 3a-
NOSHSETCA U KOPPEeKTUpyeTcs Tabnmua — aaMUHUCTPATOPOM MUIM aBTOMATUYECKN, — MapLLPYTK-
3auusa OennuTcsl Ha CTaTUYeCKyo U AnHaMmnyeckyto (pucyHok 3.7). MNpu agnHaMmnyeckon MapLupy-
TM3auum K cucteme gobaBnaeTcs ewe OAMH KOMMOHEHT — NPOTOKOS MapLipyTU3aumm, KOTopbli
COOCTBEHHO M OTBEYaeT 3a 3anofiHEHWE N KOPPEKTMPOBKY Tabnuubl Maplipytmsauun. Ho mo-
Andmkaumnsa Tabnuubl NPoMcXoanT He Hanpsimyto. [MpoTokon nogaepxmBaeT coOCTBEHHYO 6asy
AaHHbIX, KOTOpas MOXET coAepXaTb CreayoLLyo MHopMaLnio NO MapLipyTam:

® 3arpy>eHHOCTb CETEBOro UHTepdenca;
3agepka B NOAKMIOYEHHbIX kKaHanax nepeaayun AaHHbIX;
CTOMMOCTb Nepeaayn AaHHbIX No KaHana;
npoyee.
HaHHasa nHdopmaumsa popMmpyeTcst Ha OCHOBE ABYX MCTOYHUKOB:

e V3MepeHune 1 OLeHKka NnapameTpoB CETU CaMUM MPOTOKOOM;

e B3aMMoAencTBMe C NpoTokonamu, paboTalowmMm Ha Opyrux MapLlpyTunsatopax.

Ha ocHoBe coagepxmmoro 6asbl AaHHbIX NpoTokona dopmMupyeTcs Tabnvua maplupyTtusa-
L.

! r— — — ———™1
NMPOTOKOI MAPLIPYTU3ALINA I I I ANTTOPUTM MAPLLPYTU3ALIMN I

| IR |

Basa gaHHbIx npoToKkona

|
| Bk
|

/ / —l

| KoMnoHeHTbI cTaTnyeckon MapLlpyTusaumm

KoMMOHEHTbI AuHaMmn4eckomn MapLuipytmsaunm

KOMMYTALNOHHBIA Y3EN

PucyHok 3.7. KOMNOHEHTbI CUCTEMbI MapLUpyTusauuu.

Takum 06pa3oM, MOXHO YETKO BblAENUTb (PYHKLMM NPOTOKOSa M anroputmMa mapLupyTusauumn.
Ecnu y anroputma Bcero nuwb ogHa 3agada — Bbibop cneayolero mapupyra ans obpabarbi-
BaeMOro naketa, TO NPOTOKON MapLipyTnsaumm BknoyaeT B cebs cneaytoLme npoueayps:

* V3MEepeHune 1 oLeHKa napameTpoB CeTH;

e B3aUMOJENCTBME C NPOTOKOMaMM Ha APYrnx yarax ceTu NnyTem pacchbifiku U NPUHATUA

cnyxebHon nHgopmaumu;

e (opmupoBaHne cobcTBEHHOM Basbl 4aHHbIX;

e MoaudmKaumsa Tabnumubl MapLLpyTU3aunmn.
To ecTb, B cucTeme mapLupyTusaumm anroputM SABASETCS NacCUBHBIM KOMMOHEHTOM, KOTOPbIN
ANSA BbINOMHEHUS CBOEN (DYHKUMW UCNOoNb3yeT MHdopmMauuio, npegocTtasnsemMyo nubo agmm-
HUCTpaToOpoOM, NGO NPOTOKONIOM — aKTMBHLIMW YNPaBASIOWNMN KOMNOHEHTaMu. [laHHoe pas-
nnyne Xopowo nogyepkuBaeTcss TEPMUHAMK, KOTOPbIMM 0603HaYaKTCHA ceTeBble MPOTOKOIbI,
peanuaylowme anroputMm 1 NpoOTOKON MapLlipyTudauuun. TepmuH «Routed protocol» oBblYHO
npuMmeHsieTca Ana obo3HayveHnss NMpoOTOKONa, B paMkax KOTOPOro peanu3oBaH anroputMm map-
WwpyTr3auun, Hanpumep, npotokon IP. TepmunH «Routing protocol» obbl4HO NpumMeHsieTca ang
0603HaYeHNs NpoToKoNa MapLupyTu3aLmm.
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2.1. O6wasn koHuenuusa IP-mappyTunsauum

OCHOBHbIM [OKYMEHTOM, OMMCbIBalOLWMM anroputMm IP-mappytmsaumm, sensetca RFC-1812.

CornacHo emy He BblpaboTaHO eQuHOro ctaHgapTa Ha Kakon-nnbo M3 CyLlecTBYOLWMX anro-

putmoB IP-mapwpyTtusaummn. Bece oHu aBnsawoTcs Tak HasbiBaembiM Internet Folklore. Tem He

MeHee, AokymeHT RFC-1812 BbigensieT ocHOBoOMNonararwun anroputm, Tak HasbiBaembin Clas-

sic Algorithm, koTopble O0SmKHbI Mcnonb3oBath |IP-mapwpyTtunsatopbl. CyTb ero pabotbl cne-

AyoLas.

KaHanbHbI ypoBeHb NpeaocTaBnseT ceTeBOMYy YpPOBHI nakeT (IP-gatarpammy) v AononHu-

TenbHy0 MHopMaLmio 0 HeMm. IP-npoTokon cuntbiBaeT |P-3aronoBok M3 gatarpamMmmbl U Haun-

HaeT ero noatanHy 06paboTky. OCHOBHbIE LLarK criegyowme:

1. lpoeepka koppekTHOCTM gatarpammbl (Packet Validation). Ha gaHHoM aTane nposepsi-
eTca obwasa AnvHa nakeTa, ANvMHa 3arofnoBka, Bepcust IP-npoTokona v KOHTpOrbHas
cymma.

O6paboTka IP-onumi.

OnpegeneHne Mecta HasHayeHus nakeTa. B nepsylo ovepedb npoBepsieTcs, npegHa-

3Ha4YeH N1 NakeT foKanbHOM cucTeMe unu HeT. Ecnu HeT, To mapLpyTusaTtop LOMKeH

onpeaenuTb MapLUpyT, N0 KOTOPOMY CrieayeT nepecnaTtb NakeT Aarnblue, — 3a 3T0 OTBe-

YyaeT anropuTM onpegenenus cnegytowero xona (hop). Ecnn nogxoaswero mapipyTta

He obHapyXuBaeTcs, TO NakeT NoanexuT copocy.

4. 3akntounTenbHbIN aTan uMeeT MecTo ObiTb, €Cnu XXe BCe-Taku MapLupyTM3aTop onpeae-
nin, Kyga HanpaeuTb NakeT. Ha gaHHOM ware BbINOMHAETCS Koppekums IP-3aronoBka
(oexkpemeHTauma nons TTL, ob6paboTka ocTaBwmxcsa IP-onuun), doparmeHTaunsa gaTta-
rpamMmmbl (ecnm HeobxoaMmo), MannMpoBaHMEe afpeca KaHanbHOro YpoBHS (BbI30B MpO-
Tokona ARP) v nepegaya gatarpaMmbl Ha KaHarnbHbIN YPOBEHbD.

W N

Hac nHTepecyeT anroputm onpeaeneHus criefqyowero xona, Tak Kak UMeHHO OH OTBeYaeT 3a
BbIOOp ceTeBOro mHTepdenca, Ha KoTopbii Oyaet nocnaH nakeT. lNpu onpegeneHun agpeca
cnegywouwero ysna (xoma) NpUMEHSsIETCA anropuTM npocmoTpa MapLlipytoB (route lookup
algorithm). JaHHbIn anroputm paboTaeT ¢ MHOXECTBOM MapLupyToB-kaHanaaToB. O603Haunm
9TO MHOXecCTBO kak {Ry}. M3HayanbHO MHOXecTBO {Ry} 3anonHseTca coaepXmmbiM Tabnuubl
MapLwpyTmsauun. Llenb anropytma — BbibpaTb M3 aHHOTO MHOXECTBA Haumyylwui MapLupyT
nyTem oTbpoca ocTtanbHbIX. Boibop nponcxoauT 3a psa LwaroB, KOTOPblE Ha3blBAOTCH «NpaBu-
namm otceveHusy (pruning rules). [JomkHbl 0693aTeNbHO NPUMEHATLCS cneayowune npasuna B
CTPOro npvBegeHHOM nopsake:
1. Basic Match.
Kaxxablh MmapLupyT UMeEeT cnenyoLwmmn Bua;:
route.dest/route.length
route.dest — aTpubyT Has3HaAYEHUS;
route.length — npedukc gnuHel (MNK Macka noaceTn);
ip.dest — IP-agpec HazHa4yeHus B 3arofnoBke nakeTta.
[aHHOe npaBWmo oCTaBnsieT TOMbKO T€ MapLUpyTbl, AN KOTOPbIX HanoXeHue MackKu
noaceTv Ha aTpubyT HasHaveHusa gaeT IP-agpec Ha3HavyeHus, TO ecTb:
route.dest & route.length = ip.dest
B pesynbTtaTte paboTtbl npasuna nony4aem MHOXecTBo {Ry.}.

2. Longest Match.
Pabotaet ¢ mHOxecTBOM {Ry2}. B MHOXeCTBe ocTaloTCA MapLupyTbl, KOTOpblE UMEHT
camyo AnNuHHYK Macky nogceTtn. OcTtanbHble MapLipyThl oTOpackiBatoTcs. B pesynbTa-
Te paboTbl NpaBmna nosydyaem MHoXecTBO {Rs}.

3. Weak TOS (onyuoHarbHo).
[laHHOe npaBuNO BLINOMHAETCA TOMbKO B TOM Cly4vae, eCnu MapLupyTM3aTop yunTbiBaeT
3Ha4veHune nons TOS B IP-3aronoske npu Bolbope MapLupyTa.
PaboTtaet ¢ MmHOXecTBOM {Rys}. Kaxxaas 3anMcb 0 MmapLipyTe coaepxut none «tos». M3
MHOXecTBa MapLupyToB {Rys} BbIbupatoTca Te, y KOTOpbIX BeNMyMHa «tos» coBnagaet C
BENUYMHOM «toS», B3ATON U3 IP-3aronoBka naketa. Ecnv TakoBbIX MapLUPyTOB HE Haxo-
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ANTCS, TO U3 MapLLPYTOB BbIOMPAKOTCS Te, Y KOTOpbIX BennymHa «tos» = 0000 (3HayeHune
no ymon4yaHuio). B pesynbTate paboTkl npaBuna nosiy4aemMm MHOXeCTBO {Rka4}.
4. Best Metric.
Pabotaet ¢ mHOxXecTBOM {Rys}. Kaxxgas 3anvcb 0 maplupyTe COAepXWUT none MeTpUukm
«metricy. 13 MHOXecTBa MapLlpyToB BblOMpalOTCs Te, Y KOTOPbIX 3HAaYEeHWe MeTPUKK
6onee npuoputeTHO. Bonpoc npuoputeTa — oTAENbHLIM BONpoc. B pesynbtate paboTbl
npasuna nony4aem MHoxecTBo {Rs}.
5. Vendor Policy.
34ecb MOryT NpUMEHATLCH NpaBuna, 3agaHHble pa3paboTynkoM NPOrpamMmMHOro NPOAYK-
Ta. PaboTtaeTt ¢ mHOXecTBOM {Rs}. B pedynbtaTte paboTbl NnpaBuna nony4aem KOHe4YHoe
MHOXxecTBO {R}.
CuunTaetcd, 4To anroputm otpaboTan HopmarbHO, ecrim KoHeyHoe MHoxecTBe {R} cogepxut
oauH mapuwpyTt. Ecnn mHoxectBo {R} okasanocb nycTbiM, TO nNakeT oTOpacbiBaeTcs. Takke
BO3MOX€EH BapuWaHT, Koraa no okoH4YaHuto paboTbl anroputma, MHoxecTBo {R} coaepxut 6onee
ofHoro mapupyta. Torga anroputMm B Knaccu4eckoM BapuaHTe anroputma BblbrnpaeTcs nobon
oavH mapwpyT. CrnegyeT Takke OTMETUTb, YTO Ha NPaKTUKe 3a4acTyo UCNONb3YTCH Npasuna
«Basic Match» = «Longest Match» - «Best Metric».

Momumo npuBeaeHHoOro kraccuyeckoro anroputMa (Classic Algorithm) cywecTtByeT psag apyrux,
LUMPOKO ncnonb3yembix B MIHTepHeTe. OTNNYaOTCA OHU TOSNbKO KONIMYECTBOM U MOPSIAKOM Npu-
MEHEHWsI NPaBuIl OTCEYEHUA U OPUEHTUPOBAHHbI B OCHOBHOM Ha NoaaepKy paboTbl NPOTOKO-
OB MapLiupyTmnsaunm, Takux kak OSPF, BGP u T.4.

2.2. OCHOBHbIe TepMUHbI IP-mapwpyTusaumm

ABTOHOMHbIE€ CUCTEMBDI

ABTOHOMHOW CUCTEMOW Ha3biBaKOT TaKyro J1OKalibHYKO CeTb UM CUCTEMY ceTe|7|, KOTOpble UMEKOT
eOnHyr agMnHUCTpauuio 1 o6u.|,y+o MapLPYTHYKO NOJTIUTUKY. KOHLl,eI'ILl,I/IFI AdBTOHOMHbIX CUCTEM
npegnonaraeTt pasbueHne ceTn Ha OTAeNbHble o6nacTu, B Npedenax KoTopbixX ynpasrieHue
npoueccamu onpeaeneHnsa mapLipyTta npoMsBoamMTca aBTOHOMHO. Ha (pucyHok 3.8) npuBeaeHa
CTPYKTYpHada cxema opraHusauumn MHd)OpMaLl,I/IOHHOFO B3aI/IMO,EI,el7ICTBI/I$I B COOTBETCTBUN C KOH-
Lenumen aBTOHOMHbIX CUCTEM.

Backbone

P|/|cyH0|< 3.8. CprKTypHaFI cXemMa VIHCbOpMaLI,I/IOHHOFO B3aMMOOENCTBUS HA OCHOBE aBTOHOM-
HbIX CUCTEM.

Baaumogenctesne mexay nokanbHbIMKM CETAMU B Npedesiax aBTOHOMHOW cuctembl ASy npouns-
BOOAUTCS B COOTBETCTBUM C NpaBuinamMu onpegeneHnsa maplipyta, KoTopble NPUHATLI B 4aHHON
aBTOHOMHOM cucTeMe. BHyTpu Kaxgon aBTOHOMHOW CUCTEMbI MOryT GbiTb MCMOMBb30BaHbI pas-
NYHbIE NpaBuna onpeaeneHs MapLuipyTa u NpoTOKOMbl MapLpyTmMsauun. VHdpopmaunoHHoe
B3aMMOLENCTBME MEXOY KOMMOHEHTAMN PasfNYHbIX aBTOHOMHbIX CUCTEM MOXET OblTb BbINOSI-
HEHO TONMbKO Yepes3 cneumanbHylo obnactb, KOTopas npegHasHaydeHa Ans UHTerpauumn Bcewn
cuctembl B UenoMm. Takas obnacTb, B COOTBETCTBMM C TEPMMHOMOIMEN, KOTOpas NpUHATa B
JaHHON KoHLenuun, HasbiBaeTca Backbone Area.

Mpouecc onpeaeneHns mapLupyTa B UHOPMALMOHHbIX CETSX, KOTOPbIE NOCTPOEHbI B COOTBET-
CTBUM C A@HHOW KOHLIeNLUM, COCTOUT U3 ABYX NPOLIECCOB:

e OnpefeneHve mapLipyTa BHyTPU aBTOHOMHOW CUCTEMBI

e onpepgeneHne MapLipyta Mexay aBTOHOMHbIMU CMCTEMaMM
[na obGecneyeHnsi 3TOro B3aUMOAENCTBUS KOMMYHMKALMOHHbIE Y3Nbl aBTOHOMHOW CUCTEMbI
[OSDKHbI NPeAocTaBnAaTb MHAPOPMALIMIO O COCTOSIHUM MapLLPYTOB K CETSM AaHHON aBTOHOMHOM
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cucteMmbl. Kpome TOro, KOMMyHWKaLMOHHbIE Y3Mbl OOMKHbI obecneunBaTtb npegocTaBreHne
MHOpMaLMM O MapLupyTax, MO KOTOPbIM AOMKHbI ObiTb NepefaHbl AaHHble AN OOCTUXKEHUS
KOMIMOHEHTOB, PacOIOXKEHHbIX B APYrMX aBTOHOMHbIX cuctemax. B Tom cnyyae, korga aBTo-
HOMHasi cMcTeMa UCMNoSb3yeT HECKONBbKO (PU3NYECKUX KaHaroB Ans opraHvsauun nHdopmaum-
OHHOro obmeHa ¢ ocTarnbHbIM MUPOM, Takas 3agada aBnseTca 0CO6eHHO aKTyanbHOWN.

B 3aBucumocTn ot cBoero pacnonoxeHus B obLien cTpyktype VIHTepHeT aBTOHOMHasi cuctema
MOXeT ObITb TynukoBon (stub) — umetowen cBasb Tonbko ¢ ogHon AC, MM MHOrONOPTOBOM
(multihomed), T.e. nmetowwen ceasn ¢ Heckonbkumn AC. Ecnn agMmmnHucTpatmBHas NOAUTUKA
aBTOHOMHOM CUCTEMbl MO3BONSAET nepedaBaTb Yepe3 CBOM CETU TPaH3UTHbIM TpaduKk Apyrnx
AC, TO Takyto aBTOHOMHYIO CUCTEMY MOXXHO Ha3BaTb TPaH3UTHOM (transit).

BHegpeHve vaeonormm aBTOHOMHbLIX CUCTEM cAenany BO3MOXHbIM CYyLLEeCTBEHHO obneryntb
npoueaypy MaplpyTusaumm, cokpatuTb Tpebyemoe uucno IP-agpecoB n cosgaTb rmbkyto m
3(pPEKTUBHYIO CXEMY OMUCAHUA MapLLUPYTHOW NMOSNIUTUKMN.

MeTpuku, ucnonb3lyemMble anropuTmMaMmm mMmapLipyTusauum

Korga anroputMm Maplipytusaumn obHoBnsieT Tabnvuy mapLupytu3auum, ero rnaBHON Lenbro

ABNSAETCS onpeaeneHne Havnyywen nHgopmauum Ana BkAYeHns B Tabnuuy. Kaxabii anro-

PUTM MapLLpyTU3aLUun MHTEPNPETUPYET NOHATME “Haunydwasn” no-ceoemy. [Ansa kaxgoro nytm B

CeTu anropuTM reHepupyeT 4ncno, HasbiBaemoe MeTpukon. OnpegeneHve onTMManbHOCTU Ny-

Ten npu popMmpoBaHnM M OBHOBNEHUM TabnWubl MapLIpyTM3aLMM MOXET NPOu3BOAUTLCHA B

COOTBETCTBMM C TakMmMu Haubonee ynoTtpedbuTenbHbIMKM MEeTpUKaMuM UM Ux KoMOUHauMamu,

Kak:

1. [OnuHa mapuwpyTta asnsetca Hanbonee obwmm nokasaTenem mapwpyTtusaumm. EguHmua
N3MEepEHNa ONMHbI MapLUpyTa B YMCIEe NPOMEXYTOYHbIX Y3I10B, BKIHOYAA Takke y3en Ha-
3Ha4YeHUs1 — 3TO KONMYECTBO XonoB (OT aHrn. hop — “ckadok”). [nvHa mapwpyTta ot cebs
no cebsa paeHa 0, oT cebsa oo gpyroro ysna B 9Tom Xe cetu - 1 xon. Kak npaBuno, 4yem
MEHbLLE BENMMYMHA CKaYKOB, TEM Ny4Lle NyTb.

2. [lponyckHast cnocobHOCTL kaHana cBa3u. EguHuuammn namepeHns nponyckHOWM cnocobHo-
CTW MPU PasfMYHbIX KaHanax CBs3nM MOryT ObiTb KMNobutbl, Merabutbl n rmrabutsl B ce-
kyHay. Kak npaBuno, 4em Gonblle nNponyckHass CnocOBHOCTb, TeM MNpPeanovTUTENbHEN
MapLUpyT, XOTA He Bcerga Gonbliasa nonoca nponyckaHusi, obs3aTtenbHo OyaeT nydwe
MapLLpPYTOB, NPOXOAALMNX Yepe3 MeHee BbICTPOAENCTBYIOLINE KaHarbl.

3. 3agepxka - nporHo3npyemoe CyMMapHoOe BpeMsi MepPeChINiki nakeTa OT OTnpaBuUTens no-
nyyatento. 3agepxka 3aBUCUT OT MHOMMX DAKTOPOB, BKMtOYas MOMOCY NponyckaHusi Npo-
MEXYTOYHbIX KaHanoB CeTW, 3arpy>KeHHOCTb oyepeden MapLlipyTu3aTopoB Ha MyTu Npo-
OBWXEHUA nakeTa, hmnsmdeckoe paccTosiHue, Ha KoTopoe Heobxoaumo nepemecTuTb na-
KeT, 1 npoyee. Tak Kak 30ecb MMEET MECTO COBOKYMHOCTb HECKOSbKMX BaXXHbIX MokasaTe-
new, 3agepxka sBnseTca Hambonee obLLMM 1 NONE3HbIM NoKasaTenem.

4. CToMMOCTb KaHamna CBSA3M — NPON3BOSIbHOE 3HaYeHne, 06bIYHO OCHOBAHHOE Ha BeNuYMHe
Monockbl NPOMycKaHWs, AEHEXHON CTOMMOCTU UNKU pesynbTaTte ApYrMX U3MEepeHU, KOTo-
pble Ha3Ha4yalTCA CeTEBbIM aAMUHUCTPATOPOM.

5. 3arpyska — o6beM AeCTBUIN, BbINOMIHAEMbIA CETEBBIM PECypCOM, HanpuMmep MapLupyTu-
3aTOPOM WUNN KaHaroM:
® MPOLEHT NakeToB, COPOLLUEHHbIX N3-3a HEXBATKN NaMsATh B bydepax;

e CpeaHsia AnvHa ovepenen B CUCTEME;

® YUCMO NAKeTOoB, ANS KOTOPbIX HACTYNWUN TarMM-ayT U AN KOTopbix Oblnv caenaHbl No-
BTOpPHblEe Nepefayu;

e CpeaHsia 3afepKka naketa nNpwu AOCTaBKE U cpeaHee OTKIIOHEHME 3adepXKku Npu Joc-
TaBKe nakeTa.

6. HapgexHoCTb — TeMn BO3HMKHOBEHUS OLUMOOK B KaXXAOM CETEBOM kaHane. HekoTtopble ka-
Hanbl CeTU MOryT OTKasblBaTb uvalle, Yyem gpyrve. OTkasbl OAHMX KaHanoB CETU MOryT
ObITb yCTpaHeHbl nerde unu ObICTpee, YeM OTkasbl APYrnx KaHanoB. [pu HasHa4YeHun
OLEHOK HaZleXXHOCTM MOryT ObITb NPUHATHI B pacdeT ntobble pakTopbl HagexHocTn. OueH-
KM Ha4EeXHOCTM 0ObIMHO Ha3Ha4aTCs agMUHUCTPaTOpPaMn CeTu.
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2.3. CBouncTBa anropMtmMa mapLipyTtmsaumm

AnNropvtT™M mMapLipyTusaumm gormkeH obnagatb psiAioOM CBOMCTB:

KoppeKTHOCTb.

OnTMmManbHOCTb.

lMpocToTa n HU3KNE HENPOM3BOAUTENbHLIE 3aTpaTbl.

XKunBy4yectb n cTabUNbHOCTD.

CnpaBeanuBeocCTb.

bbicTpasa cxogmMMocCTb.

MoKocTb.

Ecnun KoppekTHOCTb KOMMEHTapMeB He TPebyHoT, TO OCTarnbHble CBOMCTBA HAA0 PasbsCHUTD.

NoohkwbhE

OnTumanbHOCTb

OnTumanbHOCTb, BEPOATHO, siBNSieTCA camon obuien uenbto paspaboTtkn. OHa xapakTtepusyet
CMOCOBHOCTL anropuTMa MapLupyTMsaumm BblOupaTb "Haunydwuin" mapwpyT. Havnyudwwmi
MapLLpyT 3aBUCUT OT nokasaTtenen u oT "Beca" aTuX nokasaTenen, Ucnosb3yembliX npu npose-
AeHun pacyeta. Cdopmynupyem NpUHUUN ONTUMAaNbHOCTU. JTOT MPUHUMN YyTBEPXKOAET, YTO
ecnu mapLupytmsatop J HaxoauTcs Ha oNTUManbHOM NyTU Mexay maplipyTtusatopamu | n K, 1o
onTUManbHbIN MapwpyT mexay J n K npyuHagnexvt aTomy onTuManbHOMY NyTu. OTO Tak, Mo-
CKOMbKy ecnu cyuiectsoBaHue mexay J n K ontumanbHOro maplipyrta OTAMYHOrO OT 4acTu
mapLpyTta mexay | n K npotmopeuun Obl yTBEpXKAEHNIO 06 ONTUMaNbHOCTU MapLUpyTa Mexay
InK

CnegcTtevem 13 npyHUMNa onTMManbHOCTU ABMSETCA YTBEPXKAEHME, YTO BCE MapLUpyThl K 3a-
AaHHOWM TOYKe ceTn 0OpasyloT AepeBO C KOPHEM B 3TOW ToYke. OTO AepeBO Ha3biBaeTCs Aepe-
BOM MOTPY>KEHWS U €0 UISIOCTPUPYET (PUCYHOK 3.9).

ia) ib)
PucyHok 3.9. (a) MoaceTs. (b) epeso norpyxeHua ons maplipytmsaTtopa B.

MockonbKy AepeBo MOrpyXeHUst — 3TO AepeBO, TO TaM HeT LMKIOB Tak, YTO Kaxabli nakeT By-
[eT OOCTaBfeH 3a KOHEYHOEe YMCINO CKaykoB. Ha npakTvke Bce MOXET oKas3aTbCsi CrOXHEe.
MapLipyTusaTopbl MOTyT BbIXOAUTb U3 CTPOS U HAOOOPOT MOSIBNSATLCS HOBbIE, KaHanbl MOryT
BbIXOAUTb M3 CTPOS, pasHble MapLUPyTU3aTopbl MOryT y3HaBaTb 00 3TMX M3MEHEHMSIX B pasHoe
BPEMS U T.O. U T.M.

MpocToTa U HU3KNEe HenpousBoAUuTeNbHbIE 3aTpaThl

ANropuTMbl MapLLpyTM3aumMmn paspabaTbiBaloTcs Kak MOXHO Gonee npocTeiMu. Opyrummn cro-
BaMW, anropMTM MapLipyTusaumum aomkeH addekTMBHO obecneynBaTtb CBOU PyHKLMOHANbHbIE
BO3MOXXHOCTW, C MUHMMarbHbIMI 3aTpaTaMu NporpamMmMHOro obecrnevyeHns U ko3 PULMEHTOM
ncnonb3oBaHus. OcobeHHo BaxkHa 3pEKTUBHOCTL B TOM Cllyyae, Korga nporpamma, peanu-
3ylolas anroputM MapLipyTUsauum, OormkHa paboTaTb B KOMMNbHOTEPE C OrpaHUYeHHbIMU K-
3UYECKUMU pecypcami.

XuBy4ecTtb M cTabUNBLHOCTL

AnropuTMbl MapLLpyTM3aUnm AOIMKHbI 06naaath XUByYecTblo. [pyruMu crioBamMu, OHU OOMKHbI
4YeTKO (PYHKLMOHMPOBATL B Cryvyae HeopAUHaPHbIX UMK HenpeaBUAEHHbIX 06CTOATENbCTB, Ta-
KUX Kak OTKasbl annapaTtypbl, YCIIOBUS BbICOKOM HArpy3kM M HEKOppPEKTHble peanusaumun. T.k.
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MapLUpyTM3aTOPbl PAcnofioXKeHbl B Y3MOBbIX TOMKAX CETWU, TO UX OTKA3 MOXET Bbl3BaTb 3HAYU-
TenbHble NPoOGnembI.

YacTo HaunyywmmMmm anropyTMaMmy MapLupyTM3aumnmn okasblBaloTCs Te, KOTOpble BblaepXXanun uc-
NblTaHNE BPEMEHEM N JOKa3anu CBOK HaAEXHOCTb B Pa3fMyHbIX YCNOBUAX paboTbl CETH.

CnpaBegnmBocCTb

CnpaBeanMBOCTb 3HAYUT, YTO BCE nakeTbl ByayT 06CNyXMBaTbCA paBHOMEPHO, HU KakoMy Ha-
npaesneHnto He OydeT oTAaBaTbCs NpegnoyvteHve, anst Bcex aboHeHToB OyaeT Bcerga BblOu-
paTbCs ONTMMarnbHbIA MapLpyT. Hago oTMeTUTb, YTO cnpaBeanMBOCTb M ONTMMAarbHOCTbL Yac-
TO MOryT BCTynaTb B NpOTMBOpeYMe Apyr ¢ agpyrom. Ha pucyHke 3.10 npuBegeH npumep Takoro
NPOTMBOPEYUS.

. E ?é ?é .

PucyHok 3.10. KOoHnUKT Mexay cnpaBegiMBOCTbO U ONTUManbHOCTLIO.

Tpadukn mexgy A-A”, B-B”, C-C” moryT yxe 3abutb kaHan mexay X-X. Moatomy BmecTo
KpaTyanwero mapwpyTta mexagy X n X” Hago 6yaeT BbioMpaTb Kakon-To ApYyron MapLupyT.

BbicTpasa cxoanmMocTb

ANropuTMbl MapLLpyTU3aLUUN OOMMKHbI OLICTPO cxoanTbes. CXoguMOoCTb — 3TO NMPOLECC corna-
LEHNs1 MeXady BCEMM MapLlpyTM3aTopaMy no onTumarnbHbiM MaplpyTam. Korga kakoe-HMbygb
cobbiTne B ceT! NPUBOAMUT K TOMY, YTO MapLUPYTbl UK OTBEPralTCs, NN CTAHOBATCS OOCTYN-
HbIMW, MapLLPYyTM3aTopbl paccbinatT coobeHna o6 obHoBneHun mapwpyTtusaumm. Coobue-
HUst 06 OGHOBMNEHMM MapLUPYTU3aL MM NPOHMU3bLIBAKOT CETU, CTUMYNNPYSA NepecyeT OnTUMarbHbIX
MapLUPYTOB U, B KOHEYHOM UTOre, BbiHYX4as BCEe MapLIpyTU3aTopbl NPUATU K COrNaLleHuto no
3TUM MapLpyTam. ANropuTMbl MapLIpyTM3aLmm, KOTOpble CXOAATCA MeafieHHO, MOryT npuBec-
TV K 06pa3oBaHMIo NeTenb MapLpyTnU3aumm Unu Bbixogam n3 CTposi CeTu.

M'MbKkocTb

ANropMTMbl MapLIpyTU3aUun OOMKHbI OblTb Takke rMokumKW. [dpyrMmmn crioBamu, anropuTMbl
MapLLpYyTM3aLUN OOIMKHbI ObICTPO M TOYHO aganTUPOBaTbCS K pa3HOObOpa3sHbiM 06CTOATENbLCT-
BaM B ceTW. Hanpumep, NpeanonoXxumm, Y4TO CErMeHT ceTu OTBeprHyT. MHorve anroputmbl
MapLlpyTM3aLmm, nocne Toro Kak OHM y3HatoT 00 aTton npobneme, 6ICTPO BbIOMpaloT cnenyto-
WM HAUNYYWnii NyTb Anst BCEX MapLUPYTOB, KOTOPble OObIMHO MCMOMb3YKT 3TOT CEerMeHT. An-
rOpUTMbl MapLlpyTu3aumm MoryT ObiTb 3anporpammMmMpoBaHbl TakuMm 06pa3oM, 4Tobbl OHM Mornn
afanTUMpoBaTbCs K U3MEHEHMsIM MOSOChl NPOMYCKaHMsA CEeTU, pa3MepoB ovYepeamn K MapLupyTu-
3aTopy, BENMWUYMHbI 3a0EPXKKN CETU U OPYTUX NEPEMEHHBIX.

2.4. Knaccudmkauma anroputMoB MapLUpyTUusauum

Bce anropntmbl MapLupyTM3aLmMmM MOXHO KnaccuuumpoBaThb Kak:

CraTtnyeckumu nnm ANHaMN4YeCKUMN.

OpHoMapLwpyTHBIMU UM MHOTOMapLLPYTHLIMU.

OQHOYPOBHEBBLIMU UNN NEPaPXUYECKNMNA.

C VMHTEeNneKToM B rMaBHOW BbIYUCITUTENBHOW MaLLMHE UM B MapLlipyTu3aTope.
BHyTpI/I,EI,OMeHHbIMM n mexxgoMeHHbIMU.

AJ‘IFOpI/ITMaMI/I COCTOAHUA KaHana Uiy Bektopa paCCTOﬂHI/IIZ.

ouhkhwnE
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CtaTtuyeckue unm guHamm4yeckue anropuTmbl

CraTtuyeckve anroputMbl NPeacTaBnslOT CBOA NpasBun paboTbl CO cTaTuyeckummn Tabnuuamm
MapLUpyTM3auun, KOTOpble HacTpauBalTCs agMuMHUCTpaTopamMn ceTu. Xopowo paboTtaiT B
crny4vae npeackasyemoro Tpaduka B ceTsax ctabunbHom koHgpurypauun. Ctatmdeckas mapLupy-
TM3auusa yMeHbLuaeT KONMYeCTBO nepegaBaemMon CnyxebHon nHopmaunm, NOCKosbKY B 3TOM
crny4vae He nocbinaetca nHgopmMauma 06 n3MeHeHusAxX B MapLpyTHOM pacnucaHun. K cyuiect-
BEHHbIM HeoCcTaTkam CTaTMYECKOM MapLLpyTM3aLmMn MOXHO OTHECTU TO, YTO, Tak Kak cTaTude-
CKMe CUCTeMbl MapLUpyTU3aumm He MOryT pearmpoBaTb Ha M3MEHEHUS B CETWU, OHU, KaK npaBu-
10, CYMTaKTCA HENPUIOAHBIMU AN COBPEMEHHbIX KPYMHbIX, MOCTOSAHHO M3MEHSIIOLLIMXCA CEeTEN.

HdnHamnyeckas MapLupyTM3aumnsa BbINONHAETCS HECKONbKO MHaYe. ocne Toro, Kak ceTeBomn aa-
MUHUCTPATOpP BBEAET KOHPUrypauNOHHbIE KOMaHAbl A1 Havyana AMHaMu4eckon MapLupyTusa-
Uun, MapwpyTHas obCcTaHOBKa M3MEHSeTCA aBTOMaTUYECKU MPU KaXAOM NOslydYeHun n3 cetu
nHopmMaumm 06 U3MEHeHMAX B ee Tonomnoruu. [uHamumyeckne anropMTMbl MapLupyTusaumm
NOACTPaMBAKOTCA K M3MEHSIOLMMCA 06CTOATENbCTBaM CETUM B MacluTabe peanbHOro BpEMEHMW.
OHuM BbINOMNHAKT 3TO NYTEM aHanu3a NoCcTynarLmnx coodeHmnii o6 0GHOBNEHUN MapLUpyTU3a-
unn. Ecnn B cooblieHnn ykasblBaeTcs, YUTO MMENI0 MeCTO U3MEHEeHMe CeTu, NpPorpaMmbl Map-
LWPYTM3aUUN NepecuYnTbiBaoT MapLpyTbl U pPacChinaloT HOBble COOOLLEHNA O KOPPEKTUPOBKE
MapLipyTmsauun. Takne coobLleHNss NPOHU3bLIBAOT CeTb, CTUMYNUPYS MapLupyTn3aTtopbl 3aHO-
BO NPOrOHATb CBOW anropMTMbl U COOTBETCTBYHOLLMM 06pa3oM M3MeHATb Tabnumubl MapLupyTm-
3auun. InHaMmmnyeckne anropuTmbl MapLipyTU3aumMm MoryT AOMNOSHATbL CTaTU4EeCKMe MapLUpyThbl
Tam, rae 370 YMECTHO.

O PeKTUBHOCTL ANHAMUYECKOWM MapLUpyTU3aumm 3aBUCUT OT BbINOSIHEHWUS MapLLPYTM3aTOpOM
ABYX CBOMX OCHOBHbIX (PYHKLUMIA: NOAAEPKKA Tabnumubl MapLlpyTu3aLmm 1 CBOEBPEMEHHOE pac-
npeaeneHve nHgopmaumm o Tononorun cetn. B npouecce obmeHa nHpopmaumern o Tononornm
ceTM AMHaMmyecKkas MapLupyTu3aums OonupaeTcs Ha MNpOTOKON MapLipyTu3auuun, KOTOpbIn
npegcraensieT cobor Habop npaBun, MCNOMNb3YEMbIX MapLUPyTU3aTOpoOM MNpu obMeHe MHAOop-
Mauuen ¢ cocegHMMM MapLupyTusaTopamu.

HemanoBaxHbIi HeJOCTAaTOK AUHAMUYECKON MapLUpyTU3aumm — oHa MMeeT TEHAEHUMIO K non-
HOW OTKPbITOCTU BCEWN UHDOPMaLMM O CETW.

AganTyBHbIE anropuTMbl Pa3NUYaloTcst TEM, r4e M Kak OHW nosnyyaroT MHdopMaumio (okanbHO
OT COCefHUX MapLLUPYTM3aTOPOB UNu rnobanbHO OTO BCEX), KOr4a OHM MEHST MapLupyT (Kax-
Able T cekyHA, Koraa MeHAeTCs Harpyska, Korga MeHsieTcs Tonomorus), kakass MeTpyka Ucnosb-
3yeTcsa npy onTuMM3auum (paccTosiHME, YNCIIO CKAYyKoB, OXXMAAEMOe BpeMs nepeaayn).

OOHOMapLIPYTHbLIE UM MHOTOMapLUPYTHbIE anropuTMbl

HekoTopble CrnoXHble NPOTOKOSbI MapLlpyTU3auuM obecnevmBaroT MHOXECTBO MapLUpyToOB K
OOHOMY N TOMY € MYHKTY HasHayeHusl. Takme MHOromapLupyTHble anropuTMbl AenatT BO3-
MOXXHOW MYNbTUMNEKCHYIO nepeaayvy Tpaduka no MHOTOMUCNEHHbIM NUHUAM. Opyrumn crnoea-
MW JaHHble anropuTMbl OCYLLECTBNSAT GanaHcUpoBKy 3arpy3ku ceTn. OaHOMapLIPyTHbIE anro-
PUTMbl HE MOryT Aenatb 3Toro. NpevmyllecTBa MHOrOMapLUPYTHLIX anropuTMOB OYEBUAHbI —
OHM MOTyT 06ecneuYnTb 3HaYUTENBHO GOMbLLYIO NPOMYCKHY CMNOCOBHOCTL U HAAEXHOCTb.

O4HOYPOBHEBbLIE NNW MEpapXNU4eCcKmMe anropuTmbl

HekoTopble anropntmMbl MapLUpyTM3aUmMm onepupyroT B MNIOCKOM NPOCTPaHCTBE, B TO BPEMS Kak
Apyrne Ucnonb3yT nepapxmm MmapLupytTmsauun. B ogHOypoBHEBOW cMCTEME BCE MapLupyTusa-
TOPbI PaBHbI MO OTHOLLEHWUIO APYr K Apyry. B nepapxmyeckon cucteme HEKOTOpble MapLipyTnsa-
TOpbl HOPMUPYIOT TO, YTO cocTaBnsdeT ocHoBy (backbone - 6a3y) mapwpyTusauuun. NakeTbl 13
BHe6A30BbIX MapLUPyTM3aTOPOB nepemeLLanTcs kK 6a3oBbiM MapLUpyTM3aTopam 1M NponyckatT-
Csl Yepes HUX 4O Tex Nnop, Noka He AOCTUrHYT obLlen obnacTy nNyHKTa HasHadYeHus. HaunHasa ¢
3TOr0 MOMEHTa, OHW NepeMeLlalnTcs OT nocrneaHero 6as3oBoro mMapLupyTMsaTopa vyepes OAuvH
NN HECKOMNbKO BHEGA30BLIX MapLUPYyTU3aTOPOB 40 KOHEYHOro NyHKTa Ha3HAYeHus.

CuncTtembl MapLUpyTM3aumMKM YacTo YCTaHaBNMBAIOT NOrMYeckne rpynnbl y3ros, Ha3biBaeMbIX 40-
MeHamW, UnNn aBTOHOMHbIMK cucTeMamu (Autonomous Systems), unu obnactamu. B nepapxu-
YeCKMX CUCTeMax OOHW MapLUpyTM3aTopbl Kakoro-nmbo gomeHa MoryT coobLlaTtbCsa ¢ MapLupy-
TnsaTtopamun Opyrnx AOMEHOB, B TO BpPEMS Kak Apyrye mMapLipyTu3aTopbl 3TOr0 JOMEeHa MoryT
noadepXmBaTb CBA3b TOMbKO B Mpedernax CBoero AoMeHa. B 04YeHb KpynHbIX CETAX MOryT Cy-
LecTBOBaTb AOMOSHUTENbHbLIE Mepapxuyeckme ypoBHU. MaplupyTmsaTtopbl HauBbICLLErO We-
papxmnyecKoro ypoBHsa obpasytoT 6a3y MapLipyTusaumm.
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OCHOBHbIM NPEUMYLLECTBOM MEPAPXMYECKOM MapLUPYTU3aLuM SIBSIETCS TO, YTO OHA UMUTUPY-
eT opraHusaumio 60nbLIMHCTBA KOMMNaHWUA U crieqoBaTenbHO, O4EHb XOPOLLO NOAAEPKMBAET MX
cxembl Tpadmka. bonbluas YacTb ceTeBol CBA3M MMEET MECTO B npeaenax rpynn HeGonbLumx
KOMMNaHui (JOMeHOB). BHYTpraoMeHHbIM MapLIpyTU3aTopaM Heo6XxoauMO 3HaTb TONMbKO O ApY-
rMX MapLupyTu3aTopax B rnpegenax CBOero JoMeHa, No3ToMy MX anropuTtMbl MapLLpyTU3aumm
MOryT ObITb YynpoLweHHbIMU. COOTBETCTBEHHO MOXET ObiTb YMEHbLUEH M Tpaduk 0OGHOBMEHUS
MapLUpyTU3aLmMK, 3aBUCALLMUIA OT UCNONb3YeMOro arnropuTMa MapLLpyTU3aLmn.

BHYTpPUAOMEHHbLIE NNW MEXAOMEHHbIE aliropUTMbI

HekoTopble anropuTMbl MapLupyTU3aumMmM OeNCTBYIOT TOMbKO B npegenax AoOMeHoB (aBTOHOM-
HbIX cucTem). Takue anropuTMbl Ha3bIBalOTCA BHYTPUOOMEHHBLIMU M OTHOCATCS K Kraccy interior
gateway protocol — IGP. [pyrne anropuTmbl MapLLpyTM3auumn NCNonb3yTca Ana onpeaeneHus
MapLlpyTa 3a npegenamuv gomeHa (aBTOHOMHOW cucTeMbl). [JaHHble anropuTMbl HasbliBaKOTCS
MEXOOMEHHbIMU U OTHOCATCA K Knaccy exterior gateway protocol — EGP. lNMpupoga aTux oByx
TWUMOB anropuTMOB pasnuyHas. [1oaToOMy MNOHATHO, YTO ONTUMArbHbLIN anropuTM BHYTPULOMEH-
HOM MapLupyTusaumm He obsizaTenbHo ByaeT onTMMarnbHbIM anropyuTMOM MEXOOMEHHOW map-
LpyTM3auunn.

ANropuTtMbl C MapLIpyTMU3auUmern 0T UCTOMHUKA UK B poyTepe

B cuctemax mapLupytmM3auum oT MCTOYHMKA poyTepbl AENCTBYHOT NPOCTO Kak yCTPOMCTBA Xpa-
HEHMSA 1 NepecbInkn nakeTa, 6e3 BCAKMX pasayMuii OTCbINas ero K crieaytoLen oCTaHOBKE, OHU
npegnonaratT, YTO OTNPaBUTENb PacCYMTbIBAET M ONpeaensieT BeCb MapLipyT cam. [dpyrue
anropuTmbl npegnonararT, YTO XOCT OTNPaBUTENS HWYEero He 3HaeT O MapupyTtax. [Mpu uc-
NOfb30BaHMM TAKOro poda anropMTMOB MapLUpyTM3aTopbl ONpeaensiT MapLipyT Yyepes CeTb,
0a3npysicb Ha CBOMX COBCTBEHHbIX pacyeTax.

ANropuTMbl (MPOTOKOSbI) BEKTOPA PACCTOAHUS UM COCTOSHUS KaHana
B 3aBucumocTn ot cnocoba, KoTopbI NUcnonb3yeTcs ana obecnevyeHnss obmeHa mHdopmaum-
€1 0 MapLupyTax B CETM Mexay y3namu, pasnuyaroT ABa Tuna NpoTOKONIOB MapLUPYTM3aLMK:
e [IpoTokonkl BekTopa pacctosHus (Distance Vector).
e [lpoTokonskl cocTosAHUs KaHana (Link State).
e [MbpugHbIN Noaxon, o6bEOMHAIOWMNI acnekTbl anropuTMOB C onpenerieHMeM BekTopa
PacCTOsIHMS U OLLEHKM COCTOSIHUA KaHana.
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4. Anroputmbl MapLipyTusauum

4.1. ANropnTMbl BEKTOpPA pacCTOAHUA

ANropuTMbl BEKTOpA PacCTOsiHUS NOCTPOEHbI HA OCHoBe anroputmoB banmaHa-®opga n dop-
na-donkepcoHa. B 0CHOBE MX NEXUT UAES, YTO Y KaXXA0ro MapLupyTusaTopa B NOACETU eCThb:

e Tabnuua paccToaHMA OO KaXaoro mappyTtudaTtopa B nogcetv. Kaxabii anemeHT 1ab-
NUUbI COCTOUT U3 OBYX MOSIEN: NEPBOE — HOMEP NIMHMMK, MO KOTOPOW HAZ4O OTNpaBnATb
nakeTbl, 4TOObl 4OCTUYb HY)XXHOrO MecTa, BTOPOe — BENUYMHA 3aJepXKKM 4O MecTa Ha-
3HayeHusl. 3Ta BenMUMHA 3aAePXKKN MOXKET ObiTb MU3MEpPEeHAa B pasHbIX eANHULAX: CKay-
Kax, MUNuceKkyHaax, orvHe ov4epean Ha NUHUN 1 T.4.

e Kpome aTOro, kaxgbli MapLLUpyTU3aTop B NogCceTM MOCTOSAHHO 3amMepsieT 3a4epXKu 4o
CBOMX coceen.

Kaxable T cekyHO MapLlpyTuM3aTop LWeT CBOUM cOCeasiM CBOM BEKTOP 3adepXeK 0O BceX
MapLUpyTM3aTOpPOB B NoAceTu. B cBOK ovepeab OH NosnyvyaeT Takue Xe BeKTopa OT CBOUX CO-
cegen. lMoaToMy, nMesa BeKTopa pPacCTOSHUMM OT COocedlel M 3Has paccTosiHMe OO0 cocefen,
MapLUpyTM3aToOp BCEraa MOXeT BbIYMCNUTbL KpaTyanlmMii MapLupyT.

Mlew estireted

Reuter clelzy from J
To A | H K t Line
Al 0 24 20 21 g A
B|12 36 a1 25 an| oA
|25 18 10 36 25| |
O 40 27 a 24 20 H
E|14 T S0 20 17| |
Fl25 20 19 A0 a0 [
G| 18 31 3] a1 18| H
H|17 20 4] 19 12| H
| |21 ] 14 22 10 |
J| 9 11 i 10 | -
K| 24 22 22 ] 6| K
L|29 33 a a 15| K
Gty colay celmy demy Ty
3 I = ) roLting

g Ao 12 8 table

1, - s for d

Yectors recened from
J'z four neighbors

)

PucyHok 3.11. PaboTa anroputMa BekTopa pacCTOsiHUS.

PaccmoTtpum npumep Ha pucyHke 3.11. Ha pucyHke 3.11 (a) nokasaHa nogcetb. Ha pucyHke
3.11 (b) nokasaHbl BekTOpa, KOTOpble J MapLupyTU3aTop Nony4mnn oT CBOUX cocenen 1 ero 3a-
MepbI 3afepXKeK Ao coceden. Tam e nokasaHa Utoroeasl Tabnuua mapLipytmsaumm, Kotopyo J
MapLLpYyTM3aTOp BbIYMCANT HA OCHOBAHMM 3TOM MHpOpMaLmK.
Taknm o6pa3om, anropuTMbl BEKTOPA PaCCTOSHUSA XapakTepusyrTecs Cregyowmnm:
e TpebylT OT Kaxgoro mMapLipyTusatopa MOCbIfKU BCEW UM 4acTu CBOEW MapLUpyTHOW
Tabnuubl, HO TONMBKO CBOMM COCeasMm;
e MpegycmaTpuBalroT nepegadvy vHdopMauum O mMapLupytax nepuogudeckn yepes ycrta-
HOBMNEHHbIE WMHTEpPBAanbl BPEMEHM.

Onuwem npobnembl, xapakTepHble ANA BCEX NPOTOKOSIOB, Ga3npylLLMXCA Ha BEKTOpe pac-

CTOSHMSA, 1 cnocobbl NX peLleHus:

1. [lpobrnema 6eckoHe4YHO20 cyemyukKa.
ANroput™M MapLUpyTU3auum Nno BEKTOPY PacCTOsIHUSI TEOpPETUYECKM paboTaeT XOpoLLo, HO Y
Hero ecTb OOWH HeAOCTATOK — OH OYeHb MEANIEHHO CXOAMTCS K NPaBUIbHOMY 3HAYEHWUIO.
NHdopmauus o nosiBneHnn xopoLuero mapLupyTa B NoAceTy pacnpocTpaHsieTca 6onee mnu
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MeHee BbICTPO, a BOT AaHHble O noTepe, paspyLleHnn Kakoro-nMbo mapLupyTta pacnpocTpa-
HAOTCA He CcToNb BbICTpo. PaccmoTpum npumep Ha pucyHke 3.12. [laHa nuHenHasa noaceTb.
MycTb nsHavYanbHoO MapwpyTtunsatop A He pabotan. MoaTomy y BCEX MapLUpyTM3aTOpOB B
noaceTM Anst Hero crosina 6eckoHeyHOCTb. [lyCTb B KakOM-TO MOMEHT BpemMeHu A Obin
BKItoYeH. 1o ncteyeHnn onpegeneHHoro BpeMeHn mMapLupyTmM3aTopbl HAYHYT 0bMeHnBaTb-

cs1 BekTopamu u B y3HaeT 06 A. Ewle yepes oanH o6meH Bektopamm 06 A y3HaeT C u 1.4.

A B e b E A B i o E
- - - - » - - - » -
) ) o0 ca  Initialhy 1 o i) 4 Initialhy
1 o o ca After 1 exchange icl = 3 4 aAfter1 exchange
1 2 el o Aftar 2 exchanges 2 4 a2 4 After? exchanges
1 o a ca Aftar 2exchanges 5 4 5 4 Aftar2 exchanges
1 2 2 4 After 4 exchanges 5 & 5 6 Afterd exchanges
7 & 7 G Aftars exchanges
=) 7 g 7 & Afters exchanges
[ea] [ea] () ()
(b

PucyHok 3.12. lNMpobnema 6eCKOHEYHOro cHeTvmKa.

Takum obpasom, MHpopmauma 0 HOBOM MapLupyTe ByaeT pacnpoCTpaHATLCA NMMHEWHO Lwar
3a Warom 3a Kaxabiin obMeH BekTopamn. Ecnun cambii NVHHBIA MapLUpyT B NOACETU UMEET
AanuHy N, To notpebyetca N oOMeHOB BeKTOpamu, Noka MHpopmaumsi 0 HOBOM MapLupyTe
AonOeT 4O caMoro yaasnieHHoro yana B NogceTu.

Tenepb paccmoTpum obpaTHyto cuTyaumio Ha pucyHke 3.12 (b). 3gecb M3HavanbHO Bce
MapLupyTM3aTopbl U NMHUM Bbinv paboTocnocobHbl. MyCTb B KakOM-TO MOMEHT BpPeEMEHU
nuHna mexay A n B paspyweHa. B nepectaet Bugetb A, Ho C roBoput B: «He 6ecnokorica
y MeHs ecTb MapwpyT go A». Npu atom B He nogospesaeT, yTo MapwpyT ot C oo A nget
yepes Hero xe. [Mpn aTtom mapwpytusatopbl D 1 E cBoux tabnuy He meHsoT. Ux pacctos-
HUst 0o A Ha eguHuuy 6onblie, Yyem y C. MNMnoxasa BecTb 6y4eT pacnpoCTpaHATLCA MeaSeH-
HO MoKa CYETYMKWN 3aepXKeK He MPUMYT 3Ha4YeHus 6eCKOHeYHOCTU AN JaHHOW ceTu. Tonb-
KO MOCIie 3TOro CTaHET SCHO, YTO A He OOCTUXUMO HU Yeped C, Hu vepes3 D, Hu vepes E.
CKonbKO BpeMeEHU Ha aTO NoTpebyeTcs, 3aBUCUT OT KOHKPETHOrO 3Ha4YeHnst 6ECKOHEYHOCTH
B JAHHOWN NoaceTw.

Anzopumm Split Horizon (pa3deneHue HarnpaseneHuli) npegHasHayeH NS pelleHns Bbllle
onucaHHon npobnembl. MapLpyTnsatop, UCNoONb3yst gaHHOEe NpaBwuno, pasgensieT CBou
MapLLpPYTbl HA CTONbKO rPYMM, CKOMbKO Y HEro eCTb akTUBHbLIX MHTepdencoB. [Janee oOHOB-
neHus (BekTopa) ANna MapLupyToB, KOTOpbIe ObinNn NOMyYeHbl Yepes HEKOTOPbIN NHTEPJdIENC,
He JOIMKHbI nepeaaBaTbCs Yepes 3ToT Xe UHTepdenc. Ecnu tenepb paccMoTpeTb, kak By-
aeT paboTtaTb noaceTb Ha pucyHke 3.12 (b), To Tam npobnem Bo3HUKATL He ByaeT.

OpHako, paccMoTpum noaceTb Ha pucyHke 3.13. Ecnn nuHns mexay C n D 6ygeTt paspy-
weHa, To C coobwmt 06 atom A n B. OgHako, A 3HaeT 4To y B ectb mapwpyTt go D, a B
3HaeT YTO Takon MapwpyT ecTb U y A. /I Mbl npuxoaum K npobneme UUKINYecknx mMmapLupy-
TOB, KOTOpPYH anroputm Split Horizon pewmnTb HEe B COCTOSIHUN.

A B

C ®-=—— Router

D
PucyHok 3.13. MNMpumep HepaboTocnocobHocTu anroputma Split Horizon.
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Aneopumm Poison Reverse (ompaerneHHbIl pegepc) ABnaeTca ApyrMm cnocob pelleHus
npobriembl 6€CKOHEYHOro cyeTUMKa (UM MapLUPYTHOW NeTnn). ANfropuTM rnacuT — ogHax-
Abl U3y4MB MapLUPYT 4Yepe3 Kakon-rnmbo nHrtepdenc, obbaBnam aTOT MapLUPYT Kak «HeJocC-
TYMHbINY 0OpaTHO Yepes TOT e caMbl UHTEpPdENC.

2. [lpobrnema YUKIu4ecKux Mapuwipymos.

[aHHyto npobrnemMy MOXHO paspewmnTb C NOMOLLbLI0 MexaHu3ma Triggered Update (ynpas-
nsemble obHoBneHus). Mcnonb3oBaHWe OaHHOrO MexaHu3Ma npeanucbiBaeT Heobxoau-
MOCTb (pOPMMPOBAHMA MTHOBEHHbLIX OOHOBNEHUI B TOM Crlyyae, Koraa npovcxoauT M3me-
HeHne cocTosHuA ceTu. bnarogapsa ToMy, 4TO ynpasnsiemble 06HOBNEHUS NepeaarTcs no
CeTn C BbICOKOW CKOPOCTbIO, MCMNOMb30BaHNE 3TOr0 MExXaHu3Ma MOXeT npeaoTBpaTuTb Mo-
SIBMEHMe UMKNnyYeckux mapipyTtoB. OgHako, NOCKOMbKy Mpouecc nepegayv ynpabnseMbiX
OBHOBMNEHN UMeEeT BrOSIHE OMNpPeaerieHHY KOHYEHYH CKOPOCTb, COXPaHAeTCH BO3MOX-
HOCTb, YTO B Mpouecce nepeaayn perynsapHoro ob6HOBNEHUS LMKIMYECKMN MapLupyT BCe-
TaKN BO3HUKHET.

4.2. AnropuTMbl COCTOSIHUSA KaHana

AnropnTMbl COCTOSIHUA KaHana M3BECTHbI Kak anropuTMbl "NepBoovepesHOCTM HanKpaTyanLle-
ro mapuwpyrta". lgea aTnx anroputMoB COCTOUT B MOCTPOEHUN rpada NoaceTu, rae BepLllnHbl —
MapLUpyTM3aTopbl, a AYrM — NUHUM CBA3W. ANropuTM HaxoauTt ansa nobon napbl aboHeHTOB
HanKpaTyamLWnin MapLipyT B 3TOM rpade.

MpounnocTpypyeM KOHUEMNUMIO HavmkpaTyanwero nytu Ha pucyHke 3.14 (cTpenkamu ykasaHbl
pabouue y3nsbl).

Bz, A) oo, =)

Gilg, A) H fea, -
(k)
B2 A ia, B B2 a) i, B
[ fca—) Dead)
& (g A) H o, T EEE H fea, =)
() (d)
B2 A ia, B) B2 a) i, B
Ei B Ei4 B
A I: h 0D o ) A I: :I FigE) O (z0,—)
G &, E) Hia, &) G is, E) Hig F)
=] (f /
PucyHok 3.14. MepBble NsiTh LUAroB, UCMOMb3yeMble MpY BbIYUCTIEHUM KpaTHalLLero Ny ot A
no D.

PaccTosiHne MOXXHO M3MepsaTb B CKadkax, a MOXHO B KunomeTpax. Toraa mapwpyt ABC anuu-
Hee maplpyTta ABE. BosamoxHbI 1 apyrne mepbl. Hanpumep, ayrvm rpada moryT 6biTb pasmeye-
Hbl BENTMMUHOWN CpefHen 3afepXKu Ans naketos. B rpade ¢ Takon pasmeTKOn HaukpaTyamLLunm
nyTb — HANBbICTPENLWNIA NYTb, KOTOPbIN He 06s3aTENbHO MMEET MUHUMASTbHOE YUCIIO CKAYKOB
NN KUIOMETPOB.

B obwem cnyyae MeTku Ha ayrax MoryT 6biTb (DYHKUMAMU OT PaCCTOSIHMS, NMPOMYCKHOM Croco6-
HOCTM, cpeaHero Tpaduka, CTOMMOCTU nepeaayn, CpeaHen AnvHbl odepean v Apyrmx gakTo-
poB. VIaMeHsisi BECOBYIO (OYHKLIMIO, anropuTM GyAeT BblYMCSTL HaukpaTYanLLniA nyTb B CMbICNe
pa3sHbIX Mep.



HIMM «YuTex-Mpocu» — FMobansHble KOMNbIOTEpHbIE ceTh — Teopus

M3BeCTHO HEeCKOMbKO anropuTMOB BbIMMCIEHUS HaukpaTdanwero nytn B rpadpe. OauH U3 HUX
6b1n npeanoxeH Oenkctpa. Bce BepwmHbl B rpace nomeyaroTca B CKOOKax pacCTOSHMEM [0
MCXOLHOWN BEPLUMHBI BOOSb HaWy4yLlwero M3BeCcTHOro nytu. M3HavyanbHO HUKaKMUX NyTen He ns-
BECTHO W BCE BEPLUMHbI MOMeYeHbl 6eckoHeYHOCTbIo. o Mepe paboTbl anropMTMa 1 Haxoxage-
HUS1 NyTEN METKN MOTyT MeHSTbCA. Bce MeTkn MoryT 6biTb NGO NpoGHbIMKU, NMMBO NOCTOAHHbI-
mMu. M3HavyanbHO Bce MeTkm npobHble. Korga obHapyxmBaeTca, 4TO MeTka npeacTaBnseT Hau-
KpaT4anLnm BO3MOXHbIA MyTb OO MCXOAHOW BEpPLUMHbI, OHA NpeBpallaeTcs B NMOCTOAHHYK U
HMUKoraa bonee He MeHseTcs.

Ha pucyHke 3.14 nokasaH npouecc NocTpoeHns mapupyTta. CambiM MHTEPECHBIM SBMSETCS
MOMEHT Ha pucyHke 3.14 (e). 3aecb B OKpeCTHOCTU BeplnHbl H okasbiBaeTcda BepwuHa F, y
KOTOpon npobHas MeTka NoKa3blBaeT, 4To NyTb Yeped F kopoue. [MoaTomy meTka y BepLumHbl H
MeHsAeTCs Tak, Kak ecnv 6bl MapLpyT wen vyepes BepwnHy H. Hago caenatb oroBopky, 4To an-
FOPUTM CTPOUT HaMKpaT4anLMA MyTb, HAYMHAA OT TOYKM OOCTABKM, @ HET OT TOYKM OTMpasne-
HUs. MNockonbKy rpad He OPUEHTUPOBAHHbIN, TO 3TO HUKAKOrO BAMSIHUA Ha MOCTPOEHUE NyTU He
oKasblBaer.

LLnto3bl, paboTatowme no anroputMmy [EenKcTpbl, CHa4Yana onpeaensioT Kpatyanwmne MapLupyThbl
No BCEM CETSAM aBTOHOMHOW cucTeMbl. [INa 3TOro B KaXXAOM LUNK03e CTPOUTCS MNOSIHOE AepeBo
KpaT4yanwmnx nyTen ¢ KOpHEM B AaHHOM Luto3e. [locne 9Toro uamMeHeHust XxapakTepucTuK IMHUIA
CBSA3U1, onpeaensaloLwnx ANnHbl COOTBETCTBYIOLLMX Ayr rpada, MMbo n3MeHeHus Tononormm cetu
NPMBOAAT NULWb K HEBOMbLIMM OOMNOMHUTENBbHBIM BbIYUCIIEHNAM NS KOPPEKTUPOBaHUSA AepeBa
KpaTyamwmnx nyTen.

LLnto3bl 06MeHMBaOTCS TOMbKO CBEAEHUSAMM O ANMHAX UCXOOALWMX NIMHUA CBA3W, @ HE BEKTO-
pamMu OfMH MapLipyToB, Kak B cnydae anroputma bennmaHa-®opga. Pasmep KoppekTUpyoLmx
nakeToB CO crnyXebHon nHopmaumnen ona MapLipyTmsaumm Man u He 3aB1UCUT OT Yncna ceTen
B aBTOHOMHOMW cucteme. Kaxgblin L3 NocbinaeT Takme nakeTbl C NMOMOLLBbI STaBUMHHOW Map-
WwpyTm3auyun. Mpu nosBNeHMM B CETU HOBOrO LUMKO3a U BKITHOYEHUM HOBOW NNHUM CBS3N U3-
MEHEHMWS B TOMOMNOMMN CETU HE YYMThLIBAOTCS MPU MapLIpyTM3aLmm B TeMEHNEe HEKOTOPOro Bpe-
MeHn Ansa Toro, 4Tobbl MHpOPMaUMs O NpouCLUeALLMX U3MEHEHUsIX ycnena AOCTUrHYTb BCEX
LUMO30B aBTOHOMHOW CUCTEMBbI.

ANropuTMbl COCTOSHUA KaHana XxapakTepusyloTcs cnegyowmm:

e HanpaBnslT NOTOKN MapLUPYTHOM MHOpMaLMm BO Bce y3nbl 06begmHeHHon cetu. Oa-
HaKO KaXKabli MapLUPYTM3aTOP NOCbINaeT TOMbKO Ty YacTb MapLUPYTHON Tabnuubl, KOTO-
pasi ONUCbIBaeT COCTOSIHNE €ro COBCTBEHHbIX KaHAasOoB;

e pegycmaTpuBalroT nepegady vHdopMauun o MapLupytax B MOMEHT nepBOHaYanbHOro
BKMIOYEHMS MU NPU BO3HUKHOBEHUN U3MEHEHUI B CYLLECTBYIOLLEN CTPYKTYpe MHGOp-
MaLMOHHbIX CBSA3EN.

4.3. CpaBHeHue MapLlipyTM3aLuuu MO BEKTOPY PAacCTOSAHWA U MapLlUpyTM3auuu C y4eToM
COCTOSIHMSA KaHana CBA3M

ANCTaHUMOHHO-BEKTOPHbIE anropuMTMbl XOpOLLO paboTalT TONbko B Hebonblwux ceTax. B
BonbLUMX CETAX OHW 3aCOPSAOT NIMHUM CBA3M MHTEHCMBHBLIM LUMPOKOBeLLaTernbHbIM Tpadukom. K
TOMY Xe M3MEHeHUs KoHUrypauum moryT otpabartbiBaTbCs MO 3TOMY anroputMmy He Bcerga
KOPPEKTHO, TaK Kak MapLpyTn3aTtopbl He MMEKT TOYHOro NpeacTaBfeHns O TONONOrmn cetu, a
pacnonaratoT nuwb 0606LLEHHON NHOPMaLNEN — BEKTOPOM OUCTaHUUIA, K TOMY Xe Nony4yeH-
HOW Yepes NOCPeaHNKOB.

OTnunyasice 6onee GbICTPOMN CXOAMMOCTbLIO, anNrOPUTMbl COCTOSIHUS KaHaNoOB HECKOSbKO MEHbLUE
CKIMOHHbI K 00pa3oBaHuio NeTenb MapLipyTM3aumu, Yem anropuTMbl BeKTopa pacctosiHus. C
APYron CTOPOHbI, anropuTMbl COCTOSIHUSA KaHamna xapakrtepusytotcs 6ornee CnoxHbiMu pacye-
TaMu B CPaBHEHUU C anropuTMamm BeKTOpa pacCTOsAHWA, Tpebys Gornbluen npoLecCopHOMn
MOLLHOCTM U NamMaATK, YEM anropuTMbl BEKTOPA paccTosHU. BcneacTteme aToro, peanusaums u
nogaepXXka anropMTMOB COCTOSHUS KaHana MOXeT ObiTb 6onee 4OpOorocTosiLLEN.

NToroBoe cpaBHeHne npeactasneHo B Tabnuue 3.5.
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Tabnuua 3.5 — CpaBHeHVe MapLUpyTU3aLmMmK MO BEKTOPY PACCTOSIHUS U MapLUpyTMU3aLmMm C yye-

TOM COCTOSIHUSI KaHarna CBsi3u

MapuwpyTusaumus no BekTopy pacctossiiusa |  MapwpyTusauus ¢ y4eToM COCTOAHUSA
KaHana cBs3u

BuguTt Tononoruo cetn «rnasammn» cocep-
HUX MapLUPYyTU3aTOPOB

CyMMUpyeT BEKTOP pacCTOsHUS OT OQHOro BblumcnseT kpaTtyanwmm nyTe 40 OpYrux
MapLipyTusaTopa K Apyromy MapLIpyTM3aToOpPOB

YacTtble neprnognyeckme oOHOBMEHMS TOMO-
normyeckon nHdopmarmm, meaneHHast cxo-
ONMOCTb

MonyyaeT obLmi BUA TONONOrMN BCEV CETU

OGHOBNEHNSI UHULMMPYIOTCSA AKTOM M3Me-
HeHWsi Tononoruu; GelcTpasi CXOAMMOCTb

MepepnaeT nakeTbl ¢ MHOpMaumen ob ak-
TyanbHOM COCTOSIHUW KaHana CBsA3u BCEM
ApYrvMM MapLupyTusatopam

I'Iepep,aeT Konmn Ta6J'IVILI,bI MapupyTtmndaunm
TOJTbKO COCeQHUM MapLUpyTnU3aTopam

4.4. MpoToKonbl MapLIpyTU3aLuMmu, UcnosiblyemMble B IP-ceTsax
B coBpeMeHHbIX IP-ceTsax Hambornee LWMPOKO UCNOMb3YyTCSA creaylolwme AnHamuyeckue npo-
TOKOINbI MapLUPYyTU3aLUK:

e RIP

e OSPF
e IGRP
e EIGRP
e BGP
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5. MNMpoTokon mapwpyTtusauum RIP

MpoTokon RIP sBnsieTca ogHUM 13 nepBbiX, KOTOPble ObINN MCNONb30BaHbl B UHHPOPMAaLMOHHO
— BblYMCNUTENBHbIX CeTAX BoobLle 1 B ceTu Internet — B yacTHOCTU. OTOT NPOTOKON MapLUpyTu-
3auun npegHasHadeH ansa cpaBHUTENbHO HEOOMbLUMX M OTHOCUTENBHO OOHOPOAHbLIX ceTen (an-
roput™m Banmana-®opga). MNpoTokon paspaboTtaH B yHuBepcutete KanndopHun (bepknn), 6a-
3upyeTcsa Ha paspaboTkax oupmbl Xerox u peanusyet Te Xe MNPUHLUMNbI, YTO M nporpamMma
MapLpyTumsaumm «routed», ncnonosdyemasi B OC Unix (4BSD). NocnegHasa Bepcus npoTokona —
RIP Version 2 [RFC 2453, 1721, 1722, 1723, 1724].

MapLpyT 340ecb XapakTepusyeTcsi BEKTOPOM pacCTOsHMS OO MecTa HasHadveHus. [NMpegnonara-
€TCH, YTO Kaxablll MapLupyTM3aTop ABNSAETCA OTNPaBHOM TOYKOW HECKOMbKMX MapLUpyToB A0
ceTeln, C KOTOPbIMK OH CBA3aH. Kaxabln MapLupyTnsaTop, Ha KoTopom 3anylieH npotokon RIP,
coaepXxuT Tabnuuy maplpyTtusauuun. [aHHas Tabnuua cogepXxXmTt No O4HOWM 3anncu ans Kaxmgo-
ro MecTa HasHayeHusl, KoTopoe AOCTYMHO Yepes3 CUCTEMY, Ha KOTOpOK 3anyLleH npoTtokon RIP.
Kaxxgaqa 3anucb coaepxuT, No KpanHen mepe, cnegytowme nons:

e [P-agpec mecta HasHadeHus.

e Macka nogcetn mecTa HasHa4YeHus.

e |P-agpec Gnwkanwero wro3a no nyTm 4o MecTa HasHaveHus. Ecnn y3en HasHauvyeHus
HaxoOuTCA B OOHOM M3 HEenocpeaCTBEHHO MOAOKIOYEHHbIX ceTen, To MHopmauus B
JaHHOM nore aBnseTcsa Heobs3aTenbHON.

e MeTpuka, KOTOpada NpeacTaBnNseT KOHEYHYD CTOMMOCTbL OOCTaBKW AaTarpammbl OT Te-
Kyllero maplipytusaTopa OO MecTa HasHayeHusl. [JaHHas mMeTpuka ABnseTca CyMMOW
CTOMMOCTEN, Ha3Ha4YeHHbIX AN Kaxaon u3 ceTen, Yepes KoTopble NponaeT gararpam-
Ma. MeTpuka sBnseTcs LensiM Yicriom ot 1 4o 15 BKMAOYMUTENBHO.

e ®nar, ykasblBatoLnii, YTO MHGOPMAaLNS O MapLUPYTE HEQABHO N3MEHMNACh;

e PasnuyHble Tanmepsbl, CBA3aHHbIE C MapPLUPYTOM.

3anMcu 0 NOAKIHYEHHbIX CETSX YCTaHaBNUBAKOTCA MapLUpyTU3aToOpoM, MCNOMb3ys MHpopma-
uuio, cobpaHHyto cpeacTBamu, kotopble npoTokon RIP He pernameHTupyeT. CUCTEMHBIN agMu-
HUCTpATOP TaKkKe MOXeT 000aBnsATb OOMNOSHUTENbHbIE 3anncy O MapLlupyTax. [aHHble 3anucu
ABMAKTCH «CTAaTUYECKMMWN MapLIpyTaMmy.

MMepBbIM ABYM NOMSIM 3anucu Mbl 00s3aHbl NOSBIIEHUIO TEPMUHA BEKTOP PacCTOSHUS (MeCTo
Ha3HayeHne — HanpasneHue; MeTpuka — Mogyrb BekTopa). Nepuogunyeckn (pas B 30 cek.) Kax-
Abl MapLUpyTU3aTop NocbinaeT LwupokoBellaTensHo (MynbTukactoBo B RIP-2) konuio cBoen
Tabnvubl MapwpyTusaumm BCEM coceasam-MapLupyTnusatopam, C KOTOpbIMU CBSiI3aH Henocpen-
CTBEHHO. MapuwpyTusaTtop-nonyyaTens npocmatpusaeT tabnuuy. Ecnv B Tabnuue npucyTcT-
BYEeT HOBbIM MyTb MM cooblieHne 0 Bonee KOPOTKOM MapLupyTe, UM NPoU3oLIN U3MEHEHMS
ANWH NyTW, 3TN M3MEHEeHNsT PUKCUPYIOTCA NonyvaTenem B CBOE MapLupyTHOW Tabnuue.

Mpotokon RIP pomkeH obpabaTtbiBaTth ABa TWNa OWIMOOK:

1. BbeckoHeuHbI cyeTyuk. MegneHHoe pacnpocTpaHeHMe MapLIpyTHOW MHdopMaumm no
ceTn co3gaeT npobnembl Npy AMHAMUYHOM U3MEHEHUM MapLUPYTHOM cUTyauumn (cucte-
Ma He nocnesaeT 3a uameHeHusMn). Manoe npegensHoe 3Ha4YeHne METPUKKM yrydllaeT
CXOOMMOCTb, HO He yCTpaHseT npobnemy. MNpobnema pelaeTcs ¢ NOMOLLbIO anropuTma
Split Horizon.

2. Uwuknunuyeckne mappytbl. MNMpobnema pewaetcs ¢ noMmowbio MmexaHmama Triggered Up-
date.

HecooTtBeTcTBME MapLllpyTHOM Tabnuvubl peanbHON cuTyauun TUNMYHO He Tonbko Ans RIP, Ho
XapakTepHO AN BCEX NPOTOKONOB, Ha3npyOLLMXCA HA BEKTOPE PacCTOAHUS, rae uHgopmaum-
OHHble coobLLEeHNs akTyanusaumm HecyT B cebe ToNbKo napbl KOOOB: aApec MecTa Ha3HavyeHue
N pacctosHue Ao Hero. Ho Bce nepeyuncneHHble MeTobl M HEKOTOpPblEe ApYrne N3BecTHble an-
ropuTMbl, pewas ogHy npobnemy, 4yacTto BHOCAT gpyrune. MHorne us atmx MeTO4o0B MOTyT npu
onpeaeneHHbIX YCroBUsIX Bbi3BaTh NaBMHY LUMPOKOBELLATENbHbLIX COOBLLEHN, YTO Takke Oes3-
opraHusyeT ceTb. IMeHHO Manas ckopocCTb ycTaHoBneHus mapwpyTtoB B RIP (u gpyrux npoto-
KONnax, OPUEHTMPOBAHHbIX Ha BEKTOP PACCTOSAHUS) U SBNSAETCA NPUYMHOWN UX MOCTENEHHOrO Bbl-
TECHEHUs opyrMmmn NpoToKonamu.
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B RIP coobueHunsa nHkancynupyroTcs B udp-gentorpammbl, Npy 3TOM nepefada ocyLuecTBns-
eTcsa vepes nopt 520. B kavyectBe meTpukn RIP ncnonb3syet umcno waroe go uenu. Ecnu mex-
4y oTnpasuTenemM u NPUEMHUKOM pacnorioXeHo TpU MapLupyTusaTopa, TO CHMTAEeTCs, YTO Me-
Xay HMMK 4 wara. Takon BuA METPUKN HE YYMTbIBAET pasnuymi B NPONYCKHOW CMOCOOHOCTM
WNN 3arpy>KeHHOCTN OTAENbHbIX CErMeHTOB ceTu. lNpMMeHeHne BeKTopa pacCTOsIHUSA He MOXeT
rapaHTMpoBaTb ONTMMasribHOCTb BblOOpa MapLupyTa, Beab, HanpMMmep, ABa Lara no cermeHTam
cetun Ethernet obecneyart GonbLUy0 NPOMYCKHYO CMNOCOBHOCTbL, YEM OAMH Luar Yepes nocneao-
BaTeNbHbIN KaHan Ha ocHoBe MHTepdenca RS-232.

MapwwpyTt no ymonyaruio umeet agpec 0.0.0.0. KaxxgoMmy mapLupyTy CTaBUTCS B COOTBETCTBME
Tanmep Tanm-ayTa u "cbopLinka mycopa". Tanm-ayT-Taimep cbpacbiBaeTcs Kaxablin pas, korga
MapLUpyT MHULMaNU3MpyeTcs Unn KoppekTupyetca. Ecnn co BpeMeHn nocnegHen Koppekuum
NpowWwno 3 MUHYTbI UMK NONYYEHO COOOLLEHNE O TOM, YTO BEKTOP pPacCTosiHWUS paBeH 16, map-
LPYT CYMTAETCs 3aKpblTbiM. HO 3anncb O HEM He CTUpaeTcs, Noka He uctedeT Bpems "ybopku
mycopa" (2 muH). Npn NnosBNeHNN 3KBMBANEHTHOrO MapLUpyTa NEPEKOYEHNST HA HEro He MNpo-
ncxoguT, Takum obpasom, B6nokMpyeTcs BO3MOXHOCTb OCLUMINAULMU Mexay ABymsa unu 6onee
PaBHOLEHHbIMW MapLUpyTaMu.

Mpun peanusaumn RIP MOXHO BblAeNUTb CReayoLme pexmvbl.

o MHyumanusaums, onpegeneHue Bcex "XmBbix" MHTEPEENCOB NyTEM MOCHINKA 3anpocoB,
nonyvyeHne Tabnuy MapLipyTmMsaumm oT ApYrx MapLpyTnsatopoB. HacTto ncnonbayoT-
CS LUMpOKOoBeLaTenbHble 3anpochl.

e [lony4yeH 3anpoc. B 3aBncMmocCTn OT TUNa 3anpoca BbiCbilaeTca agpecaTy nonHas Tab-
niua mapLipyTusaumm, unv NpoBOAUTCS MHAMBMAYanbHas obpaboTka.

e [lonyyeH oTknuk. NpoBoanTcst 06HOBNEHNE Tabnuubl MapwpyTusaumm (yaaneHue, uc-
npaesnexHune, nobaeneHue).

e PerynspHblie o6HoBneHus. Kaxable 30 cekyHA BCSl N YacTb Tabnuvubl MapLLpyTu3aumum
nocbIflaeTcsl BCEM COCedHUM MapLupyTmsatopam. MoryT nocebinatbcs U crneumanbHble
3anpocbl NpU NoKanbHOM U3MEHEHMM Tabnuupl.

5.1. O6nacTb NpMMeHeHUA NPOTOKOa, AOCTOMHCTBA, HEAOCTAaTKU

MpoTokon RIP sBNseTcs BHYTPMOOMEHHBIM anropuTMOM A5is paboTbl B COBPEMEHHbBIX (B NnaHe
pa3mepa) aBTOHOMHbIX obnactsx. OH He npegHasHadeH Onst UCMOoNb30oBaHMs B bonee crnox-
HbIX No apxuTekType ceTax. C nosisneHnem npotokonoB OSPF u IS-IS Havano GbiToBaTh MHe-
HMe o Tom, 4YTo RIP yctapen. HecmMoTpsi Ha TO, YTO HOBblEe BHYTPUAOMEHHbLIE NPOTOKOSbI Npe-
BOCx0oA4AT RIP no GonbLUMHCTBY NO3WUMI, AaHHbLIA MPOTOKOS BCE-TAKM MMeEeT psig Npenmy-
LecTB. B 0CHOBHOM OHM NPOSBNAOTCA NPY €ro UCNOSb30BaHMK B CETAX Marnoro pasmepa. Mpu
aToMm RIP HanaraeT Hebonblune pacxodbl B MiaHe MCMnonb3yeMon MpomnycKHOW CNOCOBHOCTH
KaHana v BpeMEHMU, UCNOoNb3yeMoro Ans KoHdurypaumm n ynpaenenus. MNpotokon RIP Takke
Nerok Ans BHegpeHusl, 0CO6EHHO NO CPaBHEHMIO C HOBLIMU BHYTPUAOMEHHBLIMU NMPOTOKONAMM.

MpoTtokon RIP obnagaet psaom cneundmnyeckmux orpaHuyYeHnn:

o [IpyMeHeHMe npoToKoNa OrpaHMYeHo CeTaAMU, B KOTOPbIX MaKCUManbHbIA CEermMeHT
(owameTp ceTn) coctaBnsaeT 15 xonos.

e [IpoTokon 3aBUCKT OT MexaHm3ma "cyeT 00 GeCKOHEeYHOCTU" Anst pelleHnss HeOObIYHbIX
cutyaumin. Takum obpasom, ecrnim cuctema COCTOMT M3 HECKONbKUX COTEH MOACETEN, U
npy 3TOM BO3HMKaET 3auMKnMBaHue npouecca mMapLipytusaumm (KOTOpbIM BOBREKaeT
BCE MOACETM), Toraa peLleHne s3auuknueaHms notpebyet nmbo MHOro BpemeHu (ecnu
YacToTa MapLUPYTHbIX MakeToB OOHOBMEHWs OrpaHu4eHa), IMbo MPOMNyCKHOW MOoChI
(ecnn o6HOBMEHNS pacCbINAOTCA BCAKMIM pas, Korga Npoucxogat U3MeHeHus B ceTh).

e [IpoTokon wucnonb3yeT (OUKCUPOBAHHbIE METPUKMA AN CPaBHEHWSI anbTEpPHATMBHbLIX
MapLLpyTOB. OTO HEe NOAXOAUT AN CriyYyaeBs, Koraa MapLupyTbl Heo6xoanmo BbIGupaTh,
OCHOBbIBasACb Ha MapamMmeTpax peanbHOro BpeMeHn — u3Mepsaemas 3afepxkka, Hagex-
HOCTb UNK 3arpy>eHHOCTb KaHana.

e Yucno waroB BaxHbIN, HO HE €AMHCTBEHHbIN NapameTp MaplipyTta, ga u 15 waros He
npeaen Ans COBPEMEHHbIX CETEN.
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5.2. Knaccudmkaums
MpoTokon RIP saBnsetcs:

e [ONHAMUYECKUM;
OAHOMapLIPYTHbIM;
OAHOYPOBHEBLIM;

C WHTENNEKTOM B MapLLpyTU3aTope;
BHYTPUOOMEHHbIM;
anropMTMoM BEKTOpa PacCTOSHUN.



DR HNN «YuTex-Mpodmny» — MMobanbHele KoMMbIOTEPHbIE ceTn — Teopus

6. MpoTtokon mapwpyTtrnsauun OSPF

Mpotokon OSPF (Open Shortest Path First, RFC-1245-48, RFC-1370, RFC-1583-1587, RFC-
1850, RFC-2328-29, RFC-3137) siBnsieTcsl CTaHO4apTHbIM MPOTOKONIOM  MapLupyTmMsaumm ansi
ncnonb3oBaHna B cuctemax ceten IP nobon cnoxHoctu M anbTtepHatuBon RIP B kadecTtBe
BHYTPEHHero npotokona mapwpyTtudauun. OSPF npeacraenser cobon NpoOTOKON COCTOSAHWUS
CBSI3€l 1 peanu3oBaH B AeMOHEe MapLipyTusauumn «gated», kotopbii nogaepxmeaeT Takke RIP
N BHELLHMI NPOTOKON MapLpyTm3aumm BGP.

6.1. TepMmuHbl 1 onpeaeneHus npotokona OSPF

Mpun onucanmm anroputma OSPF ncnonb3yoTcst HECKOMBKO cneunanbHbIX TEPMUHOB M MOHS-

TUIA:
e ABTOHOMHasa cuctema (Autonomous System)
ABTOHOMHOM cuctemon (AC) HasbiBaeTcsa rpynna MapLipyTusaTopoB, Kotopasa and obec-
neyYyeHnss B3aMMHoOro obmeHa uHdopmMaumen o MapLipyTax UCnonb3yeT €AuHbIN NPOTOKON
MapLLpyTM3auun.
AC moxeT 6bITb pa3buTta Ha obnactu. NpoTtokon OSPF gonyckaeT COBMECTHYIO rpynnupoB-
Ky MHOXECTB HEMpepbIBHbIX CETEN U XOCTOB. Takas rpynna COBMECTHO C MapLupyTu3aTo-
POM, Yy KOTOPOro MHTEpPdENCHI NOAKMIOYEHDbI K NMOOON M3 BKITHOYEHHbLIX B Fpynny ceTen, Ha-
3biBaeTca obnacteto (area). Kaxxgasa obnacte nmeeT cob6CTBEHHYI0 6a3y AaHHbIX COCTOSIHUM
CBA3eN U COOTBETCTBYOWMI rpacd.
Tononorua obnactu HeusBecTHa cHapyxu obnactu. M1 HaobopoT, MapLLpyTU3aTOpbl, Haxo-
Asimecss BHyTpy obnactu, HUYEro He 3HalT O AeTanbHOW TOMOMOMUWU CETU, BHELUHEW Mo
OTHoweHuo K obnactu. MNpumep paszbuenna AC Ha obnactu npmMBeaeH Ha pucyHke 3.15.

PucyHok 3.15. Pa3bueHrne aBTOHOMHOWN CMCTEMbI Ha obnacTu.

Mpn pasbueHne AC Ha obnactu BBOAUTCA MNOHATME OcHOBHOW OSPF O6nactn (OSPF
Backbone Area), nnn cneunansHon OSPF O6nactu 0 (3a4actyto nuwyTt O6nacts 0.0.0.0).
OcHoBHast 0bnacTb OTBETCTBEHHA 3a pacnpefeneHve MapLlpyTHOW MHOpMauun mexay
ocTanbHbIMK 06nacTaAMu.

e Tunbl mapwpyTtrusatopoB OSPF

Mpotokon OSPF oTHOCKTCA K NpoTOKONam, KoTopble obecneynBaloT nepapxmyeckyto map-
wpyTtnsauuio. Kak yxe 6bino Boiwe otmedeHo, Obnacte 0 ucnonbdyetcd gng obecneyeHus
MHPOPMAaLMOHHOIO B3anMoAenCcTBUS MeXAy OCTanbHbIMU obnactamu.
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PucyHok 3.16. Tunbl mapwpyTtusatopos OSPF.

B 3aBucMMOCTM OT TOro, Kk Kako obnactun NpMHagnNeXxuT MapLlpyTM3aTop, U Kakme MHdop-
MaUWOHHbIE MOTOKN Yepe3 Hero MPOXOAAT, pasnuyaloT YeTbipe Tuna MapLupyTM3aTopoB
OSPF (pucyHok 3.16):

» BHyTpeHHun mapwpyTusatop (Internal Router — IR).

MapuwpytunsaTtopel TMna Internal Router pasmewiatoTca BHYTPU aBTOHOMHOW CUC-
TEMbl U HE UMEIOT MHTEP(ENCOB, KOTOPbIE BLIXOAAT 3a Npenenbl 3TOM aBTOHOM-
HOWN CUCTEMBI.

» [orpaHuyHbIn mapLupyTudaTtop obnactu (Area Border Router — ABR).
MapuwpytunsaTtopbl Tuna Area Border Router pasmeLuatoTcs Ha rpaHiue mexay He-
CKONbKMMK obnactamu B npeaenax aBTOHOMHOM CcMCTEMbI. Takne mapLupyTmsaTo-
pbl UMEKT MHTEPdENCHI, KOTOPbIE CBA3LIBAIOT MX C MapLlpyTM3aTopamMu, Haxons-
wmMmmnca B apyrux obnactax. MaplipyTusaTopbl JaHHOrO Tuna npegHasHayeHbl
Ansa Toro, ytobbl NepedaBaTb MHAOPMAUMIO O MapLUpyTax Mexay pasnvyHbIMK
obnactamu.

» OcHoBHon mapwpyTtusatop (Backbone Router — BBR).

K oaHHOMy TuUny OTHOCATCHA BCe MapLUpyTM3aTopbl, KOTOpble UMEKT UHTepdencol
B Hynesyto obnactb.

» [MorpaHuyHbii mapwpyTtnsatop AC (AS Boundary Router — ASBR).
MapuwpyTtusatopsl Tvna AS Boundary Router obecneuvBaoT MHGPOPMaLNOHHbBIN
0OMeH ¢ mapLupyTusaTopamu, KOTopble pacnonoXeHbl B APYrMX aBTOHOMHbIX CUC-
Temax.

o WpeHTndukarop mapwpytumsartopa (Router ID)

32 paspsagHbIi HOMep, NpUcBavMBaeMblvi KaXgoMy MapLupyTu3aTopy, UCNonb3yoLwemMy npo-
Tokon OSPF. OTOT HOMepP ABNSAETCA YHMKalbHbIM B Npedenax aBTOHOMHOW CUCTEMBI.

¢ HasHauyeHHbIn MmapuipyTusatop (Designated Router)

B0o3MOXHO BO3HWKHOBEHWE CUTyauuu, Korga K ogHon cetn Tuna broadcast okaxyTtca nop-
KMIOYEHHBIMW HECKOSbKO MapLUpyTU3aTopoB, BXOOAWMX B OAMH AOMEH MapLupyTmusaumm
OSPF. Ona Toro, 4to6bl n3bexaTb oybnmMpoBaHusa npeactaBneHna cetn Tuna broadcast
HEeCKOMbKUMKN MapLupyTmu3aTopamu, B npotokorie OSPF ncnonb3yeTtcs cneynanbHbIn anro-
pUTM, C MOMOLLbIO KOTOPOro BblGMpaeTcs HasHavyeHHbI MapLupyTmu3aTop. B atom cnydvae
TONbKO OAMH MapLlpyTu3aTop obecneymBaeT nepegady uHdopmMaumm o0 MapLipyTax B cer-
MEHTE CETW.

e CoceaHue mapupytusatopbl (Neighboring Routers)

MapLupyTunsatopbl, KOTOpble NOAKMYEHbI K OOHOM U TOW e CeTu Ha3sbliBalTCHA CoceqHUMMU
MapLupyTM3aTopamMu.
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e CwmexHocTb (Adjacency)
[Ba mapLipyTMsaTopa M3 4Mcna cocegHnx mMoryT 6biTb BblIOpaHbl ANg yCTaHOBMEHNA 6nms-
KMX OTHOLLEHWI, KOTOPble NpeanonaralnT obMeH MHopmaunen o MmapLipytax. bnuskme oT-
HOLLUEHWNS YCTaHaBIMBAOTCS HE B KAXXA0M Nape COCeACTBYOLLMX MapLLPYTM3aTOpPOB.
e bBa3sbl AaHHbIX cocTOosiHUM cBA3en mapuwpyTusatopoB OSPF (Link-State Database)
basa panHbix Link-State Database oToOpaxaeT TeKywiyto CTPYKTYpPY WHAOPMAaLMOHHBIX
CBA3eN B paccMmartpuBaemon obnactm mapupyTtusaumn. OTn 6asbl AaHHbIX SOMKHbI ObITb
MOEHTUYHBIMU Y BCEX MapLLpYyTM3aTOpPOB, KOTOPbIE pacrnosfioXkeHbl B npeaenax ogHom o6-
nactu. basbl gaHHbIX cocToAT M3 cooluweHun, KoTopble HasbiBatoTcs Link — State
Advertisement n opmupytoTCa BCEMU aKTMBHBIMW MapLUpyTu3aTopamn gaHHon obnacTu.
AKTUBHbIM B AAHHOM Cly4ae CYMTaeTCsl MapLipyTu3aTop, KOTOpbIi uMeeT XoTa Obl oguH
NOAKNIOYEHHbIN KaHan B JaHHOW obnacTu.
e OO6baBneHue cocTosiHuAa cBa3m (Link State Advertisement, LSA)
Bnok gaHHbIX, KOTOPbLIA COAEPXKUT MHOPMALMIO O COCTOSHUM MapLUpyTM3aTopa Unu CeTw,
Ha3blBaeTCsl 00BbABNEHMEM O COCTOsIHUM CBA3W. B TOoM cnyyae, ecnu gaHHoe obbaBneHve
npeacTaBnseT COCTOSHWE MapLlpyTusaTopa, OHO AOMKHO cogepXaTb MHAOopMauuio O cTa-
Tyce ero uHtepdgencos um 6nm3knx emy maplipytudatopoB. Kaxgoe Takoe o6bsaABneHue
pacnpocTpaHseTcsa No Bcen aBTOHOMHOM cucteme. COBOKYMNHOCTb Takux LSA dopmupyet
6a3y AaHHbIX MapLIpyTM3aLMn B KaX4OM M3 MapLupyTu3aTtopos. [1py aTOM MCNonb3yoTcs
pasnuyHble Tunbl LSA:
> CoobueHus LSA tuna 1 — router link advertisement.
CoobuweHusa tTnna «router link advertisement» (coctosiHus CBA3en MapLLpyTU3aTo-
pa) hopMUPYIOTCA KaXKdblM MapLUpyTU3aTOpoOM AOf1s1 Kaxdon obnactu, B KOTOpOW
OH MMeeT akTuBHble MHTepdelickl. CoobuieHnss LSA tuna 1 cogepxaTt obbeau-
HEHHYI0 MH(OPMaLMIO O COCTOSIHUM CBSI3€M, KOTOpble MMeeT MapLupyTM3aTop B
AaHHon obnactn. CoobLleHnst 3TOro Tmna pacnpoCTPaHATCSA TONbKO B Npegenax
ogHon obnacTu.
> CoobueHus LSA tuna 2 — network link advertisement.
CoobuweHuna LSA tuna «network link advertisement» (coctosiHne cBsA3en cetn)
dopMMpyeTCs TONbKO B CETSIX, KOTOPbIE MOTYT ObITb OTHECEHbI K Kriaccy broadcast
nnn NBMA (Non Broadcast Multi Access). B coobuieHnn LSA Tvna 2 yka3sbiBatoTcs
naeHTndmKaTopbl BCeX MapLUpyTM3aTOpPOB, MOAKMIOYEHHbIX K AaHHON ceTun. dop-
MUpPOBaHMe COObLLEHWI 4aHHOMO TUMNa BbINOMHAETCS Ha3HAYeHHbIM MapLupyTusa-
TOPOM.
» CoobuweHuna LSA tuna 3, 4 — summary link advertisement.
CoobuweHunsa LSA tnna «summary link advertisement» gopmupytotca norpaHmy-
HbIMW MapLupyTu3aTopamu obnactn (ABR) n HanpaBnsoTcs 3a npeaensl o6nacty,
B KOTOpoM OHW cchopmmpoBaHbl. Kaxagoe cooblueHue AaHHOro Tuna coaepXuT
MapLUpyT, KOTOPbIN MOXET ObiTb MCMOMb30BaH ANA WH(OPMaUMOHHOrO obmeHa
Mexay pasnuyHbiMyi 0bnactsaMu B npegenax ogHOW aBTOHOMHOMW cucTeMbl. B va-
CcTHocTK, LSA Tuna 3 onucbiBaloT MaplipyTtbl K cetsam, LSA Tuna 4 onuckiBatoT
MapLUpyThl K norpaHnyHbiM mappyTtusatopam AC (ASBR).
» LSA 1tuna 5 — external link advertisement.
CoobuweHusa LSA tuna «external link advertisement» popmupytoTca norpaHnyHbIM
mMapuwpyTtmsatopam AC (ASBR) n cogepxat uHopmaLmio 0 MapLupyTax, kotopble
ABNAOTCA BHELUHWMW MO OTHOLUEHWIO K JaHHOW aBTOHOMHOM cucteme. Coobue-
HUS OAHHOro TMna pPacnpoCTPaHAKTCA No BceM 06nacTsiM aBTOHOMHOW CUCTEMBI
3a UCKMNOYEHNEM OTAENbHbIX CneumanbHO CKOHUIYpPUPOBaHHbIX obracTen, KoTo-
pble Ha3biBaloTCA stub-areas.
e 3atonneHue (Flooding)
Mpouecc pacnpocTpaHeHus LSA B npegenax aBTOHOMHOWN CUCTEMbI Ha3biBaeTCs 3atonne-
HUeM.
e [lpoTokon npuBetcTBUA (Hello Protocol)
OpHum 13 komnoHeHToB npoTokona OSPF aensetca npotokon Hello, ¢ nomoLblo koToporo
MapLLpyTM3aTopbl YCTaHaBNMBAKOT 1 0OCNYXMBAKOT coceackne OTHoweHus. B yacTtHocTw, ¢
NMOMOLLbIO 3TOrO NPOTOKOSAa NPOU3BOAUTCS BbIOOP Ha3HAYEHHOro MapLUpyTusaTopa gnd He-
KOTOPbIX CETEMN.
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6.2. Mpouecc c6opa n o6MeHa mapLipyTHOU UHhopmaumen
MeTpuka
MeTpuka npegcrasnseT cobon OLUEHKY KadyecTBa CBA3M Ha AaHHOM PU3NYECKOM KaHane. Yem
MeHbLle MeTpuKa, TeM Iydlle Ka4yeCcTBO coefuHeHus. MeTpurka mapLlupyTta paBHa cyMMe MeT-
PUK BCEX CBA3EN (CeTen), BXOOALWNX B MapLUPYT.
MockonbKy npu pabote anroputma SPF cutyauun, npuBogsawme Kk cdety 0o 6eCKOHEeYHOCTH,
OTCYTCTBYIOT, 3Ha4eHUs METPUK MOryT BapbMpoBaTbCsA B LUMPOKOM AuanasoHe. Kpome Toro,
npotokon OSPF nossonsieT onpegennTb Ans niobon ceTu pasnmyHble 3HAa4YEeHUS METPUK B 3a-
BMCMMOCTW OT Tuna cepBuca (TMn cepBuca 3anpalumBaeTcsa gedtarpammMon B COOTBETCTBUN CO
3HaveHnem nonst TOS ee 3aronoska). [na kaxgoro Tvna cepsuca OyaeT BblMMCNASATLCA CBOW
MapLpyT, U gentarpammbl, 3atpeboBaBline Hambornee CKOPOCTHOW KaHar, MoryT ObiTb OT-
npaBrieHbl MO O4HOMY MapLUpyTy, a 3aTpeboBaBlUME HAaUMEHee OOPOroCTosLMIA KaHan — no
Apyromy.
MeTpuka ansa pasnuyHbiX TUNOB CepBUCa MOXET OTBeYaTb CrieayoLWwmM napameTpam:
1. TponyckHas cnocobHOCTb KaHana.
Bbluncnsietca cnegyowmm obpasom:
MeTpuka = 10%/ifSpeed

roe ifSpeed — nponyckHas cnocoOHOCTb TeKyLLero nHTepdenca.

Takum 06pasom, nonyvyaem TUMWUYHbIE METPUKM Onst BoNbLUMHCTBA KaHanoB (Tabnuua

3.6).

Tabnuua 3.6 — 3HauyeHna meTpukn «lMponyckHasa cnocobHOCTb kaHana» NpoTokona
OSPF ans pasnn4yHbiX TMNOB KaHaroB.

Tun kaHana (npornyckHasi criocobHocma) 3HayeHue Mempuku
> 100 M6/c 1
Ethernet/802.3 10
El 48
T1 (ESF) 65
64 Kb/c 1562
56 Kb/c 1785
19.2 Kb/c 5208
9.6 Kb/c 10416

BenuunHa 3agepkku pacnpocTpaHeHns curHana B KaHane
HapexHocTb kKaHana
3arpykeHHOCTb kaHana
CroumocTb kaHana.
Yucnom gatarpamm, CTOSLWMX B oMepeaun Ansa nepegaym
Pa3smep MakcMmanbHOro 6roka AaHHbIX, KOTOPbIA MOXET ObiTb NepeaaH Yepes AaHHbIN
KaHan

8. TpeboBaHuamMmun 6e3onacHoCTU

9. Yucnom waros Ao uenu
Mopsaok pacyeTa METPUK, OLIEHMBAIOLLMX 3a4EPXKKY, HAOEXKHOCTb U CTOMMOCTb, HE ONpeaeneH.
AOMUHUCTPATOP, KenawLwmi nogaepKmBaTtb MapLUpyTM3auuio No 3TMM Tunam CepBuCOB, 4OM-
)XEH CaM Ha3Ha4nTb pa3yMHbI€ 1 COrflacoBaHHbIE METPUKM NO 3TUM NapameTpam.
Ecnun He TpebyeTcs mapLupyTM3auus ¢ y4eToM Tuna cepeuca (MM MapLupyTu3aTop ee He noa-
AepXMBaeT), NCNOMb3yeTCs MeTpUKa N0 YMOMYaHWo, paBHas MeTprKe MO NPOMyCKHOW cnocob-
HocTW (Hyneson Tun cepsuca, TOS 0). CnegyeT 3aMeTUTb, YTO MapLupyTU3aumsa no Tmnam cep-
BUCa KpanHe pefka, bonee Toro, oHa UCKIOYEHa U3 nocrnegHnx sepcun ctaHgapta OSPF.

Nooahkwn

MocTpoenune B[] coctoaHum ceasen (Link-State Database)

Kak yxe 6bino oTmeyeHo, ana pabotel anroputMa SPF Ha KaXxgom mapLupytu3aTope CTpouTcs
0as3a gaHHbIX COCTOsIHMSA CBsI3el, npeacTaBnswowasa cobor nonHoe onucaHune rpadgpa OSPF-
cuctembl. Mpn aToM BepwwmHamu rpadha ABASIOTCA MapLupyTu3aTopbl, a pebpamu — coean-
HatoWwmMe nx ceasn. [ns npoctoTel 6ygem paccmatpueate OSPF-cucTteMy, COCTOSILLYIO TOMbKO
N3 MapLUpyTU3aTOPOB, COEANHEHHbIX JIMHUAMU CBSI3M TUMA "TOYKa-TOYKa".
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PucyHok 3.17. Mpumep OSPF-cuctemsl.

O603HayeHnst Ha pucyHke 3.17: @, @, @, @ — mapwpyTusatopsl; A,B,C,D — NUHUM CBSA3M
(v npocTo cBA3M), uNpbl 03HaYaT METPUKY Kaaowm cBs3n. basa AaHHbIX COCTOSIHUA CBSI-
3en npepcraensaet cobon Tabnuuy, rae Anga Kaxaow napbl CMEXHbIX BEPLUNH rpadha (MapLupy-
TN3aToOpPOB) ykasaHo pebpo (CBA3b), UX coeguHsaowee, N MeTpuKa aToro pebpa. Npad cuntaet-
CSl OpMEeHTUpPOBaHHbIM. ba3a JaHHbIX COCTOSIHWS CBS3EeW B HaleM npuMepe BbIrMsauT cre-
Ayowmm obpasom (pucyHok 3.18):

Or—>go Cere | Merprma
D@ A 2
D=3 C 3
VNN E 1
EIEE Y A 2
3= C 3
3 >@ D 1
@D B 1
EYERNES D 1

PucyHok 3.18. basa gaHHbIX COCTOSIHUSA CBA3EN.

Mocne nunuymanusauun mogyns OSPF (Hanpumep, nocne nogayn NUTaHUA Ha MapLipyTU3aTop)
yepe3d Bce MWHTepdenchl, BkoveHHble B OSPF-cuctemy, HaumHawoT pacceinatecs Hello-
coobueHnd. 3agada npotokona Hello — obHapyxeHue coceaen n yctaHoBMEeHNe ¢ HAMWN OTHO-
WweHnn cmexxHocTu. [pyras 3agada npotokona Hello — Bbi6op BblAENEHHOro MapLupyTmusatopa
B CETU C MHOXXECTBEHHbIM AOCTYMNOM, K KOTOPOW NOAKNIOYEHO HECKOMBbKO MapLUpyTU3aTOpOB.
Hello-nakeTbl NpogomkaoT Nepnogndeckn paccoinaTbCs M NOCIe TOro, Kak coceam obinm obHa-
py>XeHbl. Takum 0Opa3om, MapLUpyTU3aTOp KOHTPONMPYEeT COCTOSAHME CBOMX CBS3eW C cocens-
MW 1 MOXET CBOEBPEMEHHO OBHapYXWUTb M3MEHEHWNE 3TOro COCTosIHME (Hanpumep, obpbiB CBS-
31 UNK OTKITKOYEeHMEe oaHoro n3 cocenen). O6pbIB CBA3N MOXET ObiTb Takke OBHapyXeH un ¢ no-
MOLLIbIO NPOTOKOSA KaHarnbHOro YPOBHS, KOTOPLIN NPOCUrHaNM3npyeT O HeA4OCTYNHOCTM KaHana.
B ceTax ¢ BO3MOXHOCTbIO LUMPOKOBeLLATENbHOM paccbiikn Hello-nakeTbl paccbinaiTcs no
MynbTukactuHroomy agpecy 224.0.0.5 ("Bcem OSPF-mapwpyTtusatopam"). B gpyrnx cetax
BCE BO3MOXHblE agpeca coceaen JOMmMKHbl ObiTb BBE4EHBI aAMUHUCTPATOPOM.

lMocrne ycTaHOBNEHUA OTHOLLIEHUA CMEXHOCTU ONS KaXKAOoW napbl CMEXHbIX MapLUpyTU3aTopoB
NPOMCXOANT CUHXPOHM3aUMs Mx 6a3 AaHHbIX. JTa Xe onepauuns NPoMcxoauT Npyu BOCCTaHOBIe-
HAN paHee pa3OpPBaAHHOIO COEAMHEHMs, MOCKOSbKY B OOpa3oBaBLUMXCA MOCHe aBapun OBYX
N30MMPOBaHHbIX nogcucTeMax 6asbl AaHHbIX pa3BUBanUCb He3aBMCMMO Apyr oT apyra. Cun-
XpoHu3auusa 6a3 AaHHbIX NPOMCXOAUT C NOMOLLLIO NpoTokona obmeHa (Exchange protocol).

CHavana maplpyTunsatopbl 06MeHMBaKTCS TOMNbKO onnucaHnsammn ceonx 6a3 aaHHblx (Database
Description), cogepXalwimmn naeHTudukaTopbl 3anmcen n Homepa Ux Bepcui, aTo nossonget
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n3bexatb Nepechbisikn BCero cogepXmmoro 6asbl AaHHbIX, ecrny TpebyeTcs CUMHXPOHM3NPOBaTb
TONbKO HECKONbKO 3anucen. Bo Bpemsa aToro obmeHa kaxabli mapLipytudaTtop dopmupyeT
CMUCOK 3anucein, cCoaepXXmMMoe KOTOPbIX OH AOMMKEeH 3anpocuTb (TO eCTb 3T 3anucu B ero 6ase
AaHHbIX ycTapenu, NnMbo OTCYTCTBYIOT), N COOTBETCTBEHHO OTNpPaBnsieT NakeTbl 3anpocoB O COo-
ctosaHun ceasen (Link State Request). B oTBeT OH nonyyaeT cogepXMmMoe nocnegHux Bepcum
HYXHbIX eMy 3anucen B naketax Tuna "OB6HoBneHune coctosHus ceasen (Link State Update)”.
Mocne cuHxpoHu3aummn 6a3 AaHHbIX NPOM3BOAUTCH NOCTPOEHNE MapLLPYTOB.

Kaxgbln MapLupyTusaTop oTBeYaeT 3a Te, U TOMbKO Te 3anncu B 6ase JaHHbIX COCTOSHUSA CBSI-
3el, KOTopble ONUCLIBAOT CBA3WU, UCXOAsLWME OT AaHHOIO MapLipyTmM3aTopa. OTO 3HAYUT, YTO
npu obpas3oBaHUN HOBOW CBSA3WN, USMEHEHUN B COCTOSIHUW CBSA3WN UMK ee UcHe3HOBEHMMN (00pbI-
BE), MapLUpyTM3aToOp, OTBETCTBEHHbIN 33 3Ty CBA3b, LOIHKEH COOTBETCTBEHHO U3MEHUTb CBOIO
konuio 6asbl OaHHbIX U HEMEOSIEHHO W3BECTUTb BCE OcTanbHble MapwpyTtusatopbl OSPF-
CUCTEMbI O MPOM3OLLEALINX UBMEHEHUSIX, YTODbI OHM TaKKe BHECIN UCNPAaBMEHMS B CBOW KOMUN
0a3bl gaHHbIX. DTy 3agady BbINOMHAET npoTokon 3aTtonnenuns (Flooding protocol). MNpu paboTe
3TOro NpoToKona nepecbinatTcs cooblueHns Tuna "ObHoBneHne coctosiHus cssen (Link State
Update)", nonyvyeHne KOTOpbIX MOATBepxaaeTca coobweHmamn Tuna “Link  State
Acknowledgment". Kaxxgas 3anucb 0 COCTOAHUN CBSI3EN MMEET CBOW HOMep (HOMep Bepcun),
KOTOpPbIA Takke XpaHUTcAa B 6ase gaHHbIX. Kaxgas HoBasi Bepcust 3anncu uMeeT 0onbLluni Ho-
mep. MNpu paccobinke coobueHnit 06 obHoBNEHUM 3anncu B 6ase faHHbIX HOMEpP 3anucu Takke
BKItO4aeTcst B coobuieHne ans npegoTepalleHnst nonaganns B 6asy AaHHbIX yCTapeBLUNX Bep-
CcUi.

MapLipyTnsatop, OTBETCTBEHHbIN 3a 3anncb 06 M3MEHUBLLENCS CBA3W, pacchifiaeT coobLeHne
"OBHOBMNEHME COCTOAHUS CBA3U" MO BceM MHTepdencam. OgHaKo HOBblE BEPCUMM COCTOSIHUSA
OLHOWN M TOW Xe CBA3N AOMKHbI NOABMATLCA He Yalle, YeM OroBOPEHO onpeaernieHHON KOHCTaH-
TOW.

[anee Ha Bcex mapwpyTtusatopax OSPF-cnctemMbl gencTByeT cnegyrowmm anropuTMm.

1. MonyunTtb coobLieHne. HanT COOTBETCTBYIOLLYIO 3anuck B 6a3e gaHHbIX.

2. Ecnu 3anuch He HangeHa, nobaButb ee B 6a3y AaHHbIX, NepeaaTb cooblieHne no Bcem
NHTEepencam.

3. Ecnu Homep 3anucu B 6a3e AaHHbIX MeHbLLE HOMepa npulieawero coobleHns, 3ame-
HUTb 3anucb B 6a3e faHHbIX, NepeaaTb coobLeHne No BcemM MHTepdencam.

4. Ecnu Homep 3anucu B H6asze gaHHbIX Gonblle HOMepa NpuleaLlero coobLeHna 1 aTa
3anuncb He Bbina HegaBHO pasocnaHa, pasocnaTtb CoOAePXXMMOoe 3anucu M3 6asbl JaHHbIX
yepes TOT MHTepdENC, OTKyaa npuwro coobeHune. NoHATue "HegaBHO" onpegensieTcs
3Ha4YeHNEeM KOHCTaHTbI.

5. B cny4ae paBHbIXx HOMEPOB COOBLLEHNE NTHOPUPOBATD.

Mpotokon OSPF ycTaHaBnuBaeT Takke TaKyld XapaKTepUCTUKY 3anvucn B 6Gase AaHHbIX, Kak
Bo3pacT. BoapacT paBeH Hynto npu cosgaHum 3anucu. MNpu 3atonneHnn OSPF-cuctembl coob-
LWEHNAMN C JaHHOW 3anUChio KaxKabl MapLlpyTU3aTop, KOTOpbIA peTpaHcnmpyeT cooblieHune,
yBenu4yMBaeT BO3pacT 3anvcu Ha onpeaeneHHyo BennymHy. Kpome aToro, Bo3pacTt yBenu4u-
BaeTCs Ha eguHuUy Kaxaylo cekyHay. M3-3a pasHuubl BO BpEMEHU NEPECHISIKK, B KONUYecTBe
NPOMEXYTOYHbLIX MapLIPyTM3aTOPOB M N0 APYrMM NPUYMHaAM BO3pacT O4HOM M TOW Xe 3anncu B
6asax JaHHbIX Ha pa3HbIX MapLUpyTU3aTopax MOXeT HECKOSTbKO pasnuyaTbCa. ATO HOpMarnbHoe
asneHve. MNpu OCTWKEHNN BO3PACcTOM MaKCUManbHOro 3HavyeHus (60 MuHYT), COOTBETCTBYIO-
las 3anMcb pacueHUBaeTCs MapLUpyTM3aTOPOM Kak NPOCPOYEHHas U HenpurogHas gns Bbl-
yncneHnsa mapLlpyToB. Takasa 3anncb JosmkHa ObiTh yaaneHa u3 6asbl JaHHbIX.

MockonbKy 6a3bl 4aHHbBIX HA BCEX MapLupyTu3aTtopax CUCTEMbI JOITKHbI OblTb MAEHTUYHBI, NPO-
CpOYeHHas 3anucb AoMKHa ObITb yaaneHa U3 Bcex Konun 6asbl JaHHbIX HA BCEX MapLupyTusa-
Topax. QTO AernaeTcs C UCNOoNb30BaHWEM NPOTOKOMA 3aTONMEeHUsA: MapLupyTM3aTop 3atannvBa-
€T cucTeMy coobLLeHneM C NPOCPOYEHHOMN 3anncbio. COOTBETCTBEHHO, B ONUCAHHbIN Bbilwe an-
roputMm 06paboTkmM COOBLEHNA BHOCATCA AOMONHEHNS, CBA3AHHbIE C MOMy4YeHMEM NPOCPOYEH-
HOro cooOLLEHMA U yaaneHnemMm COOTBETCTBYIOLLEN 3anncu u3 6asbl JaHHbIX.

UTtobbl 3anncu B 6ase OaHHbIX He ycTapeBanu, MapLipyTM3aTopbl, OTBETCTBEHHbIE 3@ HUX,
AOMKHbI Yepes kaxable 30 MUHYT 3aTannuBaTtb cucTemy coobueHnsmmn o6 oGHOBNEHMM 3anu-
ceun, Aaxe ecnmn cocTosiHMe CBA3en He nameHunocb. CogepXnmoe 3anucen B 3TUX COOBLLEHNAX
Hen3MeHHOo, HO HoMep Bepcun 6ornblue, a BO3pacT paBeH HymMio.
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BoblweonucaHHble NPOTOKOMbl 0becneyvmBaloT akTyanbHOCTb MHAOPMaUMK, coAepallencs B
0ase AaHHbIX COCTOSAHUS CBA3EN, OnepaTUBHOE pearMpoBaHne Ha N3MEHEHNS B TOMOMOMN CUC-
TEMbl CETEN N CUHXPOHM3ALMIO KONWI 6a3bl AaHHbIX HA BCEX MapLUpyTM3aTopax CUCTEMBI.

[ns obecnevyeHnst HaOeXHOCTU nepefadn OaHHbIX peann3oBaH MexaHu3M MNoATBEepXOAeHMs
npuema coobLLeHN, TakKe ANs BCeEX COOBLLEHNA BbIMNCASIETCA KOHTPOSbHAsA cymMmMma.

B npotokone OSPF moxeT 6biTb NpMMeHeHa ayTeHTMdMNKaLuma coobLleHni, Hanpuvep, 3awuTa
NX C NOMOLLbIO Napons.

6.3. AnropuTm mapLupyTusauum
®dopmat Tabnuubl MapwpyTU3auum.
Crpyktypa Tabnuubl mapwpyTtmnsaumm (TM) cogepXxut BCO MHGOpPMaUMo, HeoOXoaMMyro Ons
nepeHanpasneHus IP gatarpammbl K MecTy HasHadeHus. Kaxaas sanuce TM onuceiBaeT Habop
NyYWnX MapLIpyTOB K Kakomy-nnmbo mecty HasHayveHusa. MNpu mapwpytmsauumn IP gatarpammbl
BblOupaeTtca 3anucek TM, koTopas obecneunBaeT Hannyywmnin mapwpyT. MNpotokon OSPF obec-
neynBaeT TaKke Hanuuve MapuwpyTta no ymonyaHuo (MoeHTudukaTtop mMecta HasHayeHus
[Destination D] = DefaultDestination, Macka agpeca [Address Mask] = 0x00000000). Kaxabin
MapLupyTmsaTop cogepxut ogHy TM. Kaxxgasa 3anvcb cogepxuT criegytoLume nons:
e Tun mecma HasHa4eHus (Destination Type)
3710 MOXeT 6bITb NGO «ceTby, NMMOO «MapLpyTnsaTop». MNpn maplpyTusauumn Tpaduka
aKkTyanbHbl TOMbKO 3anucu C TUMOM «CeTby». 3anucu C TUNOM «MapLLpyTM3aTop» WUC-
NOMb3YKTCA UCKNIOYUTENBHO KakK NPOMEXYTOYHbIE LWarn B npouecce noctpoeHns TM n
XpaHATCA AN rpaHnYHbIX MapllpyTusaTopoB obnactu (Area Border Router) n rpaHny-
HbIX MapLUpyTM3aTOPOB aBTOHOMHON cucTembl (AS Boundary Routers).
CeTb (B TepmuHax npotokornia OSPF) — ananas3oH IP agpecoB, K KOTOPbIM MOXET ObITb
HanpaeneH Tpaduk. [aHHbIN guana3oH MOXET BktovaTth IP cetn (knacca A, B nnn C),
IP nogcetu, IP cynepceT 1 oanHOYHbIEe IP XocTbl. MapLupyT No yMonyaHuio Takxe no-
nagaeT B 3Ty KaTeropuio.
e UdeHmudbukamop mecma HasHa4deHus (Destination 1D)
3710 MOXeT 6bITb NGO MaeHTndukatop, NMMG0 MM MecTa HasHadeHus. [aHHbii dakT
3aBUCUT OT TUNa MecTa HasHayeHus. [Ina ceten ngeHTndukatopom sensietca ux IP aa-
pec. [1na mapLpyTn3aTopoB MAEHTUDPMKATOPOM SABMAETCA MOEHTUUKATOP MapLUPYTH-
3atopa npotokona OSPF (OSPF Router ID).
o Macka adpeca (Address Mask)
[aHHoe none onpegeneHo TOnMbKO AN ceten. [Ina nogceTen none COAEPXKUT Macky
noaceTn, Ans XocToB Macka — «Bce eanHuubl» (OXFfffffff).
e OnyuoHarnbHbie sosmoxHocmu (Optional Capabilities)
Korga mectom HasHadeHus SBNAeTCA MapLupyTusaTop, AaHHOe none ykasbliBaeT onumo-
HanbHble OSPF BO3MOXHOCTW, nogaepXuBaemble 3TUM MapLlpyTusatopom. EguHCT-
BEHHOM ONUMOHAaNbLHON BO3MOXHOCTbLIO, onpegeneHHon B RFC-2328, aBnseTcs BO3-
MOXHOCTb 06paboTkm coobeHun Tuna AS-external-LSA.
o Obnacmb (Area)
[aHHoe none ykasbiBaeT 06nacTb, CBA3b C KOTOPOW BeAET K MECTY Ha3Ha4YeHus.
e Tun mapwpyma (Path-type)
CyuiecTByeT 4eTblipe BO3MOXHbIX TMNa MapLpyToB, UCNOMb3yeMblX ANA MapLipyTu3a-
uun Tpadurka K MecTy HasHavyeHus. [JaHHble TUNbl NepeyncneHbl B nopsake yobiBaHUS
cTeneHn ux npegnoyTeHus: BHyTpnobnacTHown (intra-area), mexxobnacTtHou (inter-area),
BHewHu Tuna 1 (type 1 external) n BHewHun Tuna 2 (type 2 external).
BHyTprobnacTtHble MapLUpyThbl yka3biBalOT MECTO Ha3HayeHus, npuHagnexatiiee oaHoOn
13 NPUKPENMEHHbIX K TeKylemy MapLipyTusatopy obnacrten. MexobnactHble mapLupy-
Tbl — MapLUPYTbl K MecTaM HasHayeHus B apyrnx OSPF obnactax. OHu obHapyxuBatoT-
Cs NyTeM aHanusa nonyveHHbIX coobweHnn summary-LSA. BHelwHne mapLupyTbl aBTo-
HOMHOM 06nacTu ykasbliBalOT MECTO Has3HavyeHwust 3a npegenamv LaHHOW aBTOHOMHOW
obnactn. OHn oBHapyxuBalTCs NyTEM aHanM3a nosydeHHbIx coobleHnn AS-external-
LSA.
e  Cmoumocme (Cost)
Mone coaoepXXmMT CTOMMOCTb MapLUpyTa K MECTY HazHavyeHus. [ina Bcex 3a UCKNoYeHNeM
BHELUHMX MapLUpyTOB BTOPOro Tuna AaHHOE Morie COAEPXXUT MOMHY CTOMMOCTb NyTW.
[ns BHELWHMX MapLUPYyTOB BTOPOro TUMa AaHHOE Morie COAEPXXMT CTOMMOCTb YacTu NyTw,
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KOTOpbIV SABNSAETCS BHYTPEHHUM MO OTHOLLEHMIO K TEKYLL,EeN aBTOHOMHOM obnacTtu. [aH-
Hasi CTOMMOCTb pacCyYnTbiBAETCH Kak CyMMa CTOMMOCTEN KaHanoB MapLupyTa.

e CmoumMocmb 8HEWHUX Mapwpymoe emopo2o mura (Type 2 cost)

[ns paHHbIX MapLUpyTOB MNorfie CoAepXUT CTOMMOCTb BHeLlHen 4vactu nytu. [daHHas
CTOMMOCTb O6BABNSAETCH rPaHUYHBIM MapLIpyTU3aTopoM aBTOHOMHOW obnacTtn u sABns-
eTcsl Hanbonee 3Ha4YMMON YacTbto OOLLEN CTOMMOCTU MYTW.

e UMcmoyHuk cocmosiHusi cesided (Link State Origin)

[encTBuTENBHO TONBKO ANs BHYTPMOOGNACTHbIX MapluipyToB. [aHHOe none coaepXur
LSA (router-LSA vnn network-LSA), koTopoe HanpsiMyro ykasblBaeT Ha MECTO HasHaude-
HUSA. Hanpumep, ecriv MecToM HasHadeHUs ABMSeTCA TpPaH3UTHaga ceTb, Toraa AaHHoe
none cogepxut network-LSA TpaH3uTHOW ceTu. LSA aHanuaupyeTcss BO BpeMs Mo-
CTPOEHuNs AepeBa HaukpaTyanwero nytn. 3Ha4yeHne B JaHHOM Nosfie UCnonb3yeTcs npo-
Tokorniom MOSPF (Multicast OSPF).

Korga k MecTy HasHayeHus CyLecTBYeT HECKONbKO MapLUpyTOB OAWMHAKOBOIO TuMa M CTOMMO-

"o

CTn (HasbIBaKTCA MapLpyThbl "ognHakoBon ctoumocTn”, “equal-cost” paths), Torga oHuM XpaHsT-
cs1 B ogHou 3anucu TM. Kaxxabin n3 nogobHbIX MapLUpyTOB pasnuyaeTcs creayowmmMmm nosnsimu:

o Cnedyrowul xor (Next hop)

UHTepderic mapLlipyTnsatopa, KOTopbii HEO6XOANMMO MCNONb30BaThL AN NepeHanpas-
neHuns Tpaduka K MeCTy HasHauyeHusi. B wwmpokoBewartenbHblx, Point-to-MultiPoint n
NBMA ceTax cnefyowwmin xon Takke BkroyaeT IP agpec cnefytowero MmapLipyTmsarto-
pa Ha NyTW K MecTy HasHa4vyeHus.

o Obwsasnsowul mapwpymusamop (Advertising router)

Mone AencTBUTENBHO TONBKO AN MEXO6NACTHbIX M BHELLIHMX MapLUPYTOB U COLEPXKUT
naeHTnduKaTop mMapLupytudaTtopa, obbssnstowero coobuieHma summary-LSA unu AS-
external-LSA, koTopble BeOyT K JaHHOMY NyTW.

dopmupoBaHme Tabnuubl mapwpyTusaumm (anroputm SPF).
Mcnonb3ys cBou 6asbl OaHHbIX CBA3EW, MapLupyTM3aTop BbIMOMHAET anropuTM MOCTPOEHUst
Tabnuubl MapLpyTM3aumm war 3a waroMm. Ha kaxgom wware, mMapLupyTmsaTop oSpkeH obpa-
LaTbCA K OTAENbHOM YacTn 6asbl AaHHbLIX COCTOsIHUI cBsAden. [laHHoe obpalleHne BbiNomnHAeT-
Cs1 C MOMOLLbIO crneumanbHOM YHKLMM NpocMoTpa.
Mpouecc NocTpoeHus Tabnuubl MapLUPYTU3aLun MOXET ObiTb pa3buT Ha cnegyoLme Wwarmn:

1. Tekywas Tabnuua MapLipyTusaumm npu3HaeTca He4eNCTBUTENBHOW U COXpaHAEeTCs Ans

TOro, 4toObl M3MeHeHus B HoBoW TM mornn 6bITeb MaeHTuduMumMpoBaHbl. Hosas TM
CTPOUTCA C HYnS.

BHyTprobnacTHble MapLipyTbl BbIYUCIISAIOTCA MyTEM NOCTPOEHUS AepeBa HaukpaTyam-
WMX NyTen Ansa Kaxgon npucoeamHeHHon obnactu. B yactHocTu, Bce 3anmcu Tabnuubl
MapLpyTusaumm, y kotopbix Tun Mecta HasHayeHus ectb "lorpaHnyHein Mappytu-
3atop O6nactn", BbLIMMCNAIOTCA HA OaHHOM 3Tane. [aHHbIi 3Tan pas3buBaeTcsa Ha OBe
yacTu. B nepByto odepenb, 4epeBO CTPOUTCH TOMBbKO C y4EeTOM CBA3er (KaHanos) Mexay
MapLlpyTM3aTopaMn U MPOMEXYTOYHbIMU CeTaMU. 3aTeM ceTu «3arnywkmy (stub net-
works) Bknto4daroTcs B gepeBo. Bo Bpems nocTpoeHus gepeBa HavKpaTtyanwmx nyTen
obnacTtu Takke BblMUCIAETCH CBOMCTBO obnactn «Bo3amoxHocTb TpaHanta» ans garnb-
HenLwero ncnonb3oBaHus B Wware 4.

MexobnacTHble MapLUpyTbl BbIYMCAAOTCSA NyTeM aHanm3a coobuieHnn summary-LSA.
Ecnn mapwpyTtnsatop noacoeanHeH K MHoXecTBy obnacTten (Hanpumep, NorpaHUYHbIN
MapLipyTmsaTop obnactu), TO aHanuMampylTca cooblieHus summary-LSA Tonbko 13
OCHOBHOM obnacTu.

B norpaHuyHbIXx MapwpyTtmusatopax o6nactv, NogcoefuHEHHbIX K ogHoMm wunu Gonee
NPOMEXYTOYHOM 0bnacTtu, aHanM3npylTcs coobLueHna summary-LSA 13 npomexyTou-
HbIX obnacTten. Llenb aHanu3a — BbISICHUTb, CYLLECTBYHOT NN Ny4dluMe MapLupyTbl Yyepes
NPOMEXYTOYHbIE 061acTh, 4Yem Te, KoTopble BbiNnM HarnaeHbl Ha aTanax 2 n 3.
MapLpyTbl K BHELUHUM MECTaM Ha3Ha4YeHWsi BbIYUCNAOTCSA NyTeM aHanm3a coobLieHnn
AS-external-LSA. PacnonoxeHne norpaHuyHbiX mMapipyTtusatopos AC (KoTopble reHe-
pupytoT coobLieHnsa AS-external-LSA) onpeaensietca Ha aTtanax 2-4.
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N3ameHeHus, caoenaHHble B TM, moryT nHuummposate OSPF nNpoTOKOM K NPUHATUIO AOMNOMHK-
TenbHbIX AencTBUW. Hanpumep, nsmeHeHne B BHYTPpMOOBMAcTHOM MaplipyTe 3acTaBuT norpa-
HWYHbBIA MapLipyTu3aTop obnacty reHepmpoBaTb HOBOE coobLleHne summary-LSA.

Anroputm mapLipyTusauuu.

Korga nonydeHa IP gentarpamma, OSPF MapLupytusatop A0SbKeH HanTu 3anuck B TM, koTo-
pasi cooepXnT Mecto HasHavyeHus, Hanbonee noaxoasuiee anga gentarpammel. [laHHas 3anucb
AomkHa obecnevnTb UCXoOALWNN MHTEPENC N MapLIpyTM3aToOp CrieayoLle NePECHISIKN.
Bbibupaetcs 3anuce TM, koTopasi oTBedaeT npasuny «Longest Matchy. MNpegnonoxum, 4to
MapLlpyTM3aTop nepenpaBnsdeT NakeT K MeCTy HasHadeHus ¢ agpecom 192.9.1.1. MNMpwu aTtom
3anucb 192.9.1/24 Bcerga GygeT npegnoyTuTenoHen 3anucu 192.9/16 BHe 3aBMCUMOCTHU OT TU-
na mapuwpyTa.

Ecnn He HampgeHo noaxopsuwen 3anvcu TM, nnu Hanbonee noaxopsilias HangeHHas 3anucb
BXOOMT B CMUCOK «OTBEPHYTbLIX», TO TOr4a CYMTAETCH, YTO NakeT HEBO3MOXHO AOCTaBUTb K Mec-
Ty HasHa4yeHus. NakeT gomkeH ObiTb copoweH. ICMP-cooblieHne «lMonyvatens HEAOCTYNEH»
AOIMKHO BbITb CreHepMpoBaHo 4115 UCTOYHMKA NakeTa.

6.4. O6nacTb NpUMeHeHUA, AOCTOUHCTBA, HEJOCTAaTKU
Bbnaropapsi ucnonb3oBaHuio 6onee coseplLUleHHoro anroputMma npotokon OSPF paboTaeT B ce-
TAX NOOOM CNOXHOCTM U HE UMEEeT orpaHndeHnn n nobo4Hbix addekToB npoTokona RIP. Mpwu
39TOM BpeMs, UCMNonb3yeMoe Ha NOCTPoeHne Tabnuubl MapLUPYTOB, U Harpy3ka Ha ceTb Ang ne-
pegayn cnyxebHon nHpopmMauumn B cpegHeM MeHbLUe MO CPaBHEHWMIO C TeM, 4YTO noTpebosan
Obl RIP gns Takon e cuctemsl.
MNpeumyuiecTtsa npotokona OSPF:
e OTCyTCTBME OrpaHNYeHnii Ha pasmep ceTu.
e [locTaToyHO OOMbLUYIO CKOPOCTb YCTAHOBMEHMSA MapLUpyTa.
e [Ipouenypa ycTaHOBNEHUSA MNOASIMHHOCTM UCTOYHUKA MHpOpMaLmMK Npu nepegade u no-
ny4yeHMn o6HOBNEHUIN MapLLPYTOB.
e lepapxunyeckaa mapLupyTU3aums.
e MoxeT OblTb HECKONbKO MapLUpPYTHbIX Tabnuu, NO OOHOWM Ha KaxAbl TWUM cepBuca
(TOS).
e [lpn cywecTtBoBaHUN 3KBMBaANeHTHbIX MappyToB OSFP pacnpegensieT noTok paBHO-
MepHO no 3Tm MapuwpyTtam (Load balancing).
e [lpn cBA3KN TOYKa-TOYKa He TpebyeTca IP-agpec Ansa kaxagoro M3 KOHLOB (9KOHOMUSA ag-
pecos).

HepocTtaTku:
e TpyaHO NONYyYUTb MHCPOPMALMIO O MPEANOYTUTENBbHOCTU KaHanoB ANa y3noB, nogaep-
XMBaKLLNX APYrne NpoTOKOMbI, NN CO CTAaTUYECKON MapLLpyTU3aumnen.
e [Ipotokon OSPF ropasgo crnoxHee npotokona RIP.

6.5. Knaccudmkaums

MNpoTtokon OSPF asnsaeTcs:
ANHAMNYECKUM;
MHOTOMapLLUPYTHbIM;
NepapxmyecKnm;

C VIHTENNEKTOM B MapLipyTU3aTope;
BHYTPUOOMEHHbIM;

anropuTMOM COCTOSIHUI KaHana.
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7. NMpoTokon mapwpyTtnsaumm BGP

Mpotokon BGP (RFC-1771, BGP-4; RFC-1772-74, 1997, 2918, 3392) pa3paboTaH cOTpy4Hu-

kamun komnaHui IBM n CISCO un npeacrtaensieT cobon npoToKOST BHELLHEN MapLUpyTM3aumm as-

TOHOMHBbIX CUCTEM.

MpoTtokon BGP moxeT 6bITb MCnonb3oBaH Ansi onpeaeneHns pasnnyHbiX TUMOB MapLLPYTOB:

v' Inter-autonomous system routing MapLipyTbl, KOTOpble COEOUHAIOT AaHHYK aBTOHOMHYHO
CUCTEMY C OLHOWN UNWN HECKOMBbKUMW APYTMMU aBTOHOMHBIMU CUCTEMaMMW.

v' Intra-autonomous system routing MapLpyTbl — NPOTOKOM MOXeT ObiTb MCNONb30BaH Ans
onpegeneHns mapLupyta BHYTPU aBTOHOMHOW CUCTEMbI, B TOM Cry4ae, Korga HeCKOSbKO
MapLLpYyTM3aTOPOB Y4YacTBYIOT B nNpoLecce onpefeneHnsa mapwpyTta BGP.

v' Pass-through autonomous system mMapLupyTbl — NPOTOKON MOXET ObITb UCMOMb30BaH Ans
onpefeneHns mMapLlpyToB, KOTOpble NMPOXOAAT Yepe3 aBTOHOMHYI CUCTEeMy, KOTopasi He
y4yacTByeT B npouecce BGP.

MpuHUMNManNbHBIM OTANMYMEM BHELUHEN MapLipyTu3auuu OT BHYTPEHHEW SBRSETCA Hanuyue
MapLLPYTHOW NOSIMTUKK, TO €CTb MPU pacyeTe MapLupyTa paccCMaTpuBaeTCs He CTONbKO MeTpu-
Ka, CKOMbKO NOMMTUYECKNE N IKOHOMUYECKNE COOBpaXkeHNs. TO OBCTOATENLCTBO HE NO3BOSIS-
eT ajanTtupoBaTtb Nof 3ajadvy BHELIHeA MapLipyTu3auuu rotoBble MPOTOKOSMbl BHYTPEHHEWN
MapLLpyTM3auun, NPOCTO NPUMEHUB UX K rpadpy aBTOHOMHbIX CUCTEM, KaK paHbLLE OHW nNpume-
HANMUCL K rpadpy ceTen. 1o TOM Xe npuyMHE cyllecTBylolwmne noaxonbl — AUCTaHLMOHHO-
BEKTOPHbIN U COCTOSAHUS CBSA3EM — HEMPUIroAHbl ANA peLLEHMs NOCTaBEHHON 3afauu.

NomaHuYHEIE

B U Y TS TORE

ABETOHONHEIS
CHC TENEI

PucyHok 3.19. ABTOHOMHbIE CUCTEMBI.

Hanpumep, paccMoTpum CUCTEMY MapLUPyTU3aTOPOB, aHanNOrnyHylo rpady aBTOHOMHbIX CUC-
TeM, nsobpaxeHHomy Ha pucyHke 3.19. Anroputm SPF rapaHTupyerT, 4Tto ecnu y3en (1) Bbluuc-
nun mapwpyT B y3en (6) kak (1)-(3)-(5)-(6), To ysen (3) Takke 6yaeT mcnonb3oBaTb MapLIpyT
(3)-(5)-(6). 3TO NpOMCXOANT NOTOMY, YTO BCE Y3Nbl OAMHAKOBO UHTEPNPETUPYIOT METPUKM CBS-
3e U UCNONb3YIT OOHWN U Te XXe MaTemMaTuyeckne npouenypbl ANsi BbIYUCIIEHMS MapLLPYTOB.
OpHako ecnu NPUMEHATb MPOTOKOS COCTOSIHUSA CBA3EW HA YPOBHE aBTOHOMHbIX CUCTEM MOXET
npousontn cnegyowee: AC1 ycraHoBuna, 4To ONTUManbHbIN MapLIPYT NO COOGpaKeHUsIM
nponyckHon cnocobHoctn ceten B AC6 BbirnsaanTt 1-3-5-6. Ho AC3 cuuTaeT, 4To BhirogHen o-
Oupatbeca B AC6 no mapwpyty 3-1-2-4-6, Tak kak AC5 goporo 6epet 3a nepegayvy TpaH3UTHOMO
Tpaduka. B utore, us-3a toro, 4to y kaxgon AC CBOe MOHATME METPUKU, TO €CTb KayecTBa
MapLupyTa, NPONCXoaUT 3auMKIMBaHNME.

Kasanocb Obl, OMCTaHLUMOHHO-BEKTOPHBIA Noaxon Mor 6bl pewmnTtb npobnemy: AC3, He xenato-
was ucrnonb3oBaTb AC5 anga tpaHauta B AC6, npocto He npucnana 6el B AC1 anemeHT BeKTo-
pa pacctoaHun ana AC6, cnepoBaTtenbHO nepBasi CMcTemMa HUKoraa He y3Hana 6bl 0 MapLupyTe
1-3-5-6. Ho ¢ apyrow CTOpPOHbI NPV UCMOSb30BaHUN ANCTAHLMOHHO-BEKTOPHOrO noaxo4a nony-
yaTent BeKTopa pacCTOAHWUIA HEU3BECTHO OMMcaHWe MapLupyTa Ha BCEW ero NpoTSXKEHHOCTMU.
PaccmoTpuMm gpyryto nonMTUYECKyo cuTyaumio Ha npumepe Toro xe Puc. 20: AC1 nonyyaet ot
AC3 Bektop AC6=2 1 HanpasnsieT ceon Tpacduk B AC6 4yepe3s AC3, He nogos3peBasl, YToO Ha
aToM MapuwpyTe pacnonaraetca AC5, kotopasa Haxogutca ¢ AC1 B COCTOSHUM BOWMHbI U, ecTe-
CTBEHHO, He npornyckaeT TpaH3uTHbIn Tpadumk oT n ansa AC1. B pesynbtate AC1, ycTtaHOBMB
BHewHe 6e306uaHbIn mapwpyT B AC6, octanack 6e3 cBA3n ¢ 3TO aBTOHOMHOW cuctemon. Ec-
nn 661 AC1 nony4mna NofnHoe onucaHme MaplpyTta, TO OHa HECOMHEHHO 6bl Bbibpana anbTep-
HaTUBHbIA BapuaHT 1-2-4-6, ogHako B OUCTaAHLMOHHO-BEKTOPHbLIX MPOTOKOMax Takas MHgopma-
Lusi He nepegaeTcs.
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7.1.06wan cxema paboTtbl

BGP-mapwpyTtudatopbl cocegHux AC, pelumslune obMeHMBaTbCA MapLUPYTHOW MHpOpMaLMEN,

yCTaHaBnuBarT Mexay cobon coeamHeHus no npotokony BGP u craHoBaTca BGP-cocegamm

(BGP-peers). meeTtca 4 Tuna coobeHun, kotopbim obmeHnsatotca BGP-cocegu:

v OPEN - nocbinaetcs nocne yctaHoBneHms TCP-coegmHennsa. Oteetom Ha OPEN saBnsieT-
ca coobuweHne KEEPALIVE, ecnu BTOopas cTopoHa cornacHa ctaTte BGP-coceqom; nHade
nocbinaetcs coobweHne NOTIFICATION ¢ kogom, NOsSICHAKOWMM MPUYMHY OTKasa, U co-
€dVHEHNe paspbiBaETCS.

v' KEEPALIVE — coobLieHne npegHasHavyeHo Ans noaTBEPXKAEHWS cornacusi yCTaHOBUTb CO-
CeCKne OTHOLLEHMS, a Takke ANA MOHUTOPUHra akTUBHOCTU OTKPbITOrO coeaunHeHuns: ans
atoro BGP-cocegn obmenuBatotcss KEEPALIVE-coobuwennsamm yepea onpeneneHHble UH-
TepBarnbl BPEMEHMW.

v" UPDATE - coobuieHne npegHa3Ha4yeHo Ansi aHOHCMPOBaHWst U 0T3biBa MapLupyToB. Nocrne
YCTaHOBNEHU coeanHeHns ¢ nomolubto coobweHnn UPDATE nepecbinatotcss Bce map-
LPYThI, KOTOPble MapLUpyTu3aTop xodet oobaBuTb coceny (full update), nocne 4vero nepe-
CbINaKTCA TONbKO AaHHblIE 0 A06ABMEHHbIX UK yAanNeHHbIX MapLUpyTax no Mepe mx nosie-
nexusa (partial update).

v" NOTIFICATION — coobuieHne 3Toro Tuna mucnonb3yetcs Ans MHopMUpoBaHUsa coceda o
npu4MHe 3aKkpbiTUa coeanHeHus. MNMocne oTnpaBneHust 3Toro cooduleHnss BGP-coeanHeHne
3aKpbiBaeTCs.

BGP ucnonb3yeT nogxoa nog HaseaHuem «path vector», siBnsiowminca passButmem OuUCTaHum-
OHHO-BeKTOpHOro noaxoaa. BGP-coceam paccoinatoT Apyr apyry BekTopbl nyten (path vectors).
BekTop nyTen, B OTNMMME OT BEKTOpPA PaCCTOAHWIW, COOAEPXWUT He MPOCTO agpec ceTu M pac-
CTOsiHME OO Hee, a agpec ceTu M cnmucok aTpubyTtoB (path attributes), onuckiBatowmnx pasnmy-
Hble XapaKTepUCTUKM MapLUpyTa OT MapLlpyTM3aTopa-oTnpaBuTens B ykasaHHylo ceTb. Hanpu-
Mep, Hanbonee BaxHbIM aTpnbyTom mappyTta asnsetcsd AS_PATH — cnncok HoMepoB aBTo-
HOMHbIX CUCTEM, Yepe3 KOTopble AO0SMKHA NPOMTN AenTarpaMmma Ha NyTu B yKasaHHyl ceTb. B
AanbHenweM ons KpaTkocTu Mbl 6yaem HasbiBaTb HAbOp AaHHbIX, COCTOSALLMX U3 agpeca ceTu
n aTpmbyToB NyTWN A0 3TOM CETU, MAPLUPYTOM B AAHHYHO CETb.

HaHHbIX, cogepXalimxca B atpubyTtax nyTn, AOMKHO OblTb JOCTATOYHO, Y4TOObI MapLipyTmusa-
TOp-nony4yaTenb, NPoaHanM3MpoBaB UX C TOYKM 3peHus nonutukn ceoer AC, MOr NPUHATb pe-
LEeHME O MPUEMINIEMOCTU NN HENPUEMMEMOCTHM NOMYYEHHOro MapLupyTa.

OueBugHo, yto BGP-mapwpyTtusatopsl, Haxogswuecs B ogHou AC, Takke OOMKHbI OOMeHu-
BaTbCA Mexay cobor mapLupyTHOM nHgpopmaumen. 3To HeobxoaAnmMo A COrflacoBaHHOro OT-
Bopa BHELUHMX MapLLPYTOB B COOTBETCTBUN C NONUTUKOM AaHHon AC n Ana nepegayv TpaH3uT-
HbIX MapLUpPYTOB Yepe3 aBTOHOMHYIO cucTeMy. Takon oObMeH Npomn3BoauTCS Takke No NPOTOKO-
ny BGP, kotopbin B 3TOM cnydae 4acto HasbiBaeTcs IBGP (Internal BGP), (COOTBETCTBEHHO,
npoToKon obMeHa MaplipyTamu Mexay MapuwpyTtusatopamum pasHbix AC obo3HavaeTtcs
EBGP —External BGP).

Otnunune IBGP ot EBGP coctouT B TOM, 4TO npu ob6basneHun mapwpyta BGP-coceay, Haxo-
aduiemyca B Ton xe camon AC, maplpyTtmsatop He gosmkeH fobaensats B AS_PATH Homep
CBOEN aBTOHOMHOW cucTembl. [encTtButenbHo, ecnu Homep AC OGyaet gobGaeneH, u coceq
aHoHCMpyeT aTOT MapLpyT aanee (ondatb ¢ gobasneHmem Homepa Ton e AC), To ogHa 1 Ta xe
AC 6yget nepeuncneHa AS_PATH gsaxabl, YTO pacueHUBaeTCs Kak LK.

OT0 o4yeBMOHOE NpaBuNoO BrieyeT 3a cobon MHTepecHoe crieacTBue: YToObl He BO3HUKIIO LMK-
OB, MapLIpyTU3aTOp HE MOXEeT aHoHcupoBaTb no IBGP maplwpyT, nonyveHHbIn Takke Mo
IBGP, nockonbKy HeT cnocoboB onpenenuTth 3auumknmBaHue npu obbvsaeneHumn BGP-mapLupyToB
BHyTpY ogHon AC.

Cnencrtemem aTOro CrieacTeus siBnsieTcss HeobxoamMmocTb MnonHoro rpadpa IBGP-coeanHeHnuin
MeXay NorpaHMYHbIMU MapLLpyTU3aTopaMm O4HON aBTOHOMHOW CUCTEMbI: TO €CTb Kaxaasi napa
MapLUpyTM3aTOpPOB AOMXKHAa yCTaHaBnuBaTb Mexay cobow coeauHeHue no npotokony IBGP.
Mpy aTOM BO3HMKAET Npobrema BoMbLIOro Yncna coeguHeHun (nopsiaka N2, roe N-umcro BGP-
mapLupyTmdaTopoB B AC). [In yMeHbLUEHUS Yncna COEANHEHMIN MPUMEHSIOTCA pasnnyHble pe-
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weHus: pasbueHne AC Ha KoHpedepauumn (NogcmucTemsl), NPUMEHEHNE CEPBEPOB MapPLUPYTHOM
MHGopMaunn n ap.

CepBep mMapLUpyTHON MHGOPMaLMK (aHanor BblgeneHHoro mapwpyTunsatopa B OSPF), obcny-
Xusarowmn rpynny BGP-maplpyTtmsatopos, paboTaet 04eHb NPOCTO: OH NPUHUMAET MapLupyT
OT OZHOrO Y4YacCTHMKA rpynnbl U paccbiniaeT ero BCeM ocTarnbHbIM. Takum 06pa3oM, y4acTHMKaMm
rpynnbl HET HeOo6XxoaAMMOCTH ycTaHaBnmBaTb BGP-coeanHeHnsa nonapHo; BMECTO 3TOr0 KaXKablii
YyYaCTHUK yCTaHaBnmBaeT OAHO COeAMHEHWe C cepBepoM. [pynnon mapLupyTu3aTopoB MOryT
ObITb, Hanpumep, Bce BGP-mapwpyTtusatopbel gaHHon AC, ogHako MapLUpyTHble cepBepbl MO-
ryT NPUMEHATbLCSA ANS YMEHbLUEHUS 4Yucra coefuvHEeHU Takke W Ha BHewHux BGP-
COeOVHEeHusIX — B Crlydae, Korga B OOHOW uU3N4YecKon ceTu Haxogutcss MHoro BGP-
MapLUpyTM3aTOpPOB U3 pasnuyHbix AC (Hanpumep, B Touke obmeHa Tpadnkom mexgy npoBau-

Aepamu, pucyHok 3.20).
3

BEBEE

PucyHok 3.20. Touka obmeHa Tpadumkom (Internet Exchange Point).
A-E — norpaHnyHblie BGP-mapwpyTtnsatopbl, AC1-AC5 — ceT aBTOHOMHbBIX CUCTEM,
RS — cepBep MapLupyTHOM MHGOpMaLUN.

Cneayet ocob0 OTMETUTb, YTO CepBep MapLpyTHOM MHAOpPMaUUK 0BCNyXMBaET TONbKO 00b-
ABNEHNS1 MapLUPyTOB, a He caM Tpaduk No 3TUM MapwpyTam. Hanpumep, mapwpyTtusatop A
o6baBnseT cepeepy RS mapwpyTtbl B cetnt AC1. MapwpyTtusatop E nonyyaet nHcdpopmaumio o6
3TMX MapupyTax oT cepBepa RS, HO npu atom B Tabnuue mapwpyTtoB y3na E cnegyrowmm
MapLupyTm3aTopom Ha nyt B AC1 3HaumTcs y3en A, 4To abContoTHO pasyMHO, MOCKOSbKY 3Th
y3rbl MOTyT nepefasaTb [aHHble ApYr Apyry HenocpeacTBeHHO. VICKnodeHne mapLupyTHOro
cepBepa M3 MapLupyTa MNpou3BOAUTCA NyTeM YCTaHOBKM 3HayeHuss atpmbyta NEXT_HOP:
aHoHcupysa mapwpyTbl B ceTb AC1, cepBep RS ykasbiBaeT NEXT_HOP=A. Takum oGpasom,
MapLLpyTM3aTop, NOSYYMBLUMIA U MPUHSABLUUIA K UCNONb30BaHMIO Takon MapLupyT, byaeT nepe-
cbinaTtb AaHHble, NpegHa3Ha4veHHble anst AC1, HenocpeaCTBEHHO MapLupyTusartopy A.

M3 BbilleckaszaHHOrO MOXHO cAenaTb ABa BaXKHbIX BbiBOAA. Bo-nepsbix, y3en, yKka3aHHbIN Kak
NEXT_HOP, pomxeH ObiTb AOCTMXKMM, TO €CTb B Tabnuue MapLipyToB MapLipyTusaTopa, npu-
HSABLUEro MapLipyT ¢ 3TUM aTtpnbyToMm, gormkHa 6biTb 3anuck 06 yane NEXT_HOP unu ero ce-
™. Ecnn Takom 3anucu HeT, TO MapLpyTusaTop OOMMKeH 3abpakoBaTb MOMYyYEHHbI MapLUpYT,
NMOTOMY YTO OH He 3HaeT, Kak OTnpasnaTh AenTarpammsl K yany NEXT_HOP.

Bo-BTOpLIX, 0O4EBUOHO, YTO CepBep MapLUPYTHOW WHGOPMaLUN He SABMSEeTCH MapLlupyTusaTto-
pom. To ecTb B obLiem cnyyae y3en, Ha kKoTopom paboTtaet moaynb BGP, — He oba3aTensHo
MapLupyTm3aTop. B TexHuyecknx AoKyMeHTax 3TOT pakT noayvepkmBaeTcs Tem, 4To Ansd obo-
3HayeHusa BGP-y3na ncnonbayetcs TepmuH BGP-speaker (He router).

7.2.Mpouecc oomeHa mapipyTHOM MHopmaLmen

Mpouecc otbopa (Decision Process)

PaccmoTtpum genicteua BGP-mapluipytmu3atopa npu nNonyvyeHUM M aHOHCMPOBaHWMM MapLupyTa
(pucyHok 3.21). MapwpyTtusaTtop ucnonb3dyeT Tpy 6a3sbl AaHHbIX: Adj-RIBsIn, Loc-RIB n Adj-
RIBsOut, B kOTOpbLIX cogepXaTca MapLlpyTbl, COOTBETCTBEHHO, MOMYYEHHbIE OT coceden, uc-
nornb3yemMble CamnM MapLUpyTU3aTOpoM U obbsaBnsemMble coceaam. Takke Ha MapLipyTmusaTope
CKOH(UrypvpoBaHbl ABe NONUTUKK: NONUTUKa npuema mapLupytos (accept policy) n nonutuka
06bsABNeHna MapLupyTos (announce policy). Ana o6paboTkn mapLpyToB B 6a3ax AaHHbIX B CO-
OTBETCTBMU C MMEILLMMUCA NONUTMKaMU MapLUpyTU3aTop BbIMOMHAET npoueaypy nog Hassa-
HMeMm npouecc otbopa (decision process), ONUCaHHYIO HUXE.
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el : RORUIMIKE DUeMS ROJURLKES SH0NCUD0EaRUA E &3
U\‘ Loc-RIE Y
§ T /"'{' Adi-RIBsIn ACROp Adj-RIBsOut "::"“"_"'*
BGP-coceau MrRopeT BGP-cocenn

WEHE L HER

i NpOTOKOAE TAfnALE !
' IGF ML YTOB i
E Tabnuya i
' BGP-mapwpyTHsaTop M ALY YT OB i

PucyHok 3.21. O6paboTka MmapLupyTHOM nHdopmaunmn mogynem BGP

MapwpyTbl, nonyyeHHble oT BGP-coceapen, nomewatotca B 6a3y aaHHbix Adj-RIBsIn. B coot-
BETCTBMM C NONUTMKOW npuema gnga kaxgoro mapwpyta B Adj-RIBsIn BblumcnsieTcs npuoputet
(aTO HasbiBaeTcsa dason 1 npouecca otbopa). B pesynbrarte 3TuX AENCTBUIN HEKOTOpbIE Map-
LWPYTbl MOTyT GbITb 0TOPakoBaHbI (MPU3HAHbLI HEMPUEMEMbIMK).

Hanee (dasa 2) ansa Kaxxaon ceTy N3 BceX UMeLWMXCs (MOSTyYEHHbIX N HEOTOpPaKoBaHHbIX) Ba-
puvaHToB BblOMpaeTca MappyT ¢ 6onbluinMM npuoputeToM. PesynbTaTthl 3aHocaTca B 6a3y Loc-
RIB, oTkyaa MeHemxep mMapLipyTHon Tabnuubl IP-mogyns mMoxeT ux B3siTb ANS YCTaHOBKM B
Tabnuuy MapLpyTOB MapLupyTM3aTopa U Ans SKCnopTa BO BHYTPEHHWU NPOTOKOS MapLUpyTu-
3aumm ¢ Tem, 4Tobbl U Apyrne y3snbl aBTOHOMHOW CUCTEMbI MMENX MapLUpPyThbl K BHELLUHUM Ce-
TaM. N HaobopoT, 4Tobbl Apyrne aBTOHOMHbIE CUCTEMbI UMENW MapLUpPYTbl K ceTsiM AaHHon AC,
n3 Tabnuy npoTtokona (MPOTOKONIOB) BHYTPEHHEN MapLLUPYTU3aLUun MOryT U3BMEKaTbCs HoOMepa
ceten cBoent AC n 3aHocuTbes B Loc-RIB.

3agava TpeTben hasbl — OTOOP MapLIpyTOB AN aHOHCMPOBaHUA (paccbinku cocegsm). U3
LocRIB BbibupatoTcsi MapLupyThl, COOTBETCTBYIOLLINE MOMUTUKE aHOHCUPOBAHUSA, U pes3ynbrar
nomewyaetca B 6a3y Adj-RIBsOut, copepxxmmoe koTopon n paccoinaetca BGP-cocegam. Bos-
MOXHO, YTO MapLLPYTM3aTOP MMEET pa3Hble NONIUTUKM aHOHCUPOBAHUA ANSA KaX40ro cocefa.
BaxHbIM cBoncTBOM npouecca otbopa sasnsetca 10, 4To BGP-mapwpyTtusatop obbsasnser
TONbKO T€ MapLLPYTbl, KOTOPbIE OH CaM UCMNOSb3yeT. ITO 06CTOATENBCTBO ABMASETCS CNeacTBu-
eM npupoapbl IP-mapwpytmsauumn: npu Bblibope MaplpyTa Ans gentarpaMmbl y4uTbiBaeTcs
TONbKO afpec nosny4vartens u HUKoraa — agpec otnpaesutens. Takum obpasom, ecnu MapLipyTm-
3aTop cam MCnonb3yeT OAWH MapLpyT B ceTb X, a coceqy 06baABMn Apyron, TO AevTarpammbl
OT cocefia Bce paBHO OyayT nepecbinatbcs B Ce€Tb X MO TOMY MapLUpyTy, KOTOPbIA UCNOMb3yeT
caM MapLupyTM3aTop, NOCKOMbKY agpec oTnpaBuTens npu Bolbope mapwpyTta IP-moaynem He
paccMmaTtpuBaeTcs.

7.3. KOH(pNUKTbI MapLIPYTHbLIX NOSIUTUK
PaccmoTtpum npumep (pucyHok 3.22).

AoMEHEYHEIE

RS [y TS TORE

AETOHOWHEIE
CHMCTEME

PucyHok 3.22. ABTOHOMHbIE CUCTEMBI.
Mpeanonoxum, aBTOHOMHas cuctema 5 oopmMupyeT MapLUpyT 40 ceTer aBTOHOMHOW CUCTEMbI

1. Monutnyeckasa cutyaums TakoBa, 4To AC3 6epeT ¢ AC5 cywecTBeHHO 6onblue AeHbrn 3a
TpaH3auTHbIN Tpaduk, 4yem AC4 n AC2, noatomy AC5 hopmmpyeT NONUTUKY NpremMa mapLupy-
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TOB, B COOTBETCTBUMN C KOTOPOM Ha MapLipyTbl, nony4eHHble oT AC3, HO BeayLune B ceTun Apy-
rmx AC (AC1 n AC2), HasHa4aeTCa MEHbLUMIA NPUOPUTET, YEM Ha MapLUPYThl B T€ K€ CETU, HO
nony4veHHole oT AC4. Takum obpasom, AC5 oxmgaeT, 4To ee MapLupyTM3aTop yCTaHOBUT Map-
wpyT B AC1 Kkak 5-4-2-1 (ecTeCTBEHHO, 4TO K ceTam camon AC3 mapwpyT BygeT kpaTtyanmm:
5-3).

OpHako BbicHsIETCA, YTO MapLipyTudaTtop ACS Bbibpan mappyT 5-3-1, TO eCTb NONUTUKA He
AencTByeT, XOTs Bce HacTporikn B AC5 npomsBeneHbl BepHo. [lenio B TOM, YTO K YETBEPTON
cucteme AC5 otHocuTcsa ropasgo 6onee gpyxentobHo v TapudumumpyeTt ee Tpaduk no obbly-
HbIM pacLeHkaMm, BcrieacTBme Yero ang AC4 HeT pasHuubl, kak godupartbest B AC1: 4-3-1 nnu 4-
2-1. AC4 no kakor-To npuymHe Bblbnpaet maplipyTt 4-3-1, 1 NOCKOMbKY MapLipyTom 4-2-1 oHa
He Monb3yeTcsl, OHa ero n He obbsaBnseT. B pesynbtate y AC5 HET BapnaHTOB: 3Ta aBTOHOM-
Hasi cuctTema NPoOCTO He NoflydaeT aHOHC MapLupyTa 4-2-1 1 BbiHY)XAEeHa MCMNonb3oBaTb Map-
wpyT 3-1.

Ona peweHus npobnembl AC5 gomkHa obpatntbcst K AC4 ¢ npocbbon yCTaHOBUTL MOMUTUKY
npvemMa MapLUpyTOB Tak, 4Tobbl ucnonb3oBatb MapwpyT 4-2-1. OgHako, ecnu AC3 Tapnduum-
pyeT Tpadmk AC4 He npocTo no obbiYHbIM Tapudam, a co ckmgkamu, To and AC4 HeBbIrogHO
BHOCUTb Tpebyemble nameHeHusi, 1 AC5 octaetcs nepen Bblbopom: nmbo goporo nnatutb 3a
Tpaduk yepes AC3, nubo He nmeTb cBsa3un ¢ AC1.

OnucaHHas cutyaums npenctaBnsget cobor KOHMIUKT MHTEPEeCcoB, KOTOPbIN He MOXeT ObiTb
paspeLleH nporpaMmmMHbiM obecneyeHnem npotokona BGP. OTMeTnm, 4TO B 3TOM HET BUHbI Ca-
MOro npoToKona; Mbl Habnogaem 3gecb MOGOYHbLIN APEKT TEXHONMorMm MapLpyTusaumm
"TONbKO MO agpecy nonyyartena”, ncnonb3yeMon npoTokosnom IP.

7.4. ®opMynmnpoBKa MapLUPYTHbIX MOMIUTUK

Cnocobbl onncaHusa MapLUPYTHBIX MOMUTUK HE SIBNSKOTCA YacTbto npoTtokona BGP n otnnyatoT-
CA B pa3lyinvHbIX peannm3aundax BGP. O,D,HaKO B Nntobom crniy4yae noJINTUKun 663l/lpyPOTCF| Ha KpKn-
Tepusix oTbopa MapLUpyTOB 1 MoaMdUKaumm aTpnbyToB MapLLPYTOB, NONABLUNX MNOA KPUTEPUU
otbopa. Moandukauma atpnbyToB MapLlpyTa B CBOK oyepenb BNUSIET Ha MPUOPUTET 3TOrO
MapLlpyTa npu oTbope HECKOMbKUX arlbTEPHATMBHbBIX MapLUPYTOB BO BpeMs dasbl 2.

7.5.Knaccudumkaums

MpoTtokon BGP saensietcs:

ANHAMUYECKUM;
OZIHOMapLUPYTHbLIM;
O[IHOYPOBHEBbLIM;

C WHTENNEKTOM B MapLupyTu3aTope;
MEXOOMEHHbIM,;

NPOTOKONOM BEKTOpa MyTewn.

ASENENENENEN
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8. MpoTtokon UDP

MpoTtokon User Datagram Protocol npeacrasnset cobomn:

1.

HeHagexHbin npoTokon 6e3 ycTaHoBneHus coegmHenuns. MNMoatomy Hambonee yacto npu-
MEeHSIeTCs Npu B3aMMOOENCTBUM KNMEHTa U cepBepa, Korga KNWeHT nocbkinaeTt 3anpoc, a
cepBep oTBeYaeT CoobLLeHneM, KOTOPOe U UrpaeT porb NOATBEPXKAEHMS COOBLLEHMS.
OTtcyTcTBME MexaHu3Mma, No3BonswLero pasbuBaTb NOTOK AaHHbLIX HA )parMeHTbl U Mno-
cnegyowen nx cbopkn. 1o Aenaet BO3MOXHbIM €ro NMpMMEHEeHNe TONMbKO MPU KOPOTKUX
TpaH3aKumsaX, rae Bce AaHHble He NpeBbILWaoT No 06beMy pasmepa OgHOW AenTarpammbl.
XOTH HMYTO He MellaeT gentarpamme OblTb BNOCNeACTBUKM pa3buton Ha doparMeHThbl Npo-
Tokosowm IP.

Obecne4vnBaeT egUHCTBEHHYIO TPAHCMOPTHYIO YCNyry Ans npotokosnios MpuknagHoro ypos-
HA — NpoBepKa AaHHbIX Ha LIeNoCTHOCTb.

Mopoepka LIMPOKOBELLAHUSA U3-3a OTCYTCTBUA MexaHu3Ma noaTBepXXOeHUS MonydYeHus
nakeToB. [loaToMy Hambornee 4acTto cepBuChbl Takke npumeHaloT UDP ana BbiNnONHEHWA
dyHKUMM WnpokoBelaHua. Mo aton npuynHe UDP (B otnuume oT TCP) ucnonbayeTtca B
NPUNOXEHUAX peanbHOro BpeMeHMW.

3aronoBok UDP coobLieHnsa npeacraBneH Ha pucyHke 3.23.

1 2345678123456 7812345¢617812345%6 738

Homep nopTa UCToOYHUKA Homep nopTta npnemMHuka

OnnHa UDP-coobuernuns KoHTponbHasa cymma UDP-coobueHus

PucyHok 3.23.

MakcumanbHbIN 06BbeM NEPEHOCUMBIX AaHHbIX — 65507 6anT.
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9. MpoTtokon TCP

9.1. ®dyHKUMM NpOTOKONa

Mpotokon Transmission Control Protocol npeactaensieT cobon HagexHbI NPOTOKOM C yCTa-
HOBNEHNeM coeanHeHus, anaowmnca anstepHatmesor UDP, n otBevatowmii 3a 60nbLLUMHCTBO
nepegad nosnb3oBaTenbckux gaHHbIx No cetam TCP/IP. OcHoBHble dyHKUUKM npoTokona TCP:

1.
2.
3.

I'apaHTvm OOCTaBKM AaHHbIX — noaTBepXXaeHne nofiydyeHna nakeTos.
OtcnexuBaHue n ncnpasneHne OLIMOOK.
YHpaBneHme MOTOKOM.

9.2. 3aronoBok npotokona TCP
1 2 3 45 6 7 8 1 2 3 456 7 8 1 2 3 456 7 8 1 2 3 456 7 8

MopT nctovHmka MopT Ha3Ha4yeHus

MopsaakoBbIN HOMEpP

Homep noateepxaeHuns

CmemeHweﬂaHHbIX| 3apesepBuposaHo | BuTbl ynpasnexus OkHo
KoHTpornbHasa cymma YkasaTernb CPOYHOCTHU
Onuun
[ 1
[aHHble |

PucyHok 3.24.

[na obecneyeHnst ykasaHHbIx cepBucoB TCP-3aronoBok A0mMKeH ObiTb 3HAaYMTENBbHO Gornblue,
yem UDP-3aronoBok, 1 UMeeT Takow e pasmep, 4to u IP-3aronosok (20 6ant 6e3 onuun).

v
v

AN

lNopm ucmoyHuka. \oeHTndnumpyeT HoMep nopTa nepenatoLen CUCTEMBI.

[Mopm HasHa4YeHus. YKka3sblBaeT HOMep nopTta cuctemMbl HasHa4veHus. Homepa nopTos nepe-

yucneHol B gokymeHTe «Assigned Numbers», a Takke B ¢hanne SERVICES kaxpon

TCP/IP-cuctemsil.

lNopsidkoebili Homep. OnpedensieT NONoXKeHNe KOHKPETHONO CErMeHTa MO OTHOLLEHMIO KO

BCEW nocrnenoBaTenbHOCTM AaHHbIX. MIHdopmMauusa, noctaensemas TpaHCNOPTHOMY ypOB-

HI0, B TepMuHosnormm npotokona TCP paccmaTtpuBaeTCsi Kak nocrnegoBaTenbHOCTb (Se-

quence), KOTOPYHO MPOTOKOST pa3bmBaeT Ha CErMeHThbl AN nepeaayn rno ceTu.

Homep nodmeepxdeHus. 3agaet MakCumarbHbI HOMep 6anTa B CErMeHTe, YBENTMYEHHbIN

Ha eanHu1Ly, KOTOpbI NOATBEPXKAALW A CUCTEMA OXMAAET NONYyYNTb OT OTNPaBUTENS.

CmeuweHue OaHHbiX. 3apaeT anvHy B 4-6anTHbix cnoax TCP-3aronoska (oo 60 6awT).

bumsi ynpaeneHus. CoaepXuT wecTb 1-6UTHbIX pbnaros, BLINOMHAKOWMUX cnegyoLlmne

dyHKLMM:

e URG — nokasbiBaeT, 4TO nocrefoBaTefibHOCTb COAEPXKUT CPOYHbIE AaHHbIE N aKTUBWU-
pyeT none ykasatens CPO4YHOCTH.

e ACK — oTMevaeT, 4TO coobLleHne SBnSeTCs NoATBEPXKOEHMEM paHee MOoMyvYeHHbIX
AaHHbIX U aKTUBUPYET None HoMepa NOATBEePXKAEHUS.

e PSH — npeanuceiBaeT cucteme-nonyyaTento rnepefatb BCHO UHAOPMAaLMIO TeEKyLLein
nocnegoBaTenbHOCTW, NOSTYYEHHOW HA AaHHbI MOMEHT, MPUMOXEHUIO, HE OOXNAAACH
NOCTYNNEHNst ocTanbHbIX parMeHTOB.

e RST — WHCTPYKTMPYET cucTemy-nony4vaTens oTbpocutb BCe CErMeHTbl TeKyLlien no-
crnepoBaTeNbHOCTU, MOSyYEHHbIE K HAcTOsILLEMY MOMEHTY, W HayaTb yCTaHOBMEHMWe
tcp-coegnHeHus 3aHOBO.

e SYN — ncnonb3yetcs BO BpeMs npouenypbl YCTAHOBMEHUS COEAUHEHUSA O51s1 CUHXPO-
HU3MPOBaAHNSI HYMEPATOPOB MNepefayn OaHHbIX MeXay B3auMOLEeNCTBYHOLMMWN CUCTE-
Mamu.

e FIN — u3Bewaert Apyryo cuctemMy, 4To nepepadva AaHHbIX 3aKOH4YeHa U coeAnHeHue
OOJTDKHO ObITb pa3opBaHo.

OkHo. PeanuayeT MexaHu3m ynpaBfieHus NOTOKOM AaHHbIX NyTeM OObsBNEHUS KONUYeCT-

Ba 6anToOB, KOTOPbIE NOMyYaTeslb MOXET MPUHATbL OT UCTOYHUKA.

Ykazamenb cpoyHocmu. 3agencTeyetca coBmecTHO ¢ 6utom URG, onpepensdeTt gaHHble

nocrnegoBaTenibHOCTU, KOTOPbIE OOMKHBI pacCMaTpMBaTbCS NoslydaTenem Kak CpoyHbIe.

HanHble. B naketax SYN n ACK 310 none octaetcs nycrbiM.
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9.3. Anroputm paboTbl npotokona TCP

YcTaHoBneHne coeanHeHus

TCP-coegnHeHmne aBNsSieTCa NOrMYeckuM, U CUCTEMAa MOXET OAHOBPEMEHHO aKTMBUPOBATb He-
ckonbko TCP-coeguHeHNn ¢ OAHUM UITM HECKOMBbKMMU MYHKTaMW Ha3HaYeHUN.

B kayecTBe npuMmepa MOXHO paccMoTpeTb 6a30BYyl0 TpaH3aKUMIO TUMa KIMEHT-cepBep Mexay
web-6paysepom n web-cepsepom. Koraa nonb3oBatens HabupaeT url B 6paysepe, nporpamma
OTKpbIBaeT tcp-coeanHeHne ¢ cepBepom Ans nepegaynm htmi-cpaina no ymonyaHuto, mcnonb-
3yemoro 6pays3epoMm Ons nokasa HadanbHow cTpaHuubl. CoeguHeHWe NpoAaoskKaeTCcs POBHO
CTONbKO BpPeEMEHWU, CKONbKo TpebyeTcs, 4Tobbl NepeaaTb ogHy cTpaHuuy. Koraa nonb3oBarerb

LerkaeT Ha rmnepccbinke ansa Toro, Ytobbl NepenTn K Apyron ctpaHuue, Tpebyetca co3paHune

HOBOrO tcp-coeguHeHus.

1. Tlpouecc KOMMyHUKaLUN MeXOY KITMEHTOM U CepBEpPOM CTapTyeT C TOro, YTO KIMEHT COo3-
Aaet nepsoe tcp-coobuieHne, MHULUMPYS TPEXCTOPOHHEE KBUTUPOBAHWE YCTaHOBIEHUS
cBA3n. CoobLueHne He coaepXXnUT OaHHbIX, B HEM BbicTaBneH 6ut SYN, n B none nopsako-
BOro HOMepa CoAepXnUTCH Lienoe YNCno, HasblBaeMoe HayaslibHbIM MopsiOKo8biIM HOMePOM
(ISN). Cuctema Gepet 3a OCHOBY anropuTM MOCTOSIHHOTO MHKPEMEHTUPOBAHUSA ONs onpe-
aenexns ISN, KoTopbin ByaeT ABNATLCA YHUKaNbHbIM MAEHTUUKATOPOM NSt AaHHOrO tcp-
coeguHeHusi. OcHoBHas Lenb coobLLEHNST — 3anpoc Ha coegMHEHME.

2. Korpga cepBepy npuxoguT gaHHoe coobueHne, oH oTBeYaeT COBCTBEHHbIM KOHTPOMbHbIM
coobuweHnem. OTBeTHOE coobLeHne BbINONHAET ABe (DYHKUUKN: NoATBEPXKAAET nonydeHme
KnueHTckoro 3anpoca (BbictaBneH 6ut ACK) n nHmummpyet cBoe cobGCTBEHHOE coeauHe-
Hue (BbicTaBneH 6ut SYN). lNone Homepa NoATBEPXKOEHUS COOQEPKUT NPUCIAHHBLINA KINEH-
ToM ISN+1. [None nopsgkoBoro Homepa cogepXkut ISN, BblYMCREHHBIN CEPBEPOM.

3. Korga knueHT nonyyaeT noaTBEPXKAEHME OT cepBepa, OH MocbinaeT cBoe cobCTBEHHOE
nogTeepxaeHue (BoictaBneHHbi 6ut ACK), 3aBepLuas Tem cambiM NPOLECC YCTAHOBIEHNS
coeguHeHus. MNopsagkoBbli HOMep cogepXuT knmeHTckui ISN+1. Mone Homepa noaTeep-
XOEHNA coaepXuT cepBepHbIi ISN+1.

[Nepegaya gaHHbIX

1. Cuctembl, ncnonb3ysa nosen onuuin, 4OroBapuBalTCs 0O MakCMMarnbHOM pasMepe CerMmeH-
Ta, KOTOpbI KaXkaas U3 HUX B COCTOSIHUMM NPUHATL. KOHKpeTHOEe 3HaYyeHne 3aBuUCuUT oT Npo-
Tokona KaHarnbHOro ypoBHsi.

2. [pouecc obmeHa gaHHbIMM Ha NpuMepe http-TpaH3akuun. KnneHT nocbinaeTt cepBepy xe-
naemblii url B otaensHom nakete. Crnegyet OTMETUTb, YTO NOPSAKOBLIN HOMEP 3TOro nake-
Ta paBeH ISN+1. Momumo 3TOro BaHO 3amMeTuUTb, YTO BbicTaBneH 6ut PSH, ykasbiBato-
LLIXIA, YTO CepBep AOIMKEH NepeaaTtb BCHO MHAOPMALMIO MaKkeTa NPUITOXEHMIO.

3. [locne nonyyeHuns coobLLEeHNs KNWEHTa cepBep OTNpaBnseT emy NoaTBepxaeHne. Homep
noaTBEpPXOEHUS = NOPSOKOBbLIA HOMEP MOCNAaHHOIO KITMEHTCKOro cooblueHnsa + pasmep ne-
pefaHHbIX KITMEHTOM AaHHbIX B 6anTax.

4. Cnepylowmi war — 3T0 OTBET CepBepa Ha 3anpoc KnveHTa nytemM OoTnpasBku Tpebyemoro
html-cpanna.

3aBepLueHne coeanHeHus

1. [lpouecc HauMHaeTcs, Koraa ogHa U3 B3aMMOOEenCTBYOLWMX CTOPOH NocbinaeT coobLueHne,
B KOTOPOM YCTaHOBINEH KOHTpOsbHbIN 6uT FIN. To, kakad n3 cuctem MHUUMUPYET NpoLecc
3aBepLUEHNs] COeQMHEHWS], 3aBUCUT OT NPUNOXEHWs, reHepypoBasLlero Tpaduk. B cnyyae
html-TpaH3akumn cepep MOXeT BkMoUMTb 6uT FIN B nocnegHun nakeT OaHHbIX, UK Xe
3TO MOXET ObITb OTAENbHbIN NaKeT.

2. [anee knueHT noateepxgaeT paspbiB coobeHnem ACK.

3. KnueHT nocbinaet aHanorn4yHoe coobLieHne Ha paspbie FIN.

4. Cepsep noareepxaaet paspbis coobuieHnem ACK.

Tonbko nocne 3Toro CoeaAnHEHNE CHNTAETCS NOMHOCTBIO 3aBEPLUEHHbIM.

MonHas auarpamma nepexodos npoTtokona TCP nokasaHa Ha pucyHke 3.25.
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10. NMpoTtokon SNMP

10.1. OnpeageneHue n PyHKLMM NPOTOKONA
Mpotokon SNMP (Simple Network Management Protocol, npocton npoTokon ynpaereHus ce-
TbtO) siBNsieTCA NpoToKonoM lMpuknagHoro ypoBHs, paspaboTaHHbIN AN BbINONHEHMS ABYX 3a-
Aau:

®  MOHWUTOPWHI CETEBbIX YCTPONCTB M CETU B LIENOM;

e ynpaBneHne ceTeBbIMM YCTPONCTBAMM.
Mpotokon SNMP npegoctaBnsieT BO3MOXHOCTb CTAHUMAM YNpaBfeHUsi CYUTbIBATb U N3MEHSTb
HaCTPOWKW LLUITHO30B, MapLUpyTM3aTOpPOB, KOMMYTaTOPOB U MPOYMX CETEBLIX YCTPONCTB.

10.2. Bepcum npotokona SNMP

Onuwem pasnuuma mexagy Bepcusmu npotokoria SNMP n gOKyMEHTbI, onpegensiiowme 3tu
Bepcuun. Mo coctosaHmo Ha 2006 rog eanHcTBeHHoM He ycTtapeBwen Bepcnen SNMP aenseTcs
SNMPv3, onpepenéHHaa B RFC 3411-3418.

SNMPv1

MepBble RFC, onuckiBatowme ctaHgaptel SNMP, nossunuce B 1988 roagy. Bepcuna 1 nogsep-
rmacb KpuUTUKe 3a e€ NOCpeAcTBEHHYl Modenb 6e3onacHOCTM Ha ocHose coobuiecTB. B To
BpeMsi 6e3onacHOCTb B VIHTepHETe He BXOAuna B Kpyr nepBooydepeHbIX 3agad paboymx rpynn
IETF.

SNMPv2

Bepcus 2, nseectHas Tak xe, kak Party-based SNMPv2, nnn SNMPv2p, He nony4nna wmnpoko-
ro pacnpoCTpaHeHuns1 n3-3a CepbE3HbIX pasHornacuMm no noesoay MHGPacTPyKTypbl 6esonacHo-
ctn B craHgapte. SNMPv2 ynydwan Bepcuio 1 B obnactu GbicTpooencTBusi, 6e3onacHocTy,
KOHMOEHUNAnNbHOCTM 1M B3aMMOAENCTBUN «MeHemkep-MmeHexaep». OH npeacTtaBun HOBbIA
Tvn PDU Get-Bulk-Request, anbTepHatuBy Get-Next-Request ans nonyyeHns 6onblumx oobe-
MOB MHGOPMaLMKN NPy MOMOLLM OOHOro 3anpoca. TeM He MeHee, HoBas cuctema 6e3onacHoOCTH
Ha OCHOBE CTOPOH BbIrnsgena Ang MHOMMX Kak Yepecyyp CrnoxHasa u He Obina LWMPOKO Npu3Ha-
Ha.

SNMPv2c

Community-based SNMPv2, nnu SNMPv2c, npeactaBun SNMPv2 6e3 HoBon mogenu 6eso-
nacHocTu Bepcun 2. Bmecto Heé npeanaranocb UCNonb3oBaTb CTapylo Moaenb 6e3onacHoCTH
Bepcumn 1 Ha ocHoBe coobulectB. CooTBeTCcTBYIOWEE nNpeanoxeHne RFC 66110 NPUHATO TONBKO
Kak YepHOBWK CTaHOapTa, ogHako crano ge dakto ctaHaaptom SNMPv2. besonacHocte SNMP
CHOBa OKkasanachb HepeLléHHbIM BOMPOCOM.

SNMPv2u

User-based SNMPv2, unn SNMPv2u, sBnseTcss KOMNPOMUCCOM MeEXAy He3alULLEHHOCTBIO
SNMPv1 un upeamepHon cnoxHocteto SNMPV2p. MNpeanoxeHHaa mogens 6e3onacHOCTU Ha
OCHOBe Morib3oBaTenen obina nonoxeHa B ocHoBy SNMPvV3.

SNMPv3
SNMPv3 HakoHeU-TO pelunn npobnembl ¢ 6€30nacHOCTbI0 CNOCOBOM, KOTOPbLIN MHOrME MOoCYU-
Tanu npuemnembim. Bepcua 3 SNMP npuHsTta IETF kak ctaHgapt WHTepHeTa (IETF STD 62).
Moutn BCce npeabiaywme RFC npusHaHbl ycTapeBwWnMU. [JOKYMEHTbI, ONUCKLIBAKOLLME MPOTOKOS
SNMPV3, npuBeaeHbl HUXe:
o Obwas uHgopmayusi.
RFC 3411. An Architecture for Describing SNMP Management Frameworks.
e (Obpabomka coobuweHudl.
» [puBA3KKM K TpaHCNopTy.
RFC 3417. Transport Mappings for the SNMP.
» Pas3bop n gucnetyepusauuns coodLLEHNIA.
RFC 3412. Message Processing and Dispatching for the SNMP.
» besonacHocms.
RFC 3414. User-based Security Model (USM) for SNMPv3.
e ObpaboTtka PDU.
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» Onepaunn npoTokona.
RFC 3416. Version 2 of the Protocol Operations for SNMP.

» [MpunoxeHna SNMP.
RFC 3413. SNMP Applications.

» YnpaBneHue gOCTYnoMm.
RFC 3415. View-based Access Control Model (VACM) for the SNMP.

e Mogynu MIB.
RFC 3418. MIB for the SNMP.

10.3. Mogenb npotokona SNMP

O6wasn moaenn

Mogenb npuBegeHa Ha pucyHke 3.26. OCHOBHbIMW B3aMOLENCTBYOLWNMUN SNIEMEHTAMKN NPOTO-
Kona aABngaTCca areHTbl (agent) n cuctembl ynpaeneHus cetbto (NMS, network management
system). C TOYKM 3peHUs KOHLUENUUN «KIMEeHT-CepBep» Porb cepBepa BbIMOSHAT areHTbl, TO
€CTb T€ CaMble YCTPOWCTBA, A5l Onpoca COCTOSIHMSA KOTOpbIX ucnonb3yetca npotokon SNMP.
CooTBETCTBEHHO, POfb KMNMEHTOB OTBOAMTCHA CUCTEMAM YNpPaBreHUs — CETEBbIM NPUIOXEHUSM,
Heobxoanmbim ana cbopa mHpopmMauun O (YHKUMOHMPOBAHMM areHToB. B3aumopgencrtsue
areHToB U CUCTEM YMpaBIieHMs OCYLLLECTBNISIETCS HA OCHOBE coobLeHn npotokoria SNMP.

AreHtamm B SNMP aBnstoTca nporpaMMHbie MOAynu, KoTopble paboTaloT B ynpaBnseMbiX yCT-
poncTeax. AreHTbl cobuparoT nHdopMaumo 0b ynpaenseMbiX YCTPONCTBaX, B KOTOPbIX OHU pa-
OoTaloT. AreHT cogepxaT BCO MHopmaums 06 ynpaernsieMoOM CETEBOM YCTponcTeBe B Gase
ynpasnsaowen nHgpopmaumm (MIB, management information base). MIB npeactaBnsiet cobon
COBOKYMHOCTb OOBbEKTOB, AOCTYMHbIX A5 ONepaumin 3anmcn—4TeHns.

B nobon ynpaBnsiemon cetm MoOXeT nmetbca ogHa unmn 6onee NMS. NMS BbinonHsawT npu-
KnagHble nporpaMmmbl CETEBOrO yrnpaBneHus, KoTopble NpeacTaBnaioT UHopMaumio ynpasne-
HWS1 KOHEYHOMY NONb30BaTEN!o.

CrpykTypa 6a3bl MIB
Ha gaHHbI MOMEHT CyLEeCcTBYET YeTblpe Tnna nHdopmaumnoHHomn 6assl MIB:

1. Internet MIB — nHdopmaumoHHas 6a3a o6bekToB aAnsg obecneveHnss ANarHOCTUKK OLLIK-
60K 1 KoHurypaumi. Bknoyaet B cebsa 171 o6bekT (B TOM uncne n o6bektsl MIB ).

2. LAN manager MIB — 6a3a u3 90 o6bekToB — naponu, ceccuu, nonb3oBaTtenu, obuime
pecypcsbil.

3. WINS MIB — 6a3a obbekToB, HEobXoanMbIX Ans ynpaeneHuss n guarHoctukn WINS-
cepeepa (B cepepax Microsoft Windows wusnyeckn Haxogutca B dhanne
WINSMIB.DLL).

4. DHCP MIB — 6a3a o6bekToB, HeOOXxoauMLIX And ynpaBneHns u guarHoctmkn DHCP-
cepeepa (B cepepax Microsoft Windows cusmyeckn Haxogutca B daunne
DHCPMIB.DLL).

Ctpyktypy MIB onpegensetr pokymeHT, HasbiBaembin SMI (Structure of Management
Information, cTpykTypa ynpasnstowen nHcopmaumm). Bce MIB nmetloT nepapxmyeckyto opeso-
BMAHYIO CTPYKTYpY. Bce 6a3bl copgepxaTt 4ecsiTb KOPHEBbIX annacos (BeTBen), NpeaCcTaBnNeHHbIX
Ha pucyHke 3.27:

1. System — gaHHaga rpynna MIB |l cogepxuT B cebe ceMb 06BHEKTOB, KaXabll U3 KOTOPbIX
CNYXUT Ansa xpaHeHus uHpopmaumm o cucteme (Bepcms OC, Bpemsi paboTbl 1 T.4.).

2. Interfaces — cogepxut 23 06bekTa, HEOOXOOUMBIX ANt BEAEHUSI areHTaMn CTaTUCTUKK
Nno CceTeBblM MHTEpdEencam YynpaBrsieMOro YCTPOWCTBaA (KONMYECTBO WHTepdencos,
pasmep MTU, ckopocTb nepedayv gaHHblx, pusnyeckme agpeca u 1.4.).

3. AT — cogepxuT 3 ob6bekTa, oTBeYarLWmnX 3a TpaHcnaumo agpecoB. bonee He ncnonb-
3yetcq. bbina BknoyeHa B MIB |. Npumepom ncnonb3oBaHns o6bektoB AT MOXeT no-
cnyxutb npoctasd ARP Ttabnuua cootBetcTBusa cuandecknx (MAC) agpecoB ceTeBbliX
kapT IP agpecam mawwuH. B SNMP v2 ata nHdopmaumsa 6eina nepeHeceHa B MIB ansa
COOTBETCTBYIOLLMX NPOTOKOJIOB.

4. IP — copepxut 42 obbekTa, B KOTOPbIX XpaHATCA AaHHble 0 npoxoasawmx IP naketax.

5. ICMP — cogepxuTt 26 o6bekToB co ctatuctukon 06 ICMP-coobLueHnsax.
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6. TCP — cogepxut 19 06beKkToB, XpaHALMNX CTaTUCTMKY No npotokony TCP (coeguHeHus,
OTKpbITble MOPTbI U T.4.).

7. UDP — cogepXut 6 OOBLEKTOB, XpaHAWMX CTaTUCTUKy no npotokony UDP (Bxogs-
Lwme/ncxogdawme gatarpaMmmbl, NOpThl, OLUMOKK).

8. EGP - cogepxut 20 06bekToB — AaHHble 0 Tpadmke Exterior Gateway Protocol.

9. Transmission — 3ape3epBupoBaHa Anda cneundunyeckmx sagaq.

10. SNMP — cogepxuT 29 06BbEKTOB, B KOTOPbIX XpaHUTCs ctatuctmka no SNMP-npoTtokony
(Bxoaswume/ncxogswme nakeTbl, OrpaHUYEHMs NakeToB Mo pasMepy, OWWBKM, OaHHble
00 obpaboTaHHbIX 3anpocax U MHOroe gpyroe).

Komnbromep

WHTepdelic
nonb3osarens

+

KoMaHAb!
nonb3osarens

BLUaledoequou
BU a19HHET

Cucrema
ynpaeneHusi
ceTbio
(NMS)

SNMP

HaCTPONKM
SNMP
npoTtokona

WHTepdeiic WHTepdelic

HaCTPONKM
SNMP
npoTtokona

-

WHTepderic
HaCTPONKM
SNMP
npoTokona

-

Ynpaensiemoe ycmpoiicmeo Ynpaensiemoe ycmpoiicmeo Ynpaensiemoe ycmpolicmeo

PucyHok 3.26.

Kaxxgast u3 BETBEN B CBOK o4Yepedb Takke npeacraBMma B Buae gepesa. Hanpumep, K agpecy
agMUHUCTPaTopa Mbl MOXeM 0bpaTuTbCs NocpencTBoM Takoro nyTtu: system.sysContact.0, ko
BpeMeHun paboTbl cuctembl system.sysUpTime.0. C gpyron CTOpOHbl Te Xe AaHHble MOryT 3a-
AaBaTbCH U B ToveyHon HoTaumun. Tak system.sysUpTime.0 cootBeTcTByeT 3HaveHuve 1.3.0, Tak
kak system umeeT uHgekc «1» B rpynnax MIB Il, a sysUpTime — «3» B mnepapxuu rpynnol
system. Honb B KOHLEe MyTW rOBOPUT O CKarnspHOM Tune XpaHuUMbIX AaHHbIX. B npouecce pabo-
Tbl SNMP-npoToKon Ucnonb3yeT TOMEYHYI0 HOTaLMIo, TO eCTb eCnN MEeHeXep 3anpaluvBaeT y
areHTa cogepxvmoe napameTpa system.sysDescr.0, To B CTpoke 3anpoca ccbifika Ha 06bekT
6ynet npeobpasoBaHa B «1.1.0».
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MIB Il
System (1) SNMP
(11)
Interfaces (2) T o
ransmission
(10)
Address
Translation (3) ICMP (5) UDP (7)
EGP (8)
IP (4) TCP (6)

PucyHok 3.27.

HepeBo MIB pacwuvpsiemo Gnarogapsa akCnepuvMeHTanbHbiM M YacTHbIM BETBAM. Hanpumep,
NOCTaBLUNKM MOTYT OMNpeaensiTb CBOM COBCTBEHHbIE BETBU ANSA BKIOYEHUS peanu3aunin CBOMX
nsgenunin. B HacToswee BpeMsi BCA paboTa No cTaHgapTu3auMm BeAeTCs Ha dKCnepuMeHTarb-
HOW BETBMW.

SMI onpegensdeT cneayowmne Tunbl gaHHbIX MIB:

1. Network addresses (ceTeBble agpeca) — CUMBOJIbHbIE CTPOKW, NpeacTaBnsowme agpe-
Cca 13 KOHKPETHOro CTeka NpoTOKONoB. B HacTosilee BpeMsi €AUHCTBEHHBLIM MPUMEPOM
ceTeBbIX agpecoB aBnsaTca 32-6utosble IP-agpeca.

2. Counters (c4HeT4YMKKN) — HEOTpMUATENBHLIE LieNble Yncrna, KOTopble MOHOTOHHO YBENUYN-
BalOTCA OO TexX Mop, Moka He AOCTUMHYT MakKCUMarbHOro 3Ha4yeHusl, rnocrne 4Yero OHU
cbpackiBatoTca 00 Hyn4. MNMpumepom cyeTymnka senseTtcsa obuiee yncno 6anToB, NPUHS-
TbIX MHTEPEeNcoMm.

3. Gauges (uameputenn) — HeoTpuUaTernbHblE Lienble Yucna, KoTopble MOryT yBenuiu-
BaTbCHA UMM YMEHbLUATbCHA, HO (PUKCUPYHOTCA NPU OOCTMXKEHUM MaKCMManbHOro 3Hade-
Hus. MpumepoM Tuna «gauges» SABNAETCH AfIMHA OYepean, COCTOSLEN U3 BbIXOOHbIX
nakeToB.

4. Ticks (TMKK) — cOTble 4ONW CeKyHAbl, NpoLIeaLLmMe nocne Kakoro-Hubyab cobbitus. Mpu-
MepoM Tuna «ticks» ABnsieTca BpeMmsi, npowleguee nocne BXOXAEHUS MHTepdenca B
CBOE TEKyLLee COCTOSIHUE.

5. Opaque (HenpospayHbii) — NPOU3BONBHOE TUN AaHHbIX. Mcnonb3yeTca ana nepegayu
NPOKN3BOSbHbIX MHAHOPMALIMOHHbLIX NOCNea0oBaTENbHOCTEN, HAXOASALLNXCA BHE Npeaenos
TOYHOro nevaTaHus AaHHbIX, KoTopoe ncnonedyet SMI.

OcHoOBHbIe KoMaHAbl cuctemMmbl NMS
Ecnn NMS xo4eT npokoHTponupoBaTb Kakoe-nnbo M3 ynpaensieMblX YCTPOWCTB, OHa Aenaet
9TO NyTEM OTNPaBKM eMy COObLLEHNS C ykazaHnem 06 M3MEHEHUN 3HAYEHUS OOHOW U3 ero ne-
peMeHHbIX. B Lenom ynpaensiemble YyCTPOMCTBA OTBEYAOT Ha YeThbipe Tuna KoMaHg (Mnn UHu-
LUUNPYIOT UX):
1. Reads.
[na koHTponunpoBaHus ynpaensiemblx ycTponcte NMS cumTbiBalOT NEpEMEHHbIe, Noa-
Aep>XMBaeMble 3TUMKU YCTPOUCTBaAMM.
2. Writes.
[nga koHTponupoBaHusa ynpasnsemblix ycTporctB NMS 3anucbiBaloT nepemeHHble, Ha-
KOMseHHbIE B yrpaBnseMblX YCTPOMNCTBAX
3. Traversal operations.
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NMS ucnonbaytoT onepauuy NpocnexunBaHus, YTobbl onpeaennTb, Kakue nepeMeHHble
noadepXvBaeT yrnpasnsiemMoe YCTPOWCTBO, a 3aTeM cobpaTb MHdopMauuio B Tabnuubl

nepemMeHHbIX.
4. Traps.

YnpaBnsieMble YCTPOWCTBA MCMOSb3YIOT «JIOBYLUKMY» ONsi aCUHXPOHHbLIX COOOLLEHUA B
NMS 0 HEKOTOpPbIX COOLITUSAX.

10.4. NMpoTtokon SNMPv3

HaunHas ¢ aHBapsa 1998 roga, BbinyweH Habop AoKyMeHTOB, nocsileHHbIXx SNMPv3. B aton
BEPCUN CYLLLECTBEHHO paclumpeHa yHKLUMOHaNbHOCTb, pa3paboTaHa HoBasi cuctema 6esonac-

HOCTW.

MpoTokon obMeHa AaHHbIMMU

Hwxe Ha pucyHke 3.28 npuBeaeHa BpeMeHHasl gnarpamma, Ha KoTopor B obwem Buae npea-
crtaBneH npotokon obmeHa SNMP-coobuweHuamn. Ona cesoen paboTtbl npotokonn SNMP wuc-
nonb3yeT TpaHcnopTHbIN npotokon UDP, B ocHoBHOM 161 nopTt. Ho ansa trap-coobuieHmn umc-
nonb3yetcs 162 nopt. Bo3amoxxHble komaHabl npoTokona SNMPv3 npueegeHbl B Tabnuue 3.7.

SNMP
MeHeKep

3anpoc get
MopTt 161

Otknuk get O6bekT
yrnpaBneHus
3anpoc get-next

» Moprt 161
OTtknuk get
3anpoc set

P Mopt 161
Otknuk get

Trap

PucyHok 3.28.

Tabnuua 3.7 — OcHoBHble koMaHAbl npoTokona SNMPv3.

Komanga SNMP Twn PDU HasHayeHue
GET-request 0 MonyunTb 3HayYeHe ykasaHHOW NepeMeHHON nIu
MHPOPMaLIMIO O COCTOSAHUM CETEBOIO ANIEMEHTA.
GET-next-request Monyyntb 3Ha4YeHWe NepemMeHHOWN, He 3Hasd Tou-
1 HOro €€ MMeHn (cnegylLwmin NOrMYECcKNin aeH-
TudukaTop Ha gepese MIB).
SET-request lMpucBonTb NepeMeHHOn COOTBETCTBYIOLLEE 3Ha-
2 yeHue. Mcnonb3ya Ans onucaHust OEeNCTBUS, KO-
TOPOE AO0MKHO BbITb BbIMOMHEHO.
GET-response OTtknuk Ha GET-request, GET-next-request wn
3 SET-request. CoaepXut Takxke WHpopMaumio o
COCTOSIHUM (KOAbl OLUMBOK 1 Apyrne gaHHble).
TRAP 4 OTknuk ceteBoro obbekta Ha cobbiTMe MM Ha
N3MEHEHME COCTOSHUSA.
GetBulkRequest 5 3anpoc nepechiniku 6onbWnx 06BHEMOB AaHHbIX,
Hanpumep, Tabnuu,.
InformRequest 6 MeHeoxep oOpallaeT BHMMaHME MapTHEpPaA Ha

onpegeneHHy nHdopmaumo B MIB.
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SNMPvV3-Trap 7 OTknuk Ha cobbiTMe (paclmnpeHne no OTHOoLe-
HUIO K V1 1 Vv2).
Report 8 OT4YET (hyHKUMA NOKa He 3agaHa).

dopmar SNMP-coob6LieHus
MonHoe onuncaHue dopmata coobuieHns npotokona SNMPv3 gaHo B gokymeHTe RFC-3412 B
pasgene 6 «The SNMPv3 Message Formaty». dopmaT coobLieHnsa npeacTaBneH Ha pUCYHKe

3.29.
L  —
MsgVersion
YacTb,
msgd reHepupyemas/
msgMaxSize obpabatsiBaemasn
Moaenbio 06paboTku
msgFlags COOBLLEeHMI
msgSecurityModel
'y

=
§ YacTte,
: reHepupyemasn/
-ﬁ- obpabaTteiBaeman
= MOOENBD
T GesonacHoCTH
5 none3oBaTens
% (USM)
®
I
@] !
™ = 4 . r

= contextEnginelD

m

a contextName

o

83

=

3

2 PDU

o

-

S

v y
PucyHok 3.29.

SNMP-coo6LeHne normyeckn pasgeneHo Ha Tpy YacTu:
1. Yactb, KOoTOpas opmMupyltoTCa OTnNpaBuTENeM B pamkax moaenn obpaboTkm coobuue-
HUI N obpabaTbiBaOTCA NoNy4aTenem.
2. YacTb, oTBevarowasn 3a pyHkunm 6e3onacHocTu.
3. CobcTBEHHO none AaHHbIX.
B pmaHHOM pasgene faHO onvcaHue nomnen nepson n TpeTten yYacten. OnncaHue nonen 6e3o-
nacHoCcTu aaHo B pasaene 6.5.

[ns peannsaunmn mogenun obpaboTkn coobLLEHMI MCNONb3YTCA creaytowme nons:
e msgVersion. Bepcusa npotokona. [Ansa npotokona SNMPV3 3HauyeHne B none paBHo 3.
e msgID. YHukanbHbin ngeHtudmkaTop, mncnonbsdyemoin SNMP-cywHocTammn gnsa ycra-
HOBEHMSA COOTBETCTBUS MEXAY 3anpocoM U OTKNUKoM. 3HayeHne msglD nexuT B ana-
nasoHe 0 - (2%'-1).
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e msgMaxSize. MakcumanbHbI pa3mep coobLieHns B OKTeTax, noaaepXuBaembl OT-
npasuTenem. Ero sHaueHne nexuT B ananasoHe 484 - (2°'-1) 1 paBHO MakcuMansHOMy
pasmMepy CermMeHTa, KOTOpbI MOXET BOCNPUHATL OTNpaBUTENb.

e msgFlags. OgHoGanToBas CTpoka, cogepxaiiasi Tpu drara B Miaguwmnx ourax:

» reportableFlag. Ecnu reportableFlag=1, To gomkHo GbITb NpucnaHo cooblieHne ¢
otyéTom (komanga Report). dnar reportableFlag yctaHaenmBaeTcs oTnpaBuTenem
BO BCex coobLleHnsx 3anpoca (komaHabl Get, Set, Inform). ®nar yctaHaBnvBaeTca
PaBHbIM HYIIO B OTKNIMKAX U Trap-yBeAOMITEHUSX;

» privFlag;

» authFlag.

®naru privFlag n authFlag yctaHaBnualoTca oTnpasutenem Ons MHOUKaUMU YPOBHSA

6esonacHocTu onst gaHHoro coobwenus. Ons privFlag=1 ncnonesyetcsa wndposaHue, a

ansa authFlag=0 - ayteHTudunkauus. Jonyctumel nobblie KOMOMHaUMM 3HAYEHWI hnaros

kpome privFlag=1 AND authFlag=0 (wundpoBaHune 6e3 ayTeHTUdUKaLun).

e msgSecurityModel. MaeHTudumkaTtop co 3HaueHnem B amanasoHe 0 - (2%%-1), koTopelil
ykasblBaeT Ha Moenb 6e30MacHOCTU, UCNONb3yeMyto Npu (hopMMPOBaHMN AAHHOTO CO-
oOueHuns. 3ape3epBupoBaHbl 3HaveHust 1 — ana SNMPv1, 2 n 3 — ana SNMPv3.

10.5. beszonacHocTb npoTtokosna SNMPv3
Mopenun 6e3onacHocTu npotokonoB SNMPv1-v3
I'IepeqvlchM mMoaenu 6e3OI'IaCHOCTI/1, npuMeHsaKLneca B COOTBETCTBYHOLLNX BEPCUAX NPOTOKO-

na SNMP:
1. SNMPv1l
SNMPv1 — Community-based Security Model
2. SNMPv2

SNMPv2p — Party-based Security Model
SNMPv2c — Community-based Security Model
SNMPv2u — User-based Security Model

3. SNMPv3
SNMPv3 — USM User-based Security Model

Modernb be3onacHocmu Ha ocHoge coobuwiecms

Mopenb 6e3onacHocTu Ha ocHoBe coobuwecTtB (Community-based Security Model) 6bina nep-
BOMW, caMOWn npocTon n camomn HebesonacHon. OHa noAapasymeBaeT Nyb ayTEHTUUKALMIO Ha
OCHOBE «CTPOKM coobLiecTBay, hakTUYeCKU, Napons, NnepeaaBaeMoro no cetu B Tene coob-
weHna SNMP B oTKpbITOM TekcTe. OTa mogenb 6e30nacHOCTM He B COCTOSAHUM B60pOTbCA HU C
OOHOW M3 yrpo3 MHpopmMaumnoHHon 6e3onacHocT. TeM He MeHee, OHa 4acTo UCNonb3yeTcst A0
CUX NOp B CBSI3M CO CBOEW MPOCTOTON, a Takke Grnarogapsa HanM4ynio BHELLHUX, HE CBA3AHHbIX C
SNMP cnctem 6e3onacHoOCTN, HANPUMEP, MEXCETEBbLIX 9KPAHOB.

Modersnb be3onacHocmu Ha OCHO8€e CIMOPOH
Mogenb 6e3onacHocTn Ha ocHoBe cTopoH (Party-based Security Model) nogpasymeBaeT BBe-
AeHVe NoHATUE CTOPOHbl. CTOPOHa — 3TO BUPTYaribHOE OKPY>XEHWE UCMOSTHEHUS!, B KOTOPOM
Habop AonyCTUMbIX onepaunin orpaHudeH agMmHmucTpaTneHo. CywHocte SNMP npu o6paboTke
coobLeHnsa encTByeT Kak CTOPOHa, NO3TOMY OrpaHuyeHa onepaumsMmn, onpegenéHHbiMy s
37O CTOpPOHbI. CTOPOHAa onpeaensaeTcs crneayrlwyMmn napaMmeTpamu:
1. YHuKanbHbIN NOEHTUPUKATOP CTOPOHBI.
2. Jlornyecknin ceTeBon agpec (agpec TPaHCNOPTHOro NpoToKona).
3. [poTokon ayTeHTudpmkauum n napameTpbl, Tpebyowmeca ana ayTeHTudumkauumn Bcex
COOBLLEHN CTOPOHDI.
4. TpoTokon wudpoBaHuAa 1 NnapamMeTpbl, Tpebyowmecsa Ans wnudpoBaHUa Bcex coobLue-
HWUI CTOPOHbI.
MoryT ncnonb3oBaTbCs pasfnnyHble anropuTMbl AN NPOTOKOMOB ayTeHTMdUKaumMm n wmdpo-
BaHMs. OObIYHO B KayecTBe anropytMa Ans NpoToKona ayTeHTUdMKaumMm MCnonb3ylT XaLl-
dyHkumo Message Digest 5 (MD5), a agna npoTtokona wwudpoBaHus — anroputm Data
Encryption Standard (DES) B pexume Cipher Block Chaining (CBC). Npu ncnonb3oBaHuu co-
OTBETCTBYIOLLUMX NPOTOKONOB ayTeHTUMKaLMM 1 LWNPOBaHUA Moenb YCNELIHO cnpaBnsieTcs
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¢ 6onbWNHCTBOM Yrpo3 6e3onacHocTu. [aHHast mogernb 6e3onacHOCTU He Gbina WMpoKO npu-
HsiTa, MOCKOMbKY Noka3anacb MHOrMM CIIMLLKOM CITIOXHOWN U 3anyTaHHOW.

Modenb 6e3onacHocmu Ha 0cHO8e rosik3osamernel

Mogenb 6e3onacHoCTM Ha ocHoBe nonb3oBartenen (User-based Security Model) BBoguT noHs-
TMe nonb3oBaTens, OT UMEHM KOToporo AencteyeT cywHocTb SNMP. 3ToT nonb3oBaTenb xa-
paKkTepusyeTca MMeHeM Monb3oBaTens, WUCMNofb3yeMbiMU MNPOTOKOMaMU ayTeHTUdmkauumn u
LWNpOoBaHKs, a TakKe 3aKpbITbIM KITHOYOM ayTeHTUdMKaUnn 1 WngposaHus. AyTeHTudukaums
n wndpoBaHne aBnsaTca HeobsasaTtenbHbiMU. Mogenb 6e3onacHOCTM BO MHOIOM MOX0OXa Ha
Moferb Ha OCHOBE CTOPOH, HO OHa yrnpoLlaeT ngeHTudmrkauuo nonb3oBaTenen, pacnpeaene-
HWe KNKYen N NPOTOKOSbHbIE onepaunn.

Moaenb 6e3onacHocTu USM

Mogenb 6e3onacHocTn USM (User-Based Security Model) ncnonb3syeTt KOHUENUMIO aBTOPU30-
BaHHOro cepeepa (authoritative Engene). lNpu niobon nepenadve coobuieHnst ogHa wnn Oee
CYWHOCTW, MnepedaTtymMk WM nNpUeMHMK, paccMaTpuBalOTCA B KaydeCTBE aBTOPM3OBAHHOMO
SNMP-cepBepa. 3710 genaeTcd CornacHo cneayowmm npasunam:

1. Korga SNMP-coobLieHne cogepXut nosne AaHHbIX, KOTOpOEe npegnonaraeT oTKNuK (Ha-
npumep, Get, GetNext, GetBulk, Set unu Inform), nony4yarenbs Takoro coobLieHnss cum-
TaeTcs aBTOPMU30BaHHbIM.

2. Korga SNMP-coob6LieHre cogepxuT nose AaHHbIX, KOTOPOE He npegnonaraeT NocCbIfKy
oTknuka (Hanpumep, SNMPv2-Trap, Response nnn Report), Torga oTnpaBuTernb Takoro
COO0BLLIEHNS CYNTAETCH aBTOPM30BaHHbIM.

Taknum o6pasom, coobLLeHns1, MOCNaHHbIE reHepaTopoM koMaHa, u coobuieHus Inform, nocnak-
Hble OTNpaBUTENEM YBEAOMIIEHWUA, NonyyaTenb ABNSeTCs aBTOPU30BaHHbIM. [Ans coobueHni,
nocnaHHblx 06paboTynkoM KOMaH4 unu oTnpaeBuTenem yBegoMneHun Trap, oTnpaBuUTeEnNb SB-
nseTcsl aBTOPM30BaHHbIM. Takown Noaxoad UMeeT ABe Lenu:

1. CBOeBpeMEHHOCTb COO0DLLEHMS OnpeaenseTcss ¢ y4eTOM MoKasaHUs 4YacoB aBTOPU30-
BaHHOro cepBepa. Koraa aBTOpU30OBaHHbIA cepBep nockbinaeT coobuweHne (Trap,
Response, Report), 0HO coaepXunT TekyLlee nokasaHue 4YacoB, Tak YTO HEaBTOPM3OBaH-
HbIA NonyyaTenb MOXET CUHXPOHU30BaTb CBOM Yackl. Koraa HeaBTOpM30BaHHbI cepBep
nocbinaet coobweHne (Get, GetNext, GetBulk, Set, Inform), oH nomewaeT Tyaa Teky-
LY OLIEHKY MOKa3aHWs 4YacoB MecTa Ha3HayeHus, Mo3BOSIss MosfyvaTento OUEHUTb
CBOEBPEMEHHOCTb MPMX0Aa COOOLEHNS.

2. lMpouecc nokanu3auuy KIK4a, OMUCaHHBLIN HWKE, YCTaHaBNUBaET €AWHCTBEHHOrO
npvHUMnana, KOTopbii MOXeT BnaaeTb KntovoM. Krntoum MoryT XpaHUTbCA TOMbKO B aB-
TOPU30BaHHOM CepBepe, UCKMYas XpaHeHNe HEeCKONbKMX KOMUI Koya B pasHbiX Mec-
Tax.

Korga ncxopgsiee coobuieHne nepegaeTca npoueccopom coobuieHnn B USM, USM 3anonHsiet
nons napameTpoB 6e30MacHOCTU B 3arofioBke coobuieHns. Koraa BxogHoe cooblueHne nepe-
aaeTcsa obpaboTunkom coobieHnn B USM, o6pabaTtbiBatoTcst 3Ha4eHUs1 napameTpoB 6esonac-
HOCTW, copepXalmxca B 3arofioBke coobuieHus. B napameTtpax 6e3onacHocTy cogepxatcs
cnegyoLine nons:

e msgAuthoritativeEngenelD. WaeHTudmkatop aBTOPM3OBAHHOIO cepBepa, Yy4yacT-
BytoLlero B oOmeHe. JOTO 3HauyeHue wuaeHTudumkatopa oTtnpasuTens ansa Trap,
Response nnu Report unn agpecata ansa Get, GetNext, GetBulk, Set nnu Inform.

¢ msgAuthoritativeEngeneBoots. snmpEngeneBoots aBTopnsoBaHHOrO cepBepa,
yyacteylowero B obmeHe. O6bekt snmpEngeneBoots cogepxuTt uenodncrneHHble
3HaueHus B AnanasoHe 0 - (2°!-1). OTo none cogepXWT YNCMO, NOKa3bIBAKOLLEE CKOSb-
ko pa3 SNMP-cepBep 6bin nepesarpy>keH ¢ MOMeHTa KOHpUrypmpoBaHusi.

¢ msgAuthoritativeEngeneTime. Bpems paboTbl aBTOPM3OBAHHOIO cepBepa, y4vacT-
BylOLLEro B 06MeHe. 3HaueHue 3Toro nons nexwt B ananasoHe 0 - (2°-1). 3To none
XapakTepuayeT YMCMO CEeKyHA, KOTOPOE NPOLUIO C MOMEHTAa nocneaHen nepesarpyskm
cepBepa. Kaxablii aBTOPM3OBaHHbLIN CepBep OO0IMKEH WHKpPEeMEeHTUMpoBaTb 3TO Mone
OOVH pa3s B CEKyHay.

¢ msgUserName. ima nonb3oBaTens, KOTOPbIA Nocnan coobLieHne.
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e msgAuthenticationParameters. None cogepXuT Homb, ecnu nNpu obmeHe He uc-
nonb3yeTcs ayTeHTudukaums. B NnpoTMBHOM crydyae AaHHOEe More CoOepXUT ayTeH-
TUMKaALMOHHBLIN NapamMeTp.

e msgPrivacyParameters. [lone cogepXxut Homb, ecnim He TpebyeTcsa cobniogeHus
KOHuaeHUnansHocTM. B npoTMBHOM cnydyae fdaHHOe Mosie COAEePXUT napameTp
6esonacHocTun. B gencrteytowen mogenn USM ncnonb3yetca anroputm WndpoBaHns
DES.

MexaHuam ayteHTMduKkaumm B SNMPv3 npegnonaraet, 4To nosly4eHHoe coobLleHne aencTem-
TenbHO MOCIaHOo Mosfib30oBaTeNneM, UMsi KOTOPOro COOEPXUTCHA B 3arofioBKE COOOLLEHUS!, U 3TO
nMmsA He GbINO0 MOAMMULMPOBAHO BO BPEMSsSI AOCTaBKW coobLieHus. [Ina peanusaumm ayTeHTu-
durKaumm Kaxkablid U3 Nonb3oBaTeNen, y4acTBYHOLWMNX B OOMEHe OO/MKEH UMETb CEKPETHbIN KITHOY
ayTeHTudmkaumm, obwunn onsg Bcex y4acTHMKOB (onpeadensieTcs Ha dpase KoHdumrypauum cuc-
Tembl). B nocbinaemoe coobuieHne oTnpaBuTeNb OOSMKEH BKMIOYMTbL KO, KOTOPbIA SBMASIETCA
dYHKUMEN COOEPXKUMOro COOBLLEHNS N CekpeTHoro kntoya. OgHum 13 npuHumnos USM aens-
€TCs NpoBEpPKa CBOEBPEMEHHOCTU COOBLLEHUS, YTO AenaeT ManoBepOsTHON aTaKy C UCMOSb30-
BaHWEM KOMuin coobLLeHus.

Mopaenb ynpaBneHusa 4OCTYNoM

Cuncrtema KOH(pMrypmpoBaH1sa areHToB No3BosnisieT obecnevnTb pa3Hble YpoBHM OCTyna K 6ase
MIB ans pasnnyHbix SNMP-meHepkepoB. JTO genaeTcd nyTeM orpaHudeHnss JocTyna HeKoTo-
pbIM areHTam K onpegeneHHbIM YacTam MIB, a Takke C NOMOLLbIO OrpaHUYEHUsT NepeYvHs go-
NyCTUMbIX onepauun gns 3agaHHon yactu MIB. Takas cxema ynpasneHus 4OCTYNoM HasbiBa-
etca VACM (View-Based Access Control Model). B npouecce ynpaBneHus 4oCTynom aHanmsm-
pyeTcsa kKOHTeKCT (vacmContextTable), a Takke cneumanm3anmpoBaHHble Tabnuubl vacmSecurity-
ToGroupTable, vacmTreeFamilyTable n vacmAccessTable.
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IV. TexHOnormm odecnevyeHnsa 6e3onacHOCTU nepegayn gaH-
HbiIX B ceTax TCP/IP

1. Moaenb ceTeBOM 6e30MacHOCTH
O6006wweHHyt0 Moaenb ceTeBor 6e30MacHOCTM MOXHO NpeaCcTaBUTb B cneaytowem suae (pucy-
HOK 4.1).

BHyTpeHHwiA
nepumeTp

BHelwuHwit nepumeTp

MapuupyTtusatop
WM KOMMyTaTOp

MorpaHnyHbIn
3-ro ypoBHs

MapLupyT13aTop

MapuupyTtusatop

npoaa“iepa

MorpaHnyHbIn
MaplLpyTM3aTOp

MapuwpyTtusatop
nposaiinepa 1

MorpaHuyHbIt
MapupyTuaaTop

MapuwpyTtusatop
nposaiaepa 2

PucyHok 4.1. O600wweHHasn apxuTekTypa ceTeBon 6e3onacHom ceTu.

PaMOTHO MOCTPOEHHas CeTb (C TOYKM 3peHusi 6e3onacHOCTN) AOMKHA codepXaTb Kak MUHU-
MyM ABa nepumeTpa:

v' BHyTpeHHuiA. B gjaHHOM nepumeTpe pacnonaralTcsi TONbKO KOMMbIOTEPbI NONb3oBaTe-
neun, KOTopble BXOOAT B CeTb He3apernctpmpoBaHHbiX IP-agpecoB. Takke gaHHas ceTb
MOXeT coaepaTb 6ecrnpoBOAHbIE TOYKM JOCTyNa AN NOAKNOYEHNS MOBUMbHbBIX NOSb-
3oBaTenen. Bo BHyTpeHHeEM nepumeTpe MNPUMEHSIIOTCA MEXaHu3Mbl BHYTPUCETEBOW
B6esonacHocCTw.

v' BHewHun nepumeTtp. OBbIMHO COAEPXUT cepBepa NpeanpuaTvsa (cepBepHas depma) u
norpaHuyHble MapLupyTu3aTopbl, obecneduBarowme OOCTYN BO BHelWwHue ceTn. Bce
KOMMbIOTEPLlI BO BHELUHEM nepumeTpe 0Obl4HO BKMoyatoTca B IP-ceTb 3apernctpupo-
BaHHbIX agpecoB. B gaHHOM nepumeTpe NpMMEHSATCA MexaHM3Mbl MexceTeBon 6e3o-
NacHOCTU, K KOTOPbIM OTHOCATCS:

= MexceTeBble 3KpaHbl (MJ);

"  CUCTEeMbl TPaHCnALUM agpecoB U NOPTOB;

= cucTeMbl 0OGHapyxeHuns atak n sTopxexun (COAB);

" CUCTEMbl TYHHENMPOBAHUS.
Mexay nepumeTpamu yCTaHaBnMBaeTCA MapLupyTusaTop unu kommytaTtop L3, Ha koTopom
TaKkKe MOryT NPUMEHATBLCA TEXHOSOrMN MexceTeBon 6e3onacHocTn. Bce mapLupyTm3aTopbl Mo-
ryT Kak nporpaMMHbIM, Tak U annapaTHbIMW.

HaHHasa koHuenuua siBnseTca pacwmpaemon. Ecnn Heobxoammo noBbICUTbL ypoBeHb HGesonac-
HOCTM CETU, TO MOXHO YBENUYUTb KONMYECTBO BHYTPEHHUX NepumeTpoB. Crneaylowmm aTanom
pa3BuUTUS Moaenu siensetca gobasneHune ewé ogHOro BHYTPEHHEro nepumetpa. B atom cny-
Yae BO BHELLUHEM MepuMeTpe yCTaHaBMMBAKOTCS CepBepa-noByLUKA, B NMEPBOM BHYTPEHHEM Me-
pumeTpe — cepBepa NpeanpuaTna U ToNbKO BO BTOPOM BHYTPEHHEM NEPUMETPE — KOMMNbIOTEPbI
nonb3oBaTenen.
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2. MexceTeBble 3KpaHbl
2.1. ApxuTeKTypa MexceTeBOoro aKkpaHa
MexceTteBon akpaH (GpaHamayap, danepBonn) — 3T0 KOMMEKC NPorpaMMHbIX UK annapat-
HbIX CPeACTB, KOTOPbIA NO3BONSAET peanu3oBaTb Habop npasun, onpeaensaowmx ycrnoBus npo-
XOXOEHUS1 NakeToB Mexay ceTamu. MexceTeBOW 3KpaH BKMYaeT criegyowme cpeacrsa (pu-
CYHOK 4.2):
e  UnNbLTP NAKeTOB;
UNbTP COCTOAHUIA;
TpaHCNATOpP aapecos;
TPAHCMOPTHbLIN LUNHO3;
LLSH03 NPUNOXEHWI (MPOKCU-cepeep).

BHeLwHss
ceTb

PucyHok 4.2. YripolleHHasa apxuTekTypa MeXceTeBoro akpaHa.

2.2.dunbTp NakeToB

Ol paspelwaeT nnu 3anpeLlaeT NPoxXoXaeHne naketa B COOTBETCTBUM C 3a4aHHLIMU agMUHU-
CTpaTopom npasunamMmu. 3TN Npaeuna onMparTcsa Ha MHAOPMaLMIO, NMEIOLLYIOCA B 3arorfioBKe
Ka)kgoro naketa u B CETEBON CUCTEME:

IP-agpec UCTOYHMKA U Ha3HaYeHus;

NPOTOKON TPaHCNOPTHOrO YPOBHS;

NOPT UCTOYHMKA N HAa3HAYEHUS;

dnaru;

Twn coobuweHus ICMP;

Bxogsawmin n ncxogsawmin ceteBom nHtepdenc.

ANENENENENEN

Takum o6pa30M, Anga onucaHna npaBnil NPOXoXXAEHNA NMaKeTOB COCTABNAOTCA Tabnuupl TMNa:

Bxoas- | Ucxopna-

- Tun MopT Apnpec MopT M o
Renct- | ke-| ABpec nCcTOu- | HasHaue- || HasHave- || D1a7||  wmA tumu
BUe NUCTOYHUKA (9] UHTep- UHTep-
Ta HMKa HUSA HUA y y
¢enc c¢enc
| DROP || TCP |[194.186.1.2 80 || - [ - - - |
ACCEPT| UDP 83'11%162' 53 - - - -

accepTjiemp) - | - | - | - -] - |
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[DROP || - | - |

ethl | etho

dunbTpbl paboTaloT BbICTPO, MOCKONbKY OHM MPOCTO NPOCMAaTPMBAOT MHOPMAaLMI0 O NnakeTe
Npu NPUHATUM pelleHuns. Ho dounbTpbl NakeToB MMEKT OANH CYLLECTBEHHbLIX HEOOCTATOK — OHM
He B COCTOSIHUM OTCNEeXMBaTb KOHKPETHbLIA CETEBOW CeaHC U He B COCTOSIHUM aHanu3upoBaTb
COOEPXKMMOE COOBLLEHUS] KOHKPETHOrO MPUITOXKEHNS, KOTOPOE B CBOK O4Yepedb MOXEeT coaep-
XaTb 3NoBpeaHbI KOA.

2.3. dunbTp UHCcnekuumn coctosaHum (statefull hunbTphbl)

TexHonoruns mnHcnekuun coctoaHun (statefull inspection) ncnonbsyeTca MHorMmu paspaboTyu-
Kamu, HO, NMOCKOSNbKY HanMeHoBaHWe 3anaTeHToBaHO komnaHmen Check Point, OHM BbIHYXAEHb!
npucBamBatb eMy pas3fuyHble HauMeHoBaHus (expert inspection, smart filtering, adaptive
screening, multilevel inspection n ap.).

[aHHasa TexHonorusa sasnseTca AanbHenWwuM passutvemM unbTpa NakeToB U BKIKOYAET crie-
AYIOLLYI0 OOMOMHUTENbHY0 (DYHKUMIO — nogaepkka Tabnuubl coctoaHmn TCP-coeguHeHnn un
KOHTPONb CECCUN Ha €€ OCHOBE.

XKunsHeHbin umkn TCP-coeanHeHns nmeeT HeCKOonbKo a3, oTpaKeHHbIX Ha pucyHke 4.3. Tab-
nuua coctosiimm (netstat) cogepxuTt nHopmaumnio 0 coeguHEHNE N COCTOSIHNE, B KOTOPOM Ha-
XOOUTCA AaHHOe coeauHeHue. Ha ocHoBe aTon MHdopMaLmMm NpPoucxoant unbTpaums nake-
ToB. Hanpumep, ecnu He Gbin Npon3BedH 3anpoc, To NakeT-oTBeTa He ByaeT nponyLlleH B no-

KalribHYIO CeTb.

MonyYdeHd nake T
REZET

SYNACK _RECEIVED

SAYUEH AC K-
nareT

Mo nyusH Aake T

= -
Monydern SN RESET

NaKe T

ManyueH v W
AC K-nakeT

Monyyed narkeT
R EZET

Nany Yt H Ne pe A
FIN-nakeT

ESTABLISHED

Nonyqued nake T
Ser chnarce F N,
REZET
MonydeH AC EHanep sedid FINACHI‘—REEEIVED
FIN-nareT

NonyuyeH BTOpaA
FIN nakeT

NaonydeH NEpBRA
FIN-nakeT

MlonydeH AC K Ha BTop o
FIN-naret

PucyHok 4.3. narpamma coctosHun npoTtokona TCP.

2.4. TpaHcnaTop agpecoB

TpaHcnaumsa agpecoB — TEXHOMNOrus, No3BonsoLas U3MEHATb TakMe napameTtpbl IP-nakeTta,

Kak agpec u NOpT UCTOYHMKA NakeTa, agpec u nopTt HasHadveHus. [Npu aTom Begétca Tabnuua

M3MEeHEHHbIX OaHHbIX, N NPpWX Nony4YyeHun O6paTHOFO naketa npouncxoaunT o6paTHa;| TpaHcnauuna

agpeca, ecnn oHa HyxHa. CyLlecTBYHOT 2 NPUYMHbI, MO KOTOPbIM MMEET CMbICI OCYLLECTBAATb

TPaHCMAUMIO afipecoB:

v/ npepocTaBieHne KOMMNbTEPaM JTOKanbHOW CETU MOMHOLEHHOrO AocTyna B NHTEpHET npu
ycnosuun, 41o MMerulleecAa 4YMUCrio BHEWHUX aapecoB Uiun I'IO,EI,KJ‘IPO‘-IeHI/IVI K npoaaﬁ,qepy
MeHbLle, 4YeM YUCIIO0O KOMMNbKTEPOB, KOTOPbLIM H606XOL|,VIM AocTtyn B |/|HTepHeT. Crout
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y4YeCTb, YTO HEKOTOpble MPOTOKOMbl HE NOAAEPXUBAIOT TPaAHCNAUUIO agpecoB (Hanpumep,
PPTP), nnbo ucnonb3oBaHne TpaHCNAUMM HaknagblBaeT OrpaHUyYeHns Ha UCrnonb3oBaHme
cnyx6 (Hanpumep, naccuBHblii pexunm FTP Gbin paspaboTtaH gns pewwenus npobnembl
NAT). Ina ob6xoga Takux npobnem maplpyTnsatop AOS/MKEH UMETb BO3MOXHOCTb pasbu-
paTb NakeTbl, BHOCUTb U3MEHEHNs U cobnpaTb UX CHOBA;

v' CKpbITUE BHYTPEHHEN CTPYKTYpbl JIOKanbHOM CeTU. 3a CYET BbIMNONHEHMS TpaHCHAUUU aa-
PeCcoB 3anpocbl KOMMbIOTEPOB JTIOKarbHOW CETU BbIrMAAAT Tak, OyATO BbINOMHAKTCA C OA4-
HOro M TOro xe KomnbtoTepa. OgHako Ha caMoM fgere 3To MOryT BbiTb 3anpochl OT pasHbIX
MawuH. Takke MOXHO C MOMOLBI TPaHCNSAUMM agpeca COBMECTHO C MOPTOM OCYLLEeCTB-
NATb CKpbITUE CepPBEPHON MHGPACTPYKTYPHI.

CywecTBytoT 2 cnocoba TpaHCcnAuun agpecos:
v" Network Address Translation (NAT) — 3ameHa agpec UCTOYHMKA Ha agpec MapLupyTusa-
Topa. Mpn 3TOM NOPT OCTAETCA HEU3MEHHBIM;
v/ Static Address Translation (SAT) — 3amMeHa agpec UCTOYHMKA UIM NPUEMHMKA HA HEKOTO-
pbi agpec. Bo3amoxHa ogHoBpeMeHHas 3ameHa nopta. SAT nogpasgendeTcd Ha 2 Tuna:
e Source SAT — TpaHCcnauus agpeca UCTOYHUKA
e Destination SAT — TpaHcnsiuMst agpeca Ha3Ha4YeHuUs

TunuyHbi npumep npumeHexdnst NAT

HekoTopon opraHusaumm HeobxoanMMo NpeaocTaBUTb COTPYAHMKAM AOCTYN B UHTEpHET. [pu-
obpeTaeTcsa BblAeneHHass NMUHUSA OO NpoBangepa, HacTpavMBaeTCsl TpPaHCNAUMA agpecoB Ha
MapLUpyTM3aToOpE M3 YACTHbIX BO BHELLHWMN

TunuyHbIi npumep npumeHennsa DSAT
Heobxoammo nepeHanpaBuTb coeguHeHue no nopty 80/tcp (HTTP-Tpadmk) Ha Kawupyowmini
cepsep

TunnyHbIY NpuMep npuMmeHexHns SSAT

Opranunsaums npunobpena He oauH, a 2 KaHana, HO MapLUpyTM3aTop oAuH. Torga HacTpanBaeT-
cs SSAT, npeobpasoBaHne Npom3BoaUTCA B agpec nHTepdenca, NoaKMYEHHOro K HYXKHOMY
KaHany. BTopoi kaHan MOXeT WCronb3oBaTbCs, Hanpumep, ANs NOAKMHYEHUS CepBepHOM

depmbl.
IP_DST IP_SRC [ PORT DST | PORT _SRC |
233.180.204.8 | 192.168.0.5 80 1070 |
1P_DST IP_SRC [PORT_DST[ PORT_SRC
233.180.204.8 | 192.166.0.5 80 1070
192.168.0.5
v
IP_DST IP_SRC__[PORT_DST | PORT_SRC |
233.180.204.8| 193.233.80.17 80 5001 |
193.233.80.19 Buguihng
ceTb
KommyTatop MapLpyTvaatop
IP_DST IP_SRC [PORT_DST | PORT_SRC |
212.108.98.65 | 192.168.0.6 22 2030 |
192.168.0.6 ¢
5 <ReTF5 5 SRTERC IP_DST IP_SRC__ [PORT_DST| PORT_SRC
|__IP.DST IP_SRC | PORT_DST| PORT_SRC | 212.108.98.65 | 193.233.80.19 22 5000
| 212.108.98.65 | 192.168.0.6 22 2030 |
IP_ DST _ JPORT DST PORT
— —
192 168.0.5 1070 5001

192.168.0.6 2030 5000
PucyHok 4.4. MNprmep TpaHCNsSLUM CETEBLIX afpecoB.
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OC Linux cogepxuT cuctemHyto cnyxoy netfilter, koTopasa peanunsyeT dyHKUUN unbTpa nake-
ToB (B TOM umucne statefull), TpaHcnaumMm agpecos, NPoO3pavyHOro MPOKCUM U XypHanMpoBaHus
Tpadmka. [ins ynpaBneHusa aton cnyxbon nveetcs ytunura iptables.
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3. BuptyanbHble 4yactHble ceTu (Virtual Private Network, VPN)

3.1.BBeaeHue

BupTyanbHble YacTHble ceTu, unu 3awmieHHble BupTyanbHble cetn (Virtual Private Network,
VPN), — 370 nogknoyeHre, yCTaHOBNEHHOE MO CyLLEeCTBYoLEen 06LweaoCTynHOM MHApaCcTpyK-
Type n ucnonb3yollee WudpoBaHne 1 ayTeHTudukaumo ana obecneyerHms 6esonacHoOcTn co-
AepXaHus nepegaBaeMblx NakeToB. BupTyanbHas yacTHasa ceTb CO3fdaeT BUPTYarbHbIA cer-
MEHT mexay nobbiMyn ABYMSA TouKaMu aocTtyna k cetn. OHa MOXeT NPOXOoAnTb Yepes obLienoc-
TYMHYO MHPACTPYKTYPY NOKaNbHOW BbIYUCIIUTENBHOW CETU, NOAKIYEHMS K rnobanbHon cetu
(Wide area Network, WAN) nnn NHTepHer.

Paccmotpum VPN, opraHusytowme Ge3onacHble kaHanbl nepegayn AaHHbIX, MCMOonb3ylolne
obwenocTynHyo nHdpacTpyktypy unm MutepHet. Bece VPN no koHurypauum MOXHO nogpas-
AEennTb Ha TPU OCHOBHbIX TUNA:

1. ysen-ysen (host-to-host);

2. ysen-wno3 (host-to-gateway);

3. wmos-wnto3 (gateway-to-gateway).

[na opraHmsaumm kaHana cBa3un, npoxoswero Yyepes NHTepHeT, MOXHO mucnonb3osats VPN
nto6oro Tnna. OcHoBHOW KoHuenuuen VPN aBnseTtcsa 3awmra wmdpoBaHMEM KaHana CBsI3v Ha
pasnuyHbIX ypoBHAX mogenu TCP/IP, a umeHHo:

npuknagHom (5-1 ypoBeHb);

TpaHCNOPTHOM (4-11 YPOBEHD);

ceTeBOM (3-11 YpOBEHD);

KaHarbHOM (2-1 ypOBEHb).

ANENENEN

Cxema pacnonoxeHusi npotokonoB VPN no ypoBHAM Mogenu npueedeHa B tabnuue 4.1.
Ha npuknagHom ypoBHe LUMGPOBAHNE MOXHO MPUMEHSITb MPY MOMOLLM NPOorpaMm, nogobHbIX
nakety Pretty Good Privacy (PGP), unu yepes kananel Tuna Secure Shell (SSH). Takue npo-
rpamMmbl paboTaloT Ha ydacTke ceTu OT y3na A0 y3na, YTO O3HayaeT, YTO OHM npeanaratT 3a-
LWMTY TOMBKO Ayl codepxumoro (payload) nakeTta, a He Bcero naketa B uenom. McknoyeHne
cocTaBnsieT npotokon SSH, KoTopbI MOXET ncnonb3oBaTtb pexum port-forwarding ana cosga-
HWUS TYHHens.

Tabnuua 4.1 — Cxema pacnonoxeHusi npotokosios VPN no ypoBHAM Moaenw.

YposHu TCP/IP OCHOBHbI€ NPOTOKOSbI
MpuknagHon PGP, SIMIME SSH, Kerberos, RADIUS
TpaHCnopTHbIN SSL, TSL SOCKS v5

YpoBEHb MEXCETEBOIO B3aMMOAENCTBUSA
(ceTeBon)

YpoBeHb ceTeBbIX MHTEPdENCOB
(kaHanbHbIN)

IPSec (AH, ESP)

L2TP, PPTP

Ha TpaHCnoOpTHOM YypOBHe ONs 3aluTbl COOEPXMMOrO MakeToB KOHKPETHOro ceaHca Mexay
ABYMSA CTOPOHaMM MOXHO WCMOMb30BaTb MPOTOKOMbI, aHanorMyHble NpOTOKOMNYy 3alMLEeHHbIX
cokeToB (Secure Sockets Layer, SSL). O6bI4HO TakOM METOA MCMONb3YETCA NPU COEAUHEHUSIX,
yCTaHOBNEeHHbIX nocpeactsoMm Web-6pay3epa. Npu 3TOM Takke 3alimuiaeTcs TONbKO coaepxa-
TenbHas YacTb NepegaBaeMblx NakeToB, a |IP-gatarpammbl, KOTOpble HECYT 3Ty UHOpMaLMIo,
AOCTYMNHbI 4Nsi NpocMOoTpa.

Ha ceTteBoM ypoBHe NpoToKonbl, NogobHble IPSec, He ToNbKO 3awmnpoBLIBaOT cogepKaTerb-
Hyl0 4YacTb nakeTa (MONfie3Hyt Harpysky), HO M 3awmdpoBbIBAOT MH(OPMaLMIO 3arofioBKOB
npotokonos TCP/IP.

Ha kaHanbHOM ypoBHE NpoTokon TyHHenupoBaHus (Layer 2 Tunneling Protocol, L2TP) sasnseT-
CSl pacluMpeHneM NpoTOKOMa CoeauHEeHUst Tuna «Todka-Todkay (Point-to-Point Protocol, PPP),
KOTOpbIA AonyckaeT LiupoBaHne nakeToB, NocraHHblXx no PPP-npoTokony Ha kaHarbHOM
YPOBHe nepefayv AaHHbIX.
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HecMoTpsi Ha TO, YTO 3TU TEXHONOMMM LUMPPOBAHUS MPUMEHSIIOTCS Ha pasHbIX YPOBHSX, OHU
BCce MoryT 6bITb YacTbto VPN. Heob6xoaMMo 0TMETUTb, YTO HEKOTOPbLIE U3 3TUX TEXHONOMUI He
MoryT obpabaTbiBaTb Bce pexumbl paboTbl VPN 6e3 AonONHUTENbHOM NMOMOLLM CO CTOPOHbI
APYrMX NPUMOXeHWUA NN NPOTOKOSIOB.

3.2.0630p npoTokonoB PPTP un L2TP

Ha kaHanbHOM ypoBHE CyLLECTBYIOT ABa NpoTokona ansa peanusauun VPN: npoTokon TyHHenu-
poBaHUA Tuna «Touvka-todka» (Point-to-point Tunneling Protocol, PPTP) n npotokon TyHHenu-
poBaHusA BToporo ypoBHs (Layer Two Tunneling Protocol, L2TP).

MpoTtokon PPTP

Mpotokon PPTP saBndetca ganbHenwnm passutuem npotokona PPP, koTopbli pacnpocTpa-
HWUIICS B CBA3WU C NOSIBNIEHNEM MOAEMHOro goctyna k cetn NMHTepHeT. MNpoTtokon PPTP 6bin oa-
HUM M3 nepBbIX NPOTOKoNoB Ans co3gaHua VPN 4epe3 KomMmyTupyemoe coefuHeHue u 6bin
pa3paboTaH KOHCOPUMYMOM Takux npoussoguTenen, kak Microsoft, US Robotics, Ascend un
3Com. [na wndppoBaHua npotokona PPP 6bin ncnonb3oBaH NPOTOKON ABYXTOYMEYHOro Wnd-
poBaHus Microsoft (Microsoft Point-to-Point Encryption, MPPE), koTopbIn ncnonb3yeT anroputm
RC4. OgHako 60nblUMHCTBO Npobnem B obnactu 6e30nacHOCTU BbINO CBA3AHO C HEHAAEXHO-
CTbIO MCMOMb3yemMoro Metoga ayTeHTuduKaumm — npoTtokona Microsoft ayteHTMdukaumm ¢
npegeaputenbHbiM cornacoBaHmemM BhidoBa (Microsoft Challenge/Reply HandShake Protocol,
MSCHAP). [ins ycTpaHeHus HegocTaTkoB Obin BbinyweH npotokon MSCHAP Bepcum 2. Mpo-
Tokon PPTP mncnonb3yeT Bce CBA3aHHblE NPOTOKOSbI, KOTOpble Nog06HbI npoTokony MSCHAP,
npoTtokony ayteHTudukauumn napons (Password Authentication Protocol, PAP), npoTtokony ay-
TeHTudMKaumMmM C npegBapuTenbHbiM — cornacoBaHnem Bbi3oBa (Challenge Handshake
Authentication Protocol, CHAP), pacwuvpeHHOMy npoTokony ayteHTudpukaumm (Extensible
Authentication Protocol, EAP).

MpoTtokon PPTP ucnonb3yeT fABa kaHana, paboTtarowmx coBmecTHo. epBbii — kaHan ynpas-
nexusa (nopt 1723/tcp). ATOT KaHan nockbinaeT B 06e CTOPOHbI BCE KOMaHAbl, KOTOpbIE yrnpas-
NS0T CeaHCOM MOoAKMoYeHns. BTOpon — mMHKanCynMpoBaHHbIN KaHan nepedayn AaHHbIX, siB-
NALWNACA BapuaHTOM MpoTokona oblwen uHkancynauum gns mapwpyTtudaumm (Generic
Routing Encapsulation, GRE, IP-npoTtokon 47). MNpeumywecTBoM TyHHensi npoTokona obuien
WHKanNCcynsaumMmM Ansg maplipytudaumm aBnsieTcs TO, YTO OH MOXEeT MHKancynupoBaTb U ne-
pedaBaTb NPOTOKOMbI, oTNMyarLwmeca oT npotokona IP. MNMepBoHayanbHO KNWEHT ycTaHaBnu-
BaeT CoeguHeHue C npoBavgepom ¢ nomowbto PPP, a 3arem ycrtaHaesnuBaetr TCP/IP-
coeanHeHue ¢ PPTP-cepBepoM 4epes UHTEpPHET.

B otnnume ot L2TP PPTP He TpebyeT pa3BépTbiBaHUS MHAPACTPYKTYpbl ANs cepTudukaTtos, a
ncnonb3yeT NaporbHY ayTeHTUMKaumo, 4To ynpowaet pasépToiBaHne VPN, HO B HeEKOTO-
pbIX criyqyasx cHuxaeT 6esonacHocTb. PPTP-cepBep nmeeT orpaHn4eHne no KonmyecTsy OL4HO-
BpeMeHHbIX nogkntoveHun. PPTP He ncnonesyet IPSec, noatomy npobnem ¢ TpaHcnaunen ag-
pecoB He BO3HUKaeT (He TpebyeTtca mexaHmam NAT Traversal).

Mpotokon PPTP peanunsoBaH BO MHOMMX annapaTtHbIX ycTporcTBax. Npotokon PPTP npu nHu-
unanusaumm cBa3u ucnonb3yet npoTtokon PPP, no aToMy MOXeT okasaTbCHA yA3BMMbIM K aTa-
Kam Tuna spoofing n «4yenosek nocepeanHe».

MpoTtokon L2TP

MpoTtokon L2TP (Layer 2 Tunneling Protocol) — oTkpbiTbin ctaHaapT IETF, koTopbin pewaet
MHorne npobnembl PPTP, n onpeaneneH B fokymeHTe RFC 2661. MNMpoTtokon L2TP dakTtuyecku
aBnseTca rmbpnaom AByX npeablayux npoTOKOMOB TYHHENUPOBAHUSA: NPOTOKONA NepechInkn
BTOpOro yposHs (Layer Two Forwarding, L2F) komnaHum Cisco n npotokona PPTP.

MpoTtokon L2TP, nogobHo npoTtokony PPTP, ucnonb3dyet npu ayteHTUdUKaLMmM Nonb3oBaTens
BO3MOXHOCTM npoTtokona PPP (npotokonsl MSCHAP, CHAP, EAP, PAP u T1.4.). AHanormyHo
npotokony PPTP npotokon L2TP ucnonb3yeT fgBa kaHamna CBA3W: COOOLEHUs ynpaBneHusa u
coobLeHnsa TyHHens Ans nepegayn gaHHolX. NepBbin 6UT 3aronoska npotokona PPTP crnyxut
AN ONo3HaHus 3TUX TUNoB coobweHnn (1 — gna coobweHun ynpasnennsa, 0 — ansa coob-
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LWeHnn gaHHbIX). CoobLleHnam ynpasneHnst gaetcs 6onee BbICOKUIA MPUOPUTET MO OTHOLLEHWIO
K COOBLLEHNAM AaHHbIX, YTOObI rapaHTMPOBaTh, YTO BakHas MHAOPMaLMsa afAMUHUCTPUPOBaHNS
ceaHca byaeT nepefaHa HacToOMNbKO BbICTPO, HACKONBKO 3TO BO3MOXHO.

MoakntoyeHve kaHana ynpaeneHus ycTaHaBnMBaeTCst AN TYHHEens, KOTOpbI 3aTeM COMpOBO-
XOaeTcs WHMUMMpoBaHMEM ceaHca npoTtokona L2TP. [Nocne 3aBeplleHUs MHULMMPOBAHMS
o6oux NogkntoyYeHnii MHopMauusi B Buae kaapos npoTtokona PPP HaunHaeT nepeaaBaTtbes No
TYHHEn!0.

dopmMupoBaHme 3aLLnLLLEHHOrO KaHana npoucxoauT B Tpu atana:
1. YcTaHoBneHue coeguHeHUs KNeHTa ¢ cepBepoM yaaneHHoro gocTyna.
2. AyTeHTMdMKaumnsa nonb3oBaTens.
3. KOHcpurypupoBaHue 3aLmLeHHOro TYHHEnS.

[na ycTaHOBNEHUs cCoequMHEHUsI C CEepBEPOM yaaneHHoro goctyna (ceteson cepsep L2TP)
yaaneHHbIn nonb3oBaTenb CBA3blBaeTcs o npotokony PPP ¢ koHueHTpaTopom goctyna L2TP
(Local Access Concentrator, LAC), 06bl4HO (OyHKUMOHMpPYKOLLEM Ha cepBepe npoBangepa.
KoHueHTpaTop JOCTyna MOXeT BbINOMHUTL ayTEHTUMUKALUMIO NONb3oBaTeENA OT UMEHW NpoBan-
Aepa. o 3agaHHOMY MMeHU nonyyaTensa KoHUeHTpaTop 4OCTyna onpegenseT agpec ceTeBoro
cepepa L2TP (L2TP Network Server, LNS), koTopbIi 3alumiLaeT ceTb C 3a4aHHbIM agpecom.
Mexay KoHueHTpaTopoM gocTtyna u cepsepom L2TP ycTtaHaBnuBaeTca coeguHeHue. [danee
npou3BoANTCS ayTeHTUMKaumna nonb3oBaTens cepsepom L2TP. B cnydae ycnewwHom ayTeHTu-
dmKaumm yctaHaBnMBaETCS 3allUULLEHHbIA TYHHENb MeXy KOHLIeHTpaTopoM JOCTyna U cepBe-
pom L2TP. C nomoubio ynpaBnstowmx CoobLieHMn NpoM3BOANTCSA HacTporka napamMeTpoB
TYHHENs, Npu4yeM B OOHOM TyHHene MoXeT ObITb HECKONbKO ceaHCcoB nonb3oBatens. lMpu uc-
nonb3oBaHun |IPSec naketbl L2TP wuHkancynupytotca B UDP-na-keTbl, kOoTOpble nepenarTcs
KOHLeHTpaTopoM aoctyna u cepsepoM L2TP uepes IPSec-TyHHenb (nopT 1701/tcp). B 6onb-
LLMHCTBE CIly4aeB KIMMEHT cam BeicTynaeT B ponu LAC.

L2TP ucnonbayeT ceptudunkatbl Ans ayTeHTUUKaLMK, 3a CYET Yero ynpowaeTcs agMUHUCT-
pypoBaHMe cepBepa C BOMbLUMM KONMYECTBOM KITMEHTOB M NoBbilaeTcst 6e3onacHocTb. B oT-
nuyne ot PPTP nmeeTca BO3MOXHOCTb CO34aHUsI HECKONbKNX BUPTYyarbHbIX CeTeN Yepes OAunH
TyHHenb. B cnyyae, korga L2TP ucnonb3yet IPSec, npu HeobxogmMmMocTy TpaHcnsaumMm agpecos
Tpebyetca NAT Traversal Ha LNS.

CpaBHeHune PPTP/L2TP

1. B PPTP wudpoBaHne OaHHbIX HaunHaeTcs nocre ycrtaHosreHus PPP-coeanHeHus. B
L2TP/IPSec wudpoBaHne Ha4YMHaeTCs 40 YCTAaHOBIIEHUS] TAKOro COEANHEHMS.

2. B PPTP ansa wudpoBaHua npumeHsietca npotokonn MPPE, ocHOBaHHbIM Ha anroputme
RSA RC4, kotopbin obecrneuymBaeT BO3MOXHOCTb nNpuMeHeHust 40-, 56- n 128-6UTHbIX
kntoden. B L2TP/IPSec BO3MOXHO NPUMEHEHNE NIOOLIX anropMTMOB  LWINpoBaHus, nNoa-
aepxxumeaembix IPSec.

3. B PPTP wucnonbsyetcs ayteHTudumkauma PPP (cepBep ayTeHTUUUMPYET KrveHTa no
nape noruH-naponb). B L2TP/IPSec Hapsgy ¢ y4€THOM napon NpUMEHSIETCA U ayTeHTu-
durkauma no ceptudukaTam.

3.3.MpoTtokon IPSEC

HecmoTps Ha To, 4yTO NpoTokon IP ctan Hanbonee ncnornb3yeMbiM NMPOTOKONIOM CBS3U BO BCEM
Mupe n 6asoBor TexHonornen NHTepHeTa, OH UMEET MHOXECTBO CYLLECTBEHHbIX HEAOCTATKOB.
Cpean HMX HeobGXoAMMO OTMETUTb OrpaHUYEHHOCTb aApeCcHOro NMPOCTPaHCTBA M HEAOCTaTKM
BHYTpeHHen 6e3onacHoCcTU. [NaBHOM NPUYMHOM 3TMX HEOOCTaTKoB sBnseTrca 1o, 4Tto IP-
NPOTOKON M3HavanbHO He Obln NpegHa3HayYeH Ans MaccoBOro MCMNoSib30BaHWS.

B kauecTtBe passutusa IP-npoTokona 6bina paspaboTtaHa ero HoBasi Bepcus IPv6 (IP-npoTtokon
Bepcuu 6), B KOTOPOW MblTanucb pewmnTb npobnemsl npeawecTByrowmnx Bepcuin. Nockonbky
NpuHATNE HOBOW Bepcun IP-npoTokona 3aTpyaHUTENbHO, YTO BbI3BAHO MOCTOAHHLIM POCTOM
WHTepHeTa n rpomagHbiM pas3HOOOpa3nem YCTaHOBIIEHHOW annapaTypbl U NPOrpaMmHOro
obecneyeHunsi, To Mepbl 6e30nacHOCTU, BKMOYEHHbIE B IPV6, Obiiv nepeHeceHbl B TEKYLLYHO
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Bepcuio |IPv4 B BMAOE OONOSHMTENBHONO KOMMJIEKTA NPOTOKOMOB. ATOT HAabop NPOTOKOMNOB Ha-
3Banu koMmnnektom npotokonoB IPSec (IPSec Protocol Suite).

MoakntodeHne no npoTtokony IPSec nveeT ABa OCHOBHbLIX pexuma: TpaHCNOpPTHbIN (transport) u
TYHHenbHbIN (tunnel). TpaHCcnopTHBIM pexnm — 3To hopma CBA3M TUNa y3en-y3en, rae npume-
HAeTCs WngpoBaHMe TONbKO coaepxaTenbHon YacTu naketa. /3-3a ABYXTOHMEYHOro xapakrepa
CBSA3N COOTBETCTBYIOLLEE NporpammHoe obecneveHne Heobxoanmo 3arpy3ntb (YCTaHOBWUTBL) Ha
BCe CBA3blBaloLLMeECs Mexay cobown y3nbl ceTun, Y4To npeacraBnsdeT cobon JOCTaTOYHO cepbes-
Hyto npobnemy. 3710T pexkum VPN ygobHO mncnonb3oBath AN 3aWIMAPPOBaHHOM CBA3N MeEXay
y3namu OHOWM ceTu.

Pexum TyHHennpoBaHusi MpUMeEHsieTCs npu cosgaHum GonblwmnHcTBa VPN; notomy 4To OH
WnppyeT BeCb OpUrMHanbHbIN NakeT. Pexxum TyHHeNMpoBaHUs MOXET NPUMEHATLCA ANg opra-
HU3auUKW CBA3M TUNa y3esn-y3en, y3en-wo3 unu wnos-wno3. MNpu opraHMsaumm ceBasu tuna
LUMO3-LUM03 3HAYUTENbHO YNPOLLIAETCs CBA3b MEXAy CeTsaMU, He TpebyeTcs ycTaHoBKa cneuu-
anbHoro N0 Ha y3nax ceTu.

MepBas uenb cemencTea npoTtokonoB |IPSec coctont B o6ecneveHnn koHUOEHLMANBHOCTY,
LeNOCTHOCTM N ayTeHTudmkaunmn mnHhpopmauuun, nepegasaemMon nocpencrsom IP-npoTtokona.
370 gocTuraeTcsa ¢ NOMOLLBO NpoTokona obmeHa nHtepHeT-kntodamm (Internet Key Exchange,
IKE), npotokona ESP u npotokona AH. KombuHauusa aTux Tpex npoTokonoB obecneuymBaet
©e3onacHbIi 0OMEH MHopMaLMEN.

BTopon uenbio cemenctea npotokonoB IPSec sBnsieTcs npenoctaBneHune paspabotymnkam MO
Habopa cTaHgapToB. YCTaHoBIEeHMe 6e30MacHoOro cCoeanHeHNs HaYMHaeTcsl ¢ OpPMNPOBaHNS
accoumaumn obecnedenna 6esonacHocTn (Security Association, SA) mexagy OBymsi coobLiato-
LLMMUNCH CTOPOHAMM.

Accouunauma obecnevyeHusa 6esonacHocTu

OcHoBa accoumaunn obecnedeHnsa 6e30nacHOCTU 3aKn4YaeTcs B COrnalleHnn gByX CTOPOH O
TOM, KaK OHWM MoryT 6e3onacHo nepegasaTb CBOK MHdOpMauuto. B npouecce cornaweHust cTo-
POHbI OrOBapMBalOT AeTanu 3allmLeHHOro obmMeHa. Pe3ynbTaTom Takoro cornailleHust n sBns-
eTcsa accoumaumsi obecnedeHms 6esonacHocT. Kaxxgomy ceaHcy CBSI38M COMOCTaBNSATCS ABE
accoumaumm — o O4HOWN Ha KaXKgoro napTHepa CBs3W.

MonoxutenbHbIMK YepTamu NpoTokona IPSec sBNSATCA OTKPLITOCTbL €ro cTaHgapTa aAns noa-
AEPXKKA MHOXECTBA NMPOTOKOIIOB M PEXUMOB CBSA3W, @ Takke Noadepkka pasfinyHbIX anroput-
MOB LUM(PPOBaHNS M pasnuyHbIX Xaww-yHkumn. Mpexae yem goroBapuBaTtbcs 06 accouunauunm
obecneyeHns 6e3onacHOCTU, HEOBXOANMO NoKanbHOE KOHUrypupoBaHne anemMeHToB npoTo-
kona IPSec, koTopble OaHHbIN NapTHEpP cobMpaeTcsa nogaepXkmnBatb. QTN NapamMeTpbl HACTPOR-
Ku XpaHaTcsa B 6ase gaHHbIX nonuTtukm 6esonacHoctn (Security Policy Database, SPD).

Mocne cornacoBaHus accouuaumsi obecneveHmss 6e30nacHOCTU codepXuTcss B 6ase AaHHbIX
accoumaumm obecnedeHunsa 6esonacHoctn (Security Association Database, SAD). 310 Heobxo-
AMMO, MOCKOSbKY Y3eNn CEeTU MOXET MHULMAaNU3NpoBaTb HECKOSBKO CEaHCOB, KaXaoMy M3 KOTO-
PbIX MOXET COOTBETCTBOBATb CBOSA SA.

MocKkonbKy ANsi KaXgoro CeTeBOro YCTPOWCTBA AOCTYNHO MHOXECTBO CeaHCOB MNPOTOKOna
IPSec, ana npaBunbHOro yHKLMOHMPOBAHMSA npouecca Heobxoammo, YTobbl Kaxdbli ceaHc
cornacoBaHna SA wnmen cBOM COOBCTBEHHbIN YHUKaANbHbIN MAeHTUMKaTop. OTOT WAEH-
TUUKATOP COCTaBMSETCA U3 YHUKANbHOrO MHAEKca napameTtpa obecnedeHus Ge3onacHoOCTU
(Security Parameter Index, SPI), koTopbin onpegensieT, kakaa 3anucb B[l SA cooteeTcTByeT
paccMatpuBaeMoMy noaknoyeHnto. Kpome TOro, ydumtbiBaeTCcsl agpec HasHayeHus U naeH-
TudumkaTop ncnonbdyemoro npotokona (ESP nnu AH).

MpoTokon o6MeHa NHTepHeT-KN4Yamu
MpoTokon obMeHa UHTEPHET-KMIYaMK NpedHasHayYeH ans ayTeHTudmKaumm 1 cornacoBaHus
napameTtpoB obmeHa npotokona IPSec. MNpoTtokon IKE npeactaenseT cobon KOMOBUHaLMIO ABYX
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MPOTOKOSIOB: NPOTOKOMa yrnpasneHns accounaunsaMmm n Nnpotokona ynpasneHus knovamm obec-
neyeHms 6esonacHocTn B cetn NHTepHeT (Internet Security Association and Key Management
Protocol, ISAKMP), Ha3biBaeMbix ha3amu yCTAHOBIEHUSA. YNpaBneHne Krioyamm MOXHO Bbl-
NOSMHATL BPYYHYHO UK UCnonb3ys anbTepHaTtusbl npoTokona IKE, Takme kak 6e3onacHas cnyx-
0a gomeHHbix mmeH (Secure DNS), Photuris mnn npocton npotokonn obmeHa MHTEpHET-
knoyamm (Simple Key Internet Protocol, SKIP).

MNepBas thasa npotokona IKE. Ha nepson ase npotokona IKE yaaneHHbIn nonb3oBaTtesib Ha-
YMHaeT ceaHc co wnt3oBbIM ycTponcteoM VPN. MNepBasa dasa BbINONHAET ABe (DYHKLUMU: ay-
TeHTUMKaUUNIO yaaneHHoro nonb3oBaTtensa u o6MeH MHgopmaumen 06 OTKPbITbIX KrtoYax, Ko-
Topble OyayT ncnonb3oBaTbCs BO BTOpPOW dhase.

AyTEHTUDUKALMIO MOXHO BbINOSTHUTL HECKOSNbKMMM pasnuyHbiMy cnocobammn. Hanbonee vacto
NCNOMb3YTCA TEXHOMOrMA NpeaBapuTenbHO pacnpocTpaHaemMblx Kroyven (pre-shared keys) u
TEXHOMNOMSA LNPPOBLIX CEPTUDOMKATOB. TEPMUH «NpeaBapuTeSibHO pacnpocTpaHseMble K-
4YM» O3HAYaeT, YTO 3HAYEHUA KNoYen npeasapuUTerbHO 3a4al0TCA Ha BCEX KOMMbIOTepax, KOTo-
pble cobupatoTcs yctaHaBnueaTtb coeguHeHust yepe3 VPN (4TO sSBNSieTCs CyLeCTBEHHbIM He-
aoctatkom). [Npu BTopom cnocobe ncnonbayotea umdpoBble yaoctoBepeHus (LmdpoBblie cep-
TndukaTtsl, digital certificates), koTopble MOryT HasHa4aTbCs OTAENBbHO ANS KaKOoro obbekTa,
KoTopbii coeauHsaeTca ¢ VPN. LndposbiMu cepTudukatamm MOXHO yaaneHHO ynpaBnaTb U
aAMUHUCTPMPOBATbL M3 YNOSTHOMOYEHHOTO LeHTpa ceptudukaumm (Certificate Authority, CA).

CepTudukaumoHHasa cnyxba saBnsieTca LeHTpanbHbIM 3N1EMEHTOM CTPYKTYpbl, Ha3biBaeMoWn
NMHpaCTPYKTYpor ¢ OTKpbITLIM KrtodoMm (Public Key Infrastructure, PKI). 3a nHdppacTpykTypon
PKI cTtouT koHuenuus nybnmnyHO OOCTYMHOW CTPYKTYpbl, pacnpegensiowen nHgopmauuio ob
OTKPbITbIX (MYGNUYHBIX) KITto4ax.

B nepeon ¢ase npu obmeHe ayTeHTUdUKALMOHHON MHOpMaunen n napameTpamm 6esonac-
HOCTM MOTYT UCMONb30BaTLCA ABA PeXnma: OCHOBHOM (main mode) n arpeccuBHbIN (aggressive
mode). Pasnuuma mexay HAMKU 3aKnoyalTca B KONMMYECTBE CETEBbIX NaKeToB, KOTOPbIMU 06-
MEHMBAIOTCS CTOPOHbI, U BO BPEMEHW, 3a KOTOPOE FEHEPUPYETCH OTKPbITLIN KItod. ArpeccuB-
HbIR PEXMM MCNONb3YyeT AOMOSNTHUTENbHbIA 3aroflIoBOK MEHbLUETO pa3Mepa, HO OCHOBHOW PEXUM
obnapaet Gonbluen 6e30nacHOCTLI0 M MCNOMb3yeTCs Yalle BCEro.

BTtopas dasa npotokona IKE. Bo BTopoi dase npoTtokona IKE cornacoBbiBatoTCA KOHKPETHbIE
napameTpbl accouuaumm obecnedeHns 6esonacHoctn IPSec. [laHHOe cornacoBaHue nogobHo
arpeccuBHoMy pexmmy obmeHa nHdpopmauuven nepeon ¢asbl. [Nocne 3aBepLleHns BTopon da-
3bl (popmmpyeTcs SA 1 nonb3oBaTtenb nonyvaeT nogknoyeHne Kk VPN.

Bo BTOpon (hase BO3MOXEH €AMHCTBEHHbLIN PEXMM COrfacoBaHua — ObICTPbLIN pexum (quick
mode). BbICTpbIN pexum npeactaBnseT cobon KOpOTKMI 0BMEH, UCMOMb3YOLWMA TpU NakeTa.
Bce o6meHbl BTOpon dhasbl 3alimdpoBaHbl C MOMOLLbIO COMlacoOBaHHbIX BO BPeMsi NepBon da-
3bl MPOTOKOSIOB M TUNOB KOAMPOBaHMS. [1pn 3TOM MCNOMnb3yeTcs TOMbKO 3aliMTa, OCHOBAHHAasA
Ha UCNONb30BaHNN X3LLU-(PYHKUUK U HOHCE (nonce), BKMAYaeMblX B CeTeBble NakeTbl AN nog-
TBEPXOEHNS UX OPUTMHANbHOCTU (HOHCE ABMSieTCA NOATBEPXKAEHMEM TOro hakTa, 4To MHGOP-
Mauus O KIoye UCXoOauT U3 OXnaaemoro UCTOYHMKa. HoHce — 3To cnyyamHoe Yucno, reHepu-
pyemoe MHMLMaTOPOM CBSI3M, KOTOPOE 3aBepsieTCs PeCNOHAEHTOM LMdpPOBON MOAMUCHI0 U No-
cblriaeTca obpaTHO).

[aHHasa peanusaums BkrnovaeT B cebs Takke mgeHTudumkaTop nocraswumka (vendor ID, VID),
NO3BOMALLNA yHaCTHMKAM MeEXNaTdOopPMeEHHbIX B3aMMOOENCTBMI AenaTb NpeanonoxeHns o
BO3MOXHOCTAX M KOH(Urypauumn nx napTHEPOB, KOTOPbIE MOTYT UMETb PasfMYHbIX U3roTOBUTE-
newn. MNocne cosgaHns accoumauumn obecneyeHnss 6€30nNacHOCTM, UCNONb3YEMOW NPOTOKOSIOM
IKE, MOXXHO npuMeHATb NpoTokornbl obecnedyeHns 6esonacHocTu. MNpu noctpoeHun VPN, ocHo-
BaHHOM Ha npoTtokone IPSec, MOXHO BbiOpaTh MCNOMNb30BaHME OAHOro U3 NpoTokonos (AH vnu
ESP) unu ncnonb3oBaTb X OAHOBPEMEHHO.
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YnpaeneHve knwvamu. NpumeHsiembli No ymonyanuio ans |IPSec npoTtokon aBToMaTtusmnpo-

BaHHOro ynpasneHunsa knovamu HasbiBaetcs ISAKMP/Oakley n coctouT u3 cnegylowwmx ane-

MEHTOB:

v' npoTokon onpegeneHus kntodenn Oakley — npoTokon Ha ocHoBe anroputma Oduddu-
XennmaHa, Ho obecneudnBatoLmMii 4ONONHUTENBHYIO 3awuTy. NpoTokon Oakley Ha3biBaeT-
Cs1 OOLKM, TaK KaK OH HE OUKTYET UCMONb30BaHNA KaKMX-NTMBO KOHKPETHbIX (OPMaToB;

v' NPOTOKON 3aLUMLLEHHBLIX CBA3EN M yNpaBneHus knovamm B IHTepHeTe — obecneynBaeT oc-
HOBY CXeMbl yrnpaBrieHUsa KNnio4aMmy U NogaepXky crneuuanbHOro npotokona u Heobxoau-
MbIX (hopmMaToB Npoueaypbl cornacoBaHns aTpnubyToB 3aLUnThI.

ISAKMP He 3acTaBnsieT uUcnosib30oBaTb KAKOW-TO KOHKPETHbIA anroputM obmeHa kniodamu, a
npeanaraeT Ucnonb3oBaTthb JI060N NOAOOHLIN anropuTM.

Mpotokon Oakley paspaboTtaH B UeNsXx COXpaHeHus npeumyliecTB anroputma [Ouddu-
XennmaHa u yctpaHeHusi ero HegoctaTkoB. Anroputm Oakley xapaktepusyeTcsi cnegyowmnmm
0CODEHHOCTAMM:

v' 1Ccnonb3oBaHMe MEXaHM3MOB peLienToB (cookies) Ans 3awWmTbl OT aTak 3aCcopeHUs;

v/ cornaweHue AByx CTOPOH O rpynne, KOTopas onpeaensiet napameTpbl anroputMa obmeHa
kntovammn Oudppun-XennmaHa;

MCnonb3oBaHWe okasui Ansi NPOTUBOCTOSAHMS aTakamM NOBTOpPa COOBLLEHWI;

0OMeH OTKpbITbIMM Kntovamu dnddun-Xennmaa;

ayTeHTUmkauna obmeHa Ans NPOTUBOCTOAHNS aTakaM «4YenoBeEK NocepeanHe».

ANANEN

MpoTokon ayTeHTU(hUKaL MM 3aronoBKa

Mpotokon AH — 310 IP-npoTokon 51. OH nogaepxuBaeT PYHKUMOHASbHLIE BO3MOXHOCTU ay-
TeHTUMKaUUM 1 NPOBEPKN LIENOCTHOCTU, HO He nogaepXuBaeT KOHPUOAEHUNanNbLHOCTb coaep-
XUMOro nakeTa.

ObecneyeHre ayTeHTUMUKALMM N 3aLLNTbI LLENOCTHOCTN gocTturaeTtca agobasneHnemM OONOMHU-
TenbHOro 3arornoBka K |IP-nakeTy. OTOT 3arofloBOK COAEPXUT LMAPOBYIO NOAMNUCH, Ha3biBaeMYHO
3HayeHneM npoBepkun LenoctHocTh (Integrity Check Value, ICV), koTopas g9BnsieTCA B OCHOB-
HOM 3HayYyeHMeMm X3L-(PyHKUUKW, NOATBEPXKAAMOWEN, YTO NakeT He Obin M3MEeHeH BO BpeMmsi
TpaHcnopTa.

WHopmauus IP-npoTokona, cogepxallasaca B nakete, rapaHTupyeT NpaBuiibHOCTb COAEPKU-
MOro nakeTta, HO OHa nepegaeTcs B OTKpbITOM Buae. [Nockonbky npoTtokon AH npocmatpuBaet
3aronoBok |P-nakeTa npu BblUUCIIEHMM LMAPOBOM Noanucn, MOXHoO ybeautbces, yuTto |IP-agpec
oTnNpaBUTENS NOAMMHHBLIN U YTO MNAKET UCXOOMT OT TOro, Koro TpebyeTtcs.

Mpotokon AH Takke nopaepXxuBaeT WCMNONb30BaHWE MOPSAKOBbIX HOMEPOB (sequence
numbers), nomorawLwmx NnpeaoTspaLlaTb Hanag HUSA, OCHOBaHHbIE HA MOBTOPHOM UCMOSb30Ba-
HUM naketa (replay attack). 3Tn HoMmepa MCNoNb3yTCA KOMMYHUKALMOHHLIMU YCTPONCTBaAMM
ANsi OTCNEeXMBaHWA NOTOKa CETEBbLIX NAKETOB ceaHca CBA3M.

Cneaytowmn | [OnuHa cogep-

3ape3epBnpoBaHO
3arofloBOK | XXMMOro nakeTta

WHaekc napameTpa obecneveHuns 6e3onacHocTtu (SPI)
MopsaakoBbI HOMEP

NHdopmauusa ayTeHTudmnkaumm
(nepemeHHast AnvHa, kpatHasa 32 6antam)

PucyHok 4.5. CTpykTypa 3aronoska AH-nakerta.

Wcnonb3oBaHne mHdbopmaunn IP-3aronoeka npotokorniom AH genaet ero HeCoBMECTUMbIM C
ncnonos3osaHveM NAT. CTpykTypa 3aronoBka AH-naketa npeacraBneHa Ha pucyHke 4.5.
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lNone cnepyrollero 3arofnoBka COAepXUT MAEHTUdUKaTOP, onpenensawm TMn 3arofnoBka na-
KeTa, crnegytowlero 3a 3aronoskoM AH-nakeTta. lNone gnnHbLI COOEPXXUMOro nakeTa onpegensiet
AnuHy 3aronoeka AH-naketa. MiHaoekc napameTtpa obecneyeHnss 6e30nacHOCTU MokasbiBaeT,
4YacTblO KaKoro yHMKanbHOro noToka cBA3n accoumaummn obecneyeHnss 6esonacHocTn aBnseTca
paccMmaTpuBaeMblil NakeT.

"AyTeHTAQIIMPYETCA 33 HCKTIDTEHUEM
HIMEHACMEBIX MoNel

3amﬁ;:umx 3@:1{;501: 3&1%11(:%501{ Hauswe | AH (TpancnopTHbif

peacHM)

L A

JaromoBok | 3aromoBoK

IP TCP Havuble | Pexompnit maker
migc?:;ﬁx 3arcnobpok | 3arononok | 3aronosox | — AH (ryuHensHHH
1P AH 1P TCP pesuM)

AyTeHTHHMUYPYETCA 32 HCKNIOYCHHMEM H3MCHAEMEIX
monei p HosoM [P-3aronosxe

PucyHok 4.6. Cxema npeobpasoBaHusi uCXxoaHoro naketa B AH-naker.

MopsgKkoBbIM HOMEP — YHUKamNbHOE YBenu4uMBaloleecs 3HavyeHue, KOTopoe npeaHasHayeHo
Ans NPOTMBOAENCTBUSA NOBTOPHOMY MCMOSb30BaHMIO naketa. [lone nHdopmaunn ayteHTudpun-
KauMm COAEPXMUT 3HaYeHUe NPOBEPKM LIENTOCTHOCTM U UMAPOBYO NOANUCH, NOATBEPXKOAOLLYIO
NOANMHHOCTL paccMaTpmBaemMoro naketa. Cxema npeobpasoBaHusi MCXoAHOro naketa B AH-
nakeT Ans pasnuyHbIX peXXxMMoB NpueegeHa Ha pucyHke 4.6.

NMpoTokon 6e3onacHON MHKaNCcynsAuumM coaepXXMMoro naketa

Mpotokon ESP — ato IP-npotokon 50. OH obecneymBaeT KOHPUOEHUMANBHOCTL NPYU NOMOLLM
nonHoro wundposaHus cogepxmnmoro IP-naketos. NpoTtokon ESP peann3oBaH B Buae moayrnen
N MOXET MCMONb30BaTb N0G0E KONMMYECTBO AOCTYMNHbIX CUMMETPUYHBIX anropuTMoB LLMdpoBa-
Hua, B Yncne kotopbix DES, 3DES, IDEA. MNMpumeHeHune npoTtokona ESP pasnuyaetcsa B 3aBu-
CUMOCTM OT UCMNONb3yeEMOro pexnma npoTtokona IPSec.

B TpaHcnopTHOM pexnme npoTtokon ESP npocto go6aBnsaeTt cBon COBCTBEHHbIN 3arofioBOK No-
cne IP-3aronoBka 1 3alM@pOBbIBAET OCTasibHYH0 YacTb CETEBOr0 NakeTa HadMHas C TpaHC-
MOPTHOrO YpoBHA. Ecnn npu atom onpegeneHa cnyxba ayteHTudukaumm, To npotokon ESP
nobasnseT KoHueByto MeTKy (trailer). KoHueBass MeTka npegHasHavyeHa ASi9 NOLTBEPXAEHUS
LeNOCTHOCTN NakeTa u ayTeHTudmkaumm (B otTnmume ot npoTtokona AH 3HavyeHne npoBepku Le-
NOCTHOCTYU BbluncnsieTca 6e3 ncnonb3oBaHnsa nHgopmauumn ns IP-3aronoska).

Mpn Mcnonb3oBaHUN TYHHENBHOMO pexmnma npotokon ESP mHkancynupyeT opurnHanbHbIv na-
KET MOMHOCTBIO, WNpysa ero LenmkoMm n cosgasas HoBbi |IP-3aronoBok n ESP-3aronosok B
ycTponcTee TyHHenunpoBaHus. KoHueBas meTka Takke gobasnsieTcs B cnyyae Bbibopa ayTeH-
TndmKaLMoHHOro cepeurca npotokona ESP.

B ntobom pexmme npotokon ESP ncnonb3yeT B kaxXaoM ceTeBOM NakeTe NopsaKoBble HOMepA.
Mpn pabote npotokona ESP B TyHHeNbHOM pexume MOXHO ucnonb3oBaTb NAT. CTpykTypa
3aronoska naketa ESP npusegeHa Ha pucyHke 4.7.
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Hagexe napaMeTpa obecnedeHns Hesomacnoct (SPU)

IMopaakorwit HoMep
Conepxymoe naxera
/ (mepeMeHHas BeTHMMHA, KpaTHad 32 GUT)
3anoHeHMe (CIMIHOHATBHO) Z
(nepeMeHHas BeMMYHHA, KpaTHad 32 6uT)
Cremyromi

JluiHa sanonHeHua OBOK

i HudopMarmas ayreHTRGHKALH {OMIHOHUTBHO)
PucyHok 4.7. CTpykTypa 3arosnoBka naketa ESP.

Mone ANVHbI 3anonHEHUs yKasbiBaeT, HACKOMbKO 3aMofIHEHO COAEPXKMMOE nakeTa (ecnv Takoe
BOOOLLE MMEET MEeCTO), YTOObI ANMHA COAEPXKUMOro MakeTa M nocneayoLwme nons 3arorioBka
COOTBETCTBOBany TpeboBaHU0 BbipaBHMBAHUA ANVHbLI CETEBOrO MakeTa.

lMone cneaytowero 3aronoBka coobLiaeT HOMep NPOTOKOMNa nakeTa, KOTOPbIA MHKaNCynMpoBaH
BHYTpPU nakeTa npoTokona ESP. MNone vHdopmaumm ayTeHTUpUKaLUMM cooepxmt AOMNOMHU-
TenbHOe 3Ha4YeHne NPOBEPKUN LLENOCTHOCTU, KOTOPOE JOCTYMNHO AN NakeToB npoTokona ESP.

§ AyreHTuduuma
Olxdposarie -
ESP
IR SRS | RGP | Mwouwe K| Af (pascnopmusn
DEXHM)
Samflgnox 331'_?1(1:(}’50“ Hamibie | KHexomusit maxer
 J L
Hoseat on
3aroNOBOK BMEE%M 3amlnl?mx SmT%%mx el b b P e
IP pexay)
IMudposanue
AyrerTuduims

PucyHok 4.8. Cxema npeobpa3oBaHus UCXOAHOro nakeTa B nakeT ESP.

Cxema npeobpasoBaHus ICXOAHOrO nakeTta B nakeT ESP aAns pasnuyHbix pexxumMoB npuseaeHa
Ha pucyHke 4.8.
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CoBMecTHOe ucnonb3oBaHue npotokonos ESP u AH

OtoenbHas 3aWuuUleHHasa CBA3b MOXET ucrnonb3oBaTb nNubo npotokon AH, nnbo npoTtokon
ESP, HO HuKak He oba 3Tn MpoToKona OgHOBPEMEHHO. TEM HE MeHee, MHOr4a KOHKPETHOMY
NOTOKY AaHHbIX MOXeT TpeboBaTbes un cepsuc AH, n cepsuc ESP. Bo Bcex cnyyasax ogHomy
NOTOKY ANA nonyyveHus komnnekca ycnyr IPSec TpebyeTcs HECKONbKO 3alUMLLEHHbIX CBA3EWN.
Takonn Habop 3alMLLEHHbIX CBSA3EN Ha3blBAETCA MNyYKOM 3alUMLLEHHbIX CBsA3en (security
association bundle), nocpeacTBoM KOTOPOro MOTOKY OOMMKEH NPedoCTaBNATbCS HEOOXOANMbIN
Habop ycnyr IPSec. Npn aTOM 3almLLEHHbIE CBA3M B My4YKe MOryT 3aBepLUaTbCs B PasfmyHbIX
KOHEYHbIX TOYKaXx.

3awuiieHHble CBSI3M MOTYT ObITb 06bEeAMHEHDBI B NyYKX CReayoLWmMMn ABymMs cnocobamu:

1. TpaHcnopTHOM CMEXHOCTU — B 9TOM Cryvae NPUMEHAOTCA HECKOMbKO NPOTOKOMOB 3aLLMThI
K ogHoMy |P-nakety 6e3 co3gaHusa TyHHend. Ota kombuHaums AH n ESP addektnBHa
TONbKO AN OOHOrO YPOBHSI BMOXEHHOCTM, Tak Kak obGpaboTka BbINOMHAETCA B OOHOM
Touke — IPSec KoHe4Horo nonyyartens.

2. [loBTOPHOrO TYHHENUPOBAHUS — B 3TOM Cllydae NPUMEHSIOTCA HECKONbKO YpOBHEN NPOTO-
KOMOB 3alnTbl C MOMOLbI0 TyHHenuposaHusa IP. 3TOT nogoxod AonyckaeT MHOXeCTBO
YPOBHEN BMOXEHNHA, MOCKOMNbKY TYHHENM MOTryT HauMHaTbCA M 3aBepLlaTbCa B pasHbIX UC-
nonb3ytowmx IPSec yanax cety B4oMnb MapLupyTa nepegayv AaHHbIX.

Kpome Toro, atm gBa nogxoga MOXHO 00beanHWUTb. Toraa npyv pacCMOTPEHUU MYYKOB 3aluu-
LLIeHHbIX CBA3EW BO3HUKAET BOMPOC — B KAKOM MOpsAAKe MOTYT NPUMEHATLCA ayTeHTUdmKauna n
LWndpoBaHme Mexay AaHHOW Napon KOHEYHbIX y350B. PaccMOTpUM HECKOSbKO NOAXO040B K Ta-
KOMY KOMOGUHMPOBAHMWIO.

B cnyyae npumeHenus ESP ¢ onumen ayteHTudmkauum nonb3oBaTteslb CHavana npuMeHsieT

ESP k Tpebylowum 3awmuTbl AaHHbIM, a 3aTeM [06aBnseT none AaHHbIX ayTeHTudukaumm. B

3aBMCUMOCTU OT MUCMOMb3yEMbIX PEXMMOB BO3MOXHbI Criegyouime BapnaHTbl (B 06omnx BapmaH-

Tax ayTeHTUdunKauum nognexnT WMGPOBaHHbIA TEKCT):

v' TpaHCMNopTHbIN pexum ESP — ayTteHTudmrkaumnsa n wmndpoBaHme NPUMEHSIOTCS K MONe3Ho-
My rpysy IP, goctasnsemMmomy y3ny agpecaTta, HO Npu 3TOM 3aronoBok IP He 3awuwlaeTcs;

v' TyHHenbHbIN pexum ESP — ayteHTudmkauusa npumeHsietTcs ko BceMmy nakety IP, gocrae-
naemomy no agpecy IP BHelwHero nonyvarens (Hanpumep, M3), 1 BbINONHAETCS 3TUM MO-
nyyatenem. Becb BHyTpeHHUIN nakeT IP 3awmiiaetca MexaHn3amomM CEKPETHOCTU, MOCKOSb-
Ky npegHasHadeH ans JOoCTaBku BHyTPeHHeMy agpecaty |P.

B cnyyae TpaHCMOPTHOM CMEXHOCTU WCMNOMb3yeTcsl NMYYOK U3 ABYX 3alUULLEHHbIX CBA3EN B
TPaHCMOPTHOM pPeXMMeE, FAe BHYTPEHHSAS CBA3b SABNSAETCA 3alluLLeHHON cBsA3bio ESP, a BHeww-
HAs — 3awmweHHon ceasbio AH. B atom cnyyae ESP ncnonb3yetca 6e3 onunm ayteHTudum-
Kaummn. MNMoCcKONbKy BHYTPEHHAS 3alUMLeHHasi CBA3b UCNONb3YeTCs B TPAHCMOPTHOM peXMME,
WnppoBaHUIO NognexunT nonesHeli rpys IP. MNonyyaembli B pesdynbTaTe naketT COCTOMT U3 3a-
ronoska IP, 3a koTopbiM crneaytoT AaHHble ESP. 3atem npumeHsietcs AH B TpaHCNOpTHOM pe-
XnMe, Tak 4YTo ayTeHTudukaums byaet oxBaTbiBaTb AaHHble ESP 1 opuriHanbHbI 3aronoBok
IP, 3a ucknoyeHmeMm nsmeHsiemMblx nonen. [JOCTOMHCTBOM JaHHOro nogxoda siBNsieTcs To, YTO
npy KOMOMHMPOBAHHOM NoaxoAde ayTeHTUMKaums oxsaTbiBaeT HonbLue Nonen, BKYas nons
agpecos |IP nctoyHuka n HasHavyeHnsa. HegoctaTok cBs3aH C UCMOMb30BaHMEM ABYX 3aLUULLEH-
HbIX CBS3eN BMECTO OA4HOMN.

PaccmMoTpmMM TpaHCNOPTHO-TYHHENbHBIN pexuM. B HekoTopbIx cryyasx uernecoobpasHbiM SB-
nseTcs NpUMeHeHne ayTeHTUduKaumMm 0o WudpoBaHua. [ns aToro uUcnonb3yeTcs ny4ok 3a-
LWALLLEHHBIX CBSI3€M, COCTOSALLUMA M3 BHYTPEHHEN 3allMLLEHHOW TpaHCnopTHoOM cBA3n AH wu
BHELUHeW 3alMLLeHHON TYHHenbHoW cea3n ESP. B aTom cnyyae ayteHTuduKkauma oxsaTbiBaeT
nonesHebln rpy3 IP BmecTe ¢ 3aronoskoM IP (1 paclumpeHusamu), 3a UCKNIOYEHNEM N3MEHAEMbIX
nonew. MNonyyeHHbIn Takum obpas3om nakeT 3ateM obpabaTtbiBaeTcsi B TYHHENbHOM pexume
ESP, B pe3ynbtaTte 4ero BHyTPEHHUI NakeT BMECTe C JaHHbIMU ayTeHTUdMKaLMN OKa3blBaeTCs
3aWndpPOBaHHBbIM U MMEIOLLMM HOBbIN BHELLHWIA 3aronoBok IP (c HeobxogmMbiMu paclunmpeHns-
MU.



