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1. ALI.MI/IHVICTDVIDOBaHVIe yrnpaBlideMbIX KOMMYTAaTOpOB

NabopaTopHasn pa6orta Ne 1.

3HaKOMCTBO C y4eOHbIM CTeHAOM. AAMUHUCTPUPOBaAHNE KOMMYTaTOpPOB.

Llenb paboTbl:

M3yyeHne cTpyKTypbl CTEHAA, CNOocobOB KOMMyTaLMM ero coctaBnsowmx. NonyyeHme HaBbIKOB
MCNONb30BaHUSA YTUMUT ANSA U3ydeHus Tpaduka 1 MOHUTOPUHra ceTu. onyvyeHne HaBbIKOB B
0a30BON HACTPOWMKE YNpaBnsieMbiX KOMMYTaTopoB. W3ydyeHne cnocoboB ONOBELLEHNS
afMVHUCTPaTopa O CUCTEMHBIX COBbITUAX KOMMYTaTopa.

[Nopsaok BbINONHEHUS paboThI:

1. Nayuute pasgen 1.1 «OnucaHue komnnekTa». Hamgute Bce OMUCaHHbIE 3MEMEHTHI
KOMMIIEKTA.

2. C nomoLulbio NpoBOAOB coeauHuTe patch-naHenb 1 KOMMyTaTopbl TakuM 06pasoM, YTOObI
NOMy4MTb TOMOMOrN0, NPeaCTaBNEHHY Ha pUcyHke 1.

#4

#3

<
£,

PucyHok 1. Tononorua KOMMyTUpyemMom ceTu.

BHumaHue: ganee kaxaasa opuraga pabotaeT no oTAeNbLHOCTM CO CBOMM KOMMYTaTOpPOM

Cisco 2960
3. Bkntounte paboune ctaHumm 1 3aperncTpupymTech Ha HMX (Monb3oBaTesNb — root, naposb —
gwerty).
4. Topgkniountecb Kk web-nHTepdency ynpaBneHns KOMmyTaTopoM. 3apermctTpupymTtechb Ha
KOMMyTaTope.

5. Onpegenute MAC-agpec kKomMyTaTopa 1 OTMETbTE €ro Ha pUCyHke 1.
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C nomowbto ytunuthl ifconfig onpegennte napameTpbl Bawlero ysna. Ha pucyHke oTMeTbTe
MAC- u IP- agpeca Bcex KOMMbKTEPOB.

C nomoLublo yTUNnUTbl ping NpoBepbTE CBA3b KaXaown paboyern cTaHumMmM Co BCEMU OPYrumMm
paboynmMm CTaHUNAMKN CO3OaHHOM CETH.

C nomoLpto yTunuThl arp npocMmoTtpute Tabnuuy ARP Ha kaxgown paboyern ctaHuuu.
HasHaubTe kommyTaTopy IP-agpec u3 gnanasoHa cBob6oaHbix agpecoB |IP-ceTn, B KOTOPON
Haxoaatca paboune ctaHumun. Ha pucyHke 1 oTmeTbTe IP-agpec kommyTaTtopa.

C nomoLlblo CUCTEMHOW YTURUTBLI KOMMyTatopa Ping npoBepuTb CBA3b KOMMyTatopa C
Ka)kgon MallMHOW B CEeTU.

Mcnonb3ya ytunuty tcpdump Ha nobor u3 mawuH B ceTn, ybeautbcs B TOM, YTO A0
3agaHHoM MawwuHbl goxoadat ICMP-3anpocbkl OT KoMMmyTaTopa.

CospanTe Ha KOMMyTaTOpe NonNb3oBaTerns Co cTaTycom «Adminy.

BeiianTte n3 cuctemsl (logout).

3aperncTtpupymitecb Ha KOMMYTaTope, MCMOMb3ysd YYETHYH 3anucb BHOBb CO34aHHOMO
nonb3oBaTens.

CospanTe Ha KOMMyTaTOpe NonNb3oBaTens co ctaTycom «Usery.

Bbingute ua cuctemsl (logout).

3aperncTpupyntecb Ha KOMMYTaToOpe, MCMNONb3ys YYETHYH 3anucb MNOSib3oBaTensd Cco
ctaTycom «User».

MonbiTanTecb BbINONHUTL NtOOble AEUCTBUS, CBA3AHHbIE C UBMEHEHNEM TEKYLLMX HACTPOEK
kommyTatopa. Caenante BbiBoAbl 06 OrpaHMYEHHOCTU MpaB MOrb30BaTeNisl CO CTaTycoM
«User».

YpanuTe Bce co3aaHHble Bamun y4éTHble 3anmncu nonb3oBaTenen.

HacTtponte Ha OogHOM M3 KOMMbIOTEPOB cepBep syslog Takmm oGpasom, 4TOObI OH MOr
NpUHUMAaTL MHpOPMAaLMIO U3 CETU 1 3anUCbiBaTb €€ B OANH onpedenéHHbIn ainn.
HacTponte kommyTaTop Takum o6pa3om, 4Tobbl OH OTNpaBnAn MHPOPMAaLNIO O CUCTEMHbIX
COBbITUAX Ha cepBep XypHaNUMpoBaHUS.

CoxpaHuTe HacTpPOWKK, BbINOUTE U3 CUCTEMbI U BbIKIIOYMTE NUTaHUE KOMMYyTaTopa.
Bkniounte nutaHue kommyTaTopa, 3apeructpupyntecb Ha HEM, a 3aTeM OTKMYuTE U
BKITIOYUTE NIMHUIO CBA3MW, NOOKIIOYEHHYIO K Ntobomy nopTy kKommyTaTtopa.

Mpy nomowwm ytunutel tcpdump nsyumte ananor syslog-knueHTa u syslog-cepeepa.
MpoaHanuanpyinTe cogepxMmoe coobLLEeHUS, MONYYEHHOrO CEPBEPOM XYPHANMPOBaHUA.

3anyctuTte Ha ogHOM n3 KomnbloTepoB cepaep DNS.

Cospanite n HacTponTte DNS-30Hy «lab.org».

Ha aTtom e komnbtoTepe HacTpouTe n 3anyctute SMTP-cepsep ans 30HbI «lab.org».
3aBeguTe Ha MOYTOBOM CepBepe crieayllme YYé€THble 3anucu nonb3oBaTenen:
info@lab.org n switch@lab.org.

HacTtponTte kommyTaTop TakuMm o6pa3om, YToObl OH OTCbiNan UHPOPMaLMIO O CUCTEMHbIX
cobbITUAX Ha co3aaHHble Bamun noyToBblE agpeca.

Mcnonb3ys nodtoBoro knueHta «kmail» Ha BTOPOM KOMMbOTEpPE, MPOBEPbTE MOYUTY U
ybegntecb B paboToCnocoBHOCTU HaACTpoeHHoro Bamn mexaHusma yBeOoMIMeHUd o
CUCTEMHbIX COBbITMAX KOMMYTaTOpa Yepes NoYTOBbIE COOOLLEHUS.

Mpn nomowm ytunutel tcpdump udyudnte amanor smtp-knveHta n smtp-cepsepa, pop3-
KnueHTa n pop3-cepsepa.

Ha gByx komMnbioTepax HacTponte cepsep NTP.

AkTUBMpYMTE Ha KoMMmyTaTtope knueHta SNTP u HacTponTe ero Ha nornyyeHue
MHOpMaLMM O BpEMEHU € HacTpoeHHbIX Bamu cepepoB NTP yepes kaxable 30 cekyH.
Mpy nomoLm ytunutel tcpdump nsydnte guanor ntp-knueHta un ntp-cepsepa.

OnpepenuTe NCTOYHMK MOSNTYYEHHOW MHEOPMaLUM O BPEMEHU U CBEPLTE CUCTEMHOE BPEMS
KOMMyTaTopa.

C6pocbTe HacTporikn KoMMmyTaTopa B habpuyHbie U nepesarpys3unte ero.


mailto:info@lab.org
mailto:switch@lab.org
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Na6opaTopHasa pa6oTa Ne 2.
YnpaBneHue ceTbo ¢ nomMoLlbio npotokona SNMP.

Llenb paboTbl:

N3yyeHne cnocoboB MOHUTOPMHIA U ynNpaBreHus ceTbio Ha ocHoBe npoTokona SNMP.

[Mopanok BbiNonHeHMs paboThbi:
1. TlocTpownTe TONOMOrMI0 CETU, NOKa3aHHYI0 Ha pUcyHke 3.

|
-

PucyHok 3. Tononorus KOMMyTUpyemMom ceTu.

N3yunte pasgen 3.10 «lMpotokon SNMP» TeopeTtuyeckoro nocobums.
HacTtponte SNMP-npoTokon Ha kKOMMyTaTopax.
3anyctute ytunuty iReasoning MIB Browser.
3arpysute 6a3y MIB RFC-1213.
Ha oboux kommyTtaTopax (2960 n 3560) BeisicHUTE cnegyoLwime napameTpbl:
v/ Has3BaHMEe YCTPOWCTBa, BpeMsi paboTbl YCTPOWCTBA, CNyxObl, 3anylleHHble Ha
yCTpoucTBe (BeTBb System);
v/ KONMM4ecTBO WMHTepdencoB Ha YCTPOWCTBE, COAepXumoe Tabnuubl UHTepdencos,
Ha3HayeHue OBYX AONOSHUTENbHbLIX BUPTYarnbHbIX NOPTOB (BeTBb interfaces);
v IP-agpec ycTponcTBa, coaepxmMMmoe Tabnumubl MapLupyTusaumm (BeTBb ip);
v' TCP-coegvHeHus, yCTaHOBIEHHbIE YCTPONCTBOM (BETBb tCp).

YIS AN
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Na6opaTopHasa pa6oTa Ne 3.

KoHcpurypupoBaHue noptoB u paborta c Tabnuuen KOMMyTauum.

Llenb paboTbl:

lMony4yeHne HaBbIKOB HACTPOMKMN NOPTOB KOMMYTaTopa, N3y4eHne TEXHOMOIMM 3epKannpoBaHus
noptoB (Port Mirroring) u npuMHUMNOB paboTbl CO cTaTnyeckon Tabnuuen nepeHanpaBfeHus
KOMMyTaTopa.

Mopsigok BbINONHEHUS paboThl:

1.

wn

10.

11.

lNocTponTe TONOMNOrNIO CETU, NOKA3aHHYIO Ha PUCYHKE 4.

=

PucyHok 4. Tononornst KOMMyTUPYEMOWN CETH.

BblkntounTe oamH 13 NOPTOB KOMMYTaTOpa, K KOTOPOMY NMOAKIOYEH OAMH U3 KOMMbIOTEPOB.
MonpobyiiTe ocyLecTBUTbL B3auMoaencTene komnbloTepoB. CaenaiTe BbIBOAblI HA OCHOBE
Nony4YeHHoro pesynbTaTa.

HacTpovite Ha KommyTaTope 3epkano Ans noboro n3 nopTos, K KOTOPOMY NOAKIMOYEH OAMH
N3 KOMMbIOTEPOB.

3anycTute Ha MalnHax, NOAKMHYEHHbIX K MOPTY-UCTOYHMKY U MOPTY-NPUEMHUKY (3epkany),
yTunuTy tcpdump. AKTUBM3MPYNTE CETeBYI0 akTMBHOCTb. CpaBHUTe pesyrnbTatbl paboTbl
yTUnuT Ha obenx malmHax.

Cunamn pByx 6purag cobepute TOMOMOMMKO CETU, NPeACTaBiEHHY0 Ha pucyHke 5. Bce
NUHUA CBA3N JOIMKHbI OblTb MOAKNIOYEHBI K NopTaMm C NponyckHon crnocobHocTbio 100
M6uTt/c. Oba3aTenbHO cobnogante HymepaLumo NOpToB.

YcTaHOBMTE MNPOMYCKHYD CMOCOBHOCTL MOPTOB KOMMYyTatopa 2960, K KOTOpOMY
noaknoveHbl MawmnHbl 3 n 4, pasHon 10 MéuT/c.

HacTtponte 3epkano Ha koMmmyTaTope 2960, K KOTOPOMY MOAKMHOYEHbl MaluHbl 1 ©n 2,
cnegyrowmm obpasom: ManmHa 1 — NPUEMHUK, MaMHA 2 — NCTOYHUK.

«lMuHrynTe» (ytunura ping) OAHOBPEMEHHO MaLIMHY 2 C MalvH 3 1 4.

3anyctute Ha mawwnHax 1 n 2 ytunuty tcpdump. CpaBHuTe pesynbtaTtbl paboTbl yTUNUT Ha
obenx MmalmHax.

MpogenanTe gencTens nyHKToB 8-12 B 0BpaTHY0 CTOPOHY.
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12.

13.

14.
15.

16.

_\I
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PucyHok 5.

CospanTte B cTratvyeckon Tabnuue nepeHanpaBneHust kommyTtatopa 2960, K KOTopoMy
NOAKNIOYEHb! MalMHbI 1 1 2, cneayoLwyo HEKOPPEKTHYIO 3anucb: MalLnHa #4 nogknoyeHa
kK nopty 3. Btopass 6puraga gomkHa caenaTtb TO e camoOe Ha CBOEM KOMMyTaTtope —
co3aTb CreayoLLy0 HEKOPPEKTHYIO 3anuch: MallnHa #1 nogknioyeHa K nopty 2.

Ypanute u3 Tabnuubl nepeHanpaBneHus BCe 3arnucu, MofyyYeHHble KOMMYTaTopoMm B
pexnme camoobyveHus.

«MuHrynte» mawnHy #4 ¢ mawwmnHbl #1 1 MawuvHy #1 ¢ MawnHb #4.

Ha mawwvHax #2 wn #3 3anyctute ytunuty tcpdump u ybegutecb, 4TO KOMMyTaTop
nepeHanpasnsaeT nakeTbl B COOTBETCTBUE C CO3[aHHbIMU BamMu HEKOPPEKTHLIMKU 3anmMcamm
B Tabnvue KommyTaumu.

C6pocbTe HacTporikn KoMmyTaTopa B habpuyHbie U nepesarpyante ero.
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2. TexHonormu KaHanbHOro YPOBHA

Na6opaTopHasa pa6oTa Ne 4.

BupTtyanbHble nokanbHble cetn VLAN.

Llenb paboTbl:

3yyeHne TexHonornm BupTyanbHblx ceTen. MNonyyeHne HaBblkoB HacTponku VLAN Ha ocHoBe
TaroB |[EEE 802.1g B ceTu, NOCTPOEHHOW Ha kommyTaTopax Cisco.

[Mopanok BbiNonHeHMs paboThbi:

1. Nayuute pasgen 1.5 «BuptyanbHble cetn. Cetn Ha ©a3e MapKMpPOBaHHbIX KagpoB»
TeopeTnyeckoro nocobus.

2. [llocTpownTe TONONOrMo CeTn, NPEACTABNEHHYIO HA PUCYHKE 6.

|
-

& =

2960 2960

==

Wt

PucyHok 6. KommyTupyemas Tononorns aAns HacTponkn suptyansHblix ceten VLAN.

3. CkoHdourypmpynte VLAN Ha ocHoBe Teros Takum obpasom, 4tobbl paboume ctaHumm 1 1 4
npuHagnexanu supTyanbHon cetn Ne1, ctaHuma 2 npuHagnexana suptyanbHon cetn Ne2,
a ctaHumsa Ne3 — BupTyanbHon cet Ne3 1 npu aTom saBnanack obwenoCcTynHbIM PECYPCOM.
To eCTb MawWHbl B BUPTYanbHbiX ceTax Ne1 n Ne2 He [omkHbI B3aMMOgeNncTBOBaTb MEXAY
cobon, HO AOMKHbI B3aumMoaencTBoBaTb ¢ MalunHom Ne3.

4. [poBepbTe MpaBWUiIbHOCTb KOH(Urypaumm cetn. Pe3ynbTaTbl MOHUTOPUHIa MOKaXuTe u
NnosiCHUTE npenodaBaTerto.

5. Cb6pocbTe HacCTponkn kommyTatopa B habpuyHble 1 nepesarpysuTe ero.
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Na6opaTopHasa pa6oTa Ne 5.
MocTpoeHne MarncTpanbHbIX IMHUN CBA3WU.

Llenb paboTbl:

M3yyeHne TexHornormm arpermpoBaHmsa kaHanos cBa3u (Link Aggregation, Trunking).

Mopanok BbiNonHeHMs paboThbi:

1. TlocTpoviTe TONOMNOrMIO CETU, NOKA3aHHYO Ha PUCYHKE 7.

2. OpgHOBpEMEHHO 3anycTuTe npouecchbl nepedadn davna ¢ mawmvHbl 1 Ha mMawmvHy 3 n ¢
MaWwwuHbl 2 Ha wMawwuHy 4. Onpegenute Bpems nepefadun (rmodckaska: ydobHee
rnone3oeamscs ymunumod ftp, komopasi asmomamudyecku ornpedernisem epems riepedadu).

3. W3yunte pasgen 1.4 «OObeguMHeHMe TnMOPTOB B MaructpanbHble JIMHUX - CBA3UY
TeopeTnyeckoro nocobusi.
\\ \\
E E
NS N
#1 #4
2960 2960
- -
E A
S N
#2 #3
PucyHok 7. Tononornst KOMMyTUPYEMOWN CETH.
4. CospganTe marucTpanb Mexay KomMmyTaTopamu, BKNHOYatoLLyo 2 nopTa.
5. OagHoOBpeMeHHO 3anycTuTe npouecchbl nepegadn gamna ¢ MawuHbl 1 Ha mMawwuHy 3 u C

MalKrHbl 2 Ha MawwuHy 4. Onpegenute BpeMs nepegayn U CpaBHUTE €ro Co BPEMEHeM,
nony4eHHbIM B nyHkTe 10.

6. YpanuTe co3gaHHylo MarucTpanb U COeAuMHUTE KOMMYTaTopbl Yepes rmrabuTHble nNopThl.

7. OpgHOBpEeMeHHO 3anycTuTe npouecchbl nepegadn gamna ¢ MawuHbl 1 Ha mMawwuHy 3 u C
MaLLMHbl 2 Ha MawwnHy 4. Onpegenute BpeMsi nepefayn n cpaBHUTe ero ¢ npegbiayLwmmm
Nony4YeHHbIMKN 3HayYeHnsamu. Caenante BbIBOA.
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Na6opaTopHasa pa6oTa Ne 6.
MpoTtokon IGMP.

Llenb paboTbl:

N3yyeHne npotokona IGMP 1 cnocoboB ero HaCTPOWMKM Ha KOMMYyTaTopax 1 MapLupyTusaTopax.

[MopsiaoK BbINONHEHUS paboThI:

1.

wn

©NOo O~

10.

11.

12.

HOCTDOIZTG TONOJNOrnKw CeTn, NOKa3aHHY Ha PUCYHKe 8.

PucyHok 8.

N3yuunte pasgen 3.2 «lMpotokon IGMP» TeopeTnyeckoro nocobus.

Cospgarite Ha KOMMyTaToOpe OOMNOMHUTENbBHYIO BUPTYarnbHY ceTb «Multicasty, koTopas
BKNIOYaeT MawnHbl 1 1 3.

Ona VLAN «Multicasty» BkntounTte nogaepxky npotokona IGMP.

3anycTtute Ha mawuHe 1 cepBep BellaHusa MeguanoToka.

CaenainTte nonbITKy NPUHATL AaHHbIA NOTOK CO BCEX OCTaslbHbIX MALLVH.

OTBeTbTe, Kakne MallnHbl B UTOre NoslyyatoT MeamnanoToK, a Kakme — HeT.

C nomowpto ytunuTbl tcpdump oTcneauMte MNyTM  pPacnpoCTPaHEHUst MynbTUKACT-
Tpaduka B ceTu.

[MocTponTe TONONOINIO CETU, MOKa3aHHYH Ha PUCYHKe 9.

Cospante gBe IP-nogcetn Ha kommyTtatope 3560 u HactpowTe npotokon IGMP ans
Ka)kaon noaceTu.

Ha obounx kommyTaTtopax 2960 HacTtponTe npoTtokon IGMP, ncnonesys gyHkumto IGMP
Snooping.

3anyctuTe Ha MawuHax 1 n 3 cepBepa BellaHnsa. HacTponTe MallunHy 2 Ha NonyYeHns
MeamanoToka OoT cepsepa 3, a MawunHy 4 — oT cepBepa 1.
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PucyHok 9.

13. Y6eauTechb B TOM, YTO CE€Tb (PYHKLMOHUPYET NpaBUIbHO.

14. Ncnonb3ya cpeacTBa MOHUTOPUHIra koMmmyTtaTopa 3560 BbisicHUTe, Kakue IGMP-rpynnel
NPUCYTCTBYIOT B CETU U KTO B HUX BXOOMUT.

15. C6pocbTe HaCTPONKN KOMMYTaTOpPOB B habpuyHbie U Nepesarpysnte ux.
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Na6opaTopHasa pa6oTa Ne 7.

Anroputmbl cBA3yloLWero gepesa Spanning Tree.

Llenb paboTbi:

M3yyeHne anroputma Spanning Tree n Rapid Spanning Tree. Nony4yeHne HaBbIKOB NOCTPOEHUSA
CceTun C NOAAEPXKKOM Pe3EPBHbIX NIMHUIA CBA3WN.

[Mopsiaok BbINONHEHUS paboThl:

1. W3yuute pasgen 1.6 «[1poTokonbl CBA3YOLWEro AepeBay» TeopeTU4eckoro nocobus.
2. CobepuTte ceTb ¢ TONOMOrMEN, NpeacTaBieHHoN Ha pucyHke 10.

#3

PucyHok 10. Tononormua KoMMyTupyemom ceTu.

3. AKTMBM3MPYWTE Ha BCEX KOMMYyTaTopax npoTokon Spanning Tree.

4. HacTtponte npvoputeTbl KOMMYTaTOPOB M MOPTOB TakMM 0Bpa3om, 4Tobbl NOMy4nTb CETb,
noKasaHHy Ha pucyHke 11 (NyHKTUPOM nokasaHa pe3epBHasi CBA3b)

5. C nomMoLublo CUCTEMbI MOHUTOPUHra yoeamTechb, YTO Yepes nopT KommyTaTtopa 2960 #1,
OTMEYEHHOro YepHbiM KBagpaTom, Tpadwmk He wnget. [lpoBepbTe oOcCTanbHble
3agencTBoBaHHbIe B paboTe nopThl. Pe3ynbTaTbl MOHUTOPUHIA COXPaHUTE.

6. Wmutupynte cbon B ceTun, HapylumB COeOUHEHWE, BblAENEHHOEe Ha pUCyHKe 8 XUPHOW
nuHven. B cooteBetctBMM C anroputMoM Spanning Tree ceTb pJomkHa ObiTb
nepekoHdpurypupoBaHa. Yb6eautecb B 3TOM C MOMOLLbIO CUCTEMbl  MOHUTOPWHra
kKommyTaTtopoB. Onpenenure BpemMsi CXOAMMOCTU ceTu. Pe3ynbTaTbl COXpaHuTe.
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10.
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PucyHok 11. Tononorusa cetu nocne npumMmeHeHus anroputma STA.

AKTUBM3MPYINTE Ha BCeX KOMMyTaTopax npoTokon Rapid Spanning Tree.
[MoBTOpPUTE AENCTBUSA NYHKTOB 4-6.

CpaBHuUTe BpeMeHa CXOANMOCTU, NOMyYeHHbIe NPU UCMOSb30BaHUN ABYX NpoTokosios: STP
n RSTP. Coenainite BbiBOABI.

C6pocbTe HacTponkn KoMmmyTaTopa B habpuyHbie 1 nepesarpyaute ero.
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3. TexHonoruu yrnpaBlieHnsa Ka4eCTtBOM cepBUcCa

Na6opaTopHasa pa6oTa Ne 8.

Ob6ecneyvyeHune KayecTBa nepegavm MynbTMMeaMNUHOro Tpadgumka ¢ MCNONb30BaHUEM
npoTtokona I[EEE 802.1p.

Llenb paboTbl:

MonyunTb HaBbik paboTbl ¢ TexHonornen CoS m npotokonom IEEE 802.1p nyTém yny4weHus
KayecTBa nepegayvv BUOEONOTOKa napansesnbHO C MOTOKOM nepefaydv danna.

Cy1b paboTbl:
Ha cobpaHHOM TomomorMn ceTu 3anycTuTb ABa MNpouecca nepefayn LaHHbIX: BUAEONMOTOK U

noTok nepepayn cpanna. OueHUTb KayecTBO Mnepedayy BUAEOAaHHbIX — OHO OydeT HU3KUM.
Hactpoutb TexHomrornio CoS Ha KoMMyTaTope Takum obpasom, 4Tobbl AaTb Gonblumi
NpUopuTeT NOTOKY BUAEOAaHHbIX. [IpOBECTUN SKCMEPUMEHT 3aHOBO U YOEaUTbCS, YTO KauyecTBO
nepegayv BMOEONOTOKA YBENNYUIOCH.

[MopsaokK BbINONHEHWSA PabOThI:
1. CobepuTe TOMONOMMIO CETU, NPEACTABIEHHYIO HA pUCYHKe 12.

PucyHok 12.

2. WN3syuute pasgen 1.7 «TexHonorns QoS» TeopeTnyeckoro nocodus.
3. YcTtaHoBuTE NPOMyckHY cnocobHocTb 3-ro nopta pasHon 512 Kéut/c.
4. 3anyctute gOBa NOTOKAa  nepegayn  AaHHbIX  (BMAEO-PONMK  Haxoautcs B
/root/Desktop/Media):
v' MmawwuHa #1 — cepBep BuMaeoBeLlaHms (¢ ucnons3oanvem VLC-nneepa);
v' MawwuHa #2 — FTP-cepBep;
v\ MawwuHa #3 — KNUEeHT, NPUHUMAIOLWLMIA BUOAEOAAHHbIE;
v' MawwuHa #4 — FTP-knueHT, NnpuHuMatowunin doavn pasamepom 16 n3 katanora /srv/ftp/.
5. Onpegennte kayecTBa nepegadn BUaeo 1 Bpemsa nepegaydn cdanna.

6. HacTtponte kommyTaTop Takmm o6pas3om, 4Tobbl Knaccudumkaums BxoasLwero Tpaduka
ocyulecTernsnacbk Ha ocHose nonst 802.1p.

7. HasHaybTe kaxxgomy MoToKy NpUopuTeT: BUOEONOTOK OT MaluuHbl #1, nocTynatowmi Ha 1-
bl NOPT, AOIMKEH MMETb Bonee BbICOKUA NPUOPUTET, YeM (PanfoBbIN MOTOK OT MaLUUHbI #2,
nocTynatoLmi Ha 2-o1 nopT.
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8. Hactponte kommyTatop Takum obpasom, 4ToObl 6onee NpUopuTETHLIN Tpaduk nonagan B
BbIXOA4HY0 odepedb Q3, MeHee NpuopuTETHBLIN Tpaduk — B odepeab Q1.

9. CHoBa 3anyctuTe ABa NoToKa nepegayun SaHHbIX U onNpeaenuTe KadecTBa nepegayn Buaeo
n Bpems nepenayn canna.

10. Hactpowite anroputm 06paboTku BeixogHbIx ovepenen Ha WRR.

11. CHoBa 3anycTute ABa NoToka nepefayn JaHHbIX U onpefenuTe kadectsa nepegadn sugeo
N BpeM4d nepegayu canna.

12. CgenanTte BbIBOAbI HA OCHOBE MOSMYyYEHHbIX pe3ynbTaToB.

13.C6pocbTe HacTpoWikn KommyTaTopa B habpuyHble 1 nepesarpyauTe ero.
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Na6opaTopHasa pa6oTa Ne 9.
TexHonorusa QoS.

Llenb paboTbl:

MonyunTb oNbIT paboTbl ¢ NPOTOKONaMu, onpeaensowmmmn QoS.

[Mopanok BbiNonHeHMs paboThbi:
1. Cobepwute TONoNorno, NpeacTaBneHHyo Ha pucyHke 13.

Cepsep FTP
CepBep NOTOKOBOro BelaHus

1Tout/c

100 M6wuT/c

100 M6uT/c PIM

100 M6wuT/c

=
="
1 r@V

1 Iout/c

y—>="

Knnent FTP KrnneHT noTokoBOro BeLlaHust Krninent FTP

PucyHok 13.

2. CospanTte 2 ceTn, HACTPONTE MapLUPYTU3ALMIO MEXOY HUMMU.
3. Ha PC1 zanyctute cepep FTP 1 cepep NOTOKOBOro BeLlaHus.
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10.

11.

Ha kommyTtatopax HacTtpoute dyHkumo IGMP Snooping, a Ha MapwpyTtu3aTopax
HacTpounTe npoTtokon PIM.

Hactponte PC3 B kayecTBe KNMeHTa MOTOKOBOrO BelwlaHusi, obecneybTe nepegady
rpynnoBoOro Tpaduka Mexay CeTsiMu.

Y6epurtecb, 4TO BMOEOMNOTOK ycnewHo npuHumaeTtca PC3. Habniogante 3a nossneHnem
pa3pbIBOB B Nepegade BuaeonoToka.

Ha PC2 n PC4 3anyctute ogHoBpeMeHHoe ckadumBaHue annos ¢ PC1. Onuwwute
npoleccol, Nponcxogsiume ¢ BUAEONOTOKOM.

OcTtaHoBuTe ftp-knneHTol Ha PC2 n PC4 n npuém Bugeonotoka Ha PC4. Hactponte
dyHKUMIO  Knaccudmkaumm Tpaduka (CoS) Ha kommyTtaTtopax (anroputm DiffServ).
Knaccnduumpynte MynbTUMEAUNHbIN TpaduK kak Gornee npuopuTeTHbIA, YemM Tpadiuk
FTP.

3anyctute npMém BMAEoNnoToKa. YoeanTech, YTo NOTOK NpuHMMaeTcs 6e3 3agepiKek.

Ha PC2 un PC4 3anyctute ogHoBpeMeHHOe ckauuBaHue channos ¢ PC1. lNocmoTtpute,
NOSIBNAOTCA M pa3pbiBbl, €CNN MNOSABMAKTCSA, TO CPaBHUTE 4acTOTy WX MOSBNEHUS C
BapuaHTom 6e3 BknoyeHns QoS, nonpobynte nepeHacTpouTb KOMMYTaTopbl, 4YTOObI
MWUHUMWN3NPOBATb MUK YCTPaHUTb 3TU Pa3pbiBbl

Ha PC2 n PC3 ¢ nomowbto tcpdump/Wireshark nayunte Bxogswme nakeTbl, obpawanTte
BHUMaHUe Ha none CoS, onuwmnte mexaHnam obecneveHnsa QoS no anroputmy DiffServ.
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4. Be3onacHoOCTb
Na6opaTopHasn pa6oTta Ne 10.
BasoBble MexaHU3Mbl 6€30MacHOCTU KOMMYTaTOpPOB.

Llenb paboTbl:

N3yyeHne TexHonorun Trusted Hosts, IP-MAC Binding n Port Security.

MopsiaoK BbINONHEHMS PabOThI:
1. CobepuTe TONOMNOrMI0 CETU, NPeaCTaBNEHHYIO HA pUCYHKe 14.
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PucyHok 14.

2. Hactponte kommyTtatopbl 2960 Takum ob6pas3om, 4TOObI UMK MOIM YNpPaBnsTb TOSNbKO
MaLwuHbl #1 n #3.
3. [lNpoBepbTe BbIMNOSHEHHbLIE HACTPOMKMN.

4. Ounctnte Tabnumubl KOMMyTaLUMK HA BCEX KOMMYyTaTopax.

5. C mawwvH #1 n #2 «nponuHrynTe» mawmvHy #3.

6. Ybeautecb, 4TO B Tabnuuax KOMMyTauMM He NPUCYTCTBYET annapaTHOro agpeca MalluvHbl
#4.

3abnokupynte Ha 06omx kommyTaTopax 2960 Tabnuuy KommyTauumn B pexxume Permanent.
MonbiTaTecb OCyWecTBUTb B3aMMoAencTBue C 4-biM  KomnbioTepoM. Ob6bsicHuTe
NOMNyYeHHbIV pe3ynbTar.

o~

9. Cb6pocbTe 6nokMpoBKy Tabnuy, KOMMyTaL .
10. Ncnonb3ya TexHornoruto IP Source Guard, HacTporTe Ha koMmyTaTopax 2960 mnbTpbl
Taknum obpasom, 4Tobbl B ceTn Mornn pabotaTtb TOMNbKO MalUnHbl #1 1 #3.

o

11. C6pocbTe HACTPOMKM KOMMyTaTopa B habpunyHble 1 nepesarpysuTe ero.
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NabopaTopHasa pa6oTa Ne 11.
Be3onacHOCTbL Ha OCHOBe cermMeHTauum Tpacuka.

Llenb paboTbl:

I/I3yt-|eH|/|e MeXaHn3mMma cermeHTaumnn Tpatbvma.

Mopaaok BbINONHEeHWs paboThl:
1. CobepuTe TONOMNOrMI0 CETU, NPeaCTaBNEHHYIO HA pUcyHke 15.

I
-

3560

MopceTb #1 MopceTb #2

PucyHok 15. Tononormua KommyTnpyemom ceTu.

2. CospawnTte IP-nogceTu, kak 310 NokasaHo Ha pucyHke 15. HasHaubTe KagomMmy KomMnboTepy
IP-agpec 13 cobCTBEHHON NOACETMW.

3. WNayunte pasgen 2.6 «CermeHTauusa Tpadmka» TeopeTmy4eckoro nocobus.

4. OpraHuM3ynTe Ha Kaxaom M3 KomMmyTatopoB 2960 npuMHUMN «pacyecku» — Kaxabli
KOMMbIOTEP, NOAKMIOYEHHBIA K KOMMYTaTopy, MOXeT 0OMeHNBaTbCA MHPOPMaLMEN TONbKO
C BHELHUM MWPOM, HO HEe C APYrMMK KOMMbOTEPaMMW, MOAKMOYEHHbIMU K 3TOMY Xe
KomMMyTaTopy.

5. lMoaTtBepanTe NpaBUbHOCTb CAESNAHHbIX HACTPOEK.

6. C6pocbTe HACTponkn kommyTaTopa B habpuyHble N NepesarpysnTte ero.
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NabopaTopHasn pa6oTta Ne 12.

Be3sonacHocTb Ha ocHoBe npoTtokona IEEE 802.1x.

Llenb paboTbl:

N3yyenne npotokona IEEE 802.1x, cnocoboB ero HacTpoOMku Ha CeTeBbIX y3rnax, cnocobos
HacTpouku cepepa RADIUS.

[Mopsiaok BbINONHEHUS paboThl:

1.

wn

No

CobepuTe ceTb € TOMonornen, NpeacTaBneHHon Ha pucyHke 16.

Sa N
\\§ ~
o B
< =7 <
KnneHTt 802.1x 2960 Cepeep RADIUS

PucyHok 16. Tornonorna KoMmyTupyemom ceTu.

Na3yuunte pasgen 2.7 «lMpotokon IEEE 802.1x» TeopeTnyeckoro nocobus.
Hactponte cepsep RADIUS, ucnons3sys ytunuty freeradius.

Bknitounte npotokon 802.1x Ha kKommyTaTtope. Mcnonb3ynTe aBTOpuU3auMilo Ha OCHOBe
nopToB.

lMepeBeante NoOpT KOMMYyTatopa, K KOTOpPOMY nogkrnodeH knueHT 802.1x, B
HEeaBTOPM30BaHHOE COCTOSHNME.

HactponTe knuneHta 802.1x, ncnonb3dysa ytunuty wpa_supplicant.
3anyctute knmeHTa 802.1x.

MpoBepbTe yCnewHoCcTb aBTopusanmm nopTta nyTém:
e B3aMMOOEWNCTBUSA MEXAY MaluMHaMmu;

e aHanu3a xypHana (noros) knneHta 802.1x;

e aHanusa XypHarna cepBepa.

dusmyeckn oTKNOUMTE Kabenb KIMeHTa OT nopTa KoMMyTaTtopa, a 3aTeM 3aHOBO
noakntoumTe. BbISICHUTE, B KAKOM COCTOSIHUM (@aBTOpM3aLMK) HaxoaUTCs MOPT KrMeHTa.
OTBeTbTe Ha BOMPOC, MOXHO 1M HapywuTb 6e3onacHoCTb cetTu NyTéM U3NYECKOro
NoAKNYEeHNS HeaBTOPU30BaHHON MalLVHbI Ha aBTOPU30BaHHbIN NOPT KOMMYyTaTopa.

10. Cobepute ceTb C TONOMOrnen, NpeacTaBneHHoN Ha PpUCYHKe 17.
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Cepeep RADIUS

KnnenTt 802.1x
PucyHok 17. Tornonorma KoMMyTupyemom ceTu.

11. ABTOpUK3ynTe NOpT KOMMyTaTopa 2960, ncrnonb3ys knveHTa 802.1x.

12. MonpobynTe ocyliecTButb B3anmogenctame MawuHbl Ne 1 n cepeepa RADIUS. Kakue
BbIBOAbI MOXHO caenaTtb 06 ysi3BumMocTdax B 6e3onacHocTu npotokona 802.1x Ha ocHoBe
NopTOB.

BHUMAHMUE: Oanee paboTta moxeT BbINOMHATLCA OQHOBPEMEHHO TOJIbKO OQHOM
opuragon

13. Cobepute ceTb C TOnonornen, NnpeacTaBneHHon Ha pucyHke 18.

<17

CepBep RADIUS

3560

KnneHT 802.1x

PucyHok 18. Tononormus KoMMmyTnpyemom ceTu.

14. Bkntounte npoTtokon 802.1x Ha kommyTaTope. Mcnonb3ynTe aBTOpM3auuio Ha OCHOBE
MAC-agpecos.

15. NepeBegute nopT koMmmyTtaTopa 3560, K KOTOPOMY NOAKMYeH kommyTaTop SD205, B
HeaBTOPM30BaHHOE COCTOsHME. 3aTeM WHUuuupynte padubin nopt MAC-agpecom
MaLLVHbI, Ha KOTOpPOK 3anyLueH KnueHTt 802.1x.

16. 3anyctute knveHTa 802.1x.

17. lNpoBepbTe yCneLwHoCTb aBTopusaunmn nopTta nyTém:

e B3aNMOLENCTBUS MeXOy KIMMEHTOM U CepBepoM;
e aHanu3a xypHana (noros) knueHta 802.1x;
e aHanu3a XxypHana cepsepa.

18. MNMonpobynTe ocyLecTBUTL B3aumoaencTane mexay mawmHon Ne 1 u cepsepom.
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19. Hactponte un 3anyctute knueHta 802.1x Ha MawuHe Ne 1. Tenepb nonpobynte
OCyLWEeCcTBUTb B3aMMmogencteme wmexgy MawuHon Ne 1 u cepsepoMm. Ha ocHoBe
MONyYeHHbIX pe3ynbTaToB caenamTe BbIBOA O 3alluuieHHOCTU npoTtokona 802.1x Ha
ocHose MAC-agpecos.

20. CopocbTe HacTponkM kommyTaTopa B habpuyHbie 1 nepesarpysunTe ero.
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NabopaTtopHan pa6oTta Ne 13.
Cnucku KoHTponsa aoctyna ACL.

Llenb paboTbl:

U3yueHne TexHonorum Access Control Lists.

Nopsaok BbiNOSIHEHUST PabOThI:
1. Cobepwute ceTb C TOMonornen, NnpeacTaBneHHon Ha pucyHke 19.

PucyHok 19. Tononorna koMmyTupyemom ceTu.

2. WN3syuute pasgen 2.5 «Cnnckn KOHTpONSa 40CTyna» TeopeTUYecKoro nocodus.
3. HactponTte cnnckn KOHTpOns 4OCTyna Takum obpa3om, 4Tobbl:
® HW OOMH M3 KOMMyTaTopoB 2960 He MOr «NPOMUHIOBaTbL» MaLUnHY #4;
e MawwuHa #1 morna «nponuMHroBaTb» MalunHy #3, HO He Morna — mawnHy #4;
e MawwHa #2 morna ckayatb havn ¢ mMawwuHbl #4 (ncnonb3ysa ftp-npotokon), HO He
MOrfia Nony4YnTb NOYTOBbIE COOBLLEHMS;
e TOMNbKO TOT TpadMK, KOTOPbIA MOET OT MaLUUHbI #2 K MalunHe #3 «3epKanunoBarncsay» Ha
nopT MaLluHbl #4.
4. TpoBepbTe CO34aHHbIE HACTPONKMN.
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NabopaTtopHasn pa6oTta Ne 14.
TexHonorMsa BUPTyanbHbIX YaCTHbIX CETEMN.

Llenb paboTbl:

MN3yyeHne npoTtokona IPSec n cnocoba ero HacTporiku B OC Linux.

MNopsiaokK BbINOMHEHUSI paboTh:
1. CobepwuTe TONOMOMMIO CETU, MPEACTaBMNEHHY0 Ha pUCYyHke 21.

s

2. Hactponte pabouve cTtaHUMM M MapLlpyTM3aTopbl TakMm obpasom, 4ToObl co3pjatbh 6
pasnunyHbIxX IP-nogceTu: a, b, ¢, d, e n f (B cootTBeTCTBME C pUCYHKOM 21).

N3yuunte rnasy 4.3.3 «[lMpoTokon IPSec» TeopeTnyeckoro nocobus.

HacTponTe ipsec-TyHHenu, kak 9TO nokasaHo Ha pucyHke 21.

MpoBepbTe paboTOCNOCOBHOCTL CETU, YCTAHOBMB B3aUMOCBSA3b MalUuHbl #1, #2 n #3 ¢C

Apyr opyrom.
6. Wcnonbsysa ytunuty tcpdump, yéeguTtech, YTO nayLwmnn no TyHHeNo Tpadurk 3awmgpoBaH.

PucyHok 21.

abkw
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NabopaTtopHasa pa6oTta Ne 15.
TexHonoruna Network Address Translation.

Llenb paboTbl:

MN3yyeHne texHonormm NAT n cnocobos e€ HacTpownkm B OC Linux.

[Mopsiaok BbINONHEHUS paboThl:

1.

N

Wt

N

abkw

~

NS
Q
NS

CobepwuTte TOMONOIrMIO CETU, NPEACTaBMNEHHYIO Ha PUCYHKe 22.

q g?_u oy A
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SD205 ) )
X X
MorpaHnyHbIN Mapu.lpvamsaTop
mapLupyTmsaTop nposavaepa
KnueHTa
#2
PucyHok 22.

HacTtponTte koMmnbloTEpPbl TakMm obpa3om, 4TOObl paboume cTaHuum #1, #2 u LAN-
WHTepeNnc MapLpyTm3aTop KnueHTa npuHagnexanu opgHon IP-nogcetn, a WAN-
NHTEPMENC MapLIPYTU3ATOP KITMEHTA U MapLUpyTM3aTop NpoBangepa — Apyron.

HacTtponTe n 3anyctute Ha mapLupyTM3aTope npoBanigepa Beb-cepep.

N3yunte rnasy 4.2.4 «TpaHCnaTop agpecoB» TEOPETUYECKOro nocobus.

HacTtponte NAT Ha norpaHM4HOM MapLUpyTU3aTope KNMeHTa C UCMONb30BaHUEM YTUNUTLI
iptables.

OpHoBpeMeHHO ocyllecTeuTe obpalleHne ¢ MmawnH #1 n #2 k Beb-cepeepy nposanaepa.
Ecnu nonbiTka ycnewHa (nonyyeHa crtapTtoBas cTpaHuua Apache), TOo 3anyctute Ha
MaluvHe nposangepa ytunuty tcpdump m cHoBa ocyLlecTBuTe 3anpoc K Beb-cepBepy C
MaLLVH NOKanbHON ceTu.

lMpoaHanuanpynTe pesynbTaThl, BblAaBaemble yTUIMTon tcpdump 1 oTBeTbTE Ha BOMPOC:
kakon IP-agpec n Homep nopTta CTOMT B apece OTnpaBuTeNs 3anpocoB, Noslydyaemblx Beb-
cepBepomMm.
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5. TexHonoruu KOMMYTALUUU TpeTbero ypoBHA
NabopaTopHasn pa6oTta Ne 16.
OcHOBbI KOMMYTaLUKN TPETbLEro YPOBHS.

Llenb paboTbl:

MN3yuyeHre npuHUMNoB paboTbl KOMMyTaTopa ypoBHS 3.

[Mopagok BbinonHeHus paboThbl:
1. Cobepute ceTb C TOMoONornen, NpeacTaBneHHon Ha pUcyHke 23.

®

#3 #4

i -1

1

3560
PucyHok 23. Tononormst KOMMyTUPYEMOK CETH.

2. Bkniounte maluvHbl B BUPTYarnbHbIe CETU B COOTBETCTBUE CO crieaytoLlen Tabnuuen:

Homep MaLLMHbI Homep VLAN
1 1
2 2
3 2
4 3

3. Bknwouute BupTyanoHble cetu B IP-nogceTn B COOTBETCTBUE CO criegytowen Tabnuuen:

Homep VLAN IP-nopcets
1 192.168.1.0/24
> 192.168.2.0/24
3 192.168.3.0/24

4. HasHauybTe Kaxgon mawmvHe IP-agpec n3 noaceTtu, B KOTOPYIO OHa BXOAMT.

5. lMpoBepuTb B3anMoaeNCTBME MeXAY BCEMU MaLLMHaMN.

6. C nomoLLbO yTUNUTBLI traceroute BbIACHATE MapLUPYT MexXay NobbiMu 4BYMSA MallMHaAMK 13
pasHbIX NogceTen.

7. TpocmoTpute cogepxumoe ARP Tabnuubl Ha kommyTaTope u BbidcHUTe MAC-agpeca
MaLuvH no mx IP-agpecy.



HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBIE ceTh — J1abopaTopHbIN NPaKTUKyM

8. 3anyctute FTP-cepsep Ha mawwmHe Ne 3.

9. Wcnonb3ys npotokon FTP, ckavanTe ¢ MmawmHbl Ne3 Ha mawuHy Ne 1 criegyrowime dannsl,
Haxogswmeca B katanore /srv/ftp/: 20Mb, 200Mb, 500Mb, 1Gb. 3anonHuTe crneaytoLLyto
Tabnuuy:

dann Bpems nepegaum, mc
20Mb
200Mb
500Mb
1Gb

10. CobepuTe ceTb C TONONOIrNEN, NPeaCcTaBEHHON Ha PUCYHKe 24,

2960

=1
{7

PucyHok 24. Tononorms KOMMyTUpyeMom ceTu.

11. NoBTOpUTE AENCTBUA NYHKTA 9 1 3anonHUTE cnegyowyro Tabnuuy:
dann Bpems nepegauum, mc

20Mb

200Mb

500Mb

1Gb

12. CpaBHUTE BpEMEHA CKaduMBaHWs OQHOrO M TOro ke dhanna angd ceTen, NOCTPOEHHbIX Ha
pasnuMyHbIX NpUHUMNax (YpoBHAX) komMyTaumu. Caenante BbIBOAbI.

13. COpocbTe HacTponkn koMmyTaTopa B chabpudHbie 1 nepesarpysuTe ero.
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6. Mapl.uvamauMﬂ B rnobanbHbIX ceTax

Na6opaTopHasn pa6orta Ne 17.

CtaTtuyeckasa mapLupyTmM3aums.

Llenb paboTbl:

lMonyyeHne HaBbIKOB HACTPOMKN NPOrpPaMMHOro MapLupyTmu3aTopa M NOCTPOEHUS CTaTUYECKMX
MapLipyToB ¢ ncnonb3osaHmem OC Linux.

[MopsiaoK BbINONHEHUS paboThl:

1. CobepuTe TOMONOMMIO CETU, NPEACTABIEHHYIO Ha pUCYyHKe 25.

==

1941 (#3)
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1941 (#4)

PucyHok 25.

HacTtponte nponssonbHble IP-noaceTtu knacca C.

HactponTte cratudeckse MapLupyTbl TakMm obGpasom, 4Tobbl Tpaduk OT MawwuHbl 1 K

MaLluHe 6 Wén no mapwpyTy «1-2-3-5-6».

Paszopsute cBs3b mexay MawmHom 3 u 5.

OTBeTbTe Ha cneayoLLme Bonpochl:

V' U3MEHWSICA N MapLUpyT NPOXOXAEHMSA Tpadhmka OT MaLlLUHbI 1 K MaLLMHE 67

V' N3MEHUNUCb NN Tabnumupl MapLpyTU3aumMm Ha MawwmHax 2, 3 u 5?

6. He BoccTaHaBnueasd cBA3b Mexay 3 1 5 MalMHON, U3MeHUTE Tabnuupbl MapLipyTu3aumm Ha
HY>KHbIX MalmMHax TakuMm obpasom, 4ToObl Tpadmk OT MawwuHbl 1 K MawwuHe 6 wén no
MapupyTy «1-2-4-5-6».

7. Cpenante BbIBOAbLI MO NOBOAY AOCTOMHCTB U HE4OCTATKOB CTaTUYECKOW MapLUpyTM3aunn.

wn

o s
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NabopaTopHasn pa6oTa Ne 18.

MpoTokon mapwpyTusauun EIGRP.

Llenb paboTbi:

M3yunte  npotokonn  EIGRP. T[lonyuuTb  npakTuyeckme  HaBblkKu B MOCTPOEHUS
MapLUpyTM3MpYoLWNX ceTern Ha 6ase npotokona EIGRP.

Mopaaok BbiNonHeHMsa paboThbi:
1. CobepuTe Tononoruo

PC #1

e < 4 Cisco 1941 #1

Cisco 1941 #2 et o b lm —d Cisco 1941 #3

PC #2 PC #3

HacTponTe ceTeBble nHTEpencel Ha KOMMbOTEPaX 1 MapLUpyTu3aTopax
Hactponte npotokon EIGRP Ha mapLipyTtmnsatopax

[oxauTecb OKOHYaHUA npouenyp NPOTOKona u NpoBepbTe CBA3HOCTL CETU
mntupyiiTe paspbiB CEerMmeHTa CeTeBOro kabens mexay napon mapLupyTM3aTopoB
3acekuTe Bpemsi CXoaUMOCTU NpoToKona

N o g bk DN

N3yunTte BnnsHmne Tarimepos hold u hello Ha ckopocTb cxoanmocTu
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MpocmoTp coobweHun EIGRP

1. CobepuTte Tonomnoruo

PC #1

PC #4

Ny
o ‘a4 Cisco 1941 #1

Cisco 1941 #2 b e —d Cisco 1941 #3

PC #2 PC #3

HacTtpoiiTe ceTeBble MHTEPMENCHI HA KOMMbIOTEPAX U MapLUpyTU3aTopax

C nomouwsto ytnnutel bretl cobepute nporpammHbIi KOMMyTaTop U3 nHtepderncos ethO
n eth1 Ha PC #4 cnepytowmm obpasom:

# brctl addbr brO
# brctl addif brO ethO
# brctl addif brO ethl
Hactponte npotokon EIGRP Ha mapLupyTtmnsatopax
5. [oxautecb OKOHYaHMs Npoueayp NPOTOKONa U NPoOBEPbTE CBSA3HOCTb CETU

6. 3anycTtute npocnywmBaHue Tpaduka Ha nHtepdgerice brO nporpamMmMHOro kKOMmyTaTopa
PC #4 c nomoLubto tcpdump, nsyumTte nepegaromecsd Mexay MapLpytmsatopamm
coobLeHnsa B HopManbHOM pexume paboTbl

7. WmuTupynte paspbiB CErMEHTa CeTU Mexay MaplpyTunsatopamm #2 n #3



HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBIE ceTh — J1abopaTopHbIN NPaKTUKyM

8. W3syunte nepeparowimecs Mexgy maplupytusatopamu coobLieHus npu oBGHapyKeHun
Hernonagku B ceTu.

CpaBHeHue ckopoctn EIGRP n OSPF

=

CobepuTe TONOMOrMIO M3 NEPBON YacTu nabdopatopHon paboThbl

HacTponte maplpyTtumsaTtopsl, npoTokon EIGRP Ha HMX 1 KOMMbIOTEPDI
JoxanTech BbINONHEHUSA Npoueayp NpoToKosia U NpoBepbTe CBA3HOCTb CETU
NmunTtupyinTe paspbiB, namepbTe Bpems cxognmocTtu npotokona EIGRP
BoccTaHoBuTe TOMOMOrnto

OTtkntounTe npoTtokon EIGRP u HacTponTe npotokon OSPF Ha mapLipyTusaTopax
[oxantech BbINOMHEHUS Npoueayp NPOoToKona 1 NpoBepbTe CBA3HOCTbL CETU

UmunTtupyinTe paspbiB, namepbTe BpeMs cxoanmocTty npotokona OSPF

© o N o A~ DN

Cpoenaiite BbIBOA O CXOACTBaX U pasnuumsx B NpoLeaypax HacTPOMKN NPOTOKOMOB U O
BPEMEHW MX CXOAUMOCTH
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NabopaTopHasa pa6oTta Ne 19.

MpoTokon mapwpyTtusauum OSPF-2.

Llenb paboTbl:

N3yuntb npoTtokon OSPF. Mony4nte npakTMyeckMe HaBbIKM B MOCTPOEHUS MapLLPYTUSNPYHOLLNX
ceTten Ha 6ase npotokona OSPF.

[Mopsiaok BbINONHEHUS paboThl:

1.

as

No

CobGepuTte TOMOMOMNIO CETU N YCTAHOBUTE MPOMYCKHYIO CMOCOOHOCTb KaHaroB TaKOW, Kak
yKa3aHO Ha pUCyHKe 27 (BO3MOXHO MCNOMb30BaHNE KOMMYTaToOpOB).

100——"””——lllIIIIIIIIIIIIIIII'\\\\‘\\\10

0\

#1
1941 (#2)

20 -
O\@/@/ ol

1941 (#3)

000T

000"

1pa1 (#4)

400

000T
S

100

PucyHok 27. Tononormua KoMMyTnpyemom ceTu.

Mpnagymainte Homepa nogceten. Ha kaxxaom n3 MapLUpyTU3aTopoB HasHaybTe Ha ceTeBble
nHTepdencel IP-agpeca B COOTBETCTBME C NOACETLIO, KOTOPOW OH MPUHAONEXNT.

N3yuute pasgen 3.6 «lMpotokon mapwpyTtudaunm OSPF» TeopeTnyeckoro nocobus.
Hactponte npotokon OSPF: Ha kommyTatope v mMapLlipytTu3aTopax — LWTaTHbIMU
cpeacTBaMu ynpasreHus, Ha KOMMbloTepax — C UCMNonb3oBaHMeM cepsBuca quagga (He
3abyabTe BKIOYMTL (PYHKLMIO MapLupyTM3aumm).

lMpoBepbTe paboTOCNOCOBHOCTL CETW.

PaccunTtaiite CTOMMOCTb 415 KaX4oro nHrepderica.

OcyuwiecTBuTe B3aumogencTesme Mexay mapwpyTtusatopamu 1 n 7 n BbISICHUTE, MO Kakomy
MapLUpyTy NPOXOOAT NakeThbl.

Umntupynte cbo B ceTm Ha akTuBHOM Mapwpyte. Onpegenvte HOBbIM  MapLupyT
cnefoBaHUS NakeToB U Bpemst cxogmMmMmocTu npoTtokona OSPF B JaHHOM cny4yae.



HMN «Yutex-Mpodu» — FMobanbHble KOMMblOTEPHbIe ceTh — JlaBopaTOPHbI NPaKTUKYM

9. Onpegenute, Kak uUaMeHunacb Tabnuua mMaplipyTM3auun Ha KrMeHTe, NporpamMmMHbIX Y
annapaTtHOM MapLupyTusaTopax.

10. C nomowpto yTunuTbl tcpdump n3yumTe Npouecchbl, NPoucxoasimMe B CEeTU, B KOTOPOM
NCNOMb3YTCA NPOTOKON ANHaAMMYeckon mappyTtusaumm OSPF-2.

11. Ucnonb3ya ytunuty telnet, wun3yynute npoueccbl, MNPOUCXOOALME BHYTPU OEMOHA
mMapLpyTmdauun. CpaBHute Tabnuubl MaplipyTM3auumn sgpa onepaumoHHON CUCTEMbI W
AeMOoHa ANHaMUYECKON MapLUpyTUu3auuu.

12. CbpocbTe HacTponKM koMmyTaTopa B habpudHbie 1 nepesarpysuTe ero.
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NabopaTtopHasa pa6oTa Ne 20.

MpoTokon mapwpyTusauum BGP.

Llenb paboTbl:

N3yuntb npotokon BGP. Mony4nTb npakTMyYeckne HaBblkKM B MOCTPOEHUSA MapLUpyTU3NPYHOLLMX
ceTten Ha 6a3e npoTokona BGP.

Mopaaok BbiNonHeHMsa paboThbi:
1. Cobepute TOMOMNOrMKIO CETWU, KaK yKasaHO Ha pucyHke 28 (BO3MOXHO MCMONb30BaHMe

KOMMYTaTopoOB).
4
vlanl ethO ?
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PucyHok 28. Tononorna koMmyTupyemom ceTu.

==

1941 (#3)

1941 (#2)

2. WN3syuute pasgen 3.7 «[poTokon mapwpytusaumm BGP» TeopeTnyeckoro nocobus.

3. HasHaubTe IP-agpeca untepdencam.

4. Hactpomte Ha Kaxgom KOMMblOTepe [OeMOH, peanuaylowmn npotokon BGP (c
ncnonb3oBaHMEM cepBuca quagga). Homepa aBTOHOMHbIX CUCTeM 3ajanTe B
COOTBETCTBUU C PUCYHKOM 28.

5. Yb6egutecb B NpaBWiIbHOCTU HAacTpPOeEK, NPOCMOTPEB Tabnuubl MapLUpyTM3auumn 1 Tabnuubl
coctosiHusa Quagga BGP.

6. BbINnonHWTE TpaccuUpoBKy MapLUPYTOB MeXAy BCEMW BO3MOXHbIMW Mapamu YCTPOWCTB,
3anuwnTe NN 3anoMHUTE 3TU MapLLPYThI.

7. C nomoulibio MeTpuk caenante mapwpyT mexay PC1 n PC2 6onee goporum, 4em mexay
PC1 n PC3. JoxaMTecb CXOXAEHNA NPOTOKOMNAa 1 MOCMOTPUTE, Kak M3MEHUNCL MapLLpPYThbI
N U3MEHMINUCb N OHM Boobuie. OOBLACHUTE M3MEHEHWE WM OTCYTCTBME W3MEHEHMS
MapLLpYyTOB

8. HacTtpowikamu npotokona gobenteck, 4tTobbl MapwpyT oT PC4 k RR3 nponeran yepes PC2

9. Ybegutecs, uyto mapwpyT mexay RR1 n RR3 kpatyanwwun. Pasopsute ceasb mexay PC1 un
PC3. amepbTe BpeMsa CXO4MMOCTM NPOTOKONA.
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7.

TexHonornu TpaHcnopTHoro u NpuknaaHoro ypoBHeu

NabopaTopHasn pa6oTta Ne 21.
MpoTtokonbl TCP n UDP.

Llenb paboTbl:

M3yyeHre npoTOKONOB TpaHCNOPTHOro ypoBHs cteka TCP/IP.

Mopsigok BbINONHEHUS paboThl:

1.
2.

N3yunte pasgensl 3.8 «MpoTtokon UDP» n 3.9 «MpoTtokon TCP» TeopeTnyeckoro nocobus.

OcywecTtBuTe B3aMMOOENCTBME [OBYX MAWMH C UCMNOfb3oBaHMeM npotokona TCP.

Hanpumep, Ha ogHOM MalluHe HacTponTe Beb-cepeep M obpaTtutech K HEMy 4yepe3 Beb-

Gpay3ep Ha BTOPOW MaLLUHE.

Ncnonbkaysa ytunuty tcpdump Heob6xoanmo:

v' Bblgenutb @asbl npotokona TCP (yctaHoBneHue coeauHeHusi, oOMeH AaHHbIMW,
paspblB cCoegMHEHUS);

v/ Ha npvMepe OAHOro nakeTa pasobpaTb popmat 3aronoska TCP-nakeTa.

OcywectBuTe B3aMMOOENCTBME ABYX MalUMH C uMcnonb3oBaHMeM npotokona UDP.
Hanpumep, Ha ogHon mawwuHe 3anyctute cepsep VLC (Bugeo-cepBep), a Ha Apyrou
MawunHe — npmémHuk (VLC nneep) /MOTOKOBbIE AaHHbIE NepenarTcsa C MCMONb30BaHMEM
npotokona UDP/.

Mcnonbays ytunuty tcpdump HeobxogmMmMo Ha npumepe ogHOro naketa pasobpaTb bopmat
3aronoska UDP-nakeTa.
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NabopaTopHasa pa6oTta Ne 22.

OuHamMmunyeckasa KoHduUrypauums ysna ¢ ucnosibaosaHmem nporokona DHCP.

Llenb paboTbl:

N3yyeHne npotokona DHCP u nonyyeHue HaBblkoB HacTporikn DHCP-cepBepa Ha 6a3e OC
Linux.

Mopaaok BbiNonHeHMsa paboThbi:
1. CobepuTe TOMONOMMIO CETU, NPEACTABIIEHHYIO Ha pUCYHKe 29.

W et

#2
E
NS

PucyHok 29.

HacTtponTe MalunHbl 2 1 3 Ha JUHAMNYECKOEe NOoSTyYeHMe CETEBbLIX HACTPOEK.

Ha ceteBoM uHTepdence mawwuHbl 1 HacTponte aee IP-nogcetn. To ecTb BKNounute

mMawwuHy 1 B gBe IP-nogcetn 192.168.1.0/24 n 192.168.2.0/24.

4. Hactponte DHCP-cepBep Ha mawuHe 1 Taknm obpasom, YTobbI:

v/ MawwuHa 2 nony4yana npousBosibHbIN IP-agpec (M COOTBETCTBYHOLLIME HACTPOWKW) U3
noacetn 192.168.1.0/24 yepes Kaxable 2 MUHYTbI;

v’ MawwuHa 3 nonyyana kaxablh pa3 nocTosiHHbIA |IP-agpec (To ecTb HacTpouTe
cTaTnyeckoe pacnpegeneHue agpeca).

[MpoBepbTe NPaBUNBHOCTb CAENaHHbIX HACTPOEK.

OTtBeTbTe Ha Bonpoc: kKakon |P-agpec HasHavyaeTcss MallMHE OO0 MONyYeHUs CeTeBbIX

HacTpoek oT DHCP-cepsepa.
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NabopaTopHasa pa6oTa Ne 23.
HacTtponka npotokona DNS.

Llenb paboTbl:

N3yyeHne cuctemol DNS 1 nonyyeHune HaBbIkOB €€ HacTpomnkm Ha 6a3e OC Linux.

[Mopsiaok BbINONHEHUS paboThl:

1.

No

© 0

10.

CobepuTe TOMONOIrMIO CETU, NPEACTaBMNeHHyo Ha pucyHke 30.

#2
AN
S X
Q Q
X NS
outerspace.org innerspace.org
PucyHok 30.

HacTtponte Ha mawmnHe 1 DNS-cepBep A4ns nogaepkku 30Hbl «outerspace.org».

Hactpointe Ha MawwnHe 2 DNS-cepBep And NOAOEPXKM 30HbI «innerspace.org». B
kayecTBe BblwecToswero DNS-cepBepa ykaxute maiumHy 1.

Cospante B  KaXOoOM M3  30H HECKONbKO MNPOWU3BOMbHBLIX  3anucer  (Hanpumep,
www.innerspace.org).

3apgaéte Ha mawwmHe 3 B kKayectBe DNS-cepBepa maluvHy 2.

Mcnonb3ysa Ha mawwunHe 3 ytunuty nslookup, paspeLumte uMs «Www.innerspace.org».
lMpoaHanuanpynte nosydyeHHbIn OTBET, Bpems OTKNuka u xypHan DNS-cepsepa Ha
MaluvHe 2.

Mcnonb3ysa Ha mawwunHe 3 ytunuTy nslookup, paspeLumte uMs « Www.outerspace.org.
[MpoaHanuanpynTe MonyyYeHHbI OTBET, BPeMs OTKNMKa U XypHanbl DNS-cepBepoB Ha
MaLlnHe 2 n 3.

Ha ocHoBe nony4eHHoOn MHOpMaLUM OTBETbTE Ha BOMPOC: KAKOB MapLUPYT NPOXOXAEHUSA
nocnefHero 3anpoca KrnmeHTta?
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8.

CeTeBble TeXHONnormm onepaumoHHou cuctembl Linux

NabopaTopHasn pa6oTta Ne 24.

Monb3oBatenu Linux n cuctema PAM.

Llenb paboTbl:

M3yyeHne cuctembl nonb3oBaTenen onepaumoHHOM cuctembl Linux u nonyyeHve HaBbIKOB
paboTbl C HEN.

[MopsiaoK BbINONHEHUS paboThl:

1.
2.

w

No oA

© 0

10.

[o6aBbTe HOBOro NONb30BaTENSA B CUCTEMY C MOMOLLLIO KOMaHAbl useradd.

[oGaBbTe HOBOro mnofb3oBaTensi B CUCTEMY, HEMOCPEACTBEHHO pedakTupyst dann
letc/passwad.

M3ameHuTe paHHble nonb3oBaTtend C noMowbi koMaHg usermod, chfn unm chsh.
MocmoTpuTe Ha M3MeHeHMs, Npoun3owewmne B danine /etc/passwd.

CospganTe HOBYIO rpynny ¢ NOMOLLbLIO KOMaHAbl groupadd.

CospganTe HOBYIO rpynny, HEMNOCPEACTBEHHO peaakTupys dgamnn /etc/group.

[o6aBbTe nonb3oBaTeNsa B HOBYIO rpyrnny HECKONbKUMM crocobamu.

Cospganite katanor, cMeHuTe rpynny-enagensua v BbiCTaBbTe eMy rpynnoBoe npaBoO Ha
3anucb. 3amaute OT WMMEHU HOBOro nonb3oBaTens (NGO BOCNOMbL3YWTECH SuU) U
nonpobynTe co3gaTb dann B 3TOM KaTanore.

YpanuTte nonb3oBaTens ¢ NOMOLLbIO KoMaHabl userdel.

N3yunte gokyMmeHTauumto no pam_nologin (man pam_nologin) 1 3anpeTunte BXog B CUCTEMY
He cynepnonb30oBaTesNisM.

M3yunte gokymeHTaumto no pam_cracklib (man pam_cracklib) n pobaebte gns danna
passwd nonutuky PAM, npoBepsitowyto MoLlHoOCTb napons. Cosgante nonb3oBatens u
NO3KCNEPMMEHTUPYNTE CO criabbiMn NaponsiMm 1 napameTpamu pam_cracklib.
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NabopaTopHasn pa6oTa Ne 25.
HacTtpouka mexcereBoro 3akpaHa B Linux.

Llenb paboTbl:

N3yyeHne ytnnuthl iptables n nonyyeHne HaBbikoB paboTbl C HEM.

[MopsaoK BbINONHEHMS PabOThI:
1. CobepuTe TONOMNOrMI0 CETU, NPEACTABMNEHHYIO HA pUcyHke 31.

MapLpyTunsaTop

KnneHt Cepaep

PucyHok 31.

2. Hactponte paboune ctaHuMm Takum ob6pasom, YToObl co3gaTb ABe pas3nuyHbix IP-nogceTu:
a un b (B cooTBeTCcTBUE C PUCYHKOM 31).
HacTtponTe un 3anyctute Ha cepBepe Beb 1 hannoBbIn CEPBUCH.
Ucnonb3ya ytunuty iptables, HacTponTe Ha MapLupyTu3aTope TpPaHCNATOp CeTeBbIX
afpecoB 1 co3ganTe ABa NpaBuiia MEeXCETEeBOro 3KkpaHa, CornacHoO KOTOPbIM:
V' KIMEHT MOXeT obpallaTbes K Beb-cepBepy;
v\ KINWEeHT He MoXeT obpallaTtbcs k hannoBomMy cepsepy.

5. lpoBepbTe MNpPaBWUbHOCTb CAEMaHHbIX HACTpPoek (B TOM 4uMCre WCMNonb3ys YTUMUTY
tcpdump).



TGN HIN «YyTtex-Mpodu» — MnobanbHble KoMMbloTepHble ceT — NlabopaTopHbI NPaKTUKYM

NabopaTopHasn pa6oTa Ne 26.
Pa6ota ¢ channoBbim cepBepom B Linux.

Llenb paboTbl:

N3yyeHne ytnnuthl iptables n nonyyeHne HaBbikoB paboTbl C HEM.

[Mopanok BbiNonHeHMs paboThbi:

1. 3anyctute cepsep ProFTP Ha 30 tcp-nopry.

2. OrpaHu4ybTe KOnM4ecTBO NOOKIMIOYEHUI K CepBeEPY PaBHbIM 3.

3. OrpaHunybTe hannoBoe NPOCTPAHCTBO NOJIb30BATENS €ro JOMaLLHEN Nankown.
4. TMpoBepbTe BbIMNOMHEHHbIE HACTPOWKM.




HMN «Yutex-Mpodu» — FMobanbHble KOMMblOTEPHbIe ceTh — JlaBopaTOPHbI NPaKTUKYM

NabopaTtopHasa pa6oTa Ne 27.
HacTtponka cepBepa Samba.

Llenb paboTbl:

M3yyeHne cepeepa Samba 1 nony4eHne HaBbIKOB paboTbl C HUM.

[Mopanok BbiNonHeHMs paboThbi:

1. Hactpowite ny6nuyHbI dhannosbin cepep. [JobaBbTe ABa 06LWMX KaTanora.

2. WsmeHuTe npaBa gocTyna K peanbHOMYy KaTtasnory B ¢hannoBon cucteme um nonpobyinte

nonyYnTb AOCTYN K pecypcy, COOTBETCTBYIOLLEMY 3TOMY KaTarnory.

[ob6aBbTe Heckonbko nonb3oBaTternen B 6azy Samba.

4. Pacnpegenute npaBa Ha 3anncb W 4YTeHMe MO Cco3daHHbIM pecypcam. [lpoBepbTe
paboTOoCnOCOBHOCTB.

5. Wsyumte ¢ nomowpbto tcpdump npotokon SMB.

w



HMN «Yutex-Mpodu» — FMobanbHble KOMMblOTEPHbIe ceTh — JlaBopaTOPHbI NPaKTUKYM

NabopaTopHasn pa6oTta Ne 28.
Pab6oTa c ceteBon pannoson cucremom NFS.

Llenb paboTbl:

N3yyeHne cannosomn cuctembl NFS 1 nonyyeHne HaBblkoB paboTbl C HAM.

[Mopsiaok BbINONHEHUS paboThl:

1.

®©~No

10.

11.

HacTtponte Ha cepBep NFS Ha ogHOM 13 MalUMH. QKCNOPTUPYNTE KaTanoru /etc n kakon-
HMOyaOb KaTanor, cogepxawmi donblion dann obbEma, paBHOroO UM NPUMEPHO PaBHOIO
cyMmapHomy o06bémy cogepxmmoro /etc (06bEM MOXHO BblMMCNUTL kOoMaHgon du -hs,
3anyuieHHon B /etc, cosgaTb pann NpPou3BONbHOrO pasmepa komaHgow dd if=/dev/zero
of=myfile bs=1M count=<paamep B MbBE>, nubo BoOCMONbL30OBaTLCA apxuBaTopom tar,
3anakoBaB kaTarnor /etc B ogunH cann).

Moakntounte oba KaTtanora Ha OAWH KITUEHT.

Onpegenute CKOPOCTb KOMMPOBaHUSA MHOXECTBA MeNKMX (hannos.

Onpegenute CKOpPOCTb KONMMPOBaHWA ofHOro 6onbloro danna aHanorM4yHoro pasmepa
(ckopocCTb KONMPOBaHMSE MOXHO onpedenuTb komaHgown time cp -pR /mnt/nfs/etc /homel/etc.
[na oguHo4YHOro davna MOXHO NpuMeHuTb koMaHgy time cp bigfile /dev/null, 4ToGbI
NCKMNIOYMTb BNUSIHWE AMCKOBOW MOACUCTEMBI, IMBO MOXHO Mcnonb3oBaTb KomaHabl find u
cat c nepeHanpaenenunem B /dev/null).

MeHsass napameTpbl akcrnopTupoBaHus (no_subtree check/subtree_check, async/sync,
no_wdelay/wdelay) u napameTpbl MOHTMpPOBaHuA (rsize, wsize, noacl/acl, proto),
onpegenuTe BrMsHWE 3TUX NapaMeTPOB Ha CKOPOCTb NMpoLecca YTeHus.

3KcnopTupymnTe eLwé oanH Katanor ¢ cepeepa.

MoakntounTe ero Ha OAuH KITMEHT.

lMpoBeauTe mnccrnegoBaHWe CKOPOCTM 3anmcu B 3aBUCMMOCTM OT pa3Mepa M Konuyectsa
dannoB (MHOXeCTBO OONblIMX W OAWH ManeHbKui), napaMmeTpoB MOHTUPOBAHUSA WU
napaMeTpoB 3KCMOPTMPOBaHUS.

BeinonHute genctensa 4-9 ana 3 KMMEHTOB O4HOBPEMEHHO.

[na cpaBHeHna ckopocTu paboTel npotokona NFS 3anyctute FTP-cepBep v BbINOMHUTE
YTEHWEe U 3anuUcCb MHOXECTBa ManeHbkuX hanrioB M OAHOrO KPYMHOro C MOMOLLbBIO Tjviyls
wget.

Cpoenante BbiBog 06 ONTUManbHOM COYETaHWM MNApPaMeTpoB U O BAWSHUM KaXdoro
napameTpa u3 nNpeanoXeHHbIX Ha NPOLECcC YTEHMS U 3anucCu.



