HMMN «Yutex-Mpodu» — CeTeBas 6Ge3onacHOCTb — JTaBopaTopHbIi NPaKTUKYM

CopepxaHue
1. Be3onacHOCTb ceTemr Ethernet ... 3
JTabopaTopHas PABOTA N L. .....cc.ciiiiiiieciece ettt et et 3
AyanTt 6e3onacHOCTU NPOTOKONA SNMP. ..o 3
J1TabopaTopHas PABOTA N2 2. . ......ciiiiieiecece ettt re et 5
AyanTt 6€30NacHOCTU NMPOTOKOMA STP. ..o 5
JTabopaTopHas PABOTA N2 3. . ......ciiiiiiccce ettt be b 6
BupTtyanbHble nokasbHble CeTU [EEE 802.1Q. ..o 6
JTabopaTopHas PABOTA N2 4. . ......cooiiiiiicece ettt 7
Ba3zoBble MexaHM3Mbl 6E€30MNACHOCTUY KOMMYTATOPOB. ......ecverviriiariarieieiesiestesiessessesseeseeeens 7
JTabopaTopHas PaBoTa NC 5. ... ... 9
Be3onacHOCTb Ha OCHOBE CErMEHTALMM TPAMMKA. ..c.veverveieireerrereeieriesie e e sreeraeaesaeeenens 9
JTabopaTopHas PABOTA N B. ........ccccciiiiiice e 10
BesonacHocTb Ha ocHoBe NPOTOKOMA IEEE 802.1X. ..cccccovviiiiieiecieseeie e 10
JTabopaTopHAs PABOTA N 7. ......cciiiie et 13
Cnnckm KOHTPOISA JOCTYNMA ACL. ..o 13
2. Be30NaCHOCTb COTEM Wi-Fi.......ouiiiiiiiiiiiic e e e e et e e e e e e eeaenes 14
JTabopaTopHas PABOTA N 8. ..o sre e e 14
LLndpoBaHue kaHana ¢ ucnonb3oBaHnem npotokona WEP............cccociviiiiicie, 14
JTabopaTopHas PABOTA N2 O. ... e 16
LUndposaHue kaHana ¢ ncnonb3oBaHmeM NpoTokona WPA. ..., 16
JTabopaTopHas PaboTa N2 10, . ... 17
AyTeHTndurkaums 6ecnpoBOaHbIX KIMIMEHTOB HA OCHOBE YYETHbIX 3anncen
nonb3oBaTerien U annapaTHbIX a4PECOB KOMMBIOTEPOB. ....c..civierieeiiierieeiieesireesseessneens 17
JTabopaTopHas PABOTA N2 1. ... s 19
O6HapyxeHune aTak guccoumauunm ¢ ncnonb3oBaHMeM OC LiNUX. .......c.cccccvevveieiiennn, 19
3. MexaHu3Mbl NOCTPOEHUSA 3aLLMLLUEHHbIX CeTer C UCNOoNIb30BaHMEM bpaHamayapoB....20
JTabopaTopHas PaBoTa N 12, . ... e 20
TTPOTOKOI PPPOE. ...ttt te et enteesae e nreeneeeneenneens 20
JTabopaTopHas paboTa N 13, . ... e 21
TexHonornsa Network Address Translation. ..........ccocevveeienecie e 21
JTabopaTopHas PaBoTa NC 14, ... e e 22
BUPTYANBHDBIE HACTHDBIE CETUL. ..eiuiiiiiiieiiesiie sttt sttt sttt st see b e sbeesaesreeste e e sneense e 22
4. MexaHU3Mbl NOCTPOEHUA 3aLULLEHHbIX ceTeln ¢ nucnonb3osannem OC Linux.............. 23
JTabopaTopHas PaBoTa N2 15. ... 23
YTUIUTA IPIADIES. ..ot sree s 23
JTabopaTopHas PABOTA N2 16. .......c.ccociiiiiiiiicie et 24
LINAOPOBBIE CEPTUGIMKATDL. ...eevvvieiiieiiieeiiesiieeieesiaeesieessbeesbeessteesbeessbeesbeessbeesbessnbeesseesneeesseesnnes 24

JTabopaTopHas PABOTA N2 17. ...t 25



HMMN «Yutex-Mpodu» — CeTeBas 6Ge3onacHOCTb — JTaBopaTopHbIi NPaKTUKYM

[eTEKTOP BTOPKEHMUM SNOI. ..ottt re e e e e s nre e e neeeenes 25

J1abopaTopHaa PabOoTa N2 18. ..o 27

TyHHenupoBaHue CoOegUHEHUN C UCMONb30BaHMEM NPOTOKONA SSL.......cccccvvviveenne 27

JTabopaTopHas PaboTa N 1O, . ... s 28

YpaneHHoe ynpasneHue rno 3awmEéHHOMY NPOTOKONY SSH. ... 28
BHUMAHME.

B maHHOM JOKyMeHTe BCe CCbINKM yKasblBalOT Ha pasgernbl U rmaebl B nocobre «YnpasneHve

KOMMJIEKTOM», €CJ11 HEe YKa3aHO NHOe nocobue.



HMMN «Yutex-Mpodu» — CeTeBas 6Ge3onacHOCTb — JTaBopaTopHbIi NPaKTUKYM

1. Be3onacHocTb ceTten Ethernet

Na6opaTopHasa pa6oTa Ne 1.

AyamT 6e3onacHocTu npotokona SNMP.

Llenb paboTbl:

M3yuyeHne cnocoboB MOHMUTOpPMHIa M YyMpaBfeHust CeTblo Ha ocHoBe npoTokona SNMP c

MCNosib3oBaHNEM COOCTBEHHbIX MEeXaHU3MoB 6e30nacHOCTH.

Mopsigok BbINONHEHUS paboThl:

1. llocTponTe TOMNOMOrNIO CETU, NOKA3aHHYIO Ha pUCyHke 1.

=
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KnneHt

PucyHok 1.

HacTponTe MapLipyTM3aLmio Mexay ceTamMu.

U3yunte pasgen 9.1 «lpotokon SNMP» TeopeTuyeckoro nocobus.

HacTtponte SNMP-npoTokon Ha kKoMmyTaTope.

Ha LUnto3e 3anyctute tcpdump. OTcenBanTe U3 NOTOKa TOMbKO NakeTbl npoTokona SNMP.
3anyctute ytunuty iReasoning MIB Browser.

3arpysute 6a3y MIB RFC-1213.

© N o o B~ W N

C KnueHTa Ha KoMMyTaTope BbISICHATE creayloLme napameTpsbil:

e HasBaHuWe YCTPOMWCTBa, BpeMs paboTbl YCTPOMCTBA, CNyX0Obl, 3anyLieHHble Ha
ycTponcTtee (BeTBb System);
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® KONMMYECTBO MHTEPENCOB Ha YCTPONCTBE, COAepKnMMoe Tabnnubl MHTEPEENCOB,
Ha3Ha4eHne OBYX OOMOMHUTENbHbLIX BUPTYanbHbIX NOPTOB (BETBb interfaces);

e |P-agpec ycTponcTtsa, cogepxmmoe Tabnuubl MapLupyTmM3auum (BeTBb ip);
e TCP-coeavHeHusi, yCTaHOBIEHHbIE YCTPOMNCTBOM (BETBb tCp).

9. BblicHUTe 13 nepexBayeHHbIX Ha Wo3e naketoB SNMP Community String.
10. Co LUnto3a BLISACHUTE COCTOSIHME MOPTOB KOMMYyTaTopa.

11. CoenanTte BbiBOA 0 6e3onacHocTu npoTokonoe SNMP v1/v2c, rpaHuuax nx npuMeHMMoCcTH

n npennoXxumte metToabl 3allTbl 3TUX NPOTOKOJIOB.
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NabopaTtopHasn pa6oTa Ne 2.

AyauTt 6e3onacHocTu npotokona STP.

Llenb paboTbl:

M3yyeHne ysassumocTten anroputma Spanning Tree n Rapid Spanning Tree.

[Mopsiaok BbINONHEHUS paboThl:

1. Wsyuute pasgen 2.9 «Ayaut 6esonacHOCTM nNpoToKona cBsAsywwero agepesa STP»
TeopeTn4eckoro nocobus.

2. CobepuTe ceTb C TONOMNOrMen, NPeacTaBeHHON Ha PUCYHKe 2.
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PucyHok 2.

3. HactponTte n akTnBM3npymnTe Ha kKomMyTaTopax NpoTokon Spanning Tree.

4. MMapannenbHo c waroMm 3 3anyctute Ha MawwuHe #3 ytunuty tcpdump un BbiscHute MAC-
ajpeca KOMMyTaTOpPOB, aHanNM3npysa cogepxnmoe nakros BPDU.

5. COpocbTe HacTpOIKM KOMMyTaTopa B pabpuyHble 1 NepesarpysuTe ero.
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Na6opaTopHasa pa6oTa Ne 3.
BupTtyanbHble nokanbHble cetu IEEE 802.1q.

Llenb paboTbl:
N3yyeHne TexHonornn BupTyanbHbix ceTen. NonyyeHne HaBbikoB HacTponkn VLAN Ha ocHoBe

Taros IEEE 802.1g B ceTu, NOCTPOEHHOM Ha koMmmyTaTopax Cisco.

[MopsiaokK BbINONHEHUS paboThI:

1. Wsyuute pasgen 4.8 «BuptyanbHble cet. CeTu Ha 6ase MapKUMpOBaHHbIX KagpoB»
TEopeTUYEeCKoro nocobusi.

2. HOCTpOVITe Tonosnorunw ceTn, npencrtaBfieHHYO Ha PUCyHKe 3.

= 1/

-

PucyHok 3. KommyTupyemas Tononorns ans HactTponkn supTtyanbHblix ceten VLAN.
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3. CkoHdpurypupynte VLAN Ha ocHOBe TeroB Takum obpasom, 4ytobbl paboune ctaHuum 1 1 4
npuHagnexanu supTyanbHon cetn Ne1, ctaHumMa 2 npuHagnexana suptyanbHon cetn Ne2,
a ctaHuma Ne3 — BupTyanbHon cet Ne3 1 npu aTom aBnanack obwenoCcTynHbIM PECYPCOM.
To ecTb MaLwwmHbl B BUpTyanbHbix ceTsax Ne1 n Ne2 He JOrmKHbI B3aMMOAENCTBOBATbL MEXAY
cobol, HO JOoMKHbI B3anMogencTBoBaTb ¢ MaLumMHom Ne3.

4. [poBepbTe MpaBWibHOCTb KOH(Urypaumm cetn. Pe3ynbTaTbl MOHUTOPUHIa MOKaXuTe Wt
NosiCHUTE nNpenogasaTtento.

5. CbpocbTe HAaCTPONKM KOMMYTaToOPOB B habpuyHble 1 nepesarpysunTe ero.
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Na6opaTopHasa pa6oTa Ne 4.

BasoBble MexaHU3Mbl 6€30NacHOCTM KOMMYTaTOPOB.

Llenb paboTbl:

N3yyeHne TexHonorun Trusted Hosts, IP-MAC Binding n Port Security.

[Mopsiaok BbINONHEHUS paboThl:

1. CobepuTte TONONOrMI0 CETU, NPpeacTaBeHHYO Ha pUCYHKe 4.

—
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2. Hactpoiite kommyTaTOpbl Takum 06pa3oM, YTOObl UMW MO YNPaBMsTh TOMbKO MalLMWHbI
#1 n #3.

3. [lNpoBepbTe BbIMNOHEHHbLIE HACTPOMKMN.

PucyHok 4.

4. Ounctute Tabnuubl KOMMYTaLUMK Ha BCEX KOMMYTaTopax.
C mawuH #1 n #2 «NponuHrynTe» malumHy #3.

6. Ybeautecb, 4To B Tabnuuax KOMMyTauMM He NPUCYTCTBYET annapaTHOro agpeca MallunHbl
#4.

7. 3abnokupyinTte Ha obomx kKoMMyTaTopax Tabnuuy kKommyTaumm B pexnme Permanent.

8. [lMonmblTanTecb OCywWecTBUTb B3aMMogencTBue ¢ 4-biM  KOMMbOTEPOM C  foboro

komnbtoTepa. O6bACHUTE NOMNyYEHHbIV pe3ynbTar.

9. CbpocbTe BrokMpoBKy Tabnuy, KOMMyTaLUn.
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10. Ncnonb3ysa TexHonoruto IP-MAC Binding, HacTponTe Ha kKoMMyTaTopax OuibTpbl Takum

obpasom, 4Tobbl B CETU MO paboTaTb TONbKO MalLMHbI #1 1 #3.

11. CHpocbTe HAaCTPOMKN KOMMYTaTOpPOB B (habpUYHbIE M NepesarpyanTte ero.
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Na6opaTopHasa pa6oTa Ne 5.

Be3onacHocTb Ha OCHOBe cerMeHTauun Tpaduka.

Llenb paboTbl:

I/I3yt-|eH|/|e MeXaHn3mMma cermeHTaumn Tpatbvma.

[Mopsiaok BbINONHEHUS paboThl:

1. CobepuTte TONoNoOrMio CeTu, NpeacTaBeHHyo Ha pUcyHke 5.
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PucyHok 5.

Nayunte 3.3 «Layer 3 Features» (MeHto «IP Interface Settings»).

3. CospanTte IP-noaceTn, kak 3T0 NOKa3aHO Ha pucyHke 5. HasHaybTe KaXgomy KOMMbTepy
IP-agpec 13 cob¢cTBEHHOM NOACETW.

4. OpraHusynte Ha kommyTaTope DES-3010G npuHUMN «pacdeckny — Kaxabli  KOMMNbIOTEP,
NOAKIMIOYEHHBIA K KOMMYTaTopy, MOXeT 0bMeHMBaTbLCA MHAOPMaLUUEN TONbKO C BHELLIHUM
MWUPOM, HO HE C OPYTMMW KOMMNbIOTEPAMU, MNOOKIMOYEHHBIMU K 3TOMY e KOMMYTaTopy.

5. TpoBepbTe NpPaBUibHOCTb CAENaHHbIX HACTPOEK.

6. CO6pocbTe HacTponkM kKommyTaTopa B pabpuyHble 1 nepesarpysmTe ero.
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Na6opaTopHasa pa6oTa Ne 6.

Be3onacHocTb Ha ocHoBe npoTtokona IEEE 802.1x.

Llenb paboTbl:

N3yueHne npotokona |IEEE 802.1x, cnocoboB ero HacCTpPOMKM Ha CeTeBbIX y3nax, cnocoboB
HacTpouku cepeepa RADIUS.

Mopsigok BbINONHEHUS paboThl:

1.

wn

No

CobepuTe ceTb € TONonoruen, NnpeacTaBneHHon Ha pucyHke 16.

\
S S
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KnveHTt 802.1x 2960 Cepep RADIUS

PucyHok 16. Tononormust KOMMYTUPYEMOK CETH.

Na3yunte pasgen 2.7 «lMpotokon IEEE 802.1x» TeopeTnyeckoro nocobusi.
Hactponte cepsep RADIUS, ucnons3sys ytunuty freeradius.

Bkntounte npotokon 802.1x Ha kommyTatope. Mcnonb3ynTe aBTOpU3auuio Ha OCHOBE
nopToB.

lNepeBeante nopT KOMMYyTatopa, K KOTOpOMYy nogknoveH knmeHt 802.1x, B
HeaBTOPM30BaHHOE COCTOSIHUE.

HactponTte knueHTa 802.1x, ncnonb3ysa ytunuty wpa_supplicant.
3anyctute knmeHTa 802.1x.

MpoBepbTe yCnewHoCcTb aBTopusaLmm nopTta nyTém:
e B3aMMOAEWCTBMSA Mexay MallvHaMu;

e aHanu3a xypHana (noros) knneHta 802.1x;

e aHanusa XxypHana cepsepa.

dusmyeckn oTKNOUMTE kabenb KnMeHTa OT nopTa KoMMyTaTopa, a 3aTeM 3aHOBO
noaknoumTe. BbiSicCHUTE, B KaKOM COCTOSIHUM (@BTOpM3aLuW) HaxoaWUTCA MOPT KIMEHTa.
OTBeTbTe Ha BOMPOC, MOXHO NV HapylWUTb 6e30nacHoOCTb CeTU NyTEM (U3NYECKOrO
NoAKMYeHNs1 HeaBTOPU30BaHHOWN MaLLVHbI HAa aBTOPU30BaHHbIN NOPT KOMMYyTaTopa.

10. CobepuTe ceTb C TONONOIMEN, NPeaCcTaBEHHON Ha PUCYHKe 17.
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Cepeep RADIUS

KnnenTt 802.1x
PucyHok 17. Tornonormna koMmyTupyemom ceTu.

11. ABTOpUK3ynTe NOpT KOMMyTaTopa 2960, ncrnonb3ys knveHTa 802.1x.

12. MonpobynTe ocyllecTButb B3ammogencteme MawuHbl Ne 1 n cepsepa RADIUS. Kakue
BbIBOAbI MOXHO caenaTtb 06 ysi3BumMocTdax B 6e3onacHocTu npotokona 802.1x Ha ocHoBe
nopToB.

BHUMAHMUE: Oanee paboTta moxeT BbINOMHATLCA OQHOBPEMEHHO TOJIbKO OQHOM
opuragon

13. Cobepute ceTb C TOnonornen, NnpeacTaBneHHon Ha pucyHke 18.

<17

CepBep RADIUS

3560

KnneHT 802.1x

PucyHok 18. Tononormus KoMMmyTnpyemom ceTu.

14. Bkntounte npoTtokon 802.1x Ha kommyTaTope. Mcnonb3ynte aBTOpM3aumio Ha OCHOBE
MAC-agpecos.

15. NepeBegute nopT koMmmyTtaTopa 3560, K KOTOPOMY NOAKMYeH kommyTaTop SD205, B
HeaBTOPM30BaHHOE COCTOsHME. 3aTeM uHuuuupynte padHHeln nopt MAC-agpecom
MaLLVHbI, Ha KOTOpPOK 3anyLueH KnueHTt 802.1x.

16. 3anyctute knveHTa 802.1x.

17. lNpoBepbTe yCneLwHoCTb aBTopusaunmn nopTta nyTém:

e B3aNMOLENCTBUS MeXOy KIMMEHTOM U CepBepoM;
e aHanu3a xypHana (noros) knueHta 802.1x;
e aHanu3a XxypHana cepsepa.

18. MNMonpobynTe ocyLecTBUTL B3aumoaencTane mexay mawmHon Ne 1 u cepsepom.
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19. Hactponte un 3anyctute knueHta 802.1x Ha MawuHe Ne 1. Tenepb nonpobynte
OCyLWEeCcTBUTb B3aMMmogencteme wmexgy MawuHon Ne 1 u cepsepoMm. Ha ocHoBe
NMONyYeHHbIX pe3ynbTaToB cAaenanTe BbIBO4 O 3alimuieHHocTu npotokorna 802.1x Ha
ocHose MAC-agpecos.

20. CopocbTe HacTpOrKM KoMMyTaTopa B habpuyHble 1 NepesarpysuTe ero.
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Na6opaTopHasa pa6oTa Ne 7.
Cnuckm KoHTponsa pgoctyna ACL.

Llenb paboTbl:

N3yueHne TexHonorum Access Control Lists.

[Mopsiaok BbINONHEHUS paboThl:

1. Cobepute ceTb C TONOMOrnen, NnpeacTaBneHHon Ha pUCyHke 9.

'zk

PucyHok 9.

2. Wsyuute pasgen 4.5 «Cnmckn KOHTPONS AOCTyna» TEOPETMYECKOro nocodmst.
3. HactponTe cnmckn KOHTPoOns 4OCTyna Taknm o6pa3om, YToObI:

e KoMMyTaTOp 2960 He MOr «NPOMUHIrOBaTb» MaLUUHY #4;

e MawwuHa #1 Mmorna «nNponMHroBaTb» MalvHy #3, HO He Morna — MawwuHy #4;

e MawwHa #2 morna ckayatb havn ¢ mMawwuHbl #4 (ncnonb3ysa ftp-npotokon), HO He

Morna nony4ynTb NOYTOBbLIE coobLLEHNS;

e TONMbKO TOT TpaduK, KOTOPbIN MOET OT MaLLNHbI #2 K MawwmnHe #3 «3epkanunoBanca» Ha

nopT MaLUuHbl #4.

4. T[poBepbTe cO3AaHHbIE HACTPOMKW.
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2. BbesonacHocTb ceten Wi-Fi

Na6opaTopHasa pa6oTa Ne 8.

LUndpoBaHme KaHana ¢ ucnonb3oBaHnem npotokona WEP.

Llenb paboTbl:

MNony4yeHne HaBbikoB nocTtpoeHus ceten Wi-Fi ¢ ncnonb3oBaHnem mexaHusma LLMpoBaHUA
WEP.

Mopsigok BbINONHEHUS paboThl:

1.

No gk

©

MocTponTe ceTb, TONONOIrNSA KOTOPOW NpeacTaBneHa Ha pucyHke 11.
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PucyHok 11.

. N3yuute pasgen 5.2 «MexaHuambl wndpoBaHus B 6€CnpoBOAHbBIX CETSAX» TEOPETUYECKOro

nocobus.

Bkniounte TOYKy AoCTyna, HacTponTe kaHan u ums cetu. Bkniounte BHyTpeHHun DHCP-
cepsep. Bknounte wungposaHne WEP, ncnonbays 40-6UTHbIN KNHOY.

AccounnpynTe gBa KOMMboTepa C 3TON TOYKON JOCTyna.

3anyctuTte Ha TpeTbeM KOMMbloTepe yTunuty «Airodump-ng» 4ns nepexsata NakeTos.
BbIinonHuTe B3aMmogencTeme mexay komnototepammn 1 m 2.

Yb6eautecb (N0 3aKkpaHy airodump-ng), 4TO HECKOMNbKO MakeToB C AaHHbIMKU OblNo
nepexBa4veHo.

CreHepupynTe hbaiin cnosapsi, CogepKallimi HECKOIbKO NPOU3BOSbHbIX KNYen 1 gobasbte
B KOHeL, dhanna 3agaHHbIn Kntod. nnHa cnosapst omkHa 6biTb He MeHblle 10000 3anucei.
CkpunT A4nsa reHepauun HaxoamTca Ha aucke B kaTanore /root/Desktop/Scripts/wep.

Mcnonb3ysa nonyyeHHbI cnoBapb U NepexeBayvyeHHble NakeTbl BbINOMHUTE aTaky Ha ¢ainn ¢
nepexsavyeHHbIMU NakeTamm ¢ NOMOLLbIO yTUNuTbl « WepAttack».
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10. BbinonHUTe 3TW Xe [OeWCTBUS, WU3MEHAs ANWHY KYa W UCNOoNb3yss B KadvecTse
nepexsatymka Kismet Bmecto airodump. Bapbupyinte pasmep danna cnosaps, gobaenss
unn yaanss s3anucu. Coenante BbIBOA O BIMSHUM OSIMHbI KMo4a M pasMepa crnoBaps Ha
CKOPOCTb aTaku.
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Na6opaTopHasa pa6oTa Ne 9.

LUndpoBaHue kaHana ¢ ucnonbsoBaHnem npotokona WPA.

Llenb paboTbl:

MonyyeHne HaBblkoB nocTpoeHus ceten Wi-Fi ¢ ncnonb3oBaHMem mexaHmsma LUIMGPOBaHUS
WPA.

[MopsiaokK BbINONHEHUS paboThl:

1.

MocTpoiTe ceTb, TONOMOrUsi KOTOPOW NpeacTaBneHa Ha pUCyHke 12.
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PucyHok 12.

Wcnonb3ya ytunuty wpa_supplicant, HacTponTe 3allMLIEHHY0 CeTb C MCMOSb30BaHUEM
ayteHTudmkaumm WPA n cuctemon wngposanms TKIP.

Mcnonb3ya ssh, cpaBHUTE MOMe3Hyld MPOMYCKHYK CMOCOBHOCTb KaHama Ao W nocne
ncnons3oBaHua WPA.

Ina ONPOBEPKM CKOPOCTM COEIMHEHMS BOCIOJb3yMTech SSH
1. Ha nepBOM KOMIBITEPEe 3amayTe NapoJib IIOJb30BaTeN 0 root: passwd.
2. Ha BTOpPOM KOMIBIOTEPE IJIs KONMPOBAaHMSA (anja BHIIOJHMUTE KOMaHIY :

scp ip ampec_kxomnenrepa l:nyre x_daimy /dev/null
9Ta KOMaHIa CKONMPpyeT yKaszaHHBM Qaly Cc [NepBOTO KOMIbITEpa Ha BTOPOH,
npudéMm Qans He OyIeT COXPaHEH Ha IOMCKe, YTO I[O3BOJMUT OLEHUTH pPeallbHYI
IPONYyCKHYI0 CIHOCOOHOCTBL ceTu. CKOPOCTH IepemauyM IOaHHBX OyIeT ykKas3aHa B
BEIBOJE KOMAHIEL SCP.

Wcnonb3ya ytunuTy tcpdump, ocyuiecTBuTe nepexsaT nakeToB. M3yumte copepxumoe
nepexBayYeHHbIX NakeToB A0 U nocne npuMeHeHns WPA.

Wcnone3ya ytunuty wpa_supplicant, HacTponTe 3allMLLEHHY0 CeTb C MCMOSib30BaHNEM
ayteHTudumkaumm WPA2/PSK n cuctemon windgposaHusa TKIP.

Mcnonb3dya ssh, cpaBHUTE MNOMe3Hy MPONYCKHYK CNOCOBHOCTb KaHana Ao W nocne
ncnonb3osaHngd WPA2/PSK.

Wcnone3ya ytunuty wpa_supplicant, HacTponTe 3allMLIEHHY0 CeTb C MCMOSIb30BaHNEM
ayteHTuumkaumm WPA2/PSK n cuctemon wndgposaHusa AES.
Mcnonb3ys ssh, cpaBHUTE MOME3Hy NPOMNYCKHY0 CNOCOBHOCTL KaHana ¢ UCrnosib30BaHNEM
cuctembl wndposanus TKIP ¢ cuctemon wndposaHmsa AES.
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NabopaTtopHasa pa6oTa Ne 10.

AyTeHTudumkauma 6ecnpoBOAHbIX KIIMEHTOB Ha OCHOBE YY€THbIX 3anucen

nonb3oBaTeriel U annapaTHbIX aAPeCcoB KOMNbLIOTEPOB.

Llenb paboTbl:

lMonyyeHne HaBLIKOB MNOCTPOEHMS 3aWMWEHHbIX Wwi-fi ceTen ¢ wmcnonb3oBaHnem RADIUS-

cepsepa n unsTpaummn no MAC-agpecam.

[Mopsiaok BbINONHEHUS paboThl:

1.
2.

P w

lMocTponTe ceTb, TONONOMNA KOTOPOW NpeacTaBneHa Ha pucyHke 13.

Ucnonb3dya ytunuty freeradius, Hactponte RADIUS-cepBep w1 cosgante OByX
NPOu3BOJIbHLIX MOfb30BaTENEN.

HacTponte mapwpytusatop Cisco 851 Ha ucnone3oBaHuem |IEEE 802.1x.

HacTtpoinTe KnMeHTOoB, Ucnonb3ys yTunuty wpa_supplicant.

MpoBepbTe paboTOCNOCOOHOCTL CETHU.
(©

1
S

Q

cepsep

PucyHok 13. Ncnonb3oBaHne RADIUS-cepBepa.

CobepuTe TONONOINIO, NPEACTABMEHHYIO HA pUCyHke 14,

K Touke poctyna 1 paspewuTb MNOOKMOYEHNE KOMMbITEPOB 1 M 2 € NOMOLLbLIO
paspeleHHbIx cnuckoB MAC-agpecoB. K Touke poctyna 2 3anpeTtuTb MOAKMNHYEeHue C
KomnbroTepa A ¢ NOMOLLbIO 3anpeLleHHbIx cnuckoB MAC-aapecos.

lMpoBepbTe NPaBUNBHOCTb BbINONHEHHBLIX HACTPOEK.
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() @)

851 851

) (@) N

PucyHok 14. Vicnonb3oBaHue dunbtpauum no MAC-agpecam.
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NabopaTopHasa pa6oTa Ne 11.

O6HapyxeHue aTak guccoumaumm ¢ ucnonb3osaHmem OC Linux.

Llenb paboTbl:

N3yueHne paboTbl n BO3MOXHOCTEN YTUNNTLI Kismet.

Mopsigok BbINONHEHUS paboThl:

1. TllocTpownTte ceTb, TOMOMOrNS KOTOPOM NPeAcTaBrieHa Ha pucyHke 15.

o0k w

() ()

PucyHok 15.

Bkritounte 1 HacTponTe 2 TOYKM AOCTyna Ha pasHble KaHanbl U UMeHa ceTen. BkniouunTe
BHyTpeHHUn DHCP-cepBep To4kn goctyna.

MoakntounTe 2 KoMnbloTepa K pa3HbIM CETAM, Kak Nokas3aHo Ha pucyHke 15.

3anyctute Kismet Ha 3 komnbloTepe. [pocMoTpuTe 0BHapyXEHHbIE CETU.

Onpegenute KaHanbl, Ha KOTOPLIX pacnonaraTcs TOYKM JoCcTyna.

MocmoTpuTe, KakMe  TuMbl  MakeToB  MepexBaTbiBAlOTCH, KOrga  KOMMbHOTepbl
accoummpoBaHbl, HO He akTuBHbl. Habnopgarite 3a rpadmkom KonmyecTsa nepexsadveHHbIX
nakeToB B CEKyHAOY

BbinonHuTe B3aMmMogencTBMe MeXxay 2 KOMMbTepamMu, HaxooswMMuca B OAHOW CETu
(Hanpumep, ckonupyrTe dpann ¢ OQHOro KOMMbKOTEPA Ha ApYyron ¢ noMmolbio scp). Kakve
TUNbI NAKeToB NosiIBUNUCHL B acbmpe? Kak namenuncs rpacpmk?

Onpegenute KNMEHTOB OBHAPY>KEHHbIX CETEMN.

3anyctnute Ha OAHOM M3 2 KOMMbTEPOB, MOAKIIOYEHHbLIX K OQHOW CeTW, HenpepbIBHYO
aTaky guccouunaumm Ha BTopyto ceTb (¢ nomoLubio MDK unu ¢ nomoubto aireplay).

10. lMocmoTpuTe Ha peakuuto Kismet.
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3. MexaHu3Mbl NOCTPOEHUA 3aLMULLEHHbIX CeTeN C UCNOSIb3OBaHNEM
6paHamayapoB

NabopaTopHasn pa6orta Ne 12.

MpoTtokon PPPOE.
Llenb paboTbl:

N3yyeHne npotokona PPPOE u cnocoboB ero HacTtpoukm u ucnonb3osaHust B OC Linux un
H6paHgmayape ASA5505.

Mopsigok BbINONHEHUS paboThl:

1. CobepuTe TOMONOMMIO CETU, NPEACTABIEHHYIO Ha pUCYHKe 16.

---"‘ inside

1T 1 1
outside ASA5505

4 9

PPPoE-cepBep CoTpyaHUK
WHTepHeT-npoBanaepa

PucyHok 16.

2. Hactpowte paboune ctaHuuu n 6paHamayap Takum obpasom, 4Tobbl MHTEpPdEnc outside
ASA5505 n PPPoE-cepBep npuHagnexanu ogHown |P-nogcetn, a uHTepdenc inside
ASA5505 1 MalwmHa coTpyaHUKa — OPYrown.

N3yunte rnasy 8.1 «[lMpotokon PPPoE» TeopeTtnyeckoro nocobus.
Ucnonb3ya ytunuty rp-pppoe, Hactponte PPPoOE-cepBep Ha MawuHe WHTepHeT-
nposangepa.

5. Hactponte ASA5505 B kadectBe PPPoOE-knneHTa (MCnonb3ysa co3daHHyio B M.5 y4YeTHyHo
3anucek nonb3osaTens). YcraHosute PPPOE-TyHHenb.

6. OcywecTtBuTe OOCTYNn C MawwuHbl COTpPygHWKA B ceTb WHTepHeT, TO eCcTb K MallunHe

nposangepa.
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NabopaTopHasa pa6oTta Ne 13.

TexHonorma Network Address Translation.

Llenb paboTbl:

N3yyeHne texHonorum NAT n cnocoboB €€ HacTponkn Ha GpaHamayape ASA5505.

[Mopsiaok BbINONHEHUS paboThl:

1.

N o o bk~ w

CobepwuTte TOMONOIrMIO CETU, NPEACTaBMNEHHYIO Ha pUCyHke 17.

---
.--- |ns|de

outside ASA5505
S S
0 0
NS NS
#1

PucyHok 17.

MapLpyTnsaTtop

nposangepa #2

HacTtponte pabouve ctaHumm n GpaHamayap Takum obpasom, YTobbl MHTepdenc outside
ASA5505 1 mapLipyTusaTop nposangepa npuHagnexanu ogHon IP-noacetn, a uHtepdgenc
inside ASA5505 1 MawwuHbl #1 n #2 — gpyron.

HacTpowiTte 1 3anyctute Ha mapLupyTusatope nposavgepa Be6-cepBep.

N3yuunte rnasy 7.1.4 «TpaHCcnaTop agpecoB» TEOPETUYECKOro nocobus.

Hactponte NAT Ha ASA5505.

OpHoBpeMeHHO ocyllecTeuTe obpalleHne ¢ MmawnH #1 n #2 k Beb-cepeepy nposaraepa.
Ecnu nonbiTka ycnewHa (nonyyeHa crtapTtoBas cTpaHuua Apache), To 3anyctute Ha
MaluvHe npoBamngepa ytunuty tcpdump M CHoBa ocyLlecTBUTE 3anpoc K Beb-cepBepy C
MaLlUWH NoKarbHOW ceTu.

lMpoaHanuanpynte pesynbTaTtbl, BblAaBaemble yTUNUTON tcpdump 1 oTBETLTE Ha BOMPOC:
kakon |IP-agpec 1 Homep nopTa CTOMT B aApece oTnpaBuTENs 3anpocoB, Nosly4aeMbix BEO-

cepBepom.
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NabopaTopHasa pa6oTta Ne 14.
BupTyanbHble YacTHble CeTu.
Llenb paboTbl:

N3yyeHne npotokona IPSec u cnocoba ero Hactponknm B OC Linux n Ha Gpangmayape
ASA5505.

[MopsiaokK BbINONHEHUS paboThl:

1. CobepuTe TONOMNOrMI0 CETU, NPeaCTaBNEHHYIO HA pUCyHKe 19.

ASASSOS #2

---I" side
T T Tl @
-~
1 \
‘ [

inside

MaplypTtusartop

#1

PucyHok 19.

2. Hactponte pabouune ctaHumm u GpaHamayapbl TakMm obpasom, 4Tobbl co3faTtb YeTbipe
pasnuyHbIX IP-nogcetu: a, b, ¢ n d (B cOOTBETCTBME C pUCYHKOM 19).
U3yuute rnay 8.2.3 «[lMpoTokon IPSec» TeopeTtnyeckoro nocobus.
HacTponte IPSec-TyHHenNb, Kak 9TO Noka3aHo Ha pucyHke 19.

MpoBepbTe paboTOCNOCOBHOCTL CETU, OOPATMBLLMCH C MaLUUHbLI #1 Ha MaLUnHY #2.
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4. MexaHU3Mbl NOCTPOEHUSA 3aALUMLLEHHbIX CeTeN C UCMNOSIb30BaHUEM
OC Linux

NabopaTopHasn pa6orta Ne 15.

YTtunura iptables.

Llenb paboTbl:

lMonyyeHne HaBbLIKOB MOCTPOEHMS NMPOrpaMMHOr0 MeXceTeBoro akpaHa Ha 6ase OC Linux c

Mcnonb3oBaHMeM yTunuThl iptables.

Mopsigok BbINONHEHUS paboThl:

1. CobepuTe TOMONOMMIO CETU, NPEACTABIEHHYIO Ha pucyHke 20.

MapLpyTtusaTop

KnueHt CepBep

PucyHok 20.

2. Hactponte paboune ctaHummn Takum obpasom, 4Tobbl co3aaTth ABe pasnunyHbiX IP-nogcetu:
a u b (B cootBeTcTBUE C pUCYHKOM 20).
HacTponTe u 3anyctute Ha cepBepe Beb 1 ¢hannoBbIi CEPBUCHI.
Ucnonb3ya ytunuty iptables, HacTponTe Ha wmaplpyTu3aTope TPaHCMATOP CeTeBbIX
afpecoB 1 co3fanTe ABa nNpaBuia MeXceTeBoro akpaHa, CorfnacHo KoTopbiM:
v' KNMEeHT MoxeT obpallaTbes K Beb-cepBepy;
v' KIWEeHT He MoXeT obpaliatbcs k hannoBomMy cepsepy.
5. lpoBepbTe MpPaBWUbHOCTb CAEMaHHbIX HACTpPoeKk (B TOM 4uCre WCMNOoNb3ys YTURUTY

tcpdump).
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NabopaTtopHasn pa6oTa Ne 16.

LundpoBbie cepTucpukarhl.

Llenb paboTbl:

I/I3yl-|eH|/|e TEXHOJI0TUN Ll,l/l(*)pOBbIX CepTVICbI/lKaTOB n nonydyeHne HaBbIKOB TMMOCTPOEHUA

3alwmndpoBaHHoOM ceTn Ha b6ase atom TexHonorun n OC Linux.

[MopsiaokK BbINONHEHUS paboThl:

1. CobepuTte TONOMNOrMI0 CETU, NPEACTABINEHHYIO HA pUCYHKe 21.

W et

LIYC

SD205

(/4

KnneHTt

PucyHok 21.

2. Wsyuute rnasy 8.2.4 «[MpoTtokon SSL/TLS» TeopeTnyeckoro nocobums.

3. 3anycTtute Beb-cepBUC Ha cepBepe.

4. WNHuuumnpynte coeavHeHue KnueHta ¢ BebG-cepBepoM M C MOMOLLbIO yTunuTbl tcpdump
ybeautecob, 4TO AaHHbIE NepefatoTca 6e3 WngpoBaHms.

5. CospganTte ueHTp ynpasneHus ceptudpukatamm (LIYC) cpeactsamm openssl.

6. Cospante cepTudpukatr pgns Beb-cepBepa. Hactponte Beb-cepBep Ha paboTy c
cepTuduKaTom.

7. WHnummpynte coeauHeHune knueHTa ¢ Beb-cepsepom no npoTtokony HTTPS. Cpeacrtesamu
Gpaysepa nsyunte ceptudukat. C nomowbio tcpdump n3yunte nepegaBaemble nakeTbl U
ybeguTechb, 4TO NnepefaBaemas UHpopmaLms wWndgpyeTcs.
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NabopaTopHasn pa6oTa Ne 17.

[eTekTop BTOpXXeHUN snort.

Llenb paboTbl:

lMonyyeHne HaBbIKOB MOCTPOEHUSA cUCTEM OOHapyXeHust BTOpXeHun Ha 6Gase OC Linux ¢

ncnonb3oBaHWEM YyTUNNTbI Snort.

[MopsiaokK BbINONHEHUS paboThl:

1. CobepuTe TONOMNOrMI0 CETU, NPEeACTaBNEHHYIO HA PUCYHKE 22.

MapuwpyTtusaTtop

3MOyMbILLNEHHUK Cepsep

PucyHok 22.

2. Hactponte paboune ctaHUMM Takum ob6pasom, YToObl co3gaTb ABe pas3nuuHbix IP-nogceTu:
a un b (B cooTBeTCTBUE C PUCYHKOM 22).

3. WNayunte rnasy 7.2 «CuctemMbl 06HapyXeHWNst aTak 1 BTOPXXEHUIN» TEOPETUYECKOro nocobums.
Ckpunt nocbinaetr UDP-nakeTbl 3agaHHOro pasmepa Ha 3adaHHbli NOopT 3adaHHOM
MaLLVHbI.

4. 3anyctute ckpunT snort.pl (Haxogutca Ha gucke B katanore /root/Desktop/Scripts/)

crieqyoLLmMm obpasom:

# chmod +x snort.pl
# perl snorl.pl
5. Banyctute snort Ha MapwpytmusaTope. Snort 6ygetr BecTM KypHan B dawnn
Ivar/log/snort/alert. Ytobbl nNpocmatpuBaTh >XypHan B pPeXMME peanbHOro BpeMeHW,

BbINONHUTE KoMaHay: # tail -f /var/log/snort/alert.



HMMN «Yutex-Mpodu» — CeTeBas 6Ge3onacHOCTb — JTaBopaTopHbIi NPaKTUKYM

6. Ha komnbloTepe 3noyMbllLNEHHMKA 3anycTuTe CKpUNT snort.pl ¢ napameTpamm
<IP-azmpec cepmepa> 0 0 0

7. Habnwopgante 3a dannom xypHana snort. [pu BbINOAHEHUM Kakoro-nnbo npasuna Snort
3anuweT uHdopmaumo 06 aToM B XypHan. Hamngute cpaboTaBliee npaBuno u mdyuute

ero.
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NabopaTopHasn pa6oTa Ne 18.

TyHHenupoBaHue coeAUHEeHUN C UCNOoNb30BaHMEM NpoToKosa SSL.

Llenb paboTbl:

N3yyeHne npuHumnnoB 6e3onacHoro obmMeHa MHdopMaLmm ¢ UCMNonb3oBaHNEM NpoTokona SSL
n OC Linux.

[MopsiaokK BbINONHEHUS paboThl:

1. CobepuTe TONOMNOrMI0 CETU, NPEACTABINEHHYIO HA PUCYHKe 23.

3MoyMbILLIEHHUK KnuenT

PucyHok 23.

2. Hactpowte «3epkanupoBaHue» (Port Mirroring) Ha kommyTaTtope cregylowmmMm obpasom:
nopT «a» — NPUEMHUK, NOPT «b» — UCTOYHMK. Takum 06pa3om, 3MOYMbILLSIEHHUK CMOXET
«MpOCNyLUMBaTLy BECb TPAUK KIIMEHTA.

WN3yuute rnasy 8.2.4 «[lMpotokon SSL/TLS» TeopeTnyeckoro nocobus.

3anyctute Ha cepBep POP3-cepBep ¢ aBTopmsaumen Yepes /etc/passwd.

MonyynTe NouTy Nnonb3oBaTend root ¢ MallMHbl KnueHTa. MapannenbHo ¢ 3TMM NPoLEeCCoM
3anyctute ytunuTy tcpdump Ha KoMnbtoTepe 3noymblinieHHnka. O6HapyXbTe naponb Ha
MOYTOBLIN ALLMK B NEPEXBAYEHHbIX NaKeTax.

Ha cepsepe 3anyctute ytunuty stunnel Ha 995 nopTy Ans 3anycka No4TOBOro cepeepa.
Bkntounte ucnonbdosaHne SSL/TLS Ha knueHTe. BoinonHute war 5.

CpaBHuTe nepexsayeHHble yTunuTon tcpdump nakeTsl.
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NabopaTopHasa pa6oTta Ne 19.

YpaneHHoe ynpaBrieHue no 3awuwéHHomy npotokony SSH.

Llenb paboTbl:

MN3yyeHne npotokona SSH n cnocobos ero npumeHeHus B OC Linux.

[Mopsiaok BbINONHEHUS paboThl:

1. CobepuTte TONOMNOrMI0 CETU, NPEeACTaBNEHHYIO HA PUCYHKE 24.

=
I
SD205
NS NS
Q Q
NS NS
KnueHt Cepsep
PucyHok 24.

N3yunte rnasy 9.2 «[lMpotokon SSH» TeopeTnyeckoro nocobus.

3. [lNpoBepbTe, paboTaeT nu Ha KomnbloTepax ssh-cepeep (ps ax | grep ssh). Ecnu He
paboTaeT, To 3anycTuTe ero komaHaon /etc/rc.d/sshd start.

4. TMonpobynTe MOAKMIOYMTLCS C KIMEHTA Ha CepBep C MUCMNONb30oBaHMEM MpoTokona SSH.
M3yunte nepepaHHble nakeTbl ¢ nomouwbio tcpdump. MocmoTpuTe, Kakne cobbiTua Obinn
OTMeuYeHbl B (panne xxypHana /var/log/auth. log.

Mepesarpy3nTte yaanéHHbIN cepBep, He NOAKMYasACh K HEMY.
YpanéHHo nepesanyctute AeMoH ssh 6e3 nogknioveHus.

7. ToagkniounTech K yoanéHHoMy cepBepy U nepesanyctute gemoH ssh. Obpatute BHUMaHue
Ha TO, YTO CeaHC He 3aBepLUnncs.
3anyctute FTP-cepBucC Ha cepBepe.

BoinonHute nepepadvy davina 4depes FTP ¢ nomowbio ytunutel wget. AHanuaupyinte
npoxogsawme nakeTel C nomowplo yTunutbl tcpdump (-XX). 3anomMHUTE CKOPOCTb

nepenayu.
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10.

11.

12.

BeinonHuTe nepegavy danna vyepes ssh. AHanuanpynTe npoxoasawmne nakeTbl C MOMOLLbIO
tcpdump (-XX). 3anomHute ckopocTb nepegayn. CpaBHUTE nepefaBaemMble MakeTbl U
CKOPOCTb nepeaayun gaHHbIX.

Bkntounte coxatve ssh n nostopute 3amep ckopocTu. B kaxaoom TecTe aHanusupymte
pesynbTaTbl Ans ¢ainna, cocTodawero u3 Hynew, and dganna, cogepkawero crydamHyro
nocrneposateneHocTb (dd if=/dev/iurandom of=file bs=1M count=10), ana TekcToBOro
KOHUrypaumoHHoro carnna n gna uHapHoro dgarina.

Hanuwwvte ckpunT, KoTopbii Byaet co3gaBathb havn pasmepoB 10MB co cnydariHbiMu

OaHHbIMW, apXnBMpoBaTb €ro n nepeagaBatb C y[J,aJ'IéHHOVI Ha NoKalibHYyH0 MalUUHYy.



