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. ATakm

OOwee Ha3BaHMe COBOKYNHOCTWN CPEACTB, pa3paboTaHHbIX A8 3aWwunTbl JaHHbBIX U NpegoTBpa-
LLEeHNa OeNCTBUIN 3NOYMBbILLNEHHMKOB, €CTb KOMIblomepHas 6e3zonacHocmb. TEpMUH cemesast
6e3onacHocme npegnonaraeT Hanu4ne cpeacTs Anga 3aluThbl AaHHbIX NPy UX nepegadve. Ho Ha
camMoM Jerne HeT YeTKUX rpaHnL, Mexay STUMKU OBYMSI TEPMUHAMM.

Ataka — noboe fencTene, KOToOpoe KOMNPOMeTUpyeT 6e30nacHOCTb MHCpopMaumm, NpuHaane-
Xawlen opraHusaumn.

1. OGOOLWEeHHbIN CLUEeHapUKX aTaku
PaccmoTpym 0606LLEHHBIV CLIeHapUii aTaku, KOTOPbIA MOXHO NPEeACTaBUTb B BUAE CrieayoLmx
Luaros:
v/ naccuBHas pasBegka;
aKTUBHas pa3Benka;
BblOOp (pa3paboTka) aKCNIIonTa;
B3/10M LieNIeBO CUCTEMBI;
3arpy3ka «rnonesHoro rpysa» (KOTOpbIM, Kak MpaBuro, SIBNSEeTCA BpegoHOCHas Mpo-
rpamma);
v/ COKpbITME CrNefoB B3roma.
KoHeuHo, gaHHasa nocneaoBaTenbHOCTb MOXET ObiTb HapylleHa Unu MOryT ObiTb UCKIIOYEHDI
OTAErNbHbIE LarM AaHHoro cueHapusi. Kpatko paccMoTpum aTansi.

ANRNENRN

MaccuBHaa pa3Beaka

[aHHbIN 3Tan Ha3blBaeTCA NacCUBHbBIM, TaK Kak 3MTIOYMbILLMEHHUK HE BXOOAUT B HENOCPELCTBEH-
HbI KOHTaKT C Lenbio Unn BXOAUT ¢ cobnogeHreM obLenpuHATbIX NpaBun (Hanpumep, noce-
Lasa canT KoMnaHuK, Kyga BXOAUT ueneBas cuctema).

Llenbto aaHHoro atana siBnsieTcst c6op uHopmMaumm o uenu. B kavectBe Lenn MOXeT BbICTY-
naTb Kak KOHKPETHBIN XOCT (cepBep), Tak U Luenas ceTb opraHusauun. [1octaTtouyHo 4acTo Lernb
BblOMpaeTcs M3 ycrioBMsi NPOCTOro NMoucka CUCTEMbl, COAep)Kalle N3BECTHYI0 YS3BUMOCTb, K
KOTOPOW 3MOYMbILLNIEHHUK UMEET SKCMIIONT.

AKTUBHasa pa3Beaka

OTan npoBegeHns akTMBHOW pa3Befkn HasblBalOT CKaHMPOBaHUEM. 3110yMbILLNIEHHUK NblTaeTcs
onpegenuTb CTPYKTYPY UHTEPECYIoLen ero cetu, TOYKM A0CTyna, AOCTYMHble y3Mbl U XOCThI,
pacnonoXeHne MapLUpyTU3aTOPOB U MEXCETEBLIX IKPAHOB, YCTAHOBIIEHHbIE OMEepauMOHHbIE
CUCTEMbI N NX BEPCUN, OTKPbITbIE NOPThI 1 paboTatowmne cnyxbbl, BEPCUM YCTAHOBIIEHHbIX NPO-
rPaMMHbIX NPOAYKTOB. Ha 9TOM 3Tane 3noyMblWMEHHMK BXOAUT B KOHTAKT C 06bektaMmn uHTe-
pecyloLen ero CUCTeEMbl, NO3ITOMY ero AerNCTBMA MOryT ObiTb OBHapyXeHbl cpeacTBamMmu 3aLu-
Thl LleNeBOW CUCTEMBI.

[ns peweHus 3agav NpoBeAeHNsI akTUBHOW pa3BeaKkn MOXHO MCMoNb3oBaTh 60nbLLOe Konmye-
CTBO pa3HOOOpasHbIX CpeacTB, MHOIME U3 KOTOpbIX sABRAOTCA obuwenoctynHbiMu (ping,
traceroute, nmap, SuperScan).

Mo>eT MUCMonb3oBaTbCs «3aMeadrieHHOe» CKaHMpOBaHWe, Koraa 3royMbllUNEeHHUK nocbkinaet
oTAenbHble 3anpochkl Yepes Gonblune MHTepBanbl BpeMeHu. B aTom cnyyae [ocTaTouHO BbICO-
Ka BEPOSITHOCTb TOFO, YTO Ha LieneBoi cucteMe He obpaTsT BHMMaHMS Ha OTAerbHbIE 3anpocChl.
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Bbi6op akcnnounTa
Ha ocHoBaHMM NOMyYeHHbIX AaHHbIX 3MOYMbILLMEHHUK BblIOMpaeT, MmoandnumpyeT nmerLmics
unu paspadartbiBaeT HOBLIV SKCMNNONT ANsl NPpOBeAeHUs B3Noma.

B3nom LueneBon CUCTEMbI

CyLecTBYyeT MHOXECTBO pasfnnyHbIX cnocoboB B3noma. K nx 4yncny MoxxHO OTHECTM NnosyYeHune
AOCTyna K cucTeme, pacluMpeHne MMELMXCS MOMTHOMOYMI U OoTKa3 B obcnyxuBaHun. Hana-
AaoLWMI 1 3alMLLAIOLWLMINCS HAXOASATCS B HEpaBHbIX ycnoBusax. [Anga 3awmTbl cMcteMbl HE0OX0-
AMMO 3HaHMe 060 BCeX BO3MOXHbIX aTakax NpoTUB AaHHOW CUCTEMbI, a ANsi NPOBEAEHMS aTaku
AOCTaTOYMHO HaWTU TONbKO OAHY YA3BMMOCTb.

3arpy3ka «nonesHoro rpysa»
Kak npaBuno, ataka npoBOAUTCA He TOMbKO pagu camoro npouecca B3noma. OB6blMHO 3ro-
YMbILUNIEHHUK XO4eT MMeTb BO3MOXHOCTb BO3BpaTa BO B3[IOMaHHYK CUCTEMY MU UCMOMb30Ba-
HUA eé B KayecTBe nnaugapma gng ataku gpyrux cuctem. Kpome TOro ero MoxeT MHTepeco-
BaTb NoriydyeHue KOoHMuAeHUManbHbIX OaHHbIX BO B3NlOMaHHOM cucteme. K gencteuio no 3a-
rpy3ke «rnonesHoro Koga» MOXHO OTHECTU:
v/ ycTaHoBKa CHU(EepoB Ha B3NOMaHHYO CUCTEMY AN NOMyYeHUst MHopMauun, no3Bo-
NAKLLEN OCYLLLECTBUTL B3MIOM COCeAeWN;
v/ OCyLLeCTBNEHME NepeHanpaBreHns NopToB, YTOObI obecneuntb nepegavy NakeToB CO
B3MOMaHHOW CUCTEMbI Ha APYron KOMMbIOTE;
v/ yCTaHOBKa «MaT4yel» Ha WMCMNOSb30BaHHYHK YA3BUMOCTb WM MMEKLLMECS YSI3BUMOCTH,
4YTOObI MCKIHOYNTL B3MIOM CUCTEMbI APYTMMW 3110YMbILLIIEHHUKAMN;
v/ co3fgaHune hanbLlUMBbIX YYETHBIX 3annucei, HaaeneHHbIX NPUBMIENMSIMU Cynepnonb30Ba-
Tens;
v/ co3faHue Unv ycTaHoBKa roTOBOr0O NMOTaNHOro BXo4a BO B3IOMaHHY CUCTEMY;
v/ yCTaHOBKa «TPOSIHCKMX KOHeW» Ansa cbopa koHduaeHumanbHOW MHdOpMauun, nocne-
AyloLero Bxoga B CUCTEMY UK ANd NPOBEeAEHUS aTak ApYrnX CUCTEM.
OTu n gpyrve onepaunm NpoBOASATCA NPU OTKIIOYEHUN ayanTa Ha B3NIOMaHHON cucTeme.

CokpbiTHe cnegoB B3fiomMa

Ha paHHOM 3Tane ncnonb3yrTcs NPorpaMmbl yaaneHnsa 3anmcen U3 pasnuyHbIX XXypHanos, Be-
AYLMXCA B CUCTEME, CKPbITUE YCTAHOBMEHHbIX (hannos, UCMoNb3oBaHWE MOTOKOB halsioB B
dannoson cucteme NTFS, TposaHU3npoBaHMe CUCTEMHBIX NporpamMm U yTUAUT N 3ameHa npo-
rPaMMHbIX KOMMOHEHT OnepaunoHHON CUCTEMBI.

Anga peanusaumm 3aTnx Lenen ncnonb3yrTcsa cneynansHble Habopbl cpeacTs (root kit). Mepsbie
Habopbl TakMx cpeacTB ObIM paspaboTaHbl B Havane 90-x rogoe anst OC Unix. B HacToswee
BPEMSI OHW CYLLECTBYHOT NPaKTU4ECKM ANsi BCeX OnepaumoHHbIX cucteM. NepBble Takne Habopbl
npencTaensnm cobon TposiHCKME dannbl, B KOTOpble OblnMn BCTPOEHbI NoTarHble Xodbl. OHU
npeaHasHavanucb Ans nogmeHbl Hambonee 4acTo UCnonb3yemblx Nporpamm Tuna netstat.

PasnunyaloT gBa OCHOBHbIX BMAa Takux HabopoB cpeAacTB: Habopbl ypOBHA sapa uM Habopbl
YPOBHSI nonb3oBaTtens. OT0 pasfnnyMe Bbl3BaHO TEMM KOMMOHEHTaMu nporpammMHoro obecne-
YeHKsi, KOTopble Nepe3anncbiBalTCs (M3MEHSIOTCSA) B aTakoBaHHON cucteme. YTobbl Mcnonb3o-
BaTb HAbop CpeacTB, aTaKyloLWNA JOSMKEH CHavana nonyyYnTb npasa agMMHUCTpaTopa B aTako-
BaHHOW cucteme.

HanbonbLuyo onacHoOCTb NpeacTaBnsoT Habopbl CPeAcTB YpoBHS sapa. [ockonbKy OHM UMetoT
BbICLUME MpaBa, TO MOryT GbiTb MOMHOCTLIO CKPbIThI OT Apyroro MO, 3anyweHHoro B cucTeme.
Kak npaBuno, B Habop BXoasAT doairnbl, KOTOPble 3aMEHSIIOT NporpamMMHbIe MOAYNU B SiApe one-
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PaLMOHHON CUCTEMbI UMK OTAENbHble GMGNMOTEKN, pas3nUYHble BCrioMoraTenbHble cpeacTBa
ANs nony4YeHns Heobxoaumonm MHpopMauuK, a Takke CKPUNTbI MHcTannsuun. OaHon n3 rnas-
HbIX 3a4ay aTakylllero siensetcs obecneyeHne BbPKMBAEMOCTU YCTAHOBMEHHbLIX CPEACTB Mo-
cre nepesarpysku 1 obecrneyeHme Ux «HEBUOAUMOCTMY» AN Nonb3oBaTens UM aaMUHUCTPaTo-

pa.

2. Knaccudumkauumsa atak

B o6wem cnyyae cywectByeT NOTOK AaHHbIX OT UCTOYHUKA MHGOPMaLmMK K nonydartento. Hop-
MarnbHbIA MOTOK OTpaXkeH Ha pucyHke 1.1a. OcTanbHble YacTW PUCYHKa MOKa3blBalOT YeTbipe
oOLme kaTeropum aTak:

lpepbigaHue: NnepegaBaemas MHPOPMALNA YHUYTOXKAETCS UNNU CTaHOBUTCH HeJoCTyn-
HOW. QTOT TUN aTak HanpaeBneH Ha AOCTYMHOCTb UHdopMaumn. MNpumepammn MoryT cny-
XWUTb YHUYTOXEHME 4acTu annapaTHOro obecnevyeHusi, o6pbIB NIMHUN MM GNOKMPOBKa
¢hbannoBon CUCTEMBI.

lMepexeam: HeaBTOpPU30OBaHHAA CTOPOHA nonyyaeT AOCTyn K MHdopMauuu. ITOT Tun
aTak HanpaBsneH Ha KoOHUaeHUManbHOCTb MHopMaLunn. HeaBTOpM3OBaHHOW CTOPOHOM
MoxeT ObITb YenoBek unu nporpamma. lNpumepamm MOryT CnyxuTb nepexsart coobLe-
HUM B CETU U HEaBTOPU30BaHHOE KonnpoBaHmne ¢annoB Unm Nporpamm.

U3meHeHue: HeaBTOPM30BaHHas CTOPOHA He TONbKO MonyyaeT AOCTYyM, HO U danbcu-
durumpyet mHdopmauuo. ATOT TUN aTak HanpaefleH Ha LENOCTHOCTb WHMOpMaLMW.
Mpymepamu MOryT CIYXUTb N3MEHEHUEe AaHHbIX B (hanne, usMeHeHne koga nporpamMmmb
n MoauuLMpoBaHne COAEPXKMMOro coobLleHns, nepegaBaemMoro rno ceTu.
Qarnbcughukayus. HeaBTOPM3OBaHHAA CTOPOHA BCTaBnsieT B MOTOK WHdopMaumm noa-
AENbHbIN 06BEKT. ATOT TMN atak HanpaefeH Ha NOASIMHHOCTL MHdopMauun. MNpumepa-
MM MOTYT CNY>XUTb BCTaBKa CrlydanHbIX COOBLLEHNIN B CETEBON NOTOK MHpOpMAaLMK UMK
pobaeneHune 3anucen B chann.

WcTouHmK nHdpopmaummn

MonyyaTenb nHdopmauum

(a) HopmanbHbI noTok MHOpPMauUn

SORIES %IQ
Q

(6) NpepbiBaHne (B) NepexBat

R

95
g

< %

(r) U3ameHeHue (m) ®anscudmkauns

PucyHok 1.1. Knaccudpmkaums atak no CTONUHrCy.
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Takke aTakm genaTcs Ha NnacCuBHbIE U aKTUBHbIE (PUCYHOK 1.2).

[NaccuBHble AKTUBHbIE

MonyyeHue n aHanns MackapaguHr MepenponsseneHue
COAEPKMMOr0 CETEBbIX
coobLLleHnn
MoaudmkaLmst OTtka3s cnyx6bl

ceTesbix cooblenmnin  (DOS, Denail of Service)

Puc. 1.2. AKTMBHbIE 1 NACCMBHbIE aTakW.

[MaccuBHbIe aTaku

[MaccuBHbIE aTakM MO CBOEN MNPUPOLE CXOXM C MOACNYLUMBaHMEM UMKN cnexkon. Llenbto onno-
HeHTa aBnseTca nonyvyeHve nepegasaemMon nHgopmauumn. CyllecTByeT ABa TUMa NacCUBHbIX
aTtak: nony4YyeHne coaep>XMMoro ceTeBbIX COOOLLEHUIN U aHanm3 ceTeBoro Tpadmka. [Nepsbi TMN
nerok anga noHumanus. TenedoHHast 6ecega, aneKkTpoHHasi No4Tta, nepedaBaembln dann u
npoyee MoryT cogepxaTb BaXKHY0 MHpopmaumio.

Btopoin Tmn Gonee TOHOK ANA nNoHWmaHus. MpegnonoXxum, YTO Mbl MOXEM MacKkMpoBaTb CO-
AEPXKMMOE CeTeBbIX COOOLLEHN TaknM 00pa3om, YTO Aaxe ecnv OMNMOHEHT NepexsaTuT ux, To
BCE PaBHO HE CMOXET M3BIeYb MHOpMaLUuo 13 coobeHns. Camblini NPOCTON cnocod mMacku-
POBKWN COOBLLEHNI — 3TO MX LWMdpoBaHUE. TEM HE MeHee aaxe Npu Hann4Mu WngpPoBKK onno-
HEHT BCE paBHO B COCTOSIHUM OCYLLECTBUTb aHanu3 nepexasayeHHoro coobuieHuns. NaccuBHble
aTaky oveHb TPYAHbl Ans 0OHapyXeHus, Tak Kak OHN HE U3MEHSOT COLEPXKMMOro COOBLLEHNN.
Tem He MeHee BNonHe peanbHO NPeaoTBPaTUTL AaHHbLIA TUN aTak.

AKTUBHbIE aTaku
[laHHble aTaku Npoun3BoasaAT MOAMMMKALMIO NOTOKA AAHHbLIX UM co3garT danblUMBbIA NOTOK.
[enarcsa Ha yeTbipe Tuna.

MackapaguHr UMeeT MeCTo Korga ofHa CyLUHOCTb BbiaaeT cebs 3a apyryto. MackapaguHr 3a-
YacTylo BKINoYaeT B cebs kakon-nmbo Apyror TUN akTUBHbLIX aTak. Hanpumep, nakeTbl Ana npo-
XOXOEHUS Npoueaypbl ayTeHTUdMKALMN MOTYT NepexsaveHbl U nepenponsseneHbl nocrne Toro,
Kak npoueaypa ayTeHTMdUKaLMN HaCTOSILLEro nonb3oBaTens Obifla yCnewHo ocyLecTBreHa.
Takum obpa3om, 3TO AacT 3MOYMbILLNEHHUKY BXOA B CUCTEMY Mo onpeaeneHHon y4eTHoN 3a-
MUCbIO.

lMepeBocnpon3BeaeHe BKNIOYAET NACCMBHbLIA NepexBaT AaHHbIX U UX AanbHENLLY peTpaHc-
nauunio. Mogmdurkaumsa coodLieHnii roBopuT camo 3a cebs.

OTtka3 cnyx6bl (DoS) npnBOAUT K HEHOPManbHOMY (DYHKLIMOHUMPOBAHUIO KaKOM-NMOO ceTeBow
cnyx6bl. [JaHHbIM TMN aTak MOXeT Takke K HepaboTOCNOCOBHOCTM BCEN CETU B LESIOM NyTeM
neperpyskn ee ceTeBbIM «MyCOPOMY.
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Il. Mogenb ceTeBOM 6e30MacHOCTU

O606wweHHyt0 Moaenb ceTeBor 6e30MacHOCTM MOXHO NpeacTaBuTb B cneaytowem suge (pucy-
HOK 2.1).

BHyTpeHHWiA
nepumeTp

BHeLwHwit nepumeTp

MapuupyTtusatop
WM KOMMyTaTOp
3-ro ypoBHs

MorpaHnyHbIn
MapupyTu3atop

MapuupyTtusatop

npoaa“iepa

MorpaHnyHbIn
MaplLpyTM3aTOp

MapuwpyTtnsatop
nposaiinepa 1

MorpaHuyHbIit
MapupyTuaaTop

MapuwpyTtusatop
nposaiaepa 2

PucyHok 2.1. O600weHHasn apxuTekTypa ceTeBon 6e3onacHom ceTu.

(PpamMOTHO MOCTPOEHHasA CeTb (C TOYKM 3peHus 6e30nacHOCTU) OOSMKHA cogepXaTtb KakK MUHU-
MyM ABa nepumeTpa:

v'  BHyTpeHHuIA. B gjaHHOM nepumeTpe pacnonararTcsi TONbKO KOMMbIOTEPbI NONb3oBaTe-
neun, KOTopble BXOOAT B CeTb He3apernctpmpoBaHHbiX IP-agpecoB. Takke gaHHas ceTb
MOXeT cofepaTb 6ecrnpoBoAHbIE TOYKM JOCTYyNa AN NOAKMOYEHUA MOOUIbHbBIX NOSMb-
soBatenen. Bo BHyTpeHHEM nepuMeTpe NPUMEHSAITCA MeXaHU3Mbl BHYTPUCETEBOW
B6esonacHocCTw.

v' BHewHun nepumeTtp. OBbIMHO COAEPXUT cepBepa NpeanpuaTvsa (cepBepHas depma) um
norpaHuyHble MapLupyTu3aTopbl, obecneyvBatoime [OOCTYN BO BHelwHue ceTu. Bce
KOMNbIOTEPBLI BO BHELHEM nepumeTpe obbl4HO BKNtovakoTest B IP-ceTb 3apeructpumpo-
BaHHbIX agpecoB. B gaHHOM nepumeTpe NpUMMEHSAITCA MeXaHn3Mbl MexceTeBon 6e30-
NacHOCTU, K KOTOPbIM OTHOCATCS:

= MexceTeBble 3KkpaHbl (MJ);

" CUCTeMbl TPaHCNALUM agpecoB U NOPTOB;

= cucTeMbl 0BHapyxeHus atak u sTopxeHun (COAB);

" CUCTEMbl TYHHENMPOBAHUS.
Mexay nepumeTpamu yCTaHaBnMBaeTCA MapLupyTusaTop unu kommytaTtop L3, Ha koTopom
TaKke MOryT NPUMEHATBLCA TEXHOSOrMN MexcetTeBon 6esonacHocTn. Bce mapLupyTmsaTopbl MO-
ryT KaKk nporpaMMHbIM, Tak U annapaTHbIMW.

HaHHasa koHuenuua sBnseTca pacwmpaemon. Ecnn Heobxoammo noBbICUTh ypoBeHb HGesonac-
HOCTM CETU, TO MOXHO YBENUYUTb KONMYECTBO BHYTPEHHUX NepumeTpoB. Crneaylowmm aTanom
pa3BuUTUS Moaenu siensetca gobasneHune ewé ogHOro BHYTpeHHero nepumeTtpa. B atom cny-
Yae BO BHeLLHEM MepuMeTpe yCTaHaBMMBAKOTCH cepBepa-NoBYLUKA, B NEPBOM BHYTPEHHEM re-
pumeTpe — cepBepa NpeanpuaTUa U TONbKO BO BTOPOM BHYTPEHHEM NEPUMETPE — KOMMNbIOTEPbI
nonb3oBaTenen.
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ll. Kpyntorpadusa u cuctemnol wncppoBaHmua

1. CtaHpapTHoe wudpoBaHue

CrangapTtHoe wudpoBaHue (CMMMeTpuUYHoe WwndpoBaHme, WNGPOBaHME C MUCMONb30BaHNEM
OfHOro knto4va) Obio €AMHCTBEHHBbIM MCNONb3yeMbiM TUMOM LWndpoBaHMa A0 u3obpeteHus
LUNpOBaHMS Ha OCHOBE OTKPbLITOro kntwo4a B KoHue 1970-x rogos. [Jo cux nop ctaHAapTHoe
LWMppoBaHME OCTAETCH LLUMPOKO UCMONb3YEMbIM.

AnropuTm paboTbl CUCTEMbI CTAHAAPTHOrO LWNPOBAHUS COCTOUT U3 NATU LWAroB (PUCYHOK 3.1):

1.

Omkpbimbiti mekecm (B ganbHenweM gnst NpoCTOTbl NPOCTO «TEKCT»): 3TO OpUrMHanbHoOEe
cooOLeHne nnn aaHHble, KOTOpble ABMASOTCS BXOAHBIMW ANA anropuTtMa;

Anzopumm wugposaHuUsi: 3TO anropuTM, KOTOPbIA BbINOMHAET pasfnyHble NOACTaHOBKM U
N3MEHEHMUSA Ha NCXOOHbIM TEKCTOM;

CeKkpemHblIl KoY. Takke SBNSETCS BXOOHbIM 3MeMeHTOM And anroputma. KOoHKpeTHble
NOACTAHOBKN Y U3BMEHEHWS, BbINOSTHAEMbIE anropuTMOM LUMGPOBaHUS, 3aBUCAT OT KIoYa;
LLlugbp-mekem: 31O 3alwmdpoBaHHOe coobLieHre, nony4aeMoe Ha Bbixode anroputma. Ero
BV 3aBMCUT OT MCXOOHOrO TEKCTa M CEKPETHOro Krntoya. [Ana ogHoro n Toro e UCXOAHOro
coo0LeHNsa ABa pasfnMyHbIX CEKPETHbIX KMoya Ha BbIXode anropuyTtMa gagyT ABa pasnuy-
HbIX WNp-TEKCTA;

Aneopumm dewughposaHusi: 3TO anropntm wndposaHus, paboTtarowmn B obpaTHOM no-
psiake. B kauecTBe BXOAHbIX AaHHbLIX OH 6epeT Wndp-TEKCT N TAKOM XXe CEKPETHbIN KoY U
NPOM3BOANT UCXOOHbIV TEKCT.

CeKpeTHbIN KoY, pasgensieMbii
Mexay OTnpaBuTENeM 1 nonyvyatenem

> lNepenaBaembiii > s
' LUNdp-TEKCT '
VicxogHbin TeKCT Anroputm Anroputm exoHbIi TEKCT
WndppoBaHus AelwndposaHus

PucyHok 3.1. YnpoweHHass mogenb paboTbl anroputma CTaHAapTHOMO WMAPOBaHUS.

CywectByeT ABa TpeboBaHust Ans 6e30MacHOro NCnosib30BaHUS CTaHAAPTHOIO LWMGPOBaHUS:

1.

Heobxoavm MOLLHBIN anroputMm WnMdpoBaHud. Kak MMHUMYM Heobxoammo, 4Tobbl anro-
pUTM ObiN TakUM, YTO 3MOYMBbILUNIEHHUK, 3HAIOLWMIN 3TOT anroputM M UMEKLUA JOCTYN K
ogHoMy unu bonee wngp-TekcTam, He cMor 6bl X pacwmdpoBaTb UK BbIYUCTIUTD KITHOM.
[aHHoe TpeboBaHMe 06bLIYHO 3BY4UT B cneaytowen, 6onee cTtporon oopme: 3noyMblLLIEH-
HWK He OOMKeH pacmdpoBaTb WNGP-TEKCT UNK 0BHapPYXUTb KITOY Jaxe B TOM cry4ae,
€CNnn OH BriageeT HECKONbKUMU LWNGP-TEKCTaMN BMECTE C UCXOLHbIMU TEKCTaMu, U3 KOTO-
PbIX OHW BbINN NONYYEHBI.

OTnpaBuTensb 1 nonyyaTenb OOIMKHbI NOMyYaTb KOMUW CEKPETHOro Krkya U XpaHUTb ero
6esonacHbIM o6pa3zom. Ecrnn KTo-nnbo y3HaeT KoY U 3HAEeT anropuTM, TO BCE OaHHble,
LWndppyemMble C UCMONb30BaHNEM 3TOrO KMoYa, CTaHYT YnTabenbHbI.
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BaxHo 3ameTuTb, 4TO 6€30nacHOCTb CTaHAAPTHOrO LUMPOBaAHUSA 3aBUCUT OT CEKPETHOCTU
Kntova, a He OT CEeKPETHOCTM CaMoro anroputMma wudposaHus. To ecTb NogpasymMeBaeTcs, YTo
3agava pacwmdpoBkn cooblieHns Ha 6a3e wudp-TeKCTa U 3HaHUSA anroputma wundposa-
HUsi/gewncpoBaHns ABNAETCA NPaKTUYECKN HEBO3MOXHOW. [pyrumum cnoBamu, HET Heobxoau-
MOCTU XPaHWUTb B CEKPETHOCTM CaM anropuTM; HeoOGXO4MMO XpaHUTb B CEKPETHOCTU TOMbKO
KoY.

1.1.Kpuntorpadus

Kpuntorpaduyeckune cuctemol B o6LLEM pasaensoTcs Ha TpY He3aBMCUMbIX Kracca:

1. Tun onepauuli, ucnionb3yembix Ornsi fpeobpa3osaHuss UCXO0O0HO20 mekcma 8 wughp-
mekcma. Bce anroputmbl WwncpoBaHns 6asmpyroTca Ha ABYX OCHOBHbIX NpUHUMNAX: Nog-
CTaHOBKa, MpY KOTOPOW KaxKabl af1ieMEHT B UCXOOHOM TekcTe (6uT, BykBa, rpynna 6ut nnm
OyKkB) NpeacTaBnsTCS OPYrMM 31IEMEHTOM, U NepecTaHoBKa, NMPU KOTOPOW 3fIEMEHTbI UC-
XOOHOro Tekcta MeHsTca mectamu. OcHoBHOe TpeboBaHMe — He AOoMNyCTUTb NOTEPU UH-
dopmauun, 4Tobbl MOXHO ObIIO B AalfibHEWLWEM OCYLLECTBUTH MPOLECC paclumMdpOBKA.
BonbLINHCTBO CcMCTEM BKMOYaET He OAMH, @ HECKONMbKO NocrefoBaTerbHbIX 3TanoB 3aMe-
Hbl M NEPEeCTaHOBKMW.

2. Konuyecmeo ucnonb3yembix Krrodel. Ecnv otnpaBuTensb 1 nonyyYaTenb UCNONb3YyOT OAUH
N TOT XK€ KMo, CUCTEMA Ha3biBAaeTCA CUMMETPUYHOM (C OOHUM KIHOYOM, UMK C CEKPETHLIM
KMOYOM, UMM cucTemMa CTaHA4apTHOro WudpoBaHus). Ecnn otnpaesutens 1 nonyyaTtens uc-
NOMb3YKT pasHble KMNo4yM, cUCTeEMa Ha3biBaeTCA aCCUMETPUYHON (C ABYMS KNOYaMy Unm
cucTema WndpoBaHNA Ha OCHOBE OTKPLITOMO Kroya).

3. Cnocob obpabomku ucxo0Ho20 mekcma. bnoyHbi WndpoBLmK obpabaTbiBaeT Ha BXxoae
cucTeMbl oauH OMoK aneMeHTOoB 3a pas, Npou3Boast 610K 3NEMEHTOB Ha BbIXOA4E AS1A KaX-
Aoro BxogHoro 6noka. MoToYHbIN WKdpoBLLUK obpabaTbiBaeT BXOAHbIE 9IeMEHTbI Nocne-
AoBaTeNbHO, NPOM3BOASA Ha BbIXOAE OAMH 3NEMEHT 3a pas.

KpuntoaHanus

Mpouecc NonbITKN packpbITb MCXOOHLIN TEKCT MM KoY Ha3blBaeTcs KpuntoaHannaom. Ctparte-
4, ucnonbdyemas WwndpoaHanuTUKoM, 3aBUCUT OT NPUPOAbI CXeMbl LUIMAPOBAHNSA N UHAOP-
Mauuu, AOCTYMHOW Ans wudpoaHanuTumka.

Tabnuua 3.1 — Tunbl aTak Ha 3awndpoBaHHbIe COObLLLEHNS

Tun aTaku M3BecTHO WndpoaHaNUTUKY
=  Anroputm WwndpoBaHng
Tonbko WwWndp-TeKCT =  Undp-TekcT, koTopbIn Heobxoanmo pac-
WwndgopoBatb

= Anroputm WwndpoBaHng

= |lIndp-TeKCT, KoTopbin HeobxoamMmo pac-

MN3BeCTHbIN NCXOAHbIV TEKCT WwngopoBatb

= OavH nnn 6onee nNap «UCXOOHbIA TEKCT»
— «WNGP-TEKCT»

=  Anroputm wWndpoBaHus

» llndp-TekcT, KoTopbIn Heobxoanmo pac-
wndgpposatb

= TekcToBOE  cooOLlEeHue, BblOpaHHOEe
LWndpoaHanMTUKOM COBMECTHO C COOT-
BETCTBYIOLUM LLUNEP-TEKCTOM.

BbIGpaHHbIN MCXOOHbBIV TEKCT

BbI6paHHbIn lWndp-TekcT =  Anroputm WndpoBaHUN
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» Llndp-TekcT, KOTOpbIN HeObXoanmMo pac-
wngposatb

» [lpeanonaraembiin WNp-TEKCT, BbIOpPaH-
HbIM LWKWGPOAHANIUTUKOM, COBMECTHO C
COOTBETCTBYIOLWNM AelngpoBaHHbIM UC-
XOOHbIM TEKCTOM

=  ARroput™m LWnNpoBaHus

» llndp-TekcT, KOTOpbIN HeObXoanmo pac-
wngposatb

= Coo0uleHne NCXOQHOro TekcTa, BblbpaH-
Hoe LWudpoaHanmMTUKoM, COBMECTHO C
COOTBETCTBYIOLMM LUNPP-TEKCTOM

» [lpeanonaraembiin WNpP-TEKCT, BbIOpPaH-
HbIA LWIMGPOAHANUTUKOM, COBMECTHO C
COOTBETCTBYIOLWMM AelMdpPOBaHHbIM UC-
XOOHbIM TEKCTOM

BbIbpaHHbIN TEKCT

Tabnuua 3.1 nokasblBaeT pasnnyHble TUMbl KPUNTOAHANUTUYECKUX aTak, OCHOBAHHbIX Ha KOMu-
yecTBe MHOpMaUmmM, N3BEeCTHON WndpoaHanuTuky. Hanbonee cnoxHasi npobnema — aTo, Ko-
roa BCS M3BECTHas MHopMauus npeactaBfieHa TOMbKO LWNMP-TEKCTOM. TeM He MeHee B
GonbLUMHCTBE CnyYaeB anropuTm WmdpoBaHusa Bce e nssecteH. OQHON N3 BO3MOXHbIX aTak B
3TOM crnydyae MOXeT ObiTb «BbpyT-chopc» ataka («rpybasi cuna»), KoTopas 3akntoyaeTcs B ne-
pebope BCex BO3MOXHbIX Kno4ven. Ecrnivm MHOXeCTBO Kn4en cnuuwkom Gonblioe, nogobHas
3ajava CTaHOBUTCS MPaKTUYECKN HEBO3MOXHOW. TakMum o6pas3om, 3MOyMbILUNEHHUK OOSDKEH
nonaratbCA Ha aHanu3 camoro Wnp-TeKCcTa, NPUMEHAN K HEMY pasfnyHble CTaTUCTUYECKue
TecTbl. [Ina Mcnonb3oBaHWst 3TOFO MeToAa 3rI0YMbILLNEHHUK OOIMKEH npegnonaratb TMN AaH-
HbIX, COAEPXKALLMXCA B UICXOQHOM TEeKCTe (HanpuMmep, aHrmUACKUIA Unn paHLy3CKUIA TEKCT, UC-
nonHsiemMbln dpann kakon-nnéo OC, java-ckpunT 1 T.4.).

ATake Noa Ha3BaHWEM «TOJSIbKO LUMPP-TEKCT» fierye BCero NpoOTMBOCTOSATb, TaK Kak 3M0yMblLU-
neHHVK obnagaetT MMHMManbHbIM KONMYECTBOM UHpOopMaumn Ans ceoen paboTbl. Tem He me-
Hee B OOMbLUMHCTBE criyvyaeB wWnpoaHanutnuk obnagaeTt 60NbLLIMM KONMYECTBOM MHGOpMa-
Unn. AHaNUTUK MOXET nepexsaTuTb O4HO U Boree COOBLLEHUIN C MCXOAHBIM TEKCTOM Takxke,
Kak 1 ux WndpoBKN. Mnun e aHanuMTuK MOXET 3HaTb, YTO KOHKPETHLIN KYCOK MCXOAHOro nos-
BUTCSA B coobLueHnn. Hanpumep, dann, npeacraBndembin B dopmarte Postscript, Bcerga Haum-
HaeTCsl C OAHOro M TOro e CoveTaHusa CMMBONOB. Bce BbiwenprBeeHHbIe Cnyvan OTHOCATCA K
TMNY aTak NoA HasBaHMEM «U3BECTHbIN UCXOAHbIA TEKCT». 3Haa 3Ty MH(OpMALMK, aHANUTUK
MOXET anropuTMUYECKN BbIBECTU 3HAYEHNE CEKPETHOrO Krtoya.

TecHO cBsizaHa C aTakoW «M3BECTHbIA UCXOAHbIA TEKCT» aTaka nod HasBaHMEM «BEPOATHOE
cnoBo». Ecnu 3noymblwneHHK paboTaeT ¢ WNGPOBKOM Kakoro-nmbo TUNMYHOIO COOBLLEHNS,
TO OH MOXET AoragbliBaTbCsl O COAEPXMMOM YacTn 3TOro coobuieHus. Npumepom Takoro coob-
LLIEHMSA MOXET CIYXWUTb UCXOOHbIA KOA NporpaMmbl, pa3paboTaHHbI kopnopaumen, n 3ToT uc-
XOOHbIN KOO MOXET coaepaTb KONMMpanT B KAKOW-TO CTaHZ4aPTHOWM NO3ULINN.

Ecnu aHanuTuk B COCTOSIHUM NONYYNTb OOCTYN K cuctemMe WwndpoBaHus, YTOObl 3aTeM MOACY-
HyTb el Kakon-nmbo coobLlieHne, TO NOAOOHbIM TUM aTak Ha3blBaeTCA aTaka «BblOpaHHbLIN MC-
XOAOHbIN TekcT». B obwem cnyyae, ecnn aHanUTUK B COCTOSHUWM BblOpaTb coobuieHne ans
WNPPOBKK, TO TOrda aHanuMTMK MoXeT Bbl6OpoyHO nogbupaTb obpasubl TekcTa Ansd nocrne-
AYIOLLEro aHanmaa ux WudpPOBOK C LIENbO PacKpbITUS CEKPETHOrO Knko4a.
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Tabnvua 3.1 cogepXuT ABa ApYrMX Tuna aTak: «BblOpaHHbIA LUINMP-TEKCT» U «BblOpaHHbIN
TekcT». OH BO3MOXHbl YUCTO TEOPETMYECKU, HO HE MNPAKTUYECKU. ATakM C UCMONb30BaHUEM
TONbKO LWIMAP-TEKCTA HE CMOXKET MPOTUBOCTOATL TOSIbKO OYE€Hb Crnabbii anropuTMm Wngposa-
Hus. B obwem cnydyae anropuTMmbl WKMdPOBaHNS paspabaTbiBaloTCa TakMm o6pasom, 4TOObI
NPOTMBOCTOSATb Kak MUHUMYM aTakaM «MU3BECTHbIA MCXOAHbIN TEKCTY.

Heobxoammo paccMmoTpeThb elle gBa onpegeneHus. Cxema wundpoBaHus asnsdetca 6esonac-
HOWM C TOYKWN 3PEHUS BbIMUCNEHWI, ECNWN LUNAP-TEKCT, CrEHEPUPOBAHHLINA 3TON CXEMOW OTBEYaeT
ogHomy mnmn 6onee ycrioBUsIM:

v/ CTOMMOCTb B3roMa ndpa NpeBbIlLaeT LEeHHOCTb 3alumMdpPoBaHHON NHGOPMaLWW;

v/ BpeMmsi B3riloMa NpeBbILLAET Nore3Hoe BPeMsi XMU3HN MHdopMaL .

Mpobnem 3akntoyaeTcs B TOM, YTO OY€Hb TPYAHO BbIYUCINTD KONMYECTBO NOMbITOK, Tpebyemblx
AnNs yoayHoro Baroma wngpa. Tem He MeHee, ecnu NPeanonoXnTb, YTO anroputM wWndposa-
HUA He MMeeT HUKaKuX MaTemaTU4ecKnx U3bsHOB U, crieqoBaTensHO, AN ero B3fiomMa rnpume-
HMMa TonbKo GpyT-chopc aTaka, TO Torga Mbl MOXEM cAenaTb HEKOTOPbIE NPEANONOXEHUs OT-
HOCUTENbHO BPEMEHM U CTOMMOCTU B3rioMa.

CyTb BpyT-chopc aTaku 3akni4vaeTcs B TOM, YTO NMpu B3noMe wundpa nepebuparoTcst Bce BO3-
MOXHbIE KITH04M A0 Tex nop, noka He ByaeT nony4vyeH HyXHbIn pesynbTtaT. B cpegHem Heobxo-
Anmo nepebpatb NonosBuHy kntoven. Tabnuua 3.2 nokasbiBaeT, Kak MHOrO BpeMeHu TpebyeTcs
Ans nepebopa Knyen pasnnyaHonm 4fmvHbl.

Tabnuua 3.2 — CpeaHee Bpems, Tpebyemoe ans nonHoro nepebopa BCEro MHOXECTBA KITo4en

3aTpauMBaemMmoe BpeMs 3arpaunsaemoe
Pa3mep kntoya KonunyectBo P P BpeMA TMpu CKOpo-
(6uT) KInoven npu ckopocth CcTHn

1 knroy/mke 6 -

10° knroyen/mMKc

32 2%2=14,3*10° 2% Mkc = 35,8 MUHYT 2,15 MUnNnnceKkyHa,
56 2°=72*10" 2% Mkc = 1142 net 10 yacos
128 218 =3,4*10% 2" mMkc =5,4*10* netr | 5,4* 10" net
168 218 =37+ 10% 2% Mkc = 5,9 * 10 net | 5,4 * 10* net

1.2.CTpykTtypa wudpoBaHua Pencrens

Bce anroputmbl cTaHgapTHOro 6y1I04HOM0 WNMPOBAHNS UMEIOT CTPYKTYPY, BNepPBbIE ONUCAHHYIO
cotpyaHukom IBM Xopctom ®Penctenem B 1973 rogy. [laHHas CTpyKTypa nokasaHa Ha puUcyHke
3.2.

BxogHbIM1 gaHHbIMM ANsa anroputMa wnudpoBaHnsa ABNAKTCA 6MOK TekcTa ANMNHHON 2w BUT 1
kntod K. briok TekcTa pa3bnBaeTtcd Ha ABe NonoBuHbl Ly n Ry. 3T gBE NONOBUHKM AaHHbBIX NPO-
xoaaT 06paboTKy B Te4eHUM n Kpyros (payHAoB), a 3aTemM 06beanHATCS Ana nonydeHus éno-
Ka wudp-Tekcta. Kaxabin i-bli payH B KayecTBe BXOAHbIX AaHHbIX 6epeT Li; n Ri;, nonyyen-
HOe C BblxO4a npeaplaywiero payHga, n knod K, nonyveHHbin n3 obuwero kntova K. B obwem
cnyyae nogkntoun K; otnnyatotea ot K v gpyr ot gpyra. MNMogkntoum K; reHepmpyloTcs 13 Krtoya
K anropytmMom reHepavmm NoaKIIoYen.

Bce payHObl UMEOT OHY M Ty e CTPYKTYpy. [NoacTaHOBKa BbINOMHAETCHA Hag NIEBOW NONOBU-
HOW AaHHbIX. OTO NpoLeaypa OCyLLEeCTBNAETCS cneayowmm obpasom:
v BbINnonHaeTcs yHKUMs F Hag npaBov NONMOBUHONM AaHHbIX;
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v/ BbINOMHseTCA NobutoBasi onepauns ucknoydatowero UMM (XOR) Hag BbIXOAHBIMU AaHHbI-
MU YHKUMM F 1 NeBor NONIOBUHOW SaHHbIX.

BxopgHon TekcT (2w 6uT)

[ : ] Kntoy
L w 6uT 1 6 R l
0 w ouT 0
LI,MKH 1 K Anroput™m
1
reHepawum
] noakntoya
y
~ |4 F e

o=

A

Linkn i l K;
¢ v
D

LUukn n

X
]
y

LWundpp-TekeT (2w 6uT)

PucyHok 3.2. Knaccudeckas ceTb dencrens.

OyHKUMA F nmeeT ogHY U Ty Xe CTPYKTYpY ANS BCeX payHAOB, HO pasHble BXOAHbIE NOAKMHYN
Ki. B KOHUe Kaxaoro payHga npoucxoauT nepectaHoBKa NeBOW U MpaBon MOSIOBUH [aHHbIX.
KoHkpeTHaa peanusauus cetn derictens 3aBuCcUT OT BbIbopa cnegyowmx napaMmeTpoB:
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v' pa3mep 6noka gaHHbIX. YeMm GonbLue 6ok, Tem 6onblie 6e30nacHOCTb U HUXKE CKOPOCTb
obpaboTkn. CTaHgapTHLIM U pekoMeHayeMbIM cunTaeTcs 6ok B 64 6uta.

v/ pa3mep Knruya. Yem Gonblue knod, Tem 6onblie 6e30nacHOCTb U HUMXKE CKOpPOCTb obpa-
6oTkn. Hanbonee pacnpocTpaHEHHbIA pasMep Kiya B COBPEMEHHbIX anroputmax — 128
ouT.

v/ konuyecTBO payHaoB. OauH payHn He obecneymBaeT OOSMKHOM OGesonacHocTn. Yem
Oonblle payHaoB, TeM Bbilwe 6e3onacHocTb. CTaHaapTHbIM ABndeTcsa 16 payHOoB.

v dyHkuma F. Yem cnoxHee yHKUUS, TEM CNOXHEE anroputm WndgpoBaHns Gonee ycton-
4YMB KO B3IIOMY.

EcTb Takke aBa opyrnx coobpaxeHus nNo NoOBOAYy apXMTeKTypbl ceTn dencrens:

v' ckopoctb MO wudcgpoBaHunsa/gewndpoBaHusa. B GonblIMHCTBE cnyvaeB LUMpOBaHME
anroput™m wudpoaHus Bknovaetcsa B MO, gabbl UCKNOYMTL €ro annapaTHy peanvaa-
umto. COOTBETCTBEHHO CKOPOCTb BbIMOSIHEHMS anropuTMa CTAHOBUTCSI BXKHBIM aCreKToM.

v' nerkocTtb aHanusa. HecmoTps Ha TO, YTO Ham XOTenocb Obl cAenaTb Haw anropuTM Kak
MOXHO Gornee CrnoXHbIM AS1S KpUNToaHanu3a, CylwecTByeT HEKOTOPbIE MIKChI, €CX anro-
PUTM NErko aHanuanpoBaTb. TO eCTb, €Cnn anropuTM MOXeT ObITb NErko 1 KpaTko obbsac-
HEH, B HEM Jlerye oTbIiCKaTb YS3BMMOCTM U TEM CaMbIM MOBbLICUTb YPOBEHb €r0 3aLLMLLEH-
HOCTMW.

Mpouecc gewmndpoBaHms Ha ocHoBe ceTu PencTtenss B OCHOBHOM CXOX C MpoLeccoM Lmdpo-
BaHus. B kauyecTBe BXOOHbIX JaHHbIX UCNONb3YyTCSA GNOK Wundp-Tekcta n nogknoun K, Ho B
obpartHom nopsigke. To ectb Heobxoammo mncnonb3oBatb K, B nepBom payHge u K; B nocnea-
Hem payHae. OTO OYeHb XOPOLUO, TaK KaKk HaM He HY>XHO MUCNOoNb30BaTb pasfnyHble anroputM
Ans wudpoBaHna u gewmdpoBaHus.

1.3. Anroputmbl cTaHAapTHOro wudpoBaHUA

Hanbonee pacnpocTpaHeHHble anropuTMbl CTaHOAPTHOIO WNGPOBaHUS ABNAIOTCSA BNOYHLIMU.
Hanbonee BaxHbiMn 13 HUX aBnaoTcs ctaHgapT DES (Data Encryption Standard, Ctangapt
Wndpposanus daHHbix) u anroputm TDEA (Triple Data Encryption Algorithm, Anroputm Tpon-
Horo Wndpposanumsa aHHbIX).

Cranpgapt DES

Hanbonee LIMpOKO ncnonb3yemMom cxemon wngpoBaHms asnsetca ctaHgapt DES, npuHaTei B
1977 HaumoHanbHbiM Biopo CtaHgaptoB CLA (cenyac HaumoHanbHbii MHcTuTyT CTaHaapTos
n TexHonornn) B kadyectse PepepanbHoro Ctangapta O6paboTtkn NHdpopmaumn. B 1994 rogy
HNCT ytBepaun DES ansa deanepanbHOro UCNornb3oBaHWs B TEYEHUWU CReayowmnx NSty nerT.
Anropuntm, nexawimin B OCHOBe CcTaHaapTa, Ha3biBaeTcsa DEA.

OnucaHnuwe anroputma
O6bwas cxema wndposaHma DES npegcraeneHa Ha pucyHke 3.3.
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BxopHoi TekcT (64 6uTa) Kntou (56-6uT)
’¥,__\\ ;/,~,M,,/"a I

HavanbHoe "nepemelunsanue”

MepemeLéHHbIi BbIGOp 1

MepeMmelyéHHbIN BbIGOp 2 Liuknuyeckuit cosur Bneso

MepeMmelLéHHbIN BbIGOp 2 Liuknuyeckuit coBur BneBo “

Cson (32 6uTa)

"MepemelunBanue”,
obpaTHoe Ha4yanbHoOMy

LWndp-TekeT (64 GuTa)

PucyHok 3.3. O6wwee npeacraeneHune anroputma wudgposaHmsa DES.

McxogHbivi TekcT pasbusaeTcs Ha 6noku B 64 6uTa, a ko4 umeeT pasmep 56 6ut. JlleBas YacTb
pUCyHKa nokasbiBaeT, 4To obpaboTka TekcTa nponcxoauT B Tpu asbl. B nepsyto oyepeab, 64-
BUTHBIA TEKCT NPOXOANUT HavanbHyto nepectaHoBky (HI), koTopas meHseT mectamu 6uThbl. 3a-
Tem crnegyeT asa, coctoswan ns 16 mtepaumi ogHoM M Ton xe dyHKuun. Ha Bbixoge no-
cnegHen utepauumn NpouM3BOAUTCA MEpecTaHOBKa MecTaMy feBOM W MpaBon MNOMoBUH 64-
BGuTHOro Tekcta. B koHuUe npou3BoanTcs KOHeYHast nepectaHoBka (KIM), koTopasa siBnaeTcsa vH-
BEPCHOWN OTHOCUTENBHO dOyHKUMK HIT 1 BblgaeT 64-O6UTHbINA LWINAP-TEKCT.

MpaBasg yacTb pucyHka 3.3 nokasbiBaeT cnocob ncnonb3oBaHus 56-6Tosoro kntoda. MsHavanb-
HO KoY NpoXoauT Yepes npouenypy nepecraHoBku 6ut. [lanee ana kaxgon uad 16 utepauumn
reHepupyeTca nogknod K; nytem LMKNUYECKOro cABura BEBO, a 3aTeM NepecTaHOBKU OuT.
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®yHKUNSI NepecTaHOBKM OOHA M Ta Xe ANsi KaX4oW UTepaunm, Ho Npu 3TOM reHepupyoTcs pas-
NWYHbIE NOAKMYM N3-3a TOTO, YTO HA KaXZOM 3Tarne NPoM3BOANUTCS LIMKIMYECKUIA COBUM BIEBO.

PucyHok 3.4 6onee getanbHO NpeacTaBnsieT anroputMm Ansi eguHudHon utepauun. Ha Bxoge
Kaxkgon mtepaumm 64-6UTOBOI TEKCT pasdensieTcss Ha ABe 32-OUTOoBble MONOBUHbLI, KOTOpbIE
nomeyatoTcs kak L 1 R cooTBeTcTBEHHO. Becb npouecc ans Kaxaonm ntepaumm MoXeT ObiTb
Bblpa)keH yepes crnegyowmne oopmynbl:

Li=Ri1

Ri =L @ F(Ris, Kj)

4— 326uta ——P -¢——— 326uTa ——p» <« BOUT < AT .
Li -1 Ri -1 Ci—1 Dj — 1
"""""" K 2NN v v
/ "3'22?::: Z)ka \ Cagur(v) eneso Cagur(v) eneso
‘ S 1 T - T
A 48 —
| v v
< ” : MepecraHoBka
l< ) 4 ;N ) l\j ("NepemelaHHLIi" BLIBOp 2)
|
A 48 :
A 4
MoacraHoBka y
(S-box)
A 32
4

MepecraHoBka

(W]

L; ,. R; C; D

PucyHok 3.4. Anroputm ogHon ntepauumn DES.

Takum obpa3om, neBasi YacTb AaHHbIX Ha BbIXOAE UTepaLUun SIBAAETCS MOAEHTUYHOM MnpaBow
YyacTu OaHHbIX Ha Bxode utepauun. NpaBas YacTb AaHHbIX HA BbIXOAE UTepauuu SBNAeTcs pe-
3ynbTaTtom onepauum nobutosoro mckntovarowero UJTA, npomssegeHHon Hag Ly u pesynbTta-
TOM KOMMMeKkcHon coyHkumn F. [laHHas pyHKUKMA BKNIOYaeT Kak onepauun nepectaHoBKU, Tak U
nogcrtaHoBku. Onepaunsi NogCcTaHOBKKU, NMpeAcTaBneHHasa Ha 6oK-cxeMe BepLunHom «S-box»,
npocTo oTobpaxxaeT koMOMHaLUuo 13 48 BXOOHbIX OUT B COOTBETCTBYIOLLMIA NATTEPH M3 32 OuT.

BoaBpaluasch K pucyHky 3.3, BUOHO, YTO 56-6UTOBLIN KoY CHa4vana npoxoauT npoueaypy ne-
pecTaHoBKuW. [onyyeHHbIn 56-0MTOBbLIN KIOY ganee pasgenseTcs Ha ABe NMonoBuHbI MO 28 6ut
Kaxxaasi, KoTopble MapkupytoTcs kak Co u Do. Ha kaxgon ntepaumm nonosuHsel C n D oTaensHO
nogsepratTcsa onepaumm LUKNUYEecKoro casura Brneeo Ha 1 unnm 2 6uta. Nony4vyeHHble nyTem
CcABWra BENUYUHbBI CrykaT BXOOHbIMW MONIOBUHAMW ANSA Cneaylolen ntepaumm, a tTakke ans
YHKLUMM NepecTaHOBKMU.
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Mpouecc gewwmdposkn DES B OCHOBHOM TOT e CaMblil, YTO U npouecc wndposku. Mpn atom
AEVCTBYIOT crneaylolime npasuna: UCnosb3oBaTh WNMP-TEKCT B Ka4yecTBe BXOAHbIX OAHHbIX, U
kntoumn K; B obpaTtHOM nopsake.

Ycronumnsoctb DES

Cnopbl OTHOCUTENBHO ycToMYMBOCTM anroputma DES penartcs Ha aBe obnactun: OTHOCUTENbHO
COBCTBEHHO CaMOro anroputmMa U OTHOCUTENBHO MCMNOSb30BaHUsA 56-6utoBoro kntoya. MHorne
rogbl OCyLLEeCTBNANOChL 60MnbLIOEe KONMYECTBO MOMbLITOK HANTU U UCMONb30BaTb cnabble cTopo-
Hbl 3TOro anroputMa, 4to cgenano DES Hanbonee ndyydeHHbIM anroputmomM. HecMoTpst Ha aTo
HWKTO TaK M He Hawen crnabbix mecT B anroputme DES, BO Bcsikom criyqae He onybnukosarn.
Bbonee cepbe3HbIM CopoM siBNsieTcs Npobnemsl AnNnHbLI Kntova. Euwe B Havane 70-x rogoB 3Kc-
nepTbl Npeaynpexaganu, 4To B nnaHe 6esonacHocty gHu anroputMma DES couTeHbl, 3TO nuub
BOMNPOC BPEMEHW pOCTa CKOPOCTM paboTbl MPOLLECCOB M UX CTOMMOCTU. OTO BPEMS HACTYNWo B
none 1998 roga, korga oHg «AnekTpoHHasa paHunua» o06bABWMM, YTO OH B3NoOMars anroputm
DES, ucnonbsys cneuunanbHbli KoMibloTep «Banomwuk DES», cToMMOCTb Ha co3gaHue KoTo-
poi okasanucb meHblwe $250000. ATaka gnunacb MeHee Tpex gHel. ®oHA onyGnukosan ae-
TanbHOE ONMMCaHWe MalUWHbI, TEM CamMblM MPEAOCTaBMB APYIMM NOASIM BO3MOXHOCTb MOCTPO-
UTb COBCTBEHHble B3NOMLUMKK. LleHbl Ha annapaTHoe obecnedeHwe nagaloT, a NPou3BoaM-
TENbHOCTb NnpoLeccopoB pacTeT, genad DES Bce 6onee cnabbim.

BaxxHO oTMeTUTb, YTO Ana B3noma Obina npumMeHeHa He Ynctast 6pyT-dopc aTtaka — OCyLLecTB-
NANCS NOUCK HY)KHOMO KIto4a, a He NpocTor nepebop Bcex BO3MOXHbIX Kntoyven. [ns yaadHoro
B3MIOMa aHanuUTUK OOSPKEeH pacno3HaTb UCXOA4HbIN TekcT. Ecnu coobleHne npeacraBnseTt co-
6o NPOCTO TEKCT Ha KakoM-NMBO 3apaHee N3BECTHOM A3blKe, TO NPOLECC pacno3HaHNA MOXHO
aBTOMaTtmM3mMpoBaTb. Ecnn coobueHne 6bino cxato, pacno3HaHWe CTaHOBUTCS Oonee cnox-
HbIM. Ecnu e coobLuieHne npeactaBneHo KakMM-nmbo TMNOM AaHHbIX, 3aTeM cxaTo, npobnema
pacno3HaHusa 1 aBTomaTnsaumMm CTaHOBUTCSA AOBOJSIbHO CMOXHOW. Takmum obpasom, Ang ycnew-
HOro B3nomMa Heo6xoAMMO NpeanornoXeHne O TUNEe UCXOQHOro TEeKCTa U HeKoTopoe CpeacTBO
€ero aBToMaTU4ecKoro pacnosHaHus. PoHa pewwnn gaHHyo Nnpobnemy v NpeanoXmn HECKOMbKO
TEXHMK aBTOMaTU4EeCKOro pacrno3HaHus, KOTopble MOryT ObITb NOMNE3HbI BO MHOIMX Cry4asX.

Ecnun 6bl eanHcTBEHHOM bopMon atakm Bbina 6pyT-chopc ataka, Torga cnocob NpoTUBOCTOS-
HUS1 JAHHOW aTaku OvYeBUOEH — UCNONb30BaHWe 6onee ANWHHOro kntoya. MNMpu aTom Heobxoau-
MO nogymaTtb O nNpuemnemMon AnuHe kniouda. [na aToro Bocnonb3yemcs B3rnomiimkom PoHaa
OnekTpoHHas MpaHunua. [JaHHbIN B3NOMLWMK Obinl IPOTOTUMNOM U criegyeT npegnonaraTb, YTO Ha
CEerofHAWHMIA AeHb BO3MOXHO co3aaTtb bonee ObicTpyto mMalumHy. [peanonoXmm, Yto B3foM-
LMK MOXeT nepebupaTtb OAMH MUIIIIMOH KIOYEN 3a OAHY MUKpPOCeKyHay, Toraa anroputm DES
Oynet BanomaH He 6onee, yem 3a 10 yacoB. 3To NnpumepHo B 7 pa3s GbiCTpee, YeM Bpems, 3a-
TpayeHHoe PoHaoM. Ncnonb3ys aTy ckopocTb Ans B3noma DES-nogo6Horo anroputma ¢ 128-
BUTOBLIM KMIOYOM MoHagobutcs npumepHo 108 net. Takum obpasom, 128-6UTOBbIN KMOY SIB-
NSeTCcs rapaHToM, YTO anropuTM He ByaeT B3noMaH.

Triple DEA

Crangapt Triple DEA (TDEA) 6bin BnepBble npeanoxeH TydmaHoOM u BriepBble CTaH4APTU30-
BaH B Buae ANSI ctangapta X9.17 B 1985 rogy ans ncnonb3oBaHus B (pMHAHCOBbLIX NPpUIIoXe-
Husix. TDEA ucnonb3yeT Tpu Krtoda 1 Tpy BbinonHeHuns anroputma DES: wndposaHne ¢ nep-
BbIM KITHOYOM, AeLLNPOBaHNE CO BTOPLIM KMHOYOM, LWMGPOBaHNE C TPETbUM KITHOHOM:

C= EK3[ DKZ[ EKl[P] ]]
rage
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C — wndpp-Teket

P — ncxogHbin TekCT

Ex[X] — wndpoBaHue X ¢ ncnonb3osaHnem kroya K
Dy[Y] — AewmndpoBaHue Y ¢ ncnonb3oBaHmem knova K

dyHKuMA gewmndpoBaHme aBnseTcsa 06paTHOM OTHOCUTENBbHO PYHKUNW LWNGPOBaHMSA (PUCYHOK
3.5).

(6) Oewndpauus
PucyHok 3.5. Triple DEA.

Ocobor kpunTorpadn4eckon 3HA4YMMOCTM B TOM, YTO Ha BTOPOW CTaaun nNpousBoauTcs aOe-
wndpaumd, HeT. CoenaHo 3TO C UENbi COBMECTUMOCTM C npeabliaywimm anropytmom DES,
nabbl nonb3osatenu TDEA mornu aelundgpoBath AaHHbIe, 3akoaupoBaHHble DES:

C = Ex1 [Dxa [Exa [PI]] = Exa [P]

Mpy ncnonb3oBaHUN TPEX KIOYEN Kaxabl U3 HUX MMeeT anunHy B 168 6ut. CTangapT Takke
No3BONSAET UCMONb30BaHMe ABYX Krtoyen, npu atom K1 = K3 1 anuvHa knoya pasHa 112 6ur.
Jlerko 3ametntb, 4To TDEA sBRseTcs cepb€3HbiM anroputMom. M3-3a Toro, YTo B OCHOBE €ro
nexut anroputm DES, TDEA Takke yctonums ko B3rioMy kak n DES. A ucnonb3oBaHue 168-
OUTOBLIX KMOYen AenaeT atakum npakTniyeckn 6eccMbiCneHHbIMU. Tem He MeHee, anropuTMm SB-
naeTcs rpOMO3AKMM.

CranaapTt Yny4weHHoro LUndposanua AES (Advanced Encryption Standard)

TDEA obnagaeTt gByms nniocamu, KOTOpble rapaHTUPYKOT €ro LWMPOKOE MCMOSb30BaHNE B Te-
YEeHUWU crenyoLmx HeCKONbkMx neT. Bo-nepBbix, AnNuHa kntoda B 168 6ut rapaHTMpyeT ycTou-
4YMBOCTb NPOTUB BpyT-hopc atak. Bo-BTOpbIX, B ocHoBe TDEA nexut ctangapt DEA. [JaHHbIn
anroputm uccrnegoBarncs TwartenoHee noboro gpyroro B TeYeHUM 4OMNTOro nepmnoga BpEMEHU U
He OblNo HarWAEeHO HU ogHON 3hPEKTMBHOM KpUNTOAHANUTUYECKOW aTakm (kpome BpyT-chopc)
npotuB Hero. CooTBeTCTBEHHO M anropuTMm TDEA O4YeHb yCTOMYMB K KPUMNTO@HANUTUYECKUM
atakam. Ecnun 6bl eguHCTBEHHBbIM (bakTopoM Ans Bbibopa anroputMma siBndnacb 6e3onacHocTb,
Toraa TDEA 6bin 6bl npyeMnemMbiM BapnaHTOM Anist Onvkanmnx 0ecaTuneTuni.

MpuHuMnmnansHeiM Hegoctatkom TDEA sBnsieTcs 10, 4TO OH OYeHb rPOMO3aKuMiA. BTopbiM He-
AOCTaTKoM sBnisieTcs To, 4YTO Kak u DEA anroputm TDEA uncnonb3yet 6nok pasmepom B 64 6u-
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Ta. Kak gnga 6esonacHocTu, Tak U Ang nNpousBOAUTENbHOCTU BMoK 6onblumx pa3mepoB bonee
NpeanoYTUTENEH.

B kauectBe 3ameHbl B 1997 rogy NIST BblABUHYN NpeanoXeHne aAns HOBOro ctaHgapTta wud-
poBaHua AES, KOTOpbIN NO YCTOMYMBOCTM OOMMKEH ObiTb paBeH nnu nydywe TDEA, Ho ropasao
npousBoanTernbHen ero. B gononHeHnn k gaHHbIM OCHOBHbIM TpeboBaHusam NIST ykasan, yuto
AES pomxeH ObiTb CUMMETPUYHBIM anropuTMoM Br04YHOro WKdpoBaHusa ¢ pasmepoM Orioka B
128 6uT, a Takke OOMKEH NoaaepXmnBaTth KU AnMHHon 128, 192 n 256 6urT.

Apyrve cuMmMeTpUYHbIe anropuTMbl 61104HOrO WKUhpoBaHUsA

Bce coBpeMeHHble anropuTMbl CUMMETPUYHOIO GIOYHOMO LMGPOBaHMSA UCMONb3YyT 6a30BYHO
cTpykTypy Pencrens. MNpuunHa 3TOro 3akro4aeTcsi B TOM, YTO CTPYKTypa AaBHO XOPOLUO U3Y-
yeHa M 3TO Mo3BossieT Goree nerko onpenenuTb KpUNTorpadUYeckyro yCTOMYMBOCTL HOBOTO
anroputMa. Ecnu 6bl B KakgoM HOBOM Cryvae Mcnosnib3oBarnacb HoBasi CTPYKTypa, TO OHa Mor-
na 6bl UMEeTb YS3BMMOCTU, HE OYeBUAHbIE ANs pa3paboTynka. CpaBHUTENbHbIE XapaKTepucTu-
KW paccMaTpyBaeMbixX anroputMoB NpuBeaeHsbl B Tabnuue 3.3.

Tabnuua 3.3 — ANropMTMbl CTaHAAPTHOMO LWMAPOBaAHUSA

Pasmep knova, | KonnyectBo MaTtemaTn4yeckue
Anroputm MpunoxeHus
our payHaoB onepauun
DES 56 16 XOR, fixed S-boxes SET, Kerberos
. . duHaHcoBbIE,
Triple DES 112, 168 48 XOR, fixed S-boxes PGP, SIMIME
IDEA 128 8 XOR, cnoxenwue, ym- PGP
HOXeHune
Blowfish [o 448 16 XOR, variable S-
boxes, cnoxeHne
CnoykeHue, BblvUTa-
RC5 Jo 2048 Jo 255 Hie, XOR, poTauus
CnoxeHue, Bbl4UTa-
CAST-128 OT140 go 128 16 Hue, XOR, poTauus, PGP
fixed S-boxes
IDEA

MexayHapoaHbin Anroputm  LWndpposanns [LaHHbix (IDEA, International Data Encryption
Algorithm) aBnseTtcs anroputMoM O6n04YHOrO0 CUMMETPUYHOrO LWNdpoBaHus, paspaboTaHHbIM
Keyemxuns Jlam (Xuejia Lai) n Dxenmcom Maccen (James Massey) B LBenuapckom dene-
panbHOM UHCTUTYTEe TexHonorun B 1991 rogy. IDEA ucnonb3yet 128-6utosbiv kntod. IDEA 3a-
MeTHO oTnuyaeTcs oT DES kak dyHkumen payHoa, Tak n (PyHKUMENn reHepaunn NOAKMOYEN.
Ans dyHkumu payHaa IDEA He ucnonbayet «S-box». bonee Toro, IDEA ocHoBbIBaeTca Ha Tpex
pasnunyHbIX MaTeMaTudeckux onepauunsax: ucknodawwee W, oBonvHoe crnoxeHue 16-
OMTOBbLIX LEenbiX U ABOMYHOE YMHOXeHME 16-0MToBbIX UenbiX. DTN (PYHKUUN KOMOUHUPYIOTCA
Taknum ob6pas3om, 4Tobbl NOMYYEHHbIV B pe3ynbTaTe WNpP-TEKCT ObINO OYEHb CIIOXKHO aHanuaun-
poBaTb. ANropuTM reHepaumns NogKoYen OCHOBbLIBAETCS WCKIHOYUTENBHO Ha MCMONb30BaHUM
LUMKINYECKNX COBUIOB, HO MCNONb3YeT MX KOMMSEKCHbIM CNocobom, 4ToObl creHepupoBaTh cpa-
3y LWeCTb NOAKMYen Ans Kaxaoro u3 BocbMu payHaoB anroputma IDEA. Tak kak IDEA 6bin
OAHWM 13 NepBbIX NpeanioXeHHbIX 128-6uToBbIX anbTepHaTuB anroputMmy DES, To OH noasepr-
CH CUINbHOMY M3YYEHUIO U OKa3amnoch, YTO OH O4YeHb CToeK K KpuntoaHanusy. IDEA ncnonbsyet-
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ca B PGP (kak ogHa u3 anbTepHaTuB), a Takke UCMOSb3yeTCsa B psAe KOMMEPYECKMX MPOAyK-
TOB.

Blowfish

Blowfish 6bin paspabotaH B 1993 rogy HE3aBUCMMbIM KOHCYITbTAHTOM M KpunToniorom bptocom
LWHenepom (Bruce Schneier) n 6bicTpo cTtan ogHon M3 Hambonee nonynspHbIX anbTepHaTUB
DES. Blowfish paspabaTbiBancs Tak, 4Tobbl ero 6uino nerko BHegpuTb B MO 1 4T06bI OH UMen
BbICOKYHO CKOPOCTb BbINOfHeHUs. OH Takke ABnseTcs oMeHb KOMMAKTHbIM anropuTMOM, YTO No-
3BONSAET eMy BbINOMHATLCA Ha 5 K6 onepatuBHon namstn. MHTepecHas 0coBeHHOCTb anropuT-
mMa Blowfish 3akniovaetca B TOM, UYTO OfIMHA KIOYa SBNSETCS NEPEMEHHOM M MaKCMMarbHO
pocturaet 448 6ut. Ha npaktuke ucnonb3aytotcs 128-6utosble kntoun. Blowfish ncnonesyet 16

payHoB.

Blowfish ncnonbayet «S-box» un dyHkuuio ucknovarowero U1, kak n DES, Ho OH Takke wuc-
nonb3yeT ABOMYHOE crioxeHue. B otnnume ot DES, KoTOpbIA ncnonbayeT pukcnpoBaHHble «S-
box», Blowfish npumeHseT aMHammyeckne «S-box», KOTOPbIE FreHepUPYTCS Kak PYHKLMS KO-
ya. B anroputme Blowfish nogkntoun n «S-box» reHepupytoTca nytem NOBTOPEHUS CaMoro an-
roputma Blowfish npumeHntenbHo Kk ncxogHomy kntodvy. B obuwiern cnoxHoctn Tpebyetca 521
BbinonHeHne anroputma Blowfish ana reHepaumn nogkntoden n «S-box». CooTBETCTBEHHO
Blowfish He nogxoanT ona NPUNOXeHW, B KOTOPbIX CEKPETHDBIN KoY YacTO MEHAETCH.

Blowfish siBnsietca ogHUm M3 Hambonee MOLLHbIX CTaHAAPTHbIX WKMEPOBabHbIX anropuTMoB.
O6ycnoBneHo aTo Tem, YTO NOAKMYN N «S-box» reHepupyroTca nyTemM NOBTOPEHUS CaMOro
anroputma Blowfish, koTopbIn TwaTenbHO «nepemewumBaeT» OUTbl U Aenaet Takum obpasom
KpMnTOaHanm3 npakTuyeckn HEBO3MOXHbIM. Bbino onybnnmkoBaHO HECKOMBKO cTaTen No noBoay
TEOPETUYECKMX BO3MOXHOCTEN kpunToaHanuia Blowfish, HO Ha npakTuke He 6GbINo HaWgEHO HU
opHon cnaboctu B anroputme. Blowfish ncnonbayetcsa B page KOMMepPYECKUX NPUNOXKEHNIA.

RC5

RC5 paspabotaH B 1994 rogy PoHom Pusectom, ogHuM 13 pa3paboTynmkoB anropMtMa Ha oc-
HoBe obwmx knoven RSA. RC5 onpegeneH B RFC-2040 u paspabaTbiBancs ¢ y4eTomMm cre-
AYOLNX MONOXEHNIA:

v' MPUMEHMM Kak Ans annapaTHOW, Tak 1 nporpaMmmHon peanunsaummn. RC5 ncnonb3syeT Tonb-
KO MPUMUTUBHbIE BbIMMCIUTENbBHbIE OMepauuun, mMmetrowmnecs B OOMbLUMHCTBE MUKPOMpPO-
LLleccopoB.

v' ObicTpopeiicTue. [Ans ero goctmkeHns RC5 cTpouncs kak npocTor anroputm u pabotaet
C AaHHbIMX pa3mMepoM B CrOBO.

v/ agantupyem K npoueccopam C pasnuyHbiMu anvHamm crnos. KonvyecTtBo GMT B crioBe siB-
nseTcst BXogHbIM napameTpom anroputma RC5.

v' MPOU3BOJSIBHOE KONMMYEeCTBO payHaoB. KonvyecTtBo payHOOB SABNSIETCS BTOPbIM BXOAHbLIM
napameTtpom anroputma RC5. 31oT napameTp no3BonsaeT BblibMpaTtb KOMNPOMUCC MeXay
CKOPOCTbIO M 6€30MacHOCThIO.

v' KN4 NPOU3BOSIbHOM ANWHbI. [INrHa Knoya SBnsieTcs TPeTbMM BXOAHLIM NapameTpoMm arn-
roputMa RC5. N onatb ke aTO nos3sonsieT Bbibupatb KOMAPOMUCC MEXAY CKOPOCTbIO U
6e3onacHOCTbIO.

v" npocTtoTa. NMpocrtasa cTpyktypa RC5 nerka ans BHegpeHust 1 ynpolwlaeT 3agadvy onpegene-
HUS1 MOLLHOCTU anropuTMa.

v' Hu3kMe TpeboBaHus K namsaATu. Jta ocobeHHocTb Aenaet RC5 noaxoaswumm ans cmapT-
KapT U NPOYUX YCTPOMCTB C OrpaHUYeHHbIM 06 BEMOM NaMATH.

v' Bblcokasi 6€30MacHOCTb.
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v/ paTa 3aBucumas poTtaums. KonmyectBo poTtauun (umknmyecknx 6utoBbix casuro) B RC5
3aBUCUT OT XapakTepa AaHHbIX.

RC5 ncnonbsyetcs B psae npogyktos oT komnaHum «RSA Data Security Inc».

CAST-128

CAST saBnsieTcst ocHOBOW ANs pas3paboTku CUMMETPUYHLIX anropuTMOB LLIMGPOBaHUS 1 pa3pa-
6otaH B 1997 rogy Kapnucnom Agamcom n Craddopaom TaBapecom B komnaHum Entrust
Technologies. OgH1m 13 anropntmoB, pa3paboTaHHbix Ha ocHoBe CAST, saBnsetcs CAST-128,
onucanHbii B RFC 2144, CAST-128 ucnonbayeT kno4un, gnuHHon ot 40 go 128 6ut ¢ warom 8.
CAST gBnsieTcd pesynbTatom JOMroro npouecca nccnegoBaHun n paspabotok. OH ncnonbay-
eTcd B psge npoaykros, Bkntodasa PGP.

CAST-128 ucnonb3yeT umkcmpoBaHHble S-boxes, HO OHM ropasgo 6onblue Tex, YTO UCNOoMb3Y-
toTcst B DES. [laHHble S-boxes ouyeHb HenmHerHbl 1 YCTONYMBLI K KpynToaHanuay. lNpouecc re-
Hepauuun nogkntoden, ncnonbayrowmncsa B CAST-128, oTnnyeH oT Apyrux npoLeccoB, UCMosb-
3yHOLMUXCA B anroputmax ctaHgapTHoro 6nodHoro wndpposaHmsa. Paspabotunkm CAST nocta-
panucb coenartb MNOAKMIYM Kak MOXHO 6onee ycTonumBbiMK K KpuntoaHanuay. [pyras otnnym-
TenbHasa ocobeHHocTb CAST-128 3akntoyaeTcs B TOM, YTO OYyHKUUSA payHOa MEHSAETCS B Kax-

[IOM payHae.

1.4.Pexnmbl paboTbl 6/104YHbIX WKpoBanbLUKOB

CyMMeETPUYHbBIN BNOYHBIN WKdpoBanbLUMK obpabaTbiBaeT oguH 6nok 6uToB 3a pa3. B cnyyae
DEA n TDEA anuHa 6noka coctasnsieT 64 outa. Ecnv ncxoaHbit TEKCT okasbliBaeTcs Oonblue-
ro pasamepa, To OH pasbuBaeTtcsa Ha brnoku B 64 6uta (ecnm Heobxoommo, 0obaBnss NocnegHUNn
6nok npobenamu). CambiMm NpocTbiM cnocobom o6paboTkn TekcTa B TaKOM cryvae sBnsieTcs
PEeX1M 3NEKTPOHHOM KOAoBOW KHUIM (electronic codebook, ECB) — ncxoagHbei TEKCT 3a pas pas-
b6uBaeTcst Ha 64-6uToBbIE BNOKMN U KaXAbIN 6NOK KOAMPYETCS, UCNONb3Yst OOUH M TOT XKe KITHoM.
TepMUH «koQoOBas KHUra» UCNonb3yeTcst MOTOMY, YTO NpU 3a4aHHOM KIYe MosfyvaeTcs YHU-
KanbHbIA WNAP-TEKCT AN Kaxaoro 64-o6utoBoro 6roka Tekcta. [10saToMy MOXHO NMpeacTaBuTb
cebe rMraHTCKylo «KOOOBYIO KHUTY», B KOTOPOW AN KaXOOW BO3MOXHOW KOMOBUHauuu 64 6ut
CyLlecTBYeT roTOBbIN WNGP-TEKCT.

Mpun ncnonb3oBaHun pexxuma ECB oguH n ToT e 64-6uTtoBbIn BNOK MCXOOQHOrO TEKCTa BbiaaeT
BCerga OAuH M TOT Xe Wwundp-TekcT. B cBaA3n ¢ atum mncnonb3oBaHue pexuva ECB gnsa anus-
HbIX coobLLeHnin MoXeT BbITb HebBesonacHbIM. YTobbl YCTPaHUTL AaHHbIN HEAOCTATOK pexuma
ECB, Heobxoanmo npu NOSIBIIEHMM OQHOrO U TOro e Onoka MCXO4HOro TeKCTa BbldaBaTb pas-
NNYHBIA WNGP-TeKCT. PaccMoTpuM ABe TakoBble anbTepHaTUBBI.

Pexum uenoyku (CBC)

B pexvme Lenoykm (pucyHok 3.6) BXOAHLIMU AaHHBIMW ONS anroputMa LMdpOoBaHUS SBMSETCS
pesynbTaT onepauun XOR Tekyuwiero 6noka Tekcta un npeablaywero 6rnoka wndp-Tekcra, npu
3TOM MUCMNOMb3yeTCs OAUH U TOT e KIoY:

C,=E/[C,, ®P]

roe EK[X] — wndpposaHme Tekcta X krtoyom K.

Mpouecc aewngppoBaHns MOXXHO NPEACTaBUTb Crieayowmm obpasom:
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Dk[Ci]= Dk[Ek(Ci—l ® Pi )]
Dk[Ci]: (Ci—l ® Pi)
P, =Ci—1 ®Ci—l ® P, =Ci—1 ® Dk[Ci]
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(6) Dewndpaums
PucyHok 3.6. Pexxum Lenodku.

YTobbl nonyynTb nepBbi BAOK WNp-TeKcTa, BeKTOp uHuuyunanusaumm (IV) cknagbiBaeTcs no
mogynto 2 (XOR) ¢ nepebiM 6110koM ncxogHoro Tekcta. lNpu gewmndposanum IV cknagbiBaeTtcs
No MOAynk 2 C BbIXOAHBIMW AAHHLIMW anroputma AewndpoBaHusa Ans noflyvYeHus NepBoro
OJ10Ka MCXOQHOro TeKCTAa.

Bektop vHMuManusaumm JormkeH ObITb M3BECTEH Kak OTnpaBuUTento, Tak U nonydartento. Ons
6onbLuen 6e3onacHOCTV BEKTOP MHULManNn3auumn JomkeH ObiTb TaK Xe XOPOLLO 3allMLLEeH KakK U
CEeKpeTHbIN KNioY. ITO MOXHO caenatb nytem nocbiikn IV, ucnonssys pexum ECB. Pexum
CBC wunpoko ncnonbsyeTcsi B NpUnoxeHnsax 6€3onacHoOCTU, Kak Mbl YBUOUM NO3Xe.

Pexunm obpaTtHomn cBsasm (CFB)

Cxema anroputma DES npumeHsieT TexHuky 6no4YHoro wudpoBaHus, ncnonbsys 64-6utosblie
6nokn. Tem He MeHee, BO3MOXHO npeobpasoatb DES k cxeme NOTOYHOro WMdpoBaHUs, 1c-
nonb3ys pexum obpaTHon cBA3n. [oToyHoe WndpoBaHne He HyXaaeTcs B pa3bueHnn ncxon-
HOro coobLeHnsa Ha uernoe Yncrno 6rokoB. Takke NoToYyHoe LWudpoBaHue MoxeT paboTatb B
peanbHOM BpeMeHu. Takum obpasom, ecnv nepegaeTcs NOTOK CUMBOSIOB, TO KaXAbl CUMBOI
MOXeT OblTb HEMEANEHHO 3aWwmndpoBaH 1 NepeaaH, UCnosb3ys CUMBOSIbHO-OPUEHTUPOBAHHbIN
MNOTOYHbIN LWMEPOBAnbLUVK.

OaHMM 13 xXenaembix CBOMCTB NOTOYHOrO WM(poBanbLLUnKa SBRSETCS To, YTO Wudp-TeKCT by-
AeT TOW e ANUHbI, YTO U UCXOAHbIN TeKCT. PucyHok 3.6 otobpaxaeT cxemy CFB. NMoagpasyme-
BaeTCH, YTO nepepaeTcyd eanHULA SaHHbIX pa3Mepom B j OuT; B obuwem cnyyae j = 8. Kak n B
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cnyyae cxembl CBC eguHMLbl TEKCTa COEAMHSOTCA BMecTe Takum obpasom, 4To wndp-TekcT
ABNseTCA PYHKLMEN BCEro NpeablayLLero MICXoaHOro TekcTa.

Cravana paccmoTpum npouecc wundpoBaHus. Ha Bxoge npouenypbl WnpoBaHMS HaxoouTcs
64-61TOBbIN COBUIOBbLIV PEFUCTP, KOTOPbIA M3HAYaNbHO YCTAHOBIEH B HEKOTOpPOE 3HayeHue |V.
JleBble (Hanbonee 3HauMMmble) j BUT Ha BbiIxoge NpoLeaypbl CKNaablBalOTCSA NO Mogymnto 2 C
nepBoM eavHULEN UCXOOHOro TekcTa Pi ons nonyydeHus nepBov eanHuubl wndp-Tekcta Cy,
KOTOpbIV 3aTeM 1 nepepaetcs. B nobasky cogepxumoe caBUroBOro pernctpa casuraeTcs Brie-
BO Ha 8 6uT n wndp-TekcT C; NnomelaeTcsl Ha MeCTO NpaBbiX (HaUMeHee 3Ha4YMMbIX) 6uT. AToT
npoLecc NpoAomKaeTcs 40 TeX Nop, NoKa BECb TEKCT He ByaeT 3awmndgpoBaH.

Ans gewmndpoBKn Mcnonb3yeTcs aHanormyHasi cxema 3a UCKNIYeHNeM TOro, YTo NnosyvyeHHble
eIMHULbI LWIN(p-TeKCcTa CKNaabiBalOTCA N0 MOAYMO 2 C BbIXOOHBIMW AaHHLIMU PYHKUMU LIN-
poBaHWA AN NoNyvYeHns Tekcta. 3ameTbTe, YTO UCNOMb3YeTCsd UMEHHO PYHKLUN LIMPOBaHNS,
a He gelmdposaHusa. 3To nerko obbsacHaeTcs. O6o3Haunm Si(X) 3a Hambonee 3HaunMble j GUT
BennyuHbl X. Toraa:

C,=P,®S,(E(IV))
P,=C, ®S,(E(IV))

1.5. PacnonoxeHue ycTpoucTB wndpoBaHuA

Hanbonee MowHbIM 1 o6 MeToq, 3alunTbl ceTeBOM Be3onacHoCcTn — aTo wudposaHue. Vc-
nosnb3ys ero, Ham HeobxooMMO peLLnTb, YTO LWKMAPOBaTb M rAe AOMKHO pacnonaratbCsa YCT-
pPOMCTBO WnpoBaHms. CylliecTByeT OBE OCHOBHbIX anbTepHaTMBbI: LUMPOBaAHNE KaHana u
WwndpoBaHme «Touvka-Todka». OHU NPOUNIOCTPUPOBAHbI Ha NPUMEPE CETU C NAKETHOM KOMMY-
Taumen Ha pucyHke 3.7.

CeTtb
nakeTHoWn
KOMMYyTaLmm

PucyHok 3.7. PacnonoxeHue yCTpoONUCTB LUMPOBaHUS.

Mcnonb3ya meTon wndpoBaHMsa KaHana, Kaxabl Ya3BUMbIA KaHan nepegayn gaHHbix obopy-
Ayetcsa Ha obonx KoHLax yCTpoMUCTBOM WndpoBaHusa. Takum obpasom, Becb Tpaduk, nepeaa-
BaeMblin Yepes KaHars, ABnaeTcs 3almeHHbIM. HecmMoTpsa Ha TO, YTO OaHHbIN MeToq TpebyeT
BonbLIoro KonMyecTBa LWMpPOoBanbHbIX YCTPONCTB B BOnbLLON ceTn, OH obecnevmBaeT gocra-
TOYHO BbICOKMI ypoBeHb 6e3onacHocTn. OgHMM ero HeAOCTaTKOM SIBASIETCS TO, YTO coobLue-
HWe OO0SMKHO OeKOANPOBATbCS KaXKAbIN pa3 no NpMbbITUIO HA MapLLPYTM3aTOp; 9TO HEO6X0AMMO
NOTOMY, YTO MapLUPyTM3aTOp AOIMKEH CYMTbIBATb afpec Ha3Ha4yeHUsa B 3arofioBke naketa Ang
onpeaeneHnsa cnegyowero mapwpyta. Takum obpasom, coobLieHne ABnsieTCa ysa3BUMbIM Ha
Kaxaom maplupyTtusatope. Ecnv Mbl nMeeM geno ¢ ceTbio 06Lero Ha3HayeHus, To Nosib30Ba-
Tenb He MeeT KOHTPONs Hag 6e3onacHOCTLIO B Npedenax yana.
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Ncnonb3ys wndpoBaHue «ToYka-To4kay, NpoLecc LWNGPOBaHNSt BIHOCUTCS Ha JBE OKOHEYHbIe
cuctembl. OTnpaBuTenb WNMPYET AaHHbIe. 3aTeM JaHHble nepearoTcst 6e3 M3MeHeHUn no ce-
™ o nonyyatens. MNonyyatenb pasgensieT KoY ¢ oTnpaBuTeneM M, Takum obpasom, B Co-
CTOSIHUM paclumdpoBaTb AaHHble. DTOT MeToA MOXeT nokasaTbcsi 6e3onacHbiM A5 nepeaaym
AaHHbIX. Ho, TeM He MeHee, 1 Y Hero ecTb criaboe MecTo.

PaccmoTpum crnegytowyo cuTyaumo. Y3en nogcoeauHeH Kk cetn X.25, yctaHaBnnBaeT BUPTY-
anbHbIW KaHan ¢ gpyriMm y3nom v NpurotTaBnuBaeTcs nepefaBaTth AaHHble, UCMONb3ys Wndpo-
BaHMe «To4ka-Toykar». [laHHble nepefatoTca Yepes ceTb NyTeM pasbueHus Ha nakeTbl, COCTOS-
LIMX M3 3arosioBka M NonesHbiX AaHHbIX. Kakyto YacTb KaXaoro naketa HeobxogmMmo wvdpo-
BaTb yany? MNpeanonoxum, 4to ysen wundpyeT BeCb NakeT LenmKoM, BKIIOYas 3arofioBoK. JTO
He ByaeT paboTtaTb, MOTOMY YTO TOMbLKO MOfy4aTeslb MOXET OCyLeCTBUTb Aelumdpaumio. Cne-
AoBaTenbHO, He BO3MOXHO MapLUpyTuU3upoBaTb nakeT. Kak BapuaHT y3en MOXeT wngpoBatb
TOMbKO MONIE3HYI0 YacCTb AaHHbIX U OCTaBNATb 6€3 N3MEeHEHNIN 3arofoBoK.

Takum 06pasom, ncrnonb3aysi LMPOBaHNE «TOYKA-TOYKa», MOXHO obe3onacuTb nonb3oBaTerb-
CKYI0 4YacTb [aHHbIX, HO He Becb TpaduK, MOTOMY YTO 3arofioBKM MakeTOB MepenatTcs B YMC-
ToM BuAae. [ns AOCTUXKeHNS nonHeliwen 6e30nacHOCTM MOryT OAHOBPEMEHHO MCMONb30BaTbCS
[iIBa PAaCCMOTPEHHbIX TNa WUPOBaHNS.

1.6. PacnpepeneHue Knroyeun
Ans Toro, 4to6bl cTaHaapTHoe wndpoBaHne paboTtano, He06XoaUMO HanuymMe OgHOro U TOro
XXe CeKpeTHOro Kro4ya y oTtnpaButens u nonyyarens uHgpopmaumm. bonee Toro xenatenobHa
yacTtas cMmeHa Kntoyen. [oaToMy HageXHOCTb NboM KpMnTorpadnu4eckon CUCTEMbI OCHOBBbI-
BaeTCHa Ha TexHUKe pacnpegenexHus knioven. PacnpegeneHve knoven MoxeT ObiTb OCyLLecTB-
NEeHO pasnu4YHbIMK cnocobamu:
1. Kntoy moxeT 6bITb BbibpaH CTOpoHON A 1 hmsnyeckn 4OCTaBnNeH Ha CTOPOHY b.
2. TpeTui y4aCTHUK MOXET BblOpaTh KIod 1 pmnanyeckn goctaBuTb ero ctopoHam A u b.
3. Ecnn A n b yxe ncnonb3oBanu K4, TO 0gHa N3 CTOPOH MOXET nepedaTb HOBbIN KI1toY,
3alWMdpPOBaHHbLIN C NCNOMNb30BAHWEM CTapOro.
4. Ecnu A n b moryT ycTaHOBUTb 3aumnMpoBaHHOE COeAMHEHNE K TpeTbeMy y4acTHuKy C, To
C moxeT nepegaTb KNKOY MO 3TOMY CoeaUHEHUI0 cTopoHam A n b.

MepBbIi 1 BTOpPOM cnocoObl Ha3bIBAKOTCS HEMOCPEACTBEHHON AOCTaBKOW Knwoda. [ns wudpo-
BaHWA KaHana 3T1o npuemnembin cnocod. Ho anga wudpoBaHUsa «Tovka-Tovka» 310 HeynobHo. B
pacnpegeneHHbIX cuctemax nobon ysen MoxeT ocylwecTBnATe OOMeH AaHHbIMU C MHOXECT-
BOM [pPYrnx cucTtem, n yem bornbLue ceTb, TeM BorbLle yyacTHMKOB 0bMeHa nHdopMaumen.

TpeTun cnocob BO3MOXEH Kak ANns WMpoBaHUs KaHana, Tak U WNdpPoBaHNSA «TOYKa-TOYKay,
HO €CNKn 3MOYMBbILUIEHHUK YXXe MOMyYnn CTapbli KoY, TO BCe nocneywowime knwun oyayt
B3roMaHbl. YeTBepThin cnocob siBnsetcs Havbonee npuemnemMbiM Ans WmudpoBaHMsa «To4ka-
ToYKay.

PucyHok 3.8 nokasbiBaeT peLueHne, KOTopoe UCNonb3yeT YeTBEPTLIN CNocob Ans WndpoBaHUS
«TOYKa-TouYkay. Ha pucyHke 3.8 wmndpoBaHue KaHarna He NpuMeHseTcs. TeM He MeHee, OHO
MOXeT ObITb 40OaBneHo. [Ans NpuBeAeHHON CXeMbl ONPeAENeHo ABa TUMNa KIo4ven:

v/ CECCUOHHbI Koy, Korga ABe OKOHEYHbIE CUCTEMbI XOTAT YCTAaHOBUTb COEAMHEHWE, OHU
yCTaHaBNMBAalOT NIormyeckoe coeguHeHne. Ha Bpems aToro coeanHeHns Bce AaHHbIE MOofb-
3oBaTens WudpyrTca O4HOPA30BbIM CECCUOHHBIM KITto4oM. 1o 3aBepLUeHnto coeanHeHUs
NIIN CECCUM CECCUOHHDIN KITHOY paspyLuaeTcs;
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v" NOCTOSHHbIA KMtoY. MOCTOSHHBIM SBNSAETCS KIHOY, MCMOMb3yeMblil AN pacnpocTpaHeHus
CECCUOHHbIX KINoYen.

KoHcurypaumsa coctouT U3 cregyowmnx afneMeHTOB:

v' UeHTp pacnpegenenus knioven. OnpeaenseT, KakuMm cuctemam paspeLleHo B3auMOogencT-
BOBaTb Apyr ¢ Apyrom. Ecnn ABym cuctemam paspelleHo YyCTaHOBUTb COeANHEHNE, LIEeHTP
reHepupyeT 0gHOPa30BbI CECCUOHHbIN KN4 ANs 9TOro COeAUHEHNS;

v/ BHELHWU npoueccop. BbinonHseT wudpoBaHme «Touyka-ToYka» U NofyvyaeT CeCCUOHHbIe
KMoYKM 18 CBOUX Y30B UM TEPMUHAIIOB.

LWarn, Heobxooumble Ans yCTaHOBMEHUS COeOMHEHUs], NOoKa3aHbl Ha pucyHke 3.8. Korga oauH
y3ern Xo4eT YCTaHOBUTb COedVHEeHWe C ApYrMM Y3roM, OH MOCbifiaeT nakeT 3anpoca Ha ycTa-
HOBneHue coeguHeHus (war 1). BHewWwHW npoueccop coxpaHseT nakeT n obpawaetca K LeH-
TPy pacnpeneneHnst KIoyYen 3a paspeLlleHnemM Ha yCTaHoBreHne coegmHenus (war 2). ObmeH
MeXay NpoLeccopoM M LEHTPOM LINpyeTcss ¢ UCNONb30BaHMEM MacTep-Knto4ya, M3BECTHOro
TONbKO npoueccopy M LeHTpy. Ecnn ueHTp noaTBepXaaeT yCTaHOBMNEHWE COEMHEHUS], OH re-
HepupyeT CECCUOHHBIN KNtoY 1 nepedaeT ero COOTBETCTBYOLWUM ABYM BHELIHMM MpoLeccopam,
MCNONb3ysi YHUKAsbHbIA MOCTOSHHBIN KoY Npyu o6MeHe ¢ Kaxabim npoueccopoMm (war 3). Bee
nonb3oBaTenbCkne AaHHble, MUCnosib3yemble npu obmeHe, WngpyoTca npoueccopamu € uUc-
Nonb30BaHMEM MOSTYYEHHOro 04HOPA30BOr0 CECCUOHHOIO KIHo4a.

LleHTp
pacnpegeneHus
Knroven

BHeluHui
npoveccop

PucyHok 3.8. ABTOMaTnyeckoe pacnpegerneHue Knoyen ans npoTokonosB C yCTaHOBNEHNEM CO-
€AVNHEHNS.

Apyrnm cnocobom pacnpegeneHns Knoven aBnseTcs WwudpoBaHme Ha OCHOBE 0bLLEero Kno4a.



HMM «Yutex-Mpodu» — CeTeBas 6e3onacHocTb — Teopus

2.

KpunTtorpadusa n ayreHtTucpukauma coobeHnm Ha ocHoBe obLero
Knroya

KOK Bnepsble 6bina npeanoxeHa B 1976 rogy. OcobeHHocTn KOK:

v

v

0a3npyoTca Ha mMaTeMaTMYeckMx (PYyHKUMSIX, a HE Ha MPOCTbIX onepauusix Hag Gutamu
(nepecTaHoBKa 1 caoBwur);

KOK sBnseTcs acCMMMETPUYHON 1 UCMOMb3YyeT ABa pasfMyHbIX Kroya (B OTNU4Me OT CTaH-
AapTHOro WK pPOBaHUS, KOTOPOE UCMONb3yeT OOUH KITHOY);

Cxema KOK cogepxunt 6 KoMNOHEHT (pucyHok 3.9):

v

v

OTKPbITbIA TEKCT (TEKCT) — 3TO UntabenbHoe coodLieHne Nnn gaHHble, KOTOpbIE MNOCTYNaoT
Ha BXo[ anroputMa WwnpoBaHus;

anropuTm WKnpoBaHns — anropuTM, BbIMOSTHALWMI pasnuyHble Npeobpa3oBaHnsa Hag OT-
KPbITbIM TEKCTOM;

OTKPbITbIA U MPUBATHbLIN KIHOY — Napa Kryen, KoTopble BbIbupatTcs TakuMm obpasom, 4To
€ecrnv oguH ncnonb3yeTcs Ans WwudpoBaHna, To 4pyron ans gewmngposaHus;

LWIMdOP-TEKCT — 3TO 3amncpoBaHHOE COOBLLEHME, NONyYaemMoe Ha BbIXo4e anroputMa;
anroputMm gewwmngpoBaHna — 3TO anropuTM, nonydarowmin Wndp-TeKCT N KNOY, a Bblgato-
LWMA N3HaYarnbHbIN TEKCT.

Kak crnegyeT 13 Ha3BaHus, OTKPbITbINA KMNOY OCTYNEH AN BCEX MoNnb3oBaTenen B ceTu, a npu-
BaTHbIM KNKOY AOCTYNEH N U3BECTEH TONbKO ero xo3sanHy. OcHosHoM npuHumn KOK 3akntoyaeT-

cA

B TOM, YTO UCMOSb3YeTCs OAWNH KoY ANs LWMEPOBaHUS U COBCEM ApYro (HO CBSI3aHHbIN C

nepsbIM) Krtod Ans gewwmdpoBaHusa. OcHoBHble Warn npoueaypbl KOK cnegytoume:

1.

Kaxgbin nonb3oBaTtenb reHepupyeT napy Kroyen (OTKPbITbIM U NpuBaTHbIN), KoTopas Oy-
AeT ucnonb3oBaTbCa Ans WndpoBaHMsa 1 gendpoBaHnsa COOBLLEHNIA.

Kaxgbin nonb3oBaTenb BblknaabiBaeT OTKPbITbIN KW Ha 0OLWeaoCTynHbI Ana Apyrux
nonb3oBaTenen ceTn pecypc. Takum obpasom, Kaxablin Nonb3oBaTeNb CETU COOEPXKUT Ha-
Gop OTKPLITLIX KIKOYEN APYrMX Nofb3oBaTenen.

Ecnn Anuca xodeT nocnatb npumBatHoe cooblieHne Muxauny, TO AaHHoe coobuieHue
lWwndpyeTcsa Ha malnHe AnNncbl C UCNOSIb30BaHMEM OTKPbLITOro Kntoda Muxauna.

Korga Muxaun nony4daet coobuieHme, oH gelmndpyeTt ero ¢ UCnosnb30BaHNeM COBCTBEHHO-
ro NpMBaTHOro Krntoya. Hukakon gpyron nonb3oBaTefib B CETU HE CMOXET paclmndpoBaTtb
coobuwenne ana Mmuxawna, notomy 4to Tonbko Muxamn obnagaet cobCTBEHHbIM NpuBaT-
HbIM KITHOYOM.

Habop
OTKPbITbIX
Kro4en

MeTtp

Mwuxann

OTKpbITbIN KTtod Muxanna MpuBaTHbIN kKNtoy Muxauna
> MepenaBaembiit > >
' Lndp-TEKCT '
NcxoaHbIn TEKCT Anroputm Anroputm gewmndposaHus NcxoaHbin TekCT
WKcbpoBaHus (obpaTteH anroputmy
LndppoBaHUS)

PucyHok 3.9. YnpolyeHHas mogenb paboTbl anroputma WndpoBaHUSA C OTKPLITbIM KITFOYOM.



HMM «Yutex-Mpodu» — CeTeBas 6e3onacHocTb — Teopus

2.1.06nactn npumeHeHmnsa KOK

Cuctembl Ha ocHoBe KOK gendatcsa Ha crniegyrowme Tpu KaTeropum:
Cob6CTBEHHO CUCTEMbI LUMGPOBAHMS.

LindpoBble cepTudmkaThbl.

Lingposbie nognucu.

O6meH knrovamu.

LudpoBkie cepTudpukathbl

B KOK oTkpbITbIV KoY siBRisieTcst o0wenocTynHbiM. To ecTb ntobon nonb3oBaTenb coobllaeT
BCEM OCTaslbHbIM NMOSIb30BaTENSAM CETM CBOW OTKPbITbIV KntoY. Mpu 3TOM nmeeTca cneayrowmi
HegOoCTaTOK: ecin 3710yMbILLIIEHHUK XO4ET BblgaTb cebs 3a nonb3oBaTens A, TO OH MOXeT pa-
30cnaTb CBOW OTKPbITLIMA K04 MO BCEN CETU, BbldaB €ro 3a OTKPbITbIA KoY nosib3oBatend A.
[o Tex nop, noka nonb3oBaTtesnb A He 06HapyXuT obmaH n He coOBLNT O HEM BCEM MOMb30Ba-
Tensm ceTu, 3rI0yMbILLIIEHHUK CMOXET NofyyaTb CoobLeHNs, NpeaHasHa4YeHHble ans A.

PelwweHnem gaHHon npobnembl aBnstoTca Lmdpoble ceptudumkaTol (LUC) Ha oCHOBE OTKpbITOro
kntova. LJC cocTomT 13 OTKpbITOro krtova n nageHtudmkatopa nonb3osatens. LIC «nognuckiBa-
eTca» HafeXHoW TpeTben CTOPOHON — LeHTp ynpasneHus ceptudpmkatamm (LIYC). Cxema cos-
AaHWSA U pacnpoCTpaHeHns cepTUdUKaTOB criegytowas:
1. TlMonb3oBaTenb reHepupyeT OTKPbITbI KNOY U nepenaeT ero 6e3onacHbiM obpa3om B
LycC.
2. UYC pobaensieT Kk knouy mgeHTudumkatop nonb3oBatens v noanucbiBaeT MofyyYeHHbI
ceptucukart (To ecTb WndpyeT cepTUdUKaT CBOUM NPUBATHBIM KIHOYOM).
3. UYC nepegaet nonb3oBaTento CO3aaHHbIN cepTrudmkar.
4. [anee nonb3oBaTenb BMECTO Nepefayn CBOEro OTKPbITOro Krkoya ApyrMMm nosib3oBaTe-
nsam ceTu nepegaeT UM cobCTBEHHbIN cepTudmKar.
5. Jlio6Gon nonb3oBaTenb MOXET NPOBEPUTL NOASIMHHOCTL cepTudmkaTta, NpoBEPUB €ro Noa-
nncb. TO eCTb NOAMNWUHHBIA cepTUmkat MoxeT BbiTb paclumdpoBaH TOMbKO C UCMOMb30-
BaHMeM OTKpbITOro krtoya LYC.

LUundpoBbie nognmucu

OTtnpasuTenb «noanuceiBaeT» CooblleHne cBOMM NpuBaTHbIM KrtodoM. «lloanuck» npeacras-
NSeT Ucnonb3oBaHMe Kpuntorpadnyeckoro anroputma, KoTopbliin npuMeHseTcs NuMbo K Luenomy
cooOLieHnto, NMbo K oTaenbHon ero YacTtun. Takum obpasom, gewwmdpoBaTb AaHHOe coobue-
HME MOXHO TONMbKO C MCMONb30BaHMEM OTKPbLITOrO Krtoya OTnpaBUTENsS U TEM CaMbIM YCTaHO-
BUTb NOASMHHOCTb COOBLLEHUS.

ObmeH kno4vyamu ¢ ucnonb3osaHmem KOK

B cuctemax ctaHOapTHOroO WMAPOBaAHUSA OCHOBHbIM TpeboBaHMEM Ofsi yHaCTHMKOB SABMsieTCH
COXPaHHOCTb CEKPEeTHOro Knto4va. EctecTBeHHO, BO3HUKAET npobriema obmeHa Kroyamu Mexay
cuctemamn. BTopbim Hambornee npumeHsembiM crnocobom pelueHns AaHHOW npobremMbl ABns-
eTcsa ucnonb3oBaHust KOK. Koraa nonb3oBaTenb A XO4YeT nocnatb coobLieHne nornb3oBaTento
b OH BbINOMHSET CnefyoLLyto NocnefoBaTenbHOCTb LLAroB:
1. MoprotaBnuBaeT coobLieHMe.
2. Wcnonb3ysa ctaHgapTHoe wudpoBaHve, wndpyeT coobuieHne ogHOpasoBbIM CECCUOH-
HbIM KITHOYOM.
3. Wcnonb3ysa KOK, wndpyeT CECCUOHHBIN KIHOY OTKPbITIM KoYoM nonb3oBaTens b, koTo-
pbI NONyYeH 13 cepTudukata nonb3osatens b.
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4. TMpukpennsaeT 3awmndpoBaHHbIA CECCUOHHBIN KITHOY K COOBLLEHUIO M NOCLINaeT ero nosb-
3oBaTernto b.
Tonbko nonb3oBaTtenb b B cOCTOAHUN paclumMdpoBaTh CECCUOHHbLIN KITOY U, cnegoBaTenbHO,
coobLleHne nonb3oBaTens A.

2.2. MeToabl ayTeHTUPUKALIMN COOOLLEHMN

LUndppoBaHre 3alimiLaeT OT NacCUBHbLIX aTak (NPoCnyLUMBaHME COOEPXKMMOro Tpaduka cetu).
CosceM apyrue TpeboBaHMs NpeabsaBnAOTCA K 3almUTe NPOTUB aKTMBHbIX aTak (danbcuduka-
UM OaHHbIX U TpaH3akuuii). 3awmTa NpoTMB NOAOGHbLIX aTak M3BECTHa Kak ayTeHTudmKaums
COOOLLIEHU.

CoobueHune, ain, AOKYMEHT UMK OpYroe MHOXECTBO AaHHbIX SBMSIETCH NOANMHHBLIM (ayTeH-
TUYHbBIM), KOr4a OHO UCTMHHO W MPULLIO U3 NpeanoniaraemMoro NCToYHNKa. AyTeHTUUKaLNSA Co-
obLeHMs ecTb npoueaypa, KoTopasi no3BonsieT B3aMMOAENCTBYHOLLMM CTOPOHAM MPOBEPSITh,
ABMSAOTCA N NonyYaemble COOOLLEHUS UCTUHHBIMU. [0BYMSI BaXXHbIMU acrnektamu B 9TOM BO-
npoce SIBNSIIOTCS NPOBEPKa TOro, YTO COAEPXKUMOE COOBLLEHUS HE M3MEHEHO M UCTOYHUK CO-
obLLEeHMs ABNSieTCA NOAMMHHBLIM. Takke xenaternbHO NpoBepsiTb CBOEBPEMEHHOCTb coobLe-
HUS (QOKa3aTenbCTBO TOrO, YTO COoobLlEHME He BOCNPOM3BEAEHO U HE MMeEeT BPEMEHHbIX 3a-
[lepKeK) 1 nocnegoBaTenbHOCTb COOOLLEHNS B UHGOPMALIMOHHOM NOTOKE B LIENOM.

AyTeHTI/I(bVIKaLIMﬂ C ncnosnb3oBaHnemMm CtTaHAapTHOro LIJI/I(prBaHMﬂ

B03MOXHO, BbINOSMHATE ayTeHTUdMKALNIO, MPOCTO UCMNOMb3ya CTaHgapTHoOe wudposaHue. Ec-
NN TONbKO OTMNPaBUTENb M NoNyYaTenb pPasaensitoT CEKPETHbIN KN4 (Kak U JOIMKHO ObiTb), TO-
roa TONbKO HACTOSALWMWA OTnpaBuTenb OyaeT B COCTOSHMM 3awwmdpoBaTb coobueHue. bonee
TOro, ecnn coobLLEHNE COAEPXUT KOO ODHapyXeHUs1 oWNBOK U HOMep nocnegoBaTeNibHOCTH,
TO nonyyartenb GyaeT yBepeH, YTO COAePKUMOEe COOBLLEHNS HE MEHSANOCH NO NyTW CrefoBaHUSA
1 OHO MOSTy4eHO B MPaBWUiIbHON NocnefoBaTenbHOCTU. A ecriv coobLeHne K TOMy Xe BKItoYaeT
BPEMEHHOW LUTamn, TO Nnony4aTenb yBEPEH, YTO COObLLEHE He 3adepKmMBanochb no nyTu cne-
AOBaHUS.

AyTeHTUpMKaumua coobieHumn 6e3 wndposaHus

Bo Bcex nogobHbIX MeTodax reHepupyeTcsa Tak HasblBaeMbld ayTEHTUUKALMOHHBIA NPU3HaK
(Tar), koTopbI 3aTem gobaBnsaeTCs K KaxaoMy coobuieHuto npu ero nepegayn. CoobueHne
camo no cebe He wKndpyeTcs U MOXET ObiTb MPOYTEHO MOMyvaTenieM He3aBMCUMO OT €ero
dYHKUUN ayTeHTUdrKauumn.

W3-3a oTcytcTBUA WiMdpoBaHna He obecnevmBaeTcs KOHUAEHUManbHOCTb cooblleHns. Tak
KaKk CTaHOapTHoe LwudpoBaHue obecneymBaeT ayTeHTUMUKALMIO M LUMPOKO MCMONb3yeTcs B
MHOTMMX rOTOBbIX NPOrpaMMHbIX MPOAYKTaX, no4YemMy Bbl MPOCTO HEe UCNOoMb30BaTh ero. pu aTom
Mbl NONYYUM M KOHPUAEHUNANBHOCTb, U PYHKUMIO ayTeHTudpmkauun. CyliectByeT Kak MUHK-
MYM TpuW CUTyaLmu, KOoraa npegnovtutensHa ayTeHTudmkaumnsa 6e3 KoHpunaeHunansHoOCTu:

1. CyuwecTByeT psag NpUIIOXeEHUN, B KOTOPbIX OAHO U TO e cooblueHne nepefaeTcs Wmpo-
KoBelLaTenbHbIM 06pa3omM HeCKoNbkMM nonyyarensam. [ewesne n 6onee HagexHoO UMeTb
TONbKO OOHOrO nonyyatensi, KOTopbin ByaeT OTBETCTBEHEH 3@ MOHUTOPUHT NOASTIMHHOCTH
coobuieHnd. Takum obpasom, NogobHbIE COOOLLEHMA OOMKHbI NepefaBaTbCs B OTKPbITOM
Buae ¢ pobasneHnem ayTeHTUdUKaUMOHHOro tara. OTBETCTBEHHAA cUCTEMA BbINOMHAET
ayTteHTudmkaumo. Ecnn nponssoguTcs HapywleHue, To Apyrne CUcTeMbl ONOBELLAKOTCH O
HeM NMyTeM NonyYeHnsa curHana npeaynpexXaeHust.
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2. [pyrMm BO3MOXHbIM CLeHapueM siBnsietca obMeH, B KOTOPOM OfHa CTOPOHAa CUIbHO 3a-
rpy>xeHa 1 He MMeET BPEMEHUN Ha AelndpPOBKY BCEX BXOASALLMX COOOLLEeHNA. AyTeHTUD K-
Kaums NnpomnsBoanTcs BbIGOPOYHO.

3. AyTeHTumKauusa KOMNbIOTEPHOW NporpamMmMbl SBNSETCHA NpuBReKaTeslbHOM BO3MOXHO-
cTbio. KomnbioTepHaa nporpamma MOXeT BbINONHATbLCA 6e3 HeobxoammocTn ObiTb pac-
LWMPpOBaAHHOW, YTO pasrpyaeT npoueccopHoe Bpemd. Tem He MeHee, ecrnn ayTeHTUdu-
KaLUMOHHbIV Npu3Hak gobasneH K nporpammMe, TO OH MOXET NpOoBepATbCS, Korga Heobxo-
ANMO NMpoBEPUTL €€ LIENOCTHOCTb.

Kog ayreHTUdMKaumm coobLieHuns

OpaHa n3 ayTeHTU(PMKaLUMOHHBLIX TEXHUK npeanonaraeT UCNOoMNb30BaHME CEKPETHOro Krwo4va angd
reHepaumm ManeHbKoro 6moka AaHHbIX, Ha3blIBAEMOro ayTEHTUUKALUMOHHBIM KOAOM. [aHHbI
Ko pobaBnsieTca k coobuieHuto. [laHHasa TexHuka npegnonaraeT, YTo ABE B3aMMOLEWNCTBYHO-
e cTopoHbl, A n b, pasgenaoT cekpeTHbIn koY Kas. Koraa A nockinaet coobuieHne b, oHa
BblUMCNAET ayTEHTUMDUKALMOHHBIN KoL Kak OYHKLMIO coobLleHnsa n knoda. 3atem coobuieHme
N Kog nepegaroTtcs npegnonaraeMomMy nosiyqatento. Nonydarenb BbINOMHAET Te Xe BblYMche-
HUA NS reHepaunm CBoero ayteHTUMKaLMOHHOIoO Koga, a 3aTeM CpaBHMBAET ero C nonyyex-
HbiM. Ecnn Tonbko oTnpaBuTenb M NonyyaTenb 3HAKT CEKPETHDLIN KITOY U €Crln MOoMYyYeHHbIN
Ko coBnagaeT C BbIYUCNEHHbIM, TO:
1. lMony4aTtenb MOXET ObiTb YBEPEH, YTO COAEPKUMOE COOBLLEHNA HE N3MEHEHO.
2. [Monyyatenb MOXeT ObITb YBEPEH, YTO COOBLLEHMNE MOSTYYEHO OT MpeanosiaraemMoro uc-
TOYHMKA.
3. Ecnu coobueHune BKMOYaeT HOMEP MOCreaoBaTeflbHOCTW, TO NosiydyaTerlb MOXET ObiTb
YyBEPEH, YTO NocneaoBaTeNbHOCTbL COOBLLEHMIA BEPHA.

[na reHepauun ayTeHTUMUKaLMOHHOIO Koga MOXET UCMNOMNb30BaTbCA psia anroputMmos. Hauwmo-
HanbHoe Btopo CtaHgaptoB CLUA (nybnukaums «Pexumbl onepauun anroputma DES») peko-
MeHayeT ucnonb3oBaTe DEA. DEA ncnonb3yeTcs ong reHepauumn 3amngpoBaHHOM BEPCUN Co-
06LEeHNs1 N TONMbKO HECKONbKO nocrefHux out atoro wndpa mcnonb3ytotcsa kak koa. ObblYHO
310 16 nnu 32 GUTOBbLIN KOA.

OAHOCTOPOHHSAS K3 PYHKLMUA

OgHuM 13 BapuaHTOB CO34aHUsA ayTeHTUMUKALUMOHHOIO Koda SABMSETCA OAHOCTOPOHHASA K3LU
dyHKUMS. Kalw dyHKUMS B Ka4eCcTBe BXOAHbIX NapameTpoB bepeT coobuieHne M nepemeHHoro
pa3mepa n npou3soauT cnenok H(M) coobLieHns, nmerowmnn uKCMpoBaHHbIN pasmep. B otnu-
yYne OT npeablayLlen TEXHONOMMN (KO4 ayTeHTudukaumm coobLueHns) kaw yHKUMS He UCnorb-
3yeT CekpeTHbIM Kntod. [ns Toro, 4tobbl ayTeHTudmumpoBatb coobueHne, ero Crenok nochbl-
naeTcs BMeCTe C caMuM COOBLLLEHMEM NoSTyYaTen!to.

PucyHok 3.10 nokasbiBaeT Tpu crnocoba ayTeHTudukaumm coobueHns. Cnenok coobuieHuns
MOXeT ObITb 3awmndpoBaH C UCNONb30BaHMEM CTaHAapTHoro wudgposaHusa (a). CoobieHne
Takke MOXeT ObiTb 3alMdpPPOBaAHO C UCNONb30BaHNEM LUIMGPOBAHMSA HA OCHOBE OOLLEero Knwo4a
(b). OaHHbIN cnocob wndpoBaHMa NMeeT ABa NPeMyLLLEeCTBa: Hapsay C ayTeHTuduKaunen oH
obecneunBaeT UNPOBYO NOANUCE; HE TPebyeTCA NPUMEHEHUS TEXHUKN pacnpeaeneHnst Knko-
Yyen.
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PucyHok 3.10. AyTeHTudmnkaumsa coobLeHns ¢ MCnofnb30BaHNEM OAHOCTOPOHHEN KAl (PyHK-
Lun.

[aHHble ABa MeToda MMEKT MPeMMyLLEeCTBO Ha TEMW, KOTopble WndpyoT BCce coobLueHne
Luenukom, — TpebyeTca npogenbiBaTb MEHbLUE BblYUCIEHMI. TeM HE MEHee, OCTaeTCa UHTepec
B pa3paboTke TeXHVKU ayTeHTudpmkauumn, kotopasi 6bl He NpMMeHsana wudpoBaHne BoobLLe.
Ha 370 cyLecTByeT pag NpuyuH:

v' wudpposanbHoe MO goctaTtoyHO MeasieHHo;

v' wudppoBanbHoe obopyaoBaHne HeaelweBo. CyLecTBYOT HeAOpOrMe Yunnbl Ans wudgposa-
Hua no DES, HO CTOMMOCTb pacTeT, eCnn HeEOOXOANMO BHEOPUTL NOAOOHbIE YMMbl BO BCE
y3nbl CETH;

v' wudpposanbHoe obopygoBaHMe onTUMMU3NpyeTest s 06paboTkn Gonbmnx 06bLEMOB AaH-
HbiX. [na mManeHbKkux GrOKOB AaHHbIX 3aTpavvBaeTcsa Gonblue BPEMEHW Ha WUHWUUManu3a-
LNI0 M BbI30B OYHKLMIA;

V' anroputMbl WMPOBAHMS MOTYT ObITb 3aLLMLLEHbI NATEHTAMU;
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v/ anroputmbl LWUMPOBaAHUSA MOTYT ObITb NPEAMETOM KOHTPOMS Hag 3KCNOPTOM. OTO OTHOCUT-
csa k DES.

PucyHok 3.10B nokasblBaeT TEXHWKY, KOTOpas MCMOMb3yeT K3 OYHKUMIO, HO HEe UCNonb3yeT
WndpoBaHuA Ana ayTeHTudumkauum coobuwieHns. NpeanonaraeTcs, 4YTO ABE B3anMMOOENCT-
BytoLmMe cTopoHbl, A 1 B, pasgensatoT mexay cobon obLiee cekpeTHoe 3HayveHne Syg. Korga A
XxoyeT nocnaTb coobuieHne b, oHa BblYUCNAET KA (PYHKUMIO KaK KOHKaTEeHaLUMI0 CeKpeTHON Be-
nnunHbl 1 coobenus: MDy = H(Sag || M). 3atem A nocbinaet b coobuwerue [M || MDy]. Tak
Kak b obrnagaet BenMUMHON Spg, TO OH MOXET MPOBEPUTL Mpuwedwee coobueHne. Tak Kak
CekpeTHasi BENIMYMHaA He NOCbINaeTCH, TO 3M0YMbILSIEHHUK HE MOXET MoamduumnpoBaTb co00-
LLleHMe B NyTW.

2.3. be3onacHble kaw dyHKkumn n HMAC
OAOHOCTOPOHHSA K3l OYHKUMSA, nnn 6e3onacHas kol YHKLMS, None3Ha He TONbKO ANd ayTeH-
TndmKaumm CoobLLEHNI, HO 1 B LMPOBLIX NOANUCAX.

Tpe6oBaHusA K KW PYHKUUAM

OcHOoBHOE HasHauyeHue Ko YHKLUMM 3aKIoyaeTcsi B NPOU3BOACTBE «OTNeYaTkoB NanbLeB»
anna, coobLieHna nnu gpyroro 6noka gaHHbix. Ansa Toro, 4tTobbl ObITb NPUMEHMMOW AN ay-
TeHTUpmkauumn coobLueHnn, kaw gyHKumna H gomkHa obnagaTth cnegyrowmmmn CBONCTBaMM:

1. H moxeT GbITb NpMMEHEHa K 6NoKy AaHHbIX Noboro pasmepa.
H nponssBoanT BbIXOAHbIE AaHHbIE UKCUPOBAHHOIO pa3mepa.
H(x) nerko nocuntaTb Ans noboro 3agaHHoro X.
[na no6oro 3agaHHoro koga h HEBO3MOXHO HalWTU Takoe X, 4To H(x) = h.
[ns no6oro 3agaHHoOro 6yoka X HEBO3MOXHO HaWTU y # X Tak, 4To H(X) = H(y).
HeBo3moXXHO HanTu nodyto napy (X, y) Takyto, 4to H(x) = H(y).

ook wd

[MepBble TpU CBOWCTBa SABMAKOTCA TpeboBaHWAMU ONs NPAKTUYECKOro MPUMEHEHUSA KaL-
dyHKUMM Npy ayTeHTUduKauum coobLleHnn. YetsepTtoe CBOMCTBO SABMSETCH “OQHOCTOPOHHUM”:
nerko creHepupoBaTth KoA AMst 3a4aHHOro coobLueHns, HO NPaKTUYEeCKU HEBO3MOXHO CreHepu-
poBaTb coobLeHne no 3agaHHOMy kogy. [laHHOe CBOMCTBO SIBNSETCHA BaXHbIM, €CNWN ayTEHTU-
dmkaumsa BKIKYAET UCMONb30BaHNE CEKPETHOrO Krtoya. CaM CekpeTHbIN KMnioY He NocbinaeTcs.
TeM He MeHee, ecrniu KaW-(PYyHKUNA SBNAETCA He OAHOCTOPOHHEN, TO aTaKylLUN MOXET J1erko
PaCKPbITb CEKPETHbIN KIHOY.

[aTOoe CBOMCTBO rapaHTUPYET, YTO HE BO3MOXHO HAWTW anbTEPHATUBHOE COODLLEHNE C TEM XE
CaMbIM K3LU 3HAYEHWeM, YTO 1 ANs 3a4aHHOro coobLueHns. OTo NpefoXpaHsaeT OT NOAAENOK.

CTOMKOCTb KO B3noMy Kpuntorpadmyecknx cuctem

Cxema wndpoBaHusa sBnsieTca 6e3onacHon C TOYKM 3PEHNSA BbIMUCIEHWUA, €CN LUINADP-TEKCT,
CreHepunpoBaHHLIN 3TOM CXEMOW OTBEYaeT ogHOMY unu Bonee ycrnosusim:

v/ CTOMMOCTb B3fioMa Wwndpa npeBbIaeT LEHHOCTb 3allngpoBaHHOM MHOPMaLMK;

v/ BpeMms B3fioMa NpeBbILLAET NOfe3Hoe BPEMS XKMU3HN MHGOPMaLUN.

Mpobnema 3akntoyaeTcsi B TOM, YTO OYEHb TPYAHO BbIMUCIUTL KONMMYECTBO MOMbITOK, Tpebye-
MbIX OS1s1 yAayHoro B3rnoma wudgpa. Tem He MeHee, ecnun NPeAnonoXnTb, YTO anropuTM LNg-
pPOBaHMS HE MMEET HMKAKMX MaTemMaTUYeCKUX M3bSHOB W, CriefoBaTernbHO, Anst ero B3roma
NPUMEHNMa TONbKO GpyT-POpC aTaka, TO Tor4a Mbl MOXEM caenaTb HEKOTOpbIE NMPeanonoXxe-
HMUS1 OTHOCUTENBHO BPEMEHU 1 CTOMMOCTM B3roMa.
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CyTb BpyT-chopc aTaku 3akniovaeTcs B TOM, YTO Npu B3nomMme wudpa nepebupatotcsa Bce BO3-
MOXHbIE KITH04M 0O TeX Mop, Noka He OyaeT nomnyyeH HyXHbin pesynbTaT. B cpegHem Heobxo-
AMMO nepebpaTb NONOBMHY KItoden. Ecnu MHOXECTBO KItoyen cnuwwikom Gornblioe, nogobHas
3agava CTaHOBUTCH MPaKTUYECKU HEBO3MOXHOW. Tabnuua 3.5 nokasbiBaeT, Kak MHOIO BPEMEHM
TpebyeTcs ans nepebopa Knoven pasnnUyHoOn AMHbI.

Tabnuua 3.5 — CpeaHee Bpems, Tpebyemoe ans nonHoro nepebopa Bcero MHOXeCTBa

Kroyen
3aTpaunBaemoe Bpems 3atpaunsaemoe
Pa3mep Kkniouva KonunuectBo BpeMA TMpuU CKOpoO-
(6mT) KIo4en npu ckopocth CcTH
1 kno4/MKc 6 .
10° knrouyen/mkc
32 2% =4,3%10° 2% mkc = 35,8 MUHYT 2,15 MUNNUCEKyHA,
56 2°6=72+*10'° 2% Mmkc = 1142 net 10 yacoB
128 218 =34*10% 2% mkc = 5,4 *10* net | 5,4 * 10" net

168

2% =3,7*10%

2% mkc = 5,9 * 10°° net

5,4 * 10% net
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IV. MexaHu3Mbl o6ecrneyeHnss 6€30nacHOCTU KOMMYTUPYEeMbIX
NoKanbHbIX cCeTen

1. OrpaHMyeHne Konu4yecTea ynpaBnfaloWmMX KOMNbLIOTEPOB
CoBpeMeHHble KOMMYyTaTOpbl NO3BONAIOT 3a4aTb KOHKpPeTHble KoMmnbioTepbl (IP-agpeca), ¢ ko-
TOopbIX OyoeT npoucxoauTb HACTponKa AaHHbIX KommyTaTopoB no Web- unu Telnet- nHepden-
cam unu vyepes npotokon SNMP. NonbITka NPOYMX KOMMLITEPOB MNOAKMIOYUTLCS K KOMMYyTaTO-
pam ans ynpaeneHus nmm 6ygeT oTKNoHeHa.

2. HaCTpOVIKa 0e3onacHocCcTHn mnHAMBuAyanbHOro nopTta
[aHHaga pyHKUMA no3BonseT:

e 3abnokupoBaTtb ganbHenwee oOGHOBMEHME Tabnuubl KOMMyTaTtopa — €Cnu KOHUrypu-
poBaHune Bawen cetu 6onblie He nameHaTcs, Bol Gnoknpyete Tabnuuy KommyTauum, u
kKoMMmyTaTop GyaeT NpocTo oTOpackbiBaTb BCE NakeTbl, KOTOPblE NOCTYNalOT C HEU3BECT-
HbIX agpecoB. [Nprnyém gaHHoe AeNCTBUE MOXKHO BbIOpaTh 45151 KOHKPETHBLIX MOPTOB. [pu
3TOM 3anucu B Tabnuue kKommyTaumm He ByayT yaanaTbeca no TanM-ayTy;

e 3apaTb MakcumarnbHoe konmyectBo MAC-agpecoB Ans NpUMBA3KM K KOHKPETHOMY MOPTY.

3. dunbTpauua MAC-appecoB

[ononHMTENBHO MOXHO HacTPOUTb KOMMYTAToOp Tak, YTOObl OH HE NPWHMMan nakeTbl C onpe-
AeneHHblM MAC-agpecoMm (Kak nonyyatens, Tak u otnpasutens). [na atoro cnyxut tabnuua
dunbTpaummn Tpadumka (Filtering Table). ®akTuyeckn gaHHas Tabnuua SBnseTca «4EPHbIM Cnn-
ckoM». lMocne nonyyeHWs naketa KOMMyTaTop cunTbiBaeT oba annapaTHbIX agpeca, Kak nony-
yatens, Tak n otTnpasuTend. Ecnun xota 6bl 0ANH U3 HUX cogepXuTca B Tabnuue dpunbTpauun,
TO nakeT oTbpacbiBaeTcs.

4. TexHonorua ¢punbtpauum IP-MAC Binding

OcHOBHOE HasHadeHne AaHHOW TEXHOMNOMMU — 3TO OrpaHMYuTb AOCTYN K KOMMyTaTopy onpene-
NEHHOro KormyecTBa KOMMbOTEPOB. [1Na 3TOro MHANBMAYaNbHO ANA KAKAO0ro Xenaemoro nop-
Ta co3gaétca Tabnuua cooteetcTBusa IP- 1 MAC-agpecos. [lanee kommyTtatop 6yaet nponyc-
KaTb TONbKO NakeTbl C yka3aHHbiMM MAC-agpecamu 1 TONbKO B TOM Criyvae, eCcrnv UCTUHHO Co-
otBeTtcTtBue IP- n MAC-agpeca.

CyLiecTBeHHbIE OTNIMYNA JAaHHOW TEXHONOrMK OT TexHonornn dpunstpauun MAC-agpecos:

e (JunbTpauma paboTaeT Ha BCex NopTax, a B JaHHOW TEXHOMOrMM MOXHO HacTpavBaTb
KaXkObl NopT B OTAENBHOCTY;

e  (unbTpaLMsa COOEPKNUT KHEPHLIN» CMUCOK, TO eCTb paboTaeT No NpuHLUMMY: HEe Nponyc-
kKaTb Te naketbl, MAC-agpeca kOTopbIX cogepXartcsa B Tabnuue dunbtpaumn. JaHHas
TexHonorus, HaobopoT, COAEPKUT «Oenbln» CNUCOK, TO €CTb NPOMyCKaeT TONbKO Te na-
keTbl, MAC-agpeca KOTOpbIX coaepXaTcs B CO30aHHbIX CMUCKaX;

e B OTnnume oT unbTpaumn TexHonorus IP-MAC Binding nposepseT He Torbko MAC-
agpec UCTOYHKUKa NakeTa, Ho u ero IP-agpec.

5. Cnucku KoHTpona poctyna (Access Control Lists)

Cnunckn KOHTpPOJ14 AoCTyna obecne4vuBatoT orpaHn4yeHmne npoxoxaeHuA Tpacbvn(a yepe3 KOMMYy-
Tatop. ®aktnyeckn TexHonorna ACL peanuadyeT Ha KOMMyTaTtopax 3-ro ypOBHS MOMHOLEHHbIV
CbI/IJ'Ipr NMnakeToB. |_|pI/IéM nakeToB UM OTKa3 B npvléme OCHOBbIBaeTCHd Ha Ol'lpe/:lel'léHHbIX npu-
3HaKaXx, KOTOPble COOEPXUT NaKkeT:
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IP- n MAC-agpeca UCTOYHMKa 1 MPUEMHUKA;
HomMmep VLAN;

Homep nopTta TCP nnn UDP;

T1n ICMP-coobLueHus.

ASENENEN

Krnto4eBbIM NOHATMEM B JAHHOW TEXHOMOIMMN ABMASIETCS NOHATME Npoduns 4ocTyna — 3To Habop
NMPU3HAKOB, KOTOPbLIN COAEPXUT NakeT, C onpeaenéHHbIMU 3HaveHnamun. Kaxabin npodunbs goc-
TYn MMeeT CBOM YHUKanbHbIN HOMep B npefenax kommyTtartopa. MNpumep npocunen gocryna:

1: <VLAN = Yes, Source MAC = 00-01-08-DE-FA-10, Destination MAC = 00-01-07-DE-FA-10>
2: <VLAN = Yes, Source IP = 192.168.3.1, Destination IP =192.168.10.2, TCP port = Yes>

MomMuMO npuBeaeHHbIX NPUMEPOB CYLLECTBYHOT TakKKe KOHTEKCTHO-3aBUcCMMble npodunu. Oc-
HOBHOE OTIIMYME KOHTEKCTHO-3aBMCUMbIX NMpOodunen OT BCEX OCTalbHbIX 3aKM4YaeTCA B TOM,
YTO B HMUX MPU3HaKN 3a0al0TCA CMELLLEHMEM OTHOCUTENBbHO Havana kagpa Ethernet. Hanpumep,
yTobbl Yka3aTb MAC-agpec UCTOYHUKA nakeTa B KOHTEKCTHO-3aBUCUMOM npodune Heobxoaun-
MO ykasaTb cmelleHne Offset = 6 6antam n ganee 3HadeHne MAC-agpeca, Tak Kak AaHHbIN
agpec pacrnonaraeTcs B 3arornoBke kagpa Ethernet ¢ 7 no 12 6aiT BKNIOYUTENBHO.

Mpodhunb siBNsieTcs BCero nuilb 06pasLom (HEKOTOPbIM 3TarioHOM), HA OCHOBE KOTOpPOro COo3-
patotcs npasvna. Npaeuna npeacraBnsaoT cobon Npodunb, 3anofHEHHbIA KOHKPETHBbIMU 3Ha-
YEHMSIMM NPU3HAKOB U coaepKallmi 4enCcTBue, KOTopoe HeoBX0ANMO BbINOMHUTE HAA NaKeToM,
€ecnv OH nonagaeT nog 3Th npuaHakn. OBbIYHO AENCTBME — 3TO yaanuTb MM NPOABUHYTL Na-
keT. [ns kaxpgoro npoduna moxeT GbiTb co3gaHo 6onee ogHoro npasuna. Hanpumep, ans
BblLenpueegéHHoro npodunsg ¢ ID=2 moryT 6bITb CO34aHbI crieayoLmne npasuna:

Accept: <VLAN = Default, Source IP =192.168.3.1, Destination IP = 192.168.10.2, TCP port = 514>

Deny: <VLAN = Marketing, Source IP = 192.168.3.1, Destination IP = 192.168.10.2, TCP port = 8080>

Mpn nocTynneHmMn naketa Ha KOMMyTaTop NPOUNN SOCTYNa NPUMEHSAOTCSA NocneaoBaTerbHO,
B Nopsake BO3pacTaHusA Mx HOMepoB. [lakeT nNpoBepsAeTcs Ha COOTBETCTBME YCMNOBUAM, YKa-
3aHHbIM BO BCeX MpaBuniax npoduns, HaumHas ¢ nepeoro npoduns. Ecnn npasuno nogxogur,
nakeT B COOTBETCTBME C AencTBueM obpaboTkm nmMbo npuHuMaeTcs, Nbo oTbOpacbiBaeTcs U
Aanblue He npoBepsieTca. Ecnu nakeT He nonagaeT HWM Nog OAHO NpaBuio Npodunsg, To naket
npoBepsieTcst No Npasunam crneayouwero npocdpuns. Ecnn He oamH npocunb HEe NoaxoauT, TO
NPMMEHSeTCA NONUTMKA NO YMOMYaHWI0O — paspeluarollas unum 3anpeLlarowas npoxoxaeHue
Tpaduika.

OueHb BaXXHO MpaBUSIbHO pacCTaBnsATb Npodunu 1 npasBuna BHYTPY NPoUen NoTomy, YTo
€Cnu nakeT nonagaeT XoTs Obl No4 04HO 3anpeLatollee NpaBumo, TO OH yAanseTcs U3 KOMMYy-
TaTopa v Aanblle He NpoBepsieTCs Ha COOTBETCTBUE APYrMM npaBunam, Aaxe ecnm cpeamn Hux
€CTb npaBuna, KoTopble Mornun 6bl ero NPONyCTUTL AanbLue.

6. CermeHTauums Tpaduka (Traffic Segmentation)

CermeHTaums Tpaduka CrnyxuT gns pasrpaHudeHnsa noptoB Ha KaHanbHoM ypoBHe. [aHHas
PYHKUMSA NO3BONSAET HacTpanBaTb NOPThbl UMW FPynny NOPTOB Taknm o6pa3om, YTOObl OHU Bbinn
N30MNMpOBaHbl Apyr OT Apyra, HO B TO Xe Bpems MMenu AOCTyn K pasgensembiM noptam, uUc-
nonb3yeMblM 4515 NOAKIYEHNUs CepBEpPOB UM Maructpanu cetn nposangepa. O4yeHb BaXHOM
ABNAETCH BO3MOXHOCTb OAHOBPEMEHHOrO UCMOSMb30BaHMA OaHHOW (PYHKLUMM C BUPTYanbHbIMA
cetamu (VLAN), 4To No3BonsieT Nnpon3BoauTb AarnbHenlee pasrpaHuyeHme npas.
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[aHHasa TexHonormns cxoxa ¢ TexHonornen VLAN, HO saBnsieTcst 6onee orpaHMyeHHON no pyHK-
unoHaneHocTu. K npenmyLecTsamMm TEXHONOMN MOXHO OTHECTH:

e NPOCTOTa HaCTPOWKMU;

e Dornee HM3Kasa 3arpyska npoueccopa koMmyTaTopa no cpaBHeHuto ¢ VLAN.

PC2 PC24  ETTH unm
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PucyHok 4.1.

PaccmoTtpum npumep (pucyHok 4.1). Bce komnbioTepbl MMEKOT JOCTYN K 00wemMy nopTy, HO He
MMeT AoCTyna K Apyr Apyry Ha KaHanbHOM ypoBHE. OTO pelueHne MoXeT 6biTb MCNoNb30BaHO
B:
e B npoektax ETTH (Ethernet To The Home, Ethernet go goma) onsa nsonaunm KOMmMbo-
TEPOB KOHEYHbIX NONb30BaTENEMN;
e [Onsi NpenocTaBrieHNsa AoCTyna k obwemy cepeepy.

7. Mpotokon IEEE 802.1x

Mpotokon IEEE 802.1x siBnseTca mexaHu3amom 6e3onacHocTn, obecnevmBalownum ayTeHTUdu-
Kauuio 1 aBTOpM3aumio norb3oBaTenen n TeM CaMbiM OrpaHU4YMBaloLMM AO0CTYN MPOBOAHBLIX
unm 6ecnpoBOAHbIX YCTPOUCTB K fokanbHou ceTn. PaboTta npoTtokona 6asmpyetca Ha KIMEHT-
CepBepHOM MoAenu KOHTpons goctyna (pucyHok 4.2). B kadecTtBe cepBepa ayTeHTudmkauum
ncnonedyetca RADIUS-cepep. Npn aTOM Becb npouecc ayTeHTUdunkaumm nonb3osatens npo-
N3BOANTCA B NPOBOAHLIX CETAX Ha ocHoBe npoTokona EAPOL (Extensible Authentication Proto-
col over LAN), B becnpoBoaHbix — Ha ocHoBe npotokonia EAPOW (Extensible Authentication
Protocol over Wireless).

KnueHt Kommyrarop (ayreHmughukatop) CepBep ayTeHTH(hHKALMH
Ceresoii nuTepGeiic Ceregoil nopt
......................... ~ Moo EAP cepsep
Ethemet 802.3 Kowssyrarop (savactyio RADIUS)
Becnposagisni weTeppeiic 802.11 TovKka gocTyna
PucyHok 4.2.

o Tex nop, noka KNneHT He ByaeT ayTeHTUdMumMposaH, npotokon IEEE 802.1x 6yaet nponyc-
KaTb Yepes3 ceTeBon NopT ToNbko Tpaduk npotokona EAPOL. MNocne ycnelwHon ayteHTuduka-
unm obblYHBIM Tpadmk ByaeT nponyckaTbeca Yepes nopt. Pabota npotokona IEEE 802.1x ocHo-
BblBAETCH Ha TPEX KOMMOHEHTax (PUCYHOK 4.2), Kaxaasa M3 KoTopblx NogpobHO paccmoTpeHa B
cnegyoLlem pasgene.
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7.1. Ponn yctpoucts

KnueHT — 310 paboyas cTaHuus, KOTopas 3anpawmBaeT AOCTYM K NIOKanbHOW ceTu 1 cepBucam
KOMMyTaTopa 1 OTBeYaeT Ha 3anpockl KoMMmyTaTopa. Ha paboyen ctaHunm JOMMKHO ObiThb yCTa-
HoBneHo knueHTckoe MO, peanusytowee npotokon 802.1x (B OC Microsoft Windows XP gas-
Hoe MO aBnsaeTca BCTPOEHHbIM).

CepBep ayTeHTUMUKALUN BbINOMHAET PaKTUYECKYD ayTeHTUdUKAUUIO KIMeHTa, npoBepas
NOASIMHHOCTb KINMeHTa u MHPOPMUPYS KOMMYTaTOp, NPESOCTaBMATbL UM HET KIUEHTY AOCTYN K
JIOKarnbHOW ceTu.

KommyTaTtop (Takke HasbiBaeTcs ayTeHTUdukaTop) ynpasnseT ou3nyeckum SOCTYMNOM K CeTH,
OCHOBbIBasiCb Ha cTaTyce ayTeHTudukauum knueHTta. Kommytatop paboTaeTr kak nocpeaHuk
Mexay KIMEHTOM U CepBepoM ayTeHTUdMKauuu, nonyyas 3anpoc Ha MpoBepKy MOANMHHOCTM
OT KINMeHTa, NpoBepss AaHHY MHOPMaLMIO NMPY NOMOLLM cepBepa ayTeHTUdMKaumm, n nepe-
cbinaa oteeT knneHTy. O kommyTaTopa BkmnoyaeT knveHTa RADIUS, koTopbin oTBevaeT 3a
WHKaNCcynsumio 1N genHkancynsaumio kagpos EAP v B3anmMogencTesme ¢ cepBepom ayTeHTUdun-
Kaumm.

7.2. NMpouecc ayTeHTUDUKaUum

WHnuumnposaTth npouecc ayTeHTUUKALUN MOXET KOMMYTaTop UMu KIMeHT. KnneHT nHmummpy-
eT ayTeHTupmkaumo, noceinaa kagp EAPOL-start, kKOTOpbIN BbIHY)XK4aeT KOMMyTatop oThnpa-
BUTb MY 3anpoc Ha ngeHTudunkauuto. Korga knmeHT otnpasnder EAP — oTBET CO cBOen UaeH-
Tndmkaumen, KoMMmyTaTop Ha4YMHaEeT urpaTb Porb NocpeaHuKka, nepegawoLlero kagpbel EAP me-
XOY KIMMEHTOM U cepBepoM ayTeHTUMKaLMmM 0o YCNELIHOM U HeyCMNeLHON ayTeHTudukauuu.
Ecnn ayTeHTU(pMKaumna 3asepuinnachk ycrnewwHo, nopT KOMMyTaTtopa CTaHOBUTCHA aBTOPU3OBaH-

HbIM.
Cepeep RADIUS
2?2::3: KommyTarop (CepBep ayteHT MdmKaL M)
(Knuenr) {Authenticator) =
|
g -
s 1 : -
EAPOL-Start
-
EAP-Requestidentity
it
EAP Responseildentity RADIUS Access Request
- -
EAP-Request/OTP RADIUS Access-Challenge
- -t
EAP-Response/OTP RADIUS Access-Request
- -
EAP-Success RADIUS Access-Accept
- i

MopT aBTopH3OBaH

EAPOL-Logoff RADIUS Account-Stop

RADIUS Ack
it

MopT He aBTOPH3OBaH
PucyHok 4.3. BpeMeHHas gnarpamma ayTeHTUgmkauumn KnmeHTa B ceTu.

BpemeHHas guarpamma obmeHa EAP-kagpamun 3aBUCUT OT MCNOSMb3YEMOr0 MeToga ayTeHTu-
dumkaummn. Ha pucyHke 4.3 nokasaHa cxema obMeHa, UHUUMmpyemas KINMeHToM, MCNosb3yroLas
MeToq ayTeHTuduKaumm C UCNonb3oBaHWEM OAHOPa3oBbix naponen (One Time Password,
OTP) cepeepom RADIUS.
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7.3. CocTOosiHMe NOPTOB KOMMYyTaTopa

CocTosiHMe nopta kKOMMyTaTopa onpefenseTcs Tem, NOnyyYnun Unn He NonyyYun KNueHT nNpaBo
poctyna k ceTtu. lNepBoHavanbHO NOPT HaAXoAUTCA B HEABTOPWM3OBAHHOM COCTOSIHMM. B aToM
COCTOSIHMM OH 3anpeLLaeT NPOXOXAEHNEe BCErO BXOASILLErO M UCXOAALLEro Tpadumka 3a UCKIHo-
yeHnem naketoB npoTtokona IEEE 802.1x. Koraa knueHT ayTeHTMduMUMpPOBaH, NOpT nepexoant
B aBTOpM30BaHHOE COCTOSIHNE, MO3BOMSAS nepeaady nodoro Tpaduka OT Hero.

Bo3mMOXHbI BapuaHTbl, KOrga KIMEeHT WM KOMMyTaTop He nogaepxusBatoT npotokon |EEE
802.1x. Ecnu knneHT, KoTOopbIM He nogaepxusaet npotokon IEEE 802.1x, nogkntoyaeTcs K He-
aBTOPM30BAHHOMY MOPTY, KOMMYTaATOP MOCbINAET KIMEeHTY 3anpoc Ha ayTeHTudmkauyuio. Mo-
CKOJTbKY B 9TOM CIlydae KMMEHT He OTBETWUT Ha 3anpoc, MOPT OCTAHETCH B HEABTOPU3OBaHHOM
COCTOSIHUM N KIMUEHT He NOoSy4YnT AOCTYN K CETU.

B opyrom cnyyae, korga knueHT ¢ nogaepxkon npotokona IEEE 802.1x nogkniovaeTcs K nopTy,
Ha KOTOpPOM He 3anyuweH npotokon IEEE 802.1x, kKnneHT HauMHaeT npouecc ayTeHTUdMKaLmm,
noceinasa kagp EAPOL-start. He nonyymB oTBeTa, KNMEHT NOCHINIAET 3anpoc onpeaenéHHoe Ko-
nun4yecTtBO pas. Ecnv nocne aToro OTBET HE MOMy4YeH, KIMEHT, cunUTasl, YTO MNOPT HaAXOAUTCH B
aBTOPU30BAHHOM COCTOSIHUM HAYMHAET NocbinaTth Kaapsbl.

B cnyyae, korga n KNMEHT 1 KommyTaTtop noggepxusatoT npotokon |IEEE 802.1x, npu ycnewu-
HOW ayTeHTMdMKaLMKM KNMeHTa, NopT NepexoauT B aBTOPM30BaAHHOE COCTOSAHME U HaYnHaeT ne-
pefaBaTb BCe Kaapbl knueHta. Ecnu B npouecce ayTeHTUdMKaLnm BO3HUKN OWINMGKN, NOPT OC-
TaéTca B HeaBTOPM3OBAHHOM COCTOSIHUMM, HO ayTEeHTUdUKAUMUS MOXET ObiTb BOCCTaHOBMEHA.
Ecnun cepBep ayTeHTUdmKaumm He MOXET ObiTb AOCTUrHYT, KOMMYTATOP MOXET MOBTOPHO ne-
pedaTtb 3anpoc. Ecnn ot cepBepa He NonyyeH OTBET NOcne onpeaenéHHoro Konnyectaa norbi-
TOK, TO B JOCTYyne K ceTn OyaeT oTka3aHo M3-3a oLMBOoK ayTeHTUdMKaLnN.

Korga knueHT 3aBepluaeT ceaHc paboTbl, OH nocbkinaet coobuweHne EAPOL-logoff, nepeeons-
LLlee NopT KOMMyTaTopa B HeaBTOPM30OBaHHOE COCTOAHMU. Ecnn cocTosHMe kaHana cBaA3n nop-
Ta NepexoauT u3 akTMBHOro (Up) B HeakTuBHOe (down), TO NOPT Takke BO3BpalLLaeTCa B HeaB-
TOPWN30BaHHOE COCTOSHME.

7.4. MeToabl KOHTPONSA AOCTyNa Npu ucnonb3oBaHnu npotokona IEEE 802.1x

Mpotokon IEEE 802.1x npegoctaBnseT gBa MeTofa KOHTPOSs AOCTyna K CeTU:

1. Ha ocHoee noptoB (Port-Based Access Control). MNpn ncnonb3oBaHMM JaHHOMO MeTona
AO0CTaTOYHO, YTOBbI TONBKO OAWMH NOOOM NONb3oBaTENb, NOAKIYEHHbIN K NOPTY KOMMYTa-
Topa, 6bin aBTOpU3oBaH. Toraa NopT NepengéT B aBTOPU3OBAHHOE COCTOSIHME M AOCTYN K
ceTu nonyyar nodble Nonb3oBaTenu, NOAKMIOYEHHOMY K JaHHOMY MOPTY.

2. Ha ocHoBe MAC-agpecoe (MAC-Based Access Control). Npu ncnonb3oBaHMmM gaHHOTO Me-
ToQda npu ayTeHTUdmKauum Takke yduTbiBaeTca MAC-agpec KnveHTa, NOAKMHYEHHOro K
NnopTy, N NOPT aBTOPU3YETCHA TONMBbKO AN KIMeHTa C KOHKpeTHbIM MAC-agpecom.

KoHTponb gocrtyna Ha ocHOBe NOpPTOB

N3navanbHo npoTtokon IEEE 802.1x paspabaTbiBancs ¢ y4ETOM TOro, YTO K NOPTY KOMMYyTaTopa
NoaKknyYeHo He Boree OgHOro yctponcTtea (pUCyHOK 4.4). Kak TONbKO YCTPOWCTBO YCMELLHO
Npoxoauno npoueaypy ayTeHTudukaumm, nopT nepexogun B aBTOPU3OBAHHOE COCTOSAHME U
Aanee nponyckan Becb Tpaduk 4O Tex Nnop, Noka He HacTynano cobbiTve, kKOTopoe obpaTHO
nepeBoauno ero B HeaBTOPU30BaHHOE cOCTosiHWe. CnegoBaTeribHO, ecnu NopT KoMmyTaTopa
NOAKINIOYEH He K OAHOMY YCTPOMCTBY, a K CerMeHTY NnokarnbHOW ceTu, TO ycrneluHas ayTeHTudu-
Kauna noboro yCcTponcTea M3 3TOro cerMeHTa OTKpbliBaeT AOCTYN B CETb BCEM OCTalnbHbIM YCT-
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poncTBamMm U3 cermeHTa. ECTEeCTBEHHO, 3TO sIBMSETCS CEpbE3HOM NPOBMEeMON C TOUKN 3peHus
6esonacHoCTW.
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Kommyrarop
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Knisent Knitent

802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x 802.1x

Em  KoHTpomaupyembiii nopT

3 HexowTpomnmpyembiii nopt

PucyHok 4.4.

KoHTponb gocrtyna Ha ocHoBe MAC-agpecoB

Anga Toro, 4tobbl ycnewHo ucnonb3oBaTb npoTokon |IEEE 802.1x B pacnpeaenéHHbIX fokanb-
HbIX CeTaAX, HeobxoAnMMO co3fdaBaTh NOrMdeckne MopTbl — MO OAHOMY FIOrMYEeCcKOMYy MOPTY Ha
Kaxgoe yCTPOWCTBO, MNOAKIMIOYEHHOE K hmnamyeckoMy nopTy. Taknum obpasom, hunsnyecknin nopt
npenctaenseT cobo MHOXECTBO NOMMYECKNX MOPTOB, KaXAbI N3 KOTOPbIX HE3ABUCUMO KOH-
TpoNupyeT oTAeNbHOE YCTPONCTBO-KMNEHTA C TOYKN 3pEHNS ayTEHTUMKaLMM 1 aBTopusauuu.
MprMHaONeXHOCTb YCTPONCTBA K ONpeaenéHHOMY JIOrM4eckoMy MOPTY OCYLLECTBSETCA Ha Oc-
HoBe MAC-agpeca yctponcTtea (pucyHok 4.5). Takum obpasom, ycTpaHseTcs npobnema 6e3o-
NMacHOCTW A0CTyra MHOXeCTBa YCTPOUCTB Yepes OANH (Pn3nyeckmit nopT KommMmyTaTopa.
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8. BupTtyanbHblie cetu (Virtual LAN)

BuptyansHasa JIBC (VLAN, Virtual LAN) — nornyeckas rpynna KOMMbOTEPOB B nNpeaenax ogHou
peanbHon JIBC, 3a npegenbl KOTOPOW He BbIXOAMT NOOOK TN Tpadmka (LLUMpOKOBELLATENBHbIN
[broadcast], MHoroagpecHbin [multicast] u ogHoagpecHbIn [unicast]). 3a cyeT McCNonb3oBaHUS
VLAN agmMuHMUCTpaTop CeTU MOXET OpraHn3oBaTb NONb3oBaTenen B fNornvyeckne rpynnbl Hesa-
BUCUMO OT PM3MYECKOrO pacnosnioXXeHnst paboumx CTaHUUn 3TUX Nonb3oBaTenen.

OcCHOBHbI€E Lienu BBeAeHUS BUPTYarbHbIX CETEN B KOMMYTUPYEMYIO cpeay:
* MOBbILEHME MOME3HON MPOMYCKHOM CMOCOBHOCTU CeTU 3a CYeT foKanu3aumm LUMPOKO-
BewlatensHoro (broadcast) Tpaduka B npegenax BUpTyanbHOW ceTu;
e [OBbLILEHNSA YPOBHSA 6€30MacHOCTM CETU 3a CUYET NoKanusauum ogHoagpecHoro (unicast)
Tpadmka B Nnpegenax BMpTyanbHOW CeTH;
e (opmupoBaHue BUPTyanbHbIX paboymx rpynn M3 HEKOMMNAKTHO (B NriaHe MOAKIHYEeHUs)
pacnonoXeHHbIX Y30B;
e ynyyleHne COOTHOLLIEHUSA LEeHbl/MPON3BOAUTENBHOCTM MO CPABHEHMIO C NPUMEHEHNEM
MapLLpyTM3aTOpPOB.
Knaccuyeckuin npumep, oTpaxkarowmin CyTb BUPTYarnbHbIX CETEN, NpuUBedEeH Ha pUcyHke 4.7. K
OLHOMY KOMMYTaTOpy rMnoTeTn4eckon ompMbl NOAKMIOYEHbI Kak MalLMHbl ByxrantepoB, Tak u
MaLmrHbl ByxranTtepos. [1pn 3TOM COBEPLUEHHO HET HMKAKON HEOBXOAMMOCTU BO B3aMMOOENCT-
BME MalUMH AaHHbIX OBYX rPynn COTPyAHWMKOB. MM03TOMYy MaluMHbl ByxranTepoB BblAENSOTCS B
OLHY BMPTyanbHyl CeTb, a MalUuHbl NHXeHepoB B Apyryto. Npu aTom Becb Tpadmk (LLUMPOKO-
BelLaTenbHbIN, MHOrOaapPeCHbI N 0QHOaApPECHbIN) ByaeT orpaHnyeH nNpegenaMmm CBOen BUPTY-
anbHon cetn. bonee Toro, noBbicnTca 6e3onacHoCTb ceTn. Hanpumep, ecnn Ha malunHe Byx-
rantepa nosiBUTCS BUPYC «4epBb», TO MAaKCMMYM OH CMOXET 3apasunTb TONbKO MalUMHbl Byxran-
Tepos.

. KOleymamopJ/l S R REEEER \

A 7
S~ \ByxranTeplzl/ -

—

VLAN #1 VLAN #2

PlllcyHOK 4.7. I'Ipmmep MCNoNb30BaHUA TEXHOJIOIMN BUPTYaribHbIX ceTen.

CerogHsa cywecTByeT OCTAaTOMHO MHOro BapmaHtoB peanu3aumm VLAN. [NMpocTble BapuaHTbl
VLAN npegctaBnsatoT cobon Habop nopTtoB KOMMmyTaTopa, 6onee cnoxHble peannsaumm No3Bo-
NAT co3gaBaTh rPynnbl HA OCHOBE ApYrnx kKputepues. B obwiem crnyvyae BO3MOXHOCTM opra-
Huzauun VLAN TeCHO cBsi3aHbl C BO3MOXHOCTSAMM KOMMYTaTOPOB.

8.1. Cetn Ha 6a3e MAC-agpecoB (MAC-based VLANS)
[aHHbIN TUN BUPTYyanbHbIX CeTen rpynnupyeT ycTponctBa Ha ocHoBe ux MAC-agpecos. [Ans
noryyYeHus JocTyna B BUPTYyarnbHY CEeTb, YCTPOUCTBO AOrmkHO umeTb MAC-agpec, KoTopbin
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COLEPXUTCA B CNUCKE aapecoB AaHHOW BUMPTyarbHOM ceTu. [ToMUMO nNpoYvero, oTINYUTENBLHON
0COBEHHOCTbIO AAaHHOro TUNa BMPTYaribHbIX CETEN SABMSETCH TO, YUTO OHW OrPaHNYMBAIOT TOSBLKO
LuMpoKoBeLlaTenbHbi Tpaduk. OTClof4a BbiTEKAET UX Ha3BaHME — LUMPOKOBeLLaTeNbHbIe AOMe-
Hbl Ha 6ase MAC-agpecoB. Teopetudeckn oguH MAC-agpec MOXET SABNATbCS YIEHOM He-
CKOMbKMX LUMpOKOBeLLaTeNbHbIX AOMEHOB, Ha MpakTUKe AaHHas BO3MOXHOCTb onpeaensercs
YHKUMOHANBHOCTBIO KOHKPETHOW MOLEenNn KomMyTaTopa.

HacTponka BupTyanbHon cetn Ha ocHoBe MAC-agpecoB MOXeT OTHATbL MHOro BpemeHu. Npea-
craBbTe cebe, yto Bam notpebyetca cedAsate ¢ VLAN agpeca 1000 yctponcte. Kpome TOro,
MAC-agpeca "3awuTbl" B 060pyaoBaHme n MoxeT noTpeboBaTbCa MHOTO BPEMEHM Ha BbIsiICHE-
HWe agpecoB YCTPOMCTB B OOMbLUOKW, TEppUTOpManbHO pacnpeneneHHon cetn. bonee toro, cy-
LecTBYHOT nNpobnembl 6esonacHoCcTn nNpu paboTte ¢ ceTblo Ha 6aze MAC-agpecoB. 3noyMbiLu-
neHHVK MoxeT y3HaTb MAC-agpec KoMnbloTepa, BXxoasuero B Ty unm nHyto VLAN, HasHauntb
€ro CBOeKn CEeTEeBON KapTe (Kak MUHUMYM, 3TO MOXHO caenaTtb CTaHgapTHbIMK cpeacTBamu MS
Windows XP) u ycneLwuHo Nogknio4YnTLCS K CETH.

C Opyron CTOpOHbI, LUMPOKOBELLATENbHbIE AOMEHbI HA ©6a3ze MAC-agpecoB No3BonsT uau-
Yyeckn nepemMelyaTb CTaHUMIO, NO3BOMSAS, TEM HE MEHee, OCTaBaTbCA el B OQHOM M TOM Xe Ln-
pOKOBeLaTENbHOM AOMeHe 0e3 Kakmx-NMmbo M3MEHEHWA B HACTpPOMKax KoHdurypauum. 310
yOo6HO B CeTsX, rAe CTaHuMM 4acTo NepemeLLatoT, Hanpumep, rae nogn, NCnonb3ylLine Ho-
yTOYKM, NOCTOSAHHO NOAKMYal0TCA B pasHbIX YacTaX CEeTW.

8.2. CeTn Ha 6a3e noptoB (Port-based VLANS)

YcTponcTea CBA3bIBAOTCA B BUPTYyarbHble CETU HA OCHOBE MOPTOB KOMMYyTaTopa, K KOTOPbIM
OHW (p13nYecKkn NOAKMNYEHbI. TO eCTb KaXX4on NopT KOMMyTatopa BKNOYaeTCcs B O4HY unmn 60-
nee BUpTyanbHbIX ceTen. K 4OCTOMHCTBaAM AaHHOro Tuna BUPTyaribHbLIX CETEN MOXHO OTHECTU
BbICOKMIN ypoBeHb 6e30MacHOCTU M NPOCTOTY B HacTpourke. K HegocTtaTkaMm MOXHO OTHECTM
CTaTUYHOCTb AAHHOro TUna BUPTyarnbHbIX ceTen. To eCTb Mpy NOAKNIYEHUN KOMMNbITEpa K
ApyroMmy nopTy KOMMyTaTopa HEOBX0ANMMO KaXKabl pa3 M3MeHsITb HacTponkn VLAN.

8.3. CeTb Ha 6a3e mapkupoBaHHbIX kagpoB (IEEE 802.1Q VLANS)

B oTnnume ot aByx npegbiayLimx TMNoB BUpTyarnbHbIX ceTen VLAN Ha OCHOBE MapKMpOBaHHbIX
KagpoB MOryT ObITb peanu3oBaHbl Ha ABYX U 6onee kommyTaTtopax. B 3aronoBok kaxaoro kag-
pa Ethernet BctaBnseTca mapkep, KOTOPbI MOEHTUMULMPYET YNEHCTBO KOMMbOTEpa B orpe-
aeneHHon VLAN. Ha pucyHke 4.8 nokasaH npumep Takon VLAN.

MexaHuambl pobaBneHus naeHTUULMpyoWero Mapkepa B 3aronoBok kagpa Ethernet
Mapkepbl ¢ HomepoM VLAN B BupTyasnbHbix ceTsax 802.1Q moryT 6biTb JobaBMneHbI:

e SBHO, €Cnn ceTeBble KapTbl noagepxunsatoT ctangapt IEEE 802.1Q, n Ha 3Tmx kapTax
BKITOMEHbI COOTBETCTBYOLME ONunn, To ncxogsawme kagpbl Ethernet ot atux kapt 6y-
AyT coaepxaTb Mapkepbl naeHTudmkauuu;

e HedABHO, €CNKU ceTeBble aganTepbl, NOAKMIOYEHHbIE K 3TOW CETWU, He NOAOEpPXMBaKT
ctaHgapt |IEEE 802.1Q, To gob6aBneHne mMapkepoB BbINOMHAETCA Ha KOMMyTaTtope Ha
OCHOBE IPyNnNUPOBKKX MO NopTam.

Mpeanonoxumm, 4To HeKoTopble NOPTbl KOMMYyTaTopa crpynnupoBaHbl B VLAN. KommyTtaTtop ¢
nopaepxkon |IEEE 802.1Q 6Gymet pobaBnsTb Mapkep K BXOASAWMM Ha 3TOT NOPT Kagpam
Ethernet ¢ cootBeTcTBytoWwMM ID VLAN. Ho 3T mapkepbl 6yayT yganeHHbl KOMMyTaTOpoOM M3
NCXOOALLUMX C TUX XXEe NOPTOB KaapoB, YTOObI KOHEYHbIE KOMMbIOTEPLI MOrNM pa3obpatb 3aro-
noBokK kagpa Ethernet.
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VLAN-1 VLAN-2 VLAN-3 VLAN-2

PucyHok 4.8. BupTyarnbHasa ceTb Ha OCHOBE HECKOSbKMX KOMMYTaTOPOB C MCNOSIb30BaHNEM
ctaHpapta IEEE 802.1Q.

Ecnn npentudukauma VLAN mapkepamum npotokona 802.1Q O6bina ocywecTtBrieHa obonmu
cnocobamn — SIBHO M HESIBHO, BXOAdALME Kaapbl K MOpTaM KOMMyTatopa MOryT COCTOATb M3
oboux TMNOB KagpoB (C mMapkepamu n 6e3). B aton cutyaumm K HEOTMEYEHHBIM BXOLSALLUM
kagpam 6yayt nobaBnsaTbCca Mapkepbl. B ToO Bpemsa Kak MapKnpoBaHHbIE Kagpbl Y>ke nogaepku-
BalOT YNEHCTBO B SIBHO onpeaeneHHon BupTtyanbHon cetn. CnocobHoctb VLAN 802.1Q m3ene-
YEeHUs MapKepoB M3 3arosfioBkoB kagpos Ethernet noseonseTt VLAN paboTtaTh € cywecTBylOLW M-
MW KOMMYyTaToOpamMn U CeTeBbIMW agjanTepamu, KOTopble He pacno3HarT mapkepbl. Cnocob-
HocTb AobasneHua mapkepoB nossondet VLAN pacnpoctpaHsaTbes Yepes MHoxecTBo 802.1Q-
COBMECTMMbIX KOMMYTaTOpPOB.

KoMnoHeHTbI KOH(Urypaumm BUpTyanbLHONU CeTU Ha OCHOBE TAroB
Heobxoammo NoHATb CyTb ABYX KINOYEBbIX NepeMeHHbIX ansa Hactporkn VLAN 802.1Q:
e Port VLAN ID (PVID, ngeHtncpumkatop Homepa nopta);
e VLAN ID (VID, ngeHtncpukatop Homepa VLAN).
O6e nepemeHHble Ha3Ha4yalTCa ANs OAHOrO W TOro Xe nopta KOMMyTatopa, HO MeXAy HUMMK
MMeeTCH CyLleCTBEHHasa pasHuua.

Monb3oBatens MoxeT HasHaunTb TOJIBKO OOWH Homep PVID gns kaxgoro nopta. Homep
PVID onpegensieT, k kako VLAN npuHagnexut ganHbii nopt. Koraa 3 CETW Ha nopT Kowm-
mytaTtopa noctynaet HEMAPKEPOBAHHbI nakeT, TO NpuHaAnexHoCTb JAHHOMO naketa K
onpegeneHHon VLAN ocyllecTBNaeTca Kak pa3 Ha ocHoBe Homepa PVID nopta. Homep PVID
BCTaBrisieTCA B 3aronoBok Kagpa Ethernet n ngeHtndunumnpyet 4neHcTBO naketa B O4HOM orpe-
aeneHHon VLAN. Heobxoanmo OTMETUTb BaXXHbI MOMEHT: eCriv NakeT yXXe COAEepPXUT MapKep
(3apaHHbIN BHO CEeTEeBOW KapTOM KOMMbOTEPa UNW 3a4aHHbI HEABHO Ha OPYroM KOMMYyTaTo-
pe), TO NOBTOpHasA MapKMpoBKa MakeTa, NOCTynawLero U3 BHe Ha Kakon-nmbo nopT KoMMmyTa-
Topa, HE npounssogutcs.
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C apyron ctopoHbl MoxHo 3agaTte MHOXXECTBO wmageHTtudumkatopor VID gng ogHoOro n Toro
Xe nopTta. [JaHHble ngeHTudmKaTopbl ONpeaensoT, NakeTbl Kakux BUPTYarnbHbIX CETEN MOXET
npvHMMaTb AaHHbI NopT. [JaHHasi npoBepka ocyulectBngaetcs, korga naket YXKE MNOJTYYEH
N3 CETU n MAPKNPOBAH, BO Bpems npoLeaypbl NepeHanpasneHmsi naketa ¢ nopta Ha nopT
BHYTPW kommyTaTopa.

MocTpoeHune BupTyanbHbix ceTen 802.1Q Ha o4HOM KOMMyTaTope

PaccmoTtpum cnegytouyto mogens (pucyHok 4.9), koTopas nomMoraeT NoHATb NPUHUUN paboTbl
BUpTYyanbHbIX ceTer 802.1Q. B gaHHoM npumepe nopT #1 aBndaetca yneHom VLAN #1, a nopTbl
#4 n #8 asnatoTcs uneHamn VLAN #2. [Npun aToM nopT #1 MOXET NpMHMMaTh BXOAsLME NakeThbl
Tonbko 13 ceoen VLAN, To ecTb ToNbko M3 nepsont VLAN. IMopT #4 MoxeT NpuHUMaTb BXoAs-
wue nakeTbl n3 obonx VLAN (nepson n BTOpon). MNopT #8, Takke Kak nepeBbi MOPT, MOXET
npuHUMaTL BXOoAsLWMe nakeTbl ToNbko U3 ceoer VLAN (BTopoin). B pesynbtate MOMAHOLEHHO
O YHKUMOHMPOBATbL B AA@HHOW CETU CMOTYT TOSbKO MalnHbl #2 1 #3. MawuHbl #1 n #2 He cMmoryT
obmeHuBaTbCs MHOpMaUMEn, Tak Kak NopT #4 MOXET NpMHMMaTh NakeTbl ¢ nopTa #1, HO He
HaobopoT.

Kommymamop
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BcTtaBka mapkepa B
nakeT, BXOASALWMA U3 ceTn
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PucyHok 4.9. Mogenb (yHKUMoHnpoBaHus BupTyansHon cetn 802.1Q Ha ogHOM KOMMYyTaTope.

MocTpoeHune BupTyanbHbix ceter 802.1Q Ha HECKONbKMX KOMMyTaTopax

Kak yxe oTmeyvanocb, BupTyanbHble cetn 802.1Q MOryT 6bITb MOCTPOEHbI HA HECKOSTbKMUX KOM-
MyTaTtopax M oxBaTbiBaTb BCH ITOKamnbHYKO ceTb. [1pn 9TOM BCe KOMMYTATOpbl CETU OOJTKHbI
nogaepxmeatb cTaHgapT 802.1Q. HeobxoamMmo NOHATh criegylowme BaxKHble TEPMUHbI:

e MapkupoBska (Tagging) — npouecc BCTaBku MHGOpMauum o BupTyanbHon cetn 802.1Q B
3aronoBok kagpa Ethernet. [NopT, ANa KOTOPOro BKMOYEH PEXUM MapKMpPOBKM, Oyaet
octaBnATb 6e3 nameHeHms s3aronosok NCXOOQAWENO C KOMMYTATOPA B CETb na-
keta Ethernet, To ectb 6ygeT octaBnsaTe B Hem mapkep 802.1Q. MNopobHasa BO3MOX-
HOCTb HeobXxoamnma L5 CBSA3M ABYX YCTPOWUCTB, nogaepxmaaromx ctaHgapt 802.1Q.

e [lemapkupoBka (Untagging) — npouecc yganeHus umHdopmauum O BUPTyarbHOW CeTu
802.1Q un3 3aronoeka kagpa Ethernet. MopT, Ana KOTOPOro BKIOYEH PEXNM OEMapPKU-



HIMM «Yutex-Mpocu» — CeTeras 6e3onacHoCcTb — Teopus

poBKMW, ByaeT yaanaTb Mapkep u3 3aronoska naketa, MCXOOALWENO C KOMMYTATO-
PA B CETb. NogobHas BO3MOXHOCTL HeOOXoaMMa Ansi CBS3M KOMMyTaTopa U yCTpou-
CTBa, He nogaepxuneatrowero ctaHgapt 802.1Q.

e Bxogswmi nopt (Ingress Port) — nopT KoMMyTaTopa, Ha KOTOpbI MOCTyNnatT NakeTbl 13
cetn. [ns kaxgoro nopta MOXHO HacTpouTb unbTp Ingress Filter. Ecnn aToT domnbTp
oTKntoYeH (coctosaHue Disabled) TO nopT pyHKUMOHMPYET B OObIMHOM pexunme, TO eCTb
npoBepka naketa Ha NPUHaANEexHocTb kakon-nmbo VLAN (cpaBHeHne Homepa VLAN
naketa ¢ Homepamu VID nopta) npom3BoguTCA NMpu NOCTYNSIEHUN MaKeTa Ha AaHHbIN
nopt ¢ gpyroro nopta BHYTPW kommyTaTopa (kak 3TO nokaszaHO Ha pucyHke 4.9). MNpwu
BKMoveHun cunbTtpa (coctosHue Enabled) naHHasa nposepka JOMONHUTESIBHO npo-
nssoauTca nst noboro MapknpoBaHHOIO nakeTa, BXogswero Ha gaHHbin nopt N3 CE-
TW.

o Kcxopswmin nopt (Egress Port) — nopT KomMyTaTopa, ¢ KOTOPOro nakeTbl BbIXOOAT B CETb
M NpU 3TOM HEOBXOAMMO MPUHATL PELLEHNE O MaPKUPOBKE/OeMapKNPOBKe nakeTa.

C y4yeTOM BCEro HWXe NpvBeAeHa pacluMpeHHast Mmoaenb (PYHKLMOHUPOBAHUSA BUPTYarbHOW
cetn 802.1Q Ha OCHOBE HECKONbKUX KOMMYTaTOPOB (pncyHok 4.10).

MpenmyuecTBa BUpTYyanbHbix ceten 802.1Q

HononHuTtensHoe npeumywectso VLAN 802.1Q 3akntodaeTcsi B TOM, YTO MOXHO U3MEHSATb TO-
nonoruto cetn 6e3 Puan4eckoro NnepemMeLLeHnss CTaHUUn NN nameHeHns kabenbHbIX coeanHe-
HUR. CTaHuMn MOXHO HasHaunTb apyryto VLAN 1, COOTBETCTBEHHO, OOLWATLCA U COBMECTHO
ncnonb3oBaTb Pecypckl ¢ YneHamu B HoBon VLAN npocTo M3MeHnB HaACTPOMKK NnopTa C OQHOM
VLAN (Hanpumep, VLAN otgena npopax) Ha gpyryto (VLAN otaena mapketudra). Takum o6-
pa3om, VLAN obecneunBatoT rmbKOCTb Mpy NEPEMELLEHNSAX, UBMEHEHMSX N HapalLUMBaHUK ce-
M. CrnegyeT OTMETUTb, YTO B COBPEMEHHLIX KOMMYyTaTopax nogaepKmBaeTcsl e4uHCTBEHHbIN
T1n VLAN — TarmpoBaHHble BUPTYyaribHblE CETU.
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PucyHok 4.10. Mogenb ¢yHkumoHnposaHns VLAN 802.1Q Ha HECKOSTbKMX KOMMYyTaTopax.
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9. AyauTt 6e3onacHOCTU NPOTOKOsa cBA3ylowero gepesa STP

9.1. O630p npoTokona Spanning Tree

OcHOBHOe HasHauyeHue npoTtokornia Spanning Tree — noctpoeHune Tononorum JIBC 6e3 mn3bbi-
TOYHOro Ay6nupoBaHNA COeANHEHUN UNN «3aKONbLIOBbLIBAHUSAY, HEAOMYCTUMbIX B CUITY FOMMKN
paboTbl anroputMa npospavHoro mocrta (Transparent Bridge), SBnsoWMMCA OCHOBHbIM Ans
BCex kommyTtaTopoB Ethernet. STP no3sonsieT opraHn3oBaTb OTKa30yCTOMYMUBYIO apXUTEKTYpPY
Ethernet-cetn n onpegenén ctaHgaptamm IEEE 802.1d/s/w.

Wcnonb3ya STP, Bbl MOXeTe NOCTPOUTb CETb, B KOTOPOW CYLLECTBYET HECKOSIbKO napaniesib-

HbIX NyTEW, U rapaHTUpoOBaTh NPU 3TOM, YTO:

v/ pe3epBHble NYTU NPOXOXAeHUs Tpaduka Npu HopManbHOM PYHKLMOHUPOBAHUN OCHOBHOIO
nyTn 3abGNOKMPOBaHbI;

v' OAVH U3 pe3epBHbIX NyTeN aKTUBM3UPYETCS NPU HAPYLLEHUN OCHOBHOIO MyTHW.

MpoTtokon paspabotaH B Havane 90-x rogoB XX Beka (ANSI/IEEE 802.1D 1993 Edition) n go-
pabatbiBancsa B 1996 1 1998 rogax. B kayectBe mogenu ncnonb3yetcs rpacd B BUAe AepeBa.
lMocTpoeHne gepeBa CeTM HaYMHAETCs C KOpHA (root) — yCTpoOWCTBa, BblMrpaBLUEro BblGOPbI
kKopHeBoro (designated root).

BaxHo 3ameTtuTb, 4TO Spanning Tree Protocol onpeneneH onsi pasnuuHbix cped nepegayu
AaHHbIX (MAC, Media Access Control). [lanee B TekcTe paccmaTpuBaloTca NpuMepbl ceTen B
OCHOBHOM Ha 6a3e Ethernet, kak Hanbonee pacnpocTpaHeHHOMN.

BPDU — 3TO MMeHHO nakeTbl, a He openmbl. BPDU nakeTbl MHKaNCynupyTcs B UCNOSb3yeMbIi
AaHHOW Tononorven Tun dgpenma ¢ MynbTukactHeim MAC agpecom B none HasHayeHusl, 4YTo
obGycnaBnuBaeT nepefadvy 9TUX NAKETOB 4epe3 HeuHTennektyarnbHoe o0opyaoBaHWe, He
3Hatoulee o cyulecTBoBaHMM Spanning Tree.

Pa6bota STP nogpasymeBaeT BbINOMIHEHWE CreayOLNX YCITOBUNA:

1. B0O3MOXHOCTb nepeaayn MHopmauum Mexgy MOCTaMu, YTO OCYLLECTBMSIETCS NyTeM ne-
pegayn kaxabiM STP-cOBMECTUMbIM YCTPONCTBOM crieLmarnbHbix 6r10KoB AaHHbIX — Bridge
Protocol Data Units (BPDU). 3Tn 6nokn gaHHbIX nepefatoTcsa B NakeTax ¢ onpegeneHHbIM
rpynnoBbIM agpecom HasHavyeHus (multicast address).

2. OauvH n3 MoCTOB (DYHKUMOHMPYET Kak "BedyLuee" ycTponcTso, HasbiBaemoe Designated
Root Bridge.

Designated root npucytcTBYeT BCcerga, Aaxe Korga TOorosiorns He COAepPXUT (PU3NYECKUX KO-
neu. Ecnu B cetn Tonbko ogHo STP-coBmMecTumMoe yCTpOMCTBO, TO 4O Tex nop, noka STP He
BbIKINIOYEH, OHO OyaeT aHoHcupoBaTb cebs. Kaxpoe STP-coBMecTMoe yCTPOMCTBO HayMHaeT
paboTty, cuntas cebsa designated root, Tak 4TO B CeTM C €OUHCTBEHHbIM STP-cOBMECTUMbIM
yCTporcTBOM OHO U siBnsieTca Designated Root Bridge.

Ecnun xe B cetTu npucytctByeT Goree ogHoOro ycTpowcTea, nogaepxusatowero STP, 1o
Designated Root Bridge BbibnpaeTtca nytem roniocoBaHus (BbIGOPOB) Ha OCHOBE 3HaYeHUs na-
pameTpa Bridge ldentifier, obblyHO sBnstoweroca kombuHaumen yHukanbsHoro MAC-agpeca
MOCTa 1 yCTaHaBnMBaeMoro gnsa mocta npuoputeta. Ha ponb Designated Root Bridge HasHa-
YaeTCs MOCT C HaMeHbLUMM 3HadYeHneM Bridge Identifier.

[ns Bcex ocTarnbHbIX MOCTOB B CETU onpeaensieTcs kopHeson nopT Root Port, To ectb nopt
mMocTa, 6nwkanwun k Root Bridge. OCHOBHOWM BENUYMHON, BRMAIOLWEN Ha npouecc BblOOPOB,
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ABMSIETCS «CTOMMOCTb nyTh Ao KopHsa» Root Path Cost. OT gpyrnx nopTtoB, coeanHeHHbIX ¢ root
bridge HenocpeaCTBEHHO UK Yepes ApyrMe MOCTbl, KOPHEBOMW MOPT TakKe OTNIMYaeTca CBOUM
NOEHTUPUKATOPOM, KOTOPbIA COOAEPXKNUT ero HoMep U "Bec", KOTOPbIN MOXET ObITb 3a4aH agmu-
HUCTPaTOPOM.

Momumo Designated Root Bridge B STP BBoguTtca norndeckoe noHatne Designated Bridge.
Bnapgeney atoro cratyca cuMtaeTcsa rnaBHbiM B 06cnyxmBaHum gaHHoro cermexta JIBC. Cta-
Tyc Designated Bridge Takke aBnseTcsa BbIOOPHLIM M MOXET NepexoamTb OT O4HOro YCTPONCTBA

K Opyromy.

AHanormyHbiM o6pasom BBOAUTCA BblGOpHOE nornyeckoe noHatTve Designated Port — nopra,
KOTOpbI 0b6CcnyxunBaeT AaHHbI cermeHT cetu. [Ona Designated Port BBOAMTCS noHATME
Designated cost, onucbiBatoLee CTouMocTb MyTy.

B 3aBMCMMOCTM OT COO4EPXXMMOro NoslydaeMblX OT COCEAHMX YCTPONCTB KOH(PUTYPALMOHHbIX Na-
KeTOB TO UM MHOE YCTPOMCTBO nepecTtaeT ocnapmeaTh ctatyc Designated Root Bridge u Hauu-
HaeT aHOHCMPOBAaTb YCTPOWCTBO, BbiUrpaBLlee 3TOT cTaTyc B npouecce BbI6opoB. Tak npowuc-
XOOMUT OO Tex nop, noka cutyauust He NpuaeT K 3aBepLuatoLlen CTaaun, KoTopas Xxapakrepuay-
eTcsa cneayowmnm obpasom:

1. B ceTu TOnNbKO OQHO YCTPOWCTBO, cumuTarolee cebs KOpHEM, a OCTarbHble YCTPOMUCTBA
NepuoanyecKn aHOHCUPYIOT ero Kak KOpeHb, YTO NOoAAEePXKMBAET CTaTyCc KBO, 06HOBMASA
Tanmepsbl Ha Bcex STP-coBMeCTUMbIX YyCTPOMCTBAX.

2. Root Bridge nepuognyecku nocwiriaet Bo Bce cBou NopThl nakeTobl ¢ BPDU. UHTepBan
BPEMEHM, Yepe3 KOTOpPbIA NPONCXoauT Nockinka, HasbiBaetcs Hello Time.

3. B kaxxgom cermeHTte ceTn umeetcs eanHcTBeHHbIM Designated Bridge Port - nopt, yepes
KOTOpbIA npoxoant obmeH Tpadmkom ¢ Root Bridge. 3TOT nopT uMeeT HauMMeHbLuee
3HaveHne Root Path Cost no cpaBHeHuto ¢ apyrMmn nopTamm B cermeHTe, nnbo mMeHb-
wwun bridge ID.

4. BPDU npunHumatotca n otnpaensttTcs STP-coBMecTUMbIM YCTPOMCTBOM Ha BCEX €ro
nopTax, Aaxe Ha Tex, KoTopble 6binn "BbikntoveHbl" paboton STP. OgHako BPDU He
NPUHNMAIOTCA Ha NopTax, KOTOpble ObINK "BbIKMOYEHDbI" agMUHUCTPATOPOM.

5. Kaxgbih MmocT ocyuiecTtenseT nepeckinky (forwarding) naketoB Tonbko mexay Root Port
n noptamu, Kotopble asnaTca Designated Bridge Port onsg cooTBeTcTBYHOLWEro cer-
MeHTa. Bce ocTanbHble nopTel HaxoAaTca B coctosiHum "Blocking”.

Kak y>xe roBopunock, KOpeHb He HeceT Ha cebe MHbIX 06A3aHHOCTEN, KPOME aHOHCa CBOMX Na-
pamMeTpoB cornacHo cneuudunkauum Spanning Tree npoTokonia, a 9TO, B YaCTHOCTWU, 3HAYUT,
4YTO B CETU, HE codepxallen hnU3n4ecknx Koneu, nnn N3bbITOYHbIX COEANHEHUIA, OT N3MEHEHUS
BnagenbLa cratyca Designated Root Bridge nyTn nakeToB, nepecbinaemMbix MeXxay ABYyMS Npo-
N3BOJSIbHLIMWU CTAHLUUAMN HE U3MEHUTCA.

Cneumndukaums NpoTokona He HaknaabliBaeT OrpaHMYeHNUiA Ha BPEMS!, B KOTOPOE MOTYT Ha4yaTb-
¢ BbIGOPbI TOrO UMK MHOTO NapamMeTpa, a NLb ONUCbIBAaeT HEOOXoAMMbIE AN 3TOrO YCMOBUS.

K uncny cutyaumii, B KOTOPbIX BO3HMKAKOT BbIOOPbI KAaK MMHMMYM OZHOIO U3 NnapameTpoB, OTHO-
caTcs:

v' noaknoyeHne B ceTb HoBoro STP-coBMecTMoro yCTpomncTBa;
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v/ ycTapeBaHMe UMELLMXCA AaHHbIX (Hanpumep, B pesynbTaTe Bbixoda M3 CTPOst UM OT-
KMIOYEHMs1 OQHOro M3 YCTPOWMCTB, y4aCcTBOBAaBLUMX B CO3[aHMM AepeBa) — onpepensiercs
NCTEeYEeHEeM Talm-ayTa;

v\ aQMUHUCTPaATUBHAsA aKuUMsl, USMEHSIIOLLLASA TOMOSOMMI0 CETU.

B kauyecTtBe napameTpoB npu BbIbopax NCMOMNb3YKTCA creayowme BENNYMHbI:
1. TocTosiHHbIE BENUYNHBI:
v' root path cost — CTOMMOCTb NyTU K KOPHEBOMY YCTPOMCTBY. YeM MeHbLle 3Ha4YeHne 3Ton
BEMWYUHbI, TEM BblLLE MPUOPUTET YCTPOMNCTBA;
v bridge identifier — naeHtTudmkatop ycrtponctea. Yem MeHblle 3HA4YeHue, TeM Bbille
npuopuTeT;
v' port identifier — noeHTndukaTop Nopta. Yem MeHblUe 3HaYeHWe ITOW BENUYUHLI, TEM
BblLLE NPUOPUTET NOpTa NO CPABHEHUIO C APYrMMU NOPTaMMN B 3TOM XKe YCTPOUCTBE.
2. BblbopHble BENMNYMHDI:
v designated port — Ha3Ha4YeHHbIN NOPT;
v' designated root — Ha3Ha4YeHHbIN KOPEHb;
v' designated cost — Ha3Ha4YeHHas CTOMMOCTb.

CornacHo cneuundukaunn BblIGOpPHbIE BENUYMHDBI, B 3aBUCUMOCTN OT KOHTEKCTA, MOryT MpUHU-
MaTb y4acTue B pasfnuuyHbiX Bbibopax, Hanpumep, designated cost moxeT npuHUMaTb ydactue
Kak B BbIbOpax HasHa4eHHOro MocTa, Tak U B BbIbopax KOpHEBOro MocTa.

Bo Bpemsi paboTbl ycTponcTBa aHOHCUpPYT cebsi M napameTpbl CBOMX MNOPTOB 4epes
Configuration BPDU (ganee HasbiBaemble c-bpdu). [Ans coobuieHnst 06 nameHeHusx B TOMOMO-
rmn ucnonbaytoTcs topology change notification BPDU (TCN-BPDU).

Cob6cTBEHHO MHbOPMaLMKM NepefaeTcd COBCEM HEMHOIO — Torbko cTaTyc. Mo dakTy npuxoga
Takoro BPDU nto6on koMMyTaTop yMeHbLUaeT BPEMSI XKU3HM 3anucen B ceoen Tabnuue Kommy-
Tauum oo MMHUMYMa, onpeaesieHHOro CTaH4apToM.

B mMomeHT nonyyeHus koHdurypaumoHHoro bpdu STP-cOBMECTUMBIN MOCT MOXET ONpeaenuTb,
4YTO npuwegasa nHgopMauna ormkHa OOHOBUTL MMEIOLLYIOCS Y HEro uHdopmMaumo. B atom
cnyvyae yCTPONCTBO U3MEHSAET COAEPKNMOE aHOHCUPYyEeMbIX MM bpdu Tak, YTOObl aHOHCUPOBATb
BblUrpaBLUee YCTPOMUCTBO, a He cebda. Obpatute BHMMaHue, 4To BPDU He npoxogaT CKBO3b
YCTPONCTBa, KOoTOpble nogdepxusaloT STP - OHM nuwb, Npy onpedesieHHbIX YCNOBUAX, UHK-
LUMPYIOT Ha "MPOMEXYTOYHOM" YCTPOMCTBE MOCbINKY cobcTBeHHbIX BPDU w/unu mnameHenune
cogepxmmoro BPDU nocbinaembix "npoMexyTo4HbIM" YCTPONCTBOM.

B momeHT obHoBReHus koHdurypauum STP-coBMeCcTMMoe YCTPOWCTBO M3MEHSAET COCTOAHUE
CBOMX NOPTOB — OHM NOOYEPESHO NPUHMMAKOT OOHO U3 CNEAYHOLLNX BO3MOXHbIX 3HAYEHWIA:

v' 6nokupoBaH (Blocking). MopT 3abnokmpoBaH, HO dpermbl, cogepxawme STP nakeTbl
(bpdu), npuHumatoTca n obpabaTbiBaloTCA, B OTANYME OT NOMb30BATENBCKUX PPENMOB;

v cnywaer (Listening) - nepBbI 3Tan NOAroTOBKM K coCTosHMIO Forwarding. ®penmel, co-
aepxawume STP nakeTbl (bpdu), npuHumatoTcs n obpabatbiBaloTcs, B OTNMYME OT NOMb-
30BaTernbCKNX Ppermos;

v' 0oby4yaetcsa (Learning) — BTOpon 3aTan NOAroToBku K cocTosiHnio Forwarding. ®perimebl,
cogepxawme STP naketbl (bpdu), npuHumatlroTca n obpabaTtbiBaloTcs, B OTnMyne OT
Nnonb30BaTeNbCKUX (PPeNMOoB;

v' nepepaet (forwarding) — paboyee cocTosiHME MOPTOB YCTpoWcTBa. [lepepatroTcsa Kak
dpenmbl, cogepxawme STP nakeTbl, Tak U dopenMbl NONb30BaTENBCKUX NPOTOKOSIOB.
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Bpems, Ha koTopoe nopT nonagaeTt B TO UM MHOE COCTOSAHME, onpeaenseTca 3Ha4YeHUaMn na-
y3, KoTopble nepegatotca nocpeactsom C-BPDU BmecTe ¢ ocTanbHbIMM NapameTpamu.

CornacHo ctaHgapTy, BO BpeMsi HaxoxaeHusa B cocTtosiHusx Blocking, Listening n Learning ne-
pecbinika He-STP nakeToB He paspelueHa. B 1o e Bpemsi, bpdu-naketbl He obpabaTbiBatoTcs
TONbKO B Criy4ae ecnv nopT BbIKMOYEH aMUHUCTPATOPOM. OTO rOBOPUT O TOM, YTO €CIN MOPThI
HaxogaTca B pexxumax Blocking, Listening nnu Learning - ceTb pabotaeT Tonbko Ha STP npo-
TOKOJ, HO He Ha nonb3oBaTens. OTUM MOXHO BOCNOMb30BaTLCS AN1A OpraHn3auun atakv "oTkas
B o6cnyxumeaHun” (Denial of Service, DoS).

Co6CTBEHHO, NMPUYMHA, NO KOTOPOW NPOTOKON paboTaeT MMEHHO Takum obpa3oM, NpocTa — He-
06X0AMMOCTb N36eXkaTb XaoTUYHOro Ay6rnMpoBaHUs U/nnuM pasMHOXEHMS MaKeTOB B pasfnyHble
CErMeHTbl CeTM B MOMEHT NEPECTPONKM ee Tonomnorun. [lyénuposaHune u/vnu pasmHoXXeHue na-
KETOB BO3MOXHO, Harpumep, 3a c4eT BO3HMKHOBEHUSI BPEMEHHbIX KOTeL, BO3HMKAIOLMX B NPO-
Llecce NepekioYeHUst COCTOSIHMS TOrO UMM MHOTO KaHana.

B cuny Toro, 4Tto TONONOrNS CEeTU onpeaensaeTca nNpu ydactum npotokona STP Bo3MoOXHa ataka
Nno cxeme INoxHbi 06bekT PBC ¢ HaBA3bIBAHMEM NOXHOIO NyTW.

Boobuie rosopsi, onncbiBaemble Ha npumepe Ethernet yassBumocTn npoTtokona oTHocATCcA K
nobbIM TOMoNOrnsAM, Ha KOTopbIX MoxeT paboTtatb STP. Kak cneacteme, NpoTokon U paccmart-
puBaemble aTaku, Tpebytowme BKIIOYEHHON nogaepXkm STP, moryT ObiTb NPUMEHEHbI Ha fto-
ObIX ceTeBbIX TOMOSOrMaAX, He Aonyckawwmx norndeckux koneu. B ctranpgapte IEEE 802.1d
cneunanbHO obpalleHo BHMMaHMe Ha To, 4Yto STP moxeT paboTatb He TOMbKO MOBEPX
Ethernet, Ho n noBepx apyrux ceten ¢ gpyrum npuHumnom MAC.

[na 6onbluen HarnsgHOCTM 1 NyYwero NoHnmaHua pabotbl STP Huxe npuBeaéH npumep (pu-
CyHOK 4.11).
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PucyHok 4.11. MNMpumep paboTbl npoTokona STP.

Kaxablh nopT Kaxkgoro Mmocta nmeet ceoko BenuunHy Path Cost, 0603HauyeHHyto kak PC=XXX.
MocT A aBsnsietca Root Bridge, Tak kak umeeT HanmeHbLuee 3HadeHve Bridge Identifier. Ins ce-
™ A (LAN A) Designated Bridge Port aBnsetca nopt 1 mocta A. OanH 13 NopToB Kaxaoro u3
YyeTblpex ocTaBLUMXcst MOCTOB aBnseTca Root Port (310 nopT, 6nvxanwmnin k Root Bridge).

MocTtbl X 1 B npegocTtaenatoT goctyn K cetu B ¢ ogmMHakoBbim napameTpom Path Cost. OgHako,
B J@aHHOM cny4yae, nopT mocTta B BbibpaH B kavecTBe Designated Bridge Port, Tak kak aTOT MOCT
nveeTt MeHblUee 3HavyeHue Bridge Identifier.

MopT mocta C BbIGpaH B kavecTBe Designated Bridge Port ans cetn C, Tak kak OH npeaocras-
nsaet 6onee "geweBbIN" AOCTYN K 3TON ceTu (CToMmocTb nyTh Yyepes mocTbl C 1 B paBHa 200, a
yepes mocThbl Y 1 B — 300).

B ctabunbHOM COCTOSIHUM BCE MOCTbI OXMAAKT nepuogundeckon nockiniku Root Bridge cneuym-
anbHbIX naketoB — Hello BPDU. Ecnu B TeyeHMe NnpoMexyTka BpeMeHu, onpeaenseMmoro 3Ha-
yeHnem Max Age Time, Takmux nakeToB oT Root Bridge He nocTynaeT, MOCT cuMTaeT, 4uTto nNnbo
mexay Hum n Root Bridge HapylweHa cBa3b, Nnbo nocrnegHui oTknioveH. B atom cnyvae moct
UHULUUPYET peKkoHurypauumio Tonornorum cetu. lytem yCTaHOBKM COOTBETCTBYIOLMX MNapa-
METPOB MOXHO PerynmpoBaTb, HacKOMbKo ObICTPO MOCTbl OyayT obOHapyxuBaTb M3MEHEHUS B
TOMonormm 1 3afgercTBoBaTb 3anacHble MapLlpyThl. Ha npaktuke ¢ perynmpoBKOM 3HayYeHun
STP npuxoantcsa ctankmBaTbCs B OCHOBHOM B [BYX Criy4asix - ecnv B cuny obctoatenscts STP
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nepeBoanT B pexum "3anacHoro" Gonee ObICTPbIA FIMHK U €Cnn CETb MMEET MIIOXY0 CXOAM-
MOCTb Ha 3Ha4YeHUAX N0 YMONYaHMIO U3-3a BONbLLLOIo KONMYecTBa YCTPOUCTB.

9.2. NpoTtokon STP u BuptyanbHble cetn VLAN

B cnyyae, ecnu 4yacte nopToB KOMMyTaTtopa HaxoauTtcsa B ogHon VLAN, a gpyras 4actb — B
APYron, To Toraa, C TOYKU 3peHUs HOPMarnbHOro (PYHKLUMOHUPOBAHUA CETU, MOXHO paccMaTpu-
BaTb 3Ty CUTyaLMIO Kak [Ba He3aBWCUMbIX KOMMyTaTtopa. OTO yTBepXAeHue OeNCTBUTESbHO
cnpasennnBO A1 MOb30BaTeNbCKOro Tpadmka, ogHaKko OHO HE COBCEM BEPHO Ans CUTyauuu ¢
STP n BPDU, o6ecneunBatoLmx yHKLMOHANLHOCTb, Tpebyemyto anroputmMom Spanning Tree.

Mud o pasgenoHom gepeBe STP B kaxxgon VLAN

Hago otmeTuTb, 4TO Hambonee "npoasuHyThie" ycTponcTBa, nogaepxusatowme VLAN (HO He
BCe), nogaepxusatoT otaenoHoe STP gepeso Ha kaxayt VLAN (ctangapt IEEE 802.1w). Ta-
kum obpasom, Bce STP aTtakm Ha Takme yCTpOWCTBa, Ha NepBbii B3rnag, oyayT acdeKkTUBHbI
Tonbko B npegenax gaHHon VLAN. C Toukun 3peHua STP BHyTpu VLAN umeeTcsa ctaHgapTHas
cxema (PYHKUNOHNPOBAHUSA NOPTOB — KaXKAbI MOPT, COrfacHO NPOTOKOIY, NofydyaeT u oTnpas-
naet BPDU w1, B 3aBUCUMOCTU OT UX COOEPXKMMOrO, U3MEHSIET CBOE COCTOSIHME. TEM HEe MeHee,
yacTb ycTpouncTtB, nogaepxmeatowmx VLAN, nmeet egmMHCcTBEHHOE Spanning Tree gepeBo Ha
BeCb koMmyTaTop (Hanpumep, mogenu Intel 460T), 4To genaeT BCIO CeTb, NOCTPOEHHYIO Ha Ta-
KWUX YyCTpOWCTBaX, ysi3BuMon ko BceM STP atakam.

C ToukM 3peHua obcyxaaembix npobnem, yCTponcTBa BTOPOro Tuna C €AMHCTBEHHbIM Ha BCe
ycTponcteo STP-gepeBoM No vactn pyHKUMOHUpoBaHna STP atak HU4YeM He oTnunyaroTcs oT
paccMmaTtpuBaemoro Hmke cnydasi 6e3 nogaepxkn VLAN, Tak 4To Mbl He Byaem paccmaTpuBaTb
oTAenbHO 3TOT BapmaHT. Co BTOPbIM TMNOM YCTPOWCTB, nogaepxusatowmnx cobctseHHoe STP-
aepeBo Ha kaxabii VLAN, gena o6CcToaT HEMHOIO NOo-ApYromy.

Mud o chbusunyeckomn pasgenbHOCTU BUPTYanbHbIX ceTen VLAN

Port-based VLAN MOXxHO 00beanHNTb, NPOCTO COEaMHMB NaT4y-KOpaOM CoceHue MopThbl, Nog-
kntodeHHble B pa3Hble VLAN. lMocne atoro nopthl, 06beanHeHHble B VLAN'bI, C TOUKM 3peHuns
KOMMyTaTopa no-npexHemy 6yayT coctosTb B pasHbix VLAN oo Tex nop, noka He ncnonb3yeT-
ca npotokon GVRP. OgHako, Anst KOppekTHOro (pyHKUmnoHnposaHns STP onucaHHasa cutyauus
AOJIDKHa OTCneXxuBaTbCAd 0COGEHHBIM 00pa3oMm, TO eCcTb, C TOUkM 3peHus STP, ecnn gea mnsHa-
YanbHO "He3aBuCMMbIX" AepeBa BOPYr COeANHUNMCB, TO nosBunca nosog Ans STP-Bbibopos.
[denctButenbHO, aHanormyHas cuTyaumsa BO3HUKaNa Ha npaktuke u anroputm STP cpabaTtbl-
Ban. C yyetom Bo3aMoXHOCTU koHBepTauun VLAN ID cTaHOBUTCS NOHATHO, YTO HA caMOM gene
HesaBucumocTb STP aepeBa B npeaenax VLAN — 310 mud. Bo3HukaeT naoesa: ecnu creHepupo-
BaTb STP BPDU c napameTtpamu, aHanornvHbimn tem BPDU, KoTopble pacnpocTpaHsoTcs B
cocegHem VLAN, moxHo 3actaButb STP yCTpPOWCTBO YCTPOUTb NepeBbIbopbl C y4acTUeM WH-
Tepdenca, Haxopsweroca B coceaHem VLAN. lNpaBaa ecTb elle oavH BapuaHT nepenauqu
BPDU, koTopbin no3sonun 6bl oTcnexusatb cutyaumto ¢ VLAN, coeanHeHHbIMK Yepes HeTeru-
pyeMblii NOpT, a UMeHHO — NepenasaTte BPDU Bcerga B Termpyemom cperime 1 urHopuposaTtb
HeTernpyemblie nopTbl.

9.3. BO3MOXHble CXeMbl aTakK

Moesa aTux atak nexut Ha camon NoBepxHOCTU. MOCKOMNbKy NnpeaMeTom atakm MoryT ObiTb fto-
Oble "BbIGOpPHbIE" 3HAYEHMS, MOXHO BbIAENNTb HECKOSTbKO TUMOB aTak No MCMNOfb3yeMbIM METO-
AaM MX NPOBEAEHNS:

1. WNHuumaumsa nepeBblibOpoB HA3HAYEHHOIO KOPHS ANs BCEN CETU.

2. WHnumaums nepeBbIGOPOB HA3HAYEHHOIO MOCTa ANsl CErMEHTa CETMU.

3. WHmumanusaumsa nepeBblOOpPOB HAa3HAYEHHOro NopTa ANd cerMeHTa ceTu.
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Cnyuan 3 yacto conyTcTByeT cny4dato 2. 3gecb 1 ganee nog "ny4ywnm" noHMMaeTcs Takoe 3Ha-
YeHue napameTpa, cogepxalleroca B BPDU, koTopoe no3sonset obuTbcs paccMmaTpnBaemon
uenu. Yawe Bcero nog "nydwum" Oyaet NOHMMATLCA Takoe 3Ha4YeHWe napameTpa, KOTopoe
obecneunt nobeny B STP-BbiGopax. B kauectBe noGouHbix adhdektoB STP-atak moryt obpa-
30BbIBaTbCS "MakeTHble LWTOPMbI" BHYTPU ceTn (B BOMbLUMHCTBE CriyYyaeB - HEL4ONrOBPEMEH-
Hble).

BPDU spooffing

Tema ¢ 0bwmm HasBaHmeM "spoofing" paskeBaHa BO MHOMMX MCTOYHMKAX HACTOSIbKO XOPOLLO,

4YTO, Ka3anocb, HAYEro HOBOro ckadaTb Henb3d. OgHako B npumeHeHun K STP 1 ¢ y4eToM ypoB-

Ha OSI, Ha koTopom paboTtaeT Spanning Tree, y 3TON METOAMKN €CTb HECKOMbKO MPUHLMNK-

anbHbIX 0cobeHHocTen. [oBops KpaTko, spooffing — 310 nogmeHa. Hanbonee TunnyHa nogmeHa

agpeca otnpasutens. TunmyHble cnocobbl 6opbbbl ¢ aTOM aTakom B Internet 3akntovaroTcs BO:

v' BBEOEHWUWN rPaAHNYHbIX YCIOBUIA;

v\ BBEAEHUWN LOMNOMHUTENbHbLIX TpeboBaHU B MPOTOKON OOMeHa Mexay OoTnpaBUTENEM U No-
nyyarenem;

v’ BBedeHun TpeboBaHMSA YCTaHOBMEHUSI COEAMHEHUsI MeXay yyYacTHMKamyu obmeHa Tpadu-
KOM (3TO YacCTHbIN criyyan 2).

OcobGeHHocTamn STP, BaXkHbIMK C TOUKM 3peHNs geTanbHoro paccmotpeHna BPDU spooffing,
ABNSAETCS crneayollee:

1. 310 npotokon 2-ro ypoBHst OSI, KOTOPbLIN HE MapLLPYTU3NPYEM.

2. C-BPDU nakeTbl 3TOro npoTOKOMa XOOAT MCKMAYMTENbHO Mexay aBymst STP-
COBMeCTUMbIMU ycTporcTBamu. Jlloboe STP-coBMecTuMoe yCTPOMCTBO, NOMYyYnB Takon
nakeT, reHepupyeT B Ka4yecTBe peakuun CBon (TO eCTb ApYron) nakeT, orpaHuynBas Ta-
KM 0Bpa3om 30Hy xoxaeHus C-BPDU.

3. OTOT NpoTOKON He npegnonaraeT Kakux-imbo agMUHUCTPATUBHbBIX OrpaHUYEHUI Ha ero
MCNonb30BaHue.

4. JTOT NPOTOKON He NpedycMmaTpmuBaeT BXogHOW punbTp xoxaeHna BPDU no nHtepden-
CYy, C KOTOPOro OHO Mosly4eHo, NOCKomnbKy cam ¢akT nonyvyeHns BPDU Ha Tom nnu nHom
nHTepdence sensieTca cobbiTem npoTokona. ckniodeHns BO3MOXHbI NMpU NoaaepKke
pacwunpeHun, Hanpumep, Cisco BPDU Root Guard.

5. 3T0T npoTokon npegycMmaTtpuBaeT guMHamMuYeckoe KoHdurypuposaHue. [Npuyem, orpa-
HUYEHU Ha hakT N BpeMSA NOSBMEHMS B CTPYKTYpPE HOBOrO YCTPOMCTBA HE NpedycMoT-
PEHO.

6. 3710 npoTtokon 6e3 ycTaHOBKM coeanHeHus (connectionless protocol).

U3 nyHkTOB 1 1 4 cnegyeT, YTO rpaHUYHbIe YCIOBUSA (PUNbTPALMN NOXKHBIX NAKeTOB K HEMY He
npumeHuMel. o KparnHen mepe, 0O TeX Nop, NoKa HET YBEPEHHOCTU, YTO Ha onpeaeneHHbIX NH-
Tepdencax nonyyeHne BPDU npuHUnnuanbHO HEBO3MOXHO (UNM HE NPUEMIIEMO MO Kaknm nun-
00 coobpaxkeHuam). Takyto yBEepeHHOCTb MOXeT UMETb agMUHUCTpaTop, ogHako cam no cebe
CTaHgapT B AaHHOM crydae He npegycmaTpmBaeT BO3MOXHOCTM OTKNoYeHna STP nouHTep-
PencHO — B TaKOM NOBeAEHUN CTaHgapTa eCTb CMbICA TONbKO A0 TeX nop, noka 6e3onacHoCTb
nMeeT MeHbLUUA NPUOPUTET, YeM yaobCcTBo.

W3 nyHkTa 2 cnegyerT, 4TO ounbTpaums NakeToB Mo Nyt HekuM STP-COBMECTUMbIM YCTPOWUCT-
BOM He MMeeT CMbIcna, NOCKoNbKy NyTb STP-naketa He MOXeT coaepXaTb MPOMEXYTOYHOe
STP yctpowictBo. NyHKT 3 roBoput cam 3a cebs. [NyHKT 6 ykasbiBaeT Ha TO, YTO nogaernka co-
eiMHeHns He noTpebyeTcs, a Mexay TeM oHa 3aTpyaHseT, Hanpumep, TCP/IP spooffing. Brnipo-
YyeMm, BBedeHue TpeboBaHWS YCTAHOBKU COEOMHEHUS B AaHHOM Criydae MoMoXeT marno, no-
CKOINbKY Henb3si OrpaHN4nMBaTh BO3MOXHOCTb YCTAHOBKM TAKOBOTO.



HMM «Yutex-Mpodu» — CeTeBas 6e3onacHocTb — Teopus

B pesynbTtate cutyaumsa ¢ BPDU spooffing TakoBa: npu npaBunbHO noctaBneHHom BPDU-
spooffing NnpuHUMNManbLHO HEBO3MOXHO OTNMYMTL "neranbHble” nakeTbl OT noggenbHbiX. Mog
npaBunbHO noctaBneHHbiIM BPDU-spooffing noHMmaeTca nopgenka He TONbKO MapaMeTpoB
STP-nakeTa, HO n agpecoB B MAC dperime. MNpu atom, Bnarogaps nyHKTy 5, gaxe ecnv He uc-
nonb3oBaTtb cCO6CTBEHHO spoofing, MOXXHO BCe paBHO AOOUTLCA NHTEPECHbIX PE3YNbTaToB.

Urpas ¢ Bpemsobpasyowmmmn napametpamm Max Age, Forward Delay, Hello Time B danbcu-
duumnpoBaHHbIX naketax C-BPDU MOXHO ynpaBnsaTb, NO KparHen mepe, 6nusnexawmmm STP-
yCTPONCTBaMM MOCPEACTBOM MOCTOSIHHOM M o4veHb ObicTpon nocbinkn Takmx C-BPDU. lMog
"thanbcugpuumpoBaHHbIMK bpdu-naketamn” B AaHHOM crnyyae noHumatroTca c-bpdu ¢ Takumm xe
napameTpamu, kak y Tekyuiero designated bridge nnu designated root bridge, u ¢ Tem xe, 4To 1
y Hero MAC-agpecom oTnpasuTens, HO C APYrMMY 3HA4YEeHUSMU NapaMeTpoB, onpeaenstoLwmx
pasnuyHble Naysbl B pamkax NpoToKomna, YTO MOXET BbI3BaTh nepekoHdurypaumto STP-gepesa
€ nocnegyowmmMm vYactudHbiM DoS-atakamu. Ona toro, 4tobbl aToro nsbexatb, danbcuduum-
POBaHHbIE MaKkeTbl HE AOSMKHbI Bbl3blBaTb PEKOH(UIypaunuto gepeBa. ATOro MOXHO J0OOMTbCS,
BbICTaBMB B HUX port id B 6onbluee 3Ha4YeHne (CornacHo NpOTOKOMY NPy 3TOM [OJTDKEH BbIKIHO-
UNTBbCS 3TOT MHTEPENC), UK XKe BbICTaBUTb Xyawwuin path-cost — B aTom crnyyae STP Bhiknto-
4YUT 3TOT NOPT, HO nNakeTbl BPDU, Tem He MeHee, oH ByaeT npuHumatb. OgHako camo no cebe
9TO Maro 4TOo JaeT: BCe, YTO MOXHO MOMYy4YnUTb, MEHAS 3TU NapameTpbl, — 3TO He3HaYMTeNbHas
"nesopueHTaums" Grnmxanwero cBMTYa M CBUTYEMN, KOTOPbLIA NOMNyyalT MHOpMaUMO OT yxe
"obmaHyTOoro" (Te, Yto Haxoasatcs Hwke B STP-gepeBe). To eCTb MakCUMyM, YTO 3TO MOXET
AaTb — yBeNu4eHne BPEMEHU XU3HM HEKOPPEKTHOW CTPYKTYpbl AepeBa nocne Toro, Kak nepe-
CTaHyT nepefaBaTbCA NAKeTbl COrMacHO aTOMY aTakyloLleMy anroputmy.

Provocation Aging

BoamoxHa nogaenka Boobuye nobbix naketoB bpdu: He Tonbko configuration-bpdu (c-bpdu), HO
n notification bpdu (n-bpdu, tcn-bpdu). Hanpumep, ucnone3ys tcn-bpdu, MOXHO peanu3oBaTb
elle ofHy aTaky — "provocation aging" — ynpasneHue BeSIM4MHON BPEMEHU XpaHeHust nHdop-
mMauumn o nonoxeHun B cetn MAC-agpecoB, AnHaMmyeckn oopmmpyemMon B npouecce paboTbl
ycTtponcTtea. BenuumHa Aging Time moxeT 6biTb cOpolleHa He paHee, Yyem vepe3 10 cekyHA.

Cama no cebe ata ataka ManogyHKUMOHanNbHa, HO, TEOPETUYECKN, MOXKET BbITb MCMOSb30BaHa
AN OpYyrMx aTtak, Npu KOTOPbIX OOHUM 13 TpeboBaHUIN SBNAETCA BHECEHME NOXHbIX 3anucen B
Tabnuuy koMMyTaumm B KayecTBe kaTanmsatopa, obecneuymBaroLlero MNOBbILLEHWE CKOPOCTU
cpabaTbiBaHMs Takon aTaku. BoO3MOXHO, UCMONb3oBaHWE 3TOM METOOAMKM OfA MOMOLUN B
provocation sniffing nomoxeTt gate 6one-meHee cyllecTBeHHble pe3ynbTaTthl. Kpome Toro, ata
aTaka MoxeT OblTb Mcnonb3oBaHa B criydyae nopgaepxkn STP-coBMeCTMMbIM YCTPOMCTBOM
pacwupenun STP, Hanpumep STP port fast (Cisco). B Takux cnyyasax aging time moxeTt 6biTb
cbpolleHo 0o HyneBon BenuuuHbl. B Takom cnydae ataka provocation aging cTaHeT CUMHOHWU-
Mom provocation sniffing.

BPDU filter

O4eBngHo, 4TO ocyllecTBUTb DOS B pamkax ogHOro kKommyTaTopa oveHb nerko. [ns aToro He-
06xo0aMMo opraHn3oBaTb NETD, KOTopas MNOCAYXUT NPUYMHON NaBUHHOIO Pa3MHOXEHUS U ca-
MopereHepaumu naketoB. [laHHaa ataka, pasymeeTcd, 3hekTuBHa B npeaenax ogHom BUPTY-
arnbHom ceTu vlan, ogHako, OHa 3aTPOHET U OCTaslbHble 3a CHET CHWKEHWUS NPOU3BOAUTENBbHO-
CTM BCEro yCTpomcTBa. ATO NPOUCXOAMT U3-3a NOBbILIEHWS HaKNadHbIX pacxogoB Ha 06paboTky
NMOCTOSIHHOrO 60MbLIOro napasuTHoro Tpaduka, 06beM KOTOPOro MOXET BbIpacTn A0 CyMmap-
HOM MPOMNYyCKHOW CMoCOBHOCTN 0B6pa3oBaHHbLIX MeXAdy YCTPOMCTBaMW KaHarnoB cBA3W. Mpoesd
9TOM aTaku KpanHe npocTa: co3faeTcs AOMOSHUTENbHBIN KaHan cBA3n mexay AByma STP-
COBMECTMMbIMU YCTPOWUCTBaMU, B cepeauHy KoToporo ctasutca dpunstp BPDU, koTopbin yaa-
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nset nakeTol BPDU ¢ ntoGbiMy agpecamu, He Bnvsis Ha octanbHon Tpadduk, nmbo, gononHu-
TenbHO cosfaeas ero. B cuny cBoer HeaneraHTHOCTW, U B CUMy TOro, 4TO Afs peanusauuu
o6a3aTtenbHo TpebyeTca OOCTYN K BKKOYEHHbIM NopTaM XoTa Obl OOHOrO M3 KOMMYTaTOpOB
3TOT METOA SIBMSIETCS Mano MHTEPECHbLIM C NPAKTUYECKON TOUKN 3PEHNSI.

OTkas B o6cnyxuBaHumn (DoS)

[na Toro 4ytobbl ycTpontb DOS-ataky MOXHO BOCMOSb30BaThbCs TeM, 4To STP-coBMecTMMble
YyCTPONCTBa B MOMEHT peKoHdurypauum paboTaloT He Ha Nonb3oBaTens, a Nvb Ha co3aaHue
Spanning Tree gepesa. NocKkonbky pekoHUrypaumsa MoxeT OblTb Bbi3BaHa, B TOM yucne, no-
saBneHnem Hoeoro STP-coBMeCTMMOro yCcTporucTBa, MOXXHO MMUTUPOBATL NEPUOAMNYECKU MOSB-
neHne HOBOro YCTPOWCTBa C napameTpamu, KOTopble ByayT nydlle YCTaHOBMBLUMXCS, YTO Bbl-
30BEeT pekoHurypaumto (nepesblbopbl) 0QHOrO M3 BbIOOPHBLIX MapameTpoB. HekoTopbie ycT-
ponctea ByayT nblTaTbCA NepecmaTpuBaTb COCTOSHME BCEX NMOPTOB NPW NosiBNeHun noboro
HOBOrO YCTPOMCTBA Aaxe C XyALWUMM (C TOYKM 3peHus Bbiurpbiwa B Bbibopax), Yem y HUX na-
pameTpamn. Ha 6onee «nHTennekTyanbHOEe» Xeneso 3Ta aTaka MOXeT AeNCTBOBaTb UCKIOYM-
TernbHO B Crny4yae NosiBrieHUs YyCTPOMCTBa C Ny4wnmm (C Touku 3peHus STP) napametpamu — B
Xyglem criydae MoXeT NeperTu B COCTOsSiHME peKoHUrypaumm Tonbko oavH nopt. OgHako
Aaxe Takasi cuTyaums byaeT npoTuBopeunTb crneuundmkaumm npotokona STP, B KOTOPOM He
npeaycMOTpeHa CUTyaums nepekoHdurypauumn yCcTpomucTBa, K KOTOpPOMY NOAKMYaloT Apyroe ¢
Xyawummn (¢ Toukm 3penna STP) napameTtpamun. C ucnonb3oBaHnem STP BO3MOXHbI cnepgyto-
Wne cxembl peanusauum DoS.

STP DoS: "BeYHble BbIOOPLI" MM NOCTOsIHHLIM Nnepebop

Hanbonee adhdekTMBHLIN MeTod: nogoxaaTb nosieneHnst STP naketa € TEKYLWMM 3HAYEHUEM
STP-root, 3atem no oyepenmn nepebunpartb 3Ha4eHus bridge id, nocbinasa bpdu ¢ Bce MeHbLLIMMNK
3Ha4veHuamuM (id=id-1), go Tex nop noka He ByaeT AOCTUrHYTO NpeaenbHoe 3HavYeHne, Bbi3biBas,
Takum obpasom, nepeBblbopbl designated root kakabiM MoOcnaHHbIM nakeTom (onst GonbLuen
YBEPEHHOCTM — MocbiNaTb oamMHakoBble c-bpdu Heckonbko pa3 noapsa). Korga xe 6yget goc-
TUrHYTO MUHUMAarnbHO BO3MOXHOE 3Ha4YyeHue, NoaoXaaTb, MOKa 3TO 3HAaYeHUe He ycTapeeT U3-
3a naysbl, U Ha4yaTb cHa4ana. C y4eTom TOro, 4YTo BCe napameTpbl, BKNOYas BpeMs yctapeBa-
HWS1, yCTaHaBNMBAKOTCA B NOCbINAaeMblX Ha3Ha4YeHHbIM KOPHEM KOHUrypauMOHHbIX bpdu, MOX-
HO MONy4YMTb CUTyauuto, MPU KOTOPOW NOPTbI HAKOrAA He BOMAYT B cocTosHme "forwarding” noka
NpouCXoanT reHepauma dpermoB, obecnevmBaromx oTkas B obcnyxusaHun. bonee Toro, B
cuny ocobeHHOCTEN NPOTOKOMAa COCTOAHNE OTKasa B 00CnyXmnBaHum byaet npogormkarbes eLle
HeKoTopoe Bpemsl, paBHoe napameTpy Max Age, KOTOPbIA MOXHO BbICTaBUTb COrMMacHO CTaH-
aapTy o 40 cekyHa (ecnv NporpamMMUCTbl He 3albiniv NOCTaBUTbL 3HAK HepaBeHCTBa. A ecrniu
3abbinn — BNNOTb A0 MaKCUMMarnbHOM BENMYMHbI, BMELLALWeEeNcs B OTBEAEHHYIO nog 3TOT na-
pameTp obnactb namsiti). OnaTb e, pasHble NPOU3BOAUTENM 3a4acTyld COBEPLUEHHO MOo-
cBoemy cobnogatoT COBMECTUMOCTb C TeM Unu uHbeim IEEE cTtangapTom

Mockonbky nommMmo 65535 BO3MOXHbIX NpuopuTeToB bridge id BkntovaeT B cebsa ewe nu MAC
agpec, TO KONMYeCTBO BpeEMEHU, KOTopoe noTpebyeTcsa 4Tobbl nepebpaTtb BCE BO3MOXHbIE 3HA-
YeHus BecbMa Benuvko. Ha camom gene npu 3aumknuBaHum anroputma coctosiHue DoS moxet
NpoJomKaTbCs CKOMb YrogHO 4OMro, NOKa NOChINalTCAa nakeTbl ¢ dhanbwmebiMi BPDU.

STP DoS: anroputm "ncyes3HoBeHus KopHs"

[na peanusauumn 3TOM aTakm Heobxoaumo HadaTb nocbiky BPDU ¢ MMHMManNbHO BO3MOXHbIM
bridge id, To ecTb ¢ MakCMManbHO BO3MOXHbIM MPUOPUTETOM, NEPUOSUYECKN NepecTaBas ne-
pefaBaTb KOHGUrypaumoHHble bpdu, 4Tobbl 9TO 3HAaYEHNE Ha3HAYEHHOIo KOPHA ycTaperno 1 Tak
no Kpyry. Ha nepBbIvi B3rna 3TO HE HACTOSbKO 3PPEKTUBHO, NOCKONbKY MOXET CyLlecTBOBaTb
HebOoMNbLUIOW MPOMEXYTOK BPEMEHU, Korga ceTb paboTaeT, TEM HE MeHee, B CUIy TOro, 4YTo or-
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paHu4eHns, HaknaablBaemble cneumdukaumen npoTokona, No3BoNAT ycTaHaBNMsBaTb BpeMs
ycTapeBaHWsi 3Ha4YeHU B OYeHb LUMPOKUX Npeaenax, 3TMM MeToAoM MOXHO OOCTUrHYTb TOYHO
Takom xe adpdekTmBHOCTU. Bonee Toro, aTOT MeToa Haubornee NPOCT B peanuaaLmu, NOCKOMNbKY
He TpebyeT OT 3MoyMbILLNEHHMKA HU 3HaHUS TeKyLLero naeHTMdukaTopa HasHayeHHOro KOpHs,
HU Kakux-Nnnbo npeanorioXXeHWn OTHOCUTENbHO ero BenuyuHbl (B OTNMYME OT NpeablayLuero
cny4as).

CnegyeT 3ameTuTb, YTO ecnu B HekoTopon JIBC Tekywimi nageHtudpumkatop designated root He
ABMSAETCSA NOEHTUMUKATOPOM HaMBLICLLErO BO3MOXHOIO NpuoputeTa (MMeeTcsi BBMAY HyrneBble
n Bridge Priority n MAC address), To ata JIBC, ckopee Bcero, noasepxeHa obomm tunam DoS B
nonHon mepe. B cnyyae xe, ecnn Ha ogHOM u3 STP-COBMeCTUMbIX YCTPOWUCTB YyCTaHOBMEH
bridge id paBHbii 0, TO DOS, TeM He MeHee, MOXeT BbITb peann3oBaHa, HO TOMbKO Ha YacTu
YCTPONCTB, @ UMEHHO Ha TeX, K KOTOPbIM NOLKIOYEH aTakylowun. [eno B ToM, YTO cuTyaums,
Korga mbl umeem gsa STP-coBMeCTMMbIX YCTPONCTBA C OAHUM U TeM ke bridge id MoxeT BbITb
BOCMpPUHATA Kak Konbuo, u STP oTkntounT nnbo nopT atakytowero, nMbo apyron nopT, B 3aBU-
CUMOCTM OT COOTHOLLEHNSA HOMepa NopTa, Ha KOTOPOM NPON3BOAMTCS aTtaka, M1 HoMepa nopTa K
KOTOPOMY MOAKMOYEHA aTakyemMasi YacTb CETU.

STP DoS: anropntm cnyy4anHoro coBnageHus

OTOT nogpasgen KacaeTcsi Criy4aeB CeTen ¢ MCNofb3oBaHMeM TexHornorum Port-based VLAN. B
crny4ae Takow opraHu3aumm ceTn onucaHHble Ao 3Toro MoMeHTa DoS artakm moryT cpaboTatb
nckrtoumnTensHo B npegenax ogHoro VLAN. OgHako u B 3TOM crydae 3r0yMbILUITEHHUK MOXET
HagenaTb HEMpPUATHOCTEN BCEN CeTU — Aeno B TOM, 4To STP MOXeT BblAenATbCa B OTAENbHOE
aepeso nocpeactsom unbTpoBaHus no Bridge ID. Noatomy, ecnn B pamkax gaHHoro VLAN
otnpaenate BPDU oT umeHn mmetowerocs B cocegHem VLAN designated root unm npocto
designated bridge, koMMmyTaToOpbl MOXXHO YO€ANTb B TOM, YTO B HEKOTOPOM MECTE BMPTyaribHble
ceTn cTanu BAPYr coeamHeHbl. JTO BbIZOBET NepeBbibopbl designated bridge, B Tom uucne n B
cermeHTe, KoTopbl atakyetcs n npuHagnexut VLAN, otnnyHon ot VLAN aTtakytowero.

OTOT anropuTM Ha3BaH anropuTMOM CIy4alHOro COBMadeHusi MOTOMY, YTO aTakylowemy npu-
aeTca nogbupate designated root bridge ID nmeHHO Takon, KOTOPLIN COBMAAET C MMEIOLLNMCS B
cocegHen VLAN. PasymeeTcs, Hanbornee TOYHO 3Ta ataka BOCMPOM3BOAUTCH B Cryyae, ecnu
aTakyloLwmin MOXeT NoNyyYnTb «gamn» paboTel ceTu 3a Bpems nopsgka Hello Time.

STP DoS: yacTuyHbIN 0TKa3 B 00CnyXnBaHUn

B gononHeHne Kk ckazaHHOMY OTAENbHO CriefyeT pacCMOTPETb aTaku, KOTOpble MOryT Npon3Be-
CTM OTKa3 obcnyxumBaHus B npegenax Hekotoporo cermeHTta JIBC, Tem cambiM co3gaB cutya-
UUIo "4acTUYHOro oTKasa B ob6cnyxmBaHumn".

B cny4yae, ecnu atakyouwemMy Kakum-To o6pa3om, CcTano M3BecTHO 3HadeHue bridge identifier
ogHoro unn 6onee yctponcts B JIBC, oH moxeT Bbi3aBaTb Bbibopbl designated bridge gns Toro
nnun nHoro y4dactka JIBC, nocnas cooTBeTcTBylowee c-bpdu ans ocnapmeaHusa ctaTtyca HasHa-
YeHHOro MocTa anga cooTeeTcTBytoLero cermeHTa JIBC. Bo3gencteys ncknoumntensHo Ha 6nu-
XaWnlee K aTtakyloLlemy YyCTPOMCTBO, OH MOXET 00bsBUTL Ce0s Ny4ylMM BO3MOXHbLIM MYTEM K
cocegHeMy C HAM YCTPOWCTBY, Hanpumep, 3asBuB, YTO €ro NOpT ABMASETCA CaMbliM AELIEBbLIM MO
CTOMMOCTM MyTEM K HeMmy, B pesynbTaTe 4ero "0onee goporon" nopt OyaeTt nepeBedeH B CO-
crtosHue Blocking, a nockonbKy peanbHOW CBSA3M HET, BCE OKOHEYHbIE YCTPONCTBA, MNOAKMOYEH-
Hble K aTaKOBaHHOMY YCTPOWCTBY, NOTEPSAIOT BO3MOXHOCTb paboTaTb C OTKIHYEHHbIM CErMeH-
Tom JIBC. [JaHHast aTaka MOXeT oKa3aTbCA HEBO3MOXHOW 6e3 u3nyeckoro nogknioveHns K
COOTBETCTBYIOLLEMY CETMEHTY.
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B onncaHHOM Ha pucyHke 4.12 cnyyae B npumepe B), nceBmo-Opuax-cuctema atakyoLlero,
aHoHCMpySA Nnydwne napameTpbl, Bbiurpana Bblbopbl Ha3HadeHHOro mocta (designated bridge),
He ABnAAChb TakoBbiM. OAHOBPEMEHHO MOPT, K KOTOPOMY NOAKMYEH aTakyloLwmin, cTan HasHa-
YeHHbIM MOPTOM AN aTakyeMOW 4acTu ceTu (CTaTyc nepeluen oT rnoprta nepelleawero B co-
ctoaHue Blocking). Crnegyet oTMeTUTb, YTO NpKU Nepexofe craTyca Ha3Ha4yeHHoOro mocTa Ans
cermeHTa B pesynbTate STP artaku, B crnydae, ecnu ocrnapueaslUve 3TOT CTaTyC YCTPOMCTBa
ObINVM NOAKMIOYEHbI K pasHbIM NopTaMm, M3MEHSeTCH W HasHa4vyeHHbIn nopT. C TOYKM 3peHus
nonb3osarensa cetu cermeHT "Victim LAN" nepecTaeT "BMaeTh" ocTanbHylo ceTb (Bce, YTO noa-
KntodeHo yepes Bridge 1), npu atom atakyowmi (attacker) npogomkaeT BuaeTb BCE CErMEHTHI
ceTtun, kpome cermeHTta "Victim LAN". O6bektom aTakm siBnsietcsa "Bridge 1", koTopomy nocbl-
naotcs BPDU ot umenn "Bridge 2", HO ¢ "nyqywmmn” (C TOYKM 3peHuss Bbinrpblwa STP-
BbIOOpPOB) NapameTpamu.

A) B)
lﬁl'ikigk‘| l"l'il.|:_4x_‘|
attacker
hub H attacker
bridee? bridge2
i j
vietim LAN i victim LAN i
(Do) i (DoS) i

PucyHok 4.12. YactuuHbii DoS (npumep 1).

Mpumep A oTnuyaetcs ot B Tem, yto Oyaydm noakntoyeHHbIM K Tomy e nopty "Bridge 1" aTa-
Kytowmm (attacker) takke, kak n xeptsa ("Victim LAN") nepectaet "Bngetb" ocTanbHyt0 CeTb.
Ob6bekTom aTakum asnsetcsa "Bridge 1", kotopomy Bo3Bpallatotca BPDU, nonyyeHHble OT HeEro
e N U3MEHEHHbIe TakK, YTobbl COMYNMPOBaTb 3aKOSbLOBbIBAHNE MEXAY 3TUM U APYTMM UHTEp-
dencom. MNpu atom napameTpbl Takux BPDU gomkHbl ObiTb NogobpaHbl UMEHHO Tak, YTOObI
BbIKITHOYMIICA MIMEHHO 3TOT, @ HE COoceaHuI nHTepdgenc.

BapuaHT A moxeT BbiTb Takke peannsoBaH B crnyyae ecnu atakywowwun (attacker) nogkntoveH
He K "Bridge 1" 4yepe3 koHueHTpaTop, a K "Bridge 2" - B aTOM cnyyae obbektom atakm byaet
"Bridge 1", koTopomMy ans peanusaumm 4actnyHon DoS no aTon cxeme He06x0AMMO NpuckinaTh
BPDU o1 umenu "Bridge 1" ¢ napameTpamu "nydqwmnmmn”, 4em nmeroLeecs NOAKMYeHne Mexay
"Bridge 1" n "Bridge 2". CobcTBEHHO, N0 aTOM cXeme MOXHO fobutecs DoS anga noboro nopta
Ha ToM e STP-coBMEeCTMMOM YyCTPOMCTBE. OTU CXEMbl MPOUSNIOCTPUPOBAHbLI PUCYHKOM 4.13.
Mpwn pasymHom nogbope napameTpoB BPDU 3TO cTaHOBUTCH BO3MOXHbLIM TaKKe U AN NOpPTOB
Ha cocegHux STP-coBMeCTUMbIX YCTPOUCTBAX.
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PucyHok 4.13. YactuyHbin DoS (npumep 2).

bonee tTunuyHom OygeT cxema, nokasaHHasi Ha pucyHke 4.14. B peanbHbIX yCroBusiX Y 310-
YMBbILWMEHHUKa pedKo eCTb BO3MOXHOCTb pas3opBaTh KaHan CBA3W Mexay KoMMyTaTopamu, yc-
TaHOBUTb Tyda KOHLIEHTpaTOp WM BCTaBMATb B MOTOK CBOWM MNakeTbl. CKOpee BO3MOXEH Takown
CueHapun: cepBepa BKIIOYEHbl B OOUH KOMMYTATOp, KMMEHTbl BKIOYEHblI B KOHLIEHTPAaTOpbI,
noacoeanHeHHbIe K OQHOMY UM HECKOMbKUM KoMMyTaTtopam. Mo aHanormm ataku MutHuka Ha
LLnmomypy, atakyrowemy Hago "BbIKMIOYUTL" OOQHOMO M3 YY4aCTHUKOB COEAUHEHUS, @ MMEHHO,
cepBep. [Inga aTOro oH AormkeH ybéeantb KOMMyTaTop, K KOTOPOMY MOAKMOYEH KOHLEHTpaTop C
WHTEPECYIOLWMM €ro KNMeHTOM, YTO OH MMEET Ny4dliMi NyTb A0 BTOPOro KOMMyTaTopa, K KOTo-
poMy MoAkmoyeH cepsep. B pesynbtaTte, KaHan cBA3W Mexay KoMmyTaTopamu pBeTcs, U ata-
KYIOLLMI MOXET BblaaBaTb cebs 3a cepBep v NpoCcTo 3nopaacTBoBaTh OT pakTa HeLOCTYMHO-
CTU cepBepa knNueHTy. PadymeeTcs, KOHUEHTpaTop 34eCb He MpuHUMNnaneH, XoTa MOXHO
CTPOUTb aTaky, NoAoOHYK 3TOW, Ha BCIO CeTb, HE 3a4yMbIBasiCb HaZ MOACYETOM BEMWYUH AN
AAHHOro cerMeHTa ceTu.

Client Attacker

Server

PucyHok 4.14. YactuyHbin DoS (npumep 3).

PucyHok 4.12a obpawaet BHMMaHMe Ha CneayloLlyto 0COBEHHOCTb: eCnNn CYnTaThb, YTO HyMe-
paunsi NOPTOB MAET CrieBa HanpaBo, TO aTaKylLWMUN, NbITAasgCb YCTPOUTbL YacTuyHbii DoS ans
KaHarna cBs3M Mexay KoMMmyTaTtopamu, MoXeT caenatb ero UcknovmTensHo cebe, ecnu He no-
pobpatb napameTpsbl cneynansHbiM 06pa3oM. [leno B TOM, YTO, NPU NPOYUX PaBHbIX YCNOBUSX,
BKMIOYEHHLIM OCTaHETCHA NopT ¢ MeHbwum ID. MNoaTtomy atakyowmn gormkeH nogobpatb Ans
danbcnmrkaLmMm Takom HoMep nopTa cocegHero KommyTaTopa, KOTOpbI 3acTaBUT KOMMYyTaTop
"Bridge 2" BbIKMOYNTL UMEHHO HEOBXOAMMBIN aTakyloLweMy NNHK, a He TOT, C KOTOpPOoro naet
ataka. [ina cny4as xe Cc OAHMM efuHCTBEHHbIM STP-COBMECTUMbIM YCTPOMCTBOM (PUCYHOK
4.12b) ataka nerko peanusyema anga scex JIBC, nogkntoyeHHbIX K noptam, 60nbwmnm no Home-
py. OgHako nNpu NonbITKe peanu3oBaTb €€ MO OTHOLLIEHUIO K NEPBOMY MOPTY HUYETO He BbINAET:
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nonyyns BPDU Ha 6onbliem no Homepy NOpTy OT MMEHU NMOPTa C MEHbLUMM HOMEPOM, YCTPOR-
CTBO BbIKIIOYUT NOPT € 60MbLUMM HOMEPOM.

NameHsaa Max Age, forward delay, hello time B noxHbix c-bpdu, Mbl MOXXeM ynpaensTb Kak Mu-
HUMYM OnvkKanwnMmMm KOMMyTaTopammn, U3MEHSISt UX NpeaCcTaBrieHne O TOMOMOrMn CeTH, a Takke
(4TO NpUHUMNUanNbLHO NpY opraHuMsaumm YactudHon DOS) — M3MeHATb TanM-ayThl NPOTOKONA,
YTO MO3BOMSAET HaM BbICTaBUTb KOH(ITMKTYIOLLME C OCTarlbHOW CETbIO 3HAYEHUS.

Cnepyet 3amMeTuTb, YTO B CUITy TaMayTOB peKOHUrypaunm B paMmkax NpoTokosia u Toro, Y4To B
MOMEHT peKoHurypaumm nonb3oBaTenbckue permbl He nepegarTcs, NpUMeHeHne OaHHOM
METOAMKM ANS BPEMEHHOro NoryvyeHust nakeToB (Hanpumep, YacTn NakeToB UCMOMb3yeMbIX Npu
YCTAHOBMNEHUN COEOMHEHUSI C MOMOLLBLIO MPOTOKONOB BEPXHUX YPOBHEW, Hanpumep, IP) Heue-
necoobpasHo, NOCKOMbKY B MOMEHT U3MEHEHWNS TONOMNOMNM 3TW NaKeTbl BITIOKNPYIOTCS.

HaBs3biBaHMe NOXHOro mappyrta (4enoBeK nocepeauvHe), WU "nepeTssiHu KONbLO Ha
cebsa"

Kak y>xe ynoMvHanocb, B CUiy TOro, YTO TOMNOMOrns CeTn onpeaenseTcsa npu y4acTum npoToKo-
na STP, Bo3aMOXHa ataka no cxeme "NMoxHbli 06bekT PBC ¢ HaBsidbiBaHMEM NOXHOro nytu",
N3BECTHAs MO aHrnos3bivHbIM nybnukauuam kak MitM (Man-in-the-Middle). OgHako peanu3so-
BaTb TaKyl0 aTtaky MOXHO TOMbKO NpY OnpeAeneHHbIX YCRoBMAX KOHUrypaumm cetm, a UMeHHO
B Te€X Cny4vasix, korga »epTBbl, TpaduK Mexay KOTOpbIMWU HAAO0 NepexBaTuTb (TO ecTb, Hanpa-
BWTb MO KaHasny, KOTOpPbIN MOXHO NPOCIYLINBATbL), HAXOAATCA B CETU C ABYMS (Kak MUHUMYM)
STP-cOoBMECTMMbIMM KOMMYTaTopamn U NOAKMOYEHbI K pa3HbIM kKoMMyTaTtopaMm. Mpudem, ans
peanusauum aTaku B NosiHOM mepe TpebyeTcsa gBa ceTeBbixX MHTepdenca, NOAKIIo4YeHNE KOTo-
pbIX HEOOX0OMMO OCYLLECTBUTL Tak, YTOObl 0bpa3zoBaTb NOTEHUMANbHLIM AyONMKaT nmeroLero-
Csl NYTU MEXAY UCTOYHUKaMMW.

Bridge 4 Workstation |
Workstatiion 2 =

Bridge 2 Bridge 1 H Bridge &
I
Bridge 6 Brdge 5
I Attacker
Bridge 7 Bridge 3

PucyHok 4.15. MNMpumep atakm «Henosek nocepeanHe».

PaccmoTtpum pucyHok 4.15. Ha Hem mn3obpaxkeHa crnoxHas ceTb, NOCTPOEHHas Ha ynpasnse-
MbIX KOMMyTaTopax, nogaepxueatrowmnx npotokon STP. CeTb nokasaHa B "ycTosiBLUEMCS" CO-
CTOSAHUW, TO eCTb (POpMMpPOBaHME TOMOSMOrMM 3aBEPLUEHO, Pe3epBHbIE NMHUM NepeBefeHbl B
coctosiHue "blocking". B 3agayy 3noymbllLneHHWKa BXOOUT OCYLLECTBUTb nepexsaT Tpaduka
Mexay yCcTponcTBaMu, NOAKIIOYEHHbIMU K KOMMyTaTopaMm Bridge2 un Bridge8 (Ha pucyHke n3o-
OpaxeHbl kak Workstation1 n Workstation2). Pesynbtatom ataku GygeT nepeBog MMELLNXCS
coeauHeHun mexay Bridge1 n Bridge2 B coctosiHue "blocking" (Ha pycyHKe OTMEYeHO KpecTu-
KOM) 1 nepeHanpasneHne Bcero Tpaduka mexagy aTMMn KoMMyTatopamMu Ha MHTepdencsl aTa-
Kytowiero. [ing Toro, 4tobbl nonyyunte nmeHHo MitM, a He DoS, aTakyoLwmini KOMNbOTEP OOMKEH
noaaepxmeaTb paboTty o6omx CBOMX MHTEPEENCOB B pEXMME MOCTa, YTO NIErKO peanu3yemo,
MOCKObKY CyLLeCTByeT HECKOSTbKO CBOBOAHO pacnpocTpaHaeMbIx peanusaummn bridging'a.
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3ameTum, 4YTO A5 aToro Aaxe He Tpebyetca nogaepxka STP OC, paboTatowen kak MocT. bo-
nee TOro, Takas NOMHOMYHKUMOHANbHaa nogaep)kka TONbKO MOBPEAUT, MOCKOSbKY MPUHLMN
MitM ataku npu ucnonb3oBaHUM OBYX CETEBbLIX MHTepdencoB GasupyeTca Ha TOM, YTO aTa-
Kytlowmnin moxeT nocebinate BPDU nakeTbl OT 4yxoro umeHn (Hanpumep, B Bridge1 oT nmeHu
Bridge2) 4to6bl NnpeacTaBuTb cebs Kak HaunyyLWnn NyTb XOXA4eHUs nakeTos. [Npu Takon norvike
aTaku nonHoueHHasa nogaepxka STP Tonbko noMelLaeT aTakyloLweMy, No3ToMy Ans peanusa-
uumn MitM no cxeme Ha pucyHke 4.15 Heobxogumo oTkno4aTh nogaepXxky Spanning Tree, nubo
ncnonb3oBaTb NporpaMMHoe obecrnedeHne, B KOTOPOM HeT noaaepxkn STP. Takum obpasom,
MalwmHa, peanusytlowaa MitM, Ha camom gene He HyXOaeTcs B MOMHOLEHHOW NOAOEpXKe
bridging'a, a MoxeT yHKLUMOHMPOBaTb KakK KOHLEHTpPaTop, C €4MHCTBEHHbIM UCKMAYEHMEM —
TpaH3anTHbIN STP-Tpadhdurk gomkeH oTbpacbiBaTbCA M BMECTO HEro reHepmpoBaTbCsi COOCT-
BEHHbIW, aHOHCUPYOLWMIA cebs Kak Hanbornee BbirogHbIA NyTb 4515 NakeToB. TpeboBaHme Hanu-
YMa KaKk MUHUMYM OBYX KOMMYTaTOPOB CBS3aHO C TE€M, YTO B Crnyyae NogKIoYeHusa K ogHOMY
KOMMYyTaTopy aHOHcupoBaHue cebsd, Kak nydwero nyTv co3gacTt TynukoBbid NyTb. K Tomy xe
OS5 3TOro cnyyas ropaso npoLle BOCMNonb30BaTbCs arp-poisoning.

BaxHO 3aMeTuTb, YTO BCE Tak OQHO3HAYHO M NPOCTO TOSLKO B Clyyae, eCcrnv aTakylLwmi nog-
KMNIOYEH K cocegHUM KommyTaTopam. B crnydae ke, ecrniv OH NOAKIOYEH K KOMMYyTaTopam Heno-
CPEeACTBEHHO He coeauHeHHbIM, NpuaeTca noabupatb 3HaveHus root id, BO3MOXHO nocnegosa-
TenbHbIM NepebopoM, NocKonbKy bpdu He nepefatoTca (B HEM3MEHHOM BMAE) Aarnblue NepBoro
BCTpedeHHoro STP-coBmecTMMoro yctponcTea. MMoaToMy Takad aTaka KaeTcsl He CRAULLKOM
4YacTo nNpuMeHumon. B npuHuMne, 3NOyMbILWNEHHUKY He 06s3aTeNnbHO UMEeTb MOAKMYEHNe K
KOMMyTaTopam SBASIOWMMCSA 4YacTblo pasopBaHHOro STP-konbLa - OH MOXeT "pacTaHyTb"
KOnMbLO Ha cebs, ecnn B ceTun ecTb Apyrne aybnupyemble coegmHenus. Mpocto B cnyvae nog-
KINIOYEHNS K KOMMyTaTopaM, 00pasyloLnM KonbLo, 3agady opraHmsaumm MitM pewmnTb nerde.
OnucaHHas ataka paboTaeT He Ha Bcex koHurypaumsx. OgHako B criyvyae, Korga 3noymblL-
NEHHMWK 3axBaTW KOHTPOSb HaZ KOMMbIOTEPOM, KOTOPbIA MO KaKon-nmbo NpuymnHe NOAKIHYEH K
ABYM mnnn 6onee KomMyTaTopam pasfuMyHbIMW MHTepdencamn, OH MMeeT BO3MOXHOCTb ee
peanunsosaTb.

MpoBoOKaUMOHHbIN cHU(DUHT

[MpoBOKALUMOHHLIN CHUEMHT — 3TO anropmuTM aTaku, KOTOPbIA MOXET ObiTb MCMONb30BaH MpU
onpeferneHHbIX HacTpoMKax akTUBHOIO ceTeBoro obopynoBaHMSA C Lenbilo NOACMNYLIMBAHUS
Tpadhmka, npoxopswero yepes ero noptbl. CornmacHo cTaHgapTy nocne nepeBbiGopoB
Designated Bridge kommyTaTop gormkeH OOHynuTb CBOK Tabnuvuy KoMMyTaumm (Kpome ctaTu-
YEeCKM 3aaHHbIX afMUWHUCTPATOPOM 3HAYEHWUN), a B Crlydae HyneBol Tabnuubl KOMMyTauum
KOMMyTaTop HeKoTopoe BpeMsi paboTaeT kak KoHueHTpatop. pybo roBops, nocpenctsom
NPOBOKALMOHHOIO CHU(bUHIA KOMMYTaTop «MNpeBpallaeTca» B KOHLEHTPATOp MOCpeacTBOM
«npoBoKaumm» — dhanbcudukaunumn cobbiTnsa "NpomsoLLIo N3MEHEHUe Tononorum cetu”, nocne
KOTOPOro BCe AMHaMM4eckne 3anucu B Tabnuue KommyTauumn ovmwairoTtcs. OgHako nMcnonb3o-
BaHMe TakoW MPOBOKAaLUMM C TOSIKOM BO3MOXHO TOSIbKO MPW OAHOM YCIOBUW: KOMMYTaTop He
[OMKeH ycnetb «obyuntbesay. NMog «obydeHnem» B aHHOM criydyae noHumaeTcs hopmMupoBa-
Hne Tabnuubl cooTBeTCcTBUA NoptoB U MAC agpecoB MOAKMHOYEHHbIX K HAM yCTponcTs. [lo-
CKONbKy O0By4yeHne KoMMyTaTopa NPOUCXOAUT NPaKTUYECKM cpa3sy e Mo MonydYeHun M kagpa
OT MOAKITHOYEHHOrO YCTPOWCTBA, peanu3auuns NofHOLEHHOro CHUGMUHIa CTaHOBUTCA HETPUBU-
anbHOM 3agaden, CNOXHOCTb KOTOPOW NPONopLMoHanbHa CKOPOCTM Tpadmka B AaHHOW CeTwu.
OTcloga cnegyeT, YTO CyLLECTBYIOT YCMOBUSI, MPU KOTOPbIX 3Ta ataka B NpuHLUMNE He peanu-
3yema B nosiHom obbeme. Hanpumep, ecnu Tpadmk mMexay ctaHumsmu, obMeH KOTopbiX Heob-
xoauMmo "nogcnywarts”, ucrnonb3dyeT 6onee 49% nonocel nponyckanuns. Ans 100% adpdpektns-
HOCTW OaHHasi aTaka npegnonaraet «6ombapanpoBky» kommyTaTopa STP naketamm xoTs Gbl
BABOE Yalle, YeM NPOXoadAT NakeTbl MeXay XepTBaMu, AN TOro, YTobbl KaXKabl HOBbIN NPUHS-
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TbI NAKeT NPUXOAWI HA KOMMYTaTop C TOMbKO YTO O4YuLLEeHHOW Tabnuuen kommyTauuun. C yye-
TOM TOro, YTo OT MnopTa KOMMyTatopa HayYMHAEeTCH KOMSMU3NOHHBLIN AOMEH, MOSTHOLEHHbIN
cHUGUHr KaxeTca ewe 6onee 3aTpygHEHHbIM, 4YTO, NpaBaa, He kacaetcs full-duplex nopTos.
[na nonHoueHHoro cHuddurHra 6e3 notTepun NakeToB 3a c4YET OOy4YEeHUS KOMMYTaTopa CyMmap-
HbI TpadmrK, NPOXOAALLNA Yepe3 KOMMYTaTop B €4MHWULY BPEMEHW, HE OOIMKEH NPEBbIWATb
48-49% nponycKHON CNOCOBHOCTN KaHana aTakyoLLero.

Takas aTaka B HOpMmarnbHbIX YCNoBusx, cnegya OykBe ctaHgapTta, He peanusyema, NnocKOSbKy
cbpoc Tabnuubl KOMMyTaLMK HE OCYLLIECTBNSAETCA MIHOBEHHO no npmxogy C-BPDU ¢ otnnyHon
OT TekyLuen koHdurypaumen. OgHako MHOrMe yCTpPOWCTBa NOAAEPXKUBAIOT pacLUMpPEeHUst CTaH-
AapTa, B KOTOpble 3arnoxeHa BO3MOXHOCTb MrHOBEHHOro nepexoga u3 blocking B forwarding.
Kak cneacteue, BpeMs XU3HW Tabnuubl KOMMYTaLMn B Taknux YCTPOMUCTBaX B Criyvyae BO3HUKHO-
BEHNS1 U3MEHEHUIN Tononormm MoxHo cbpocutb B 0. B aToM cnydvae, Heobxogumo nogobpatb
Takme ycnosusi paboTbl yCTPOMCTBA, YTOObI OHO, HE NpepbiBas paboThl NOCTOSHHO cbpackiBano
CBOIO Tabnuuy KoOMMyTaLUuW.

Kak n MitM-aTaka, ataka provocation sniffing MmoxeTt 6bITb MCNONb30BaHa, HaNpuUMep, Ans no-
nyyeHnsa goctyna K ynpaeneHuio STP-coBMeCTUMbIM YyCTPOMCTBOM. TOMMMO 3TOro, ataku Ha
BTOpOoM ypoBHe OSI| MOryT cnyxuTb NOAroTOBKOW K aTakaM Ha BGonee BbICOKMX YPOBHSX. Ha-
npumMmep, nmest BO3MOXHOCTb "crnywaTtb" Tpaduk, MOXHO 3(p(eKkTMBHO yragablBaTb sequence
numbers ana "BKNMHUBaHUNA" B tcp-coeanHeHus.

9.4. Nony4yeHue aonosiHUTeNbLHOU MHopmauum o cetu npu nomoiwm STP

MoMMMO onucaHHbIX Bblle byHAaMEHTanbHbIX aTak Ha TOMOSOMNI0 CETU CyLLecTByeT eLe oa-
Ha He CTpallHasi, HO TOXe HenpusTHas ocobeHHOCTb: Bnarogaps STP BO3MOXHO nonyyeHune
AOMOMHUTENbHBLIX AaHHbIX O CTPYKType ceTu. [lpn aToM Takoe nonyvyeHue AOMOSHUTENbHbIX
3HaHWU MOXET ObITb KaK NacCMBHbIM (MPOCNyLUMBAHME Cpeabl Nepeaayn AaHHbIX), Tak U akTUB-
HbIM: BbIUFpaB Ha KOpoTkoe BpeMs ctaTtyc STP-KOpHS, 3NMOyMbILLNEHHUK aBTOMaTUYECKN CTaHo-
Bumcs uenbto otnpaekn STP TCN-BPDU, koTopble camu rno cebe HecyT HEKOTOpPLIN 06beM no-
3HaBaTenbHON nHpopmauuun. Hanpmumep, npoaHanusnposas MAC-agpec oTnpaBuTens, MOXHO
MOHATb YCTPOWCTBO Kakon hpMbl OTNPaBUIIO 3TOT NaKeT, a 3TO TOXE aTaka, XOTb 1 NacCUBHas.

9.5. Kak agMuHUCTpaTOopbl ceTen MOryT NpOTUBOCTOATL aTakam

Ecnun o6ecneveHne 6e30nacHOCTM CETU CTOUT HE Ha NOCNeAHEM MeCTe, TO fyylle OTKNYaTb
nogaepxky Spaning Tree Bcerga, korga 370 BO3MOXHO, M NbiTatbCa 3ameHuTb STP gpyrnmu
TexHomnornamMmn Tam, rge TpebyloTca peweHns ¢ aybrnmpoBaHMeEM KaHarnoB, HO BCE e MOXHO
obounTtnck 6e3 ocobeHHocTen STP. Hanprumep, MOXHO MCNONb30BaTb TEXHOJIOTUIO arpernpoBa-
HWS KaHarnoB..

Ecnu e Bbikntounte STP No TeM MNu UHbIM HEYTELMTENBbHLIM NPUYMHaAM OS1s BCEW CETU He-
npvemnemo, NpuaeTcs UCnonb3oBaTb paclwmpeHnsa Spaning Tree, OOCTYNHbIE, B YAaCTHOCTH, B
pelweHnsax, npegocrasnsemblx Cisco, a Takke NpeanpuHATL CreayoLwni war:

v' BbICTaBUTb MWHMMAnbHO BO3MOXHbIV bridge id u npoune napameTpbl, 4TO caenaeT npwu-
opuUTET KOMMYTaTOpa MakCMMarsbHbIM, TOr4a oH Bcerga 6yaeT KOpHEM U pekoHUrypaums
MOXET pa3Be YTO 3aTPOHYTb YaCTb CETU, BnmKanLme K aTakyloLlemMy KOMMyTaTopy, 3a 1c-
KntOYeHNeM yCTaHOBMEHHOrO pa3 1 Haecerga STP-kopHA. MOXHO 3TO caenatb, MOCKOMNbKY
STP KopeHb BbINOMHSET BCEro NULWb HABCErO porfib TOYKM OTCYEeTa, OT KOTOPOM CTPOMUTCA
Tononoruns 6e3 konew,. Ho BOT He3agaya - nocnegHun napameTp Belbopa (ecnu Bce oanHa-
koBoe) - MAC-agpec nopTa, YTO COGCTBEHHO CYUMTAETCH rapaHTUPOBAHHO Pa3HbIM.



HIMM «Yutex-Mpocu» — CeTeras 6e3onacHoCcTb — Teopus

9.6. BbiBOADI

C nomoubo HeleneBoro npumeHeHus STP MOXHO:

1. 3noymblwneHHUK moxeT ocywiecteutb MitM-ataky (man-in-the-middle - "4enosek nocepe-
anHe"), ecnn ero paboyasi CTaHuMa nogknoyeHa AByma unu 6onee nHtepdericamm K pas-
Nn4YHbIM STP-COBMECTMMbIM YCTPOMUCTBAM, HAaNnpumMep, KOMMyTaTopam.

2. 3NOoyMbIWMEHHMK UMeeT BO3MOXHOCTb OCYLLIEeCTBUTb aTaky Ha OTka3 B 06CnyxvBaHuu
(DoS) paxe ecnu ero paboyas cTaHUMS UMEET BCEro OauH CeTeBOW MHTepdenc, npu yc-
noBsun, 4To PyHKUMOHMpYoLWKne B ceTn STP-coBMEeCTUMbIE YCTPOWCTBA HE NOOAEPXKMBAIOT
BPDU-guard nnu STP portfast, a Takke B criydyae, ecrnv ykasaHHble BO3MOXHOCTU Ha 3TUX
YCTPOMNCTBAXxX NPOCTO He 3a4eNCTBOBAHDI.

3. B cniyyae, koraa STP-coBmecTumMble ycTponcTBa B ceTun nogaepxusarot STP portfast, ano-
YMbILUNIEHHNK MOXET CrpoBOLMpOBaTb CUTyauumto, korga STP-COBMECTUMbIN KOMMYyTaTop
nepexoauT B pexum KoHueHTpaTopa (hub), n npocnywmsate Nnpu NOMOLLM CETEBOrO aHa-
nusaTtopa BeCb TpauK Mexay y3rnamu ceTun, NOOKIMIOYEHHbIMU K 3TOMY KOMMyTaTopy. OTa
aTaka YaCTU4YHO peanuayema Takke 1 s criydyas ¢ HECKONbKUMN KOMMYTaTopamu.

C nomoLupbto HelieneBoro npumeHeHnss STP Henb3as:

1. HeBo3amoxHO opraHmsoBaTb STP-MitM ataky, nmes TONbKO OOAUH CETEBOWN MHTEPMENC, HO
3TO CTAaHOBUTCS BO3MOXHbBIM B Crnyyae, ecnm aToT MHTepdenc NogKNoYnTb K KOHLEHTpaTo-
py, Npu aToM nosegeHne STP-coBMeCTUMOro ycTporncTea HeoueBnaHoO.

2. 3NOoyMbIWMEHHMK HE MOXET NPOMU3BOAUTb U3MEHEHWsI B TONosornm cetu, Byay4m nogknto-
YEHHbIM TONbKO K OQHOMY MOPTY KOMMyTaTopa, He CNPOBOLMPOBaB Npuv 3TOM OTKa3 B 06-
cnyxmnBaHum (DoS) ansa kakon-nmbo vyactn cetn. 3noyMbllLNEHHMK HE MOXET peann3oBatb
N3MEHEHMS B TOMOSIOMMK, KacarLlmecss HEKOTOPOro CermeHta ceTu, NOOKMIOYMBLLUCE K
KOMMYTaTopy, KOTOPbIN UMEET TOSNIbKO OOHO COeAUHEHUE C ATUM CErMEHTOM, HE CNPOBOLLM-
poBaB Npu 9TOM OTKa3 AOCTyNa K 3TOMY CErMeHTy U3 TOM YacTu CeTu, KOTOpYHo 3aTparnsa-
0T BHECEHHbIE N3MEHEHUS.

3. B Ethernet TexHonornm HeBo3amoxHO opraHusoBatb MitM ataky ¢ paGoden ctaHuumn 3no-
yMbILWNIEHHWKA AN ABYX KOHeYHbIX y3roB JIBC go Tex nop, noka HeT onM3n4eckoro KonbLa
MexXay 3TUMKU ToYKaMu. XopoLmm npumepomM Byaet cnydam OByX OOLIMPHBLIX CeTen, co-
€[VHEeHHbIX Mexay cobon no eguMHCTBEHHOMY He aybnupyemomy kabento. B Takom cnydvae
opraHmsoBaTb MitM mexay CTaHuusMM B pasHbIX CETAX HEBO3MOXHO 6e3 npoknagku kabe-
na ang opraHusauum Konbua. Takoe KOnbLo MOXeT OblTb 06pa3oBaHO camMuM 3S1I0YMbILU-
NEHHMKOM, €CNN OH MMeeT (PU3nYecKknii 4OCTYN K KOMMyTatopaM 3TOW CETU U NOPTbl KOM-
MyTaTtopa Mo YMOMYaHUIO BKIOYEHbI.
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V. MexaHn3mMbl obecnevyeHnst 6e3onacHOCTU 6ecrnpoBOAHbIX

NoKanbHbIX ceTen

1. Knaccudmkauma mexaHmamon 6e3onacHoctu B cetax Wi-Fi

B coBpemeHHbIx 6ecnpoBoaHbix Wi-Fi ceTax nmeetcs cnegyiowmin Habop mexaHn3moB, obec-
neynBarowmnx 6esonacHocTb paboTbl MONb3oBaTENA U KOHMAEHLMANbHOCTL NepegaBaemom
nHpopmaumn. [aHHbin Habop npeacTaBneH Ha pucyHke 5.1.

MexaHun3ambl 6e3onacHoOCTU

JononHuTenbHble

WngpposaHue

AyTeHTndukaums

IEEE 802.11

802.1x (EAP) (TSN)

dunbTpaums 802.11i (WPA2)

Y

‘ RADIUS cepsep

A

‘ Shared Key ‘ ‘ AES (CCMP) ‘ ‘ TKIP ‘
(WEP)

PucyHok 5.1. Knaccudukaunsa mexaHmamoB 6e3onacHoctn B Wi-Fi ceTsix.

2. MexaHn3ambl wncppoBaHus
2.1. MexaHusm wudcposanusa WEP (IEEE 802.11)

WndpposaHne WEP (Wired Equivalent Privacy - cekpeTHOCTb Ha ypOBHE NPOBOLHOW CBA3U) OC-
HoBaHo Ha anroputMme RC4 (Rivest's Cipher v.4 — kog PuBecta), KoTopbI NpeacTasnseT cobom
CYMMETPUYHOE NoTOoKoBOE WindpoBaHme. Kak Bb1nio oTMedeHo paHee, Ans HopmManbHOro obme-
Ha NONb30BaTENbCKUMN AAHHLIMU KMOYKM WnNpoBaHms y aboHeHTa u TOYKM pagmoaocTyna
AO0STKHbI ObITb UOEHTUYHBIMU.

AApo anroputMa CocTouUT U3 DYHKLMKN reHepaLum KIlo4eBoro Notoka. Ata yHKUMSA reHepupy-
eT nocnegoBaTenbHOCTb OUTOB, KOTopas 3aTeM O6beaVHSIeTCs ¢ OTKPbLITbIM TEKCTOM Nocpes-
CTBOM CyMMUPOBaHWs Mo Moaynto Aea. [ewmdpaunsi COCTOUT U3 pereHepawmm 3Toro Krno4veBo-
ro noToka U CyMMUPOBaHWSA €ro ¢ LmMdporpaMmmoit No MOAymn ABa AN BOCCTaHOBMEHUS UC-
XoQHoro Tekcta. [pyrasi rmaBHasi YacTb anroputMa - yHKUMS MHUUManusauum, kotopas uc-
NoNb3yeT KINoY NepeMeHHON ANUHBI NS CO34aHUsi HavarnbHOro COCTOSIHUSI reHepaTtopa Krode-
BOrO MOTOKA.

RC4 — (pakTnyecku knacc anroputmoB, onpegensemMblx pasmepom ero 6noka. 3ToT napameTp n
ABnNseTca pasMepom crnosa Ana anropytma. OBblMHO, N = 8, HO B UENnsax aHanu3a MOXHO
yMeHbLWUTb ero. OgHako Ans NoBbIWeHNa ypoBHA 6e3onacHocTn Heobxoanmo 3agaTth bonbluee
3HavyeHne 9TON BenuyuHbl. BHyTpeHHee cocTosiHme RC4 cocTtouT M3 MaccuBa pasmepom 2n
CMOB N ABYX CHETYUKOB, KaXabli pa3mepoM B 04HO crioBo. Maccus n3BecteH kak S-6okc, n aa-
nee oH 6yget obo3HavaTbes Kak S. OH Bcerga CoaepXuT nepectaHoBKY 2N BO3MOXHbIX 3Ha4e-
HWU cnoBa. [1Ba cyeTtymka ob6o3HadeHbl Yepes i n j. Anroputm namumanusauun RC4 npuseaeH
HWXe. OTOT anropuTM MUCMNOMb3yeT KIToY, COXPaHEHHbIM B Key 1 nmetowmi anvHy | 6ant. NHu-
Lunanusaums Ha4MHaeTCs C 3anoSfiHeHUa Maccmea S, Aanee 3TOT MaccuB NepemeLLmBaeTcs ny-
TeM nepecTaHoOBOK, onpeaenseMbIX KNovoM. Tak Kak Hag S BbINOMHAETCA TONbKO OOHO AEeWCT-
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BMUE, OOSMKHO BbIMOMHATLCS YTBEPXKOEHME, YTO S BCerga CoaepXuT BCE 3HaAYEeHUs KOOOBOro
crnosa.
HavanbHoe 3anonHeHne maccuBa:

for i = 0 to 2n - 1

{
S[i] = i
j=20

}

CkpambnupoBaHue:

for i = 0 to 2n - 1

{
j =3+ S[i] + Key[i mod 1]
HNepecrasnoska (S[i], S[j])

}

leHepaTop kntodeBoro notoka RC4 nepectaBnsieT 3Ha4YeHUs1, XpaHsaLWmMeca B S, 1 Kaxabli pas
BbIOMpaeT HOBOe 3HaveHMe M3 S B KayecTBe pesynbTaTta. B ogHom umkne RC4 onpegensietcs
0ofHO n-6uTtHOE cnoso K 13 Knto4eBoro NoToka, KOTOpoe B AanbHENLEM CYMMUPYETCA C UCXOA-
HbIM TEKCTOM ANs NoslydeHus 3awmdpoBaHHOIO TEKCTa.

MHuumanusauus:
i=20
j=20

Linkn reHepauuu:
i=1i+1

MepectaHoBka (S[i], S[F])

PesynetaT: K = S[S[i] + S[F]].

OcobeHHocTn WEP-npoTokona:

1. [ocTaTo4HO YCTOMYMB K aTakaM, CBA3aHHbIM C MPOCTbIM Nepebopom Knoyen LWngpoBaHus,
yTO obecneymBaeTcs HEOOXOANMMOWM ANIMHOM KNHYa N YacTOTOW CMEHbI KIoYen U MHUUmna-
NN3MpyloLwero BekTopa.

2. CaMocuHHXpoHM3auusa Ansa Kaxaoro coobueHnsi. OTO CBOMCTBO ABNSIETCA KITHOYEBLIM ONs
NMPOTOKOSOB YPOBHA OOCTYMNa K cpede nepefadn, roe BErMKO YMCNO UCKaKEHHBLIX U NoTe-
PSHHbIX MAKETOB.

3. OddektnBHocTb: WEP nerko peanusosartb.

4. OTKpbITOCTb.

5. WcnonbsosaHne WEP-wudpoBaHus He sBnseTcs obasatenbHblM B ceTax cTaHgapta IEEE
802.11.

[nsa HenpepbIBHOrO LUMPOBaHNSA NOTOKA AaHHbIX UCMNOMNb3yeTCa NOTOKOBOE U GrovHoe wnd-
poBaHue.

MoTtokoBoe wucgpoBaHmne

Mpn NOTOKOBOM LUMPPOBAHUN BbIMOSTHAETCA NOOUTOBOE CROXeHMe Mo Moaynio 2 (yHKuus
"nckntovarowee UIN", XOR) knoyeBon nocnenoBaTenbHOCTU, FEHEPUMPYEMON anropuTMOM
LWIMGPOBaAHUA Ha OCHOBE 3apaHee 3aJaHHOro Kniwo4a, u ncxogHoro coobuieHus. Kniovesas no-
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cnegoBaTenbHOCTb MMEEeT ANuHY, COOTBETCTBYIOLLYHO OSIMHE WCXOAHOro coobuieHus, nogne-
Xallero WwudpoBaHuio (PUCYHOK 5.2).

ANroputm

KnioyeBas nocnenoBaTenbHOCTb
wudppa

Knoy

WundpposaHHOe coobuieHue

McxonHoe coobuieHne

PucyHok 5.2. lNMoTokoBoe wndpoBaHue.

BnoyHoe wudgpoBaHue

brioyHoe wndposaHme paboTaeT ¢ GriokaMmu 3apaHee onpeneneHHoON ANHbl, HE MEHSIIOLENCs
B npouecce wungpoBaHus. McxogHoe coobuieHne dparmeHTupyeTca Ha 6noku, n yHKuns
XOR BbluMcnsAeTCs Hag KMoYeBOW NOCNeAoBaTENbHOCTLIO U KaxabiM 6rnokom. Pasmep 6noka
dMKCMpPOBaH, a nocnegHun parmMeHT MCXOAHOro COOBLLEHNS OOMOMHSETCHA NMYCTbIMU CUMBO-
namu oo AnuHbl HopmaneHoro 6noka (pucyHok 5.3). Hanpumep, npu 6no4yHom wmdpoBaHmm ¢
16-6anTtoBbIMM BriOKaMu NCXOAHOE coobLleHne anvHon B 38 6anToB pparMeHTUpPYyeTCs Ha OBa
6noka anvHon no 16 6anTtoB 1 1 6nok AnMHoOM 6 GakToB, KOTOPLIN 3aTeM AononHseTca 10 6an-
Tamu NycTbiX CUMBOMOB A0 AJIMHbl HOPMarnbHOro 6oka.

MoTokoBoe wWngpoBaHMe 1M BrOYHOE LN POBaHNE UCMNOMb3YT METOA SNEKTPOHHOW KO40BOW
kHurm (ECB). MeTtog ECB xapaktepusyeTcs TeM, YTO OQHO U TO XE MCXOO4HOE COOobLIEeHne Ha
BXOJe Bcerga nopoXxaaeT OAHO U TO e 3almdpoBaHHOe coobLleHne Ha Bbixoge. ATO NOTeH-
unanbHas opelwwb B cucteme 6e3onacHocTn, 60 CTOPOHHUI HabnogaTenb, o6HapYXUB NOBTO-
psoLwmecs nocrnegoBaTenlbHOCTU B 3alunMdpoBaHHOM Co0bLLIEHMM, B COCTOSIHMM caenaTb oboc-
HOBaHHbIE NPeanonoXeHNss OTHOCUTENBHO NAEHTUYHOCTUN CoaepXKaHNS UCXOAHOrO COOBLLEHNS.

Anroputm

K4 widpa

Knioyesas nocnegosarenbHOCTb

LLIncbpoBaHHoe coobiuerme 1 ?’ﬂ

McxoaHoe coobuieHue 1 '2_‘?|

%

McxonHoe coobuerne

PucyHok 5.3. bno4vHoe wundposaHue.

[nsa yctpaHeHus ykazaHHOW NpobnemMbl UCNonb3yHoT:
v’ BekTOpbl MHMUManu3auum (Initialization Vectors - 1Vs);
v' obpaTHyto cBs3b (feedback modes).

[o Havana npouecca wugposaHna 40- nnn 104-6UTHbBIN CEKPETHBLIN K04 pacnpenenseTcs
Mexay BCceMu CTaHuMsiMK, BXogsawmmn B 6ecnpoBoHyto ceTb. K cekpeTHomy kntodvy fobasns-
eTcsa BekTop nHuumanuaauum (1V).
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BekTop nHnumanusauum (Initialization Vector, V)

BekTop vHMUManusauuun mcnonb3yeTca And Moaudukaumm KrnovyeBoW MNocnefoBaTefbHOCTU.
Mpn ncnonb3oBaHUKM BEKTOPA WHULMaNM3aumm KrodeBas nocrnegoBaTerbHOCTb reHepupyeTcs
anroputTMom LWINPOBaHUSA, Ha BXO, KOTOPOro nodaeTcsl CeKpeTHbIN KoY, COBMeELLEHHbIN C V.
Mpn n3meHeHUU BeEKTOpa MHULMAnNU3auMu Kroyesasd MocrnefoBaTenbHOCTb Takke MEHSIeTCS.
Ha pucyHke 5.4 ncxogHoe coobuieHne wndpyeTcsl ¢ MCNONb30BaHMEM HOBOW KiOYEBOW MO-
cnefoBaTeribHOCTU, CreHepUpoOBaHHOMW anropuTMoM LWIMGPOBaHUSA Nocne nogadn Ha ero BXoA
KOMOMHaLUMM N3 CEeKPEeTHOro Kr4va M BeKTopa WHWUManusauuu, 4To nopoxaaeT Ha Bbixoae
LWMdpoBaHHOE coobLeHue.

Crangapt IEEE 802.11 pekomeHOyeT ncnonb3oBaTb HOBOE 3HAYEHUE BEKTOpA UHULMaNM3aLmnm
ANt KaXKOoro HOBOro chperiva, nepegaBaemMoro B paguokaHar.

ANropuTm

Knioyesas nocnegoBaTenbHOCTb
wudpa

IV ] Kniou

WundposauHoe cooblieHune

McxopHoe coobleHne

PucyHok 5.4. Anroputm wndposanuna WEP.

Takum o6pa3om, 0aMH K TOT Ke HelwndgpoBaHHbIN hpenM, nepeaaBaemMbii MHOrOKPaTHO, Kax-
Abl pa3 GygeTt nopoxaaTb YHMKaIbHbIV WNdPOBaHHbIA ddpenm. BekTtop nHnynanmsaumm mme-
eT ANuHy 24 6uta n coBmellaetcs ¢ 40- nnn 104-6utoBbiM 6a30BbIM KNOYOM LIMGPOBAHMSA
WEP Takum obpasom, 4TO Ha BXog anroputma wmndpoBaHms nogaetca 64- nnn 128-6utoBbin
Kntoy. BekTtop MHMUmnanmsauum npucyTcTByeT B HELUMpoOBaAHHOM BMAe B 3arofnoBke penma B
pagvokaHane, ¢ TeM 4ToObl NpUHMMAaloLWas CTOpOHa Morna YCnewHo AeKoavMpoBaTb 3TOT
dperim. HecmoTpst Ha To, 4YTO OObIMHO rOBOPSAT 006 ncnonb3oBaHuMK wndgpoBaHmuss WEP ¢ krto-
Yyamu anvHoun 64 nnu 128 6utos, addekTnBHaAA ANuHa kroda coctasndet nuwb 40 unn 104
OuTa No NpuMynHe nepedayun BEKTopa nHuunanuvsaumm B HewundposaHHoM Buae. Npu HacTpon-
Kax wudpoBaHusa B obopygoBaHum npu 40-6MTHOM ahbdeKkTBHOM Kritode BBOAATCA 5 GawnTo-
BbIX ASCIl-cumonos (5*8 = 40) nnn 10 wecTtHaguatepuyHblx Yucen (10*4 = 40), u npu 104-
HGuTHOoM adppekTnBHOM Kntoye BBOoAsATcs 13 GantoBbix ASCII-cumeonos (13*8 = 104) unu 26
LWecTHaguaTepuyHbIx Yncen (26*4 = 104). Hekotopoe obopynoBaHne MoxeT paboTtaTb co 128-
OWTHBLIM KITHOHOM.

O6paTtHas cBA3b

O6paTtHas cBs3b MoaudumumpyeT Npouecc WngpoBaHnsa U npegoTepallaeT nopoxaeHue og-
HUM 1 TEM XK€ UCXOAHbIM COOBLLEHMEM OOQHOrO U TOro e WndpoBaHHOro coobuieHnda. Obpat-
Hasi CcBA3b OObIMHO MCMonb3yeTca npy 6nMo4YHOM WKMdpoBaHUKU. Yalle Bcero BCTpevyaeTcsa Tun
obpaTHOWM CBA3WN, N3BECTHbIM Kak Liernoyka wmdpoBaHHbIX 6nokos (CBC).

B ocHoBe ncnonb3oBaHns LenoYvkn LWNGPOBaHHbIX GIIOKOB NEXUT MAES BblYUCIEHUS BONYHOM
dyHkuMn XOR mexagy OroKOM MCXOAHOro CoobLeHus U npeawecTtBoBaBLUMM €My OGroKOM
LWMdPOBaHHOrO coobuieHns. ockonbKy cambli NepBbI BNIOK HE MMEET NnpefLecTBEHHUKA,
Ana moandmkaumm KnoveBon nocrnenoBaTenbHOCTU UCNOMb3YHT BEKTOP MHULMANMU3ALMN.
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2.2.Cneumndcdukauna WPA

Ho mas 2001r. ctaHaapTM3aumnsa cpeacTe MHOpPMaUMOHHOM 6e3onacHocTK anst 6ecnpoBoaHbIX
ceten 802.11 oTHocunack k BegeHuto paboden rpynnel IEEE 802.11e, HO 3aTem aTa npobne-
MaTuka Obina BblgeneHa B camMocTosTenbHoe noapasgeneHue. PaspaboTaHHbI cTaHaapT
802.11i npmsBaH pacmpuTb BO3MOXHOCTU npoTokona 802.11, npeaycMoTpeB cpeactea wudg-
poOBaHUA nepefaBaeMblX AaHHbIX, @ Takke LEeHTpanvM3oBaHHON ayTeHTUdUKaumm nonb3oBaTe-
nen n pabounx cTaHUUN.

OcHoBHble npowussogutenn Wi-Fi obopygoBaHusa B nuue opraHmsaumm WECA (Wireless
Ethernet Compatibility Alliance), nHade nmenyemon Wi-Fi Alliance, yctas xgaTb paTudukaunm
crangapta IEEE 802.11i, coBmecTtHOo ¢ IEEE B HOsiGpe 2002 r. aHOHCMpoBanu cneundgukaumio
W-Fi Protected Access (WPA), cooTBeTCcTBME KOTOpON obecneumBaeT COBMECTUMOCTb 06opy-
AOBaHUA pasnuyHbIX NponsBognTeNen.

HoBbii ctaHgapT 6e3onacHoctn WPA obecneunBaeT ypoBeHb 6e3onacHOCTM Kyaa 6onbLuni,
yem moxeT npegnoxnte WEP OH nepebGpacbiBaeT MOCTUK mexay ctaHgaptamm WEP n 802.11i
N UMeeT HeManoBaXHoe NPeENMYLLECTBO, KOTOPOE 3aKroyaeTcs B TOM, YTO MUKPOMNPOrpaMmMHoOe
obecneveHne Gonee ctaporo obopyaoBaHust MOXET BbITb 3aMeHeHO 6e3 BHeceHust annapar-
HbIX U3MEHEHUI.

IEEE npegnoxumna BpeMeHHbId NPOTOKON uenocTtHocTn krtova (Temporal Key Integrity

Protocol, TKIP).

OCHOBHbIE YCOBEPLLUEHCTBOBAHUS, BHECEHHbIE NpoTokonom TKIP:

v/ NokagpoBOe U3MeHeHue Krtoden wudpoBaHusa. WEP-knoY ObICTPO M3MEHSIeTCs, U Ans Ka-
XOO0ro Kagpa oH opyrom;

v/ KOHTpOIb LenocTHocTh coobueHns. ObecneymBaeTcst aPEKTUBHbBIN KOHTPOIb LENOCTHO-
CTN (PpeMOB aHHbIX C Uenbio NpeaoTBpaLLeHns CKPbITbIX MaHunynaumm ¢ dopernmamm u
BOCNpousseaeHns ppenmos;

v/ yCOBEPLUEHCTBOBAHHbIA MEXAHW3M YNPaBIEHUS KIYaMK.

MocpennmoBoe nameHeHUe Knro4veun WncgppoBaHus

Atakn, npumensaemble B WEP, ncnonb3sytowme yassumoctb cnaboix IV (Initialization Vectors),
Takux, KOTOpble NPUMEHSAIOTCS B NpUNoxeHun AirSnort, OCHOBaHbl Ha HaKOMNEHUN HECKOSTbKNX
PpenMoB AaHHbIX, coaepXalmx MHPOPMauunio, 3aiMpoBaHHY0 C UCMOMb30BaHMEM Cnabbix
IV. MNpocTtenwm cnocobom caepXkmnBaHMsl TakMx aTak siBnsietcsa unameHeHme WEP-kntoua, mc-
nonb3yemMoro npu obmeHe dperimamm Mexay KIMEeHTOM M TOYKOW JOCTyna, A0 TOro Kak aTa-
KYIOLLMI yCneeT HaKonuTb openiMbl B KONMYECTBE, 4OCTAaTOYHOM ANS BbiBOA4a OMTOB KItova.

IEEE apantupoBana cxemy, M3BECTHYIO Kak nodpenMoBOe M3MeHeHue kroya (per-frame
keying). OCHOBHOW NpPWHLMMN, HA KOTOPOM OCHOBAHO NOPPENMOBOE N3MEHEHME KIHOYa, COCTOUT
B Tom, 4uto IV, MAC-agpec nepegatunka n WEP-knto4 obpabaTbiBaloTCA BMECTE C MOMOLLBLO
ABYXCTyNneH4yaTon OyHKUMW nepemelumsaHus. PesynbtaT npuMeHeHnss 3Ton OyHKUUN COOTBET-
ctyeT ctaHgapTHomy 104-paspsgHomy WEP-kntouy n 24-paspsgHomy V.

IEEE npeanoxuna Takke yBenuuutb 24-paspaaHblii BEKTOP MHUUManu3auumn o 48-paspagHoro
IV. Ha pucyHke 5.5 npeacrtasneH obpasey 48-paspsagHoro IV n nokasaHo, kak oH pa3buBaeTcs
Ha YacTu 4na UCnonb3oBaHWA NP NOPENMOBOM U3MEHEHUN KITtoYa.
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Crapwwue 32 paspsga Mnagwwe 16 paspsaos

, N el
e e .

48 paspsgos IV

PucyHok 5.5. Pa3bueHne 48-paspsgHoro V.

Mpouecc nopenmMoBOro N3MEHEHUs Kniova MOXHO pas3buTb Ha crnegyolwime atanbl (PUCYHOK
5.6):

v' 6asoBbin WEP-knto4 nepemelwmnBaetcs co crtapwmmmn 32 paspsigamu 48-paspsigHoro 1V
(32-paspsagHble yucna MoryT npuHuMaTh 3HadeHus 0-4 294 967 295) u MAC-agpecom ne-
pegatymnka. PesynbTaT 3T0ro 4encTBms HasbiBaeTcs koY 1-1 dbasbl. ATOT npoLecc No3Bo-
nSaeT 3aHeCTU Koy 1-1 ¢hasbl B KILW U TaKKe HANpsIMy0 MOMECTUTb B KIHOY;

v' kntov 1-n pasbl cHoBa nepemelumsaeTtcs ¢ IV u MAC-agpecom nepegaTymka ans BblpaboT-
KN 3Ha4YeHus1 NodopenmMoBOro Krwo4a;

v' BeKkTop uHMumanusaumm (IV), ucnonbayembin 4ns nepegaym dperima, MMeeT pasMmep Tosb-
Ko 16 6uT (16-paspsagHbie yMcna mMoryT npuHumMath 3HadeHus 0-65 535). OctaBwnecs 8
ouT (B cTaHgapTHOM 24-6utoBoM IV) npegcraBnstoT cobon pukcnpoBaHHOE 3HAYEHWE, UC-
nonb3yemMoe Kak 3anosfiHuUTenb;

v' nodperimoBblI kntod npumeHsietca ans WEP-windpoBaHus dperiMa gaHHbIX.

Korga 16-6utoBoe npocTpaHcTBO |V okasbiBaeTcsl McHepnaHHbIM, kKtod 1-i1 dbasbl oTOpachkiBa-
eTca n 32 cTtapwumx paspsga yBennumparoTces Ha 1. 3HaudeHne nodhpenMOBOro Kro4a BblUNCTISA-
eTCcs 3aHOBO, KaK Ha aTane 2.

Koy WEP

Kntouy 1-i1 dhasbl

Crapuwmue 32 paspspa IV

MAC=aapec nepegaryuka

16=paap. IV]| MNodpeirMoBbIn Koy

Anroputm
wudpa

Knwouesas nocnenosarensHocTb

@ WndposaHHoe coobuieHune

WcxoaHoe coobuieHue

PucyHok 5.6. MNpouecc coszgannd wmdpoBaHHoro coobeHmsa 8 WPA.

Mpouecc nohperiMoBOro N3MeHeHUs Krntova MOXXHO pa3buTb Ha crieayoLlmne atanbl.
v’ yCTpOWCTBO MHUUmanuanpyeT IV, npuceanBas emy 3HayeHune 0. B gBonyHOM npepcraene-
HWUK aTo ByaeT 3HadeHre 000000000000000000000000000000 0OO0000000000000000;
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v" nepsble 32 pa3psga |V (B paccmaTpuBaemMomMm criyyae - nepsble 32 Hynsl) nepemeLLmBatoTcs
¢ WEP-knto4om (Hanpumep, nmetowmnm 128-paspsagHoe 3HadeHne) u MAC-agpecom nepe-
Aatyunka (Mvetowmm 48-paspsagHoe 3HaveHue) Ansi nonyvYeHus 3HadeHns knoda 1-n asbl
(80-paspsgHOE 3HaYeHME);

v' Kntod 1-1 dhasbl BHOBb NepemelunBaeTcs ¢ nepbiMn (cTapwmnmm) 32 paspsigamu IV n MAC-
agpecoMm nepegarydmka, 4Tobbl nony4nts 128-paspagHbii nopenmoBbIn Kntod, nepeble 16
pa3psg0B KOTOPOro npeactasndAoT cobon 3HadeHne |V (16 Hynen);

v\ BEKTOp MHMUManu3aumm nodperimoBoro knova yeennumsaetcs Ha 1. Nocne Toro kak nodp-
penmoBble Bo3moxHocTu |V 6yayT ucyepnansl, IV 1-1 dbasbl (32 6uta) yBennumnsaetcsa Ha 1
(oH Tenepb oynet COCTOSATb n3 31 Hyns ] oaHomn €aQNHULBI,
00000000000000000000000000000001) n T. A.

3T0T anroputm ycunusaet WEP o Takon cTeneHu, YTo NoYTu BCe U3BECTHbIE Cevac BO3MOX-
HOCTW aTak ycTpaHsATcs 6e3 3ameHbl cyllecTBytowero obopyagosaHus. Cnegyet OTMETUTb, YTO
aToT anroputm (1 TKIP B uenom) paspaboTtaH C Lenbio YCTpaHUTb ysa3BUMbIE MECTA B CUCTEME
ayteHTudpmkaumm WEP un ctangapta 802.11. OH xepTByeT cnabbiMu anroputmamu, BMECTO
TOro 4To6Ll 3aMeHATbL 060pyaOBaHME.

KoHTponb LenocTHOCTH coobLeHus

Ansa ycuneHns Manoad@eKkTMBHOroO MexaHmu3mMa, OCHOBaHHOIO Ha UCMOSIb30BaHUN KOHTPOSbHO-
ro npusHaka uenoctHoctu (ICV) crangapta 802.11, 6yoeT NPpMMEHSITLCS KOHTPOSIb LIEMOCTHO-
ctn coobueHunsa (MIC). Bnarogaps MIC moryT GbiTb NMKBUANPOBaAHbLI crnabble MecTa 3aluuThbl,
crnocobCTByOWME NPOBEAEHUIO aTaK C MCMOSb30BaHNEM NoaaeribHbiX (hperMoB U MaHunyns-
umm 6utamu. |IEEE npegnoxuna cneumanbHbid anropuTm, NOyyYmBlWIMA HasBaHue Michael
(Mawnkn), 4tobbl yeunutb ponb ICV B wndgpoBaHnm dpenmoB AaHHbIX cTaHaapTa 802.11.

MIC nmeeT yHUKanbHbIM KN4, KOTOPbIA OTNINYAETCS OT KIo4a, UCNOoNb3yeMoro ans wudposa-
HMA OpPerMOB AaHHbIX. OTOT YHUKamnbHbIM K4 nepemMelinBaeTcs ¢ HasHavyeHHbIM MAC-
agpecoM u ncxogHeim MAC-agpecom dpenma, a Takke CO BCEN He3awndPOBaAHHOW YacTbio
dperma. Ha pucyHke 5.7 nokasaHa pabota anroputma Michael MIC.

MAC-aagpec craHumu

Ha3Ha4YeHus
MAC-apapec AnropuTtm j 3
MCTONHUKA Michael 64-paspsaaHbin MIC

lNonesHbie AaHHble
craHpapra 802.11

Mepepasaemobin hpenm

16-paspsansin IV Hannme/nonesnan Harpyska 64-paspsaHein MIC | 32-paapraqsin IV

MNepepnava

MNodpeimosoe
wndposaHne

PucyHok 5.7. Pabota anroputma Michael MIC.
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MexaHuam wundgposaHusa TKIP B Lenom ocyLlecTBnseTcs cnegyowmnm obpasom:

1.

2.
3.

C nomoLybto anroputMa nodperMMoBOro HasHaudeHns KnoYvern reHepmpyeTcsa noppenmoBsblii
KoY (pUCyHoK 5.8).

Anroputm MIC reHepupyeTt MIC gnsa dperima B LLeNom.

dpenim parmMeHTMpyeTca B cooTBeTCTBUM ¢ ycTaHoBKamMn MAC oTHocuTenbHO dparmeH-
Taymu.

dparmeHTbl hperima WndpyrTcs ¢ MOMOLLBLI NOPENMOBOTO Kito4a.

OcyuwectBnseTca nepegaya 3awngpoBaHHbIX oparMeHToB.

MAC-agpec crtaHuum
Ha3HavyeHus
MAC-anpec Anroputm e
UCTOMHMKE Michael ®peitm aaHHbIX ¢ MIC
Ko MIC dparmeH-

Tatop

MothpenmoBbii KoYy

3awudpoBaHHbie hparMeHThl penma

PucyHok 5.8. MexaHunam wngposanms TKIP.

AHanorn4Ho npoueccy wudgposaHus no anroputmy TKIP, npouecc gewmngposaHns No aToMy
anropuTmy BbINOSTHAETCS cnegyrowmm obpasom (pucyHok 5.9):

1.
2.

w

MpenBapunTenbHO BblMUCAAETCS KoYy 1-11 hasbl.

Ha ocHoBaHuu IV, nonyyeHHoro u3 exogawero ¢pparmeHta cdperima WEP, Bbluncnsetcs
nodppernmoBbIn KoY 2-1 doasbl.

Ecnu nony4yeHHbIn [V He TOT, Kakon HYXHO, bperm oTbpackiBaeTcs.

dparmeHT hperima paclindpoBbIBAETCS, U OCYLLLECTBSIETCS NPOBEPKA NpU3Haka LiesnocT-
HocTn (ICV).

Ecnn KOHTpONb Npu3Haka LenoCTHOCTU AaeT oTpuuaTefibHbl pesynbTaT, Takon dpenm
oTOpacbIiBaeTCs.

PaclumndposaHHble doparMeHThl hpenma cobmnparoTcsl, YToObl NONYYUTb UCXOAHBIM dpenmM
AaHHbIX.

MpremMHuk BbluncnseT 3HavyeHne MIC n cpaBHMBaET ero CO 3Ha4YeHWeM, HaxogsAWMMCs B
none MIC dppenma.

Ecnu aTn 3HaveHusa coBnagatoT, pperim obpabaTbiBaeTCA NPUEMHUKOM.

Ecnun aTn 3Ha4eHns He coBnagaroT, 3Ha4UT, ppenm nmeet ownbky MIC, n npyuemHuk npum-
HUMaeT mepbl npoTtusogencTams MIC.
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PucyHok 5.9. MexaHunsm gewumndposkm TKIP.

Mepbl npotueogencTens MIC cOCTOAT B BbINONHEHUN NPUEMHUKOM CReayoLwwmx 3agaq:

1. TlprveMHuK ygansieT CyLecTBYIOLWNIA KITY Ha accounmpoBaHue.

2. TpuemHuk permctpupyeT npobriemMy Kak OTHOCALLYytOCA K 6e30nacHOCTU ceTu.

3. AcCOLMMPOBAHHbLIA KIIMEHT, OT KOTOPOro Obin MOMy4YeH NOXHbIA Ppenim, He MoXeT ObiTb
accoummpoBaH 1 ayTeHTuurumpoBaH B TedeHne 60 cekyHa, 4Tobbl 3amMennnTb ataky.

4. KnueHT 3anpalinBaeT HOBbIN KITHO.

WPA moxeT pabotatb B AByX pexumax: Enterprise (kopnopatmeHbii) n Pre-Shared Key (nep-
COHarbHbIN).

B nepBom cnyyae xpaHeHue 6a3sbl 4aHHbLIX U NpOBEpKa ayTEHTUYHOCTK o cTaHgapTy 802.1x B
fOonblKnX ceTax OObIMHO OCYLLECTBRANTCA crneuuanbHbiM cepBepoM, vauwe Bcero RADIUS
(Remote Authentication Dial-In User Service). Enterprise-pexxum Mbl pacCMOTpUM darnee.

Bo BTOpOoM cnyyae nogpasymeBaeTcs rnpumeHeHne WPA Bcemn kateropusiMn nonb3oBaTenen
6ecnpoBOAHbIX CETEN, T.€e. UMEET MECTO YNPOLLEHHbIN PEXUM, HE TPEBYHOLLNA CROXHBIX Mexa-
HM3MOB. JTOT pexum HasbiBaetcsa WPA-PSK v npegnonaraeT BBegeHMe oQHOro naponsi Ha
Kaxabln y3en GecnpoBogHon ceTu (TOYKy AocTtyna, 6ecnpoBO4HON MapLUpYTM3aTop, KIMEHT-
Cckui agantep, MocT). [Jo Tex nop, noka naponun CoBnagaroT, KNMeHTy ByaeT paspeLueH 4OCTyn
B ceTb. MOXHO 3ameTuTb, 4TO Noaxond C ucnonb3oBaHveM napons genaet WPA-PSK yassu-
MbIM N5 aTakm mMeToaom noabopa, OAHaKo 3TOT pexum m3baBnaeT OT NyTaHWUubl C KNoYamu
WEP, 3aMeHsIs UX LLeNTOCTHOW M YEeTKOW CUCTEMOW Ha OCHOBE LUpo-6yKBEHHOrO Napons.

Taknum obpasom, WPA/TKIP — 3710 pelueHne, npegocTtaBnsoliee 60MnbWLMA MO CPaABHEHUIO C
WEP ypoBeHb 6e3onacHocTu, HanpaBneHHoe Ha ycTpaHeHue cnabocTen npeflecTtBeHHUKa U
obecne4nBaloLLee cCOBMECTUMOCTb C 6onee ctapbim obopyaosaHmem ceternt 802.11 6e3 BHece-
HWSA annapaTHbIX U3MEHEHNIN B YCTPOMCTBA.

2.3.Ctanpapt cetn 802.11i ¢ noBbILweHHOW 6e3onacHocTbio (WPA2)

B nioHe 2004 r. IEEE patuduumupoBan gaBHO OXuaaeMbln ctaHaapT obecnedeHns 6e3onacHo-
cTn B 6ecnpoBOHbIX NloKanbHbIX ceTax — 802.11.i.
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HencteutensHo, WPA OOCTOMH BOCXMLLEHMS KaK LUegeBp PeTpPOuHXMHMpUHra. Co3gaHHbIn ¢
yyeToM cnabbix mect WEP, oH npeactaBnsdet cobom o4eHb HagexHyt cuctemy 6e3onacHocTm
1, Kak npaBuno, obpaTtHo coBmecTum ¢ cyuiectayromnm Wi-Fi-obopygosaHmem. WPA - npaktu-
yeckoe pelueHune, obecneuvnBatoLLee JOCTAaTOUHbIN YPOBEHb BGe30nacHoOCT aAnsg 6ecnpoBOdHbIX
ceTen.

OpHako WPA — komnpomuccHoe pelleHne. OHO BCe elle OCHOBAHO Ha anroputMme LwmdpoBa-
Hust RC4 n npotokone TKIP. BeposiTHOCTb BbiiBNEHUST Kaknx-nnbo cnabbix MecT XoTs 1 mana,
HO BCe e CyLlecTByeT.

AbcontoTHO HoBas cucTema be3onacHocTu, nuueHHaa HegoctaTtkoB WEP, npeacraensieT co-
OoK nydlwee OONrOCPOYHOE U K TOMY Xe paclumpsieMmoe pelleHue gnsa 6esonacHoctn 6ecnpo-
BOAHbIX ceTen. C 3Ton Lenbio KOMUTET NO CTaHAapTaM NPUHAN pelweHne paspaboTatb cuctemy
©e3onacHocTu ¢ Hyns. OTo HoBbI cTaHgapT 802.11i, Takke n3BeCTHbIN Kak WPA2 1 BbinyLeH-
HbI TeM e Wi-Fi Alliance.

Crangapt 802.11i ucnonb3yeT KOHUenuuio noBbieHHON 6e3onacHoctn (Robust Security
Network, RSN), npegycmatpumBatoLLyto, YTo 6ecnpoBoaHbIE YCTPONCTBA AOSMKHBI 06ecneynBaTb
AOMOMHUTENbHbIE BO3MOXHOCTU. JTO NoTpebyeT n3MeHeHMn B annapaTHOW 4acTu 1 nporpamMmm-
HOM obecneyeHuu, T.e. ceTb, MOMHOCTbI COOTBETCTBYOWAsas RSN, cTaHeT HeCoOBMECTUMON C
cywectytowmm obopynosaHnem WEP. B nepexogHbii nepuog Oyaet noaaepXkmBaTbCs Kak
obopynoeaHue RSN, Tak n WEP (Ha camom gene WPA/TKIP 6bino pelieHmem, HanpaeneHHbIM
Ha coxpaHeHue MHBecTUUMA B 06opydoBaHue), HO B AanbHenwem yctponctea WEP HaunyT
oTMUMpaThb.

802.11i npMnoXum K pasnuyHbIM CETEBBbIM peanusauuam u moxeT 3agencteosatb TKIP, HO no
ymonyanuio RSN mncnonedyet AES (Advanced Encryption Standard) n CCMP (Counter Mode
CBC MAC Protocol) n, Takum o6pasom, asnsietca 6onee MoLLHbIM pacLUMpPSAeMbIM peLLIEHNEM.
B koHuenuun RSN npumensietca AES B kadecTBe cuctembl LWIMpOBaHMs, NOogOGHO TOMY Kak
anroputm RC4 3apencteoBaH B WPA. OgHako MexaHu3m wndpoBaHus Kyga 6onee CroxeH n
He cTpagaeT oT npobnem, ceoncTBeHHbIXx WEP AES - 6ro4HbIn Wwindp, onepupytowmin 6riokamm
AaHHbIX o 128 6ut. CCMP, B cBOO o4vepenpb, - NpoTokon 6e3onacHocTu, ucnonb3dyembiin AES.
OH aBnsietca skBuBaneHtom TKIP B WPA. CCMP Bbiuncnsaet MIC, npuberas K xopoLuo us-
BecTHOMYy M npoBepeHHoMy MeTogy Cipher Block Chaining Message Authentication Code
(CBC-MAC). NameHeHne paxke ogHoro 6uta B coObLLEHMN NPUBOAUT K COBEPLLUEHHO OPYromMy
pesynbTaTy.

OpaHon n3 cnabbix ctopoH WEP Obino ynpaBneHne cekpeTHbIMU KrtodaMmu. MHorve agMMHAUCT-
paTopbl 6onbluMx ceTen Haxoomnu ero HeyaobHbiM. Kntoun WEP He meHanuce gnutensHoe
BpeMs (Mnun HUKorga), 4To obneryano 3agady 3r0yMblLUSIEHHMKAM.

RSN onpegensiet nepapxuto KrnoyYem ¢ orpaHUYEeHHbIM CPOKOM AencTBud, cxogHyto ¢ TKIP B
AES/CCMP, 4tobbl BMECTUTL BCE KMtoun, Tpebyetcs 512 6ut - meHble, Yyem B TKIP B o6ounx
Cnyyasx mMacTep-Kniudm UCnomnb3yTca He NpsaMo, a And BbiBoga Apyrux knwoden. K cyacTolo,
afMUHUCTpaTop AoSmKeH obecneunTb eAMHCTBEHHBbIN MacTep-kntod. CoobLeHnsa cocTaBnsoTcs
n3 128-6utHoro 6noka gaHHbIX, 3alMGPOBAHHOIO CEKPETHbLIM KIOYOM Takown e AnuHbl (128
6uT). XoTa npouecc WndpoBaHUS CAOXEH, agMUHUCTPATOP ONSATb-TaKM HE AOSMPKEH BHUKATL B
HI0AHCbl BblYUCrieHUA. KOHEYHbIM pe3ynbTaToMm SBMSETCH Wngp, KOTopbl ropasfo CrioxHee,
yem gaxe WPA.
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IEEE 802.11i (WPA2) — aTo Haubonee yctonumBoe, paclumpsiemoe n 6e3onacHoe pelueHue,
npegHasHavyeHHoe B NEPBYIO odepenb AN KPYMNHbIX NPeAnpUsTUA, rae ynpasneHne Knovamm un
aAMWHUCTPMPOBaHME LOCTaBNAET MHOXECTBO XJ10MOT.

CraHgapt IEEE 802.11i pa3spaboTtaH Ha 6a3e npoBepeHHbIX TexHonormni. MexaHuambl 6e30-
MacHOCTM BbINKN CNPOEKTUPOBAHbI C HYNsi B TECHOM COTPYAHWYECTBE C JyYlIMMK cneynanucTa-
MM MO KpunTorpadun U MMEKT BCE LUAHCbl CTaTb TEM pELUEeHMEM, KOTopoe Heobxogmmo Gec-
NpPoOBOAHLIM CETAIM. XOTsl HM oaHa cuctema 6e3onacHoOCTM OT B3NloMa He 3acTpaxoBaHa, |IEEE
802.11i — 3TO pelleHne, Ha KOTOPOE MOXHO nonaratbCsl, B HEM HET HEAOCTAaTKOB MpeablayLLmX
cuctem. U, koHeyHo, WPA npurogeH gna agantaumm yxe CywlecTBytollero obopyaoBaHuns, m
TONbKO KOrga ero pecypcbl 6yayT OKOHYaTENbHO MCYepnaHbl, Bbl CMOXETE 3aMEHUTb €ro Ho-
BbIM, MOJTHOCTLIO COOTBETCTBYHOLLMM KOHUenuun RSN.

Mpon3BoanTeNbHOCTb KaHana CBSA3W, Kak CBUOETENbCTBYIOT pe3ynbTaTbl TECTUPOBAHNSA 000pYy-
AOBaHUs pasnuyHbIX npoussoauTenen, nagaet Ha 5-20% npu BknodeHun kak WEP, Tak u
WPA. OgHako ucnbitTaHusa Toro obopyaoBaHus, B KOTOPOM BKIOYEHO windpoBaHne AES Bme-
cto TKIP, He nokasann CKOJbKO-HMOYOb 3aMEeTHOro nageHust CKOpoCTU. ATO MO3BONSIET HaOe-
atbes, Yto WPA2-coBmecTMMoe obopyaoBaHMe npefocTaBUT Ham OONroOXAaHHbIN HAL4EXHO
3alMLEHHbIN KaHan 6e3 noTepb B NPON3BOANTENBHOCTH.

WundposaHue no anroputmy AES

M3BeCTHO, YTO WndpoBaHne n ayTeHTudmKaums, NnpoBogMMble B COOTBETCTBUN CO CTaHOAPTOM
802.11, nmetoT cnaboble ctopoHsbl, IEEE n WPA ycununu anroputm WEP npoTtokonom TKIP n
npeanaraeT CUNbHbIN MexaHu3m WngpoBaHua no ctanHgapty 802.11i , obecneunBarowmn 3a-
wmty 6ecnpoBoaHbix LAN ctangapTta. B toxe Bpemsi IEEE agantupoBan mexanmam AES ans
NPMMEHEHUS ero No OTHOLIEHMIO K pa3geny, KacawLweMycs 3aluliaeMblX JaHHbIX npeanarae-
moro ctaHgapta 802.11i. KomnoHeHTol WPA He obecneumBaloT nNoadepkky LumdpoBaHust no
anroputmy AES.

Anroputm AES npegctaensieT cobon crneayloliee nokoreHme cpeacTts wungposaHms. Hauwmo-
HanbHbIM UHCTUTYTOM cTangapToB n TexHonornni (NITS) CLUA. HasBaHHbIN MHCTUTYT Npeano-
Xnn coobLecTBy KpUNTONOros paspaboTaTb HOBbIE anropuTMbl LWMGPOBAHUA. DT anropuTMbl
AOMKHbI BbiTb MOMHOCTLIO OTKPbITHI U MCNONBb30BaTbCA GecnnaTtHO. PUHANNCTOM U MPUHATBIM
MeTOAOM CTan Tak HasbiBaembli anroputm PuiiHgena. Kak n mHorne gpyrue wndpsl, AES Tpe-
OyeT pexuma obpaTHOM CBA3M BO m3bexaHue pucka, CBS3aHHOrO C pexumom ECB(pexum
LWMGPOBaAHUA C MOMOLLBIO 3NeKTPOHHbIX kKoaoB). IEEE paspabotan pexum AES, npegHasHa-
YEeHHbIN crneumanbHO Ans NpUMeHeHnst B 6eCnpoBOAHbIX NOKanNbHbIX CETAX. TOT PEXUM Ha3bl-
BaeTCsa pexum cyeTa cuenneHmn 6nokos wudpa (Chiper Block Chaining Counter Mode, CBC-
CTR) c KOHTponem ayTeHTUYHOCTU coobleHnn o cuenneHnax 6rokos wudgpa (Chiper Block
Chaining Message Authenticity Check, CCB-MAC), Bce BmecTe 310 0603Ha4aeTcs abbpesua-
Typonn AES-CCM. Pexum CCM npegctaBnsieT cobon koMOuMHauuio pexunma wmndpoBaHus
CBC-CTR n anroputma KOHTpoONnsa ayTeHTU4HocTn coobuieHmnn CBK-MAC. OTn yHKUMKM cKom-
OMHMpOBaHbI N5 obecneyeHns WngpoBaHs N NPOBEPKM LIENTOCTHOCTU COOOLLEHNA B O4HOM
peLLeHnn.

Anroputm wndppoBarHns CBC-CTR paboTtaeT ¢ Mcnonb3oBaHMEM cyeTyMKka AN MONoSIHEHUS
KMOYEeBOro NOToka. 3HavyeHne 3TOro CYETYMKA YBENMUMBAETCA Ha eANHMLY Nocne WngpoBaHNs
kaxkgoro 6noka. Takow npouecc obecneynBaeT NoNyyYeHMe YHUKANbHOrO KNoYeBOro NoToka Ans
Kakgoro 6noka. dperim ¢ OTKPbITbIM TEKCTOM Aenntcs Ha 16-6antoBblie 6noku. Nocne wundpo-
BaHMA Kaxgoro 6noka 3HadeHve cyeTymKka yBeNUMUMBaEeTCs Ha eguHNLY, U Tak 4o Tex nop, noka
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He OyayT 3awmndpoBaHbl Bce 6roku. [Ans kaxkaoro HOBOro doperiMa cyeTymK nepeycraHaBnmBa-
eTcs.

Anroputm wundposaHns CBC-MAC BbINonHAETCs C MCNOMb30BaHMEM pesynbTata wndposa-
Hna CBC no OTHOLLEHMIO KO BCEMY (hpenmy, K agpecy HasHavyeHus, agpecy UCTOYHUKA U AaH-
HbIM. Pe3ynbTupytowmin 128 paspsagHbii BbIXO4 ycekaetca Ao 64 6ut ons ucnonb3oBaHWs B
nepegasaemMom penme.

CBC-MAC paboTtaeT ¢ M3BeCTHbIMWU KpunTorpaduiecknmm yHKUUSMU, HO UMEET M3LOEPXKKY,
CBSI3aHHblE C BbINOSIHEHMEM ABYX Onepauuin Ans WU(POBaHUS U LENOCTHOCTU COOBLLEHMN.
3710T npouecc TpebyeT Cepbe3HbIX BbIMUCIUTENBHbIX 3aTpaT U 3HAYUTENbHO YBEMUYUT «Ha-
KnagHble pacxodbl» LWpoBaHUS.

3. AyteHTncpukaumna B 6ecnposoaHbix Wi-Fi ceTsaix

3.1. NpuHumn ayteHTudmkaumm aboHeHta B IEEE 802.11

AyTteHTudumkauma B ctangapte IEEE 802.11 opmeHTupoBaHa Ha ayTeHTMduKauno aboHEHTCKO-

ro yCTPOMCTBa pagMonocTyna, a He KOHKpeTHOro aboHeHTa kak nonb3oBaTensi CeTeEBbIX pecyp-

coB. Npouecc ayteHTUdMKaunm aboHeHTa 6ecnpoBogHon nokanbHon cetn IEEE 802.11 cocTto-

UT U3 cneayroLwmx aTanos (pucyHok 5.10):

1. AGoHeHT (Client) nocbinaet cperim Probe Request Bo Bce pagnokaHarnbi.

2. Kaxpgas Touka pagmogoctyna (Access Point - AP), B 30He pagnoBMaNMOCTM KOTOPOM Haxo-
anTcs aboHeHT, nockinaeT B oTBeT hpenim Probe Response.

3. ABOHEeHT BblbMpaeT npeanoyvTUTENbHYO ANS HEro TOYKY pagmogocTyna v nocbinaet B 06-
CNyXXnBaeMbIV €10 paguokaHan 3anpoc Ha ayTeHTudukauuio (Authentication Request).

4. Touka pagmogocTyna nocbiniaeT nogTeepxaeHne ayteHTudpumkaumm (Authentication Reply).

5. B cnyyae ycnewHon ayteHTUdMKauum abOHEHT MocbifiaeT ToYke pagnogoctyna dpenm
accoumaumm (Association Request).

6. Touka pagmogocTyna nocbinaeT B 0TBET dhpenm noareepxaeHnsa accoumnaumm (Association
Response).

7. ABOHEHT MOXeT Tenepb OCYLLECTBNATL 0OMEH NONb30BaTENLCKUM TPAUKOM C TOUKON pa-
ANoaoCTyna 1 NPOBOAHOMN CEThIO.

1. ®peim Probe Request =P
44— 2. ®penm Probe Responce
3. AyTeHTUDUKAUMS, 3aNPOC e

G 4 AYTEeHTUDUKALUMNA, OTBET e -

5. ACCOLMHPOBAHUE, 3AMNPOC =i

ADOHEHT €—————— 6. ACCOUMMPOBAHNE, OTBET e Touyka gocrtyna
PucyHok 5.10. AyteHTudpmkaums no craHgapty IEEE 802.11.

Mpwn akTMBM3aLmm 6ecnpoBOAHbIN aOOHEHT HAYMHAET NMOUCK TOYEK PaaMogoCTyna B CBOEN 30HE
pagvoBuMOMMOCTM C MOMOLLbLIO ynpasnswowmx dperimoB Probe Request. ®perimbl Probe
Request nocbinatoTes B Kaxabli U3 paguokaHanos, NoagepXmBaemMbliX abDOHEHTCKMM pagnonH-
Tepdenicom, 4TOOblI HaTKM BCE TOYKM pagMoaoCcTyna ¢ HeOBXOAUMBLIMU KINNEHTY uaeHTuduka-
Topom SSID n nogaepxvMBaeMbiMU CKOPOCTAMU pagmoobmeHa. Kaxgasa Touka paguopocTtyna
N3 HaxoOsLWMXCcs B 30HE pagMoBUaMMOCTM aboHeHTa, yooBneTBOpSAoLLas 3anpallnBaemMbiM BO
dpenme Probe Request napameTtpam, oTBevyaeT dpenmom Probe Response, coaepkaimm
CYHXPOHU3NPYIOLLYIO MHGOPMALMIO 1 AaHHbIE O TeKyLlen 3arpyske Touku pagumogoctyna. Abo-
HEHT onpenensieT, C Kakon TOYKON paamodocTyna oH bGyaeT paboTaTb, NyTeM COMNOCTaBIEHMS
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noaoaepXMBaemMbiX MU CKOPOCTEN pagnmoobmeHa v 3arpysku. [ocne Toro kak npeanoyTuTenb-
Hasi TouKa pagModocTyna onpegeneHa, aboHeHT nepexoanT B hady ayTeHTUdUKaumm.

1.2. OTKkpbITaa ayTeHTUMKaumusa

OTkpbITas ayTeHTUMKaLNS NO CYyTU He ABNAETCS anropuTMOM ayTeHTUdUKaumMm B NPUBbIYHOM
noHMMaHun. Toyka pagmogocTyna yaoBNeTBOPUT ftobON 3anpoCc OTKPbLITON ayTeHTudukaumn.
Ha nepBbIvi B3rnsag MCNonb3oBaHMe 3TOro anroputMa MOXeT nokasaTbCsl 6eCCMbICNEeHHbIM, 04-
HaKo cregyeT yyuTbiBaTb, YTO paspaboTaHHble B 1997 rogy meTtogbl ayTeHTudwmkaumn [EEE
802.11 opueHTMpOBaHbl Ha OLICTPOE nornyeckoe MNoAdkmntovYeHne Kk 6ecnpoBOAHON NOKaNbHON
cetn. Boob6asok k aTomy mHorne |IEEE 802.11-coBmecTMMble yCTPOMCTBA NPeacTaBnsitoT cobon
noptatuBHble 6n10kn cbopa nHbopmauum (CkaHepbl LTPUX-KOLOB U T. M.), HE MMetoLMne OoCTa-
TOYHOW MPOLIECCOPHOM MOLLHOCTW, HEOBXOONUMON ANSA peanusaumy CroXHbIX anropuTMOB ay-
TeHTudmkaumm. B npouecce OTKpbITOM ayTeHTUdMKaLMM NpoMcxogut obOMeH CooBLLEeHNAMM
ABYX TUMOB:

v’ 3anpoc ayteHTudukaumm (Authentication Request);

v' noaTtBepxaeHue ayTeHTMdukaumm (Authentication Response).

Taknm obpasom, Npu OTKPLITOM ayTEeHTUMKAUNM BO3MOXEH O0CTyn nioboro aboHeHTa k Bec-
NpoBOAHON fokarnbHoW ceTu. Ecnn B 6ecnpoBogHon ceTu WndpoBaHME HE UCMNONb3yeTcs, Jio-
6on aboHeHT, 3Hawwmn naeHtTudunkatop SSID Toukn pagnogocTyna, nosyvMT AOCTYN K CeTw.
MNpn ncnonb3oBaHUM Todkamu pagumogocTyna wugposaHus WEP camu knwoun wmndpoBaHna
CTaHOBSITCS CPeaCTBOM KOHTpons goctyna. Ecnn aboHeHT He pacnonaraeT koppekTHbiM WEP-
KIMOYOM, TO AaXe B Cryvae yCrneLwHon ayTeHTUUKaumm OH He CMOXET HU nepedaBaTh AaHHble
yepes TOYKY pagmoaocTyna, HU paclngpoBbiBaTb AaHHble, NepeaaHHble TOYKOW pagnmonocTy-

na (pucyHok 5.11).
¢ 3. 3anpoc\Noareepxaexnue N -
ACCOUMHUPOBAHKNA
—

1. 3anpoc ayTeHTUDUKALMY =

¢ 2. NMoaTeepxaeHue yCcnewwHou
ayteMTuduxaymua

4. ©peim C AaHHbLIMK,

ABOHeHT JMPRORSR b WET, Touka goctyna

sV

5. Mpu HecoBNageHWn KMoHen,
thpenm orbBpaceisaercs

PucyHok 5.11. OTkpbITas ayTeHTMdunKaums.

1.3. AyTeHTUdMKaLMA C OOLMM KITHOYOM

AyTeHTuduMKaumsa ¢ obLLMM KIoYOM SBNSETCS BTOPbIM METOAOM ayTeHTuduKauum ctaHgapTta

IEEE 802.11. AyteHTudmkaumsa ¢ obLmm Kkrtodom TpebyeT HacTponkmM y aboHeHTa CTaTu4ecko-

ro kntova wudgposaHua WEP. MNpouecc ayTeHTUduKaumm nnmocTpupyeT pucyHok 5.12:

1. ABOHeHT nochblnaeT ToYke paguMoAdocTyna 3anpoc ayTeHTUduKauun, ykasbiBas npu 3Tom
HeobXoANMOCTb UCMOMb30BaHUA pexXMMa ayTeHTUrKauum ¢ obLLMM KIYOM.

2. Touyka paguogocTyna rmnocbinaet noATBEPXKAEHVWE ayTeHTUuduKauun, Ccoaepxallee
Challenge Text.

3. AGoHeHT wudpyet Challenge Text cBoum ctatnyeckum WEP-ko4OM 1 NocbinaeT Touke
pagnoaocTyna 3anpoc ayTeHTUdUKaLNN.



HMM «Yutex-Mpodu» — CeTeBas 6e3onacHocTb — Teopus

4. Ecnn Toyka pagmogocTyna B COCTOSIHMM YCMNELHOo paclumgpoBaTb 3anpoc ayTeHTuduka-
uumn 1 cogepxawmica B Hem Challenge Text, oHa nocbinaet aboHeHTY NnogTBEPXKAEHME ay-
TeHTUdmkauumn, Takum obpa3om NpeaocTaBnasa AOCTYN K CETU.

1. 3anpoc ayTeHTUMDUKALMY =i

¢ 2. MNopTeepxaeHue yCnewHon
aytenTrchukauyus + Challenge )
3. 3anpoc accoymMmMpoBsaHna = o
i + 3awmndpoeanuxbiit Challenge

4. MNoarsepxaeHue
ABOHEHT ScoovpoRsYs Touyka pocrtyna

PucyHok 5.12. AyteHTudomnkaumns ¢ ooLwmm Kriovom.

1.4. AyteHTncpukaums no MAC-agpecy

AyteHTudmkauma aboHeHTa no ero MAC-agpecy He npegycmoTpeHa ctaHgaptom IEEE 802.11,
OflHaKo noadepXmBaeTcsa MHOMMMW NpousBoguTenamMu obopyaoBaHus Ang 6ecnpoBOgHbIX ce-
Ten, B Tom yncne D-Link. Mpu ayteHTudukauum no MAC-agpecy npoucxogut cpasHeHne MAC-
agpeca aboHeHTa NMBO C XpaHALMMCS NOKanbHO CMUCKOM pa3peLUeHHbIX agpecoB Nerntum-
HbIX abOHEeHTOB, MO0 C NOMOLLLIO BHELLHEro cepeepa ayTeHTudukaumm (pucyHok 5.13). Ay-
TeHTudmkaums no MAC-agpecy ncnonb3yeTcs B AOMNOMHEHNE K OTKPbITOM ayTeHTUdukaumm v
ayTeHTudmkaumm ¢ obwmm knodom crtaHgapta [EEE 802.11 onsa ymeHbLUeHUs BEPOSATHOCTH
A0CTyna NOCTOPOHHNX aBOHEHTOB.

2. MAC-anpec aboxenTa
—— 1. 3anpoc ayrentuduauun  ——p = ompaaneH B BWae 3anpoca — —

4. MNoarsepxaesne . -
< ACCOUMPOBANMA - <4~ 3. MNoaATEEPHKAEHHE 3ENPOCE = ——
ABOHEHT Touka poctyna Cepsep
PucyHok 5.13. AyTeHTudmkaums ¢ NOMOLLLIO BHELLHEro cepsepa.

1.5.Ctanpaprt IEEE 802.1x/EAP (Enterprise-pexum)

Mpobnembl, C KOTOPbIMU CTOSKHYNIMCb pa3paboTymkn U NOMNb30BaTENM CETEN Ha OCHOBE CTaH-
papta |IEEE 802.11, BbIHygunu uckaTb HOBbl€ pelleHns 3awmTbl 6ecnpoBogHbIX ceTen. bbinu
BbISIBNIEHbI KOMMOHEHTLI, BNMSAOLWLNE Ha cUCTeMbl 6e3onacHocTM BecnpoBOAHON NOKarnbHOW ce-
TN:

1. ApxuTekTypa ayTeHTuukauumn.

2. MexaHu3am ayTeHTUMKaunn.

3. MexaHuam obecneveHnsa KOHPUAEHUNANBHOCTN N LENOCTHOCTU OAHHbIX.

Apxutektypa ayteHTudukauum IEEE 802.1x — ctaHgapT IEEE 802.1x onuckiBaeT eguHyto ap-
XUTEKTYPY KOHTPONSA AOCTYyNa K noptaMm C UCMNofb3oBaHMEM pa3HOOOpasHbIX METOO0B ayTeHTU-
uKaumm aboHEHTOB.

Anroput™m ayteHTudumkaummn Extensible Authentication Protocol unu EAP (pacwmpsemsin npo-
TOKON MAeHTUdUKaLUn) NogaepKmBaeT LEHTPaNM3oBaHHY0 ayTeHTUMUKALMNIO SNIEMEHTOB WH-
pacTpyKTypbl 6€CNPOBOAHON CETU U ee NoNb3oBaTeNen ¢ BO3MOXHOCTbIO ANHAMUYECKON re-
Hepaumu Knioven WnppoBaHus.

ApxuTtekTtypa IEEE 802.1x



HIMM «Yutex-Mpocu» — CeTeras 6e3onacHoCcTb — Teopus

Apxutektypa IEEE 802.1x BkntovaeT B ceba cnegyowme obasaTenbHble NOrmvyeckne anemMeH-

Tbl (pUCyHOK 5.14):

1. KnwueHT (Supplicant) HaxoanTca B onepaunoHHON cucteme aboHeHTa.

2. AyteHtudukatop (Authenticator) HaxoguTca B nporpaMmMHOM OBECneYeHnn TOYKU pagmo-
poctyna.

3. Cepsep ayteHTupmkaumm (Authentication Server) Haxogutca Ha RADIUS-cepBepe.

IEEE 802.1x npegoctaBnsiet aboHeHTYy 6eCcrnpoBOAHONM NOKarnbHOW CeTu Nuwb cpeactea nepe-
Aaydn atpmbyToB cepBepy ayTeHTUdUKALUN N OOMNYCKAET UCMOMb30BaHNE pasnnyHbIX METOLO0B
N anropuTMOB ayTeHTUduKauuun. 3agadven cepBepa ayTeHTUdMKaumMM aBnseTcsa nogaepxkka
pa3peLleHHbIX NONIMTUKON ceTeBOM 6e30MacHOCTM METOAOB ayTEHTUMUKALMN.

Hayano
P>
3anpoc uaeHTuhukaumum S
TBET UAEHTUDUKaUUN o)
> -~
© OT1ser uaeHTudukaumm
O 3 > =
- = e 3anpoc 1 =~
- 3anpoc 1 = =i
8 Ortsert 1 ] £ e C
= = Otser 1 =0
o < » g0
% i ~ . '_S_ o
" | ] O
7)) 8 L 53
ah . = i D
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2 X © =
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< YcnewHo

PucyHok 5.14. Apxutektypa IEEE 802.1x.

AyTeHTUMKaTOp, Haxoadcb B TOUKE pagvMoOAoCTyna, co3daeT FOornMyeckun nopt AN Kaxgoro
KNMeHTa Ha OCHOBE ero mageHtudukaTopa accoummpoBaHus. Jlormdeckuin nopT MMeeT ABa Ka-
Hana ans obmeHa gaHHbIMW. HekoHTponupyembin KaHan 6ecnpenaTCcTBEHHO npornyckaeT Tpa-
durK 13 6ecnpoBOAHOrO CerMeHTa B NPOBOAHOM M 0OpaTHO, B TO BPEMS KaK KOHTPONUPYEMbI
KaHan TpebyeT ycnewHon ayTeHTUdUKaUmMmM Ansg npoxoxaeHnsa openmos.

Takum obpasom, B TepmmnHonoruun ctaHgapta 802.1x Touka 4ocTyna urpaet ponb KommMmyTaTtopa
B npoBoaHbix ceTsx Ethernet. OueBngHO, YTO NPOBOQHON CErMEHT CEeTU, K KOTOPOMY MOAOKIHO-
YeHa ToYKa JOoCTyna, HyXXaaeTcs B cepBepe ayTeHTudukaunn. Ero dyHKUMmM 06bl4HO BbINOMHSA-
eT RADIUS-cepBep, MHTErpMpOBaHHbLIN C TON UK MHOW 6a30i AaHHbIX NONb30BaTeNeNn, B kKave-
CTBE KOTOPOM MOXeT BbicTynatb ctaHgapTHbii RADIUS, LDAP, NDS wnn Windows Active
Directory. Kommepyeckvne 6ecnpoBoaHble L3kl BLICOKOrO Kfacca MOryT peanun3oBbliBaTb Kak
dyHKUMK cepBepa ayTeHTUMUKaLNN, Tak U ayTeHTUrKaTopa.

KnueHT akTMBM3MpyeTcs M accoummpyeTcs ¢ TOYKOM pagmoaoctyna (Mnv ou3ndeckn nogkso-
YaeTcs K CerMeHTY B Clnyyae NpoBOLHOM NoKanbHOM ceTh). AyTeHTUUKaTOp pacno3HaeT gakT
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NOAKMIOYEHNST U aKTUBU3NPYET NOrMyecknii NopT AN KNueHTa, cpasy nepeBoas ero B COCTOS-
Hue "HeaBTOpM30OBaH". B pesynbTate yepes KIIMEHTCKMI NOPT BO3MOXEH NLb 0OMeH Tpadu-
kom npotokona IEEE 802.1x, gns Bcero octanbHOro tpadguka nopt 3abnokupoBaH. KnuneHt
Takke MoXeT (HO He 06sd3aH) oTnpaBuTb coobweHne EAP Start (Hauwano ayteHTudmkauum
EAP) (pucyHok 5.15) ansa 3anycka npouecca ayTeHTUduKaumm.

AyTeHTudmnkatop otnpaensaeT coobweHne EAP Request Identity (3anpoc umenn EAP) n oxun-

AaeT ot knueHTta ero ums (Identity). OtBeTHoe coobuieHne knueHta EAP Response (oTset
EAP), cogepxallee atpnbyTbl, NnepeHanpaBnseTca cepBepy ayTeHTMdmKauuu.

ABOHEHT Touka poctyna Cepsep RADIUS

Havano > Touxa goctyna GnokvpyeTt
3anpoc naeHTuuxauum BECb TPauK 4O OKOHYaHHA
ayTeHTUdrKaUmm

A

WUpenTudukaTtop > WnexTudukatop

A 4

RADIUS-cepsep ayteHTuduumpyet aboHexTa
- -«

.
»

4

AboHeHT ayteHTuduuupyetr RADIUS-cepsep

Koy < < Knioy
BbIMMCNAETCH > > BbiMUCNRETCH
noKansHo NOoKansHo

LUnpokoBeLATenEHLIA KN ToMKa 10CTYNa OTNPABNAET KNWEHTY

OnunHa kmoya WWPOKOBELLATENBHbLIN KNIOM, WDPOBaHHLIA
CECCUOHHbLIM KNKYOM

PucyHok 5.15. ObmeH coobwenunsmn B 802.1x/EAP.

<

Mocne 3aBepweHus ayTeHTUdukaumm cepsep otnpasnseT coobuweHne RADIUS-ACCEPT
(npuHaATh) nnn RADIUS-REJECT (oTknoHuTb) ayTeHTudpmkatopy. MNMpu nonyyeHnn coobuieHuns
RADIUS-ACCEPT ayteHTUhbkaTop NepeBoanT NopT KIIMEHTa B COCTOsIHME "aBTOPM3OBaH", U
HayMHaeTca nepegava Bcero Tpaduka aboHeHTa.

MexaHu3m ayTeHTUpUKaLm

MepBoHavanbHO ctaHgapT 802.1x 3agymbiBanca ans toro, Ytobbl obecneuntb ayTeHTUdUKa-

LMo nonb3oBaTenen Ha KaHarbHOM YPOBHE B KOMMYTUPYEMbIX MPOBOAHbIX CETAX.

AnroputMbl ayTeHTUdUKaumm ctaHgapta 802.11 moryt obecneunTb KnveHTa AUHaMUYECKUMM,

OPWEHTMPOBAHHLIMM Ha MOMb30BaTeNs Kniovyamu. Ho TOT KN4, KOTOpbLIN co3aaeTcs B npoLecce

ayTeHTUMKaunn, He ABNSETCS KIHOYOM, UCNONb3yeMbIM ANS W poBaHus dpenmMoB nnu npo-

BEPKM LeNOoCTHOCTU coobLueHnn. B ctangapte WPA anga nonyyeHus Bcex KnoYen ncnonb3yeT-

€S TaK HasbiBaeMbli MacTep-knod (Master Key).

MexaHunam reHepaunm knoven WnudpoBaHns OCYLLECTBASETCA cregyowmm obpasom:

1. KnueHT n Touka AOCTyna yCcTaHaBnMBalT AMHAMUYECKUA KItoY (OH Ha3blBaeTCs MapHbIN
mactep-kntod, unu PMK, Pairwise Master Key), nonyyeHHbIn B npouecce ayTeHTudmkauum
no craHgapty 802.1x.



HMM «Yutex-Mpodu» — CeTeBas 6e3onacHocTb — Teopus

10.

Touka gocTyna nocbinaeT KIMEHTY CeKpeTHoe ClyyamHOoe YMCo, KOTOpOoe Ha3sblBaeTcs
BpeMeHHbIn ayTeHTudumkatop (Authenticator Nonce, ANonce), ncnonb3sys ans aToro coot-
weHne EAPoL-Key ctangapTta 802.1x.

OTOT KINMEHT fOKanbHO reHepupyeT CeKpeTHoe CrnyvyarHoe 4YMCho, Has3blBaemoe BpemMeH-
HbI NpocuTens (Supplicant Nonce, SNonce).

KnneHT reHepupyeT napHbin nepexodHbiv knod (Pairwise Transient Key, PTK) nytem kom-
ouHumpoBaHua PMK, SNonce, ANonce, MAC-agpeca knneHta, MAC-agpeca Toukn goctyna
n cTpokn uHuumanmsauumn. MAC-agpeca ynopsagodveHol, MAC-agpeca Huswero nopsgka
npegwecteytoT MAC-agpecam Bbicliero nopsgka. bnarogapsa atomy rapaHTUpyeTcsi, UTo
KMMEeHT 1 Toyka goctyna "BeicTposT" MAC-agpeca oguHakoBbiM 06pa3om (pUcyHoK 5.16).
OT0 KOMOWHMPOBAHHOE 3Ha4YeHWe MpOomnyckaeTca 4Yepe3 MNCeBAOCNYyYalHY (YHKUMIO
(Pseudo Random Function, PRF), 4tobbl nony4yntb 512-paspsgHbeii PTK.

KnneHT nockinaet yncno SNonce, creHepupoBaHHOe MM Ha aTane 3, Todke JocTyna ¢ no-
mMowbio coobuweHns EAPolL-Key ctaHgapta 802.1x, 3awmweHHoro knovom EAPolL-Key
MIC.

Touka goctyna ucnonbayet 4ncno SNonce ansa BbiumcneHns PTK Takum xxe obpasom, kak
9TO caenan KrueHT.

Touka goctyna ncnonb3yeT BbiBegeHHbIN kntod EAPoL-Key MIC ansa npoBepku LLenocTHO-
CTK coobLleHns KnneHTa.

Touka gocTtyna nocoinaet coobweHne EAPoL-Key, nokasbiBatoLwee, YTO KIMEHT MOXET yC-
TaHoBUTb PTK 1 ero ANonce, 3awuwieHHble kntovom EAPolL-Key MIC. [aHHbIn aTan no-
3BONSAET KIMEHTY yOOCTOBEPUTbCA B TOM, 4YTO 4ncno ANonce, NonyyeHHoe Ha aTane 2,
DEeNCTBUTENBHO.

KnneHT nockbinaet coobuweHne EAPolL-Key, 3awmweHHoe kntodom EAPoL-Key MIC, yka-
3blBaloLLee, YTO KMYN YCTAHOBIEHbI.

MAC-anpec MAC-agpec
PMK | ANonce| SNonce| ™, cira YOMKM OCTYNa

Napubiid nepexoaHs kniod (PTK) 512 6ur

EAPOL=K10M EAPOL=kmoM BpemerHbin Bpemertuin MICskniou | Bpementibia MICskrom
MIC-kniou 128 6ut | ENCxniow 128 6ur | ENCmion 128 6ur nepenayu 64 Gur npuema 64 Gur

PucyHok 5.16. 'eHepaumns napHOro nepexoHoro Kroya.

MapHbIn MmacTep-kntod (PMK) 1 napHbein nepexoaHbin kntod (PTK) aBngaoTcs ogHoagpecHbIMU.
OHM TONbKO WNGPYHOT M AewmndpyoT ogHoagpecHble doperimbl, U NpeaHasHavyeHbl oS eanH-
CTBEHHOro nornb3oBaTensd. LUvpokoselaTtenbHble dpenMbl TPebyloT OTAENbHON Mepapxun
KntoYen, NOTOMY YTO UCMOMb30BaHUE C 3TON Lenblo O4HOaAPECHbIX Kroven npuBeaeT K pesko-
My Bo3pacTaHuio Tpadmka ceTu. Touke goctyna (eauMHCTBEHHOMY oObekTy BSS, umetowemy
NpaBO Ha PacCbifiKy LUMPOKOBELLATENbHbIX UM MHOroagpecHbIX CoobLeHnn) npuwnock Gbl
nocblnaTbe OAWH M TOT XE LUMPOKOBELLATENbHbIN MM MHOroagpecHbln dpenM, 3aimdpoBaH-
HbI1 COOTBETCTBYIOLMMM NOPPENMOBBIMI KIOYaMU, KaXaoMy Nofb30BaTento.
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LLinpokoBeLlaTenbHble UM MHOroaapecHble periMbl UCNOMb3YIT MepapXuio rpynnoBbIX Kio-
yen. Npynnoson mactep-kntod (Group Master Key, GMK) HaxoguTcst Ha BepLUMHE 3TOW nepap-
XUn 1 BbIBOAUTCS B Touke goctyna. BeiBog GMK ocHoBaH Ha npumeHeHun PRF, B pesynbtate
yero nony4aetca 256-pa3psaHbii GMK. BxogHbiMu gaHHbiMm ans PRF-256 aenstotca wndpo-
BanbHOe cekpeTHoe crny4vainHoe vncro (unm Nonce), TekctoBas cTpoka, MAC-agpec Touku goc-
Tyna v 3HadeHWe BpemMeHu B dopmaTte CUHXPOHU3Mpylowero ceteBoro npotokona (NTP). Ha
pucyHke 5.17 npeacrtaBneHa nepapxms rpynnoBbIX KIOYeEN.

x MAC-agpec = s MAC-aapec
Nonce TemTogaq TOYKH Bﬁﬁ.gg GMK TercToBAA ™ oy GNonce
CTPOKA | pocryna CTPOKA | pocryna
v & v
/
v 29 -.'\ / 7 i -\\
{ PRF \ S ( PRF
\\2:’6, / /,/ '\\25(_3_/"
%
/
J/
pynnoeof nepexoanti knioy (GMK) 256 Gut Mpynnoeol nepexoaHbiil knid (GTK)
BpemeHkEf | ppevennuit kniow | Bpementbiil ko
Enc-knioy nepenaun 64 6ut | npuema 64 6uT
128 Out

PucyHok 5.17. Nepapxna rpynnoBbIX KNHOYen.

"pynnoBon MmacTep-krtod, Tekctoas ctpoka, MAC-agpec Toukn goctyna u GNonce (3HaveHue,
KoTopoe 6GepeTcs M3 cueTymKka Knroda TOYKM JoCTyrna) obbenuHsoTes n obpabaTbiBaoTcsa C
nomowbto PRF, B pesynbTaTe Yero nonydaetcsa 256-paspsagHbii rpynnoBor nepexonHbli KoY
(Group Transient Key, GTK). GTK genntcsa Ha 128-pa3psigHbii KoY LWIMAPOBaHNS LUMPOKOBE-
LaTenbHbIX/MHOroagpecHbix dopenmoB, 64-pa3psaHbin knod nepegadm MIC (transmit MIC key)
n 64-paspsaHbin knod npuema MIC (MIC receive key).

C nomoLLbio 3TUX KMNOYEW LUMPOKOBELLATENbHbIE U MHOrOaApecHble penmbl WNGPYTCS 1
AelwmndpyroTCs TOYHO TaK Xe, Kak C MOMOLLbIO OAHOAAPECHbIX KITHOYEW, MNOMyYEHHbIX HA OCHOBE
napHoro mactep-kntoya (PMK).

KnneHT obHOBRSieTCA C MOMOLLbIO FPYNMNOBbIX Kroyen wmdpoBaHmsa Yyepes coobuieHns EAPoL-
Key Touka goctyna noceinaet Takomy KnneHty coobuieHne EAPoL, 3awmndposaHHoe ¢ nomo-
b0 OAHOAAPECHOrO Krtova WwndpoBaHus. pynnoBblie KNovM yaansiTCca U pereHepupyoTes
Kaxabld pas, Korga kakas-Hmbyab CTaHuus AMccouumpyeTca unn geayTeHTuduuupyeTcs B
BSS. Ecnn npoucxoaut owmnbka MIC, ogHOM 13 mep NpOTUBOAENCTBUA Takke sBNSeTca yaa-
neHne BceX KIYer C MMetoLLen OTHOLWEHNE K OWnbKe NpUeMHON CTaHUMW, BKOYas rpynno-
Bble KITHO4M.

B pomawHux cetsax wnu ceTsx, NpefHasHayeHHbIX Ansd marnbiXx OguCcoB, passBepTbiBaHWE
RADIUS-cepBepa ¢ 6a30o1 gaHHbIX KOHEYHbIX Nonb3oBaTenen manoBeposTHO. B Takom cnyyae
AN reHepMpoBaHUSA CEaHCOBbIX KIHOYen UCNorb3yeTCs TONbKO NpeABapuUTEnbHO pasaeneHHbIn
PMK (BBOAWUTCS BPY4HY0). OTO aHanorMyHo ToMy, YTO AenaeTcs B OpUrMHanbHOM MpOTOKone
WEP.
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MockonbKky B nokanbHbIx ceTsix 802.11 HeT dm3myeckux NOPTOB, accoumaums mexagy 6ecnpo-
BOOHbIM KITMEHTCKMM YCTPOWCTBOM WM TOYKOW OOCTyna CYATAETCs CETEBbIM MOPTOM AOCTyna.
BecnpoBogHbIV KNMEHT paccMaTpmMBaETCsa Kak NPeTEeHOEHT, a ToOYKa A0CTyna — Kak ayTeHTUdu-
KaTop.

B crangapte 802.1x ayTeHTMdUKauusa nonb3oBaTtenen Ha kaHarnbHOM YPOBHE BbINOMHAETCS Mo
npotokony EAP, koTopbin 6bin paspaboTtaH 'pynnon no npobnemam npoektupoBaHus Internet
(IETF). MpoTtokon EAP - ato 3ameHa npotokona CHAP (Challenge Handshake Authentication
Protocol - npoTtokon B3aMMHoOM ayTeHTuduKauumn), Kotopbli npumensetca B PPP (Point to Point
Protocol - npoTokon coeauvHeHus "Todka-Touvka"), OH npegHasHayeH Ang UCNonb30BaHUs B No-
KanbHbIX ceTax. Cneundukaums EAPOL onpegenseT, kak dpenmbl EAP nHKkancynupytotca Bo
dpermbl 802.3, 802.5 n 802.11. ObmeH dpermammn Mexay obbekTamu, onpeaenieHHbIMU B
ctaHgapte 802.1x, cxemaTU4HO n3obpaxeH Ha pucyHke 5.18.

EAP saBnsietca "06006LLeHHbIM" MPOTOKONOM B CUCTEME ayTeHTUMKauumn, asTopusaumm n yyeta
(Authentication, Authorization, and Accounting - AAA), obecneumsatoum paboty pasHoobpas-
HbIX MeTogoB ayTeHTudukaumm. AAA-kNMeHT (cepBep gocTtyna B TepmuHonorun AAA, B bec-
NpoBOAHOM CeTU NpeAcTaBfieH TOYKOM paguMoaocTyna), nogaepxusawowmn EAP, MoxeT He no-
HMMaTb KOHKPETHbIX METOA0B, UCMONb3yeMbIX aBOHEHTOM M CETbIO B Npouecce ayTeHTUduka-
uuun. CepBep gocTyna TyHHeENMpyeT cooOLEHMsI NPOTOKONA ayTeHTUMKALMK, LMPKYNupyowme
mexay aboHeHTOM u cepBepoM ayTeHTudmkauun. CepBep AOCTyNa MHTepecyeT nuub dakT
Havana 1 OKOH4YaHus npouecca ayTeHTUduKaunn.

|

ABOHEHT Touka pocryna Cepsep RADIUS

Toska poctyna Gnoxkwpyer
- npoxoxaexsue B cete Noboro Tpaduxa,
< MNaeHTndKauMoHHBIN 3anpoc kpome 802.1x, 0O 3aBepLIeHNA
npouecca aeTopuaaumu

Havano

\ 4

VaeHTudOUKaLKOHHEIE JaHHLIe aeHTuduKaLuoHHBIe AaHHbIe

.
'

\ 4

Peaynbrar uoeHTvdmkanmm [anHbie nposepeHbl

<

Puc. 5.18. MexaHuam ayteHTudmkaumm B 802.1x/EAP.

A

EcTb Heckonbko BapumaHToB EAP, CnNpoeKkTMpOoBaHHbIX C y4YaCTUEM pPasfiMyHbIX KOMMaHWK-
npounssoanTenen. Takoe pasHoobpasme BHOCUT AOMNOMHUTESNbHbIE NPOBNEMbl COBMECTUMOCTMN,
Tak 4to BbIbOp noaxoasuwero obopynosaHus 1 nporpammMmHoro obecnedeHnsa gnga GecnpoBoa-
HOW CeTn CTaHOBUTCHA HeTpuBManbHoW 3agaden. Mpu koHUrypmposaHum cnocoba ayTeHTUdpu-
Kauum nonb3oBatenen B 6€CnpoBOAHON CETU BaM, BEPOATHO, NPUOETCS CTOSMKHYTbCA CO cre-
ayrowmmn sapnaHtamu EAP:

v EAP-MD5 - 370 0o653aTenbHbI ypoBeHb EAP, KOTOPLIA AOMKEH NPUCYTCTBOBATbL BO BCEX
peanusauuax ctangapta 802.1x, MMeHHO OH 6bin pa3paboTaH nepBbiM. C TOYKM 3peHus
paboTbl oH aybnupyet npotokonn CHAP. Mbl He pekoMmeHayeM Nosib3oBaTbCs NPOTOKOSIOM
EAP-MD5 no Tpem npuunHam. Bo-nepBbix, OH He nogaepxuBaeT AMHaMUYecKoe pacnpe-
aeneHuve knoven. Bo-BTOpbIX, OH Y3BMM 414 aTaku "4enoBek nocepeamHe" ¢ npuMMeHeHu-
eM hanbLUMBOW TOYKM AOCTYyNa U AN aTakm Ha cepBep ayTeHTUdUKaUWUW, Tak Kak ayTeH-
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TUULMPYIOTCA TONBKO KNWEHTbl. M HakoHeu, B xoAe ayTeHTUMUKauun NpoTUBHUK MOXET
noAacnywartb 3anpoc U 3awngpoBaHHbIN OTBET, Nocne Yero NpeanpuHATbL ataky ¢ U3BecT-
HbIM OTKPbITbIM UNU WNPOBAHHLIM TEKCTOM;

v EAP-TLS (EAP-Transport Layer Security - TpoTOKON 3aLMTbl TPAHCMOPTHOrO YPOBHS) Noa-
OepXunBaeT B3aMMHyl0 ayTeHTudukaumio Ha base ceptudmkatoB. EAP-TLS ocHoBaH Ha
npotokone SSLv3 n TpebyeT Hannuna yaoctoBepstoLero LeHTpa. Npotokonsl TLS n SSL
ncnonb3yoT pag anemeHtoB MHdpacTpyktypbl PKI (Public Key Infrastructure): AGoHeHT
JOIMKEH MMeTb OeNCTBYIOLWMA cepTudmKaT ans ayTeHTUukaumm no OTHOLLEHUIO K CETU.
AAA-cepBep O0MmMKeEH NMETb OENCTBYHOLLNIA cepTUdMKaT Ana ayTeHTUdMKaumm no oTHoLle-
HUO K aboHeHTy. OpraH cepTudmKaumm ¢ COnyTCTBYOLWEN MHAPACTPYKTYPON ynpaensieT
ceptudmkatamm cybvektoB PKI. KnneHt n RADIUS-cepBep fomKkHbI NogaepXmBaTb MeTOL
ayteHTudmkaumm EAP-TLS. Touka pagmogocTtyna gormkHa nogaepXuBatb NPoOLLECC ayTeH-
Tndpukaumm B pamkax 802.1x/EAP, XxoTa MOXET MU He 3HaTb AeTanen KOHKPeTHOro Metoaa
ayTeHTuUmkaumm. O6wmn suag EAP-TLS BbIrmagut npymepHo Tak (pUCyHokK X).

—_—
|

ABOHEHT Touyka pocryna Cepsep RADIUS

Hauz AP
auano EAPOL P  Havano ayrexrudukaumm EAP

3anpoc wpeHTuduxayun EAP
< 2 P 3anpoc "nuuHocTi" aboneHTa

3anpoc gocryna

Orser npexstudukauyun EAP (ID n()nh?,()ﬂz—nenﬁ)> 3anpoc gocryna RADIUS > conepwaui ID
NnonbL30BaTens
< CepsepHbit TLS K8uTUpOBaHue no
Knuenrckmin TLS > npotokony EAP-TLS

Yenex pocryna RADIUS

Yenex EAP (¥ nepenava CecCHOHHOM KNw4a
Kniou TOMKE AocTyna ) Knioy
< <
Kniou EAPOL (wwpokosewaTenbHbiv) MNepeaaua LWHMPOKOBELLATENBHOTO KoYa,
Krioxw EAPOL (napamerpol ceccuu) WHUPPOBAHHOID CECCUOHHBLIM KIMKHOM, WU
KpunTorpauecknx NapamMeTpos ceccuu

PucyHok X. TMNpouecc ayteHTudpumkauumn EAP-TLS.

v EAP-LEAP (Lightweight EAP, obneryeHHbii EAP) - 3TO 3anaTeHTOBaHHbIA KOMMaHWEN
Cisco BapuaHT EAP, peann3oBaHHbI B TOYKax 4OCTyna 1 6eCcnpoBOAHbIX KITMEHTCKUX Kap-
Tax Cisco. LEAP 6bin nepson (M Ha NpoTSXKEHUM OANUTENBHOMO BPEMEHW eOUHCTBEHHON)
cxemon ayteHTudukauum B ctaHgapte 802.1x, ocHoBaHHOM Ha naponsx. MNoatomy LEAP
npuobpen OrpoMHyt0 MonynspHOCTb U Aaxe nogaepxaH B cepepe Free-RADIUS, He-
CMOTpPS Ha TO, YTO 3TO 3anaTeHToBaHHOe pelleHne. Cepeep ayTeHTUMKaUUM nocbinaet
KMMEHTY 3anpoc, a TOT JOJKEH BEPHYTb Napornb, NpeaBapuUTENbHO BbIMOSTHUB €ro CBEPTKY
co cTpokou 3anpoca. OCHOBaHHbIV Ha NpumeHeHun naponen, EAP-LEAP ayteHTuduumnpy-
eT Nonb3oBaTens, a He YCTPOWCTBO. B TO e Bpemsi oueBmnaHa ysa3BMMOCTb 3TOrO BapyaHTa
Ana atak MeTogoM NonHoro nepebopa u Mo cCrnoBapro, HexapakTepHas Ans MeTogoB ay-
TeHTUMKauumn ¢ NpUMeHeHnemM cepTUUKaTOB.
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v" PEAP (Protected EAP - 3awuweHHbin EAP) n EAP-TTLS (Tunneled Transport Layer
Security EAP, npoTokon 3awwmTtbl TpaHCnopTHOro ypoBHa EAP), paspaboTaHHbI KOMNaHK-
en Certicom and Funk Software. 3Tu BapraHThbl TaKke AOCTAaTOMHO Pa3BUTHI, U NOAOEPXKN-
BalOTCS npomseogutensmu, B YactHoctu D-link. [ns pabotel EAP-TTLS TpebyeTcs, 4Tobbl
ObIn cepTMdUUMPOBaH TONMBKO cepBep ayTeHTuduMKauum, a y npeTeHaeHTa ceptudumkara
MOXeT U He ObITb, Tak YTO npoueaypa passepTbiBaHus ynpowaetca. EAP-TTLS noaaep-
XUBAET TakKe psig yCTapeBLUMX METOAOB ayTeHTudukaumm, B Tom ymncne PAP, CHAP, MS-
CHAP, MS-CHAPV2 n paxe EAP-MD5. Ytobbl obecneunts 6e3onacHOCTb NpU UCMONb30-
BaHUM 3TnX Metogos, EAP-TTLS cosgaeTt 3awmndpoBaHHbIn o npotokony TLS TyHHenb,
BHYTPM KOTOPOro 3TK NPOTOKOMbI U paboTtatoT. Npumepom npaktuyeckon peannsaumm EAP-
TTLS MoXeT cnyxuTb nporpammHoe obecneyeHne Ansa ynpasneHus goctynom B 6ecnpo-
BogHyto ceTb Odyssey oT komnaHum Funk Software. MNpotokon PEAP ouyeHb noxox Ha
EAP-TTLS, TOnbKO OH He noagepxuBaeT ycTapeBLUMX MeToOoB ayTeHTudukauumu tuna
PAP n CHAP. Bmecto Hux noggepxuatoTca npotokonbl PEAP-MS-CHAPv2 n PEAP-
EAP-TLS, paboTtatowme BHyTpn 6esonacHoro TyHHens. Nogaepxka PEAP peanusoBaHa B
nakete nporpamm Todek goctyna D-link 1 ycnewHo peanusosaHa B Windows XP, HaunHasg
¢ Service Pack 2. B obwem Buge cxema obmeHa PEAP BbirnaguT cnegyowmm obpasom

(pucyHok X).
© i il
ABOHEHT Touka gocTtyna Cepsep RADIUS OpraH
cepTuchukaumm
Havano > Touxka pocryna Gnokmpyet
< 3anpoc naenTudvkaumu BECH TPadUK 10 OKOHYAHMS
ayresdTndukaunm
Uaentndukarop > Maentudukartop >
AyTeHTUdUKaums cepsepa
< Ceptudukar
= cepsepa
Cosaauue JAUWMLWIEHHOIO TYHHEeNA
< <
> >
AyteHTudukaumus aboHeHTa
Aytentudukaums EAP suyTpn EAP
< <
>
< LiupoxosewaresnsHelil Knioy Touka A0CTYNA OTNPABNAET KNMEHTY
o Anwna kniosa WHPOKOBAWATENBHLIN KNIOY, WD POBAMKHLIA
e CECCUOHHBIM KITKOHOM

PucyHok X. lMpouecc ayteHTudmkauumn PEAP.

v' Ewe aBa BapuaHta EAP — 310 EAP-SIM n EAP-AKA anst ayteHTndukaunm Ha 6ase SIM u
USIM. B HacToawmin MOMeHT oba nmetoT ctaTyc npeasaputenbHbiX JokymeHToB IETF n B
OCHOBHOM npefHa3HadeHbl Ans ayteHTudukaumm B cetax GSM, a He B 6ecnpoBoaHbIX ce-
Tsx 802.11. Tem He meHee, npoTokon EAP-SIM noggepaH B To4kax AOCTyna M KIMEHT-
CKMX YCTPOMCTBAX HEKOTOPbLIX MPON3BOANTENEN.
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HarnsagHo ypoBHu apxutekTypbl 802.1x nokasaHbl Ha pucyHke 5.21. 3gecb B kayecTBe Mexa-
HM3Ma obecneyveHnsi KOHPMAEHUMaNbHOCTU U LEeNOCTHOCTU AaHHbIX BbICTYNaKT CTaHAapThl

wndpposaHua WPA n WPA2.
EAP-LEAP EAP-TLS EAP-PEAP
MaponeHas ayTeHTUdUKaLUA PKI ayTeHTuvkalyma MbpuaHan ayTeHTUhUKaLms YposeHE: MeTo08
A A A
) 4 \ 4 \ 4
802.1X Yposenb 802,1X
A A A
Y A 4 \
802.3 802.5 802.11 .
Ethernet Token Ring Wireless Ethemnet KaHanbHbii yposeHb

PucyHok 5.21. YpoBHU apxuTtekTypbl 802.1x.

4. NononHuTesibHble MeXaHU3Mbl 3alUTbI
4.1. SSID

WoenTudumkatop 6ecnporogHon cetn (SSID) naHavanbHO He Bowen B cocTaB IEEE 802.11 kak
0a30BbI MEXaHM3M 3awWnTbl. [Ons nogknioyeHnsa Kk 6ecnpoBOAHON CETU, HYXKHO 3HATb €€ MMs
unn SSID. CoBpeMeHHble TOYKM SOCTYyNa OCHAaLEeHbl (PYHKUMEN OTKIHYEHNS LUMPOKOBELLAHMS
SSID, T.e. NOOKMOYMTCA K CETU MOrYT TONbKO Te KMMEHTbl KOoTopbiM u3secteH SSID. SSID
npencraBnsieT coboM 3MeMEHTapPHbIA MEXaHU3M 3aliuTbl, HO yXXe cendac MHOrMe CKaHepbl
0©ecnpoBOAHbIX CETEN CNOCOOHLI 3BMEKaTb UMSI CETU AaXe NPU OTKMNIOYEHME LLNPOKOBELLAHUS.
[MoaToMy NpUMEHEHUs AaHHOTO MexaHn3mMa XOpOoLLO coyeTaeTcs ¢ ApYrMMU MeTodamum 3almThl
ANS yMeHbLUEHWs pucka B3rioMma 6ecrnpoBOAHON CEeTH.
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VI. Obwme mMexaHU3Mbl obecneyeHUss 6e3onacHOCTU NoKarnbHbLIX ceTen

O6wmm MexaHu3MOM obecneveHnst 6e30MacHOCTU Kak Ans NPOBOAHbLIX, Tak U BeCnpoBOAHbIX
nokanbHbIX ceTen saBnsaetca ctaHgapT IEEE 802.1x, onvcaHHbIM Bbiwe ans oboux cnyyaes.
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VIl. MexaHM3Mbl MexceTeBon 6e3onacHocTu
Cnyx6amu, peanuayroLmmMmmn MexaHn3mbl MexceTeBon 6e30nacHOCTH, ABNAOTCS:

v' MexceTeBble akpaHbl (MJ);

cucTeMbl TpaHensauum agpecos 1 noptos (CTAIM);
cucTembl 06HapyxeHus atak un sTopxeHun (COAB);
CUCTEMbI TYHHENNPOBAHMUSI.

A NI NERN

Cuctembl TpaHcnaumm agpecoB (Network Address Translation, NAT) 06bl4HO SIBNAKOTCA KOMMO-
HeHTONn M3. Cnyx6bl MexceTeBon 6e3onacHoCcTM 06bIYHO ycTaHaBnuBakoTCs U paboTaloT Ha
MapLpyTumsaTtopax. [JononHMTENbHO K 3TOMY MexXceTeBble akpaHbl (M3) u cuctembl o6Hapyxe-
Hus atak (COAB) xenaTenbHO yCTaHaBnMBaTb U Ha KOMMNbIOTEPBI, HAXOAALWMECH BO BHELUHEM

nepuMmeTpe ceTun.

1. MexceTeBble 3KpaHbI

1.1. ApxuTeKTypa MexxceTeBOoro aKkpaHa

MexceTeBon akpaH (bpaHamayap, arepBonn) — 3T0 KOMMSEKC NpOorpaMMHbIX UK annapar-
HbIX CPeACTB, KOTOPbLIA NO3BONSET peanu3oBaTb HAbop NpasBwn, onpeaensitowmxX yCnoBnust Npo-
XOXAEHUS NMakeToB Mexay ceTamu. MexceTeBon aKpaH BKIOYaeT cnegyowme cpeacrea (pu-
CYHOK 7.1):

e (UNbLTP NaKeToB;

e  (UNbTP COCTOSHUN;

e TpaHCNATOP agpecos;

e  TPaHCMNOPTHbIN LUMIO3;

e LUMTHO3 NPUNOXeHUN (MPoKCU-cepeep).

BHeluHas
ceTb

PucyHok 7.1. YnpolleHHast apXuTekTypa MeXceTeBoro aKkpaHa.
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1.2. PunbTp NnakeToB
@I paspelsaeTt unu 3anpeLllaet NPOXOXKAEHNE NnakeTa B COOTBETCTBUM C 3afaHHbIMU aaMUHN-
CTpaTopoM nNpaBunamu. ATK NpaBuna onMparTca Ha MHPOPMaLMIO, UMEIOLLYYIOCA B 3arofloBKe
Ka)Xaoro nakeTta u B CETEBOW CUCTEME:

e |P-agpec UCTOYHMKA M Ha3HaYeHws;

e npoTokon TpaHCNOPTHOrO YPOBHS;

e MOPT UCTOYHUKA M HA3HAYEHUS;

e dnaruy;

e Twun coobweHusa ICMP;

e Bxooswmin n ncxogsawmnin ceteBon MHTepdeic.

Takum o6pasoM, Aana onncaHma npaBuil NPOXoXaeHnA NakeToB COCTaBIAKOTCA Ta6J'IVIL|,bI TMna:

Bxops- | Ucxopa-
- Tun MopT Anpec MopT M »
RAewcr- nake- Anpec MCTOY- || Ha3Ha4e- | Ha3Ha4e- ®na- tumn tumn
BUue MCTOYHMKA m UHTep- UHTep-
Ta HUKa HuSA HUSA - -
cthenc ¢denc
| DROP || TCP |[194.186.1.2] 80 | - I - - - |
ACCEPT| UDP 83'112'162' 53 - - - -
AccepTfiemp| - | - || - ]| - ] - | - |
(oroP || - || - | - I - ] - ]l - | ethi || etho

dunbTpbl paboTaloT ObICTPO, NOCKOSIbKY OHM MPOCTO NPOCMaTPUBAOT MHAOPMAaUMIO O NnakeTe
Npu NPUHATUM pelleHns. Ho omnnbTpbl NAkeTOB MMEKT OOUH CYLLECTBEHHbIX HEAOCTATOK — OHU
He B COCTOSIHUU OTCIEXMBATb KOHKPETHbIN CETEBOM CEaHC M HE B COCTOSIHMM aHanvM3npoBaTb
COLEPXNUMOE COOBLLEHNSA KOHKPETHOIO MPUITOXKEHUS, KOTOPOE B CBOK OYepedb MOXET COAep-

XaTb 3M10BpeAHbIN Kof.

1.3. PunbTp MHCNEeKunu coctossHum (statefull punbTpbl)

TexHonoruns nHcnekuun coctosHun (statefull inspection) ncnonedyetca MHorumu paspaboTtym-
Kamu, HO, MOCKONbKY HaMMeHOBaHWe 3anaTeHToBaHO komnaHuen Check Point, oHM BbIHY>XAEHbI
npuceamBatb €My pasnuyHble HauMmeHoBaHus (expert inspection, smart filtering, adaptive

screening, multilevel inspection n gp.).

[aHHasa TexHonornsa ABnsgeTca AdanbHEenwum pasBuTMeM unbTpa NakeToB M BKMKOYAET crie-
AYIOLLY0 OOMNOMHUTENBHYH YHKUMIO — nogaepkka Tabnuubl coctosaHun TCP-coeguHeHun u

KOHTPOMb Ceccuin Ha eé OCHoBeE.
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KnsHeHbin umkn TCP-coeanHeHnst MeeT HECKONbKO (has, OTPaKEHHbIX Ha pucyHke 7.2. Tab-
nuua coctosHun (netstat) cogepXxunt MHpopmaumio 0 coeanHeHne U CoCTosHME, B KOTOPOM Ha-
X0OUTCA OaHHOe coeamHeHue. Ha ocHoBe aTon MHdopMauun npomcxoamnt unbTpaums nake-

TOB. Hanpwmep, ecnun He 6bin npon3seaH 3anpoc, To NakeT-oTBeTa He 6yp,eT nponyweH B Jo-

Nony4veH nakeT
REZET

SYNACK _RECEIVED

anyuEH AC K-
nakeT

KalribHYO CeTb.

Nony e H nare T

Nonyden 7N - RESET

narke T

NonayueH =7 0
AC K-markeT

NanydeH nakeT
R EZET

Nony 4&H Ne peE
FIN-nakeT

ESTAEBLISHED

NonyqeH NareT
Ges chnaros FOIN
R EZET
Mony4en AC K na nep sad FINACK1_RECEIVED
FIN-nakeT

NonyueH BTopon
FIN naker

NonyueH Nep EEA
FIN-nakeT

MonyueH ACKE Ha eTop ol
FIN-naker

PucyHok 7.2. Qnarpamma coctosHun npoTtokona TCP.

1.4. TpaHcnaTop agpecos

TpaHcnAuns agpecoB — TEXHOMOrMMs, NO3BOMNSAOWAs U3MEHATb Takne napameTpbl |P-naketa,
Kak agpec U NopT UCTOYHMKA NakeTa, agpec M nopT HasHadeHus. Mpu aTom BegéTca Tabnuua
N3MEHEHHbIX AaHHbIX, X NPY NOfy4YeHMn oOpaTHOro nakeTa NPOUCXOA4UT obpaTHasa TpaHCcnAunus
agpeca, ecnv oHa HyxHa. CylecTBYOT 2 NPUYMHBI, MO KOTOPbIM UMEET CMbICI OCYLLECTBNATb

TPaHCNSLMIO aapecoB:

v/ npepocTaBrieHne KOMMNbTEPaAM JTOKanbHOM CETU MOMHOLEHHOTO AOCTyna B IHTEpPHET npu
YyCNOBMMK, YTO MMEILLEECA YMCMO BHELLUHUX agpecoB WMAWM NOAKMIOYEHUA K npoBanaepy
MEHbLUEe, YeM YMCMO KOMMbITEPOB, KOTOpbIM Heobxoaum poctyn B WHTepHeT. Ctout
Yy4eCTb, YTO HEKOTOpble MPOTOKOSbI HE NOAAEPKMBAKOT TPaHCMASAUMIO agpecoB (Hanpumep,
PPTP), nubo ucnonb3oBaHne TpaHCNALUM HakNagblBaeT OrpaHUyYeHnsa Ha UCnonb3oBaHme
cnyx6 (Hanpumep, naccuBHblii pexum FTP 6bin paspabotaH gns pewwenus npobnembl
NAT). na ob6xoga Takux npobnem maplpyTnsatop AOS/MKEH UMETb BO3MOXHOCTb pasbu-
paTb NakeTbl, BHOCUTb M3MEHEHNsI U cOOMpaTb UX CHOBA;

v' CKpbITUE BHYTPEHHEN CTPYKTYPbl JTOKanbHOM CeTU. 3a CYET BbIMNONIHEHMS TpaHCHAUUM aa-
PECOB 3anpocbl KOMMbIOTEPOB JTIOKANbHOW CETU BbIrMAAAT Tak, OyATO BbINOMHAKTCA C OA-
HOro n TOoro xe KomnbtoTepa. OgHako Ha caMoM fene 3To MoryT 6biTb 3anpochkl OT pasHbIX
MawurH. Takke MOXHO C MOMOLbI TpaHCNSAUMM agpeca COBMECTHO C MOPTOM OCYLLECTB-
NATb CKpbITUE CepBEPHON MHAPACTPYKTYPHI.
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CywecTBytoT 2 cnocoba TpaHCcnAuun agpecos:
v" Network Address Translation (NAT) — 3ameHa agpec UCTOYHMKA Ha agpec MapLlpyTu3a-
Topa. NMpn 3TOM NOPT OCTAETCHA HEM3MEHHBIM;
v/ Static Address Translation (SAT) — 3amMeHa agpec UCTOYHMKA UIM NPUEMHMKA HA HEKOTO-
pbi agpec. Bo3amoxHa ogHoBpeMeHHas 3ameHa nopta. SAT nogpasgendeTcd Ha 2 Tuna:
e Source SAT — TpaHCnauus agpeca UCTOYHUKA
e Destination SAT — TpaHcnsiuMst agpeca Ha3Ha4YeHWs

TunnyHbIn Nnpumep npumeHeHna NAT

HekoTopon opraHusaumm HeobxoauMo NpeaocTaBUTb COTPYAHUKaAM AOCTYN B UHTepHeT. [Npu-
obpeTaeTca BblAeNneHHas NUHUSA OO0 NpoBavgepa, HacTpavMBaeTCA TPaHCNAUMA agpecoB Ha
MapLLpyTM3aTope M3 YaCTHbIX BO BHELLUHWN

TunnyHbIN NpuMmep npumeHeHna DSAT
Heobxogmmo nepeHanpaBuTb coeauHeHue no nopty 80/tcp (HTTP-Tpadmk) Ha KaWupyowmii
cepsep

TunnyHbIM Npumep npuMmeHeHna SSAT

Opranunsaums npunobpena He oauH, a 2 KaHana, HO MapLUpyTM3aTop oAuH. Torga HacTpanBaeT-
ca SSAT, npeobpasoBaHMe Npon3BOANTCA B agpec mHTepdenca, NogKITUYEHHOrO K HY>KHOMY
kaHany. BTopol kaHan MOXeT MCnonb30BaTbCA, Hanpumep, ANs MOAKIYEHUS CepBEepHOM

depmbl.
IP_DST IP_SRC [PORT_DST| PORT_SRC
233.180.204.8 | 192.168.0.5 80 1070
1P_DST IP_SRC |[PORT_DST | PORT_SRC
233.180.204.8 | 192.168.0.5 80 1070
192.168.0.5
v
IP_DST IP_SRC  [PORT_DST | PORT_SRC
233.180.204.8] 193.233.80.17 80 5001
193.233.80.19 Buaulitsg
ceTb
KommyTatop MapLupyTuaatop
IP_DST IP_SRC [PORT_DST [ PORT_SRC |
212.108.98.65 | 192.168.0.6 22 2030 |
192.168.0.6
A 4
S ERET S SrTERG IP_DST IP_SRC  [PORT_DST| PORT_SRC
|__IP_DST IP_SRC | PORT_DST| PORT_SRC | 212.108.98.65 | 193.233.80.19 2 5000
| 212.108.98.65 | 192.168.0.6 22 2030 |

IP DST PORT DST PORT
p——
192.168.0.5 1070 5001
192.168.0.6 2030 5000

PucyHok 7.3. lNMpumep TpaHcnsumm ceTeBbIX agpecos.

OC Linux cogepxuT cuctemHyto cnyx0by netfilter, kotopast peanusyeTt pyHKUMM punbTpa nake-
ToB (B TOM uncne statefull), TpaHcnAuMmM agpecoB, NPO3payHOro NPOKCU U XKypHanNMpoBaHWUs

Tpaduka. [ins ynpaBneHusa aton cnyxbon nveetcs ytunura iptables.
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1.5.TpaHcnopTHbIe W03kl (BUPTYyaribHble cepBepa)

TpaHCI'IOpTHbIVI LJIK03 npeacraBideT m3 cebs TPaHCNATOP TCP coeuNHEHUA. Nonb3oBaTenb
obpa3yeT coefuHeHWe C onpefenieHHbIM MopToM Ha GpaHamayape, nocrne 4ero NocnefHwn
NPOU3BOANT COEAUHEHNE C MECTOM Ha3Ha4YeHWsi No Apyrylo CTOPoHy oT GpaHamayapa. Bo Bpe-

MA CeaHCa 3TOT TPAHCNATOP KONMupyeT OaliTbl B 060M1X HanpaBleHndx, Ll,eIZCTByFI KakK npoBoa.

Internet

TpaHCnopTHbIV
wwnio3

FTPpBep

PucyHok 7.4. Cxema paboTbl TpaHCMOPTHOrO LWIo3a.

Takon TN cepBepa NO3BONSET co3naBaTb TPAHCNATOP AN Noboro onpeaeneHHoOro NonbL3oBa-
Tenem cepsuca, 6asumpytoweroca Ha TCP, ocywecTBNATb KOHTPONb AOCTyNa K 3TOMY CepBuCy,
cbop cTaTUCTUKM NO ero Ucnornb3oBaHu. Hanbonee pacnpocTpaHeHHbIM TPaHCNOPTHBLIM LLMHO-

30M Ans Linux-nnatdopm sBnsetcs ytunurta xinetd.

1.6. lLUnro3bl NpunoxeHnn (NpoKkcu-cepeepa)

TexHonorns nNpokCpoBaHNA (NPOKCU-CEPBEPOB) ABMSETCA YaCTblo MeXceTeBbIX 3kpaHoB (MJ).
Mpokcn-cepsepa oTHOCAT K M3 npuknagHoro ypoBHs. 3 MHOFOYMCNEHHbIX 3HAYEHUA aHMNNR-
CKOro CrnoBa «proxy» B AaHHOM KOHTEKCTE MPUMEHMMbI Takue: «4OBEepPEeHHOEe NULIO», «MOMHO-
MOYHbIN NpeacTaBuTeNby. TO €CTb HEKTO, KTO 4eNCTBYeT OT Ballero UMeHu Mo Bawlemy nopy-
YeHUI0 BMeCTO Bac. B komnbloTepax npokcu-cepeep — 1o cnyxba, koTopas nepegaeT 3anpochl
Bawmx nporpamm (6paysepoB w gpyrux) B WHTepHeT, nonyyaet oOTBeTbl W nepefaet
nx obpaTHo.

Ha3sHa4yeHue 1 npuHUMN paboTbl NPOKCU-CEPBEPOB

DyHKUMKN NPOKCU-cepBepa:

1. TpaHcnsaums ceTeBbix agpecos.

2. KawwvpoBaHvMe — 3a CYET K3WMPOBaHUSA CTPaHWUL, Ha MPOKCU-CEpBEpE CHWMXKaeTcs Tpadumk
paboTbl B IHTEPHET M NPONCXOANT YCKOpPEHME AOCTyna nonb3oBatenen. Ecnu sanpawuvsae-
MbIn  parn  yxe ckauuBarncd, TO MOXHO BblJaTb  €ro c Aucka MnpoKcu-cepsepa
6e3 obpaweHmsa B NHTepHeT. CTaTuCcTuKa nokasbiBaeT, YTO aKOHOMUA cocTasnseT 10-15%
oT obLero cka4aHHoro obbLéma Tpadumka.



o

HIMMN «Yyutex-Mpodgu» — CeTeBas 6e3onacHocTb — Teopus

MpoTokonunpoBaHus paboThbl B VIHTepHeTe — 06bIYHO ObpalleHns nonb3oBaTenen B NHTep-
HeT MPOTOKONMPYITCA U HA OCHOBE JIOrOB AenatTcsa OoT4eThl, Hanpumep, 06 obbveme Tpa-
dmka, ckadaHHOro rnornb3oBaTenem.

YnpaBneHve paspelleHnssMn — MOXHO ornpegenuTb, Kakum Mnonb3oBaTensm/B Kakoe Bpe-
MS/NO KaKMM NPOTOKONaM/K KakuM pecypcam/B KakoM o6 beMe MOXHO BbIXOANUTb B IHTEPHET.
dunbTpaumm Tpaduka - Hanpumep, pexytcsa 6aHHepHble ceTu, cnam-Tpaduk no SMTP u T.n.
AHanns Tpadmka Ha Hanu4une 310BpeaHOro Koaa.

[ononHuTenbHble BO3MOXHOCTW, Hanpumep, punbTpauns nakeToB, CPeacTB OOHapyKeHUs
BTOPXEHUA U T.4.

Ncxoos us pyHKUMA MPOKCU-cepBepa, CTaHOBUTCA SICHO, YTO AN KaXX4oro npoTokona npu-
KnagHoro ypoBHsI JOMMKEH CyllecTBoBaTb CBOW MPOKCU-cepBep. Micxoaa ns atoro cywecTsyroT
cnegyoLumne nNpokcu-cepeepa:

1. HTTP-npokcu. OH npegHasHadeH ans opraHmsauum paboTtbl 6pay3epoB 1 gpyrux nporpamm,

ncnoneaytowmx npotokon HTTP. bpaysep nepepaet npokcu-cepeepy URL pecypca, npokcu-
cepBep Mony4aeT ero c 3anpawmBaemoro Beb-cepeepa v otaaeT 6paysepy. Onsa peanvsa-
LUnn kawmpoBaHusa Beb-cepBepbl 06bIMHO BCTaBnaT B HTTP-3aronoBku cneuunanbHble yka-
3aHusa 06 Ccpoke BanMAHOCTU CTpaHuLbl, YTOObI Bpay3epbl M NPOKCKM MMENU 3TO B BUAY. XOTA
MHOIMe NPOKCU-CEPBEPbI MOXHO HACTPOUTb TaK, YTOObI 3TW yKa3aHUsi YaCTUYHO UrHOPUPO-
BanucCb — HaNpMMep, NepeynTbiBaTb CTPaHULY He Yalle OOHOro pasa B A€Hb.

. FTP-npokcu GbiBaeT ABYX OCHOBHbIX BMAOB B 3aBUCMMOCTU OT NPOTOKoNa paboTbl camoro

npokcu. C ftp-cepBepamm 3TOT NPOKCK, KOHEYHO, Bcerga pabotaet no npotokony FTP. A BoT
C KIMMEHTCKUMK nporpammamu — 6paysepamu u ftp-knuentamm (CuteFTP, FAR, 1 ap.) npokcu
MoXxeT paboTtaTtb kak no FTP, Tak u no HTTP. Btopon cnoco6 ynobHee ans 6pays3epos, T.K.
NCTOPUYECKN ABNSAETCS ANS HUX «poLHbiMy». Bpay3ep 3anpalimBaeT pecypc y NpoOKCU, yka-
3blBasd NpoTokon uenesoro cepBepa B URL — http nnu ftp. B 3aBMCMMOCTM OT 3TOr0 NPOKCU
BblOMpaeT npoTokon paboTbl C LEeneBbiIM CepBEPOM, a NPOTOKoN paboTbl C Gpaysepom
He meHsieTca — HTTP. MNoatomy, kak npaBuno, yHKkumio pabotbl ¢ FTP-cepBepamu Takke
BcTaensaoT B HTTP-npokeun, T.e. HTTP-NpoKcKn, onncaHHbIN Bbilwe, 0ObIMHO C OQWHAKOBbLIM
ycnexom pabotaeT kak ¢ HTTP, Tak u ¢ FTP-cepBepamu. Ho npn «koHBepTaumm» nNpoTOKO-
nos FTP<->HTTP TepseTca yacTb nonesHblx pyHKunin npotokona FTP. MNoaTomy cneyunanu-
3MpOBaHHble ftp-KNMeHTbl NpegnovMTaroT U cneumanbHbIi Npokcu, paboTatowmn ¢ obenmm
cTopoHamu no FTP.

HTTPS-npokcn — daktnyeckn yacte HTTP-npokcn. «S» B Ha3BaHMM O3HavaeT “secure’.
He cmoTps Ha TO, 4TO NporpaMmHO 31O YacTb HTTP-npokcu, obbiiHO HTTPS Bbigenstor
B OTAENbHYI0 KaTeroputo (M ecTb OTAenbHOe Mone And Hero B HacTpovike OGpay3epos).
O6bivHO npotokon HTTPS npumeHsitoT, korga Tpebyetca nepepada KoHdMAeHUManbHOM
WHpopmMaLmm, — BCe nepedaBaemble [aHHble Npu aToM LWwudpyeTtcd. [Mpokcn-cepsepy
npv 3TOM JaeTcs TOMbKO KOMaH4a «COeAUHUTCH C TakMM-TO CEPBEPOM», U NOCne coeaunHe-
HUS1 NPOKCK nepenaeT B 06e CTOPOHbI LWMAPOBAHHbLIA TpadurK, HE MMESs BO3MOXHOCTU Y3-
HaTb NOAPOOHOCTU (COOTBETCTBEHHO M MHOMME CpeacTBa ynpaBneHus OOCTYNoM — Takue
Kak pynbTpaumnsa KapTUMHOK — He MoryT 6biTb peanusoBaHbl ang HTTPS, Tak kak npokcu
B 9TOM ClyyYae Heu3BECTHO, YTO MMEHHO nepepaetcs). CobCTBEHHO B npouecce Lwudpa-
unu/gewmdpaumm NpoKCu ToXe y4yacTUs He NPUHMMaeT — 3TO AenaltT KIMEHTCKas npo-
rpaMmma u Leneson cepBep. Hannume KomaHObl «COEAMHUTBCS C TaKUM-TO CEPBEPOMY
B HTTPS-npokcu npvBOAUT K MHTEPECHOMY W NOne3HoMy nobo4HOMY adpekTy, KOTOpbIM
BCE Yallle NONb3ylTCs pas3paboTyMKU KITMEHTCKMX NporpamMm. Tak Kak nocrne coeauHeHus
C yKasaHHbIM cepBepoM HTTPS-npokcu nuib NaccuBHO nepegaeT AaHHble B 06e CTOPOHHbI,
He NPOM3BOAS HWKaKoW 0OpaboTKM 3TOro NOTOKa BMMOTb A0 OTKMOYEHUS  KNWEHTa
UnNn cepBepa, 3TO NO3BONSET UCNONb30BaTh NPOKCK ANd nepegavn Tpaduka novtn nodoro
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NpoTOKOSa NPUKNagHoro ypoBHsi, a He Tonbko HTTP. To ectb HTTPS-npokcn ogHoBpemeH-
HO siBnsieTcst u npoctbiM POP3-npokcn, SMTP-npokeun, IMAP-npoken, NNTP-npoken n 1.4. —
npu ycnoBun, 4YTO COOTBETCTBYHOLLASA KMMEHTCKas nporpaMma ymeeT TaK 3KCcnnyaTupoBaTb
HTTPS-npokcu (yBbl, Aaneko He Bce elle 3TO YMEIOT, HO eCTb BCMOMOraTerbHble nporpam-
Mbl, «3aBopaymBatoLme» Tpaduk 0Obl4HbIX KnMeHToB Yyepe3d HTTPS-npokcn). Hukakux mo-
Andmkaunin Lenesoro cepeepa He TpebyeTcs.

4. Mapping-npokcn — cnocob 3acTaBuTb paboTaTb 4epe3 MPOKCKM TE MpOorpaMmbl, KOTOpbIEe
ymetoT pabotatb ¢ VIHTEpHETOM TOMbKO HanpsiMyto. [pun HaCcTpoKrKe Takoro NPOKCKM agMUHK-
cTpaTop co3daeT Kak bbl «KOMuIo» LieneBoro cepeepa, HO AOCTYMNHY Yepe3 OAnH U3 NOpToB
NPOKCU-cepBepa A5 BCEX KMMEHTOB MoKanbHOM CeTU — yCTaHaBNuBaeT floKanbHOEe «OTO-
OpaxxeHne» 3agaHHOro cepsepa. Hanpumep, nonb3oBaTenu NokanbHOW ceTtn XoTaT pabo-
TaTb C NOYTOBLIM cepBepoM mail.ru He Yepes Bpaysep, a C UCMONb30BaHNMEM NOYTOBOM MPO-
rpammbl Outlook Express unu TheBat?. 3Tn nporpammbl He yMeOT paboTaTb Yepes NpoKCK.
MpocTtenwwnn cnocob pabotatb ¢ mail.ru no POP3 yepes npokcn — yCTaHOBUTL fOKanbHOe
oToOpaxeHne cepsepa pop.mail.ru. M e Outlook'ax BmecTto pop.mail.ru Hanucatb
MMSA NPOKCU-cepBepa u NopT oTobpaxeHus. Outlook GyaeT coegmMHATLCA C MPOKCU-CEPBEPOM
("gymas", 4To 9TO MOYTOBLIA CEPBEP), @ NPOKCU NpU 3TOM ByaeT coeamHaTbCs ¢ pop.mail.ru
1 Npo3payvyHo nepenasaTb BClo MHdopmauno mexay Outlook m pop.mail.ru, Takum o6pasom
«npeBpawasicb» Ha BpeMsa coeanHeHns B POP3-cepeep. HeypoobGcTBO mapping-npokcu
B TOM, YTO ANl K&XXA0ro HeobxoaAnMOro BHELLHErO cepBepa HY>XHO BPYYHY0 YCTaHaBnMBaTb
oTAenbHbIM  MOPT Ha npokcn. Ho 3ato He TpebyeTca moaudumkaums HU CepBepoB,
HW KINUEHTOB.

5. Socks-npokcu.

BonbLIMHCTBO COBpEMEHHbIX NPOKCU-CEPBEPOB NOAAEPKUBAIOT BCE YNOMSIHYTbIE NMPOTOKOSbI.

CyuwecTBylowme npoKcu-cepeepa

Kak npaBuno, B HacTosiLee BpeMsa Ha NpeanpuaTuu npaktuyeckoro noboro pasmepa cenyac

NCNONb3YTCS NPOKCU-CepBepbl ANs BbiXxoda B MIHTepHeT. Heckonbko CroB OTHOCUTENBHO Ca-

MbIX PacnpOCTPaHEHHbIX PELUEHNN:

v/ camoe MpOoCToe peLLeHne, KOTopoe BCTpoeHo BO Bce Bepcum Windows (1 cepBepHblie, 1
KnueHTckue), HadnHaa ¢ Windows 98 SE — ato npumeHeHune Internet Connection Sharing.
OTO pelleHne camoe npocToe, HO N HaumeHee dyHKunoHanbHoe. OHO npegHasHayYeHo
ANS COBCEM KPOXOTHbIX CETEN N NPaKTUYECKN HE NOOOEPKMBAET HUKAKUX (OYHKLUN, KpOME
npsiMoro - Nnpeobpa3oBaHUsA ceTeBbIX agpecoB. PaboTaTb ymeeT TONbKO C BHYTPEHHEN ce-
Toto ¢ IP-agpecammn 192.168.0.x, a Takke aBTOMaTU4eCcKn BbINONHAeT ponb DHCP-
cepBepa, pasgatollero agpeca u3 aton cetn. Kak npasuno, agMumHucTpaTopoB 6Gonblue
BOMHYeT BOMPOC - KaK NOSIHOCTbIO 3anpeTuTb mcnonb3oBaHune |ICS Ha koMnbloTepax nosnb-
3oBarenen (4Tobbl He MOr NOABMTLCA anbTepHaTuBHLIN cepeep DHCP), yem Bonpockl ero
YyCTaHOBKM 1 HacTpowkun. (OBObIYHO Takoe 3anpeLleHne NpomM3BoaANTCSA NPy NOMOLLM rpynno-
BblX NONMTUK). MHOrMe agMuHUcTpaTopbl cuutaroT, 4to ICS - BoobLe HepaboTocnocobHoe
cpeacTBo 13-3a npobnem ¢ DNS n coeguHeHmnammn no HTTPS;

v’ pgpyroe pelleHue, BcTpoeHHoe B Windows (Tonbko cepBepHble Bepcun Windows 2000 u
2003) - ato cnyxba Network Address Translation (NAT), koTopas yctaHaBnvMBaeTcsa U Ha-
CcTpamBaeTcd Kak KomnoHeHT Routing and Remote Access Server. 910 yxe 6onee paboTo-
cnocobHoe pelleHne, 0aHaKo PYHKUMOHANBHOCTb €ro MMHMMarbHa - HEe NOAAEPKMBAOTCS
K3LLUMpOBaHWeE, pa3peLleHns Ans nonb3oBaTenen u rpynn, NPOTOKONMPOBaHUE U T.N. Tem
He MeHee Mo NpPUYMHE NPOCTOThLI U ManbiX TpeboBaHUIM K pecypcam 3TOT NPOAYKT akTUBHO
ncnonbadyetcd Ha npeanpuatuax ¢ 10-20 koMnbloTepamu;

v' Hambonee moliHoe peweHne ot Microsoft - ISA Server 2004 Enterprise Edition. MimeHHO
9TMM CPeACTBOM MOMb3YHTCA Ha GONbLUMHCTBE KPYMHbIX U CPEeaHUX NPeanpuaTui (B YacT-
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HocTK, B CaHkT-leTepbypre - B NpomcTtponbanke, CbepbaHke, LleHTpobaHke, KHOC un
7.n.). K npenmywiectsam ISA Server MOXXHO OTHECTU:

e MacwTabupyemMocTb 1 KopnopaTBHbIE BO3MOXHOCTM (paboTa B MaccmBax cepBe-
pOB, COBMECTHOE MCMNOfb30BaHWeE KaLlen 1 T.n.)

e [oONHad wmHTerpaums co cpenctesamm ayteHTudpumkaumm Windows (npaktudecku
Tonbko B ISA Server Bbl MOXeTe Ha3Ha4uTb NpaBa Ha BbIXOA4 B VIHTEPHET Nosb3o-
Batenam u rpynnam Windows 6e3 HeoGX0AMMOCTU YCTAHOBKM OOMNONHUTENbHbIX
KNMMEHTOB ayTeHTudukauum);

e 0OnblIOE KOMMYECTBO NPOrpPaMMHbIX pacLUIMpPEHUIn (B OCHOBHOM TPEeTbUX upMm),
KOTOpble NO3BONSAIT peann3oBaTb 60MbLIOE KONNMYECTBO AOMOMHUTENbHbLIX (PYHK-
uun (Hanpumep, orpaHNYnTb KONMYECTBO Tpaduka, KOTOPOe NoMb3oBaTelNlb MOXeT
cKkavaTb B TedeHue OHS), creunanuanpoBaHHble aHTUBUPYCHbIE NakeTbl U T.M.

K HegocTatkam MOXHO OTHECTUM AoporoBusHy ISA, Gomnbllyl0 pecypcoeMKOCTb, HeaoCTa-
TOYHOCTb cpeacTB 3awmTbl (06bIMHO BMecTe € ISA MCnonb3yrTCa AOMONHUTENbHbIE
OpaHamayapbl 1 cucTeMbl 0BHapPYKEHUS NPOHNUKHOBEHWI).

M3 npokcu-cepeepoB TpeTbmx hmpm nog Windows k Hanbonee pacnpocTpaHeHHbIM NPoAyKTam
MOXHO oTHecTun Eserv, Eproxy, WinGate dupmbl Qbik n WinRoute dupmbl Kerio (cenvac cse-
AeH B oaunH npoaykT ¢ Kerio Firewall n nepenvmeHoBaH B Kerio WinRoute Firewall).

Kerio Winroute Firewall He TpebyeT o6s3aTenbHOro Hanuuna goMeHa, kak ISA Server, ymeeTt (B
otnuyme ot ISA Server) BolgaBaTb KBOTbI NOMNb30BaTENSAM MO TpaduKy Ha AeHb U MecsLl, NoMb-
30BaTeny npy MOMOLUN HEro MOryT CaMOCTOSITENIbHO CMOTPEeTb CBOK CTaTUCTMKY M OCTaToK
Tpaduka u T.n.

Bo3moXxHO, camoe pacnpoCTpaHeHHbI MPOKCU-CEPBEP MO YUCNY UHCTaNNAUUA B MUpPE — 3TO
SQUID, npaktnyeckn ctaHgapTHbIM Npokcu-cepeep ans Unix-cuctem. OH MeHee pecypcoeMok
N cumTaeTca 6onee HageXHbIM 1 3aliMLLEHHBIM, YeM ISA Server, 0gHAKO 3alUULLIEHHYIO ayTeH-
Tndpukaumo crangaptHeiMm cpeactsamn Windows He nopgepxuBaeT. Bo mHornx dupmax
SQUID pa6oTtaet BmecTte ¢ ISA: SQUID ctont Ha Bxoae B foKanbHYy0 CeTb NpeanpuaTus, a
ISA — 3a HUM 1 obGecneuynBaeT pasgady paspeLleHni Norb3oBaTensam 1 NPOTOKONMPOBAHNE MO
nonb3oBaTensm.
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2. CucremMbl OGHapyXeHUs1 atak U BTOPXXEHUN
MexceTeBble 3KpaHbl, ABMSASACHL NEPBON NUHUEN 3LLENOHMPOBAHHON 060POHLI, HEe MoryT obec-
NeYnTb NOMHYI0 ageKBaTHYIO 3aLlLMTy B CUITY CReayroLnX NPUYnH:

v\ OoWNBKN UnM HeQoCTaTKN NPOEKTUPOBAHUS — pasnnyHble TexHonorum M3 He oxBaTbiBa-
0T BCEX BO3MOXXHOCTEN MPOHUKHOBEHWS B 3aLUULLIAEMYIO CETb;

v/ HepocTaTKu peanusaumm — NocKombKy Kaxabin MO npeactaBnsieT cobow CnoXHbIN Npo-
rPaMMHbIV (MpPOrpamMMHO-annapaTtHbIA) KOMMIEKC, ero peanusaums CoaepXuT OLIMOKN.
Kpome TOro, He cyuiectsyeT obLien MeTogonornm TeCTUPOBaHNA, KOTopas no3sonuna
Obl onpeaennTb KA4eCTBO NPOrpamMmMHON peanusaunm n yéeantbcs, 4To B MO peanunso-
BaHbl BCe cneumpununpyemMbslie CBONCTBA;

v' HepoCTaTKM MPUMEHEHMs (3Kcnnyatauuu) — npuMmeHeHne MO gna peanbHOW 3awuTbl
ceTen HaTankmBaeTCs Ha HECKONbKO Cepbe3HbIX 0OCTOATENLCTB, K YACNY KOTOPbIX MOX-
HO OTHECTW CMOXHOCTb peanu3auun 3agaHHON CETEBOW MONMUTUKM 6e30MacHOCTU Mexa-
HMu3Mamn M3, Hanuume ownbok KoHGUrypupoaHna M3 n Hanuume owmnbOoK agMUHNUCT-
pupoBaHuga. AoMUHUCTpupoBaHne M3 aBngeTca JOCTaTOMHO CNOXHOW 3ajadven un Tpe-
OyeT oT agmuHucTpaTtopa MO onpegeneHHon kBanudukauum n onbita. Kpome Toro,
ataku MOryT NPOM3BOAUTLCS M CO CTOPOHbI 3aLMLLAEMON CETU, YTO OCMOXHSAETCS TeM,
YTO OHW MHULMMPYIOTCS NOSb3oBaTeENAMU, KOTOpble, BO-NEPBbIX, UMEIT AOCTYN K ane-
MEHTaM CeTU, a BO-BTOPbIX, 3HAIOT UK NPEeACTaBNAT OpraHn3aLmnio CUCTEMbI 3aLLNThI.

v MO saBnseTca «eQUHCTBEHHOW TOYKOW», Yepe3 KOTOPYH MPOXOAST BCE COEAMHEHUsI C
BHELLUHMM MupoM. [NoaTomy nobas nporpaMmmHas owmodka, ya3sumocTb 10 nnu ownbka
KOHpurypuposaHns M3 MOryT NpnBeCTU K MPOHUKHOBEHMIO B 3aLLMLLAEMYIO CEThb.

3OTn 1 nogobHbIe NPUYMHBI BbI3BaNM HEOOXOAMMOCTb BEAEHUS NOAPOOHLIX XXypHanoB ayauTa, B
pesynbTate aHanmM3a KOTOPbIX CneuuanucTbl (3KCnepTbl) AenaroT 3aknivYeHne O COBepLUMB-
LUMXCSA MPOHMKHOBEHMAX. Pe3dynbTaTbl Takoro aHanuaa UCnonb3yTcst ANA YCTPAHEHUS NPUYMH
HapyLleHusa unn ansa popmMmnpoBaHMsa HOBbIX NPaBun (CUrHaTyp), NO3BONSAOLUNX 3aWMUTUTLCS OT
NPOHWKHOBEHWI. poBeaeHne NogobHOro aHanu3a OCMNOXHAETCA MHOXECTBOM MPUYUH, CPpeau
KOTOPbIX OCHOBHbIMMW SABIAIOTCS:

v' rpoMafHbll 06BbEM AaHHbIX XXypHAIoB ayauTa;
OTCYTCTBME 3HAYMMbIX 1151 OOHAPY>XEHUS BTOPXXEHWUIA NPU3HAKOB B XXypHarnax;
CMOXHOCTb aHanu3a AaHHbIX PasfnyHbIX XXypHarnos;
aHanua no ceepLUnBLUMMCA hakTam (nonyveHne AaHHbIX 06 aTake, KoTopas yxxe yaayHo
npowna);
Heo6XxoaUMOCTb BbICOKOW KBanudukauum npoBoasLLEro aHanms3 cneumanucTa;
v' CINOXHOCTb NMpaBuI (CUrHaTyp) No oOHapy>KeHHbIM MPU3HaKam aTaku.

ANENEN

\

Moatomy ycunua wuccnegoBaTenen HanpasfieHbl Ha paspaboTky npoueccoB ObHapyXeHUs
BTOPXXEHUI 1 aBTOMaTu3aumio npouecca obHapyxeHus. NogobHble cMCTEMbl NONYYMnM Ha3Ba-
Hue cuctem obHapyxeHuns sTopxeHun (Intrusion Detection System). Npn paccmoTpeHumn cuc-
TeM o6HapyxeHusa sTopxeHun (COB) ncnonbsyetcs npegmeTHas obnactb, anemMeHTamm KoTo-
poV 4acTo ABMAKTCA 0bweynoTpebutenbHble TEPMUHbI. [1OCKOMNbKY pasnuMyHOe TONKOBaHWe
TEPMUHOB NPUBOAMWT K NyTaHULE, OrOBOPUM OTAENbHbIE TEPMUHLI, KOTOpble ByayT MCNOMb30-
BaTbCHA B AalbHENLLEM.

ATtaka — gencTsus, NpeanpuHUMaemble 3r0yMbILLNIEHHUKOM, MPOTUB KOMMbOTEpa (UNu ceTwn)
noTeHumnanbHon xepTBbl. C TOYKM 3pPEHUs HEUTpanbHOro HabnwgaTtena ataka MOXeT ObiTb
6e3ycneLHon (Heyga4yHom) 1 ycnewHon (yaayHon). YCneLHyo ataky HasbiBaloT BTOPXKEHUEM.

BTopXeHne — HecaHKUMOHMPOBAHHLIN BXOA B MH(POPMALIMOHHYIO CUCTEMY (B pe3ynbTaTe aen-
CTBUIA, HapyLUaLWmX NONNTUKY 6e30NacHOCTMN NN 06X0OALNX CUCTEMY 3aLLMUThI).
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Cuctema oBGHapyXeHus BTOPXKEHUN — KOMMMeEKC (annapatypa v nporpammMHoe obecrneyeHune),
KOTOPbIA MO pe3ynbTaTtaM aHanmsa KOHTPONUPYyEeMbIX U COBMpaeMbIX AaHHbIX MPUHUMAET pe-
LUEHNE O HanM4Mm aTakn Unu BTOPXKEHMS.

JloxHasa TpeBora (false positive) — reHepauunsa curHana o6 obHapyxeHun aTakum (BTOpXXEeHUs),
KOTOpPOW He ObIno.

Mponyck (false negative) — nponyck atakv Unu BTOPXXeHUS (OTCYTCTBUE CUrHana TpeBoru npwu
Hanmyun BTOPXXEHUS).

OBwenprHATBLIN TEPMUH — CUCTEMA OBHaPY>KEHNST BTOPXXEHUIN — BO MHOIMX Cry4yasX npuMeHs-
eTca n anga cuctem obHapyxeHus atak (COA). B Tex cnyyasix, korga He BO3HMKAET nyTaHuua,
6ynem ncnonb3oBatb cokpaleHne COB.

2.1.Knaccudmkaumna COB

[na nocTpoeHus TakCoOHOMUN HeoBXo4MMO BbliBpaTb KpUTEPUK, COrfacHoO KOTopbiM ByaeT npo-
BOOMTbCA Knaccudumkaums. PaccMoTpMM noaxod, B KOTOPOM B KaYeCTBe TakuX KpUTEPUEB Bbl-
OpaHbl TUMWYHbIE PYHKLUK M OCODEHHOCTU NPOoEKTUpoBaHusa un peanusaumm COB (knaccudum-
Kaumsa cucteM obHapyXeHUs BTOPXKEeHUN npeacTaBneHa Ha pucyHke 7.5).

K 4ncny aTux doyHKUUIN OTHOCATCS CrieaytoLme:

noaxo4 K OOHapy>XEeHUIO;

3alymiiaemas cuctema;

cTpyktypa COB;

MCTOYHUK AaHHbIX (418 NPUHATUS peLueHmns);

Bpems aHanusa;

XapakTep peakuuu.

ANENENENENAN

NMoaxoa k oGHapyxeHu. BbiaensioT gBa OCHOBHbIX noaxoda — obHapyxeHue curHatyp
(signature detection, misuse detection), o6HapyxeHne aHomanui (anomaly detection) — n rnbé-
pUaHbIA Nnoaxoa.

3awmwaemas cnctemMa BKITOYaeT B cebs XocToBble, ceTeBble U mbpuaHsie COB. MNpu koHTpo-
ne Ha ypoBHe XxOoCTa MOXHO paccmatpueaTb COB cneayrowmx nogypoBHeEKW: onepaumoHHas
cuctema, 6asa gaHHbIX, NPUITOXKEHME.

CeTteBble COB ocywectBnsoT cbop 1 aHann3 ceTeBbIX NAKETOB, HA OCHOBAHUWN KOTOPbIX NPO-
BoauTCS obHapyxeHue. CeHcopbl TaKMX CUCTEM MOTYT ObITb pacnpeferneHbl No arieMeHTaMm ce-
Tn. CeTeBble CUCTEMbI OOHapPYXXEHUA BTOPXKEHWUI SBNAIOTCA CUCTEMaMN OBHapyXeHnst aTak.

XocTtoBble COB ocyLlecTBNAIT aHanu3 akTMBHOCTU OTAENbHOro KOMMbloTepa. B atom cnyyae
cucteme obHapyXeHust BTOPXKEHUI NpedocTaBnseTcs ropasgo 6onbwmii Habop napameTpos
Aana aHanmsa. Kpome TOro, gaHHble CUCTEMbl OBHapyXeHusi BTOPXKEHUM MOryT ferko pea-
rmpoBaTb Ha OBOHapy>XeHHyt aTtaky. XoctoBble COB noaypoBHen ocyLeCcTBAST KOHTPOSb CO-
ObITWIA, CBSI3aHHbIX C COOTBETCTBYHOLUMM NPUNOXeHnem, nodtomy xoctosble COB gaBnstoTcA
cuctemammn obHapyxeHus BTOpkeHun. XoctoBble COB MoryT npoBOAvTb M aHanu3 nakeTos,
npunbbiBaoLLMX Ha AaHHbIM XOCT. XocToBble COB, ncnonb3yowmne n aHanms CeTeBbIX NaAKeToB.,
NPUXOAALWMX HA OAHHbIA XOCT, SBMAOTCA rMOpMAaHbIMK, UCNONb3YOLWMMN 06e TEXHONOorMm og-
HOBPEMEHHO.
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CtpykTypa. Mo crpyktype COB nogpasgensitoTcss Ha LeHTpanu3oBaHHble UM OeLeHTpanmns3o-
BaHHble. MHorne 13 cyulecTtBytowmx COB, kak XOCTOBblE, Tak U CETEBbIE, UMEIOT MOHOMUTHYHO
apXUTEKTYPY, B KOTOPOWM peanusyloTcs BCe onepauum CUCTEMbl: cOOp AaHHbIX, UX aHanus u
NPUHATUE PEeLLEeHUs, BKNoYas reHepauuio curHana TpeBorn. CNoXHOCTb COBPEMEHHbIX aTak,
3aTparMBaroLmnx pasnnyHble acnekTbl 6e30MacHOCTN CETU OpraHn3aunn, ee ceTeBbIX YCTPOMCTB
M XOCTOB, a TaKKe OTHOCUTENbHAs LOPOroBU3HA OTAENbHbIX CUCTEM OBHAPYKEHUS BTOPXKEHUI
npuBEnM K HeoBXOANUMOCTM CO3[aHUs pacnpeneneHHbIX cuctemM oGHapykeHus. B nocnegHue
rogbl MOSIBUNOCH 3HAYUTENbHOE YUCIO UCCNedoBaHWA U pa3paboTok AeueHTpann3oBaHHbIX
cucTeM obHapyKeHNst BTOPXKEHUI Ha OCHOBE TEXHOMNOMMM MOBUIIbHbIX areHToB.

UcTouyHuk aaHHbIX. OCHOBHbIMM UCTOYHMKaMK AaHHbIX Ans COB aBnsaloTca ceTeBble NakeTbl U
AaHHble ayauTa. o 3anucsamu ayguTta NOHMMAKTCA He TONbKO CneumnanbHO OpraHn3oBaHHbIE
3anncu cobCTBEHHO ayauTa, HO U CUCTEMHbIE XXypHaribl, KOTOpPble MOryT BECTUCb, Hanpumep,
onepaumoHHOM CUCTEMON. Takme CUCTEMHBIE XypHarbl MOTyT BKIoYaTb B cebsi KoHurypaum-
OHHble hbainbl cUCTEMBI, JaHHble ANA aBTopu3auuun nonb3oBaTenen u 1.4. 3Ta nHdopmauuns
co3fjaeT OCHOBY NS NocreayrLwero NPUHATUS peLleHuns.

CeHcop MHTerpmpyeTcsi C KOMMNOHEHTOM, OTBETCTBEHHbIM 3a COOpP AaHHbIX — reHepaTopoM Co-
OobITun (e-box). MNoatomy cnocob cbopa mHdoOpMauMm onpenensieTca NoSIMTUKON reHepaumm
cobbITin, KOTOpas onpeaensieT pexnmbl punbTpauMm NPoCcMaTpPMBaEMbIX COOLITUIA.

"eHepaTop cobbituin (OC, ceTb, NPUNOXKEHNE) FTEHEPUPYET MHOXECTBO COOLITUN, 3aBUCALLUX OT
NOMNTKKKN, KOTOPbIE MOTYT 3anNnCbIBaTbCA B XXypHarsbl (CUCTEMHbIE U ayanTa) Unn onpeaenaTtb-
cs ceTeBbIMM Naketamu. [laHHble B 3aBMCMMOCTU OT MOSIUTUKN MOTYT COXPaHSITbCS Kak BHYTpU
3alMLLIaEeMON CUCTEMBI, Tak U BHE ee. B oTaenbHbIX criydasix faHHbIE MOTYT HE COXPaHSITbCS,
HO TOorga NOTOKWM AaHHbIX O COObITUAX NepefarnTca NPAMO B aHanusatop. ATO KacaeTcs, B Ya-
CTHOCTW, CETEBbIX NAKETOB.

CywecTByloT Npobnemsl, cBA3aHHble ¢ obpaboTkon cnegos ayamta. CoxpaHeHne OT4ETOB ay-
AnTa B eQUHCTBEHHOM (hanne moxeT ObiTb Hebe3onacHo, Tak Kak HapyLumTenb MOXeT UCMOoSb-
30BaTb €ro B CBOMX MHTepecax. Jlyyle nmeTb onpeaeneHHoe YnCno KONun, pacnpeneneHHbixX
MO CeTUn, HO 3TO yBENUUMBAET HarpysKy Ha ceTb U cuctemy. C dyHKUMOHANbHOW TOYKN 3pEHUSA
perncTpauma Kaxgoro cobbiTus o3HayaeT 3HauMTENbHOE YBENMYEHWE Harpy3km Ha CUCTEMY.
CxaTtme XypHanoB peructpauum Takke yBenumymBaeT CUCTEMHYHO HarpysKy, BbICBOOOXaas me-
CTO Ha anckax. OnpegenexHne Toro, kakme cobbiTua HeobxoaMMO BKNOYaTb B ayauT, 4OCTATOY-
HO 3aTpyOoHUTENbHO, TaK Kak onpeaeneHHble TUMbl atak (BTOPXKEHMI) MOryT ocTaTbCc HeobHa-
py>KeHHbIMW. TpyaHO NpeacKkasaTb BO3MOXHbIM 06beM hannos ayanta v onpegenuTb nepuoapl
nx coxpaHeHusi. Cuctembl 06paboTKn XXypHanoB pernctpauun ysa3sBumbl K aTakam oTkasa B 06-
CNY>XMBaAHWMW.

Bpemsa aHanusa. COB MoryT (OyHKLMOHMPOBATb HEMPEPBLIBHO WM NEPUOAMYECKM MOny4vas
nHopmaumio anga obpaboTku (real time, interval-based). 3To pasgenenne onpegensieT npume-
HeHVe OBYX pasnuyHbIX NOOXOAOB K OBHapyXeHuto, KOTopble Mbl Oyaem HasbiBaTb PEXUMOM
pearnbHOro BPEMEHU N OTNOXEHHBIM PEXUMOM.

Mpn obpaboTke B peanbHOM MacwTabe BpeMeEHM OCYLLECTBRSETCHA Tekywas Bepudukaums
CUCTEMHbIX COOLITUI AN XOCTOBbLIX CUCTEM M aHanNM3 ceTeBbiX NakeToB Ans ceteBbix COB. Us-
3a BblYUCNIUTENBHON CrOXHOCTU B ceTeBbix COB ncnonb3yemble anropMTMbl OrpaHUYnBatOTCA
CKOPOCTbIO BbINOMHEHUSA N CBOEN 3(PEKTUBHOCTLIO, NO3ITOMY YacTO UCNONbL3YyTCA Hanbonee
NPOCTble anropuTMbl.
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CucTteMbl 0GHapyXXeHUs1 aTak AOIMKHbI (DYHKLUMOHMPOBATL TONbKO B peanbHoM Maclutabe Bpe-
MEHU, a CUCTEMbI OOHAPYXEHMST BTOPXXEHWUIA MOTYT (PYHKLIMOHMPOBATL Kak B pearlbHOM, TaK 1 B
OTIIOXXEHHOM peXxunmMax.

Xapaktep peakuuu. 1o xapaktepy peakumm pasnunyaroT nacCuBHbIE (FTEHEPUPYIOLLNE TOSbKO
curHanbl TPEBOrM) M akTUBHbIE (BbINOMNHSOWME OOHapy)XeHe 1 peanu3auuio peakuum Ha ata-
kn) COB. B kauecTBe peakuum MOryT MCNosb30BaTbCs, HanpMMep, NOMbITKM YCTaHOBUTb COOT-
BeTCTBYyHOLWMNE «3annatkm» B 1O nepen B3nomom nnun 61MOKMPOBKM aTakyembix cnyx6. B Teve-
HMEe HEeCKONbKUX NeT Ha cTpaHuuax VIHTepHeTa gaxe obcyxganacbk npobriema akTUBHbIX aTa-
KyHOLKNX OeACTBUA NpoTuB HapywuTens. MNaccuBHble COB moryT BblgaBaTb CuUrHam TpeBorM Ha
KOHCOMb agMMHUCTpaTopa, BbldaBaTb COOOLLEHNe Ha NMenmKep, nocbinatb COOBLLEHME MO SrEK-
TPOHHOM NOYTE M AaXe BbINOSHATL 3BOHOK HA 3a4aHHbIN COTOBbIN TerieoH.
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VIIl. CuUcTemsl TYHernIimpoBaHus

1. MNMpotokon PPPoE

1.1.0630p npotokona PPPoE

Point-to-Point Protocol over Ethernet (PPPOE) — cnocob yctaHOBRneHWs ceaHca U UHKancyns-
umm PPP-nakeTtoB npu nepegadve mx no Ethernet. MNpumeHaeTca kak npoTokon TyHHenMpoBa-
HWS, NCNONb3yeMbI ANS NOAKITIOYEHNA HECKONLKNX Nonb3oBaTenen B ogHon Ethernet-nogcetn
K MHTepHeTy 4epe3 obwmin nocnepoBaTenbHbIi UHTEpdenc, Hanpumep, DSL-nnHnsa, 6ecnpo-
BOAHOMW KaHan, unun kabenbHbln mogem. Bce nonb3oBaTenu cetu OenaT O4HO MOAKMYEHUeE,
OLHaKO KOHTPOJSb AOCTYNa MOXET ObITb BbINOMIHEH ANSA KaX40ro nonb3oBarens.

PPPoOE gaét npoBangepy crnegytoime npemmyLlecTtsa:

v’ ayTeHTUdUKauus no normHy/napornto;

v/ aBTomartuyeckoe BbigeneHue |IP-agpecos nonb3oBartensm (noxoxe Ha DHCP);

v/ aBTOMaTtumyeckoe onpegeneHne PPPoE-cepsepa.

Tak kak cmsmyeckn yctaHaBnmBaetca PPP-ceaHc, To PPPoE-coeanHeHne obnapaet Bcemu
cBonctBamun PPP-coeagnHeHmns.

Mpouecc yctaHoBneHnss PPPoE-coeanHeHnst COCToUT u3 2 3Tanos:
v" nowuck cepsepa (Discovery);
v'yctaHoBneHue PPP-coeanHerus.

Ha atane noucka knueHT npounssoant nonck PPPoOE-cepBepa. Ecnn B ceTu ncnonb3yetcs He-

CKOJIbKO CEpBEpPOB, TO NMpoOMCXoauT BbliGop HyHoro. Tak kak PPPoE-coegnHeHne opraHmsyetcs

Ha KaHanbHOM YPOBHE, TO AJS1S1 ero yCTaHOBMEHUS y4acTHMKaM goctatoyHo 3Hatb MAC-agpeca

Apyr gpyra. dtan noucka npovcxoauT B 4 wara:

1. KnuneHT nepenaét wuHuummpytowee coobuenune (Initiation) no wmpokoBewaTensHoOMy
agpecy kaHansHoro yposHs (FF:FF:FF:FF:FF:FF).

2. OauH vnn HecKkonbko cepBepoB nepenatoT coobuieHve-npegnoxenue (Offer) Ha apeHay
MAC-agpec KknueHTa.

3. KnueHT nepepaét coobuieHne o 3anpoce ceaHca (Session Request) no MAC-agpecy
BbIOpaHHOro cepBepa.

4. BblbpaHHbI cepBep nepefaét coobuweHne o noatBepxkaeHun  (Confirmation)
YyCTaHOBIIEHUN CeaHca.

CywecrtsyeT 5 Bngos PPPOE-coo6LuieHwni:

1. Active Discovery Initiation (PADI) — Ha4ano nomcka KnMeHToOM cepBepa.

2. Active Discovery Offer (PADO) — onoselLeH1e KNneHTa 0 Hann4uu cepeepa.

3. Active Discovery Request (PADR) — 3anpoc KnMeHTa Ha YCTaHOBNEHNE COeANHEHNS.

4. Active Discovery Session-confirmation (PADS) — noaTBepXaeHWe yCTaHOBIEHUS ceaHca
CBSI31 CEPBEPOM.

5. Active Discovery Terminate (PADT) — 3aBepLueHne coeMHEHNS.

Ha atom ware 3akaH4mBaeTcsa nepsbli 3Tan. Bropon atan npeactaesnsieT n3 ceba PPP-ceaHc.
Otnunune PPPoE ot PPP 3akntovaeTtcs B TOM, 4TO Br10KM AaHHbIX NepenarnTcs He No Bblaenex-
HoW nNuHUK, a no ceTn Ethernet. 3aronosok PPPoE 3aHnmaeT 8 6ainT, 4YTO HEOOBXOANUMO YUYUTbI-
BaTb npu pac4éte MTU (1500-8=1492).
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1.2.0630p npotokona PPP

Point-to-Point Protocol (PPP) — npoTokon Ans cBA3W Mexay ABYMS KOMMbKOTEpamu, Harnpu-
Mep, Ans coefMHeHns aboOHEeHTCKOW CTaHLMn C NpoBanaepoM Yepes KOMMYTUpyemMoe coefmHe-
HYe.

DyHKunammn PPP aensitoTes:

NogabkwhNPE

YnpaBneHue agpecamMmu npoTokona ceteBoro yposHs (IP).
ACMHXPOHHOE N CUHXPOHHOE (hOPMMPOBaHME NakeTa AaHHbIX.
MynbTunnekcupoBaHue NpOTOKONOB CETEBOrO YPOBHS.
KoHcurypmpoBaHue KaHana cBs3mu.

[MpoBepka kayecTBa kaHana cBA3W.

O6HapyxeHune owmnboK Npu nepeaaye AaHHbIX.
CornacoBaHue napaMeTpoB CXaTus MHpopmaumm.

TunnyHbI ceaHc PPP-coeMHEHUsI COCTOMT U3 HECKONbKUX NpoLeayp:

1.

YcraHoBneHne coeavHeHusi. Cuctema, WHUUMMpYOWasi coeauHeHue, ucnonbdyeTt Link
Control Protocol (LCP) ansa cornacoBaHusi napameTpoB CBSi3W, KOTOpble Obl ycTpounn obe
CTOPOHbI.

AyteHTudmkaumsa. HeobssatenoHas npouegypa. Cuctema MOXeT BOBMeKaTb B MpoLecc
COeUHEeHUs NpoTOKoN ayTeHTudukaummn, Hanpumep, Password Authentification Protocol
(PAP) unun gpyron onsi npoBegeHus gmanora OTKpbITUA JOCTYNa K CUCTEME.

YcTaHoBNeHMe CoeanHEHUs Ha ypoBHe NpoTokonoB CeTeBoro ypoBHs. [nsi Kaxgoro npo-
Tokona CeTeBOro ypoBHs, UCMONb3yeMOro CUCTeEMaMn BO BPEMSI ceaHca CBsI3W, BbIMNOSHS-
eTcsa OTAenbHasi npoueaypa yCTaHOBMEHNst coeanHeHns ¢ ucnonb3oBaHnem Network Con-
trol Protocol (NCP).

MNone
®nar Anpec ynpaBneH/s MpoTokon JaHHble FCS | ®nar

PucyHok 8.1. ®opmaT PPP-kagpa.

dopmaT PPP-kaapa npeacTtasrneH Ha pucyHke 8.1. dyHKUMK nonen kagpa nepedncreHbl HAXE:

v

v

v

®nar (1 6anTt). CopgepXuT WecTHaguaTepmyHoe Yncno 7e un pabotaeT B kayecTBe pasge-
nuTens nakeTos, aHanorn4yHo cumsorly END npotokona SLIP.
Appec (1 6anT). MNMpeacTtasnseT cobown wecTHaguaTepmyHoe Yncno ff, ykasbiBad, 4to naket
afpecoBaH BCEM CTaHUMAM.
Mone ynpasnenuna (1 6anT). 3HayeHne B 3TOM none UAEeHTUULMPYET NakeT Kak coaep-
Xawmmn HeHymepoBaHHoe MHdopmaunoHHoe coobueHne HDLC (High-level Data Link Con-
trol).
MpoTtokon (2 6anTa). NpegHasHadeHo ansa noeHTugUkaumm npotokona, cpopmmpoBasLLe-
ro MHoOpMauuio B None AaHHbIX:

¢ 0021. He cxatble IP-gentarpammbl.

e 002b. fentarpamma npotokona Novell IPX.

e 002d. IP-genTarpammel co cxaTeiMn TCP- 1 IP-3aronoskamu.

e ¢021. Link Control Protocol (LCP).

e ¢023. Password Authentification Protocol (PAP).

e 223. Challenge Handshake Authentification Protocol (CHAP).
HaHHble (ao 1500 GanTtos).
KoHTponbHas nocrnefoBatenbHOCTb Kagpa (2 nnun 4 6anta). XpaHUT KOHTPOSTbHYIO CyMMY,
BbIYUCMNEHHYIO ANA LEeroro kagapa, 3a UCKIToYeHueM rnonen dnara u KOHTPOSIbHOW nocne-
A0BaTeNbHOCTU, B Lienax obHapyXeHUst BO3MOXHbIX OLUMBOK.
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Mpotokon LCP

HaHHbIn npoTokon npumeHsieT B PPP-coeguHeHnaX Ans BeOeHUA neperoBopoB O CBOWMX BO3-
MOXHOCTSIX BO BpEMS MpoLecca YCTaHOBIEHUSI COeQUHEHUS C LeNblo AOCTMXKEHNA Hanbonee
3(beKkTMBHOrO coegmHeHnsa mx Bcex BO3MOXHbIX. CoobweHna npotokona LCP nepeHocsTca
Kagpamu npoTokona PPP 1 cogepxaTt MHpopmMaumio 0 BO3MOXHOW KOH(pMrypaumm coegmHeHuns.
Kak Tonbko ABe CUCTEMbl OCTaHaBMNMBAKOTCS Ha KOHMUrypaumm, KOTOpyto OHM obe MoryT noa-
AepXnBaTb, NPOLIECC YCTAaHOBNEHNSI COEAMHEHNSA NPOAOIDKaeTCs.

1234567 81234567 812345¢617812345F%6738

Kog, WpoeHTndgukaTtop Onvna

I
I [aHHble |
I

PucyHok 8.2. ®opmat LCP-nakeTa.

OyHKkumn nonen LCP-nakeTa cnegytowme:
v" Kopg (1 6awnT). OnpeaensieT Tun LCP-coobuieHus. MNpumeHsaoTcsa cneayrolime Koabl:
e 1 — Configure-Request.
e 2 — Configure-Ack.
e 3 — Configure-Nak.
e 4 — Configure-Reject.
e 5 - Terminate-Request.
e 6 — Terminate-Ack.
e 7 — Code Reject.
e 8 — Protocol Reject.
e 9 - Echo-Request.
e 10— Echo-Reply.
e 11 — Discard-Request.
v Npentndukatop (1 6anT). CoaepxmnT KoA, UCNosb3yeMbld Npy accoumaumm 3anpocoB 1 OT-
BETOB Ha HUX Ana uHamsuayansHon LCP-TpaH3akuuu.
v' [nuHa (2 6arTa). OnpegensieT anvHy LCP-coobLueHus, BkoYas Bce nons.
v' [aHHble (nepemeHHbIi pa3mep). CoaepXuT anemMeHTbl, COCTOsILME M3 Tpex Monen: Tun,
ANWHA N AaHHbIE:
o Tun (1 6anT). OnpegendeTt KOHPOUIypUpyeMyo Onumio, Hanpumep:

» 1 — mMakcumanbHO NpMHMMaeMmblin 610K,

» 3 — npoToKon ayTeHTUMKaLmK.

» 14 — Bpems coeguHeHNs.
e [nuHa (1 6anT). OnpegensieT ANUHY areMeHTa, BKIoYasi Bce nons.
e [laHHble (NepeMeHHbIV pa3mep).

MpoTokon ayteHTUcukaumm PAP
Cambii npocTon 1 cnabblin NPOTOKON ayTEHTUMUKALUMMK: UCMONb3yeT ABYXCTOPOHHEE KBUTMPO-
BaHWE YCTaHOBMNEHNE CBA3M U NepenaeT NOMMHbl U Naponun OTKPbITbIM TekcToM. Popmat kagpa
npotokona PAP aHanorn4eH npotokony LCP.
v Kog (1 6anr):

e 1 — 3anpoc ayTeHTUpnkaumm

e 2 — noaTeepxaeHne ayTeHTUdukaumm
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e 3 — HenoaTBepXaeHne ayTeHTugukaumm
v' WpeHtndukartop (1 6ant). CogepxuT KoA Ans accoumaumm 3anpocoB M OTBETOB Ha HUX.
v' [OnuHa (2 6anTa).
v' [aHHble (nepemeHHbIn pasmep). Coaep>XUT HECKONbKO MOAMOoNen B 3aBUCUMOCTU OT 3Ha-

YeHust B None Koaa:

e [nuHa nons naeHtudmkatopa ysna (1 6anr).

e WpoeHTndukaTop yana (NepeMEHHbIN pasmep).

e [nwuHa napons (1 6anT).

e [laponb (nepemeHHbI pasmep).

e [lnuHa coobuwieHmns (1 6anT).

o CoobueHune (NepeMeHHbIN pasmep).

Mpouecc ycTtaHOBMEHUA coeanHEHUA no npoTtokony PPP
lNpencraeneH Ha pucyHke 8.3.

Kanan Kanan
—>

oTCyTCTBYET oTCyTCTBYET
Oa Het
KoHTponB
O6pebiB
—— _— -
«anana Heynauva AyTeHTUukauma f Yenex KayecTtsa
KaHana
l Het Oa
KoHdpurypauums
OTKpbITHE < NPOTOKOMNOB ¢ Hauvano pa6otbl pu

KaHana npotokona LQR

CeTeBOro ypoBHs

PucyHok 8.3. lNpouecc ycTaHOBNEeHUs coenHeHus rno npotokony PPP.

KaHnan otcyTcTByet

O6e cucTembl HAYMHAKOT U 3aKaHYMBAKOT CeaHC CBA3WM ¢ dhasbl Nog HasBaHueM «KaHan oTcyT-
cteyeT» (link dead), koTopas npegnonaraet, YTO MeXAy AaHHbIMW CUCTEMaMn He CyLlecTByeT
CBA3b Ha dusnyeckom ypoBHe. Bo Bpemsa TMNNYHOM ceccuu NpunoxeHne Ha OQHOW 13 CTOPOH
MHUUUUPYET coemHeHne Ha Prn3nYeckoM ypoBHe nyTem Habopa HoMepa No MoAeMy UMK UHbI-
MK cnocobamu. Kak Tonbko ycTaHoBreHa CBsA3b Ha PM3N4ECKOM YpOBHE, CUCTEMbI NEPEXOONAT K
cTaguun ycTaHoBMeHnsa kaHana.

YcTaHoBneHMe KaHana

Ha pgaHHon ctagumn B paboty Bctynaet PPP-npoTtokon. B dase «ycTaHOBNeHue kaHana» cuc-
Tema, UHMUMMpoBaBLLasa coeauHeHune, nepenaet LCP-coobuweHune Configure-Request B cucte-
MY HasHadeHud. OTO COOBLLEHNE COOEMKUT KOH(PUIypaLNOHHbIE OMNLMK, KOTOpbIE 3Ta cuctema
xoTena 6kl ucnonb3oBaTb. Ecnn cuctema, nonyymsluas coobuieHne, MOXeET NogaepKmBaTh BCE
yKa3aHHble B HEM BO3MOXHOCTW, OHa oTnpasnseT coobueHne Configure-Ack, koTopoe coaep-
XUT Te e 3Ha4YeHUs1 KOHPUIypaLMOHHbIX ONLUMI, U AaHHas dba3a 3aKkaH4YMBaETCS.

Korga cuctema-nonyyatenb pacnosHaeT 3anpallnBaemMble 3feMeHTbl KOHJUrypauumn, HO He
MOXeT ux obecneunTb, oHa nocbinaet obpaTHo coobuweHne Configure-Nak, roe ykasbiBaet
3HayeHne Tex onuuin, KoTopas cuctema-nonydartenb He nogaepkmeaeT. Bmecte ¢ HUMK BKNHO-
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YaeTcsa 3Ha4YeHUs BCEX ONUUA U3 NPEeANOXEHHbIX, KOTOpble MOryT NOAAEPKUBATLCS, a Takke Te
BapuaHTbl, KOTOpble OHa cama xoTena 6bl ucnonb3oBaTb. C NoONydYeHNeEmM 3TOro coodLleHus
nepeasa cuctema reHepupyet coobuieHne Configure-Request, roe oTpaxkaeT BCe MOMyYEeHHble
onuuu n B OTBET nony4yaeT coobueHne Configure-Ack.

Ho ecnu cucteme nonyvartento He ygaeTcs pacno3HaTb Kakux-rimbo onuuin, TO OHa oTBeYaeT
coobuweHunem Configure-Reject.

AyTeHTudukaums

da3za «AyTeHTUMKaumna» aBnseTca HeobssaTeNbHOM M 3anyckaeTcs BKMAYEHWEeM onumu Au-
thentification Protocol B LCP-coobweHun Configure-Request. B cocTosiHMM opraHM3auumn kaHa-
na no npotokony LCP, npongeHHOM paHee, ABe CUCTEMbl JOroBapuBalroTCcsl O NpOTOKomne ay-
TeHTudmKaumm, KoTopbli OygeT BocTpeboBaH B paccmartpuBaeMon ¢ase. Hambonee 4vacto
npumMmeHstoTca npotokonel PAP n CHAP n3 Habopa TCP/IP.

KoHTporib Ka4yecTBa kaHarna

Mcnonb3oBaHMe npoTokona KOHTPOMS KavyecTBa KaHana siBNsieTca Takke HeobsAsaTenbHbIM
3N1EMEHTOM B NpoLecCe COeAMHEHUS, KOTOPbIN akTUBMPYETCSA BKItoYeHnem onuun Quality Pro-
tocol B LCP-coobleHne Configure-Request. XoTst onumsi 1 NO3BONSIET CUCTEME-OTNPABUTESIO
onpeaenuTb 4Nsi 3TOM Lenu ntobor NPOTOKOS, HO TONbKO OAMH M3 CTaHA4ApPTM30BaH, @ UMEHHO —
Link Quality Protocol. Npouecc neperoBopoB No3BOMsSET CUCTEMAM MPUNATK K COrnalleHunto ob
WHTEepBanax BpeMeHu, Yepes KoTopble ByayT nepegaBatbcs coobLeHns, cogepxatume Tpaduk
KaHana u CTaTUCTUKY OLLIMOOK 3a BPEMS TEKYLLIEN CECCUM.

KoHdurypaums npotokonos CeTeBoro ypoBHs

[na Bcex npoTokonos CeTeBOro ypoBHS, KOTOpble ByayT ucnonb3oBaTbcs B PPP-coeguHeHuu,
Tpebytotcs nngmemnayaneHele NCP-neperosopbl. CTpykTypa oomeHa NCP-coobueHnamm cxoa-
Ha CO CTpyKTypon obmeHa cooblieHnsmm npoTtokona LCP, 3a ucknioyeHvem Toro, 4to onumo-
HanbHblE 3NeMeHTbI, BKIToYaeMble B cooblleHne Configure-Request, otBevatoT TpeboBaHMAM
koHKpeTHoro CeteBoro npotokona. Hanpumep, B xoae koHdpurypaumm npotokona IPCP, cucte-
Mbl MHGOPMUPYIOT ApYr Apyra o cBoux IP-agpecax n goroBapvBaroTCs O TOM, NPUMEHSTb UK
HeT cxkaTtme 3aronoBkoB naketa. NCP-npoueaypbl MHUUManu3aumm nnm npekpaweHns paboTbl
MOTyT TaKKe NPoncxoauTb B NIOOON MOMEHT B TEHYEHME BCErO BPEMEHWN COEANHEHMS.

Mpouecc pazbeanHeHUs coeguHeHUsA no npotokony PPP

Korga nonb3oBaTtenb 3aBepllaeT CECCUI0, UM NPU HEYAa4YHOW ayTeHTudmKauum, nnn mctede-
HUWM BpPEMEHW NPOCTOA KaHamna, cMcteMbl BCTynarT B a3y «O6pbiB kaHanay. [nga atoro ogHa
n3 cuctem nocbinaet LCP-coobweHne Terminate-Request, Ha KoTopoe apyras oTBeyaeT Co-
obueHnem Terminate-Ack.
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2. BuptyanbHble 4yacTtHble cetu (Virtual Private Network, VPN)

2.1.BBepeHue

BupTyanbHble YacTHble ceTu, unu 3awlumwieHHble BupTtyansHble cetu (Virtual Private Network,
VPN), — 3T0 nogknoyeHne, ycTaHOBIEHHOE MO CyLEeCcTByOLWEN 00LLeaoCTyNHON MHAPACTPYK-
Type 1 ncnonb3ylllee WngpoBaHue n ayTeHTudukaumo ana obecnedeHns 6e3onacHoCTU Co-
AepxXaHusa nepefasaemblx nakeToB. BupTyanbHas yacTHas ceTb CO3faeT BUPTYarbHbIA cer-
MEHT Mexay nobbiMn ABYMS Toukamu gocTtyna Kk cetn. OHa MoXeT npoxoauTb Yepes obLenoc-
TYNHYI0 UHPPACTPYKTYPY NOKaNbHOW BbIMUCIIUTENBHOW CETU, NOAKMYEHUS K rnobanbHOn cetn
(Wide area Network, WAN) nnn NHTepHer.

Paccmotpum VPN, opraHusytowme G6es3onacHble kaHanbl nepegayvn AaHHbIX, MCMOonb3ylolne
obwenoctynHyo nHdpacTpyktypy unm MutepHet. Bece VPN no koHurypaumm MOXHO nogpas-
AENUTb Ha TPM OCHOBHbIX TUNA:

1. ysen-ysen (host-to-host);

2. ysen-wno3 (host-to-gateway);

3. wnws-wno3 (gateway-to-gateway).

[na opraHmsaumm kaHana cBs3n, nNpoxogswero yepes NHTepHeT, MOXHO mcnonb3osatb VPN
no6oro Tnna. OcHoBHoOWM KoHuenuuen VPN siBnsieTcs 3awmTa wmdpoBaHMeEM KaHana CBs3n Ha
pa3nuyHbIX YpoBHAX mogenu TCP/IP, a umeHHo:

v npuknagHom (5- ypoBeHb);
TPaHCMNOPTHOM (4-11 YPOBEHD);
CceTeBOM (3-1 ypoBEHb);
KaHarbHOM (2-1 ypOBEHb).

ANENEN

Cxema pacnonoxenus npotokonos VPN no ypoBHAM Mogenu npusegeHa B Tabnuue 7.1.
Ha npuknagHom ypoBHe LUMPOBAHNE MOXHO NMPUMEHSITb NPV MOMOLM NporpaMm, nogobHbIX
nakety Pretty Good Privacy (PGP), unu yepes kananbl tuna Secure Shell (SSH). Takne npo-
rpamMmmbl paboTalT Ha yd4acTke CeTu OT y3na A0 y3na, YTO O3Ha4yaeT, YTO OHM npeanaratoT 3a-
LWMTY TOMBKO Ay cogepxumoro (payload) nakeTta, a He Bcero naketa B uenom. VcknoyeHne
cocTasnsieT npotokon SSH, KoTopbI MOXET ncnonb3oBatb pexum port-forwarding ana cosga-
HWUS1 TYHHEns.

Tabnuua 7.1 — Cxema pacnonoxeHnus npotokonos VPN no ypoBHSM Mogenu.

Yposhu TCP/IP OCHOBHbI€ NPOTOKOSbI
MpuknagHon PGP, SIMIME SSH, Kerberos, RADIUS
TpaHCnopTHbIN SSL, TSL SOCKS v5

YpoBeHb MEXCETEBOro B3anmMoaencTBns

(ceTeBon)
YpoBeHb ceTeBbIX UHTEpPhencos

(kaHanbHbIN)

IPSec (AH, ESP)

L2TP, PPTP

Ha TpaHCnopTHOM ypOBHE ANS 3alMTbl COOEPXMMOro MakeTOB KOHKPETHOro ceaHca Mexay
ABYMSI CTOPOHaAMM MOXHO MCMOSb30BaTb MPOTOKOSbI, @aHANOrMyHble NPOTOKONY 3alLULLEeHHbIX
cokeToB (Secure Sockets Layer, SSL). OBbl4HO Takon MeTOA UCMOMb3yeTCA NPU COEANHEHUSIX,
yCTaHOBMNEeHHbIX nocpeactsoMm Web-6pay3epa. Npu aTOM Takke 3alimuiaeTcs TONbKO coaepxa-
TenbHasa YacTb NepefaBaeMbiX NakeToB, a IP-gatarpammbl, KOTOpble HECYT 3Ty MHAOPMAaLMIO,
AOCTYMNHbI 4Nsi NPOoCMOTpa.
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Ha ceTteBoM ypoBHe NpoToKonbl, NogobHble IPSec, He ToNbKO 3alwndpoBLIBaOT codepKaTerib-
HYl0 4acTb nakeTa (MONesHyl Harpysky), HO U 3awndpoBbLIBAIOT MHPOPMAaLMIO 3arofloBKOB
npoTtokonos TCP/IP.

Ha kaHanbHOM ypoBHe NpoTokon TyHHenuposaHus (Layer 2 Tunneling Protocol, L2TP) sasnsieT-
CH paclumpeHueM NpoToKoria coeuMHeHUs Tuna «Todka-Todka» (Point-to-Point Protocol, PPP),
KOTOpbIN JonyckaeT LWnpoBaHMe MNaKeToB, NocfiaHHbix no PPP-NpoTokony Ha KaHarbHOM
YPOBHe nepefayv AaHHbIX.

HecmoTpst Ha TO, YTO 3TN TEXHONOMMWN LINPPOBAHMUS NPUMEHSAIOTCA Ha PasHbIX YPOBHSAX, OHU
BCe MoryT 6biTb YacTbto VPN. Heob6xoanmo oTMeTUTb, YTO HEKOTOPbLIE U3 3TUX TEXHOMOIMIN He
MoryT obpabaTbiBaTb BCe pexumbl paboTtbl VPN 6e3 4oNoNHUTENBHON MOMOLLUM CO CTOPOHDI
APYrnX NPUNOXEHWI NN NPOTOKOSIOB.

2.2.0630p npoTokonoB PPTP n L2TP

Ha kaHanbHOM ypoBHE CyLLEeCTBYIOT ABa NpoTokona ansa peanusauun VPN: npoTokon TyHHenu-
poBaHUA Tuna «Touvka-toyka» (Point-to-point Tunneling Protocol, PPTP) n npotokon TyHHenu-
poBaHus BToporo ypoBHs (Layer Two Tunneling Protocol, L2TP).

MpoTtokon PPTP

MpoTtokon PPTP aBndetcs ganbHenwum passuTtuemM npotokona PPP, koTtopbi pacnpocTtpa-
HWUNCA B CBA3W C NOsIBNEHMEM MogeMHoro goctyna k cetn MutepHer. MNMpoTtokon PPTP 6bin oa-
HUM M3 nepBbiX NPOTOKoNoB Ans co3gaHua VPN vepe3 kommyTupyemoe coeguHeHvue u 6bin
pa3paboTaH KOHCOPLUMYMOM Takux npoussoguTenen, kak Microsoft, US Robotics, Ascend un
3Com. [na wwndpoBaHma npotokona PPP Obin ncnonb3oBaH NPOTOKON ABYXTOYEYHOro Lind-
poBaHus Microsoft (Microsoft Point-to-Point Encryption, MPPE), koTOpbIn MCNOMNb3YyeT anropuTtm
RC4. OgHako 6onblUMHCTBO Npobnem B obnactu 6e30nacHOCTU ObINO CBA3AHO C HEHAAEXHO-
CTblO MCMONb3yeMoro mMeToga ayTeHTudukauum — npoTokona Microsoft ayTeHTudukauum ¢
npegeaputenbHbiM cornacoBaHmemM BhidoBa (Microsoft Challenge/Reply HandShake Protocol,
MSCHAP). [ina yctpaHeHus HegocTaTkoB Obin BbinyweH npotokon MSCHAP Bepcumn 2. Mpo-
Tokon PPTP ucnonb3yeT Bce CBSA3aHHbIE NMPOTOKOMbI, KOTOpble NoAobHbl npoTokony MSCHAP,
npoTokony ayteHTudukauumn naponsa (Password Authentication Protocol, PAP), npoTokony ay-
TeHTudpmkauum € npegBapuTenbHbiM — cornacosaHneM BbidoBa (Challenge Handshake
Authentication Protocol, CHAP), pacwupeHHOoMy npoTokony ayteHTudumkaumm (Extensible
Authentication Protocol, EAP).

Mpotokon PPTP mncnonb3yeT ABa kaHana, paboTarowmx cCoBMecTHO. [epBbini — kaHan ynpas-
nenuna (nopt 1723/tcp). DTOT KaHan nockinaet B 06e CTOPOHbI BCE KOMaHAbl, KOTOpble ynpas-
NS0T CeaHCOM MOAKMIYeHMs. BTOpon — MHKaNCynMpoOBaHHbIN KaHan nepegayn AaHHbIX, siB-
NALWNACA BapuaHTOM MpoTokona obuwen uHkancynauum pns mapwpytudaumm (Generic
Routing Encapsulation, GRE, IP-npotokon 47). NpenmyLecTBOM TyHHENs NpoTokona obuiewn
WHKancynsaumm gns mapupyTtu3auum sBrsieTCs TO, YTO OH MOXEeT MHKancynupoBaTb WU ne-
pefaBaTb NPOTOKOMbI, OTnMyalowmecs ot npotokona IP. MNepBoHa4YanbHO KNWEHT yCTaHaBnu-
BaeT coeauHeHve C npoBavgepoMm ¢ nomowbio PPP, a 3atem yctaHasnusaet TCP/IP-
coeguHeHue ¢ PPTP-cepBepoM Yyepes MHTEPHET.

B otnuume ot L2TP PPTP He TpebyeT pa3BépTbiBaHMA MHPPACTPYKTYpbl ANs1 CEPTUAUKATOB, a
MCcnonb3yeT NaporbHY ayTeHTUdMKaumo, Y4To ynpowaeT passéptbiBaHne VPN, HO B HekoTo-
pbIX criyqyasx cHuxaeT 6esonacHocTb. PPTP-cepBep MMeeT orpaHn4eHne no KonmyecTsy OL4HO-
BPeMEHHbIX nogkntoveHnin. PPTP He ncnonbayeT IPSec, noatomy npobnem ¢ TpaHcnaumen ag-
pecoB He BO3HMKaeT (He TpebyeTtca mexaHmam NAT Traversal).
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MpoTtokon PPTP peanusoBaH BO MHOrMX annapatHblx ycTponcteax. Npotokon PPTP npu nHun-
unanusaumm cBa3n ucnonb3yet npoTtokon PPP, no aToMy MOXeT okasaTbCH yA3BMMbIM K aTa-
kam Tuna spoofing n «4enoBek nocepeanHe».

MpoTtokon L2TP

Mpotokon L2TP (Layer 2 Tunneling Protocol) — oTkpbITeid cTaHaapT IETF, koTopbin pelsaet
MHorue npobnembl PPTP, n onpegenen B gokymeHte RFC 2661. MNpoTtokon L2TP daktnyeckm
aBnaeTcs rmbpnuaomM AByX NpeablayLimx NPOTOKOMNOB TYHHENMPOBAHMSA: NPOTOKOMA NEPECHINKN
BTOporo ypoeHsi (Layer Two Forwarding, L2F) komnaHum Cisco un npotokona PPTP.

Mpotokon L2TP, nogo6Ho npoTtokony PPTP, ncnonesyeT npu ayteHTUdMKaLnm nonb3oBaTtens
BO3MOXHOCTM npoTokona PPP (npotokonbl MSCHAP, CHAP, EAP, PAP u 1.4.). AHanorn4Ho
npotokony PPTP npotokon L2TP ncnonb3yeT ABa KaHana CBA3M: COOBLLUEHUSA ynpaBneHus u
coobLeHnsa TyHHens ana nepegayv gaHHolx. [epBoin 6mT 3aronoska npotokona PPTP criyxut
AN ONo3HaHusA 3TUX TUNoB coobweHnn (1 — gna coobuweHun ynpaenennsa, 0 — ans coob-
LeHnn gaHHblxX). CoobLieHnam ynpaBneHns gaetcst 6onee BbICOKMIA NPUOPUTET NO OTHOLLEHMIO
K COOBLLEeHNAM AaHHbIX, 4TOBbl rapaHTMPOBaThb, YTO BaXHas MHpopMaums agMUHUCTPUPOBaHUSA
ceaHca OyaeT nepegaHa HacTonbKo ObICTPO, HACKOMBKO 3TO BO3MOXHO.

MogkntodeHne KaHana ynpaereHus yCTaHaBNUBAETCS O71s1 TYHHENs, KOTOpbIA 3aTeM COMpOoBO-
KOaetcs UHMUMMPOBaHMEM ceaHca npoTokona L2TP. lNocne 3aBeplleHnsi WHULMUPOBAaHUS
obounx nogkroyeHnn nHdopMaums B BUae Kagpos npotokona PPP HaunHaeT nepegaBaTbcs No
TYHHen!o.

dopmMumpoBaHMe 3alUMLLEHHOro KaHana NpoucxoauT B Tpy aTana:
1. YcraHoBneHne coequHEHUs KIMEHTa C CepPBEPOM YaAaneHHoro ocTyna.
2. AyTeHTMdMKaunsa nonb3oBaTtens.
3. KOHcpurypupoBaHue 3aLmLeHHOro TYHHENS.

[na yctaHOBNeHWss coeQuHeHUs C CepBepoM yaaneHHoro goctyna (ceteson cepsep L2TP)
yaaneHHbIn Nonb3oBaTenb CBsA3biBaeTCs No npotokony PPP ¢ koHueHTpaTopom goctyna L2TP
(Local Access Concentrator, LAC), 06blMHO (OYHKUMOHMpPYKOLLEM Ha cepBepe nposangepa.
KoHueHTpaTop JOCTyna MOXEeT BbINOMHUTL ayTEHTUMUKALMIO NONb30BaTeENA OT UMEHWN NpOoBan-
Aepa. Mo 3agaHHOMY MMeHU nony4YaTensa KoHUeHTpaTop AOCTyna onpeaenseT agpec ceTeBoro
cepepa L2TP (L2TP Network Server, LNS), koTopbIl 3aliMaeT ceTb C 3agaHHbIM agpecomM.
Mexay KoHUeHTpaTopom goctyna u cepepom L2TP yctaHaBnuBaeTcs coeauHeHue. [anee
npomnsBoanTCa ayTeHTudurKaumsa nonb3osatensa cepsepomM L2TP. B cnyyae ycnelwHon ayTeHTu-
PuKaumm ycTaHaBNMBaETCA 3aLUMULLEHHbIA TYHHENb MEXAY KOHLEHTpaTopoM AOCTyna u cepse-
pom L2TP. C nomoLibio ynpaBnsoWwmx COOBLIEeHM NPOoM3BOOUTCS HaCTpoMKa napameTpoB
TYHHENs, Npu4yeM B OOHOM TyHHene MoxeT ObITb HECKONbKO ceaHCoB nonb3oatens. pu nc-
nonb3oBaHun IPSec naketbl L2TP uHkancynupytotca B UDP-na-keTbl, KOTOpble nepegaroTcs
KOHLIeHTpaTopom goctyna u cepsepom L2TP yepes IPSec-TyHHenb (nopTt 1701/tcp). B G6onb-
LUMHCTBE CIyYaeB KNUEHT cam BbicTynaeT B ponu LAC.

L2TP ucnone3yeTt cepTudukatbl Ans ayTeHTUUKaUmMm, 3a CYET Yero ynpowlaetcd agMUHAUCT-
pupoBaHmne cepeepa C BOMbLUMM KONMYECTBOM KITMEHTOB M NoBbIlWaeTcs 6e3onacHocTb. B oT-
nnyune ot PPTP nmeeTcs BO3MOXHOCTb CO34aHUA HECKOMNbKMX BUPTYaribHbIX ceTel Yepes OauH
TyHHenb. B cnyyae, korga L2TP ucnonb3yet IPSec, npu Heo6xoAMMoCTy TpaHCcnaumMmM agapecoB
Tpebyetcsa NAT Traversal Ha LNS.
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CpaBHeHune PPTP/L2TP

1. B PPTP wudpoBaHne gaHHbIX HavyMHaeTcs nocne yctaHosneHua PPP-coeguHeHnsa. B
L2TP/IPSec wndpoBaHne HayMHaeTcsa A0 YCTAHOBMEHMS TaKOro COeANHEHMS.

2. B PPTP gna wudpoBaHma npumeHseTca npoTtokonn MPPE, ocHOBaHHbIM Ha anroputme
RSA RC4, koTopbln obecneymBaeT BO3MOXHOCTb npumeHeHust 40-, 56- n 128-6UTHbIX
kntoven. B L2TP/IPSec BO3MOXHO NpuMeHeHne ntobbix anroputMoB  WINpoBaHus, noa-
aepxumBaembix |IPSec.

3. B PPTP wucnonbsyetcs ayteHtTudukauma PPP (cepBep ayTeHTUUUMPYET KrveHTa no
nape norvH-napons). B L2TP/IPSec Hapsgy ¢ y4€THOM Napon NPUMEHSIETCS U ayTEeHTU-
durkaumsa no ceptTudukaTam.

2.3.MpoTtokon IPSEC

HecmoTps Ha To, yTo npoTtokon IP cTtan Hanbonee ncnornb3yeMbiM MPOTOKONIOM CBSI3N BO BCEM
mMupe 1 6a3oBon TexHonornen NIHTepHeTa, OH MMEET MHOXECTBO CYLLEeCTBEHHbIX HEAOCTATKOB.
Cpean HMX HeobGXoAMMO OTMETUTb OrpaHUYEHHOCTb afpPeCcHOro MPOCTPaHCTBA M HEAOCTaTKM
BHYTPEeHHen 06e30nacHOCTU. [MaBHOM NPUYMHOW 3TUX HEeOOCTaTKOB sBRsieTcs 1O, 4vto IP-
NPOTOKON M3HavanbHoO He Obin NpegHasHayYeH Ans MacCcoBOro MCMNoSib30BaHWS.

B kauecTtBe passutusa IP-npoTokona Obina paspaboTtaHa ero HoBasi Bepcust IPv6 (IP-npoTtokon
Bepcun 6), B KOTOPOW MbiTanucb pelmnTb npobnembl npeawecTByowmnx Bepcuin. Nockonbky
NpuHATNE HOBOW Bepcun IP-npoTokona 3aTpygHUTENbHO, YTO BbI3BAHO MOCTOSAHHLIM POCTOM
MHTepHeTa n rpomagHbiM pasHooOpasnem YCTaHOBIIEHHOW annapaTypbl M NpOrpaMMHOro
obecneyeHunsi, TO Mepbl 6e30NacHOCTN, BKOYEHHbIE B |PV6, ObiniM NepeHeceHbl B TEKYLLYIO
Bepcuio |IPv4 B BMAOEe OOMNOSTHUTENBHOINO KOMMJIEKTA MPOTOKOMOB. ATOT HAbOp NPOTOKOMNOB Ha-
3Banun komnrekTom npotokonos IPSec (IPSec Protocol Suite).

MoakntodeHne no npoTokony IPSec nveeT ABa OCHOBHbLIX peXxuma: TPpaHCNopTHLIN (transport) 1
TYHHenbHbIA (tunnel). TpaHCcnopTHBIM pexnm — 3To hopma CBA3M TUNa y3en-y3en, rae npume-
HAeTca WndpoBaHMe TONbKO coaepKaTenbHON YacTn nakeTa. M3-3a 4BYXTOYEYHOro Xapakrepa
CBSI3N COOTBETCTBYIOLLEE NnporpammHoe obecrnevyeHme Heobxoanmo 3arpy3nTb (YCTaHOBWUTBL) Ha
BCe CBA3bIBalOLLMECS Mexay cobown y3nbl ceTun, YTo npeactaBnseT cobon JOCTaTOYHO cepbes-
Hyto npobnemy. 10T pexum VPN yanobHo ncnonb3oBaTth A5a 3awmMdpoBaHHOW CBA3WM Mexay
y3namu O4HoOM ceTu.

Pexum TyHHenMpoBaHMa MpuUMeHseTca npu cosgaHum GonbwmnHctBa VPN; NoToMy 4TO OH
lWwndpyeT BECb OpUrMHArbHbINA NakeT. Pexxum TYHHENMPOBaHUS MOXET NPUMEHATLCA ANSA opra-
HU3aUUKN CBA3M TUNa y3esn-y3en, y3emn-wmo3 unu wnos-wno3. MNpu opraHMsaumm ceBasu tuna
LUSHO3-LUITIO3 3HAYMUTENBHO YNPOLLAeTCs CBA3b MeXay ceTsMun, He TpebyeTcs ycTaHoBKa crnewu-
anbHoro N0 Ha y3nax ceTu.

MepBas uenb cemencTea npoTokonoB |IPSec coctont B obecneveHnn KoHUOEHUMANBHOCTY,
LEernoCTHOCTU U ayTeHTUUKaunum nHdopmaumm, nepegasaemomn nocpenctsom IP-npotokona.
370 gocTuraeTca ¢ NOMOLLLIO NpoToKona obmeHa nHTepHeT-kntodamm (Internet Key Exchange,
IKE), npotokona ESP u npotokona AH. KombuHauusa aTux Tpex npoTokonoB obecneuymBaeT
6es3onacHbln 06MeH MHopmMaLmen.

BTopon uenbto cemenctea npotokonoB IPSec aBnaeTcs npepoctasneHme paspabotymkam MO
Habopa cTaHgapToB. YcTaHoBreHne 6e30nacHoOro CoeiHeHUs Ha4ynHaeTcss ¢ OpPMUPOBaHUSA
accoumnaumm obecneyeHnsa 6esonacHoctu (Security Association, SA) mexay AByms coobLuato-
LLIMMMCS CTOPOHAMMU.



HIMM «Yutex-Mpocu» — CeTeras 6e3onacHoCcTb — Teopus

Accoumnaumna obecnevyeHns 6e3onacHoOCTn
OcHoBa accoumaunn obecnedeHnsa 6e30nacHOCTU 3aKnivaeTcs B COrnaweHnn gByxX CTOPOH O

TOM, Kak OHW MOryT 6e3onacHo nepeaaBaTh CBOK MHOpMaLUMio. B npouecce cornalleHus cTo-
POHbI OroBapvBaloT AeTanu 3alluieHHoro obmeHa. PesynbTaToM Takoro cornatleHus U aBns-
eTca accoumaumsa obecnedeHns 6esonacHocT. Kaxgomy ceaHcy CBA3M COMOCTaBMSATCA ABe
accoumaLmnm — no OAHOWM Ha KaXaoro napTHepa CBSA3U.

MonoxuTtenbHbIMKM YepTamu npoTokona IPSec aBnalTCa OTKPLITOCTL €ro cTaHgapTa Anga nog-
AEPXKKN MHOXECTBA NPOTOKOITOB M PEXUMOB CBSA3W, a TakkKe Noadepxka pasfinyHbIX anroput-
MOB LUN(POBaAHMSA U pasnmyHbIX XawWw-dyHKUMiA. [Npexae yem goropapmBatbcsi 06 accoumaumm
obecne4veHna 6e3onacHOCTU, HEOBXOOUMO NOKanbHOE KOHUIYpUpPOBaHME 3NIEMEHTOB MPOTO-
kona IPSec, koTopble gaHHbIN NapTHeEpP cobupaeTcs nogaepXmnBatb. QTN NapamMeTpbl HACTPOn-
Kn XpaHaTcsa B 6a3e gaHHbIX nonuTukm 6esonacHocTn (Security Policy Database, SPD).

Mocne cornacoBaHusa accoumaumsi obecneveHmss 6e30nacHOCTU codepXuTcst B ©ase AaHHbIX
accoumaumm obecnedeHusn 6esonacHoctn (Security Association Database, SAD). 310 Heobxo-
AVMO, MOCKOSbKY Y3€N1 CETU MOXET MHULMANU3NPOBaTb HECKOIbKO CEaHCOB, KaXO0MY M3 KOTO-
PbIX MOXET COOTBETCTBOBaTb CBOSA SA.

lMockonbKy ANA Kaxaoro CeTeBoro YCTPOWMCTBa OOCTYNHO MHOXECTBO CeaHCOB MpPOTOKoNa
IPSec, ona npaBunbHOrO MYHKLMOHMPOBAHUA npouecca HeobxoamMMo, Y4Tobbl Kaxabli ceaHc
cornacoBaHuss SA wnmen CBOW COOCTBEHHbLIA YHUKANbHBIA MAeHTUdMKaATOp. ITOT UAOEH-
TUMKaTOp COCTaBMAETCS U3 YHUKAnNbHOro MHAekca napametpa obecneyeHus 6e3onacHoOCTH
(Security Parameter Index, SPI), koTopbln onpegensieT, kakaa 3anucb B[l SA cooTeeTcTByeT
paccMatpuBaeMoMmy noaknoyeHnto. Kpome Toro, ydntbiBaeTCcsl agpec HasHayeHus U uaeH-
TudukaTop nucnonssdyemoro npotokona (ESP nnn AH).

NMpoTokon o6MeHa MHTepPHeT-KNnYamMm

MpoTokon o6MeHa WHTEPHET-KMYaMM nNpegHasHadeH Ans ayTeHTMdUKaumMm 1 cornacoBaHus
napameTtpoB obmeHa npotokona IPSec. MNpoTtokon IKE npeactaenseT cobon KOMOUHaLMIO ABYX
NPOTOKOSIOB: NPOTOKOMNAa ynpaBfeHns accounaunsaMmm n NnpoTokona ynpasneHus knovamm obec-
neyeHuns 6esonacHocTn B cetn NHTepHeT (Internet Security Association and Key Management
Protocol, ISAKMP), Ha3biBaeMbix ha3amn yCTAHOBIEHUSA. YNpaBneHne Kriyamum MOXHO Bbl-
NOSHATL BPYYHYHO MK UCMNonb3ys anbTepHaTmBbl npoTokona IKE, Takme kak 6e3onacHas crnyx-
6a pgomeHHbIx umeH (Secure DNS), Photuris mnu npoctonm npotokonn obmMeHa WHTEpPHET-
kntodamu (Simple Key Internet Protocol, SKIP).

MepBas dasza npotokona IKE. Ha nepson ¢ase npotokona IKE yaaneHHbI nonb3oBaTtens Ha-
YMHaeT ceaHc co wWn3oBbiM ycTporctBom VPN. MNepBas ¢asa BbiNoNHaeT Ase yHKUMK: ay-
TeHTUMKauunio yganeHHoro nonb3oBaTtensd u o6MeH nHgopmaumer 06 OTKPbITbIX KIoyax, Ko-
Topble ByayT ncnonb3oBaTbCs BO BTOPOM hase.

AyTEHTUUKALMIO MOXHO BbINOSHUTL HECKONBbKUMU pa3nuyHbiMm cnocobamn. Hanbonee vacto
NCNONb3YKTCA TEXHONOIMA NpeaBapuUTEnbHO pacnpocTpaHaemblx kntoyen (pre-shared keys) un
TexHonormsa undpoBbix cepTudmkaToB. TepMUH «nNpeaBapuUTENbHO PacnpPoOCTPaHsEMbIe KIto-
YnM» O3HAYaEeT, YTO 3HAYEHUS KNYen npeaBapuTenbHO 3a4alTCA Ha BCEX KOMMbloTepax, KOTo-
pble cobupatoTcs yctaHaBnueatb coeguHeHns Yyepe3 VPN (4TO aBNSeTcs CyLeCTBEHHbIM He-
poctatkom). Npn BTopoM cnocobe Mcnonb3yrTca LUmMdpoBble yA0CTOBEPEHNS (LndpoBble cep-
TudukaTthl, digital certificates), koTopble MOryT HasHa4aTbCA OTAENbHO AN Kaxaoro obbekTa,
kKoTopbli coeauHsaeTca ¢ VPN. LudpoBbiMU cepTudukaTtaMmm MOXHO yaaneHHO ynpaBndaTbh U
aAMVHUCTPMPOBATb 13 YNONMHOMOYEHHOro LeHTpa ceptudumkaumm (Certificate Authority, CA).
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CepTudukaumoHHasa cnyxba aBnseTca LeHTpanbHbIM 3N1eMEHTOM CTPYKTYpbl, Ha3blBaeMoWn
NH(PaCTPYKTYpon ¢ OoTKpbITbIM Kntodom (Public Key Infrastructure, PKI). 3a nHdpacTtpykrypon
PKI cTtouT koHuenuus nybnmn4yHO OOCTYMHOW CTPYKTYpbl, pacnpegensiowen mHgopmauno ob
OTKPbITbIX (MNYBNNYHBIX) KMoYax.

B nepeon ¢ase npu obmeHe ayTeHTUdUKALNMOHHON MHGOpMaunen n napameTtpamm 6esonac-
HOCTM MOTYT UCMNONb30BaTbLCA ABa peXxunma: OCHOBHOM (main mode) n arpeccuBHbIn (aggressive
mode). Pasnuuma mexagy HUMKU 3aknioyaloTCcs B KONMMYECTBE CEeTEBbIX NaKeToB, KOTOPbIMU 06-
MEHMBAIOTCH CTOPOHbLI, U1 BO BPEMEHU, 32 KOTOPOE reHepupyeTcs OTKPbITbIA Krtod. Arpeccus-
HbIA PEXUM NCMNONb3yeT OOMOMHUTENbHbIN 3arofiloBOK MEHbLLErO pasmepa, HO OCHOBHOM PEXNUM
obnagaet Gonblen 6€30NacHOCTLIO U UCMOMb3YEeTCH Yalle BCEro.

BTopas dasa nportokona IKE. Bo BTopoi dhase npoTtokona IKE cornacoBbiBatoTCA KOHKPETHbIE
napameTpbl accoumaumn obecneveHuns 6esonacHocTn IPSec. [laHHoe cornacoBaHne nogobHo
arpeccrMBHOMY pexnMmy obmeHa nHgopmauuen nepson ¢asbl. MNMocne 3aBepLueHns BTopon da-
3bl hopmumpyeTcsa SA 1 nonb3oBaTtenb nony4daeTt nogknoveHne k VPN.

Bo BTOpOW (haze BO3MOXEH €OMHCTBEHHBLIA PEXUM COrflacoBaHUS — ObICTPLIN pexum (quick
mode). BbICTpbIN pexum npeactaBnsieT cobon KOpOoTKMA 0OMEH, UCMOMb3yLWMA TpU NakeTa.
Bce obmeHbl BTOpon ¢hasbl 3alumMdpoBaHbl C NOMOLLbK COrflacoBaHHbIX BO BpeMsi NepBon ga-
3bl MPOTOKOSIOB M TUMNOB KOAMPOBaHWS. [1pn 3TOM MCNOMb3yeTcs TONbKO 3aliMTa, OCHOBaHHas
Ha MCNONb30BaHUN X3ALW-YHKLUUN N HOHCE (noNnce), BKIKOYaeMbIX B CeTeBble MakeTbl Ansi Noa-
TBEPXOEHUS UX OPUTMHANbHOCTU (HOHCE ABMSieTCA NoATBEPXKAEHMEM TOro dhakta, YTo MHAOpP-
Mauusa O KIoYe UCXOOUT U3 OXnaaemoro UCToYHMKa. HoHce — 3To cnyyanmHoe 4Yucno, reHepu-
pyeMoe MHULMATOPOM CBSI3U, KOTOPOE 3aBepsieTcsl PeCnoH4EHTOM LMpPoBOM NOAMUCHIO U No-
cbinaetcs obpaTHO).

HaHHasa peanusaums BknodaeT B cebsa Takke naeHTudukatop nocrtaswmka (vendor 1D, VID),
NO3BONAOLLNA yHaCTHUKAM MeXnnaTdopMeHHbIX B3aMMOOEeNCTBUI AenaTb NpeanonoXeHus o
BO3MOXHOCTSIX U KOH(purypauum nx napTHEPOB, KOTOPbIE MOTYT UMETb PasfnnyHbIX U3roToBUTE-
newn. MNocne cosgaHns accoumaummn obecneyeHnss 6€30MacHOCTU, UCNONb3YEMOW NPOTOKOSIOM
IKE, MOXXHO NpyMeHATb NpoTOoKombl obecneyveHnsa 6esonacHocTu. MNMpu noctpoeHun VPN, ocHo-
BaHHOW Ha npoTokone IPSec, MOXHO BbiOpaTb UCMOMb30BaHMe OAHOro 13 NpoTokonos (AH nnu
ESP) nnn ncnonb3oBaTb X OAHOBPEMEHHO.

YnpaeneHve knwvamu. NpumeHsiembin No ymonyanuio ans |IPSec npoTokon aBTOMaTuanpo-

BaHHOro ynpasrieHunsa kniodamm HasbiBaetca ISAKMP/Oakley n coctout 13 cneayowmx ane-

MEHTOB:

v' npotokon onpeaeneHus knoden Oakley — npoTokon Ha ocHoBe anroputma duddu-
Xennwvana, Ho obecneuvnBatoLLmMii AONONHUTENBHYIO 3awuTy. MNpoTokon Oakley HasbiBaeT-
Cs1 OOLWKM, TaK KaK OH HE OUKTYET MCMOSb30BaHUA KaKNX-NMMBO KOHKPETHbIX (hOpMaToB;

v' NPOTOKON 3aLUMLLEHHBIX CBA3EN M yNpaBneHus knovamm B IHTepHeTe — o6ecneynBaeT oc-
HOBY CXEMbl YNpaBfieHMs Kito4amMn 1 NogaepXKy crneumanbHOro npoTokona n Heobxogu-
MbIX (hopMaToB NpoLeaypbl CornacoBaHns aTpnubyToB 3aLUNThI.

ISAKMP He 3acTtaBnsieT UCMOMb30BaTb KaKOW-TO KOHKPETHbIN anroputm obmeHa kroyamu, a
npeanaraeT ucnonb3oBaTthb Nt060N NOAOOHbLIN anropuTM.
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Mpotokon Oakley paspaboTaH B UensiX COXpaHEHUs MpeumyuwlecTB anroputma [Ouddou-
XennmaHa u yctpaHeHust ero HegoctaTkoB. Anroputm Oakley xapaktepusyeTcsi cnegyowmnmmm
0COBEHHOCTAMM:

v' MCNonb3oBaHMEe MEXaHM3MOB peLienToB (cookies) Ans 3awwmTbl OT aTak 3aCopeHus;

v/ cornaweHue AByX CTOPOH O rpynne, KoTopasi onpeaensieT napaMmeTpbl anroputMa obmeHa
kntodamu Oudgpu-Xennmaa;

MCNonb3oBaHWe oKasui Ansi NPOTUBOCTOAHWS aTakaM NOBTOpPa COOBLLEHUI;

06MeH OTKpbITbIMK Kntovamun Ouddum-Xennmana;

V' ayTeHTudukaumsa obMeHa Ansi NpPOTUBOCTOSIHUSA aTakaMm «4eITOBEK MOCEPEANHEY.

S

MpoTokon ayTeHTU(pUKaL MM 3aronoBKa

Mpotokon AH — aTo IP-npoTokon 51. OH nogaepkuBaeT yHKLMOHArMNbHbIE BO3MOXHOCTU ay-
TeHTUdMKaLMM 1 NPOBEPKM LLENOCTHOCTU, HO He nogaepXunBaeT KoHPUOeHLUMansHOCTb coaep-
XMMOro nakerta.

Obecne4veHne ayTeHTUMUKALMM N 3aLLNTBI LLENOCTHOCTU gocTuraeTtca aobaBneHnem OONonHU-
TenbHOro 3arornioBka K |IP-nakeTy. OTOT 3arofloBOK COAEPXUT LMAPOBYI0 NOAMNUCH, Ha3biBaeMYHO
3HayeHneM nposepkun uenoctHocTh (Integrity Check Value, ICV), koTopas aBnseTca B OCHOB-
HOM 3HayYyeHMeMm X3L-(PyHKUUKW, NOATBEPXKAAMOWEN, YTO NakeT He Obin M3MEHeH BO BpeMsi
TpaHcnopTa.

MHdopmaumsa IP-npoTokona, cogepxallasacsa B nakete, rapaHTUpyeT NpaBUIIbHOCTb COOEPXN-
MOro nakeTa, HO OHa nepegaeTcs B OTKpbITOM Buae. MNockoneky npoTtokon AH npocmaTpuBaet
3aronoBok |IP-nakeTta npu BblYMCNIEHUN LMGPOBON noanmncu, MoxHo ybeautecs, 4To IP-agpec
OTNpaBUTENS NOASMHHLIN U YTO MAKET UCXOOMUT OT TOro, Koro TpebyeTcs.

Mpotokon AH Takke noggepXvMBaeT WCMNONb30BaHME MOPSIAKOBLIX HOMEPOB (sequence
numbers), nomorarLwmx NnpefoTspaLlaTb Hanag HUSA, OCHOBaHHbIE Ha MOBTOPHOM UCMOSb30Ba-
HUM naketa (replay attack). 3T Homepa MCNoONb3yTCA KOMMYHUKALUMOHHBLIMU YCTPOUCTBaMuU
ANs OTCNEeXnBaHWA NOTOKa CETEBbIX NAKETOB ceaHca CBA3M.

Cneaytowmn | [OnuHa cogep-

3ape3epBnpoBaHO
3arofioBOK | XXKMMOTO NnakeTa

WHaekec napameTpa obecneveHuns 6e3onacHocTtu (SPI)
MopsakoBbI HOMEpP

WHopmauusa ayteHTudunkaumm
(nepemeHHas anvHa, kpatHasa 32 6avitam)
PucyHok 8.4. CTpykTypa 3aronoBka AH-naketa.

Mcnonb3oBaHne mHdopmaunn IP-3aronoBka npotokornioMm AH genaet ero HeCoBMECTUMbIM C
ncnone3dosaHnem NAT. CTpykTypa 3aronoska AH-naketa npeacraBneHa Ha pUcyHke 8.4.

Mone cnepytowiero 3aronoBka CoOAepXUT UAEHTMdUKATOP, oNpedensowmi TMn 3aronoeka na-
KeTa, cnefytowlero 3a 3arorioBkoMm AH-naketa. MNone onvHbl cogepXXnMoro nakeTa onpegensaet
AnuHy 3aronoeka AH-naketa. MiHoekc napameTtpa obecneyeHnss 6e30nacHOCTU MokasblBaeT,
YacTbH KaKoro yHMKanbHOro NoToka CBs3M accouunaumm obecneyveHus 6e3onacHoCTM aBndeTca
paccMmaTpuBaeMblil NakeT.
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"AYTEHTAQMITMPYETCA 33 HCEKTHDNCHHEM
HIMEHASMELX. TToneR

Smhizlgmx BW:H{)BOK 3aI%lIC¢;’noK HManuse | AH (TpascnopTHHI#A

pexum)

L A

JaronoBok | 3arnoBox

IP TCP Havuble | Pexommmiit maker
m‘ggﬁgx 3aronobok | 3aronoaok | 3aronopox Nanssie AH (rynHenniwH
1P AH 1P TCP pexuM)

AyTeHTH(HUYPYETCA 33 HCKNIOYCHHEM H3IMCHAESMEIX
monei p HoBoM [P-3aronosxe

PucyHok 8.5. Cxema npeobpa3oBaHus MCXOAHOro naketa B AH-naker.

MopsaKoBLIM HOMEP — YHUKarbHOe YyBenuyMBaloLleecs 3HaveHue, KoTopoe npefHasHayYeHo
ANS NPOTUBOAENCTBUS NOBTOPHOMY MCMNOMb30BaHW0 nakeTta. Mone nHgopmaummn ayteHTUdm-
Kauuu CoOepXUT 3Ha4YeHne NPOBEpPKUN LIeNTOCTHOCTM U LMPOBYHO NOAMUCH, NOATBEPXKAAMOLLYHO
NoAJSIMHHOCTb paccmaTtpuBaemMoro naketa. Cxema npeobpasoBaHusi ucxoaHoro naketa B AH-
nakeT Ansi pasNuYHbIX PEXUMOB NpUBeAeHa Ha pucyHke 8.5.

MpoTokon 6e30nacHON MHKaNCynsLuMM cCoAepXXMMOro nakerta

Mpotokon ESP — ato IP-npotokon 50. OH obecneymBaeT KOHPUOEHUMANBHOCTL NPU NOMOLLM
nonHoro wundposaHust cogepxmnmoro |P-naketos. NpoTtokon ESP peannsoBaH B Buae moayrnen
N MOXET MCMONb30BaThb N060E KONMMYECTBO AOCTYMNHbIX CUMMETPUYHBIX anropuTMoB LLMdpoBa-
Hua, B uncne kotopbix DES, 3DES, IDEA. MpumeHeHne npoTtokona ESP pasnuyaetcsa B 3aBu-
CUMOCTM OT UCMNONb3yEMOro pexnma npoTokona IPSec.

B TpaHcnopTHOM pexnme npoTtokont ESP npocTto go6aBnseT cBon COBCTBEHHbIV 3arofioBOK No-
cne IP-3aronoBka 1 3awmcpoBbLIBAET OCTalbHYK YacTb CETEBOrO nakeTa HaduHasd C TpaHc-
NMOpTHOro ypoBHs. Ecnu npn atom onpegeneHa cnyxba ayteHTudpmkaumm, To npotokon ESP
pobasnseT koHueByto MeTKy (trailer). KoHueBas meTka npegHasHayeHa AN NOATBEpPXOEHWSs
LeNOCTHOCTU nakeTa u ayTeHTumkaumm (B oTnn4yme ot npotokona AH 3HadeHne npoBepku Le-
NOCTHOCTYU BbluncnsieTca 6e3 ncnonb3oBaHnsa nHgopmauumn ns IP-3aronoska).

Mpy ncnonb3oBaHMN TYHHENBHOIO pexmnma nNpoTokon ESP uHkancynupyeT opurMHanbHbIN na-
KET MOMHOCTbIO, WNdpys ero LenukomMm u co3gasasi HoBbi IP-3aronoBok n ESP-3aronosok B
yCcTponcTee TyHHenunpoBaHus. KoHueBas meTka Takke gobasnseTcs B cnyyae Bbibopa ayTeH-
TMdUKaLUMOHHOro cepsuca npotokona ESP.

B nobom pexume npotokon ESP ncnonb3yeT B KaXkgom ceTEBOM MakeTe NOPsAKOBbIE HOMEpA.
Mpu pabote npoTtokona ESP B TyHHENbHOM pexume MOXHO mcnonb3oBaTb NAT. CTtpykTypa
3aronoBka naketa ESP npuBegeHa Ha pucyHke 8.6.
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Hagexe napaMeTpa obecnedeHns Hesomacnoct (SPU)

IMopaakorwit HoMep
Conepxymoe naxera
/ (mepeMeHHas BeTHMMHA, KpaTHad 32 GUT)
3anoHeHMe (CIMIHOHATBHO) Z
(nepeMeHHas BeMMYHHA, KpaTHad 32 6uT)
Cremyromi

JluiHa sanonHeHua OBOK

I
i HudopMaras ayre HTHGHKALIH {OMIMOHATEHO) E
PucyHok 8.6. CTpykTypa 3aronoska naketa ESP.

Mone AnviHbI 3aMofHEHUsT YKa3blBaeT, HACKOMbKO 3arofHEHO CoAePXXMMOoe nakeTa (ecnv Takoe
BOOOLLE MMEET MEeCTO), YTOObI ANMHA COAEPXKUMOro MakeTa v nocrieayroLlme nonsi 3arosfoeka
CcoOTBeTCTBOBany TpeboBaHU0 BbipaBHMBAHUS ANVHbI CETEBOMO MakeTa.

Mone cneaytowero 3aronoBka coobLiaeT HOMep NPOTOKOMNa nakeTa, KOTOPbIA MHKaNCynMpoBaH
BHYTpPU nakeTa npoTokona ESP. lNone vHdopmMaunm ayTeHTUUKaUMM CoOOoepPXUT AOMOSHU-
TenbHOEe 3Ha4YeHne NPoBEPKUN LLENOCTHOCTHK, KOTOPOEe JOCTYMHO AN NakeToB npoTokona ESP.

§ AyreHTuduuma
Olxdposarie -
ESP
IR SURSR | G| Mwouwe K| Af (rpascnoprusn
DEXHM)
Samflgnox 331'_?1(1:(}’50“ Hamimie | Kexomusii maxer
| L
Hosrt o
3aroNIoBoK 3”%%%” Samlnl?mx SamT%t;,mx aa L s P e
e PERIM)
IMudpoanue
AyrerTHduima

PucyHok 8.7. Cxema npeobpa3oBaHus UCXOAHOro nakeTa B nakeT ESP.

Cxema npeobpasoBaHus ICXOAHOro nakeTta B nakeT ESP Ans pasnuuHbix pexxumMoB npuseaeHa
Ha pucyHke 8.7.
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CoBmecTHOe ucnonb3oBaHue npotokonos ESP n AH

OtoenbHas 3aWuuleHHas CBA3b MOXET ucnonb3oBaTb nNubo npotokon AH, nnbo npoTtokon
ESP, HO HuKak He oba 3Tn NpoToKora OQHOBPEMEHHO. TEM HE MeHee, MHOr4a KOHKPETHOMY
MOTOKY AaHHbIX MOXeT TpeboBaTbca 1 cepsuc AH, un cepenc ESP. Bo Bcex cnyyasax ogHomy
NOTOKY ANA nonyyveHuss komnnekca ycnyr IPSec TpebyeTca HeCKONbKO 3alUMLLEHHbIX CBA3EN.
Takon Habop 3alULLEHHbIX CBSA3EN Ha3blBAETCA MNyYKOM 3alUMLLEHHbIX CBsiden (security
association bundle), nocpeacTBOM KOTOPOro NOTOKY AOSMKEH NpPefocTaBnATbCA HeobXo4MMbIN
Habop ycnyr IPSec. NMpn 3ToM 3aluLEHHbIE CBSA3M B MyYKe MOryT 3aBepLUaTbCS B PasfnMyHbIX
KOHEYHbIX TOYKaX.

3almeHHble CBA3N MOryT BbiTb 06begMHEHBI B MYYKU CRegyowmmmn gByMs cnocobamu:

1. TpaHcnopTHOM CMEXHOCTU — B 9TOM Cryvae NPUMEHAOTCS HECKOMbKO NPOTOKOMOB 3aLLMThI
K ogHomy |IP-nakeTty 6e3 co3gaHusa TyHHenda. 3ta kombuHauma AH un ESP addektmBHa
TONbKO AN OOHOrO YPOBHS BIIOXEHHOCTU, Tak Kak obpaboTka BbIMNOMHAETCA B OOHOW
Touke — IPSec KoHe4Horo nonyyartens.

2. [loBTOPHOrO TYHHENUPOBAHUS — B 3TOM Cllydae NPUMEHSIOTCA HECKONbKO YpOBHEN NPOTO-
KOMNOB 3alluTbl C MOMOLLBI TYHHenuMpoBaHusa IP. 3TOT Noaxo4 OOnyckaeT MHOXECTBO
YPOBHEN BROXEHNHA, MOCKOMNbKY TYHHENM MOTryT HauMHATLCA M 3aBepLlaTbCa B pasHbIX UC-
nonb3yowmx IPSec yanax cet BOonb MapLupyTa nepegayu AaHHbIX.

Kpome Toro, atm gBa nogxoga MOXHO 00beAnHWUTb. Toraa npyv pacCMOTPEHUU MYYKOB 3aliu-
LLIeHHbIX CBA3EW BO3HUKAET BOMPOC — B KAKOM NopsAKe MOryT NPUMEHATbLCA ayTeHTUdMKauna n
LWndpoBaHme Mexay AaHHOW Napon KOHEYHbIX y350B. PaccMOTpUM HECKOSbKO NOAXO040B K Ta-
KOMY KOMOGUHMPOBAHMWIO.

B cnyyae npumeHenus ESP ¢ onumen ayteHTudmkauum nonb3oBaTteslb CHavana npuMeHsieT

ESP k Tpebylowum 3awmutel AaHHbIM, a 3aTeM [06aBnseT none AaHHbIX ayTeHTudukaumm. B

3aBMCUMOCTU OT MCMOMb3yeMbIX PEXMMOB BO3MOXHbI criegytolime BapuaHTbl (B 06onx BapmaH-

Tax ayTeHTUduKaunumn nognexnT WndpoBaHHbIA TEKCT):

v\ TpaHCNOpTHbIN pexum ESP — ayteHTudmkauma n wmndpoBaHne NpUMEHSTCA K NOne3Ho-
My rpysy IP, goctaBnsemMomy ysny agpecaTta, Ho Npu 9TOM 3aronoBok IP He 3auumuiaeTcs;

v TYHHenbHbI pexum ESP — ayteHTudmKauma npumeHsieTcs ko Bcemy nakety IP, goctas-
nsemomy no agpecy IP BHewHero nonyvarens (Hanpumep, M3), 1 BbINONHAETCS 3TUM MO-
nyyatenem. Becb BHYTpeHHUIN nakeT IP 3awmiiaetca MeXaHn3amMoM CEKPETHOCTU, MOCKOSb-
Ky npegHasHadeH ans JOocTaBku BHyTpPeHHeMy agpecaty |P.

B cnyyae TpaHCMOPTHOM CMEXHOCTU MCMNOMb3yeTCs My4YOoK M3 ABYX 3aLUULLEHHbIX CBA3EN B
TPaHCNOPTHOM pEeXMME, rae BHYTPEHHSS CBA3b SIBNSETCA 3allmieHHON cBa3bio ESP, a BHeww-
HAs — 3awmweHHon ceasbio AH. B atom cnyyae ESP mcnonb3yetca 6e3 onumm ayteHTudum-
Kauun. MNMOCKONbKY BHYTPEHHSS 3alluULLEeHHas CBA3b WUCMOMb3YeTCA B TPAHCMOPTHOM pPEXMME,
LWNdpoBaHMIO NoANEXUT nonesHbln rpy3 IP. MNMonyyaembln B peaynbtaTte nakeT COCTOUT M3 3a-
rofioBka IP, 3a koTopbiM crieaytoT gaHHble ESP. 3atem npumeHsaetca AH B TpaHcnopTHOM pe-
XnMe, Tak 4YTo ayTeHTudukaums byaet oxBaTbiBaTb AaHHble ESP 1 opurmHanbHbIN 3aronoBok
IP, 3a ncknioyeHnem nameHaemMblix nonen. [JOCTOMHCTBOM OJaHHOro noaxoda ABMSIETCH TO, 4TO
npy KOMOGMHMPOBAHHOM NoaxoAe ayTeHTudurkaunsa oxesatblBaeT 6onbLle nonen, BkYyas nons
agpecos |P UCTOYHUKaA M HasHayeHus. HegocTaTok cBA3aH C UCNONb30BaHWEM ABYX 3aLlULLEH-
HbIX CBSA3el BMECTO O[JHOMW.

PaccmoTpuM TpaHCNOPTHO-TYHHENbHbBIA pexnm. B HekoTopbIX criyyasax uenecoobpasHbiM SB-
naeTca NpUMeHeHue ayTeHTudukauun oo wudpoBaHus. [nsa 3Toro MCNosb3yeTcsl Nyyok 3a-
LWALLEHHBIX CBA3€W, COCTOALWMA U3 BHYTPEHHEeW 3alluLLEeHHOW TpaHCrnopTHoM cBA3n AH u
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BHELLHEN 3alUMLLEHHON TyHHEeNbHON cBsa3n ESP. B aTom cnyyae ayTeHTUdUKaLnsa oxeaTthiBaeTt
nonesHoin rpys IP BmecTe ¢ 3aronoskoM IP (1 paclumpeHunsamm), 3a UCKNHYEHNEM N3MEHAEMbIX
nonen. MNonyyeHHbIn Takum obpa3om nakeT 3ateM obpabaTtbiBaeTcsi B TYHHENbHOM peXume
ESP, B pe3ynbtaTte 4ero BHyTPEHHUI NakeT BMeCTe C AaHHbIMU ayTeHTUdMKaLMN OKa3blBaeTCs
3aWM@POBaAHHBIM U MMEIOLLMM HOBbIN BHELUHWIA 3aronoBok IP (c HeobxogmMbiMu paclunmpeHmns-
MW,

2.4.MpoTtokon SSL/TLS

SSL (Secure Sockets Layer, ypoBeHb 3alUULLEHHBIX COKETOB) — KpMNTOrpapuieckmin NpoToKon,
obecneunBatowmin 6e3onacHyto nepedadvy gaHHbix no cetn HTepHeT. Npu ero ncnonb3osaHunm
CO30aéTCs 3alUULLEHHOE CoegMHEeHMEe MexXady KIIMEHTOM 1 cepBepoM. SSL nsHavanbHo paspa-
6oTtaH komnaHuen Netscape Communications. Bnocneacteum Ha ocHoBaHum npoTtokona SSL
3.0 6b1n paspaboTtaH u npuHAT cTtaHgapT RFC, nonyunswmi ums TLS. TLS aBnseTca npoToko-
nom 6onee HM3KOro ypoBHS, xoTst Ha mogenu TCP/IP aT1o He oTpaxaeTca (m SSL, n TLS — npo-
TOKOSbl MPUKNAgHOro YPOBHSA).

VcnonbayeT WndpoBaHne ¢ OTKPbITbIM KNHOYOM AMs NoATBEPXKOEHUS MOANUHHOCTM nepenaT-

ynka 1 nonydatens. lNogoepxmBaeT HaOEXHOCTbL Nepedayvn OaHHbIX 3a CYET MCMOSb30BaHUS

KOPPEKTMPYOLWMNX KOAOB N 6e3onacHbIX XaLw-pyHKUMA. OBbIYHO NPUMEHATCA crneayoLwme an-

rOPUTMbI:

1. [Ons obmeHa knovyamu: RSA, Diffie-Hellman, ECDH, SRP, PSK.

2. [Onsa ayteHtudmkaumm: RSA, DSA, ECDSA.

3. CummeTpunuHble wndpbl: RC4, Triple DES, AES, IDEA, DES, nnn Camellia. B ctapbix Bep-
cuax SSL Takke ucnonb3osarnca RC2.

4. [Onsa kpuntorpadpuyeckmx xawen: HMAC-MDS nnn HMAC-SHA gna TLS, MD5 n SHA gnsa
SSL.

5. B cTapbix Bepcusix SSL Takke ncnonbsosanuce MD2 n MD4.

SSL cocTtouT 13 gByx ypoBHen. Ha HWXHEM ypOBHE MHOIOYPOBHEBOMO TPAHCMNOPTHOIO NPOTO-
kona (Hanpumep, TCP) oH aBnseTca NpOTOKOMIOM 3anucy U UCMOoNb3yeTcsa ANs UHKancynaumm
(To ecTb (hopmupoBaHus nakeTa) pasnUyHbIX NPOTOKONOB (SSL paboTaeT COBMECTHO C TakuM
npotokonamu kak POP3, IMAP, XMPP, SMTP n HTTP). [Ina kaxgoro uHkancynmpoBaHHOIro
npoToKona OH obecneynmBaeT YCrnoBus, NPU KOTOPbIX CEPBEP W KIMEHT MOryT NOATBepXaaTb
ApYr Opyry CBOK MOASIMHHOCTbL, BbIMOMHATbL anropuTMbl LWMGPOBaAHUA N NPOM3BOAUTL OBMEH
KpyntorpadoMyeckumMn KItodamm, npexae Yem NpoTOKON MpUKNagHOM NporpamMmbl HAYHET ne-
pefaBaTb U nony4vatb AaHHble. Ecrnin HekoTopas nporpamma He nogaepxmBaet SSL/TLS, mox-
HO BOCMOSIb30BaTLCA NPOrpaMmon s Co3AaHnd 3allmLLeHHbIX TyHHenen stunnel.

[na obecneyeHus 6e30NacHOCTU NPUMEHSAIOTCA creayowme npoLeaypsbl:

1. KnueHT MOXeT ucnonb3oBaTb MyOMNWYHBIA KW LEeHTpa cepTudukaumm Ang npoBepKu
NOASIMHHOCTK LMdPOBON NOANMCU CEPBEPHOro cepTudmkara.

2. KnueHT npoBepsieT, 4TO UEHTp cepTudmkaumm, nognmcaBLLUNA KIOY, OTHOCUTCSA K CMUCKY

AOBEPEHHBIX LIEHTPOB cepTudukaLmu.

KnneHT npoBepseT Cpok AENCTBUS CEpBEPHOro ceptudmkaTa.

MmeeTcs 3awwmta OT NOHMXKEHMSA BEPCMM NPOTOKONA U OT cnaboro anroputma WwudpoBaHus

5. CoobLeHune, 3aBepLuatoLLiee "pykonoxaTne" (corrnacoBaHue), CoaepXUT Xall BceX Co06-
LLLEHUI O COrnacoBaHnm, NOMyYeHHbIX 060MMM CTOPOHAMMN.

6. [lNceBpocnyyanHas oyHKUMA OENUT BXOAHbIE AaHHble nonosiaMm n obpabaTtbiBaeT Kaxayo
YacTb cBOUM anroputmom xawmposanusa (MD5 n SHA-1), a satem cknagbiBaeT Ux No Mo-
aynto 2 (XOR), utobbl cozgate MAC (message authentification codes, kogbl ayteHTUDMKa-

ko
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uumn coobeHuns). 3To obecneyvmBaeT 3alnTy daxe B TOM cryvae, ecnn B 0OHOM U3 anro-
PUTMOB OBHapyXaT ya3BMMOCTb (Torbko ans TLS)

7. SSLv3 otnuyaetcs ot SSLv2 pobasneHnem SHA-1 1 nogaepxkon ayteHTudukaumm cep-
TMdukata. Takke Gbina ynydweHa npouegypa CoOrfacoBaHUsA U ycuneHa yCTOMYMBOCTb K
atake «4enoBeK nocepeauHey.

O6nacTtb npumeHeHus npotokonoB SSL/TLS BecbMa LuMpokKa:

v/ co3faHue WndpoBaHHbIX TYHHENEeN;

v' wmndpoBaHMe TEKCTOBbIX NPOTOKoNoB MHTepHeta HTTP, POP3, IMAP, SMTP, XMPP;
v’ ayTeHTUdUKauus Ha UHTEPHET-CepBMNCAxX UMW B NIOKarbHOM CETH

Mpouenypa ycTtaHOBEHNs LWINPOBAHHOM CBA3M BbIMMSANT Ccrieayowmm obpasom:

1. CepBep 1 knuneHT, ucnonbayowme TLS, yctaHaBnMBalT HagEXHOE CoegMHEHME C Mo-
MOLLIbIO NpoLeaypbl COrnacoBaHus.

2. CornacoBaHue HadMHaeTCd, Koraa KnueHT nogkniodaercsa K ucnonbaytowemy TLS cep-
Bepy, 3anpawmBas 6e3onacHoe coefvHeHue, 1 npeactaBnseT cobon CnMCoK noaaep-
XnBaembIX LUNPOB 1 X3aLLEN.

3. N3 atoro cnucka cepeep BbiOMpaeT Havbonee MoLHble Wndp U X3Ww 1 yBeagomnsaet
KMMEeHTa O peLLeHnn.

4. CepBep OTCbINaeT CBOK MAeHTU(MKaumo B Buae undposoro ceptucpukarta. Ceptudum-
KaT 0BbI4HO COOEPXKUT MMSA cepBepa, JOBEPEHHbIV LIEHTP cepTudukaumm n nybnuyHbIn
Kntou WwndpoBaHua cepsepa.

Mepen npogomkeHneM npoueaypbl KNUEHT MOXET CBSA3aTbCs C LEHTPOM cepTudmnkaumm, Bbl-
AaBLUMM cepTudmkar, Ytobbl yoeanTbes, YTo cepTudmkaT 4ENCTBUTENEH:

1. Ytobbl creHepupoBaTb CEAHCOBbLIN KITHOY, MCMOMb3YeMbI Of1s1 3aliUTbl COeOMHEHUS,
KNWEHT WndpyeT crnyyamHoe YMcno ¢ NoOMOLLLI0 NyGrMYHOro Knoda cepeepa M nocbina-
eT ero cepsepy. TONbKO cepBep MOXeT paclumdpoBaTth ero (C NOMOLLbI CBOEro 3akpbl-
TOro Krtoya). 37O NO3BONSET cAenaTh KoY HeJocaraemblM AN TPeTbUX nuy,.

2. W3 atoro cnyyanHoro ymcna obe CTOPOHbI FEeHepUpyoT KNkoYd Ans wudpoBaHns 1 pac-
LINCOPOBKM.

3. 370T war 3aBepLuaeT cornacoBaHne N HadnHaeT 3allMLLEeHHOe CoeiMHeHne, nepeaato-
LMecsa AaHHble LWNAPYOTCHA NOMYYEHHbIM KITHOYOM A0 3aKPbITUS COEAUHEHUS.

Ecnu ogvH n3 onncaHHbIX WaroB He Obln BbINOTHEH, TO COrfacoBaHme npekpawiaeTcqa n coean-
HEeHWe He yCTaHaBITInBaeTCA.

Crtpykrypa TLS-coobweHuns:

Content Type — 1 6anT (TN cogep>Xnmoro);

Version (MSB) — 1 6anT (Bepcus npoTokona);

Version (LSB) — 1 6anT (Bepcusa npoTokona);

Length (MSB) — 1 6anTt (anuHa coobLieHuns);

Length (LSB) — 1 6anT (gnnHa coobLeHuns);

Protocol Message(s) (coobLuieHus npoTtokona);

MAC (koabl ayTeHTUdMKaunm coobLueHuns, Heoba3aTenbHo);
Padding (casur, ans 6n0KoBbIX LWMPOB).

AN N N SR

MocnegHwe 3 Nnonsa NMeT NEPEeMEHHYI0 ATVHY.
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IX. BesonacHOCTb yaanéHHoro ynpasneHus

1. AyanT 6e3onacHocTu npotokona SNMP
1.1. OnpepeneHue n PyHKLUM NPOTOKOSMA

Mpotokon SNMP (Simple Network Management Protocol, npocTon npoTokon ynpasreHus ce-
Tbl0) ABNsieTCA NPOoToKonom lMpuknagHoro ypoBHs, paspaboTaHHbIN ANS BbINONHEHUS ABYX 3a-
aav:

®  MOHUTOPWHI CETEBbLIX YCTPONCTB U CETU B LIENOM;

e yrpaBneHne ceTeBbIMN YCTPONCTBAMMU.
Mpotokon SNMP npegocTtaBnseT BO3MOXHOCTb CTaHLUMSIM YMPaBfeHnsi CUNTbIBATb U U3MEHATb
HaCTPOWMKM LLIMO30B, MapLLpyTU3aTopoB, KOMMYTaTOPOB U MPOYNX CETEBBLIX YCTPOMNCTB.

1.2. Bepcuu npotokona SNMP

Onuwem pasnunuua mexay sepcusmn npotokona SNMP 1 OoKymeHTbl, onpegensiowme aTu
Bepcuun. Mo coctoarHmo Ha 2006 rog eanHcTBeHHOM He ycTapeBllen Bepcuen SNMP asnseTcs
SNMPv3, onpegenénHasa B RFC 3411-3418.

SNMPv1

MepBble RFC, onucbiBaowme ctangaptel SNMP, nossunuce B 1988 roagy. Bepcuna 1 nogsep-
rnmacb KpuUTUKe 3a e€ NOCpPeACTBEHHYK Modenb 6e3onacHOCTM Ha ocHoBe coobuiecTB. B To
BpeMsi 6e3onacHOCTb B VIHTepHeTe He BXOAuna B Kpyr nepBooyvepeHbIxX 3agad paboumx rpynn
IETF.

SNMPv2

Bepcus 2, nssectHas Tak xe, kak Party-based SNMPVv2, nnn SNMPv2p, He nony4mna Lnpoko-
ro pacrnpocTpaHeHns1 n3-3a CEPbE3HLIX pasHOrnacun no noBogy MHGPaCTPyKTypbl 6e3onacHo-
ctn B craHgapte. SNMPv2 yny4dwan Bepcuio 1 B obnactn 6bicTpogencTeumsi, 6e3onacHoCcTy,
KOHUAEHUMANbHOCTM N B3aMMOOENCTBUI «MeHemkep-meHexaep». OH npeacTtaBun HOBbIN
Tmn PDU Get-Bulk-Request, anbtepHatuBy Get-Next-Request ans nonyyeHus 6onbwimnx obbé-
MOB MHbopMaLn Npy NOMOLLM OOHOMO 3anpoca. TemMm He MeHee, HoBasi cuctema 6e30macHOCTH
Ha OCHOBE CTOPOH BbIrnsiAena Ans MHOMMX Kak Yepecyyp CnoXxHas u He Oblna LWMPOKO Npu3Ha-
Ha.

SNMPv2c

Community-based SNMPv2, nnu SNMPv2c, npeactasun SNMPv2 6e3 HoBon mogenu 6eso-
nacHoctu Bepcum 2. BMecTo Heé npegnaranocb UCMNoNb3oBaTh CTapyo Moaenb 6e30nacHoCTU
Bepcumn 1 Ha ocHoBe coobulecTB. CooTBeTCcTBYIOWEE NpeasioxeHne RFC 6bino NPUHATO TONbKO
Kak YepHOBWK cTaHaapTa, ogHako ctano ge dakrto crangaptom SNMPv2. besonacHoctb SNMP
CHOBa OKasaracb HepPeLEHHbIM BOMPOCOM.

SNMPv2u

User-based SNMPv2, nnn SNMPv2u, sBnsetca KOMNPOMUCCOM MeXAy He3alULEHHOCTbIO
SNMPv1 un upeamepHon cnoxHocteto SNMPV2p. MNpeanoxeHHaa mogens 6e3onacHOCTU Ha
OCHOBe nonb3oBarternen bbina nonoxeHa B ocHosy SNMPV3.

SNMPv3

SNMPV3 HakoHeu-TO pewmnn npobnembl ¢ 6e30nacHOCTLI0 CNOCOB0OM, KOTOPLIN MHOrME nocYHu-
Tann npuemnembim. Bepcnsa 3 SNMP npunata IETF kak ctangapt UHtepHeta (IETF STD 62).
Moutn BCce npeabiaywme RFC npusHaHbl ycTapeBWwWnMU. [JOKYMEHTbI, ONUCHIBaKOLLME MPOTOKOS
SNMPV3, npuBeneHbl HUXe:
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o Obuwas uHgpopmayus.
RFC 3411. An Architecture for Describing SNMP Management Frameworks.
e (Obpabomka coobueHud.
» [1pnBA3KM K TpaHCMOpPTY.
RFC 3417. Transport Mappings for the SNMP.
» Pasbop n gucnetyepusauus cooOLLEHWIA.
RFC 3412. Message Processing and Dispatching for the SNMP.
» besonacHocms.
RFC 3414. User-based Security Model (USM) for SNMPv3.
e Ob6paboTtka PDU.
» Onepauun npoTokona.
RFC 3416. Version 2 of the Protocol Operations for SNMP.
» TpunoxexHns SNMP.
RFC 3413. SNMP Applications.
» YnpaBneHue gOCTYnoMm.
RFC 3415. View-based Access Control Model (VACM) for the SNMP.
e Moaynn MIB.
RFC 3418. MIB for the SNMP.

1.3. Mogenb npotokona SNMP

Oo6bwaa mogenb

Mogenb npuBegeHa Ha pucyHke 9.1. OCHOBHbIMW B3aUMOLENCTBYIOWUMI 3fieMeHTamMn NpoTo-
Kona ABNAKTCH areHTbl (agent) n cuctembl ynpaeneHus ceTblo (NMS, network management
system). C TOYKM 3peHUs KOHLUENUUN «KITMEHT-CepBep» POfb CepBepa BbIMOSHAT areHTbl, TO
€CTb Te CaMble YCTPOWMCTBA, NS Onpoca COCTOSHUSA KOTOpbIX ucnonbdyetca npotokon SNMP.
CooTBETCTBEHHO, POfb KMNMEHTOB OTBOAMUTCH CUCTEMAM YNPaBreHUss — CETEBbIM NPUMOXEHUSM,
HeobxoanmbiM Ona cbopa mHdopmauunm o YHKUMOHMPOBaHMM areHToB. BsaumopencTteue
areHToB U CMCTEM YNpaBneHnsi OCYLLLECTBIISETCA Ha OCHOBE coobLeHun npotokona SNMP.

Arentamun B SNMP aBnsoTca nporpaMMHbie MOAyNK, KoTopble paboTaloT B ynpaBnseMbix yCT-
poncTteax. AreHTbl cobupatoT nHdopmaumo 0b ynpasnsseMbix YCTPOUCTBAX, B KOTOPbIX OHU pa-
6oTatoT. AreHT cogepXaTt BClO MHdopmauma ob ynpaBnsgemMom cCeTeBOM ycTponctse B Hase
ynpaenswowen nigpopmauum (MIB, management information base). MIB npeacraBnset cobon
COBOKYMHOCTb 0OBbEKTOB, AOCTYMHbLIX A5 ONepaummn 3anmcn—4TeHns.

B ntobon ynpasnsemon cetu MoOXeT umetbcs ogHa unu 6onee NMS. NMS BbINOMAHAT npu-
KnagHble NporpaMmMbl CETEBOrO yrnpaBrieHUs, KOTopble NPeAcTaBnsalT MHopMaumio ynpasrne-
HWSA KOHEYHOMY MOMb30BaTENIO.
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Komnbromep

WHTepderic
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ynpaeneHusi
ceTbio
(NMS)

NHTepdeiic
HaCTPONKM
SNMP
npoTtokona
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HaCTPONKM
SNMP
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-

WHTepderic
HaCTPONKM
SNMP
npoTokona

-

Ynpaensemoe ycmpotlicmeo Ynpaensiemoe ycmpoiicmeo Ynpaensiemoe ycmpoiicmeo

PucyHok 9.1.

CtpykTtypa 6a3bi MIB
Ha gaHHbI MOMEHT CyLEeCcTBYET YeTblpe Tnna nHdopmaumnoHHon 6asbl MIB:

1. Internet MIB — nHdopmaumoHHasa 6a3a oO6bekToB ans obecneyveHns ANarHOCTUKA OLLIN-
60K 1 koHpurypaummn. BkntovaeT B cebs 171 06bekT (B TOM uncne n oobektol MIB ).

2. LAN manager MIB — 6a3a u3 90 o6bekToB — naponu, ceccuu, nonb3oBaTtenu, obuime
pecypcsbl.

3. WINS MIB — 6a3a obbekToB, HEOOX0ANMbIX AN ynpasneHuss n guarHoctukn WINS-
cepeepa (B cepepax Microsoft Windows wusnyeckn Haxogutca B dhanne
WINSMIB.DLL).

4. DHCP MIB — 6a3a obbekTtoB, HeobxoanmbIX Ang ynpaenexHvs n gmarHoctnkm DHCP-
cepepa (B cepBepax Microsoft Windows wusnyeckn Haxogutca B daunne
DHCPMIB.DLL).

Crtpyktypy MIB onpegensieT [okymeHT, HasbiBaeMbin SMI (Structure of Management
Information, cTpykTypa ynpasnstowien nicopmauum). Bce MIB nmetoT nepapxmyeckyto apeBo-
BUAHYIO CTPYKTYpY. Bce 6a3bl coagepxat AecsiTb KOPHEBbIX anvacos (BeTBen), NpeacTaBneHHbIX
Ha pucyHke 9.2:
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1. System — gaHHaga rpynna MIB |l cogepxuT B cebe cemMb 06BHEKTOB, KaXabll U3 KOTOPbIX
CNYXUT Ona XxpaHeHus nHdopmaumm o cucteme (Bepecust OC, Bpems paboTbl 1 T.4.).

2. Interfaces — cogepxut 23 obbekTa, HEOOXOAMMBIX ANA BEAEHUSA areHTamMu CTaTUCTUKM
Mo CeTeBbIM MHTEpdEencam YnpaBfsiEMOro YCTPOWCTBA (KONMYECTBO WHTepdencos,
pasmep MTU, ckopocTb nepeaayv AaHHbIX, pusnyeckme agpeca u T1.4.).

3. AT — cogepxuT 3 obbekTa, oTBeYarLmnX 3a TpaHCnsAUMo agpecoB. bonee He ncnonb-
3yeTtca. bbina BkntodeHa B MIB |. Npumepom ucnonb3oBaHus obbektoB AT MoxeT no-
cnyxuTb npoctasd ARP tabnuua cootBetcTBus cuaundeckmx (MAC) agpecoB ceTeBbiX
kapT IP agpecam mawuH. B SNMP v2 3ta nHdopmaums 6bina nepeHeceHa B MIB ans
COOTBETCTBYIOLLNX NPOTOKOMNOB.

4. |IP — copepxut 42 obbekTa, B KOTOPbIX XPaHATCA AaHHble 0 npoxoaawmx IP naketax.

5. ICMP — cogepxut 26 ob6bekToB co ctatuctukom 06 ICMP-coobLueHmnsx.

6. TCP — cogepxut 19 06beKkToB, XpaHALMX CTaTUCTUKY No npoTokony TCP (coegmHeHus,
OTKpbITble NOPTbI U T.4.).

7. UDP — cogepXut 6 OOBEKTOB, XpaHAWMX cTaTUCcTuky no npotokony UDP (Bxoas-
Lwme/ncxogdawme gatarpaMmmbl, NOPThl, OLUMOKK).

8. EGP - cogepxut 20 06bekTOoB — AaHHble 0 Tpadmke Exterior Gateway Protocol.

9. Transmission — 3ape3epBupoBaHa Anga crneundunyeckmx sagaq.

10. SNMP — cogepxuT 29 06beKTOB, B KOTOPbIX XpaHuTcsa ctatuctnka no SNMP-npoTtokony
(Bxoaswume/ncxogswme nakeTbl, OrpaHUYEHMs NakeToB Mo pa3Mepy, OWMBKM, OaHHble
06 06paboTaHHbIX 3anpocax n MHOroe Apyroe).

MIB I
System (1) SNMP
(11)
Interfaces (2) o
Transmission
(10)
Address
Translation (3) ICMP (5) UDP (7)
EGP (8)
IP (4) TCP (6)
PucyHok 9.2.

Kaxxgaa us BeTBen B CBOKO oyepedb Takke npeacrtaBuma B Buae aepesa. Hanpumep, Kk agpecy
agMUHUCTPaTopa Mbl MOXeM 00paTUTbCsl MocpencTBoM Takoro nyTtu: system.sysContact.0, ko
BpemeHu paboTbl cuctembl system.sysUpTime.0. C Apyroit CTOPOHbI Te e AaHHble MOryT 3a-
AaBaTbCs U B TodeyHon HoTaumun. Tak system.sysUpTime.0 cootBeTcTByeT 3HaveHue 1.3.0, Tak
kak system umeeT uHgekc «1» B rpynnax MIB Il, a sysUpTime — «3» B mnepapxum rpynnol
system. Honb B KOHLe NyTM rOBOPUT O CKansipHOM TuNe XpaHUMbIX AaHHbIX. B npouecce pabo-
Tbl SNMP-npoTOKon UCnonb3yeT TOYeYHY0 HOTaUMo, TO eCTb €CNU MEeHeLKep 3anpalumBaeT y
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areHTa cogepxumoe napametpa system.sysDescr.0, To B CTpoke 3anpoca cchbifika Ha 0ObekT
OygeT npeobpasoBaHa B «1.1.0».

Hepeso MIB pacwmpsiemo 6narogapsi akcnepumMeHTasnbHbIM M YacTHbIM BeTBsM. Hanpumep,
NOCTaBLUNKM MOTYT OMNpeaensiTb CBOM COOCTBEHHbIE BETBW ANSA BKIOYEHUS peanu3aunin CBOMX
nspgenuin. B HacTosilee BpeMsi BcA paboTa No cTaHOapTM3aumMmM BEAETCS Ha dKCNepuMeHTarb-
HOW BETBMW.

SMI onpegensdet cnegyowme Tunbl gaHHbIX MIB:

1. Network addresses (ceTeBble agpeca) — CUMBOSIbHbIE CTPOKU, NpeacTasnsowme agpe-
ca 13 KOHKPEeTHOro cTeka NpoTOoKomoB. B HacTosllee BpeMss €ANHCTBEHHBIM NPUMEPOM
ceTeBbIX agpecos aBnsaTca 32-6utosble IP-agpeca.

2. Counters (cyeTumkn) — HeoTpULATENbHbIE Lenble Yicna, KOTopble MOHOTOHHO YBENUYK-
BaAlOTCA OO TeX MOp, NMOKa He AOCTUTHYT MaKCUMasibHOro 3Ha4yeHusi, Mocne 4Yero OHU
cbpacbiBatoTca o Hyns. Npumepom cyeTynka siBnsieTcs obuiee yncno 6anTos, NpUHs-
ThIX UHTEPhENCoM.

3. Gauges (uameputenn) — HeoTpuUaTeslbHbIE LIENble 4Yncna, KOTOopble MOryT YBENU4n-
BaTbCSA MM yMeHbLUaTbCs, HO (PMKCUMPYIOTCS NpU OOCTUXKEHUM MaKCUManbHOro 3Hauve-
Hus. MNpMMepom Tnna «gauges» SIBMSIETCA ANMHA oyepenun, COCTOSALLEN M3 BbIXOOHbIX
MakeToB.

4. Ticks (TuKnN) — coTble 4ONM CeKyHAbl, NpolleLine nocne kakoro-Hmbyab cobbitua. Mpu-
Mepom Tuna «ticks» aBnseTca Bpemsi, npowleallee nocre BXoXxaeHust nHtepdenca B
CBOE TeKyLee COCTOsIHME.

5. Opaque (HenpospauHbii) — NPOU3BONIbHOE TUMN AaHHbIX. cnonb3yeTca ansd nepenaqn
NPOM3BOJSIbHbLIX MHOPMALMOHHbBIX NOCIeA0BATENBHOCTEN, HAXOASLMXCSA BHE NPeaerios
TOYHOro nevaTaHust AaHHbIX, KoTopoe ncnonbdyeTt SMI.

OcHoOBHble KoMaHAbl cuctemMmbl NMS
Ecnn NMS xo4eT npokoHTponupoBaTb Kakoe-nnbo M3 ynpaensieMblX YCTPOWCTB, OHa Aenaet
9TO NyTeM OTNPaBKM emy COObLLEHNs C ykazaHnem 06 M3MEeHEeHUN 3Ha4YeHUs OOHOW U3 ero ne-
peMeHHbIX. B Lenom ynpaensiemble YyCTPOMCTBaA OTBEYAOT Ha YeThbipe Tuna KoMaHg (Mnu uHu-
LUUNPYIOT UX):
1. Reads.
[na koHTponupoBaHus ynpasnsemblx ycTponcte NMS cumTbiBalOT NepemMeHHble, Noa-
AepXnBaeMble 3TUMU YCTPONCTBAMM.
2. Writes.
Anga koHTponupoBaHusa ynpasnsembix ycTporctB NMS 3anucbiBaloT nepemeHHble, Ha-
KOMJIEHHbIE B yNpaBnsieMbIX YCTPONCTBAX
3. Traversal operations.
NMS uncnonb3yloT onepauun npocnexmnBaHus, 4Tobbl onpeaenuTb, KakMe nepemMeHHble
nogaepxmBaeT ynpaesndemoe yCTPONCTBO, a 3aTeM cobpaTb UHGopmaLmio B Tabnumubl
NepeMeHHbIX.
4. Traps.
Ynpaensemble yCTPOMCTBA UCMOMb3YHOT «JIOBYLUKM» OM9 ACMHXPOHHbLIX COOBLLEHNA B
NMS 0 HEKOTOPbIX COBLITUAX.

1.4. NMpoTtokon SNMPv3

HaunHasa ¢ sHBapsa 1998 roga, BbinyweH Habop OOKYMEHTOB, nocBsweHHbIXx SNMPv3. B aton
BEPCUM CYLLECTBEHHO paclumpeHa yHKUMOHANbHOCTb, pa3paboTaHa HoBas cuctema 6esonac-
HOCTW.
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MpoTokon o6MeHa AaHHbIMMU

Hwxe Ha pucyHke 9.3 npuBedeHa BpeMeHHas guarpamma, Ha KoTopow B obliem Buae npeg-
ctaBneH npotokon obmeHa SNMP-coobuweHunsmu. Ona ceoen pabotbl npotokon SNMP uc-
nonb3yeT TpaHcnopTHbIM npotokon UDP, B ocHoBHoM 161 mopT. Ho gns trap-coobwieHni mc-
nonb3yetcs 162 nopt. Bo3amoxHble komaHabl npoTokona SNMPv3 npueegeHbl B Tabnuue 9.1.

SNMP
MEeHemKep

3anpoc get
MopTt 161

Otknuk get O6bekT
ynpaeneHus
3anpoc get-next

» Moprt 161
OTtknuk get
3anpoc set

P Mopt 161
OTknuk get

Trap

PucyHok 9.3.

Tabnuua 9.1 — OcHoBHble KOMaHAbl NpoTokona SNMPv3

KomaHga SNMP Twun PDU HasHnaueHue
GET-request 0 [MonyunTb 3HaYeHWe yKkazaHHOW nepemMeHHON nnm
NMHGOPMALIMIO O COCTOSIHMM CETEBOrO fIEMEHTA.
GET-next-request MonyunTb 3Ha4yeHne NepemMeHHOW, He 3Has Tou-
1 HOroO €€ MMeHW (CneayroLmnin NOrMYEeCcKUn naeH-
Tudukatop Ha aepese MIB).
SET-request lMpucBonTb NepeMeHHOn COOTBETCTBYIOLLEE 3Ha-
2 YyeHue. Vcnonb3ys AN onucaHusi AevUCTBUS, KO-
TOPOE AOIMKHO ObIThb BbINOMHEHO.
GET-response Otknuk Ha GET-request, GET-next-request u
3 SET-request. Cogepxut Takke MHpOpPMaLno O
COCTOSAHMU (KOAbl OWNBOK 1 Apyrve AaHHbIe).
TRAP 4 OTknuk ceteBoro obbekta Ha cobbiTMe MM Ha
N3MEeHEeHNe COCTOSTHUS.
GetBulkRequest 5 3anpoc nepecbinikm 6onblLINX 06BHEMOB AaHHbIX,
Hanpumep, Tabnuu,.
InformRequest 5 MeHepxep obpalwjaeT BHMMaHME napTHEpPa Ha
onpeaeneHHyto nHgopmaumio B MIB.
SNMPv3-Trap 7 OTknuk Ha cobbiTne (pacwmpeHne no OTHOLe-
HUIO K V1 1 Vv2).
Report 8 OTYET (YHKLMA NOKa He 3afaHa).
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dopmat SNMP-coob6LieHuns
MonHoe onncaHue dopmata cooblueHns npotokona SNMPv3 gaHo B gokymeHTe RFC-3412 B
pasgene 6 «The SNMPv3 Message Formaty». ®opmaT coobuieHna npeacTaBneH Ha pUCYHKe

9.4.
h  —
MsgVersion
YacTs,
i reHepupyemas/
msgMaxSize obpabatbiBaemasn
mMoaens 0bpaboTkm
msgFlags cooBLLEeHUI
msgSecurityModel
A
=
§ YacTb,
: reHepupyemas/
‘E‘ obpabateiBaeman
= MOOENLID
T GesonacHoCTH
F;J, none3oBaTens
© (USM)
®
I
O !
™ = 4 . F
= contextEnginelD
o
a contextName
o
B
=
3
= PDU
o
-
S
¥ r
PucyHok 9.4.

SNMP-coo06LeHne Nnormyeckn pasgeneHo Ha Tpu YacTu:
1. Yactb, KOoTOpas opMMpyHOTCA OTNpaBuTENeM B pamkax moaenn obpaboTkm coobuue-
HWUI N obpabaTbiBalOTCA Nony4aTenem.
2. YacTb, oTBevaowasn 3a pyHkunm 6e3onacHocTu.
3. CobcTBEHHO None AaHHbIX.
B naHHOM pasgene gaHo onucaHwe nonewn nepson u Tpeten yacten. OnmucaHve nonen 6e3o-
nacHoOCTW JaHo B pasgere 6.5.

[Ons peannsaunmn mogenun obpaboTkn coobLLEHMI MCNONb3YTCA creaytowme nonsi:
e msgVersion. Bepcusa npotokona. [ina npotokona SNMPv3 3HavyeHue B none paBHo 3.
e msglD. YHuKkanbHbli naeHtugukatop, mcnonbdyembii SNMP-cywHocTaMmM ansa ycra-
HOBIMEHMSA COOTBETCTBUS MeXAy 3anpoCoOM M OTKNUKOM. 3HadveHne msglD nexuT B gna-
nasowe 0 - (2%-1).
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e msgMaxSize. MakcumarnbHbI pasmep coobLleHns B OKTeTax, NOAAepXuBaembld OT-
npasuTenem. Ero sHaveHne nexut B ananasoHe 484 - (2°'-1) n paBHO MakcuMansHOMy
pas3Mepy cermeHTa, KOTOpPbI MOXET BOCMPUHATL OTNpaBUTENb.

e msgFlags. OgHobanToBasa CcTpoka, cogepallas Tpu nara B mnagmnx outax:

» reportableFlag. Ecnu reportableFlag=1, To gomkHo GbITb NpucnaHo cooblieHne ¢
oTyéTom (komanga Report). dnar reportableFlag yctaHaBnvMBaeTcs oTnpaBuTenem
BO BCex coobuieHunax 3anpoca (komaHabl Get, Set, Inform). ®nar ycraHaBnnBaeTca
paBHbIM HYNIO B OTKNMKaXxX 1 Trap-yBeAOMMEHUSIX;

» privFlag;

» authFlag.

®naru privFlag n authFlag yctaHaBnualoTca oTnpasutenem A8 UHOUKALMM YPOBHS

BGesonacHocTu onst gaHHoro coobweHnus. Ons privFlag=1 ncnonb3yetcsa wndgposaHue, a

ans authFlag=0 - ayteHTudukauns. Jonyctumbl nobble KOMOUHALMKN 3HAYeHMI dnaros

kpome privFlag=1 AND authFlag=0 (wundpoBaHune 6e3 ayTeHTUdUKaLun).

e msgSecurityModel. MaenTudumkaTtop co sHaueHnem B amanasoHe 0 - (2%%-1), koTopelil
ykasblBaeT Ha Mogenb 6e30nacHOCTH, UCNonNb3yemyto Npn OpMMPOBaHNM AAHHOMO CO-
obweHuns. 3apesepBrpoBaHbl 3HaveHust 1 — ana SNMPv1, 2 n 3 — ana SNMPv3.

1.5. Be3sonacHocTb npoTtokona SNMPv3
Mopenun 6e3onacHocTu npotokonoB SNMPv1-v3
Mepeuncnum mogenu 6e3onacHOCTU, NPUMEHSIIOLLMECS B COOTBETCTBYIOLLIMX BEPCUSIX MPOTOKO-

na SNMP:
1. SNMPv1l
SNMPv1 — Community-based Security Model
2. SNMPv2

SNMPv2p — Party-based Security Model
SNMPv2c — Community-based Security Model
SNMPv2u — User-based Security Model

3. SNMPv3
SNMPv3 — USM User-based Security Model

Modenb be3onacHocmu Ha ocHoge coobuwecms

Mogenb 6e3onacHocTn Ha ocHoBe coobuecTtB (Community-based Security Model) 6bina nep-
BOMW, CaMOW NpocTon n camomn HebesonacHon. OHa nogpa3yMeBaeT NuvLlb ayTEHTUMUKALMIO Ha
OCHOBE «CTPOKM coobuiectBa», hakTU4ecku, Naporns, nepegaBaeMoro no cetu B Tene coob-
weHnss SNMP B OTKpbITOM TekcTe. OTa moaenb 6e30nacHOCTM HE B COCTOSIHMM BOPOTLCS HU C
OLHOWN 13 yrpo3 NHOpPMaLMOHHOW Ge3onacHOCTU. TeM He MeHee, OHa YacToO UCNOoNb3yeTCs A0
CUX MOp B CBSI3M CO CBOEW MPOCTOTON, a Takke Gnarogapsa HaNM4YMIO BHELLHUX, HE CBA3AHHLIX C
SNMP cnctem 6e3onacHoOCTN, HANPUMEP, MEXCETEBbLIX 9KPAHOB.

Modersnb be3onacHocmu Ha OCHO8€e CIMOPOH
Mogenb 6e3onacHocTn Ha ocHoBe cTopoH (Party-based Security Model) nogpasymeBaeT BBe-
AeHNe NOoHATUE CTOPOHbl. CTOpOHa — 3TO BUPTyanbHOE OKPYXXEHWE WCMOMHEHUsi, B KOTOPOM
Habop gonycTumMbIX onepawummn orpaHnyeH agMmmHucTpaTmeHo. CywHocte SNMP npu o6paboTke
coobLeHnsa encTByeT Kak CTOPOHa, NO3TOMY OrpaHuyeHa onepaumsiMy, onpeaenéxHHbIMu ans
37O CTOpPOHbI. CTOpOHa onpeaensaeTcs cneayrwmMmn napaMmeTpamu:

1. YHuKanbHbIN NOEHTUPUKATOP CTOPOHDI.

2. Jlornyecknin ceteBon agpec (agpec TpaHCNoOpPTHOro NpoTokona).

3. lMpoTokon ayTeHTUdUKauumM 1 napameTpbl, Tpebyowmeca aAns ayteHTudukaumm Bcex

COOBLLEHNI CTOPOHLI.
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4. T[MpoTtokon wudpoBaHns U napameTpbl, Tpedyowmecsa ansa WwnudpoBaHna Bcex coobLue-
HWUW CTOPOHbI.

MoryT ncnonb3oBaTbCa pasrfMyHble anropuTMbl AN NPOTOKOMOB ayTeHTUduKaumm n wmudpo-
BaHus. OBbIYHO B KayecTBe anroputma Ofig NpoToKona ayTeHTUMKauum UCNONb3YT XaL-
dyHkumo Message Digest 5 (MD5), a ana npoTtokona wwudpoBaHus — anroputm Data
Encryption Standard (DES) B pexume Cipher Block Chaining (CBC). NMpu ncnonb3osaHun co-
OTBETCTBYIOLUX MPOTOKOMOB ayTEeHTUMUKaLUMM 1 LUINPPOBAHMA MOAENb YCMeLwHOo cnpasnseTcs
¢ 6onbwnHcTBOM yrpo3 6esonacHoctu. [JaHHaa mogenb 6e3onacHoOCT He Gbina LWMPOKO Npu-
HSITa, NOCKOMbKY NMoKa3anacb MHOMMM CIIULLKOM CFIOXHOW U 3anyTaHHOW.

Modenb be3onacHOCMU Ha OCHOBE Mosib3osamenel

Mogenb 6e3onacHoCTM Ha ocHoBe nonb3oBartenen (User-based Security Model) BBoguT noHs-
TMe nonb3oBaTens, 0T UMEHM KOToporo AencteyeT cywHocTb SNMP. 3ToT nonb3oBaTensb xa-
paKkTepmn3yeTcs MMEHEM Mofb3oBaTeNs, WUCMNOMb3yeMbiMM MNPOTOKONAMU ayTEHTUMKALMM 1
LWMGPOBaHUSA, a TakKe 3aKpbITbIM KITHOYOM ayTeHTUdMKaLUN N WndpoBaHus. AyTeHTudukaumns
N wndpoBaHne sBnNsAOTCS HeobaszaTtenbHbiMU. Mogenb 6e3onacHOCTM BO MHOFOM MOXoXa Ha
MOAENb Ha OCHOBE CTOPOH, HO OHa ynpoLwlaeT ngeHTudunKauuio nonb3oBaTenen, pacnpegene-
HMe KN4Yen N NPOTOKOMbHbIE onepaLni.

Mopenb 6e3onacHocTu USM

Mogenb 6e3onacHocTn USM (User-Based Security Model) ncnonb3syeT KoHUenuuio aBTopu3o-
BaHHOro ceppepa (authoritative Engene). Npu niobon nepenade cooblieHns ogHa wnu ase
CYWHOCTW, nepedaTtyuk unvM nNpUEMHUK, paccMaTpuBaloTCA B KayecTBe aBTOPM3OBAHHOMO
SNMP-cepBepa. 9710 genaeTcs CornacHo cneayoLwmm npaBunam:

1. Korga SNMP-coobueHne cogepXut nosne AaHHbIX, KOTOPOE npegnonaraeT oTKNuK (Ha-
npumep, Get, GetNext, GetBulk, Set unu Inform), nonyyatens Takoro coobLieHnsa cuum-
TaeTcs aBTOPU30BaHHbIM.

2. Korga SNMP-coob6LieHne cogepxuT nosne AaHHbIX, KOTOPOE He npegnonaraeT NoCbIfKy
oTknuka (Hanpumep, SNMPv2-Trap, Response nnun Report), Torga oTnpaBuTenb Takoro
coobLeHnsa cumTaeTcs aBTOPU30BaHHbIM.

Taknm obpasom, coobLLeHs], MOCNaHHbIE reHepaTopoM kKoMaHa, u coobuieHns Inform, nocnak-
Hble OTNpaBUTENEM yBEAOMIEHWNA, NonyyYaTenb ABNSEeTCA aBTOPU30BaHHbLIM. [ns coobLeHnn,
nocnaHHblx 06paboTynkoM KOMaH4 unu oTnpaeBuTeNem yBegoMneHun Trap, oTnpaBuTENb siB-
nseTcsa aBTOpM30BaHHbLIM. Takon NoAxo4 NMEET ABe LENu:

1. CBOEeBpeMEHHOCTb COO0DLLEHMS OnpeaenseTcs C y4eToM MoKasaHUsA 4acoB aBTOPWU30-
BaHHOro cepBepa. Koraa aBTOpU30OBaHHbIM cepBep nocbinaeTr coobwexne (Trap,
Response, Report), 0HO cogepXuT Tekyllee nokasaHue 4acoB, Tak YTO HEaBTOPM30OBaH-
HbI NonyyaTenb MOXET CUHXPOHU30BaTb CBOM Yackl. Korga HeaBTOpM30BaHHbIM CepBep
nocbinaet coobuweHne (Get, GetNext, GetBulk, Set, Inform), oH nomewaeT Tyaa Teky-
LY OLIEHKY MOKa3aHWs 4YacoB MecTa Ha3HayeHus, Mo3BOSIss MosfyvaTento OUeHUTb
CBOEBPEMEHHOCTb MPMX0o4a COOOLLEHNS.

2. [llpouecc nokanu3auun Kn4a, OMNUCaHHbBIA HWXEe, YCTaHaBnMBaeT €AMHCTBEHHOro
npvHUMnana, KoTopbli MOXeT BnageTb Knto4yoM. Knoum mMoryT XpaHuTbCs TOMbKO B aB-
TOPM30BaHHOM CEPBEpPE, UCKITOYas XpaHEHNE HECKONbKMX KOMUI Krtova B pasHbIX Mec-
Tax.

Korga ncxopsuiee coobLleHne nepegaetcs npoueccopom coobueHmin B USM, USM 3anonHsieT
nons napameTpoB 6e3onacHOCTN B 3arosfioBke coobuieHnsi. Koraa BxogHoe coobLieHne nepe-
paetcs obpabotunkom coobueHni B USM, obpabaTtbiBaloTcst 3Ha4eHnss napameTpoB Ge3onac-
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HOCTW, codepXxalumxca B 3arofioBke coobueHus. B napameTtpax 6e3onacHocT cogepxatcs
cnegyoLwne nons:

e msgAuthoritativeEngenelD. WaeHTndmkatop aBTOPM3OBAHHOIO cepBepa, Yy4yacT-
Bytowlero B obmeHe. 3OTO 3HayeHue wugeHTudukatopa otnpasuTens anga Trap,
Response nnu Report unn agpecarta ans Get, GetNext, GetBulk, Set nnu Inform.

e msgAuthoritativeEngeneBoots. snmpEngeneBoots aBTopuaoBaHHOro cepBepa,
yyactByowero B obmeHe. O6bekt snmpEngeneBoots cooepXut LEenovncrieHHble
3HaueHus B ananasoHe 0 - (2°'-1). 3To none cogepXuWT YNCMO, NOKA3bLIBAKOLLEE CKOIb-
ko pa3 SNMP-cepBep Obin nepesarpyxeH ¢ MOMeHTa KOHUIrypupoBaHusi.

e msgAuthoritativeEngeneTime. Bpemsa paboTbl aBTOpM30BaHHOIO cepBepa, y4vacT-
Bylollero B obmeHe. 3HaueHne aToro nons nexut B avanasoxe 0 - (2°-1). 31o none
XapakTepusyeT YMCMO CEeKyHA, KOTOpOe NPOLUIO C MOMEHTa nocrnegHen nepesarpysku
cepBepa. Kaxablh aBTOPU30OBaHHLIA CepBep LO/MKEH WMHKPEMEHTMpoBaTb 3TO Mose
OQVH pas B CEKyHAy.

e msgUserName. Imsi nonb3oBaTtensi, KOTOPbIN nocnan coobLieHre.

¢ msgAuthenticationParameters. None cogepXuT HomMb, ecnu nNpu obmMeHe He uc-
nonb3yeTcs ayTeHTUdukaumna. B NpoTMBHOM criydae JaHHOe More CoAepXUT ayTeH-
TUPUKaALMOHHBIN NapamMmeTp.

e msgPrivacyParameters. [lone cogepXxuT Homb, ecrnim He TpebyeTcs cobniogeHus
KOH(bmaeHunanbHoCcTM. B NpoTMBHOM cCnyyae AdaHHOE Mofne CcoaepXuT napameTp
©esonacHocTu. B gencrteytowen mogenn USM ncnonb3yetcsa anroputm WMdpOoBaHNS
DES.

MexaHuam ayteHTMduKaumm B SNMPv3 npegnonaraet, 4To nosly4eHHoe coobLeHne OencTem-
TenbHO MOCNaHo Nosfib3oBaTeneM, MM KOTOPOro COOEPXUTCA B 3arofioBke COOOLLEHUSA, N 3TO
UM He GbINO0 MOAMMUUMPOBAHO BO BPEMS AOCTaBKM coobuleHus. [Ina peanusaumm ayTeHTu-
puKaumm Kaxabii N3 Nonb3oBaTenen, y4acTByoLWmMX B 0OMeHe LOIMKEH MMETb CEKPETHbIN KoY
ayTeHTudmkaumm, obwmnn ong Bcex y4acTHUMKOB (onpeaensieTcs Ha dase KoHdurypauum cuc-
Tembl). B nocbinaemoe cooblieHne oTnpaBuTeNb AOSMKEH BKIIOYUTL KOA, KOTOPbIA SBNSETCS
dyHKUMEN COOEPXKUMOro COOBLLEHNS N CekpeTHOoro knoya. OgHum m3 npuHumnos USM asns-
€TCsa NpoBepKa CBOEBPEMEHHOCTUN COOOLLEHNMS, YTO AenaeT ManoBepPOATHOM aTtaky C UCNONb30-
BaHMEM Konui coobuieHns.

Mopenb ynpaBneHuss 4OCTYNoMm

Cuctema KOHUrypupoBaHus areHToB No3BonsieT obecneynTb pa3Hble ypOBHM AOCTyna k 6ase
MIB ans pasnuyHbix SNMP-meHeaxepoB. OTO AenaeTcsa nyTem orpaHMyeHns JOCTyna HEKOTO-
pbIM areHTam K onpegernieHHbIM Yactam MIB, a Takke ¢ NOMOLLBbIO OrpaHMYeHUs NepeYHs Ao-
NyCTMMbIX onepauni Ana 3agaHHon Yactu MIB. Takas cxema ynpasneHus 4OCTynoOM HasblBa-
etca VACM (View-Based Access Control Model). B npouecce ynpasneHust 4OCTYNoM aHanmsu-
pyeTcsa KOHTeKCT (vacmContextTable), a Takke cneunannsmpoBaHHble Tabnuubl vacmsSecurity-
ToGroupTable, vacmTreeFamilyTable n vacmAccessTable.
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2. NMpoTtokon SSH

2.1. BBepgeHue

SSH (Secure Shell) — 310 ceTeBon NPOTOKOS, UCMOMNb3YEMbIN AN yOaneHHOro ynpasneHus
KOMMNbIOTEPOM U Ond nepedayn dannos. SSH noxox no yHKUMOHANbHOCTU Ha MPOTOKOSbI
telnet u rlogin, HO, B OTNMYKeE OT HUKX, WKUCPYET BECL TPauK, BKMOYas U nepegaBaemMble napo-
nn. SSH nosBonseTt nepegaBaTb Yepes3 Ge3onacHbIN kaHan Nbon apyron ceTeBow NPOTOKOI.
Takke, SSH MoxeT ucnonb3oBaTb CKaTue nepefaBaeMblX OaHHbIX AN nocrenylowen mx

Wwncppaumn.

MepBas Bepcusa npoTtokona, SSH-1, 6bina paspaboTtaHa B 1995 rogy uccneposatenem Tatu
Yl6nen n3 TexHonorn4yeckoro yHneepcuteTa XenbcuHkn, PuHnanansa. SSH-1 6bin HanucaH ans
obecneyeHmns Gonbllen KoHUAEHLMANBHOCTH, YeM nNpoTokosbl rlogin, telnet n rsh. B 1996 ro-
Ay 6bina paspaboTtaHa 6onee 6e3onacHasa Bepcusa npoTokona, SSH-2, yxxe HecoBMecTumMas c
SSH-1. MNpoTokon npmnobpen ewe 6onbliyto nonynsapHocTb M k 2000 rogy ero ncnonb3oBano
yXXe nopsiaka AByx MUMMoHoB nonb3oBatenen. B 2006 rogy npoTtokon 6bin yTBEpXKAEH pabo-
yen rpynnon IETF B kadecTBe VIHTepHeT-cTaHaapTa.

OpHako, oo cux nop B HEKOTOpbIX cTpaHax (PpaHums, Poccus, Upak u Makuctan) Tpebyetca
crneumanbHoe paspelleHne B COOTBETCTBYIOLMX CTPYKTYypax AMfs UCMONb30BaHUA onpeaeneH-
HbIX MeTO4O0B WundpoBaHud, Bknodaa SSH (cm. 3akoH Poccunckon ®egepaumm "O denepans-
HbIX OpraHax NpPaBUTENbLCTBEHHOW CBA3W N MHopmauun®).

PacnpocTtpaHeHbl ABe peanu3aumm SSH: kommepyeckas (3akpbiTas) n ceobogHasi (OTKpbITas).
CeobogHas peanusauma HasbiBaeTca OpenSSH. K 2006 rogy 80% komnbtoTepoB UHTepHET
ncnone3oano ummeHHo OpenSSH. Kommepueckasa peanusauus paspabaTtbiBaeTcs opraHu3a-
umen SSH Inc., http://ssh.com/ - 3akpbiTas peanusauusi, becnnatHas AnNsi HEKOMMEPYECKOro
ncnonb3oBaHna. CBobogHasa n KommMmepyeckasi peanudauun SSH cogepXat npakTuyeckn oau-
HakoBbI HAbOP KOMaHA.

B nepson Bepcun NpoToKomna ecTb CyLeCTBEHHbIE HeAOCTaTKM, NO3TOMY B HAcTosLee BpeMs
SSH-1 npakTudeckn HUrge He npumeHsaeTca HaBepHoe, Bbl MOMHUTE 3HAMEHMUTLIN 3NU304 U3
dunbma "MaTpuua-2: MNepesarpyska", B kKotopom TpuHUTK ucnonbdyet akcnnont SSHNuke gns
B3110Ma ropoAcKon anekTpocTaHumm? BHavane oHa Halwna yas3suMbln SSH-cepsep, npockaHu-
poBaB ceTb nporpammori Nmap. 3atem, yepes "gbipy" "SSH1 CRC2", oHa nonyymna makcu-
MarbHble NpaBa JoCTyna K 3TOMy CepBepy.

MHorve B3nOMLUUKM CKaHMPYIOT CeTb B MOMCKE OTKpbITOro nopta SSH. Moatomy B uenax 6e3o-
nacHoCTM HeobxoauMmo 3anpelwiatb Aoctyn no ssh gna cynepnonb3oBatens. O6bIYHO 3510-
YMBbILNEHHUKM nogbuparoT MMEHHO napornb cynepnonb3oBatens. Npotokon SSH-2 yctonume K
atakam "man-in-middle", B otnnune ot npotokona telnet. To ecTb, npocnywmnBaHve Tpaduka,
"CHUWHI", HMYero He gaeT 3rnoyMblWwnNeHHKKyY. MNMpoTokon SSH-2 Takke yCTonYMB K aTakam ny-
Tem npucoeauHeHus nocpeauHe (session hijacking) n obmaHom cepsepa umeH (DNS spoffing).

Hanee no Tekcty nog SSH nmeeTcsa BBMAY MMEHHO BTOpas Bepcusi npoTtokona, SSH-2.

[na pabotbl no SSH HyxeH SSH-cepsep n SSH-knneHT. CepBep npocnyumnBaeT coeguHeHNs
OT KIMMEHTCKMX MaLUMH 1 NPWU YCTAHOBMEHUN CBA3M NPOU3BOAUT ayTEeHTMdUKALMIO, Nocrne 4Yero
HauMHaeT obcnyxunBaHune knueHTa. KnueHT ncnonb3yeTcst Anst Bxoga Ha yaaneHHyr MaLllvHy U1
BbINOSIHEHNSI KOMaHA.
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SSH — 370 NpoTOKON MpUKNagHoro ypoBHs. SSH-cepBep 06bIMHO CryllaeT COeAMHEHUsT Ha
TCP-nopty Homep 22. Cneumndmkaumsa npotokona SSH-2 cogepxutca B RFC 4251, [ina ayteH-
TMdukaumm cepsepa SSH ucnonbayet anroputm Diffie-Hellman'a. Ona ayteHTudukaumm knm-
€eHTa — WndpoBaHME C OTKPbITbIM KIMHOYOM (OHO CpaBHUTENBHO MeaneHHoe). [nsa wudpoBaHus
nepegaBaembIX AaHHbIX — CUMMETpUYHOE WndpoBaHue (oHOo Bonee GbicTpoe). Cpean anro-
PUTMOB LLMPPOBAHNSA C OTKPbITLIM KMOYOM Yalle Bcero ucnonbsytotcs RSA u DSA. U3 cnmu-
MeTpuYHbIX anroputmoB — AES, Blowfish n 3DES. LlenocTHOCTb nepedaHHbIX gaHHbIX NpoBe-
psieTca ¢ nomowbto CRC32 B SSH1 nnm HMAC-SHA1L/HMAC-MDS B SSH2. [1nsa cxatus wnd-
pyeMbIX AaHHbIX ucrnonb3yetca anroputm LempelZiv (LZ77), obecneunBaeT Takyl Xe KOM-
npeccuto, YTo 1 apxmeaTop zip.

Ans nogknoyeHnsa knueHTa TpebyeTcsa creHepupoBaTtb Napy M3 OTKPLITOro M 3aKPbITOro Krito-
yen. Ecnun ncnoneadyetca PUTTY nog Windows, To aTo genaetcsa ytunuton puttygen.exe. Nopg,
Linux obbl4HO ncnonb3yeTtcst komaHga puttygen (ons PuTTY) nnu ssh-keygen (ana OpenSSH)
N fanee ykasblBaeTCsl, rae HaxOAMUTCS 3aKpbITbIM KNKOY, a 3aTeM MPOU3BOAUTCH COeAMHEHNE C
BBOAOM naponsi. BoamoxHo Takke 6ecnapornbHoe CoenHeHe.

2.2. NpoTtokon SSH
MpoekT cTaHgapTa ssh onucbiBaeT NPOTOKOMbI Ssh U COCTOUT U3 HECKOMNbKUX LOKYMEHTOB, KO-
TOpble OMMCbIBAOT OOLLYI0 apXUTEKTYPY NPOTOKONA, a Takke NPOTOKOIbl TPEX YPOBHEN:

v/ NPOTOKOJ TPAHCMNOPTHOIO YPOBHS;

v/ NpoTOKON ayTeHTUUKaLMY;

v'  NPOTOKON COeaMHEHNS.

Nx 3apaya — obecneunBaTb Ge3onacHyto ceTeBylo cnyxby Hanogobue yaaneHHoro login no-
Bepx HebGesonacHom ceTu.

lMpoTokon TpaHCMOPTHOrO YpoBHSI obecneunBaeT ayTeHTMdUKALUIO cepBepa, KoHunaeHuanb-
HOCTb M LEeNnOoCTHOCTb. [1poTokon ayTeHTUdUuKaumm obecneumBaeT ayTeHTUMKALMIO KITMEHTa
Ansa cepBepa. HakoHel, NpoTokon coeguHeHusa ssh mynbTunnekcupyeT 6esonacHbln (LLndpye-
MbI) KaHan, NPeAcTaBnss ero B BUAE HECKOMbKMX NTOMMYECKUX KaHanoB, KOTOPbIe NUCMOMb3YHOT-
CSl AN pasnuyHbIX Lernen (pasnmyHbiX BUOOB Cyx0).

[MpOTOKON TPAHCMOPTHOIO YPOBHS NpeaycMaTpuBaeT BO3MOXHOCTb CXKaTus AaHHbIX. OTOT Npo-
Tokon paboTaeT nosepx coeauHeHust TCP/IP. MNpotokon ayteHTudmkaumm paboTtaeT noBepx
NPOTOKOMAa TPAHCNOPTHOIO YPOBHS, @ NPOTOKOS COeANHEHMS — MOBEPX NPOTOKONa ayTeHTUdU-
Kauuu.

C uenbio noBbILEHUss 6e30MacHOCTM OCYLLECTBNSETCS He TONbKO ayTeHTUMMKaLUUS KrneHTa
cepBepoM, K KOTOPOMY obpallaeTcs KNUEHT, HO U ayTeHTUdUKaLMa cepBepa KIMEHTOM — ApY-
rMMU CroBaMu, MPOUCXOAUT ayTeHTUMKaLMsS 06enx CTOPOH.

KnueHT wnet 3anpoc Ha obcrnyxnBaHue B NepBbIN pas, Korga yctaHasnuBaeTcs 6esonacHoe
coejuHeHue TpaHCNopTHOro YpoBHA ssh. BTopown 3anpoc HanpaBngeTcd yxKe nocne 3abBeplue-
HWUs ayTeHTurkauumn nonb3oBaTtens (KNMeHTa).

Mpexae yem aHanuanpoBaTb NPOTOKOMbI ssh nogpobHee, cneagyeT onpeaenuTb NOHATUE KoY
xocTa. Kaxgbin paboTarowmn ¢ ssh XoCT, Ha KOTOPOM MOXET BbINOMHATLCS KaK KIMEHT, Tak n
cepBep, MOXET UMETb HE MEHEee OAHOro Krtoya. Heckonbko XOCTOB MOTyT MMETb OOLLMIA KITHoY
xocta. OgHaKO Kaablil XOCT AOSMKEH MMETb XOTS Obl OOUH K04, C KOTOPbIM paboTaeT Kaxabli
n3 Tpebyembix anropMTMoB paboTbl C OTKPbITbIMK Kntodamu. Kniou cepBepa ucnonb3yeTtcs npu
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oBMeHe OTKPbITbIMW KIToYaMK C Lerbio MPOBEPKU TOrO, YTO KIMEHT AeNCTBUTENbHO obLaeTcs ¢
HacTosWwMUM (a He NoAMEHEHHbBIM) cepBepoM. [ns 3TOro KNUEHT AOMKEH 3HaTb OTKPLITLIN KoY
cepBepa. OTO 3HaHWE peanunsyeTcsl B pamKkax OAHOW U3 AByX Mogenen. B nepBow knneHT npo-
CTO UMEET HEKUWN NOKanbHbIN dpann, B KOTOPOM KaXXAOMy UMEHW XOCTa CTaBUTCS B COOTBETCT-
BUWE ero OTKPbITbIA KNoY. Bo BTOpOM Moaenu BBOAUTCA MOHATME cepTUdMKALWMOHHOIO areHTa,
KOTOpPbIA U OTBEYaeT 3a NPOBEPKY COOTBETCTBUA MMEHU XOCTa ero OTKPbITOMY KNtouy. [pu aToMm
KMWEHT 3HaeT TOMbKO OTKPbITbIN K04 cCaMoro cepTudnkaLmMoHHOro areHta. B nocnegHem cny-
Yae ynpollaeTcs nogaepXkka KnmeHta (eMy HY>XHO 3HaTb BCEro OMH OTKPbIThIN KI1HOY), HO MOo-
ABNAOTCHA BbICOKME TpeboBaHWUS K CEPTUMUKALMOHHOMY areHTy, KOTOPbIN AOSMKEH UMeTb OT-
KPbITbI€ KIHO4M BCEX XOCTOB, K KOTOPbIM 00paLlatoTCA KIMEHTHI.

[MpoTokonom npegycmMoTpeHa BO3MOXHOCTb OTKa3a OT MPOBEPKM Krtoya cepBepa npyu camom
nepBomM OOpalleHnn KNMeHTa K aToMy cepBepy. [Npu 3aToM coeguHeHne KnueHT-cepBep Oyaet
3alMLLEHO OT NAacCUBHOMO MPOCHYLUMBAHUSA CETU, HO BO3HMKAET OMacHOCTb aTaku Tuna 4eno-
BeK B cepeavHe (man-in-the-middle), To ecTb NOMbITKM BPEMEHHON NOAMEHbI cepBepa. Ecnu
3Ta BO3MOXHOCTb MCMOSb3yeTCs, KIoY XocTa-cepepa byaeT aBToMaTU4eCKn nepeaaH KImeHTy
N COXpPaHEH B ero fokanoHoOM danne.

PaspaboTtunkn npoekta npotokorna ssh ocobeHHo 3abotunuck o0 ero gonroneTtun. NMpoTokon
pacwmnpsieMbIM; NaHMPYETCS BO3MOXHOCTb AOMOJSIHEHMS KPUMTOrpadhnyeckmx anropuTmos,
ncnonb3yembix Npun padote ssh. C 3ToM Lenbio NPOEKTOM NpesyCMOTPEHO, YTO MEXAY KIMeH-
TOM 1 CEPBEPOM MPOUCXOAAT MEPErOBOPbI, B pe3ynbTaTe KOTOPbIX BbibMparoTca MeToab! wnd-
poBaHUA, bopMaTbl OTKPbITLIX KITHOYEN U T.M., KOTopble ByayT MCNONb30BaHbl B AaHHOM CeaHce.
Mpun aTom ¢ uenbio obecneveHns nHTeponepabenbHOCTN AOIMKEH NOAOEPXKMBATLCA HEKOTOPbIN
MWHMManbHbIA Habop.

OTAenbHOro ynoMmHaHus 3acnyXnBaroT BOMPOChl yBENMYEHNUS Tpaduka B CBSA3M C NPUMEHEHU-
eM npoTokonoB ssh. ACHO, YTO Npu nepegaye B ceTy GOMNbLUMX NAKETOB AOMOMHUTENbHAsA Ha-
rpyska, Bbl3BaHHas nepegayen ynpasnsaoLmx 3aronoBkoB ssh, HeBenunka. OCHOBHOE BHUMaHWe
cnegyeT obpaTuTb Ha MPUIOXEHUNA, AN KOTOPbIX XapakTepHbl KOPOTKME MakeTbl, Hanpumep,
telnet. MuHumanbHbIM pasmep 3aronoBka TCP/IP paBeH 32 6GanTa; MUHUMANbHLIN Xe pasmep
nakeTa npu ucnonb3oBaHun ssh ysennumtca ¢ 33 go (npumepHo) 51 Gawra.

YuutbiBas, 4to B Ethernet MmHnmManbHaa gnnHa nona gaHHbIX Naketa paBHa 46 6anT, gonon-
HUTENbHBIA Harpy3kon B 5 6anT MOXHO NpeHebpeyb. Hanbonee cyuwecTtBeHHLIM BnsiHME ssh
oKa3blBaeTCH, BEPOATHO, NPU UCNonb3oBaHnM npoTokona PPP Ha HNU3KOCKOPOCTHbLIX MOAEMHbIX
coeguHeHusx, nockonbky PPP cxnmaeT 3aronoekn TCP/IP. OgHako cyLLeCTBEHHbI MPOrpecc B
CKOPOCTAX nepefayvv AaHHbIX MO3BONSAET pacCYUTbIBATb, YTO OOMOMHUTENbHbIE 3a4epXKn Oy-
AYT N3MEPSTLCA HECKOIbKO MUMNNCEKYHAAMUN N OCTaHYTCHA HE3aMEeTHbI YENOBEKY.

HakoHeL, HeCcKonbko CroB O KoaupoBaHum ceTesblx agpecoB. Nockonbky DNS — «HeHagex-
HbIN» NPOTOKOSI, B ssh oH He ncnonb3yetca. Npu agpecaumn npumeHstoTea IP-agpeca, npyyem
B NpoeKTe 3anoxeHa nogaepxka IPv6. Bce coobuieHuns (nakeTtbl) ssh cogepxaT Homep coo6-
weHnsa ymcno ot 1 go 255. 3T0T AnanasoH pa3dbuT Ha noguHTepBarbl, NpUYeM pasHbIM YpPOB-
HSIM NpoTOKOMa ssh oTBevaloT pasHble gnanasoHsbl.
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Tabnuua 9.2 — Homepa coobuueHunii ssh 1 nx HasHavyeHue

WHTepBan -
P Tun coobweHun MpoTokon
HOMepoB
1-19 TpaHCcnopTHbIV YpoBeEHb (06LLasn YacTb) TpaHCNOPTHBIA
20-29 [MeperoBopkl KNMEHTa u cepeepa o Bbibope anroputma
30-49 Cneuudunyeckne ans metoga obmMeHa Krovamm
50-59 MpoTokon ayTeHTUdMKaumm (obLuas YacTb)
AyTeHTnmnkauymm
60-79 lMpoTokon ayTeHTUdUKauumn (4acTb, cneunduyeckas ans mMeTo-
Aa ayteHTudukaumm)
80-89 MpoTokon coegmHeHus (obLuas YacTb)
CoeanHeHus
90-127 CoobLeHuns1, OTHOCALMECS K KaHanam
90-128 PesepB (ans NpoTOKOMOB KITMEHTOB)
192-255 ||JlokanbHble pacluMpeHus

2.3. CywecTtByloLiee nporpaMmmMmHoe obecneyeHue
CywecTsyloLime pacnpoctpaHéHHble SSH-cepBepa:

v' Debian GNU/Linux: dropbear, Ish-server, openssh-server, ssh;
v" MS Windows: freeSSHd, OpenSSH sshd, WinSSHD, ProSHHD, Dropbear SSH Server.

CyuiecTBytoume pacnpocTpaHéHHble SSH-KMMeHTbI 1 060N0YKN:

v' Debian GNU/Linux: kdessh, Ish-client, openssh-client, putty, ssh;

MS Windows: PuTTY, SecureCRT, ShellGuard, Axessh, ZOC, SSHWindows, ProSSHD;
Mac OS: NiftyTelnet SSH;

Symbian OS: PuTTY;

Java: MindTerm, AppGate Security Server.

AN NEN

2.4. PekomeHgauum no 6e30nacHOCTU UCNONb30BaHMUA NpoToKona SSH
Cne,u,yrou_l,me ,D,eI;ICTBMﬂ MOTYyT NOBbICUTb ©e3onacHOCTb npn ncnosib3oBaHMM NPOTOKOIa SSH:

1.

2.
3.
4

8.
9.

3anpelleHne yganeHHoro root-gocryna.

3anpeLleHne NoAKMYeHNs C NYyCTbIM NaposieM v OTKINoYeHne BXxoaa no naponto.
Bibop HecTaHgapTHoro nopta ans SSH-cepeepa.

Mcnonb3oBaHue gnvHHbix SSH2 RSA-kntouen (2048 6ut u 6onee). No coctosHMo Ha 2006
rog cucrtema WwmndgpoBaHnsa Ha ocHoBe RSA cuuTanacb HagéxHon, ecnu gnuvHa Krno4va He
meHee 1024 6ut. BbesonacHocTb anropytma RSA (kpuntocuctembl Pusecta-Llamupa-
AgenbmaHa) OCHOBaHa Ha TPYAHOCTW 3afiayn pasfnoXeHus BOMbLUMX YNCES HA MHOXUTENN.
OTO 03Ha4aeT, YTO C NOABEHMEM MOLLHbLIX KOMMbIOTEPOB, OCHOBAHHbLIX HA KBAHTOBLIX Bbl-
yucneHusax, He coctaBuT 6onblIoOro Tpyaa B3noMaTb RSA. Vcnonb3ys 3akOHbI KBaHTOBOM
MEXaHWKK, MOXHO JIerko pellaTtb 3agady akropusauum Yncern.

OrpaHunyeHune cnncka IP-agpecoB, ¢ KOTOpbIX paspeLueH 4OCTyn.

3anpelleHne JocTyna ¢ HEKOTOPbIX, NOTEHUMaNbHO ONacHbIX aapecos.

OTKas OT MCNoNb30BaHMSA PAcNpPOCTPAHEHHbIX UMK LUMPOKO U3BECTHbLIX CUCTEMHbIX JIOTMHOB
Ansa goctyna no SSH.

PerynsapHbin npocMoTp coobuieHnn 06 owmbkax ayTeHTUdUKaUmm.

YcTaHoBKa cucTeM OBHapy>XeHUs atak n BTOPXEHUN.

10. Micnonb3oBaHue noByLUek, noagaensiBalowmx SSH-cepsuc.




