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1. TunoBOoU KOMNJIEKT y4eOHOro obopyaoBaHus
«MobanbHble KOMMNbIOTEPHbIE CETUY

1.1. OnucaHue KOMMneKTa
KoMnnekT coctouT 13 TpEX annapaTHbiX MapwpyTusatopoB Cisco 1921, ogHoro kommyTtatopa

TpeTbero ypoeHs Catalyst 3560, OByx ynpaBrisieMblX KOMMYTaTOpPOB BTOpPOro ypoBHs Catalyst
2960, Cisco SD205, 4

KOMMyTaLI,VIOHHOIZ naHern, KotTopasa no3BoSiAeT KOMMYTUPOBATb yCTpOVICTBa B 3aBMCUMOCTU OT

YeTblpéX HeynpasnseMblX KOMMYTaTopoB KOMMbIOTEPOB U
BbINOMHSAEMbIX 3agay n hopmmpoBaTb Heobxoaumyto Tononornto cetn. Ha paboumx craHumsx
yCTaHOBNeHa onepaunoHHasa cuctema Arch Linux. Kaxgbin KOMMbIOTEP COOAEPXKUT 3 CeTeBbIX

nHTepenca FastEthernet.

[na pernctpaummn Ha paboumnx CTaHLUMSAX UCNOMb3YINTe CriedyoLyto YY4ETHYIO 3anuch:
nonb3oBaTenb: root
naponb: gwerty

Pa3Boaka NnopToB KOMMYTaLWOHHOW NaHenn npueBeaeHa Ha camomn NaHenu.

Bce y3nbl cTeHaa BknoyeHbl B IP-nogcetn 192.168.0.0/24, 192.168.1.0/24 n 192.168.2.0/24.
Pacnpenenenune IP-agpecoe npueegeHo B Tabnuue 1.1.

Tabnuua 1.1 — Pacnpenenerue IP-agpecos

Y3en IP-agpec

UHTepdpenc ethO 192.168.0.1
KomneioTep 1 UHTepdpenic ethl 192.168.1.1
WHTepdenic eth2 192.168.2.1
WHTepdenc ethO 192.168.0.2
KomnbtoTtep 2 MHTepdenic ethl 192.168.1.2
UHTepdpeinc eth2 192.168.2.2
NHTepdeiic ethO 192.168.0.3
KomnbtoTep 3 NHTepdenc ethl 192.168.1.3
NHTepdenic eth2 192.168.2.3
UHTepdpenc ethO 192.168.0.4
KomnetoTtep 4 NHTepdenic ethl 192.168.1.4
NHTepdenic eth2 192.168.2.4
: - NHutepdennic WAN 1 | 192.168.0.5
MapuwpytunsaTtop Cisco 1900 Series #1 VHTepcenc WAN 2 | 192.168.1.5
: . NHtepdennic WAN 1 | 192.168.0.6
MapuwpyTtusatop Cisco 1900 Series #2 VHTepcheiic WAN 2 | 192.168.1.6
. . Nutepdenrnic WAN 1 | 192.168.0.7
MapuwpyTtunsatop Cisco 1900 Series #3 VTepdeiic WAN 2| 192.168.1.7
Ynpaensembii kommyTtaTop Cisco Catalyst 2960 (BepxHuin) 192.168.0.8
Ynpasnsiemblnn kommyTaTop Cisco Catalyst 2960 (HUXHWIA) 192.168.0.9

Ynpasnsiembln kommyTtaTop Cisco Catalyst 3560 192.168.0.10
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1.2. Cuctema BocCTaHOBINEHUSs1 onepauuoHHbIX CUCTEM KOMMNbLIOTEPOB
«U-Profi Rescue System»

KomMmnnekT noctaBnsieTcsi BMECTE C CUCTEMOW BOCCTaHOBIIEHMST onepaunoHHbix cuctem (OC),
YCTaHOBMEHHbIX Ha BCeX KoMmMbloTepax. [JaHHas cucTeMa MOXEeT OKas3aTbCs MONIe3HOW He
TOnbKO B cnyyae otka3a OC Linux, HO Takke B Tex cnydvasix, korga nocne npoBedeHust psga
nabopaTopHbIX paboT Heobxoaumo ObicTpo npueectn OC kK nepBoHadanbHOMy Bugy. [danee
npvBegeHa NHCTPYKLMA No paboTe C CMCTEMON BOCCTAHOBMEHMS:

1. BHUMAHWME! BoccTaHOBMEHME YHUYTOXWT BCE AdaHHble Ha XECTkoM aucke. Cpenante
pe3epBHbIe KOMWUU BaXXHbIX AaHHbIX.

2. BctaBbTe gnck B npuBog (cobnioganTte COOTBETCTBME HOMEpA KOMMbKOTEpPA M HOMepa
ancka).

3. lMpwn 3arpyske Haxmute knaesuwy F11 1 BoibepuTte Baw DVD-ROM B kadecTBe 3arpy304HOro
yCTpPONCTBa.

4. lNMepesarpy3nte KOMMNbLOTEP.

5. ,D,O)Kﬂl/lTer nodaBneHuna cregyrulero OKHa:

"U-Profi Rescue Suystem'

The Research-and-production enterprize
"Educational technics - Profi", Chelyabinsk
All Rights Reserwed

(c) 2007-2003

1002

6. [ns BbIxoga n3 cuctembl knasuwen Tab BbigenuTe KHonky «Bbixog» n HaxmuTte Enter. 310
npuBeaET K nepesarpyske komnbtotepa. MHaue, and npogormkeHnst paboTbl HAXXMUTE NobYyLo
KnaBuLLy.

7. OoxauTech NOSIBNEHUS CreayIOLLEro OkHa:

Greetings? This is an automatical restore system
If you want to start restoring - press “Yes" key
If you want to cancel restoring - press “Ho" key

{ Yes > £ No >

YTobbl HayaTb BOCCTAHOBMEHME, HaXMuTe «Yes», uHade Haxmute «No» UnM MpocTo
nepesarpyaunte KoMnbloTep. . B cBA3N C TEXHUYECKMMM OrpaHUYEHMSIMU Ha AaHHbIA MOMEHT
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npun HaXatun KnaBull HaBurauun nepepucoBka 3KpaHa C AuanoromMm nonb3oBaTtend He
nponcxogunT. OpfHako camun HaxaTums Yy4nTbIBaAKOTCA.

8. Korga BoccTaHOBEHME HaYHETCS, Bbl YBUAUTE crieayloLee OKHO:

epairing is going...
cat sda.img.gz » sdevszda

B cucteme He peanusoBaH Mporpecc-uHaMKaTop (MHAMKaATOp OObEMa BbIMNONTHEHHOW
paboTbl). Mpu3HakoM TOro, YTO CUMCTEMA He 3aBuWCna, SABNSETCA UHAMKATOP obpalleHus K
KECTKOMY [OWUCKY KOMMbIOTEpaA Ha €ero cucrtemMHom 6noke. lMpouecc BOCCTAHOBIEHWUS B
cpegHeM 3aHMMaeT okorlo 1 vaca.

9. Korga BoccTaHoBreHne byaeT 3akoOH4YEeHO, NMOSIBUTCA CreayloLLee OKHO:

10. Haxmunte «OK». MNpounsonaét nepesarpyska. He 3abyabTe nssneyb gMCK U3 npmeoaa.
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2. OnepaunoHHana cuctema Cisco 10S

1. lMpuHyunbi pabomsbi c OC I0OS

IOS (Internetwork Operating System, onepaumMoHHasi cuctema gnsi oO6beaUHEHHbIX ceTen) —
onepauMoHHas cuctema, ynpaenswowas yctponctsamu npomssoactsa Cisco. CyulectsyeT
HecKonbko BeTOK paspaboTkm aton OC, oTnuyarowenca noaaepXkmBaemMbiMU OYHKLUSMU.
O6pas I0S xpaHutca B dhanne, KOTopbli Haxoautcsa Ha dnew-gucke. Hn B koem crniyyae He
nssnekante drew-amck, Korga nMTaHne Ha yCTPOWCTBO NOA4AHO, 3TO NPUBEAET K MOBPEXOEHUIO
dannosom cuctembi!

Mpun 3arpyske IOS cunTbIBaeT KOHUrypauMoOHHbIN hann ¢ donel-aucka. MaHavyanbHO Takom
hann OTCYTCTBYET, MNOMYYNTb AOCTYMN MO CETU K YCTPOWUCTBY HemMb3s, NO3TOMY NepBoHavyanbHas
HacTpoKKa BbINONHAETCA C NOMOLLLIO NocneoBaTeNnbHOro uHTepgenca (Ha ycTponcTee nopt
ob6o3HavyeH kak Console, wucnonb3yeTca cneumanbHbii  Kabenb-nepexogHuk  DCE,
OKOHLLOBaHHbIN C O4HOW CTOPOHBI BUnkon RJ-45, a ¢ gpyron — wtekepom DB-9). MNogkrntoueHune
K console BbINOMHAETCS C MOMOLLbIO MporpaMmmebl screen:

screen /dev/ttyS0 9600

roe /dev/ttySO — uma nopta (B gaHHoMm crniydae nepsbli COM-nopT), a 9600 — cKkopocTb
coeauHeHns (MOXHO OnyCTUTb). Ecnn ycTaHOBWUTL COeanHEHWe [0 BKIKOYEHWUst MUTaHusA, TO
MOXHO yBMAETb npouecc 3arpy3ku. Mo okoH4yaHun pacnakoBkn IOS B namaTb M 4TeHUSA
KOHUrypaumoHHoro ganna 6yaeT BblgaHO npurnalleHne Haxatb Enter ana Havana paboThbl ¢
KOMaHAHOW CTpokow. Ecnn Bbl nogknioumnuck K console nocne 3arpysku, TO HAYEro BbIBEOAEHO
He OyaeT, ogHako Haxatb Enter Hago.

[na ynpaBneHus yCTPOWCTBOM WMCNONb3yeTcsl KOMaHAaHbIN MHTepnpeTtaTop 10S. KomaHaHbIv
WHTEpPNpeTaTop BbIAAET cneayLlee npurnaweHue:

Router>

3pecb Router — nms (hostname) yctpoiicTea, a «>» - NpurnalwleHume, ykasbiBatllee Ha To, YTO
paboTa BbINOMHAETCS B HEMPUBUNErMPOBAHHOM pexnme. BaTom pexmme Henb3s NpocMoTpeTb
U U3MEHNTb KOHUIypaLmio yCTPOMNCTBA, OOHAKO MOXHO NPOCMaTpMBaTh €ro COCTOsIHUE.
KomaHga umeeT crnenyroLulyo CTPYKTypy:

Router>show ip interface Ethernet 0/0

3pecb show — HenocpeacTBEHHO KOMaHAa (BbIBECTU HEKOTOPYK MHGOpMauui), ip —
yTOYHEHMe 3anpoca (MHdopMauns, OTHOCALLAsACH K NpoTokony ip), interfface — yToO4YHeHue
npegbigyliero napametpa (MHdopmauus, oTHocawasca Kk nHrepderncam), Ethernet 0/0 — nms
o06bekTa, Hag KOTOpbIM Hado BbINONHUTE KOomaHndy (uHTepdenc Ethernet, Haxopawmnca B
mogyne O, wumewowmn Homep 0). Takmm obpa3om, 3Ta KOMaHAa O3HaA4yaeT «nokasaTb
nHpopmaumio 06 IP-uHteppence Ethernet Homep 0 mM3 mogyns O». 10OS npu ycnewwHom
BbINOSIHEHUM KOMaHAbl 0O6bIYHO HE BbIOAET HMKAKMX COOOLLEeHu (ecnn 3To He KomMaHaa show).
Ecnu komaHga cuHTakcmyeckn HeBepHa, To byaeT BblBeAEHO crneaytoLlee coobLieHune:

Router>show the ip interface Ethernet 0/0
N

% Invalid input detected at "' marker.

OTO 3HaYUT, YTO BO3HUMKIA OLWMOKa NpY YTEHUM KOMaHAbl B MECTE, OTMEYEHHOM MapKepoMm «*».
UToObl monyunTtb Noackasky O KOMaHAe, BO BpeMsi BBOA4A HabepuTe BOMPOCUTENbHbIA 3HAK
(«?»).

KoMaHOHbIN MHTepnpeTaTtop 3anoMuHaeT BBeAEHHble KOoMaHAabl. K paHee BbINOMHEHHbIM
KOMaHOaM MOXHO BEPHYTbCA C MOMOLLbI KMaBuW CO CTpenkamu BBepX WM BHM3. [Ins
nepemMeLleHns no TEeKCTy KOMaHAbl MPUMEHSAITCA KNaBuULWIKM CO CTPenkamu BNpaBO M BMEBO.
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Knaeuwa Tab no3eonseT 3aBepLUMTb BBOA TEPMUHA, HAOpaHHOro He NOSMTHOCTLHO. [1pu 3ToO ecnu
BBEAEHHbIE CUMBOSIbI HE MO3BOMAT OOHO3HAYHO 3aBEpPLUNTb TEPMWH, OyayT OOMNOSHEHbI
TONbKO T€ CMMBOISbI, KOTOpblE ABNATCA OOWMMM ONs KOMaHA (Hanpumep, npu BBOAE S U
HaxkaTum Tab MHTepnpeTaTop He CMOXET AOMNONMHUTL BBOA A0 Show, Tak Kak ecTb eLlé KomaHaa
set. Nx obwaa yactb — s). Ecnn BBeAEHHbIE CMMBOSbI MO3BOMST OQHO3HAYHO OMNpPedeNniMTb
noapasymMmeBaeMblii TEPMUH, TO €ro (TEpMMH) MOXHO He BBOAMTbL OO0 KOHua. Tak, cnegyrowine
KoMaHbl MAEHTUYHbI:

Router>show ip interface Ethernet 0/0
Router>sh ip int eth0/0

Ecnn Bo Bpemsa paboTbl C MHTEPNpPeTatopomM Ha 3SKpaH Obino BbiBEOeHO coobuieHue oT
MapLlipytmu3aTopa (Hanpumep, yBedomsnieHMe 06 OTKMYeHUn uHTepdbenica), KoTopoe
nepekpbIno TeKyLmi BBoA, koMOuHauusa knasuw Ctrl+R no3BonuT BepHyTb BBEAEHHbBIA TEKCT.
HenicTtBue nobon KomaHabl MOXXHO OTMEHWUTb, BbINOSHUB 3Ty KOMaH4y CO CITIOBOM NO B Havarne:

Router>ip address 192.168.1.1 255.255.255.0
Router>no ip address 192.168.1.1 255.255.255.0

IOS wnmeet 16 yposHen npusunermn (ot 0 go 15). Pexum, o KOTOPOM roBOPUIIOCH BbIlE
(HenpuBMNernpoBaHHbIN) — pexnm 1 ypoBHA (NOMb3oBaTeNbCKUA pexum). B aToMm pexume
Henb3s BbIMNOMHATE OTNaAKY, BbINOMHATL HEKOTOpble WMH(OPMauMOHHbIE KOMaHabl (show), u
N3MEHATb KOHUrypaumio. [puMBUNErMPOBaHHBbIN PEXUM ABNAETCA pexumMom 15 ypoBHS U
No3BONSAET BbLINOMHATL ntobble aenctBusA. [lepexon B NPUBUIIENMPOBAHHBI  PEXMM
BbIMOMHSIETCH C MOMOLLBbIO koMaHAbl enable (en). MNMpu nepexoge B pexnm enable moxeT GbITh
3anpolueH naponb. [NpurnaweHne B pexume enable meHsieTca Ha cneaytloLlee:

Router>enable
Password:
Router#

[na npenoTtBpalleHnst HeCAHKLMOHMPOBAHHOMO AOCTYyNa K pexumy enable MOXHO yCTaHOBUTL
napornb Ha nepexos B 3TOT PEXUM:

Router#enable secret <maposb>

Ona un3MeHeHnsa KoHdurypauum TpedyeTca nepentu B pexum HacTpowmku. [Ons aToro
BbIMOMHUTE CREeAYoLLY0 KOMaHay:

Router#configure terminal
VI
Router#conf t

Cnoso «terminal» B komaHae o3HayaeT, YTO HacTpoWka GyaeT BbINOMHATLCS BBOAOM KOMaH.
BpY4Hyto. [Nocne nepexona B peXnM HaCTPOWMKMU NpUrnalleHne CHoBa U3MEHUTCS:

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #

MapLpyTunsatop nepeLwén B pexxum HacTpoviku rnobanbHOn KOHUrypaumm, To eCTb KOMaHabl
B 9TOM peXxuMe MO3BOMAIT U3MEHUTb KOHUrypauuio yCTpoucTBa B LenoM. [ns HacTponku
OTAerNbHbIX MapaMeTpoB WCMOMb3YEeTCS PEXMM HACTPOMKU KOHdurypauumn uHTepdenca (He
BCeraa OTHOCUTCA K ceTeBbIM MHTepdencam). Utobbl nepenTn B 3TOT pexuM, Hago ykasaTb, C
NMOMOLLbIO Kakoro WHTepdpenca OyaeT BLINOMHATLCA HacTpolka. Hanpumep, komaHga ans
nepexofa k HacTpovike ethernet-nHtepdernica BeIrmsaanT crnegyowmm odpasom:
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Router (config) #interface Ethernet0/0
Router (config-if) #

Pexum HacTponku WHTepdenca OTHOCUTCH He TOMbKO K CeTeBbIM WHTepdencam. B aTom
pexxuMe Takke HacTpamBaloTCA MapLUpyTU3MpPYOLMe NPOTOKONbI, CAUCKA JOCTyna u apyrue
PYHKUMN N 0O BEKTBI, HAaNpumep:

Router (confiqg) #ip access-1list standard test
Router (config-std-nacl) #exit

Router (confiqg) #router rip

Router (config-router) ffexit

Router (config) #subscriber-policy 1

Router (config-policy) #exit

Router (config) #

Mpn cmeHe pexuma MeHseTca W npurnaweHue. [ns Bbixoga M3 pexuma HacTPOWKU
UHTepenca npumeHsieTcs komaHga exit. [Ons Beixoga uM3 pexuma enable mcnonbsyeTcs
komaHga end unn coyeTaHue knaesuw Ctrl+Z. B pexume HacTponkum KOHMrypauum Henb3s
NPUMEHATb KOMaHabl show.

B 10S nmeeTtca gea Tuna koHdurypaumm — running-config (Tekywasa koHdurypaums) u startup-
config (3arpy3odHas KoHdurypauus). running-config wucnonb3dyetcs [0 nepesarpysku
YCTPOWCTBaA, MO3TOMY BCE W3MEHEHUs KoTopble TpebyeTca MpuMMeEHATb Npu  3arpyske
yCTPOWCTBA, AOMKHbI OblTb cOXpaHeHbl B startup-config cneaytowen komaHaon:

Router#copy running-config startup-config

WU :
Routerf#copy run st

UToObl COXpaHUTb TEKYLLYH KOHMUrypauuio B NPOU3BONbHbIA ¢ann (3ToT dann He byoer
NPOYTEH NpW 3arpyske), BbIMOMHUTE CrEeAYIOLLY0 KOMaHAY:

Router#copy running-config filename

dann  koHdUrypaumm €BnsieTcs NpPOCTbIM  TEKCTOBbIM  (panom, MnO3TOMYy €ro  MOXHO
npocMaTpmBaTh U pegakTMpoBaTb OObIYHBIMU TEKCTOBLIMIU peaakTopamu.

MpoCcMOTPETL TEKYLLYHO KOHADUTYPALMIO MOXHO CreayoLwen KoMaHaom:

Router#show running-config

nJjinm .

Router#sh run

MpocmoTtpeTb Bepcuto I0OS MOXHO crneaytoLlen KOMaHOomn:

Router>show version
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2. JlokanbHbIe nonb308amenu

| Co3gaHume HOBOro Mofb3o0BaTens
I Naponb 6ygeT xpaHuUTbCcA B dalifie KOHPUrypauum B OTKPLITOM Buae
(config)# username <ums nonb3oBaTensa> password <naponb>

I BK/loYeHMe XpaHeHWsa naposiein B XewnpoBaHHOM BuAe

(config)# service password-encryption

| Ha3HayeHWe Ha4vas/ibHOrO YPOBHSA NpUBUNET WA

(config)# username <umsa nonb3oBaTensa> privilege <ypoBeHb>
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3. Humepdgbelicbi
MapitpyTu3saTop 000pyi0BaH C/ieAyouMy HHTepdelicaMmu:

e Tlopt console. [IpegHa3HaueH [jis1 yIpaB/ieHUs1 yCTPOMCTBOM C TTOMOILI[LIO
HEToCpeICTBEHHOT0 coefuHeHus Kabenem-agantepom DCE, OKOHIJOBaHHBIM C OTHOM
CTOpPOHBI BUKOM RJ-45, a ¢ agpyroit — pa3bsémom DB-9;

e [lopt AUX. IIpegHa3HaueH /ijis OAK/IFOUEHUSI MapLIpyTU3aTopa K MoJeMy [Jist
yZanéHHOr 0 yrpaB/eHUsl YCTPOMCTBOM C IIOMOILIbIO TepMUHAIA;

e [loptsl Ethernet.

3a/iaTh Mapo/Ib Ha YCTAaHOB/IEHNE TePMUHAILHOTO COeJJMHeHNs yepe3 TIopT console':

! Nepexog B pexum enable
> enable

I NMepexopn B pexum rnobanbHON HACTPOWNKU
# configure terminal

I Mepexo4 B pexum HacCTPOWKW KaHana console
(config)# line console 0

I 3apgaHue napond

(config-line)# password <naposib>

B panpHeliieM 1iary 1o rnepexo/y B pexxuM enable v riio6anbHOM HacTpoliky OyayT
OIyCKaTbCsl.

Bo Bpemsi HACTPOWKM MPU BBOZIe IOMEHHBIX UMEH T10/1b30BaTe/Tb MOXKET orevaTaTtbcst. UToObl
He >K/IaTb, TIOKA YCTPOMCTBO Oy1eT 6e3yCITeIHO MbITaThCSl Pa3pPeIluTh HECYITIECTBYIOIIIee UM,
MO>KHO BBITIOJIHUTD C/IeYIOLIYI0 KOMaHAY:

(config)# no ip domain lookup

YurtuTe, UTO YCTPOMCTBO TMOC/Ie 3TOM KOMaH/Ibl lepecTaHeT MbITaThCsl pa3peliaTh NMeHa.

Ethernet-untepdeiicbl UMEHYIOTCS IO C/IeAYIOLEeN cXeMe:
<TUI_NOJAK/IOUYEHUS><HOMep_MOAYJIs>/<HOMep_IiopTa_B_MoAyJ/e>

TurbI MOAK/IIOUEHHs TIePeUrC/IeHbI B CIeiyIolel Tabuiie:

Twun nogkIroUeHus MHeMOHUKH
Ethernet 10 Mbit/s Ethernet (e)
FastEthernet 10/100 Mbit/s FastEthernet (fa)
GigabitEthernet 10/100/1000 Mbit/s  GigabitEthernet (gi)

Tun MOAK/TIOUEHHNA MOXXHO COKpallldaTb 0 MUHHUMAJ/IbHO YHHKBHBHOﬁ AJINMHBIL.

HacTpouTs ceteBoii uHTepdeiic:

I NMepexos B pexum HacTpOWKM CeTeBOro UHTepodeiica
| MpuBoguTCAa npumep Ansa uHTepdenca FastEtherneto/0
(config)# interface FastEthernet0/0

| UNM, KpaTKo

1 CTpoKu, HaUMHAKOIIUECS C BOCK/IMIATEIBLHOTO 3HakKa, IOS He oOpabaThiBaeT. MOXXHO CUMTATh MX
KOMMEHTapUsMHU
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(config)# interface fa0/0

! MoXHO BBEeCTW onucaHue uHTepodeiica
(config-if)# description <onucaHune>

! 3agaHue IP-appeca

(config-if)# ip address <agpec> <macka>

! Hanpumep, ip address 10.0.0.1 255.0.0.0

I Ana nonydyeHus agpeca no dhcp BbinonHMTe KomaHay ip address dhcp

[To ymonuaHuto ceTeBble MHTePGeNChl BbIK/IHOUeHbl. AKTUBHPOBAaTh UHTeP(]eic:

(config-if)# no shutdown

CO6pocuTh HACTPOMKH UHTEpdeiica:

(config)# default interface <ums>

[TpocMoTpeTh HpOpMaLHio 06 UHTepdelicax:

# show interface <ums>
| NokazaTb MHPopmauuw 06 uHTepdeiice, OTHOCslWyCs K npoTokony IP

# show ip interface <ums>

[ns yka3zanus napamerpoB DNS npumeHsitoTcs ciefytoiiyie KoMaHzbl (U3 pexkuma
r7100a7bHOM HaCTPOUKH):

! cnonb3yemblit DNS-cepBep

(config)# ip name-server <agpec>

! DNS-umMa ycTpoicTBa

(config)# hostname <ums>

I loMeH, K KOTOpOMYy MpuHagnexmT YCTPOMCTBO

(config)# ip domain name <ums>

B IOS umeroTcsd yTuinThl ping U traceroute /111 [IPOBePKY CBSI3HOCTHU:

> ping <IP-agpec_wunuv_umsa>

> traceroute <IP-agpec_unu_nma>

[TpepBaTh BbIMOIHEHWe KOMaH/bl traceroute (trace) MOKHO C TTIOMOLIbI0 COUETAHUSI K/IaBUIL
Ctrl+Shift+6.

HacTpouTh yzianéHHslii JoCTyI [0 NIPOTOKOJy telnet:

| Mepexo4 B pexumM HacTPOWKW BUPTyanbHOro TeneTaina (vty)

I KomaHga yka3biBaeT Auanas3oH HacTpauBaemblX SUHWUIA

I KonuyecTBO /NHUI onpegenseT MakKCUMasbHOE 4YUCA0 OAHOBPEMEHHbIX MNOAKYEHWUN
I O6bIMHO /IMHMIA 16, HO Ha HEKOTOPLIX YCTpoWCTBaxX TOAbKO 5

I ANA HaACTPONKWN KOHKPETHON NUHUN YKaxuTe TO/NbKO OoAuH Homep (line vty 0)
(config)# line vty 0 4

! He 3anpawuBaTb naposb

(config-1line)# no login
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I mam mncnonb3oBaTb NIOKaNbHLIA CAUMCOK Nonb3oBaTtenein (NO yMOAYaHuio)
(config-1line)# login local

| 3ajaTb ypOBEeHb MpuBUNEruvii, BblgaBaeMblX NpPU MOAKIHUEHUU

I Mo ymonydaHuw - 1

(config-1line)# privilege level <ypoBeHb>

| Bpemsi, nocjsie KOTOpPOro ceaHc 6yaeT pasopBaH B Nwbom cnydae

(config-1line)# absolute-timeout <Bpewms_B_MuHyTax>
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4. XypHanupoeaHue

Bce cucremHbIe co0011jeHUs U BBIXO/JHBIe co00IIeHus oT debug-komaH/ 0TNpaB/sIOTCS B
TpoLiecc KypHanupoBaHusi. [TyTém HaCTPOMKH 3TOT0 Mporiecca MOXKHO JOOUTHCS BBHIBOZA
)KypHasoB B Oydep, Ha 5KpaH TepMHHasIa UK Ha syslog-cepsep. 1o ymouaHuIO BK/IHOUEH
BBIBO/] )KypHaJ/IbHBIX COOOII€HUH Ha 3KpaH Te€PMUHAJIA, BBIBOJASATCS COOOIIEHUS] YPOBHS
onacHocT# debug.

s Cisco ypOBHHM OMAaCHOCTH COOOITIeHNH Ha3bIBAIOTCS CIeYIOIUM 00pa3oM:

YpoBeHb Uuncnosou CwMmbICn
KOJ
emergencies 0 Cucrema HecTabU/IbHA
alerts 1 TpebyeTcst HeMe/IJIEHHO TTPUHATH MephI
critical 2 KpuTtnueckoe cocrosiHue
erTors 3 [Tpowusoriiuia ombKa
warnings 4 [pexympexxaeHue 06 oumbke
notifications 5 HopmasisHoe, HO TpeOyrolijee BHUMaHUsI COOBITHE
informational 6 VHdbopMaliioHHOe coobIeHre
debugging 7 OTnasouHoe cooObIeHre
I0S pazmuuaet ciiepytomue facility:
facility CMbICT
auth Cucrema ayTeHTU(DHUKALIIN
cron CHCTeMHBI TIAaHUPOBIIYK Cron
daemon CucremHas ciyx0a (ZeMoH)
kern Anpo
local0-local7 JlokansHO orpeieIEHHbBIE COOOIeHHSI
lpr Cucrema MHeHHOW revyaTu
mail [TouroBas cucteMa
news Cucrema USENET
sys9-sys1l4  CucteMHbIe cO0OIIIeHus
syslog Cnyxba syslog
user [Mosb30BaTeNbLCKUIM MpOLeCC
uucp Cucrema UUCP

YnpaBneHue XXypHanupoBaHuem

OTKJTFOUMTD BBIBO/] )KYPHA/IbHBIX COODIIeHHI Ha KOHCOJIB!

(config)# no logging console

HacTpouTk BbIBOJ] )KypHa/IbHBIX COOOIIIeHu:

| BeiBOg B 6ydep B nmamsiTu KoMMyTaTopa

! Bypep mMoxeT mMeTb pa3mMep OT 4096 o 2147483647 6ant
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(config)# logging buffered <paswep_6ypepa>

I BoiBOZ B daiin

(config)# logging file flash:<umsa_gaiina>

! BbIGOpP MMHMMANbLHOIO YPOBHA OMNACHOCTMW BbIBOAUMbIX COO6UEHWI
! Ana nocnegoBaTefnibHOro TepmuHana (no ymonyaHuw debugging)
(config)# logging console <ypoBeHb>

! Ana koHconu (telnet, ssh, ..) (no ymonuanuiwo debugging)

(config)# logging monitor <ypoBeHb>

HacTtpouts 0TrpaBKy >KypHaJbHBIX CO00IIIeHui Ha syslog-cepBep:

! YkazaHue agpeca syslog-cepsepa

(config)# logging <agpec>

! Bbl6Op MWMHUMANbLHOFO YPOBHS OMACHOCTU BLIBOAUMbLIX COOGLWEHWA

! Mo ymonyaHuw informational

(config)# logging trap <ypoBeHb>

| Boibop facility pns oTnpaBKM coobuieHuin (no ymonyvaHuw local?7)

(config)# logging facility <facility>

MpocMOTp HAaCTPOMKU XXypPHaNMpoBaHUA

BbiBecTH cocTosiHME TIpOLiecca )KypHaIUpOBaHUsI:

# show logging
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5. VLAN
B nanHom paszesne paccmarpuBaroTcsi VLAN nipotokona [EEE 802.1Q

[To ymosuaHuto Bce MopThl KOMMyTaTopa Bk/ItodeHbl B VLAN c vlan-id 1 u umeHeM
VLANOO0O1. HoBeim VLAN no ymMo/14aHuIO TIpUCcBanBaroTcsl iMeHa Bua VLANXXXX, rje XxXxx
— vlan-id, JornoHeHHbIN c/leBa HY/ISIMU 10 4 3HAKOB.

OOt mopsimok co3ganuss VLAN TakoB:
e Cosgars VLAN.
e Jlo6aBUTH B HEE MOPTHI.
I[Tpu fobaBnenun ouepeaHoro mopta B VLAN M0XXHO BbIOpaTh OIUH U3 IBYX PEKUMOB:

1. access — pexxum mopTa Aoctyrna. Takou nopT cHuMaeT Ter 802.1Q ¢ ucxogsiiero
rakera.

2. trunk — pe)KuM MarucTtpasbHOro nopta. Takoii mopT He Tporaet Ter 802.1Q HU Ha
KaKHX TaKeTax.

HOns VLAN ID koppekTHbIM siBisieTcs Arana3oH ot 1 1o 4094. VLAN ID B guarna3sone
1002-1005 sBnsirOTCA 3ape3epBUPOBAHHBIMU U He [O/DKHBI UCTonb30BaThCa. VLAN ID B
nuariaszone 1006-4094 otHocATCS K paciipeHHoMy auarna3oHy. VLAN ID pacivipeHHOro
Jiiarnia3oHa MOT'YT UCII0/Ib30BaThCs TOIBKO TOT/A, KOrla KOMMYTaToOp HaXOAUTCS B IPO3PaYHOM
pexxume VTP (To ectb VTP otkmtouen). VIP (VLAN Trunking Protocol) — npoTokon Cisco,
rpe/iHa3HaueHHbIN /11 aHOHCUPOBAaHUS PYTMM KoMMyTaTopam focTynHbeix VLAN ID.
Ananoruunsbiii oTKpheIThIN poTokonl — GVRP (GARP VLAN Registration Protocol). ITo
ymosiuannto VTP otkmodeH. [TepeBectrt VTP B mpo3pauHblil pe)KUM MOXKHO CJIeAyIOLLeit
KOMaH/[0M:

(config)# vtp mode transparent

[TapameTp <vlan-list> mo>keT pacKpbIBaThCs Kak riepeueHb VLAN ID (<vilan-id1>,<vlan-
id3>,...,<vlan-idN>) nnu Kak guana3oH (<vlan-id1>-<vlan-idN>), pobeyibl MeXay
3/IeMeHTaMH He CTaBSITCS.

Ynpasnexnue VLAN

Co3pars VLAN B pexxume config-vlan:

I Nepexop B pexum config-vlan
(config)# vlan <vlan-id>
| 3apgaHue umeHun VLAN (Heob6s3aTenbHO)

(config-vlan)# name <ums>

Coszgate VLAN B pexxuMe vlan database (He peKOMeH1yeTcCsl, TaK Kak 3TOT PeXXUM ycTapen U
OyzieT UCK/TIOUEH B 0JHOM U3 Oyayiux BeimyckoB 10S):

I Nepexog B pexum vlan database

# vlan database

I Co3paTb oaHy VLAN

(vlan)# vlan <vlan-id> [name <ums>]

I Co3gaTb agmana3oH VLAN
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(vlan)# vlan <vlan-idi1> end <vlan-idN>

Iobaeuts TopT goctyna B VLAN:

I Mepexon B pexum HacTpoOWKKW UHTepodeiica
(config)# interface <ums_uHTepgeiica>

! Bblbop pexuma access

(config-if)# switchport mode access

! Boibop VLAN, B KOTOpYyl BXOAUT nNOPT

(config-if)# switchport access vlan <vlan-id>

obaBuTh MarucTpaibHeIi 1opt B VLAN:

| Nepexon B pPexum HacTpohKu uHTepdeica

(config)# interface <umsa_uHTepgelica>

I Bolbop Tuna uHKancynsauyuu 802.1Q Ha nopTy
(config-if)# switchport trunk encapsulation dotlq

I Takxe MOXeT ObiTb BblbpaHa WHKancynauus

! no npoTtokony Cisco — ISL (Inter-Switch Link)

! nam negotiate — aBTocoOrsacoBaHue Tuna MHKanNcynsaymu
!

! Boibop pexumma trunk

(config-if)# switchport mode trunk

Hactpouts cniucok gomnyctuMbix VLAN Ha MaructpasibHOM MOPTY:

I NMepexon B pexum HacTponku uHTepdeiica

(config)# interface <uwms_uHTepgelica>

| lobaBneHue B CMUCOK HECKOAbKUx VLAN

(config-if)# switchport trunk allowed vlan add <vlan-list>

| lobaBneHne B CMUCOK BCeX BO3MOXHbIX VLAN

(config-if)# switchport trunk allowed vlan all

! JlobaBneHue B CMUCOK BCeX BO3MOXHbiX VLAN, KpoOMe nepe4YncrieHHbIX
(config-if)# switchport trunk allowed vlan except <vlan-list>
! YpaneHne n3 cnucka HecKo/nbkKux VLAN

(config-if)# switchport trunk allowed vlan remove <vlan-1list>
I YcTaHoBKa native VLAN (VLAN, MeTKOl KOTOpOI MNoMe4awTCH HenoMeYeHHble nakeTbl)

(config-if)# switchport trunk native vlan <vlan-id>
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MpocmoTp koHdurypauum VLAN

[TpocmoTp crivcka Bcex HacTpoeHHbIX VLAN:

#show vlan

[Tpocmotp uHdbopmaiuu o KoHkpeTHoi VLAN ID:

#show vlan id <vlan-id>

[TpocMoTp MHGOPMALIUU O COCTOSTHUM TTOpTa:

# show interface <uma> switchport
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6. STP

B komMmyTtaropax Cisco BMecTo ripotokosia STP (IEEE 802.1d) o6b14HO TiprMeHsieTCst
nipotokon PVST+ (Per-VLAN Spanning Tree); HazBaHre 00bIUHO cokparatoT 10 PVST. OtoT
TIPOTOKOJI Mpe/iHa3HayveH [i/isl CO3/,aHusl OTZe/IbHOr0 3K3eMIuIspa npoTtokosa STP a1s kaxzoro
VLAN. ITpotokon 6611 pa3paborad Cisco, Tak Kak Ha MOMeHT cTaHzaptu3anmu STP komurer
IEEE nHe ctrangaptu3oBai VLAN. ITpotokon PVST no3BoJisieT OTe/bHO YIPaB/IsiTh COCTOSHUEM
nopta B pa3Hbix VLAN, TeM caMbIM BblpaBHMBasi Harpysky. Tak, Haripumep, TpadyK YETHBIX
VLAN moykeT ObITh epeHarnpan/ieH uepe3 OJ1H MOPT, a8 HeUETHBIX — Yepe3 APYrow.

B npoTokosie RSTP (IEEE 802.1w) Tak>xe He MpeyCMOTPEHO UCM0/Ib30BaHHe HEKObKUX
9K3eMIUISIPOB MTPOTOKOJIA Ha TOpPTY, 1mo3tomy Cisco pa3paborana mporokos RPVST (Rapid
PVST, takxe umeet HazBaHue PVRST, Per-VLAN Rapid Spanning Tree) Ha ocHoBe RSTP.

[Tpotokon MSTP (IEEE 802.1s, B TepmuHosioruu Cisco — MIST, Multiple Instances of
Spanning Trees) roaaep>kuBaetcs ycrpoiictBamu Cisco, OIHAaKO it €0 HaCTPOMKHU TpedyeTcst
BBITIOJTHUTE O0JTBIIHNIM 00bEM paboThI, TaK Kak TpebyeTcs orpefensTh CBA3KY Kakao VLAN c
Ha3HaueHHbIMU 3K3eMIuisipamu nipoTokona RSTP, B otiuure ot PVST u RPVST(PVRST).
Ncnonb3oBanne MSTP noapasymeBaeT co3jaHue HECKOJIbKUX 9K3eMIIIpPOB npoTokosia RSTP.

B pmanHoM pa3gzene mapameTp <vlan-id> MokeT ObITh 3aMeHEH Ha yKa3aHHe KOHKPEeTHOTO
Homepa VLAN wnu Ha ykazaHue criicka VLAN nepeunicienuem (<vlan-id1>, <vlan-id3>, ...,
<vlan-idN>) v auana3oHoM (<vlan-id1>-<vlan-idN>).

Hactpownka STP u RSTP

OpHO3HAYHO 3a7aTh UCI0J/Ib30BaHUe TTPOoToK0yoB STP u PVST:

(config)# spanning-tree mode pvst

[To ymonuanuto BktoueH Ha VLAN 1 (koTopast BK/touaeT B ce0si BCe OPThl KOMMYTATOopa).

OpHO3HauHO 33/jaTh Ucnoab3oBaHue MpotokonoB RSTP u RPVST(PVRST):

(config)# spanning-tree mode rapid-pvst

BxrounTs ucrosb3oBaHue npotokosa STP B onpegenéuHeix VLAN:

(config)# spanning-tree vlan <vlan-id>

Ha3Hauuthb MMPpHUOPUTET KOMMYTATOPA:

(config)# spanning-tree vlan <vlan-id> priority <npuoputer>

[To ymonyaHuro KOMMyTaTOp rosy4yaeT npuoputet 32768. IIpyu HacTpoMiKe IPUOPUTETOB
BPYUHYIO Ba)KHO C/IEUTD 3a TEM, UTOOBI Ha3HAUaeMbIii IPUOPUTET He ObI/ BhILIE, UeM
TIPUOPUTETHI KOPHEBBIX MOCTOB. [IproputeT MoxeT mpuHUMaTh 3HaueHus oT 0 7o 61440 c
uHkpemeHToM 4096 (4096, 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864, 40960,
45056, 49152, 53248, 57344, 61440).

HaszHauuthb KOMMYTATOP OCHOBHBIM KOPHEBBIM MOCTOM:

(config)# spanning-tree vlan <vlan-id> root primary [diameter <guameTp>]

[TapameTpom diameter MO)KHO 3a/laTh AWAMeTP CeTH (JUuamMeTp — PacCTOsIHHE B KOJTUUeCTBe
KOMMYTaTOPOB MeXXZy IByMsl CAMbIMHU y/ja/IéHHBIMU JIPYT OT Aipyra y3/aMy B nipefiesiax oT 2 0
7, TI0 YMOJTUaHHIO 7), UTO 3aCTaBUT KOMMYTAaTOp repecuntarh TaiiMepsl STP asis1 6onblieit
TIPOM3BO/IMTE/ILHOCTH. 3a/jlaHue iaMeTpa pUMeHsIeTCsl TOBKO /1J1s1 KODHEBOT'0 MOCTa, Tak Kak
VMMEHHO OH yTIpaB/sieT TaliMepaMy BCeX OCTa/IbHbIX MOCTOB, Ucrosb3yromux STP. TIpuopurer
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OCHOBHOI'0O KOPHEBOI'0 MOCTA I10 yMO/T4aHUIo 24576.

Ha3Hauuthb KOMMYTATOP 3allaCHbIM KOPHEBbBIM MOCTOM:

(config)# spanning-tree vlan <vlan-id> root secondary

IIpyopuTteT pe3epBHOrO KOPHEBOI'O MOCTA 10 yMOJIYaHUIO 28672.

HasHnauutek nipuopureT mopra:

I ANa KOHKPEeTHOro nopTa

#interface <Homep_nopTa>

(config-if)# spanning-tree port-priority <npuoputer>
I vnn gna VLAN

(config)# spanning-tree vlan <vlan-id> port-priority <npuoputer>

[Tpuopuret MoXXeT MpUHKUMaTh 3HaueHus1 ot 0 1o 240 c unkpemenTom 16 (0, 16, 32, 48, 64,
80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240), no ymoyuaHuto 128.

HactpouTs Tatimepsl STP (yKa3aHbl onvcaHie, MUHUMabHOe-MaKCHMa/lbHOe 3HaueHue,
3HaueHue 10 YMOJ/IYaHUI0):

! MaKcumanbHoe Bpemsi npebbiBaHMA B cocTosHuax listening u learning
! no nepexofja B cocTtosHue forwarding (4-30, 15)

(config)# spanning-tree vlan <vlan-id> forward-time <3HayeHue>

! UHTepBan mexay oTnpaBkoi Hello BPDU (1-10, 2)

(config)# spanning-tree vlan <vlan-id> hello-time <3Ha4yeHue>

| TanmayT nony4deHmsa BPDU OoT KOpHEBOro KomMmyTaTopa AO nepecyéTta pepeBa (6-40,
20)

(config)# spanning-tree vlan <vlan-id> max-age <3Ha4yeHue>

Ha3HauuThk CTOMMOCTH UHTepdeiica:

(config)# spanning-tree vlan <vlan-id> cost <cToumocTb>

I[To ymomuaHH1IO UCIIOJB3YIOTCS 3HAUeHUS U3 CJlefyIoleld TabmuLibl:

CkopocTtb uHTepdeiica CTOMMOCTb
10 Mo6wurt/c 100
100 Mb6wrt/c 19
1 T'éut/c 4
10 I'burt/c

Hactpownka MSTP

OpHO3HAyHO 3a4aTh UCI0J/Ib30BaHUe NpoTokosia MSTP:

(config)# spanning-tree mode mst

[TepeiiTy B pe>xuM HacTpoiiku MSTP:

(config)# spanning-tree mst configuration
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(config-mst)#

Hacrtpouts napametrpst MSTP (#0/mKHBI COBMajaTh y BCEX KOMMYTAaTOPOB, OXBau€HHBIX
MSTP):

(config-mst)# name <uwms_pervoHa>

(config-mst)# revision <peBu3uns>

IliiHa MeHU perroHa — He Oosiee 32 CHMBOJIOB, HOMEP PEBU3UHU MOXKET [IPUHUMATh
3HaueHusd B AuarasoHe ot 0 7o 65535.

3apatk nipuBs3ky VLAN K sk3emruisipam nipotokosia RSTP:

! nepeuncneHnem HomepoB vlan
(config-mst)# instance <Homep_sk3emnisapa> vlan <vlan-id>, <vlan-id>,
I nnm ykasaHuem guanasoHa

(config-mst)# instance <Homep_sk3ewmnispa> vlan <vlan-id1>-<vlan-idN>

Howmep 3k3emmisipa MOXKeT TIpUHAMAaTh 3HaueHus B Arana3oHe ot 1 go 15

Hasznauuthb KOMMYTAaTODP OCHOBHBIM KOPDHEBBIM MOCTOM:

(config)# spanning-tree mst <Homep_sk3ewmr/sisapa> root primary [diameter
<gunameTp>]

JlnameTp MOXKHO yKa3aTb TOJIBKO AJIsI 3K3eMIuisipa ¢ HomepoM 0.

Hasznauuthb KOMMYTATOD 3dlldCHbIM KOPHEBBIM MOCTOM:

(config)# spanning-tree mst <Homep_sk3ewmrn/sisspa> root secondary

Ha3Hauuth IMPpUOPUTET IOPTa:

#interface <Homep_nopTa>

(config-if)# spanning-tree mst <Homep_ak3ewmnsisapa> port-priority <mpuoputer>

Ha3Hauuthb IMPpHUOPUTET KOMMYTATOPA:

(config-if)# spanning-tree mst <Homep_ak3ewmnsnsapa> priority <npuoputet>

Hactpouts Taiimepsl STP a5 Bcex 5K3eMILISIPOB:

(config)# spanning-tree mst forward-time <3HaudeHue>
(config)# spanning-tree mst hello-time <3HauyeHune>

(config)# spanning-tree mst max-age <3Ha4yeHue>

TexHonorusa Cisco STP Root Guard

Texnosorust Root Guard npeHa3HaueHa Ji71st TIpeJOTBPAIl[eHHsI BO3MOKHOCTH BbIOODPa
CJIy4aliHOro0 KOMMYyTaTopa CeTH B KaueCTBe KODHEeBOI'O BMeCTO TeKyIllero KOpHeBOro MocCTa B
TOM CJlyuae, eC/Ii [IPUOPUTET 3TOT0 CJIy4allHOTO KOMMYTaTOpa MeHbllle, UeM y TeKyILero
KOpHeBOro MocTta. TexHosiorus Jo/kKHa HaCTpauBaTbCs Ha BCEX YCTPOMCTBAX, KOTOPbIe
ucnonb3yroT STP. CyTb TeXHOIOIMH 3aK/IH04aeTcs B )KECTKOM Ha3HaueHUY KOHKPeTHOMY
uHTepdeiicy ponu Root Port (kopHeBoro nopra).

Bkitounts Root Guard Ha KOMMyTaTOpe:

(config)# interface GigabitEthernet0/8




HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBLIE CETU — YNpaBneHne KOMMIeKToM

(config-if)# spanning-tree rootguard

MpocmoTp cocTosiHusa STP

[Toka3atk T10IpoOHYI0 MH(pOPMaLHIO 000 Bcex UHTepdeiicax ¥ BUPTYya/IbHbIX CETSIX, Ha
KOTOPBIX BK/IFOUeH IpoTokos STP:

Switch# show spanning-tree

[Toka3ats 1oIpoOHYI0 MH(OPMALMIO 0 KOHKPEeTHOM HHTepdetice:

Switch# show spanning-tree interface <uHTepgeric>

[Toka3atk 10IpoOHYI0 MH(OPMALIMIO 0 KOHKPETHON BUPTYa/IbHOM CETH:

Switch# show spanning-tree vlan <vlan-id>

Bkmtouuts OT/IaJKY MpoLeaypbl BHeCEeHHA M3MEHEHUI B TOIIOJIOTHIO:

Switch# debug spantree events

BxrounTs 01/1aKYy TnipoLieiypsl pacceliki BPDU:

Switch# debug spantree tree
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7. SPAN

SPAN (Switched Port Analyser, aHai1M3aTop KOMMYTHUPYeMOTO TTIOpTa) — TeXHOJIOT ST
3epKa/IMpOBaHus MopTa B TepMUHOJI0r|K Cisco. ICTOUHMKOM TTaKeTOB MOXKET ObITh OT/Ie/TbHbIN
noptT i VLAN. Ceancom SPAN (SPAN session) Ha3bIBaeTCsl COUeTaHUe UCTOUHHMKA (TTOpTa
nii VLAN) u npuémnHuka. B paMkax ceaHca He/b3s1 OJHOBPEMEHHO MCI0JIb30BaTh UCTOUHHUK-
1opT UMCTOUHUK-VLAN. BBIXOZHBIX ITOPTOB TaK)XXe MOXXeT ObITh HECKOJILKO, HO He Oosiee 64.
Ecsu nporyckHast ciocoOHOCTh BBIXOZHOTO ITOpPTa HIKe, YeM y BXOJHOT0, TO ceaHC SPAN,
00BbeJUHSIOIINN 3TH TIOPThI, MOKET TepPSATh TMaKeThl, 0[HAKO He TMOB/UseT Ha paboTy BXOJHOTO
ropta. [nst pabotel SPAN Heo6x0a1UMO, UTOOBI UCTOUHUK Y IPUEMHHUK OBLTM aKTHUBHBI.

[To ymouaHuio miepes; OTIIPABKOM TakeTa Ha MOPT-MPUEMHUK C nakeTa cHUMaetcs Ter VLAN
(ISL umu 802.1Q). Takyke HEBO3MOKHO C/Ie[IUTh 3a MaKeTaMy MPOTOKOJIOB 2 YPOBHSI, TaKUX KakK
STP. OgHako Kmou encapsulation replicate uaMensieT noBegeHre SPAN Takum oOpasom,
YTO TaKeT NepefaéTcs Ha BLIXOAHOM MOPT HEU3MEHEHHBIM U [epexBaThIBalOTCS MAKeThl BCeX
MPOTOKOJIOB.

[To ymonuanuto SPAN OTK/tOU€eH.

YnpaBneHue SPAN
Co3pathk ceanc SPAN:

| YKa3aHue BxogHoro nopta wunum VLAN
! Homep ceaHca npuHuMMaeT 3HadeHua oT 1 Ao 66

(config)# monitor session <Homep_ceaHca> source (interface <uma>|vlan <vlan-
id>)

I BK/KYEeHUe 3epKannpoBaHuss HeCKONbKUX nopToB (umnm VLAN)
I «,» N «-» obpamnsiTca npobenamvu

(config)# monitor session <Homep_ceaHca> source interface <ums> , <ums> -
<UMs>

I 3agaHne cnucka VLAN, TpaduK KOTOpbIX MepexBaTbiBaeTCcs Ha MOpTYy

(config)# monitor session <Homep_ceaHca> filter vlan <vlan-id> , <vlan-id> -
<vlan-id>

| 3apgaHue ¢éunbTpa Ha HanpasneHwe Tpaduka

I NMwboe

(config)# monitor session <Homep_ceaHca> source interface <ums> both
I Bxoaswmia

(config)# monitor session <Homep_ceaHca> source interface <ums> rx

I Mcxoaawui

(config)# monitor session <Homep_ceaHca> source interface <ums> tx

|

I YKazaHue BbIXO4HOrO nopTa

(config)# monitor session <Homep_ceaHca> destination interface <ums>
[encapsulation replicate]

I YKa3aHne HeCKO/IbKUX BbIXOAHbLIX MOPTOB

(config)# monitor session <Homep_ceaHca> destination interface <ums> , <umsa>
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- <ums> [encapsulation replicate]

MpocmoTp coctosiHus SPAN

BriBectr cBesiennst 000 Bcex ceaHcax SPAN:

# show monitor

BriBecTr cBefieHMst 0 KOHKpeTHOM ceaHce SPAN:

# show monitor session <Homep_ceaHca>
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8. Kommymauusi 3 ypoeHsi

Yro0bl BK/IFOUUTH (HDYHKLIMK MapIIPYTH3al[MK Ha TIOPTY KOMMYTAaTOpa, MOXXHO TIONUTH ABYMSI
My TAMU:

e 00beguHUTH MOPT (Tpyrity mopToB) B VLAN. VLAN 10 yMO/T4aHUIO SIB/TIOSIETCS
vHTepdelicoM 3 ypOBHS;

® [IeperTH B peXXUM HaCTPOMKHU NOPTa U BBINIOJIHUTE KOMaHZy no switchport.

[Tocse co3manus uHTepdetica 3 ypoBHSI C HUIM MOXKHO paboTaTth Kak C uHTepdeiicom
Mapipytu3aropa. OJHaKo MpeBapuTebHO TpeOyeTCs: BK/IIOUUTh (GYHKIMK TPEThero YPOBHS
KOMaHZo# ip routing. [Toce 3Tol KOMaH/IbI MOXXHO JO0AB/STh CTaTHUECKUe MapLIPYThI WIN
WCII0/1b30BaTh NpOoTOKOJI RIP.



HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBLIE CETU — YNpaBneHne KOMMIeKToM

9. NAT

Ons dyakuronupoBanusi NAT mMapiipyTH3aTop JO/DKeH 3HaTb, Kakve UHTepdechl
TIO/IK/TFOUEHBI K BHYTPEHHUM CETsIM, a KaKhe — K BHEIITHUM.

YnpaBneHue NAT

YKasaTh BHellIHWe U BHYTpeHHUe UHTepQeich:

| BHYTpeHHWn UHTepdeiic
(config)# interface <ums>
(config-if)# ip nat inside
! BHewHnii uHTepdeic
(config)# interface <ums>

(config-if)# ip nat outside

BHyTpeHHHX 1 BHEIIHUX UHTep(eCcoB MOXeT ObITh Oojiee, UueM 110 OJHOMY.

Co3parh NpaBUIO CTaTUUECKOW TPaHC/ISILUMM aJjpecoB (0JHO3HAYHOEe COOTBETCTBUE MEXY
aZipecoM 13 BHYTPeHHel CeTH U a[jpecoM U3 BHEIIHel CeTH):

(config)# ip nat inside source static <BHYTpeHHW_ajpec> <BHeWHuH_ajgpec>

Co3paTthb MpaBU/IO0 JUHAMUUECKOW TPAHC/ISILUU «CeThb B CETh»:

I Co3daHne anMana3oHa BHEWHUX ajpecoB

Router(config)#ip nat pool <ums_gumana3oHa> <HaudanbHblii_IP-agpec>
<KOHeuHbli_IP-agpec> netmask <macka>

I Co3gaHue cTaHpgapTHOro ACL, cogepxalwero paspewawwyw 3anucb AN BHYTPEHHel
ceTun

(config)# access-list <Homep_ACL> permit <agpec_ucToYHUKa>
<MHBEPTUPOBaHHAas_MacKa_unCTOYHNKa>

I Co3pgaHue npaBuna NAT

(config)# ip nat inside source list <Homep_ACL> pool <ums_guana3oHa>

Co3p1aThb MpaBU/IO0 JUHAMUUECKOW TPAHC/ISILIUN «CeTh B afipec»:

® eC/Iv BHEIIHUWH aJipec AUHaMUYeCKUN

(config)# ip nat inside source list <Homep_ACL> interface
<UMSI_BHEWHer o_mnHTepperica>

e (/IOTIO/THUTE/IBHO) eC/I BHEIITHUM a/ipec CTaTUueCcKui

I Co3faHue fguanasoHa afpecoB, cojepxawero efVHCTBEHHLIR agpec
(config)# ip nat pool <ums_gmanaszoHa> <IP-agpec> <IP-agpec> netmask <macka>
I Co3pgaHue npasuna NAT

(config)# ip nat inside source list <Homep_ACL> pool <ums_pguana3oHa>

CpenaTb TIOPT y3/1a, HAXO/SILEr0Cs 3a TPAHC/ISITOPOM, AOCTYITHBIM M3BHE (TIepeHaripaBieHne
nopTa, port forward):

(config)# ip nat inside source static (tcp|udp) <BHYyTpeHHWI_agpec> <nopT>
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(<BHewHwnii_agpec> <rnopt> | interface <umsa_uHTepperica>)

Hanpumep, uToObl B YCIOBUSIX JMHAMHUYECKOTO BHEIITHEro ajipeca, pruHa/ijiekallero
unrepdeiicy FastEthernet0/0, cienats JocTymHbIM TOPT 22/tcp xocTta 192.168.1.1 u3BHe,
MIpPUMeHsIeTCs1 Crielytollasi KOMaH/a:

Router(config)#ip nat inside source static tcp 192.168.1.1 22 interface fa0/0

OuuCTUTDb TabMITY TPAHC/ISLIAN:

| YpaneHue Bcex 3anucem

# clear ip nat translation *

| YganeHue OAHOW 3anncm O BHYTPEHHEW TpaHCciauuu

# clear ip nat translation inside <BHewHwii_agpec> <BHYTPEHHWI_agpec>
| YaaneHue OAHOW 3anncm O BHEWHEeNn TpaHcasauumn

# clear ip nat translation outside <BHYTpeHHWIi_ajgpec> <BHeWHW/_ajgpec>

MpocmoTp cocTosiHna NAT

BrIBeCcTH CIIUCOK aKTUBHBIX TpaHCHﬂHHﬁZ

# show ip nat translations

BeiBecTy CTaTUCTHKY:

# show ip nat statistics




HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBLIE CETU — YNpaBneHne KOMMIeKToM

10. IGMP

[To ymo/T4aHUIO MepexBar MakeToB MpoTokosia IGMP Bk/toueH riio6ambHO Ha KOMMYTaTOpe U
it Kakaoro VLAN.

YnpasnexHue IGMP

Bxmounts nepexsat IGMP (ecv BbIK/tOUeH):

I TnobanbHO ANA KommyTaTtopa

(config)# ip igmp snooping

I [Ina KOHKpeTHo# VLAN

| TpebyeTcsa npegBapuTesnbHO rnobanbHO BKAOUUTbL IGMP

(config)# ip igmp snooping vlan <vlan-id>

CraTuyecku BKIHOUYUTH UHTep(deiic B Multicast-rpymnmy:

(config)# ip igmp snooping vlan <vlan-id> static <IP-agpec_rpynns> interface
<umsa_uHTepdelica>

Bkitounts ¢pyHkumo Immediate Leave. OTa ¢yHKIMS 1103BOJIsIET UCKIHOUXTH MOPT U3
Multicast-rpyrrbl, Kak TO/BKO Ha MopT npuxoaut coobienue IGMP Leave. [TosesHo, eciiu K
TOPTY MOJK/TI0OUeHO He 6ojiee 0JHOrO KOHEYHOTO y3/1a:

(config)# ip igmp snooping vlan <vlan-id> immediate-leave

MpocmoTp cBegeHnn o HacTtpouke IGMP Snooping

BriBecTu rinobanbHble HaCTpoiku IGMP:

# show ip igmp snooping

BeiBectn Hactpouiku IGMP st konkpetHon VLAN:

# show ip igmp snooping vlan <vlan-id>

BeiBectu Tabmmie IGMP o Mutlicast-rpyrinam:

# show ip igmp snooping groups
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11. Cmamu4eckas mapwpymu3ayusi

YHpaBneHMe CTaTu4eCKUMnN Mmapuipyramum

Co3paTh CcTaTUYeCKUU MapLIpyT:

(config)# ip route <agpec_Ha3HaydeHusi> <Mmacka_agpeca_Ha3Ha4deHus>
<agpec_mapupyTtunlatopa> [<meTpuka>] [permanent]

Ormius permanent ykasbiBaeT Ha TO, YTO MapLIPyT TpeOyeTCs COXPaHUTh, Aaxe eciu
uHTepderic, K KOTOPOMY OTHOCHTCS 3TOT MapIIPyT, CTAHOBUTCST HEPAOOTOCTIOCOOHBIM.
PexoMeH/1yeTcsl He UCII0J/Ib30BaTh 3TY OILUIO.

[Tpumep co3aHMs CTaTHUECKOTO MapIIpyTa:

(config)# ip route 192.168.1.0 255.255.255.0 192.168.1.10

Co37aTh MapmIpyT 10 YMOJTYaHHIO:

(config)# ip default-gateway 192.168.1.10

MpocmoTp Tabnuubl MapLIpyTU3aLMm

BeiBecTy TabMIly MapIipyTU3aLym:

# show ip route

BbiBecTr MapiipyThl TOJBKO B OTpe/ie/IEHHYIO CeTh:

# show ip route <agpec_cetu>
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12. EIGRP

EIGRP (Enhanced Internal Gateway Routing Protocol) — ycoBepiiieHCTBOBaHHBIM
JUCTaHI[MOHHO-BEKTOPHBIN MPOTOKO/T TUHAMUYECKOH MapIlpyTHU3al[iH, pa3paboTaHHBbIHI
komranuet Cisco. OCHOBHBbIe 0COOEHHOCTHU:

MpYMeHeHre MHOT0aJPeCHBIX PacChIJIOK 0OHOB/IEHHIA MapILIPYTOB;
OTIpaBKa 0OHOB/IEHNI MapIIPYTOB TOMLKO B CTydae 0OHapy»KeHHs] U3MeHeHNs;

00HOB/IeHHMe TabO/IUI] TOJIBKO B T€X MapIIPyTU3aTOPax, KOTOPbIM TpebyeTcs
vH(popMaryst 00 U3MeHeHHH TOTI0JIOTUY;

MaJioe BpeMs CXOAHMMOCTH IIPOTOKOJIA,

HCKJ/IFOYeHHEe ITUKJ/IOB 13 TOIIOJ/IOT'HUH.

71t iepeiaurt 0OHOBJIEHHUH MCITOMB3yeTcst TTpoToko1 RTP. 3ToT mpoTokos obecrnieuriBaeT
rapaHTUPOBaHHYIO J0CTaBKy nakeToB (reliable multicast, TexHonorus Cisco) U coxpaHeHHe
TOpsi/IKa TaKeToB.

Cy1iecTByeT 5 TUIIOB COOOILeHUIA:

3.

Hello — c momotiipto 3TUX COOOIeHMI MapIIPyTU3aTOpbl 00HAPY)KHUBAIOT COCe/iel.
OTrpaB/sitoTCs € IOMOIIbI0 multicast, He TpeOyIOT TOATBEPK/EHMSI.

Update — cozep>kuT 00HOB/IeHUs1 MapIIpyTOB. OTIIPaB/ISeTCS TOILKO TeEM
MapILpyTH3aTopaM, KOTOPLIM Ha/l0 y3HaTh 00 3TOM 00HOB/IeHNHU. VIcronb3yeTcs
unicast i multicast. Ha 3To coobirienne qo/pkeH ObITh oTripasiieH otBeT ACK.

Query — oTrnpaB/isieTcsi COCe/isiM, KOr/la MapIlpyTH3aTop He MOJKeT OTpe/le/IuTh
BO3MO>KHOTO TIpeeMHHMKa (feasible successor) st MapiipyTa (3aracHoro
MapIIpyTH3aTopa AJisl JAaHHOTO HarpaB/ieHus ), C BOIIPOCOM, HeT /I Y HUX
BO3MOJKHOT'O TIPeeMHHMKa [/t 3TOro MapuipyTa. O6bdHO ncrnosb3yercs multicast. Ha
3TO coobIieHue o/DKeH ObITh oTrpaesieH otBeT ACK.

Reply — oTnipaBssieTcst B oTBeT Ha Query cTporo ToMy, KTo otrpaBua Query. Ha 3to
coo01eHne 10/DKeH ObITh oTrpaBsieH otBeT ACK.

ACK — coobmienue, mogreepxjatoiiee moaydenue coobmenuii Update, Query umm
Reply. Vicnionib3yeTcst HerapaHTHpOBaHHas JOCTaBKa.

[To ymonmyanuto nepuof otripaBku hello-naketa — 5 cekynz. Eciu B Teuenue hold time (o
ymosiuanuto 15 cekynz, 3 hello-unrepsasna) ot cocesna He nipuiiio Hy ofHoro hello, oH
CUMTAEeTCs OTK/IFOUeHHBIM. MapIipyTu3aTop nosyyaeT 3HaueHusi nHTepBasioB hello u hold time
OT cocefia.

YTo0bI yCTAaHOBUTH COCE/ICKHE OTHOILIIEHHUsI, MApIIPYTHU3aTOPbI O/DKHBI ObITh B O/[HOM
aBTOHOMHOW CUCTeMe U MPOMTH ayTeHTU(PUKALIUIO.

Mertpuka EIGRP cocrasnsercs us ciefyroLyx rnapaMeTposB:

Bandwidth — HaumeHbI11ast TPOITyCKHAasi CIIOCOOHOCTh KaHajia U3 COOOIEHHBIX
y4aCTHUKaMU KaHasa;

Delay — cymmapHasi 3a/iep>KKa IIpOX0yK/IeHHsI BCEro My TH;

Reliability — Hauxyammii mokasatesib Ha/leXKHOCTH Ha BCeM IMyTU Ha OCHOBAHWUHU
cooOIEHHBIX UHTepBaioB keepalive;

Loading — Hauxy/muii mokasarenb 3arpy3Ky KaHajia Ha BCeM ITyTH Ha OCHOBaHWU
TeKyllel 3arpy3Ky KaHasa (B rakeTax/c) U HaCTpoeHHOM Ha uHTepdeiice bandwidth.

ITo YMOJ/TYaHUIO UCIIOJIb3YHOTCA MepPBhbIe IB€ XdPaKTEePHUCTUKH. Hcnonb3oBaHue mpoyuunx



HMN «Yutex-Mpodu» — FMobarnbHble KOMMbIOTEPHbIE CETU — YTpaBReHe KOMMIIEKTOM

XapaKTepPUCTHUK MPUBOAUT K YaCTOMY MepeCcuéTy MapLIpyTOB.

Hactpownka EIGRP
Bxmouuts EIGRP:

! BKnwyeHne npotokona EIGRP
(config)# router eigrp <HoOmep_aBTOHOMHOM_CUCTEMbI>
I MepeuucneHne ceTeli, B KOTOpbIX paboTaeT NMpPOTOKON

(config-router)# network <agpec_cetu> netmask <wmacka_cetun>

V3MeHUTH TaliMephl MPOTOKO/IA [jisi KOHKPeTHOT0 WHTepdeiica:

I Mepexon B pexum HacTpPoOWKKW UHTepodeiica

(config)# interface <umsa_uHTepgelica>

! 3agaHue uHTepBana Hello

(config-if)# ip hello-interval eigrp <Homep_AC> <Bpewmsi_B_CeKyHgax>
! 3agaHne uHTepBana Hold

(config-if)# ip hold-time eigrp <HoOmMep_AC> <BpeMSs_B_CeKyHgax>

MpocmoTp coctosiHua EIGRP

BriBecTn MH(OpMaLUIO O coceasix:

# show ip eigrp neighbors

BriBectn nHdpopmaruio 06 nHTepdeticax, Ha KOTopbix pabotaeT EIGRP:

# show ip eigrp interfaces

BeiBectn Tabnuiyy Tononorun EIGRP:

# show ip eigrp topology

BeiBecTr Tab/MIy MapiLIpyToB, onydeHHbIX o EIGRP:

# show ip route eigrp




HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBLIE CETU — YNpaBneHne KOMMIeKToM

13. OSPF

YnpaBneHue OSPF

Bxnrounts nipotokos OSPEF:

I Pa3pelleHne ucnosb3oBaHUA NpoTokona OSPF
(config)# router ospf <ugeHTupukatop_npoyecca>
| CBAA3blBAHME CeTell C Homepamu obnacTel

(config-router)# network <agpec_cetu> <macka_agpeca_ceTu> area
<ugeHTupmukaTop_obracTtu>

WpentudukaTop nporiecca siBasieTcss uiciaoM. MaeHtrdukarop 06/1acT MOXKeT
3aNMChIBaThCS Kak B BU/Jle UMC/IA, TaK U B BUZe OKTeTOB (Kak [P-aapec).

[Tpumep HacTpoiiku OSPF:

(config)# router ospf 1
(config-router)# network 192.168.1.0 255.255.255.0 area 1
(config-router)# network 192.168.2.0 255.255.255.0 area 0.0.0.2

3agatb uaeHTUUKaTop Mapuipyrusaropa (Router ID) BpyuHyto:

(config)# router ospf <ugeHTupukaTop_npoyecca>

(config-router)#router-id <IP-agpec>

Ecsu Router ID He yka3aH, TO B KaueCTBe 3TOro HeHTU(UKaTopa OyeT Ha3HaueH
HauOonbmMi [P-agpec 13 Bcex HACTPOEHHBIX.

HacTpoiika unTepdeiica, yuactpytoiiero B nporjecce OSPF:

(config)# interface <ums>

I MprnoputeT MapupyTusaTopa

! BnuaeT Ha Bblbopbl DR B ceTun MHTepdeiica

| Ecnu priority=0, uHTepdeic He y4yacTByeT B Bbibopax
(config-if)# ip ospf priority <npuoputer>

I CTOMMOCTb NyTH

| YUemM MeHblle 3HayeHue, TeMm NnpuopuTeTHee MyTb
(config-if)# ip ospf cost <cToumocTb>

! UHTepBas NOBTOPHON nepefayn B CeKyHAax
(config-if)# ip ospf retransmit-interval <Bpewms>

! WHTepBan nepegaym coobueHnin Hello B cekyHaax
(config-if)# ip ospf hello-interval <Bpewms>

| Bpems B CeKyHAax, MO UCTeYeHUn KOTOpOoro oTKa3 uHTepdeiica peructpupyeTcs
I No ymonyaHuw, B 4 pas3a 6onbwe hello-interval
(config-if)# ip ospf dead-interval <Bpewms>

I OTKYeHne ayTeHTudukaumm

(config-if)# ip ospf authentication null

I BKwyeHue ayTeHTI/I(I)I/IKaLI.I/II/I OTKPbITEIM TEKCTOM
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(config-if)# ip ospf authentication

(config-if)# ip ospf authentication-key <naposb>

| BK/KYEHMe ayTeHTudukaumm xewamum MD5

(config-if)# ip ospf authentication message-digest

(config-if)# ip ospf message-digest-key <Homep_ksw4da> md5 <K/wy>

[IpuHysuTe/IbHO Nepe3anyCcTUuTh anroputMm SPE:

# clear ip ospf process

Bk/1tounTh pacripocTpaHeHye APYryux MapLIpyTOB, MO/yUeHHbIX U3 TTPOYMX UCTOYHUKOB,
yepe3 npouecc OSPF:

(config)# router ospf <ugeHTupukatop_rnpoyecca>

I PacnpocTpaHeHne MapuwpyToB K MOAK/IOYEHHLIM CeTAM
(config-router)# redistribute connected

I PacnpocTpaHeHne cTtaTUYeCKUX MapupyToB
(config-router)# redistribute static

I PacnpocTpaHeHne mapupyTtoB BGP

(config-router)# redistribute bgp

I PacnpocTpaHeHue MapuwpyTtoB EIGRP

(config-router)# redistribute eigrp

MpocmoTp coctosiHna OSPF

BriBecTn UH(OpMaIUIO 0 TIPOTOKOJIE:

# show ip ospf

BriBectu I/IH(l)OpMaL[I/II-O 00 M3BeCTHBIX I'PAHUYHBIX MapIIPYyTHU3dTOPax:

# show ip ospf border-routers

BriBectn nH@opmanmto o nporecce OSPF Ha nHTepdelice:

# show ip ospf interface <ums>

[Toka3aTb W3BECTHBIX COCE/IEN:

# show ip ospf neighbor

BriBecTy nozipobHyr0 nHGMOPMALHIO O coceie:

# show ip ospf neighbor <IP-agpec_cocega>

[TokaszaTe MapLIpyThl, oyy4eHHble 110 OSPEF:

# show ip route ospf
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14. BGP

YnpasneHue BGP

Bxnrounts 1 HacTpouts BGP:

I Co3gaHue npouecca BGP u ykasaHue Homepa aBTOHOMHON cucTembsl (AC)
(config)# router bgp <Homep_AC>

! Py4yHOe yKa3aHue ugeHTudukatopa MapuwpyTmsaTtopa

| ABTOMaTMYecKn 6yaeT BblbpaH Hambonbwmii IP-agpec M3 HaCTPOEHHbIX
(config-router)# router-id <IP-agpec>

| YKa3aHune cocepga

(config-router)# neighbor <IP-agpec> remote-as <Homep_ypaasnéHHoli_AC>
| 3apaHue onucaHua (KOMMeHTapusa) A4S coceja

(config-router)# neighbor <IP-agpec> description <onucaHue>

! Bk/oYeHMe ayTeHTuduKauum cocepa

(config-router)# neighbor <IP-agpec> password <maposib>

I U3meHeHne TaimepoB keepalive u hold rnobanbHo

I No ymonyaHuw keepalive — 60 cekyHa, hold — 180 cekyHpj
(config-router)# timers bgp <uHTepBas_keepalive> <uHTepsas_hold>
I 3meHeHne TalmepoB keepalive u hold gna KOHKpeTHOro cocepga

(config-router)# neighbor <IP-agpec> timers bgp <uHTepBasi_keepalive>
<uHTepBas_hold>

I PyyHoe 3ajaHune Beca MapupyTa
(config-router)# neighbor <IP-agpec> weight <Bec>
| YKa3aHue ceTeil, KOTOpble Haj0 aHOHCUpPOBAaTb

(config-router)# network <agpec_ceTtu> netmask <macka_agpeca_ceTu>

Bk/1HOUMTE pacripocTpaHeHre JpyruxX MapLIpPyTOB, TTOJYUYE€HHbIX U3 IPOUMUX UCTOYHHUKOB,
yepes npouecc BGP:

(config)# router bgp <Homep_AC>

I PacnpocTpaHeHne MapuwpyToB K MOAK/IOYEHHLIM CeTAM
(config-router)# redistribute connected

I PacnpocTpaHeHue cTaTU4YeCKUX MapupyToB
(config-router)# redistribute static

I PacnpocTpaHeHue mapuwpyTtoB OSPF
(config-router)# redistribute ospf

I PacnpocTpaHeHne mapupytoB EIGRP

(config-router)# redistribute eigrp

[TpyuMeHUTDb W3MeHeHus1, CieJlaHHble B KOH(PUrypaiuu npotokosia BGP:

! MonHblii c6poc pe3ynbTaToB paboThl NPOTOKOMA

# clear ip bgp *
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! MonHelii c6poc pe3ynbTaToB paboThl NPOTOKONA AN KOHKPETHOro cocega

# clear ip bgp <agpec_cocega>

MpocmoTtp coctosHusa BGP

BeiBecTy MH(OpPMALMIO O IPOTOKOJIE:

# show ip bgp

BeiBecTH KpaTKyto MHPOPMAIIHMIO O COCe/IsX:

# show ip bgp summary

BriBecTH feTanbHY0 MH(GOPMALIMIO O COCeAsIX:

# show ip bgp neighbors

[TokasaTh MapLIPYThl, IOJyUeHHbIe OT KOHKPETHOI'O COoCe/ia:

# show ip bgp neighbors <IP-agpec_cocega> routes

[TokasaTb MapLIPyThl, aHOHCHPYeMble KOHKPETHOMY COCeZly:

# show ip bgp neighbors <IP-agpec_cocega> advertised-routes

ITokasaTe MapLIpyThl, N0Jy4eHHble 110 BGP:

# show ip route bgp
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15. Port Security

[To ymomuanuto Port Security oTK/toueH Ha Bcex roprax. Port Security He MoKeT ObITh
BKJTFOUEeH Ha BbIxogHOM 1opTy SPAN. [In1s1 Bkmtouenus Port Security Heo6xogumo 3a1aTh
3HaueHHe rmapametpa switchport mode (access wiu trunk), Tak Kak Port Security He MOKeT OBbIT
BKJIFOUEH Ha MOPTY C HACTPOMKaMHM 10 YMOTYaHHUIO.

YnpaBneHue Port Security

Bxirounts Port Security Ha nopry:

I NMepexon B pexum HacTpPoOWKKW UHTepodeiica

(config)# interface <ums>

! Bolbop pexumma paboThl nopTa

(config-if)# switchport mode (access|trunk)

| Bkaw4veHne Port Security

(config-if)# switchport port-security

| YKa3aHue maKcuUmManbHOro KonuyecTBa 3anoMmHaemblx MAC-agpecoB
(config-if)# switchport port-security maximum <3Ha4dyeHue>

| YKazaHue MaKCMMasbHOT0 KO/IMYecTBa 3anoMuMHaeMbiX MAC-aApecoB A KOHKPETHO
VLAN

I vlan-list moxeT coaepxaTb cnucok VLAN, pa3geniéHHbiX 3anaTbiMi, WM guanasoH

(config-if)# switchport port-security maximum <3HayeHme> vlan <vlan-1list>

3ajaHre peakliMM KOMMYyTaTopa Ha HapyllleHue 3aiuTel Port Security:

| 3anpeT NakeToB OT HEW3BECTHONo UCTOYHUKA 6e3 yBefoMIeHUs

I Ana marucTpanbHoro nopTta VLAN cpabaTbiBaeT MpU HapyWeHUU 3aiuThl

| XoTa 6b B ogHOli VLAN, noaToMmy He pekomeHayeTcsa ansa switchport trunk
(config-if)# switchport port-security violation protect

| 3anpeT NakeToB OT HEW3BECTHOr0 UCTOYHMKA C YyBeLOMIIEHUEM

I (SNMP trap, 3anucb B Ssyslog, WHKPEMEHT CUYETUYMKA HapylweHui)

(config-if)# switchport port-security violation restrict

YT00OBI CHATH OrpaHvyeHuUe, BbI3BAHHOE peakljUusIMH protect uiu restrict, HY>XHO yAdJ/INTb
YaCTb JIETUTHUMHBIX MAC-&APECOB W/IU ITIOBBICUTH KOJIMYECTBO 3dlIOMHWHAEMBbIX.

I NepeBof nopTa B COCTOSAHUE «OTK/IYEH M3-3a OWUOKU»

(config-if)# switchport port-security violation shutdown

| NepeBog nopTa B COCTOSHUE «OTKJ/IOYEH M3-3a OWWOGKU» TONbKO B Toi VLAN,
| B KOTOpOW OGHapyXeHO HapylweHue

(config-if)# switchport port-security violation shutdown vlan

YroObl BbIBECTH UHTEP(EeNC U3 COCTOSTHUS «OTK/TFOUEH M3-3a OLIMOKK», HY)KHO B peXXHUMe
HACTPOWKHU 3TOr0 uHTepdetica rocseoBaTe/TbHO BBINOJTHUTL KOMaH bl shutdown 1 no
shutdown, 60 13 pe>krMa enable BBIMTOTHUTL KOMaHAY errdisable recovery cause
psecure-violation.

HobaButh nerutumMHbii MAC-agpec Ha TIOpTY:



HMN «Yutex-Mpodu» — FMobarnbHble KOMMbIOTEPHbIE CETU — YTpaBReHe KOMMIIEKTOM

I Ana Bcex VLAN

(config-if)# switchport port-security mac-address <MAC-agpec>

I AnAa KOHKpeTHbIX VLAN

(config-if)# switchport port-security mac-address <MAC-agpec> vlan <vlan-id>

Ouuctuts criucok Bcex MAC-agpecos, yuréHHbix Port Security:

# clear port-security all

MpocmoTp coctosiHuA Port Security

BeiBectu HacTpoiiku Port Security /151 KOMMyTaTopa B LieJIOM:

# show port-security

BoiBecTu HacTpoiiku Port Security /7151 KOHKpeTHOTO TIOpTa:

# show port-security interface <umsa>

BeiBecTu 3a7iaHHble Bpy4yHYyHo 1eruTuMHble MAC-azpeca fj1s ropra:

# show port-security interface <uma> address

BriBecTr MakcHMaibHOE KOJIMuecTBo JieruTUMHbBIX MAC-aznpecoB Ha VLAN s
vuHTepdetica:

# show port-security interface <ums> vlan
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16. 802.1X

st paboTel ipoTokosia 802.1X He0O6X0AMMO HACTPOUTh MeXaHU3Mbl AAA
(AyreHnTudukanms, ABropusanys, AKKayHTUHT). [1o ymonuanuio MmexaHu3mbl AAA OTK/THOUYEHBI
v ripotokon 802.1X HeakTuBeH. [1opT, SB/SIOMIUICS MarucTpaabHbIM mopToM VLAN, u
3epKa/iMpyloLLye IOPThl He MOT'YT y4aCTBOBAaTh B rpoueaypax 802.1X.

KommyTarop, BeImoaHsSrOImMMA rpoteaypbl 802.1X, o6bpruHo paboTtaer ¢ RADIUS-cepeepom.
EcrecTBenHo, nepes HacTpoiikoi 802.1X Heobxoaumo yka3atb RADIUS-cepBep ¢ MOMOIIbIO
KOMaH/bl radius-server.

HacTtpouka 802.1X

BxtounTh Mcrnob3oBaHue npoTokosa 802.1X asis ayTeHTU(hUKALIMK Ha TIOPTY:

I Co3gaHue HoBOW mMogenun AAA
(config)# aaa new-model
I Co3faHue cnucka MeToAoB ayTeHTudukaumu NS HOBOW MoLenu

| BapuaHT cnucka MeToAoB ANs ayTeHTudMKauum yepe3 oKaslbHyl 6a3y
nonb3oBaTenei

(config)# aaa authentication dotlx (<wumsa_cnucka>|default) local

| BapuaHT cnucKa MeToAOB A8 ayTeHTudukaumm yvepe3 RADIUS-cepBep
(config)# aaa authentication dotilx (<wumsa_cnucka>|default) group radius

I fJo6baBneHue agpeca RADIUS-cepBepa ANns ayTeHTuduKauuu

| 06blMHO RADIUS-cepBep paboTaeT Ha nopTy 1812

| B K4ye y4ynuTbiBaloTCA Npo6nemMbl B cepegnHe M KOoHue!

(config)# radius-server host <agpec> auth-port <nopt_cepepa> key <ksioy>
! BapuMaHT cnucKa MeTOLOB AN OTK/4YeHUs ayTeHTudmkaumm

(config)# aaa authentication dotix (<wmmsa_cnucka>|default) none

I AKTuUBauma ucnonb3oBaHuAa 802.1X Ha KomMmyTaTope

(config)# dotix system-auth-control

I HacTpolika nopTa Ha ucnonb3oBaHue 802.1X

! Mepen BbIMOMHEHMEM KOMaHAb ybeauTecb, 4YTO MOPT nepeBeféH B pexuMm access!
(config)# interface <ums>

(config-if)# dotilx port-control auto

BK1HOUMTh IPUHYUTENBHYIO TePUOJUUYECKYIO ayTeHTHU(UKALUIO:

I NMepexon B pexum HacTpPoOWKW nopTa

(config)# interface <ums>

| BK/IlOYEHME MNepuogmyvecKoin peayTeHTudnkaumm

(config-if)# dotlx reathentication

| 3apaHue nepuoga MPUHYAMTENbHON MOBTOPHON ayTeHTudnkauum
I OT 1 go 65535, no ymonyaHuw 3600

(config-if)# dotlx timeout reauth-period <nepuog_B_cekyHzax>
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BpyuHyr0 MHULIMMPOBATh MPUHYUTE/BHYIO ayTeHTU(PUKALIMIO Ha MOPTY:

# dotlx re-authenticate interface <ums>

HacTtpouTts BpeMmsi /10 TOBTOpPA MOMBITKU ayTeHTU(PUKALIMKU Ha TIOPTY M0C/ie HeyJauHON
TIOTIBITKU:

(config)# interface <ums>
! OT 1 po 65535, Mo ymonyaHui 60

(config-if)# dotlx timeout quiet-period <nepuosg_B_cekyHgax>

Y cTaHOBUTh MaKCHMMa/IbHOEe KOJIMUEeCTBO MOIBITOK panTEHTI/I(bI/IKaL[I/IHZ

(config)# interface <ums>
! OT 1 go 10, no ymon4yaHuw 2

(config-if)# dotlx max-reauth-req <ko/m4yecTBO>

[T03BO/TUTH HECKOJILKMM K/IMEHTaM TIPOXOAUTb ayTeHTH(UKALMIO Ha OIHOM TIOPTY
He3aBucuMoO (Mo MAC-aapecam):

(config)# interface <ums>
(config-if)# dotlx host-mode multi-host
I OTKMWYEeHNe 3Ty BO3MOXHOCTMU

(config-if)# dotlx host-mode single-host

C6pocuth HacTpoiiku 802.1X unTepdeiica:

(config)# interface <ums>

(config-if)# dotilx default

BksttounTh nipotieiypy yuérta (accounting) ayreHTrdurKauu Ha nmopty yepe3 RADIUS-
cepsep:

(config)# interface <ums>
(config-if)# aaa accounting dotix default start-stop group radius

(config-if)# aaa accounting system default start-stop group radius

MpocmoTp cocTosiHusa 802.1X

[Toka3aTb CBe/ieHUSI O BEPCHUH UCIT0J/Ib3yeMOTO0 TTPOTOKOJIA:

#show dotilx

[Tokasate Bce cBefieHus 0 HacTporike 802.1X:

#show dotilx all

ITokasaTe cratucTuky 802.1X 17151 BCeX MOPTOB:

#show dotlx all statistics

[Toka3aTh CBe/ieHHSI O HACTPOMKe M COCTOSIHUM KOHKPETHOTO MopTa:

#show dotilx interface <ums>

ITokasaTe craTucTuKy 802.1X [/151 KOHKPETHOI'O IOpTa:

#show dotlx interface <ums> statistics
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17. ACL

B I0S ACL umenytorcs 1o Homepam. Homepa ACL o6pa3yroT guarna3oHbl, UMeoIe CTPOro
oripeZie/IEHHOe Ha3HaueHue. B Tabiie MpyBeeHbI TOMBLKO Te IUara30Hbl, KOTOpbIe
noAiep>kuBaroTcst KommyTaTopamu Catalyst 2960 u 3560:

Hunarason Hasnauenue

1-99 OcHoBHOM Auana3oH cranaapTHbeix [P ACL

100-199  OcHoBHoM juaria3oH paciupeHHbix IP ACL

1300-1999 [lomosHUTeNMbHBIN AUana3oH cTaHAapTHbIX [P ACL

2000-2699 [OonoaHuTeNbHBIN Jyara3oH paciiupeHHbIx 1P
ACL

OcTanbHble Juana3oHbl OTHOCATCS K YCTapeBIIMM W/WUJTM MajIOTIPUMeHsieMbIM ITPOTOKOJIaM,
TakuM Kak IPX n DECnet.

Ins Catalyst npu ykazanuu Macku B ACL nprMeHsieTcsi MHBepTUpOBaHHasi Macka (To ecTb
BMecTO 255.255.255.0 Tpebyetcst yka3biBaTh 0.0.0.255). Ecyii Macka He yKa3bIBaeTcsi, TO 10
ymonmuanuto nozacrasisiercd 0.0.0.0. s ASA yka3biBaeTCs HEMHBEPTUPOBAHHAas MackKa.

Kaxapbiii ACL moxeT cofepkaTb HeckosibKo 3ammceit (Access List Entry, ACE). 3anucu
J00aBJIAIOTCS B CITMCOK TTOC/Ie/IOBaTeIbHO, OZIHA 3a 0JHOW. HeT BO3MOXXHOCTH yJja/TUTh 3aMKCh
13 criMcka 6e3 yzaneHus camoro crivcka. Ecim ripu go6asniennn ACE B ACL stot ACL He
CyIIleCTBOBaJI, OH OyzeT co3iaH. ITocneqHel 3anuckio aBTomatnuecku Bkouaetcs: ACE,
3ampelaroias Bce rMakeThl.

YnpaBneHue ACL

CrangaptHbiii ACL nmo3Bo/sieT yKa3bIBaTh TOJIBKO a/ipec OTIPaBUTe/Is U MTHBEPTUPOBaHHYIO
Macky B KauecTBe napametpa. Co3zartb cranaapTHbiii ACL:

| JlobaBneHue paspewawiuein ACE B ACL
(config)# access-1list <Homep_ACL> permit <ucTOYHUK> [<MHBEPTUpPOBaHHaSA_Macka>]
I Co3pgaHue 3anpeuwatwuein ACE B ACL

(config)# access-list <Homep_ACL> deny <uUCTOYHUK> [<UHBEPTUPOBAHHAS_MacKa>]

[Tone «MCTOUHUK» MOXKET 3aMUChIBAaThCSI B HECKOMBKUX (hopmaTax:
e [P-ajpec, 3anucaHHbI OKTETaMU;

e KJIIOUEBOE CJIOBO «any», o3Hayvatoiee 3anvch 0.0.0.0 255.255.255.255, To ecTh /060
azpec;

e KJroueBoe c10BO «host», Toc/ie KOTOPOro yKasaH azipec y3/a. Takou ¢oopmar
aBTOMAaTHMYeCKH yCTaHaB/MBaeT rosie «macka» B 0.0.0.0.

Paciipennsii ACL no3BonsieT ykasbIBaTh aJjpeca OTIIPaBUTEJIS U TTOJTydaTesisi, a TakKe
nipoTokos1. CIIMCOK TIPOTOKOJIOB Y MX MHEMOHMK TIpe/iCTaB/ieH B TabsuLe:

IIpoTokon MHemoHMKa
AH (IPSec) ahp
EIGRP eigrp
ESP (IPSec) esp
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GRE gre
ICMP icmp
IGMP igmp
IP (siro6o0ii ip
TIPOTOKOJ)

OSPF ospf
TCP tcp
UDP udp

Cospats pacmmpenHsli ACL:

(config)# access-list <Homep_ACL> (deny|permit) <npoToKON> <UCTOYHUK>
<MHBEpPTUpPOBAaHHasA_macka> <mnosy4dyaTtesib> <UMHBEePTUPOBaHHasi Macka>

B pacumipenHom ACL Takyke MOXXHO yKa3aTh M TOpT /151 MpoToKo/10B TCP 1 UDP:

(config)# access-1list <Homep_ACL> (deny|permit) <npoToKON> <UCTOYHUK>
<MHBepTUPOBaHHas_Macka> [<onepaTop_cpaBHEHUA> <nopT>] <no/sydaTesib>
<MHBeEpTUPOBaHHas_Macka> [<onepaTop_cpaBHEHUS> <nopT>]

OmnepaTop CpaBHEHHSI MOXKET OBbITH CJIYIOIIM:

Onepatop MHeMOHMKa
PaBHo (=) eq
bonbiie (>) gt
Metnbliie (<) It
He paBHo (#) neq
OTtpe3ok range

OTpe3OK TPE6YET YKa3daHHA JBYX HOMEPOB ITIOPDTOB — HaldJ/lda OTPe3Kd U €r0o KOHIId.

[IpaBuna /151 3anMCH T0JIeN «MCTOYHUK» U «I10/1yYaTe/b» TaKue e, KaK U JJ1s 3arvCHy oI
«ACTOYHUK» B cTaHgapTHbIX ACL.

ITpumep cranpaptHoro ACL:

! Pa3pewnTb nakeTbl OT y3na 192.168.0.1

(config)# access-list 10 permit host 192.168.0.1

| 3anpeTuTb nakeTbl OT ceTu 192.168.0.0/24

(config)# access-list 10 deny 192.168.0.0 0.0.0.255
| 3anpeTuTb NakeTbl OT J06bIX WCTOYHUKOB

I Takoe npasBuio pobaBnseTcss B KOHeL, aBTOMaTUYECKMU

(config)# access-list 10 deny any

[Tpumep pacimpenHoro ACL:

I PaspewnTb nakeTbl OT y3na 192.168.0.1 y3ny 192.168.1.1 no npotokony TCP
(config)# access-list 110 permit tcp host 192.168.0.1 host 192.168.1.1

| Pa3pewnTb nNakeTbl OT Nw060ro ysna maoboBy y3ny

I no npoTtokony UDP c noptoB Mnagwe 1024 Ha nopThl cTapwe 1024

! NopT 1024 B pgaHHOW ACE He yuTéH!
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(config)# access-list 110 permit udp any 1t 1024 any gt 1024
I 3anpeTuTb ICMP OT ntbbIX MCTOYHUKOB B ceTb 192.168.0.0/24

(config)# access-list 110 deny icmp any 192.168.0.0 0.0.0.255

NMpumeHeHne ACL

IIpumenenne ACL 1151 KOHTpOJIs1 telnet-inHui

I NMepexon B pexum HacTpoliku telnet-nuHuii
(config)# line vty 0 4

! Yka3zaHue ACL pnsa KoHTpons Bxogsuwero Tpaduka
(config-1line)# access-class <Homep_ACL> in

! Yka3zaHue ACL AN KOHTpOAA ucxogsiwero Tpaduka

(config-1line)# access-class <Homep_ACL> out

Ipumenenne ACL 111 KOHTPOJIsI IOPTOB
ACL moryT npuMeHSTbC:

8. 111 KOHTpOJIsl BXOAsLero Tpadrka Ha IopTax 2 ypoBHS;
9. [/ KOHTPOJISi UCXOZSILero U BXosilero Tpaduka Ha opTax 3 YpOBHS;

ACL nopra 2 yposHsa npuopuretHee ACL VLAN u Bxogsiero ACL f15 ropta 3 ypOBHS.

I Mepexos B pexum HacTpOMKM mHTepodelica
(config)# interface <ums>
I YkaszaHune ACL

(config-if)# ip access-group <Homep_ACL> (in|out)

MpocmoTp HacTpounkn ACL

BriBecTH crimcok co3panHbix ACL:

#show access-1lists

BriBectu crimcok tossko [P ACL:

#show ip access-lists

BriBecTn uH(oOpMaiuio TonbKo 0 KoHKpeTHOM ACL:

#show access-lists <Homep_ACL>

BriBecTn uH(opMaiuio TonbKo 0 KoHKpeTHoi [P ACL:

#show ip access-lists <Homep_ACL>
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18. DHCP

[To ymonuanuto Ha kKommyTtatopax DHCP-cepBep Bk/toueH, HO He HacTpoeH. DHCP-cepsep,
BCTPOEHHBII B KOMMYTATOD, siB/sieTcsi NoMHOGyHKUMOHaAbHbIM DHCP-cepBepoM. Eciu oH He
CMOKeT YZOBJIETBOPUTD 3aripoC, TO MOJKeT MepeHanpaBUTh 3TOT 3arnpoc Apyrum DHCP-
cepBepam.

YnpaBneHue DHCP-cepBepom
Bxmrounte DHCP-cepsep:

(config)# service dhcp

Ykasatb pacrosioykeHre 6a3bl IPUBSI30K. ba3a MpuBsA30K — 3TO (i, B KOTOPOM XPaHSTCS
cBeJleHHs 0 CBsi3Ke Mexxay IP-agpecom, MAC-azpecoM, BpeMeHeM apeH/ibl, UHTepdelicoM 1
VLAN. ®aiin popMrpyeTcsi KOMMYTaTOPOM aBTOMAaTU4YeCKU U MOXKeT XpaHUTbcsi Ha FTP-,
TFTP-, RCP-cepBepe uu Ha JIOKaabHOM (hielll-JucKe.

(config)# ip dhcp database <url>

[Tpumeps! <url>:
e ftp://myserver/filename
e rcp://1.2.3.4/filename
e flash:/database

Ecnu BeI He XOTUTE XpaHUTh 3Ty 0a3y, TpebyeTcst OTK/IFOUNTD (QYHKLIMIO )KYPHAIMPOBaHHS
KOH(IMKTOB a/IpecoB:

(config)# no ip dhcp conflict logging

[Tocne ykasanus nozceTu AJ1d nysa agpecos DHCP-cepsep noJsiaraet, 4yTo BCe ajpeca U3
Ty/ia ZOCTYIHbI /11 Bblgaud. OrpaHUUUTh CITMCOK aipecoB, JOCTYITHBIX /1Sl apeH/bl:

(config)# ip dhcp excluded-address (<agpec>|<Hauasno_guanalzoHa>)
[<koHeu_pamanazoHa>]

Ecsmu ykasath ¥ Hadasio, ¥ KOHell Zifara3oHa, TO U3 a/[pecoB, AOCTYITHBIX /it apeHbl, OyayT
W3bATHI BCe aJjpeca, BXOZsIIMe B uara3oH.

HacTtpouts /iuarna3oH ajipecoB AJisi apeH/bl:

I Co3paTb HOBLI gMana3oH

(config)# ip dhcp pool <ums>

! 3ajaTb CNUCOK ajpecos

(dhcp-config)# network <agpec_cetu> (<macka>|</g/nHa_macKu>)
| YcTaHOBUTb onuuio «Ma gomeHa»

(dhcp-config)# domain-name <umsA_gomeHa>

| YKkasaTb cnucok DNS-cepBepoB

(dhcp-config)# dns-server <agpecl> [<agpec2> <agpec3> ..]

| YKasaTb MapuwpyTu3aTop MO yMOYaHuio

(dhcp-config)# default-router <agpecil> [<agpec2> <agpec3> ..]
| YKazaTb Bpems apeHgbl agpeca (nNo ymondaHuw 1 A€eHb)

(dhcp-config)# lease (<gHeii> [<4acoB> <muHyT>]|infinite)
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YroObI 3a/jaTh IPUBSI3KY KOHKpeTHOTO IP-apeca kK MAC-afipecy KIMeHTa, HY>KHO CO3/1aTh
HOBBIM [TUara3oH J/1s KaKJ0M TaKo# MPUBSI3KU CJIeAYIOIIUM 00pa3oMm:

I Co3paTb HOBbIA Amana3oH

(config)# ip dhcp pool <ums>

| YkasaTb BblgaBaemblli agpec

(dhcp-config)# host <IP-agpec>

! Yka3zaTb MAC-agpec knueHTa B ¢opmaTe Olaa.bbcc.ddee.ff,

! rge aabbccddeeff — MAC-agpec knueHTa, a 01 — Tun cpegbl (Ethernet)
(dhcp-config)# client-identifier <MAC-agpec>

I YcTaHoBUTbL onuui «ma pgomMeHa»

(dhcp-config)# domain-name <ums_gomeHa>

I YKa3aTb cnucok DNS-cepBepoB

(dhcp-config)# dns-server <agpecl> [<agpec2> <agpec3> ..]

| YKasaTb MapwpyTu3aTop N0 YMOMAYaHUK

(dhcp-config)# default-router <agpecil> [<agpec2> <agpec3> ..]
| Yka3aTb Bpems apeHap agpeca (no ymonyaHuo 1 AeHb)

(dhcp-config)# lease (<gHeii> [<4acoB> <muHyT>]|infinite)

COpoc crmcKa BbIJAHHBIX aZlpecoB:

I CopocUTb BeCb CMUCOK
# clear ip dhcp binding
| CopocuTb MHPOPMaLMI O KOHKPETHOM ajpece

# clear ip dhcp binding <IP-agpec>

MpocmoTp coctosHus DHCP-cepBepa

[Toka3aTb BCe BBIZIAHHBIE afipeca:

# show ip dhcp binding

[MToka3atb (hr3uuecKHii afipec y3/1a, KOTOpoMy ObLT BeIZIAH yKa3aHHbIN [P-azipec:

# show ip dhcp binding <IP-agpec>

IToka3aTh CrMCOK BO3HUKIIINX KOH(i)J'II/IKTOB IMPpHU HA3HAYE€HWHU aJpeCOB:

# show ip dhcp conflict

ITokasaTb CTAaTHUCTHKY:

# show ip dhcp server statistics
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19. SNMP

YnpasneHue SNMP

Bk/TtouMTh AOCTYN K CUCTeMHOM nH(bopMary 1o npotokony SNMP (Bepcuu 1 unu 2):

(config)# snmp-server community <wums_coobuectBa> (ro|rw)

IIpumep:

I CoobwecTBO C uUMeHeM com_public umeeT BO3MOXHOCTb 4MTaTb [JaHHble
(config)# snmp-server community com_public ro

I CoobWecTBO C UMEHEM com_private mMmMeeT BO3MOXHOCTb YWUTaTb [AaHHblE
! U U3MEHATb HaCTPOIKK

(config)# snmp-server community com_private rw

MpocmoTtp coctossHus SNMP

BbIBeCTH CIMCOK CO3[JaHHBIX COOODIIIeCTB:

# show snmp community
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20. CuHxpoHu3ayusi cucmemMHbIx 4Yacoe ¢ NTP-cepeepom

YnpaBneHue NTP
Bx/rounTh CMHXpPOHM3ALMI0 CUCTeMHbIX YyacoB ¢ NTP-cepBepom:

| 3agaHue BPEMEHHOW 30HbI OTHOCUTENbHO GMT
(config)# clock timezone MSK 3
! 3agaHue NTP-cepBepa

(config)# ntp server <IP-agpec>

MpocmoTp cocTosiHua NTP

[Tokasathb Tekyljee Bpemsi:

# show clock

[Toka3aTh HaCcTpOMKH MpoToKoaa NTP:

# show ntp status
# show ntp association

# show ntp association detail




HIMM «YuTex-Mpodu» — MMobanbHble KOMNbIOTEPHBLIE CETU — YNpaBneHne KOMMIeKToM

21. QoS
[Tporuieaypsl QOS /151 TPAaH3UTHOTO MaKeTa pa30MBarOTCs Ha HECKOJIBKO 3aziau:

e kaccudukanus (classification) — ucciemoBath makeT u BelpaboTath MeTKy QoS Ha
ocHoBe ACL;

e aHa/M3 Ha COOTBETCTBUE MOJIUTHKe (policing) — cpaBHUTb CKOPOCTh BXO/AIIEr0 IMOTOKa
C [IOTTYCTUMOM CKOPOCTBIO, YCTaHOB/IEHHOU MOTMTUKOM, U PELLINTh, MOMaaeT TakeT Mo/,
JeNCTBUe MOJIMTUKU UK HeT;

e orMeTKa (mark) — Ha OCHOBe pe3yJ/ibTaTa aHa/lM3a Ha COOTBETCTBHE TOIUTUKE U
HACTPOeK TMIPUHSTH pellieHre O MPOIyCKaHWH TlaKeTa, ero OTMeTKe WM OTOpachbIBaHUU;

e Co3/laHue BXOJHBIX ouepe/ieil U AucreTuepusauys (ingress queueing and scheduling) —
Ha oCcHOBe MeTKH QQOS pelnTh, B KaKyr BXOZJSALIYH0 (ingress) ouepeab MTOMECTUTh TaKeT,
1 00C/TY)KUTb Ouepeain COT/IaCHO YCTaHOBJ/IEHHBIM BecaMm;

e Co3/jaHue BBIXOJHBIX ouepefieit U aucrneTuepusaius (egress queueing and scheduling) —
Ha 0CHOBe MeTKH QOS pellnTh, B KaKyI0 BBIXOZAINYIO (egress) ouepeib TOMECTUTh
MakeT, ¥ 00C/Ty)KUTh OUepey COTJIaCHO YCTaHOB/IEHHBIM BECAM.

st knaccubyKalvy UCTIOB3YIOTCS CTaHjapTHbIe U pacimpeHHbie ACL. Eciu B ACL naket
coBriazaeT ¢ permit-ACE, To BbInoJiHseTCs JlelicTBUe, cBsizaHHOe ¢ 3TUM ACL. Ecu rmaket
cosmnaziaet ¢ deny-ACE, To ananu3 storo ACL nipekpaiiiaeTcsi 1 HauMHaeTCsl aHaIu3
cnepytomiero ACL. Ecmu cpeau Bcex 3aganHbix ACL He o6Hapyxuioch permit-ACE, To
npouenypbl QoS AJid 3TOro nakera He BbINOMHAOTCA. [1py Hamurn HecKobkux ACL nx
TIPOCMOTP MpeKpailiaeTcs rocse nepoi HageHHo# permit-ACE. K ACL nipucoeauHsieTcst
TOJIUTHKA, KOTopast 00bequHseT BblgeneHHble ACL makeThl B TpyIy (Harpumep,
ycTaHaB/vBaeT 3HaueHue 1osis DSCP) uiu orpaHduMBaeT CKOPOCTb TTOTOKA Ipymmbl (rate-limit).
[Tocsie 3TOrO NOMMTHKA COAUHSIETCS C TTIOPTOM U CTAHOBUTCS J€UCTBYIOLEM.

Krnaccudukaiiys Takxke MOKeT BBITIOJIHATHCSI HA OCHOBe KJ/IaCCOBBIX KapT (class map).

AHan3 Ha COOTBETCTBHE TIOIUTHKE MoJpa3yMeBaeT co3jaHre o0bekTa-orpanuunTesis (policer),
KOTOPBI OTpeZiesisieT JOCTYITHYIO J/1s1 K/acca MoJiocy npomnyckanus. O0beKT-orpaHIumnTe b,
aHa/IM3MPYsl MaKeT 3a MaKeToM, TIPUHUMaeT PelLleHus], MoMnajaeT MakeT M0/, MOJUTUKY UK HeT U
Kakue /1efCTBUsI He0OXOJIMO C HUM BBITIO/THUTB B C/Ty4ae TIPeBBIIeHHS JOMYCTUMOMN TI0I0ChI —
TIPOITYCTUTD TIaKeT 6e3 u3MeHeHUl, 0OTOPOCHUTh €T0 U/ TIPOITYCTUTh, U3MeHUB 3HaueHre DSCP.

Ha ¢u3nueckux moprax MO>KHO CO3ZaTh CJIeAYIOIIAEe TUITbI 00beKTOB-OTPaHUUUTE Te:

10. I/IH,E[I/IBI/I,E[yaJ'IbeII\/‘I — OI'DAHUYEHUA T10 I10J10Ce TTPOITYCKAHUA TIPUMEHAI0TCA K KAXKA0MY
KJ/IaCCy OTAE/IbHO,

11. CYMMaprIﬁ — OI'DAHUYEHUA T10 I10J10Ce TTPOITYCKAHUWSA HdK/1dAbIBAKOTCA Ha CYMMapHBIﬁ
TIOTOK KJ/1dCCOB.

Ha BupTyasibHbIX HHTepdeiicax BO3MOKHO CO3/JaHHe TOJIbKO WHANBHUAYaTIbHbIX 00beKTOB-
OrpaHuuuTesnen.

[l orpaHrYeHusi TOTOKOB MCIIO/Ib3YeTCs alTOPUTM «/IbIPSIBOrO BeZpa». MOXXHO NIpe/jCTaBUTh
ouepe/ib Kak BeZ[po C HeOOJIBIIMM OTBEPCTHEM B OCHOBaHWHW. BHe 3aBHCHMOCTH OT
3aro/IHeHHOCTH BeJipa uepe3 OTBEPCTHe MOTOK Oy/ieT BbITeKaTh C (PUKCUPOBAHHOW CKOPOCTHIO (B
nJeanbHbIX (PM3MUeCKUX yC10BUsIX). Eciv ouepesiHOM MakeT He TIOMelllaeTcsl B «Bejpo» (TO ecThb
ouepe/ib TIeperoiHeHa), OH CUMTAeTCs He NMOAXOALIMM MO/, TOJIMTUKY M IPUHUMAETCsl pellleHre
0 AelicTBUM (TIPOIMTyCKaHUe, 0TOpackIBaHHMe WM 3aMeHa 1oJisi). HactpanBaeTcs kak rirybrHa
«BeJipa», TaK U pasMep «OTBEPCTHSI».

151 ouepesield UCXOAIIMX MTAKETOB MOT'YT UCIO/Ib30BAThHCS /iBa PeXKMMa pas/iesieHus oa0Chl —
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ype3anue (shaping) wiu pa3genenue (sharing). B pexxuviMe ype3aHust Kbl K/1acC Moy4yaer
CBOIO rapaHTUPOBAHHYIO T10JIOCY U HE MOJKEeT MPEeBBICUTH eé. B pexxuMe pasziesieHUst KaxKbId
KJIacC ToJiyyaeT rapaHTHPOBaHHYHO MOJI0CY, OZHAKO eC/Ii IpyTrye KAacChl He UCIOJb3YIOT
BBI/[e/IEHHYIO UM T10JI0CY LIeJTMKOM, TO HEKOTOphIe K/IacChl MOT'YT BpeMEHHO MCIT0/Ib30BaTh YacThb
TI0JIOChI, BBI/Ie/IeHHOM APYruM KiaccaM. [ljisi BXOJSIINX ouepe/ieli MpUMeHsIeTCsl TOJTbKO PeXXum
pasieneHusl.

OrOpachiBaHMe MaKeTOB MPH 3arl0JTHEHUH ouepeu MporucxoauT o anroputmy WTD (Weighted
Tail Drop, B3BellleHHOe 0TOpackIBaHWE XBOCTA). B COOTBETCTBUM C 3TUM aJITOPUTMOM OUepeb
r“MeeT 3 1Iopora, C KOTOPbIMM aCCOLMMPOBaHbl XxapakTepucTUKH Kiacca (DSCP nmm CoS). [Tocne
JOCTYKEeHUs OuepeIHOTo TI0pora HaulHaT 0TOPackIBaThCS MaKeThl, IPHUHA//IeXKallye
aCCOLIMUPOBAHHBIM C IOCTUTHYTBIM ITOPOroM KyiaccaM. Takum o6pa3om Oosiee IpUOPUTETHBIE
naKeThbl 0TOPACHIBAIOTCS [103Ke MeHee IIPUOPUTETHBIX.

[To ymomuanuto npouenypel QoS otk/roueHsl. [Tocse pa3pelienus ncmnosb3oBats QoS 1o
yMO/TYaHUI0 TpadhuK obcaykuBaeTcs 6e3 nmpumeHeHus orpanuunresiet (rmosiss DSCP u CoS
ycTaHaB/aMBarOTCs B (), TO eCTb U3MEeHEeHUU He MpoucxouT. [1o ymouaHuio UMerTCs JBe
BXO/SLIMe oYepein CaelyIOIINX XapaKTepUCTHUK:

[Tapametp Ouepegps 1 Ouepeps 2
Pa3mep Oydepa 90% 10%
BoigenieHHas nosioca npoIycKaHus 4 4
[IpuopuTeTHas 1osoca rpoIyCcKkaHus 0 10
I[TepBoIit mopor otopackiBanus anroputMa WID  100% 100%
Bropoii nopor orbpaceiBanus anropurMa WTD 100% 100%

Takum obpa3om, ouepesib 2 — MIPUOPUTETHASI, TO €CTh MMaKeThbl U3 Heé OyayT 00C/TyKeHbI KakK
MO>KHO cKopee. CBsi3b moporoB aaroputMa WTD c kiaccamu ciieyroiiast (M3 TabMULbI He
BbITeKaeT CBsi3b 3HaueHuit CoS u DSCP):

CoS DSCP Ouepenps — nopor WID
0-4 0-39 1-1
5 40-47 2-1
6,7 48-63 1-1
[To ymo/T4aHHIO UMEIOTCS YeTbIpe BBIXOJHbIEe Ouepey CO CAeYIOLMMU XapaKTepUCTUKaMU:
[Tapametp Ouepegps 1 Ouepegs 2 Ouepegs 3 Ouepens 4
Pasmep Oydepa 25% 25% 25% 25%

[TepBoIii mopor otopackiBanus anroputmMa WID  100% 200% 100% 100%
Bropoii nopor orbpackiBanus anroputMa WTD 100% 200% 100% 100%

Pe3epeHbIii pa3mep Oydepa 50% 50% 50% 50%
MakcumarnbHbIN pa3mep Oydepa 400% 400% 400% 400%
Beca ps1a ype3sanus 25 0 0 0
Beca ps1a pa3genenus 25 25 25 25

Takum obpa3om, ouepeint pa3fesistoT 001l 6ydep, 0 yMo/T4YaHUIO 3aHUMAFOT 110 YeTBEPTH
€T0 JI/TUHBI, HO MOTYT YBe/TMUUBAThCA 710 4 pa3. Bce MOPTHI 10 yMOTUaHUIO BK/TFOUEHBI B
ouepenb 1. Ces3b noporoB anroputMa WTD c Kinaccamu ciefytornas (M3 Tab/IvIbl He BbITEKAeT
cBa3b 3HaueHuri CoS u DSCP):
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CoS DSCP Ouepeas — nopor WID
0,1 0-15 2-1
2,3 16-31 3-1
4 32-39 4-1
5 40-47 1-1
6,7 48-63 4-1

HacTtponka QoS

BxnrouunTs 1ipotieiypbl QoS Ha yCcTpoucTBe:

(config)# mls qos

Pazpeints rcrions3oBadrde QoS aist VLAN (1o ymo/iyaHHIO 3arpelieHo A1 BCcex
nHTep¢eiicoB):

(config)# interface <ums>

(config-if)# mls gos vlan-based

HacTpouTs cocTosiHue oBepusi (trust state) mopToB (10 YMOJTYaHUIO BCe MOPTHI SIBSFOTCS
HeJJOBePeHHBIMM):

(config)# interface <ums>

(config-if)# mls qos trust [cos | dscp | ip-precedence]

Ecnu nmapameTp [joBepusi He yKa3aH, 110 YMO/T4aHUo Beibupaetcs dscp. IlapameTp onpefensiet, B
COOTBETCTBUHM C KaKUM To71ieM OyZieT MpOUCX0AWTh KilacCU(UKaLus BXogsiero nakera. s
HeTernpoBaHHOIO TakKeTa UCHO/b3yeTcs: 3HaueHre CoS 10 yMo/14aHuio (110 YMO/TYaHUI0
ycTaHoB/eHo B 0).

Hacrpouts CoS no ymosuanuto:

(config)# interface <ums>

(config)# mls qos cos (<cos_no_ymon4yaHuiwo> | override)

YcraHoBneHHbIH Kitou override cOpackiBaeT npefibiiyliiee COCTOSTHUE /J0BepUsI TIaKeTa U
repe3anuchbiBaeT (UM yCTaHaB/IWBaeT, eC/Iv NakeT HeTernposaH) 3HaueHue CoS
YCTaHOBJIEHHBIM 3HaYeHWeM I10 YMOJI4aHUIo. [1o yMomuaHuio Takoe roBeZieHre OTK/IFOYeHO.

OTtkmounTthb n3MeHeHre nosist DSCP naketa (¢yHKLus «11po3paunbiii pexkuM DSCP»):

(config)# mls qos

(config)# no mls gos rewrite ip dscp

I[To ymosryanuto npo3paunslii pexxuM DSCP otkitoueH (To ects nosie DSCP moxxet
WU3MEHSITHCS).

Co31aThb K/IaCCOBYIO KapTy:

(config)# class-map [match-all | match-any] <umsa_ksaccoBoi_KapThi>

(config-cmap)# match (access-group <Homep_ACL> | ip dscp <cnucok_3HaydeHui> |
ip precedence <crnuMcoK_3Ha4yeHuii>)

Kittou match-all 3apaét noruueckyro ornepatiuto Y fi/1st Bcex TpaBU/I KJ1aCCOBOM KapThl (BK/IHOUEH
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o ymosiyanuio). Kirou match-any 3asaét noruueckyto onepatuto WJIN fj1st Bcex mpaBui
K/1accoBoM KapThl. KomaHja match co3aét ouepejHoe mpaBUIIo K/1acCOBOM KapThl. KoMan
match /71 KaXk/10¥ K/1aCCOBOM KapThl MOXKET ObITb HECKOJTBKO. B criMcKax 3HaueHHiA
paszie/IuTesieM sIBISIeTCs TIpobert.

ITprmep K/1accOBOM KapThl, IOCTPOEHHOM Ha OCHOBE CIHCKa AOCTyIa:

! PacwmMpeHHbIi CNMCOK focTyna, BbAENSANWNA MakeTbl CO 3HadyeHMem DSCP=10
(config)# access-list 103 permit ip any any dscp 10

(config)# class-map classl

(config-cmap)# match access-group 103

(config-cmap)# end

[TprMephbI K/1aCCOBBIX KapT, He UCTIO/B3YIOLel CITUCKH JOCTYTIa:

I KnaccoBaga KapTa, Bblgenswwas nakeTbl co 3HayeHuem DSCP 10, 11 wnm 12
(config)# class-map class2

(config-cmap)# match ip dscp 10 11 12

(config-cmap)# exit

I KnaccoBas KapTa, Bblgendwwas nakeTbl co 3HadyeHuem IP Precedence 5, 6 unm 7
(config)# class-map class3

(config-cmap)# match ip precedence 5 6 7

(config-cmap)# exit

s knaccudukaluy, IpUMeHeH s IOJIMTHK M OTMEeTKH [1aKeTOB MPUMEeHSIFOTCS KapThl IIOJIUTHK
(policy map, PMAP). K BxogsiijeMy HarmpaB/IeHHUIO TTOPTa MO>KET OBITh ITPUMeHeHa TOIbKO OfIHa
PMAP. PMAP u cocTosiHUe I0BepHsi MOTYT paboTaTb 0JHOBPEMEHHO, B 3TOM C/Tydyae CHauasa
nipumensietrcss PMAP. HeknaccuduiupoBaHHblii Tpaduk, mpoxo/s uepe3 PMAP,
paccMaTpuBaeTcs Kak KiiaccuULMPOBaHHBIN 10 ymMoyaHuio (HactpavBaetcs B PMAP). B
ozHoM PMAP MokeT HacTpauBaTbCsl HECKOJIBKO K/1aCCOB.

Co3paTh 1 HaCTpouThH policy map:

! Co3paHne PMAP
(config)# policy-map <ums_PMAP>
| YKkazaHue knacca Tpaduka n nepexos B pexuMm HacTPONKM 3TOro Knacca

! Ecnu nocne class HMYEro He ykasaHO, CUYMTaeTCsi, YTO HacTpauBaeTCs Kaacc no
yMOn4aHumio

(config-pmap)# class [<ums_knaccoBoii_kapTtb> | class-default]

| Bolbop «pexuma foBepusa» - MnapameTpa, NO KOTOPOMY reHepupyeTcsa meTka QoS
I Mo ymon4yaHui NOPT HaxoguTCs B HELOBEPUTE/ILHOM pexume

! Ecnm nocne trust HMYero He ykasaHo, BbiGuMpaeTcsa dscp

(config-pmap-c)# trust [cos | dscp | ip-precedence]

I Knaccudpumkaumsa Tpapuka NyTEM YCTaHOBKM HOBOTro 3HayeHus dscp wam ip
precedence

I HecoBmecTuma c trust

(config-pmap-c)# set (dscp <HoBoe_dscp> | ip precedence
<HoBoe_1ip_precedence>)
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| OnpegeneHne obbeKTa-orpaHnunTens

(config-pmap-c)# police <ckopocTb_B_butax/c>
<gonycTuMmoe_npesBsbilleHne_B_buTax/c> [exceed-action (drop | policed-dscp-
transmit)]

I CKOpOCTb BapbupyeTcs B npegenax oT 8000 go 10000000000 (10 reumr/c)
! JonycTuMMoe MpeBbllleHWE BapbupyeTcs oT 8000 g0 1000000 (1 M6uT/C)
| exceed-action 3agaéT gencTBuMe MNPM MNPEBLILEHUN MONOCHI

I exceed-action drop — oT6pocuTb nakeT

I exceed-action policed-dscp-transmit — cHU3UTb 3Ha4deHue dscp

!

! BbiIXO4 B pexum HacTpoiku PMAP

(config-pmap-c)# exit

| Bbixof4 B pexum rnobasnbHOW HacCTpPOWKM

(config-pmap)# exit

I Mepexol B pexum HacTpoOMKM mHTepodelica

(config)# interface <ums>

| CBaA3biBaHMe PMAP co BXOAHOI o4vepepblo MHTepdeica

(config-if)# service-policy input <wums_PMAP>

[Tpumep PMAP, orpannumBaroiiieii CKOpocTh nepejiauu Tpaduka B cetb 10.1.0.0/16 g0 1
Mo6wurt/c + 1 Kbur/c:

(config)# access-list 1 permit 10.1.0.0 0.0.255.255
(config)# class-map ipclassil

(config-cmap)# match access-group 1

(config-cmap)# exit

(config)# policy-map flowlt

(config-pmap)# class ipclassl

(config-pmap-c)# trust dscp

(config-pmap-c)# police 1000000 8000 exceed-action policed-dscp-transmit
(config-pmap-c)# exit

(config-pmap)# exit

(config)# interface gigabitethernet0/1

(config-if)# service-policy input flowlt

HaCTpOﬁKa dI'PETMPOBAHHBIX IMOJIMTHUK:

I Co3gaHue arpermpoBaHHONn NONUTUKN

(config)# mls qos aggregate-policer <uMsA_no/MTUKN> <CKOPOCTb_B_butax/c>
<gonycTuMmoe_rnpesbilleHne_B_buTtax/c> exceed-action (drop | policed-dscp-
transmit)

| Janbiwe uAET O06blUYHLIA NPOLECC HACTPOWKW OrpaHMuMTenbHoli PMAP:
| co3gaHue U 3anofiIHeHWE KNacCOBOW KapThl

(config)# class-map [match-all | match-any] <umsa_knaccoBoOi_KapThi>
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(config-cmap)# match

| cozgaHue PMAP

(config)# policy-map <ums_PMAP>

(config-pmap)# class [<umsi_knaccoBoi_kapTbl> | class-default]
| 3agjaHne Mcnonb30BaHMA arpervpoBaHHO MNONUTUKK
(config-pmap-c)# police aggregate <umsi_arpermpoBaHHO MNOAUTUKU>
I BblIXO4 B pPexXum HacTpoinkm PMAP

(config-pmap-c)# exit

! BbIXo4 B pexum rnobasibHOM HaCTpPONKu

(config-pmap)# exit

I Mepexon B pexum HacTpPoOWKKW UHTepdeiica

(config)# interface <ums>

I CBsA3biBaHMe PMAP co BXOAHOW ouyepenblo uHTepdeica

(config-if)# service-policy input <umsa_PMAP>

PacnipenenuTs K1accel 10 BXOASIIKUM O4epesaM U onpeneants noporu WTD:

| He 3abbiBaliTe, 4TO BXOAAWMX o4vepefeilt TONbLKO 2 U NOPOroB Toxe 2
I PacnpepeneHune ksaccoB no Kputepuw DSCP

(config)# mls qos srr-queue input dscp-map queue <Homep_o4depegmn> threshold
<Homep_ropora> <3HadeHue_dscphel> ... <3Ha4dyeHue_dscphe8>

I PacnpepeneHue knaccoB no kputepuw CoS

(config)# mls qos srr-queue input cos-map queue <Homep_ouepean> threshold
<HoMep_nopora> <3Ha4deHue_coshel> ... <3HadyeHue_cosN8>

| 3agaHue noporoe WTD ana ovepeau

(config)# mls qos srr-queue input threshold <Homep_ouepegu> <noporl> <rfopor2>

ITpumep pactpenesieHus K1accoB:

I Knaccbol co 3HayeHuem DSCP 0-6 nonagaiT B odyepedb 1 Ha nopor 1
(config)# mls qos srr-queue input dscp-map queue 1 threshold 1 6 1 2 3 45 6
I Knacchl co 3HayveHuem DSCP 20-26 nonajawT B oyepedb 1 Ha nopor 2

(config)# mls qos srr-queue input dscp-map queue 1 threshold 2 20 21 22 23 24
25 26

I Mopor 1 — 50%, nopor 2 - 70%

(config)# mls qos srr-queue input threshold 1 50 70

Pacripegieth Oydep MeXXy BXOJSAIUMUA OUepe/ISTMHU:

(config)# mls qos srr-queue input buffers <6y¢epl_B_ npoyeHTax>
<by¢ep2_B_rnpoyeHTax>

P ACIIPCACTIUTD NOJIOCY NPONYCKAHUA MCKY BXOAAIINUMHA OUCPCAAMU:

| NMonoca 3afaéTcsa B3BelleHHbM 3HayeHuMeM, TO eCTb B A0NAX B npegenax oT 1 Ao
100

(config)# mls qos srr-queue input bandwidth <nosoca_ouepegui>
<mosioca_o4epean2>
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3aaTh N0J0CY NPOMYCKAHUS JUIsl IPUOPUTETHON OYEpEaU U Ha3HAUUTh OJHY U3 ouepeneil B
Ka4yeCTBE MPUOPUTETHOM:

(config)# mls qos srr-queue input priority-queue <Homep_ouepegu> bandwidth
<rosioca_B_/o/sX>

Hactpotiku ucxogsmmx 0ydepos cunrtaroTcss kommnanueid Cisco onTUManbHBIMUA U He
pPEeKOMEeHYIOTCS K U3MeHeHUt0. OJHaKO ec/ii TpedyeTcsi, UX MOXKHO U3MEHHUTh.

Pacripegemts Oydep MeXXQy UCXOASAIIMMI OUYepeAsiMU U 3ajaTh moporu WTD:

I CywecTByeT gBa Habopa no 4 oudepegu

I Kaxgblii nHTepdelic BXoauT B OAWH U3 3TUX Habopos

! U HacnepyeT HacCTpOWKW o4depegeii 3Toro Habopa

! Pasmepbl 6ydepoB gnsa oudepegeii 1, 3 u 4 n3MmeHsiotca ot 0 go 99
I Pa3mep 6ydepa gna ouvepeam 2 msMeHseTca oT 1 go 100

(config)# mls qos queue-set output <Homep_Habopa> buffers
<pa3mep_6ypepal_B_possax> ... <pa3mep_bypepal_B_p[o0/sax>

I Moporn unsmeHawTca B npegenax oT 1% Ao 3200%
| Pe3epBHOE MNpeBbllleHNe MU3MeHAeTcA B npegenax ot 1% Ao 100%
I MakcumanbHoe npeBblleHUe N3MmeHdeTca B npegenax oT 1% Ao 3200%

(config)# mls qos queue-set output <Homep_Habopa> threshold <Homep_ouepegun>
<noporl_B_rnpouyeHTax> <[noporl_B_npoyeHTax> <pe3epBHOEe_rpeBbllieHne>
<MakcumasibHOe_rpeBblleHne>

I Nepexof B pexum HacTpoliku uHTepdeinca
(config)# interface <ums>
I NpuBA3Ka WHTepodeiica K Habopy odepepgen

(config)# queue-set <Homep_Habopa>

Pacnpe,qenHTb KJ/IdCChI 110 BBIXOJHBIMHA O4UepeasiM:

I PacnpegeneHne KnaccoB no Kputepuw DSCP

(config)# mls qos srr-queue output dscp-map queue <Homep_o4epegn> threshold
<Homep_ropora> <3HadeHue_dscphel> ... <3Ha4dyeHue_dscphe8>

I PacnpepeneHue knaccoB no kputepuiw CoS

(config)# mls qos srr-queue output cos-map queue <Homep_o4depegun> threshold
<Homep_rnopora> <3HayeHue_coskl> ... <3HayeHue_cosh8>

Onpegennth npaBuia ypesanus (shaping) mosiocsl NponyckaHus Ha UHTepgerice:

(config)# interface <ums>

! HacTpolika BeCcOB o4epefein B pexvMme OrpaHUYeHus MoJsiocCh

! EgUHMUA penuTtcAa Ha BBeAEHHOe 3HadyeHue Beca

I NMony4yeHHoe 4YUC/IO ABMSeTCA Ha3HayeHHOW [osieil NonochH MPonyCcKaHus
| Bec uM3MeHdaeTcsa B npegenax ot 0 go 65535

| Bec, paBHbin O, O3HauyaeT, 4YTO o4epenb HaxoauTcsH

| B pexume paspgeneHuns nosnockl (sharing)

(config-if)# srr-queue bandwidth shape <Bec_ouepegnl> <Bec_odepegun2>
<Bec_oyepean3> <pec_ouepenn4>
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HacTtpouts /107111 TIOIOCHI [/ OUepe/ieil B peXKMe pa3/ieieHus M0JI0Ch:

(config)# interface <ums>
! HacTpolika BeCOB ouyepejeii B pexume pasfesnieHuMsa Mnoaochl
! Bec u3meHaeTca B npegenax ot 1 go 255

(config-if)# srr-queue bandwidth share <Bec_ouepegul> <Bec_odepean2>
<Bec_o4epeamn3> <pec_o4vepean4>

OrpaHuuurTh MOJIOCY /151 BBIXOJHOM OUepeu:

(config)# interface <ums>
| 3ajaHue npoueHTa CKOPOCTW nopTa, A0 KOTOPOro TpebyeTcsa OrpaHuUYMTb CKOPOCTb
! Bec BapbupyeTca B npegenax ot 10% po 90%

(config-if)# srr-queue bandwidth limit <Bec>

MpocmoTtp uHcpopmaumum o QoS

IToka3aThb HaCTPOEHHLIE K/IdCCOBbIE KAPThI:

# show class-map

[MToka3atb ryobanbHyr0 KoHburyparumo QoS:

# show mls qos

[Toka3aTh HaCTpOeHHbIe arperipoBaHHbIe MTOTUTUKU:

# show mls qos aggregate-policer

[Toka3aTh HaCTPOMKM BXO/JJHBIX OUepejiei:

# show mls qos input-queue

[Tokasartp HacTpoiiku QoS 15 mopra:

# show mls qos interface [<umsa>]

[Toka3aTb HaCTPOWKM BBIXOJHBIX OUepezen:

# show mls qos queue-set [<Homep_Habopa>]

ITokasatb HacTpoeHHble PMAP:

# show policy-map




