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1. UHdpacTpykTypa ceten Wi-Fi

Na6opaTopHasa pa6oTa Ne 1.

BecnpoBogHble Ad-Hoc cetu. UHdpacTpykTypa "Touka goctyna".

Llenb paboTbl:

N3yueHne cTpyKTypbl cTeHaa, cnocoboB KOMMYyTaLMW ero cocTaBnsiiowmx. NonyyeHne HaBbIKOB
MCMoNb3oBaHUs 6as0BbIX YTUMUT MOHWUTOPUHra GecnpoBoAHoW ceTu. WM3yyeHue OCHOBHBIX
NpUHLMNOB GECNPOBOAHOWN CBSA3MN.

M3y4yaemble TEXHOMOIUK:
Cetun Ad-Hoc. NHpacTpykTypa «Touka gocTtynay.

[Mopanok BbiNonHeHMsa paboThbi:
PaboTa opueHTUpoBaHa Ha ucnonb3oBaHme OC MS Windows XP
1. WNayuute pasgen 1.1 «Onucanme komnnekTa». Hamgute Bce oONUCaHHblE 3MEMEHTHI
KOMMnekTa.
2. WN3yunte rmaebl 3 «OcHoBHble anemeHTbl cetn Wi-Fi» n 4 «Apxutektypa |IEEE 802.11»
TeopeTu4eckoro nocobus.
N3yunTe pasgen 2.1 «HacTtpolika ceteBbix napametpoB B OC MS Windows XP».
BkntounTe paboune HoyTOyKM 1 3aperncTpupymTech Ha HUX.
5. TlMlocTponTe TONONOrNIO, NOKa3aHHy Ha pucyHke 1 (coeanHeHne B pexnme Ad — Hoc).
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PucyHok 1. CeTb Pexxum Ad—Hoc.
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6. Y6egutecb B paboTOCNOCOOGHOCTU NOCTPOEHHON CETMW.
7. Onpegenute n nognuwmnte Ha pucyHke 1 MAC- n IP-agpeca 6ecnpoBogHbIX aganTepos.

8. Wayuute rmasy «YnpasneHune Cisco WAP4410N».

9. TlocTpowTe TONOMNOrM0, NOKa3aHHY Ha PUCYHKE 2 (PEXUM MHAPACTPYKTYpPhbI).

10. MNocne BKMYEHNs TOYKM JOCTYNa BOCCTAHOBUTE 3aBOACKME HACTPOMKM.

11. Vicnonb3ysi MEHIO HACTPOWIKN BKITIOUUTE PEXUM «To4Yka gocTtyna» (Mode: Access point).

12. C nomoLLbo yTUNUTBLI ping NPoBepbTE CBA3b KaXaon paboyen cTaHuMM CO OCTanbHbIMMN.

13. OnpegenuTe napameTpbl y3roB co3gaHHon cetn. Ha pucyHke 2 otmeTbTe IP- 1 MAC-agpeca
MaLLVH M TOYKM JoCcTyna.

14. C nomMoLpbO YTUNUTBLI HACTPOWKM TOYKM AOCTyna onpegenute naeHtudukatop cetn SSID.
3anuwnte ero nog pUCYHKOM.
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WAP4410N

PucyHok 2. Pexvm nHdpacTpyKTypbl «TOYKa JOCTyna.

15. YctaHoBuTe gns Toykn goctyna 10 kaHan nepegayvm gaHHbIX. Bce ycTponcTBa B 0gHOM U TOM
K€ CeTu OOMKHbI NCNOMb30BaTb OAMH W TOT XKe KaHan nepegaudun.

16. N3yunTb napameTpbl Ha Bknagke Wireless->Advanced. MNMNoscHUTe cMbIC KaXXgoro napameTtpa
npenoaasarento.
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NabopaTopHasn pa6oTa Ne 2.

OcHoBHbIe UH(pacTPYKTYpbl 6ecnpoBoaHbix ceten IEEE 802.11.

Llenb paboTbl:

MN3yyeHne pexumoB paboTbl 6ecnpoBoaHoro obopyaosaHus (Ha npumepe Cisco WAP4410N).

N3yyaemble TEXHOOrMN:
WHdpacTpykTypa «MOCT», «MOCT C TOYKOM OCTyna», «MOBTOPUTESbY, «KITMEHT TOYKN JOCTynay.

[Mopsaaok BbINONHEHWA paboThbl:
PaboTa opueHTUpoBaHa Ha ucnonb3oBaHme OC MS Windows XP
1. WN3yuynte raesy 6 «Pexumbl paboTbl 6GecnpoBogHoro o6opyaoBaHUS» TeopeTU4eCcKoro
nocobus.
2. Cobepwute TOMOMOMMIO CETU, NOKa3aHHY Ha pUCyHke 3.
3. Hactponte o6e To4kn goctyna ansa paboTbl B pexume mocta («Bridge»).

PucyHok 3. Tononorusa cetu ang pexumMa «MocTay.

4. TpoBepbTe paboTOCNOCOOHOCTL CO30aHHOWN CETU.
5. Cobepwute TONOMNOrMO CETU, NOKa3aHHy Ha pUCYHKe 4.

PucyHok 4. Tononorusa cetn ansa pexvma «MocTa ¢ TOYKOW J0CTynax.

6. Hactponte obe ToukM goctyna gnsa paboThbl B pexume MOCTa C TOYKOW ocTyna (HacTpouTb
MOCTOBOE COEJMHEHME C BO3MOXXHOCTbI TOYKM JOCTYNa).
7. lpoBepbTe paboTOCNOCOOHOCTb CO30aHHON CETMU.

8. Cobepwute TONOMNOrMO CeTH, NOKa3aHHy Ha pUCyHke 5.
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WAP4410N

PucyHok 5. Tononorus cetn ansa pexmma «noBTOPUTESSI».
9. YcTaHOBWUTbH MepBYD TOYKY [AOCTYrNa B pPEeXuM TOYKM [OCTyna, a BTOPYHD — B PEXUM
noBTOpUTENS.
10. NMpoeepbTe paboTOCNOCOOHOCTL CO3A4aHHON CETH.
11. CobepuTe TONONOrMIO CETU, MOKA3aHHY Ha PUCYHKE 6.

12. HacTtpoiite coefguHeHne Takum obpa3om, 4ToObl BTOpas Touka AOCTyna siBnsnack KrMeHToM
nepBoW TOYKM AOCTyna.

13. MpoBepbTe paboToCNOCOBHOCTL CO3AaHHON CETH.

(©) (©)

WAP4410N WAP4410N

PI/IcyHOK 6. Tononorus cetn gng pexnmMma «KInmMeHT TOYKK O0CTyna».
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2. AdbdekTMBHOCTL padboThbl ceTen Wi-Fi

NabopaTtopHasa pa6oTa Ne 3.
OnpepeneHne paguyca pAenucTtBMsA O6ecnpoBOAHOM CeTU WU MNpPUMeHeHMe cnocoboB,

yBenniunBarowmx OaHHbIW NoKasaTerb.

Llenb paboTbl:

Onpegenenne pagunyca OenctBus (TEpPpPUTOPUKN MOKPbITUSA) 6eCcnpoBOOHON CETU U MPUMEHEHME
cnoco6oB, yBeNnnuMBaroLWmMX AaHHbIA nokasaTtesb.

N3yyaemoe obopyaoBaHueE:
AHTEHHBI.

[Mopagok BbinonHeHus paboThbi:
PaboTta opueHTUpoBaHa Ha ucnonb3oBaHme OC MS Windows XP
BrumaHue: daHHyro pabomy mMoaym 8bInosiHsImMb 0OHO8PEeMEHHO 08e bpuzadbi.
1. Wayuute rnasy 5 «CtaHgapTtel IEEE 802.11» TeopeTunyeckoro nocobumsi.
2. Hactpoute coeanHeHune (pexxmm MHPaCTPYKTYpPbl), NCNOMb3ys HOYTOYK 1 TOYKY AoCTyna
WAP4410N.
N3yunte pasgen 2.2 «Ytunuta NetStumblery.
Ha HoyTOyke 3anyctute ytunuty NetStumbler.
5. [anee BO3MOXHbI ABa BapuaHTa BbINONHEHUA JIP (Ha OTKPLITON MECTHOCTU U B 30aHUN).

P w

6. Omkpbimasi MecmHOCMb. Vicnonbays kapTy MecTHocTu, ytunuty NetStumbler n GPS-
NPUEMHMK, 0603HaubTe 30HYy NokpbITMa Wi-Fi ceTw.

7. Wcnonbayinte yBennuutens paguyca cetn Cisco WRES54G

[MoBTOpPUTE AENCTBUSA NYyHKTA 6.

9. CpaBHuTe pe3ynbTaThbl, NONy4YeHHble B NyHKTax 6 u 8. Hackonbko yBenuuuncsa paguyc
JencTemsa cetn?

o

10. 30aHue. Vicnonbays nnaH ataxa un ytunuty NetStumbler, o6o3HaubTe 30HYy nokpbiTua Wi-Fi
ceTu.

11. Wcnonb3ynTte ysenuuntens paguyca cetn Cisco WRE5S4G

12. MNoeTopuTte gencrtausa nyHkra 10.

13. CpaBHuTe pe3ynbTaTbl, NonyyYeHHble B NyHKTax 10 n 12. Hackonbko yBenuuuncsa paguyc
JencTemsa cetn?

14. OgHOBPEMEHHO BKITOUYUTE TOYKM AocTyna maplupytmusatopa 881w n WAP4410N n HacTponTe
nx B pexumme paboTtbl «Access Point» cnegyrowmm obpasom:
v WAP4410N: Homep kaHana — 6, SSID — ciscol;
v' 881w: Homep kaHana — 11, SSID — cisco2.
15. Bce TOYKM JOCTyna AOMKHbI paboTaTh.
16. Ha ypanenHocTtun 30-50 meTpoB, ucnonb3ysa ytunuty NetStumbler, 3adukcnpyiite ypoBeHb
curHana Bcex Tovek goctyna. Kakve pesynbtatbl Bbl NOAy4Mnm?
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NabopaTtopHasa pa6oTa Ne 4.

M3amepeHune ckopocTu nepepayvm aaHHbix ceten Wi-Fi.

Llenb paboTbl:

NamepeHune ckopocTu nepegaydm gaHHbIX no cetam Wi-Fi.

[Mopagok BbinonHeHus paboThbl:

Pa6oTta opueHTMpoBaHa Ha ucnosnb3osaHue OC MS Windows XP
BrHumaHue: OaHHyr0 pabomy Moaym 8bIrofHsImMb OOHOBPEMEHHO 08e bpueadebl. [nsa eé
8bINOIHeHUs1 oHadobsmcs doronHumersibHble 8HewHue 6ecrnposodHbie uHmepgbelicbl Cisco
WUSBG60ON.
1. Cobepute TOononorno, NpeacTaBNeHHYO Ha pUCyHke 7.

()

PucyHok 7. TectupoBaHne 881w.

N

. Ha ogHom m3 komnbioTepoB 3anyctute ytunuty «Speed Test».
. OcywecTtBuTte nepegavy ganna, paamepom He meHee 100 M6, ¢ ogHoro HoyTbyka Ha opyromn.
YcTaHoBUTE NONE3HYI0 NPONYCKHYI0 CMOCOBHOCTL KaHana nepeaayn AaHHbIX.

> w

(3]

. Cobepwute Tononoruo, NpeacTaBneHHyo Ha pucyHke 9.

(&)

WAP4410N

PucyHok 9. TectnposaHne WAP4410N.

o

YaocToBepbTECh, YTO CKOPOCTb NOAKITHYEHNS K ceTn HOoyTOykoB cocTtaBndaeT 300 Mout/c.
. OcywecTtBuTte nepegavy ganna, paamepom He meHe 100 M6, ¢ ogHoro HoyTbyka Ha opyromn.
. YCTaHOBMTE NOMNE3HY NPOMNyCKHYH CNOCOBHOCTbL KaHana nepegayn AaHHbIX.

0

9. OrtBeTbTe Ha BOMNPOC: HACKOMNbKO B CPEAHEM OTNMYaeTcs norieaHas npornyckHasi crnocobHOCTb
OT MPOMYCKHOW CMOCOBHOCTY KaHana, 3asiBNeHHON B cTaHdapTax?
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NabopaTtopHasn pa6oTa Ne 5.

Ucnonb3oBaHue 6ecnpoBOAHbLIX MapLIPYTU3aTOPOB.

Llenb paboTbl:

lMonyyeHne nNpakTU4EeCKUX HaBbIKOB MpeaoCTaBneHnss Aoctyna B VIHTEpHeT KiMeHTam
B6ecnpoBoaHon ceTun (0mCHbIe paboTHMKM) Yepes3 NPOBOLHOM BbIOENEHHbIN KaHar.

M3yyaemoe o6opyaoBaHMe u TEXHONOMUN:
BecnpoBogHon mappytmnsatop Cisco 881w. [NpoTokoN NOCTPOEHUS BUPTYaribHbIX YaCTHbIX CETEN
PPPOE.

[Mopanok BbiNonHeHMsa paboThbi:

1. Cobepute TOMONOrMIO CETU, MNOKasaHHywd Ha pucyHke 11 (HoyTOyk 3 Heobxogumo
nogcoeanHaTb K 881w yepe3 WAN-uHTepdeic).

2. Ha Hoytbykax 1 n 2 3arpy3ante OC MS Windows XP, Ha HoyTOyke 3 3arpy3uTe Linux.

Hoytoykm 1 mn 2 Bkmounte B noacetb 192.168.1.0/24., HoytOyk 3 n WAN-mHTEepdelic

MapLipyTmsaTopa BknounTe B nogceTb 192.168.2.0/24.

Mcnonb3ysa ytunuty rp-pppoe, Hactponte n 3anyctute PPPoE-cepBep Ha HoyTOyke 3.

HacTtpointe PPPOE-knneHTa Ha maplpytnsaTtope 881w.

YCTaHOBUTE TYHHENb MeXAy MapLpyTn3aTopomM U HOyTOyKom 3.

[MpoBepbTe BO3MOXHOCTb BbixoAa B VIHTEpPHET (TO eCTb BO3MOXHOCTb A0CTyNa A0 HOyTOyka 3)

C HoyTOYyKOB 1 1 2.

w

No gk

PucyHok 11.CoeanHeHne 6ecnpoBOAHbIX CeTeln C KaHanoMm rinobanbHOmn CBA3N.
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3. Be3onacHoOCTbL B 6ecnpoBOAHbLIX CeTAX

Na6opaTopHasa pa6oTa Ne 6.

U3yyeHne mexaHmamoB 6e3onacHocTu ceten Wi-Fi ¢ ucnono3soBanmem Windows XP.

Llenb paboTbl:
M3yueHne mexaHmamoB obecneyeHus 6esonacHoctn 6ecnposogHon Wi-Fi cetn Ha 6aze Windows-
KIMMEHTOB.

N3yyaeMble TEXHOSIOrUN:

WndpposaHne WEP/WPA/MWPA2/AES. odunbtpauna MAC-agpecoB. 3anpeT LUMPOKOBELLAHUS
SSID.

[MopsiaokK BbINONHEHUS paboThl:

1.
2.

w

N3yuunte rnasy 7 «3awmTa nHcdopmaummn B 6ecnpoBOgHbIX CETSAX» TEOPEeTUYEeCKoro nocobus.
CobepuTe TONONOrnIO CETU, NPEACTABIEHHYIO HA PUCYHKe 12.

-

PucyHok 12. CeTb «Ad—Hoc».

HacTponTte ceTb B pexume Ad-Hoc, ncnone3ysa gsa HoyToyka, Ha ocHoBe WEP—- windposaHus.
Ncnonbaysa ytunuty «Speed Test» cpaBHUTE NONE3HY NPOMNYCKHY CNOCOBHOCTL KaHana Ao
n nocne ncnonb3oBanHna WEP wudpoBaHus.

CobepuTe TONONOINIO, NPEACTABMNEHHYIO HA pUCyHke 13.

()

WAP4410N

PucyHok 13. Pexum «Touka goctyna.

HactponTe 3awmieHHyo 6ecnpoBogHYO CeTb (PEXMM MHAPACTPYKTYPbl) C UCMOSb30BaHNEM
WEP wndposaHus.

Wcnonb3ysa ytunuty «Speed Test» cpaBHUTE MOME3HYH NPOMYCKHYK CNOCOBHOCTL KaHana go
1 nocne ucnosnb3osaHmsa WEP wndposaHus.

Ucnonbaya ytunuty «Wireshark» ocylwecTBute nepexeat naketoB. M3yunte cogepxumoe
nepexBayeHHbIX NakeToB 40 U Nocne npuMeHeHus WudgpoBaHus. PacckaxuTe o pesynbTatax
npenoaasaTento.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

Mcnonb3ya ceTb, NpencTaBfieHHYI0 Ha PUCYHKe 13, HaAcTpOWTE 3alUULLEHHYIO CeTb (pexum
NHPACTPYKTYpbl) C Ucnonb3oBaHMeM ayTeHTudukaumm WPA n anropyuTtMoM LWndpoBaHmA
TKIP.

Ncnonb3ysa ytunuty «Speed Testy», cpaBHUTE NOME3HY NPOMYyCKHY CNOCOBHOCTbL KaHana go
1 nocne vcnosb3osaHms WPA.

Ucnonbaya ytunuty «Wireshark» ocywecTBute nepexeatT naketoB. M3yumte cogepxmmoe
nepexsavyeHHbIX MakeToB A0 W nocne npumeHeHus WPA. CpaBHuTe C pesynbTatamu,
NnosfiydeHHbIMM € ucnonb3oBaHmem WEP wudpoBaHma. Pacckaxute o0 pesynbTaTax
npenogasarento.

Mcnonb3ya ceTb, NpencTaBfieHHYI0 Ha PUCYHKE 13, HACTpOWTE 3alUULLEHHYIO CeTb (pexum
WMHPACTPYKTYpbI) € ncnosib3oBaHnem ayteHtudpukaumm WPA2/PSK u cuctemon wndgpoBaHua
TKIP.

Ncnonbaysa ytunuty «Speed Testy, cpaBHUTE NOME3HYK NPOMYCKHY CNOCOBHOCTbL KaHana go
1 nocne ncnons3osaHns WPA2/PSK.

Mcnonb3ya ceTb, npeacTtaBneHHy0 Ha pucyHke 13, HacTpowTe 3allMLLEHHYI CeTb (pexum
WMHPACTPYKTYpPbI) € ncnosnib3oBaHnem ayteHTudpukaumm WPA2/PSK u cuctemon wndpoBaHua
AES.

Ncnonb3ysa ytunuty «Speed Test», cpaBHUTE MOME3HYH NPOMNYCKHY CNOCOBHOCTbL KaHana ¢
ncnonb3oBaHnem cuctemsl WngposaHms TKIP ¢ cuctemon wndgposaHusa AES.

MocTponTe ceTb, TONONOMNSA KOTOPOW NpeacTaBneHa Ha pucyHke 14.

HacTponTte  3awmuieHHYl0 ceTb  (PeXMM  MHPPACTPYKTYpbl) C  UCMONb30BaAHUEM
ayteHTndmkaumm WPA2/EAP n cuctemon wndporanus TKIP.

Wcnonbaysa ytunuty freeradius, HacTporte RADIUS-cepBep Takmm obpaszom, 4TOObl TONbKO
aboHeHTbl, 3aHeceHHble B 6a3y [aHHbIX nonb3oBaTene CMOMMM NPONTU npoueaypy
ayTeHTUurkauun.

Uem xopoll 3TOT METOA 1 B YEM €ro HeaoCTaTKn?

\ WAP4410N
cepsep

PucyHok 14. cnonb3oBaHne RADIUS-cepBepa.

lMocTponTe ceTb cornacHo pucyHky 13.
OTknNiouMTE B HACTPOMKAxX TOYKM AOCTyNa WwunpokoseLiaHme SSID.
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22. Ha KnneHTCKNX MallnHax HacTpomTe BCTPOEHHble BecnpoBodHble agantepbl cpeactesamm OC
Windows. B napameTpax HacCcTpoWku ykaxmute B none SSID wumsa ceTu, ykasaHHoe B
HacTporkax Touku goctyna. lMpoBepbTe paboToCcnocobHOCTL BaLUen CETU.

23. Kak BegeT cebs Touka gocTyna npu oTkioyeHnn SSID? [nsa Yyero HyxxHa aTa yHKUmna?

24. Cobepwute TONONOrM0, NPEACTaBNEHHYO Ha pucyHke 15.

25. K Touke goctyna 1 paspelumTb NogkroyeHne HoyTtoykoB A n B ¢ nmomoulbio paspelueHHbIX
cnuckoB MAC-agpecoB. K Todke goctyna 2 3anpeTuTb NoAKMIo4YeHMe C HOYyTOyka A C NOMOLLbLO
3anpeLleHHbIx cnuckoB MAC-agpecos.

26. lNMpoBepbTe NpaBUbHOCTb BbIMNOMHEHHbLIX HACTPOEK.

()

WAP4410N WAP4410N

1 2

B C

PucyHok 15. Ncnonb3oBaHue punstpauun no MAC-agpecam.
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Na6opaTopHasa pa6oTa Ne 7.

AyauTt 6e3onacHocTu ceTel, Wwngpyembix ¢ ucnonb3osaHmem WEP, ¢ ucnonbsosaHmem OC

Linux.

Llenb paboTbl:

MonyyeHve HaBbIkOB ayauTa 6e3onacHOCTN MexaHM3MoB WwindgposaHns WEP.

N3yyaeMble TEXHOSIOrUN:

WndpposaHne WEP.

[MopsiaokK BbINONHEHUS paboThl:

1.

© NG

10.

11.

MocTponTe ceTb, TONONOMNSA KOTOPOW NpeacTaBneHa Ha pucyHke 16.

WAP4410N

PucyHok 16.

N3yuunte rnasy 7 «3awmTa nHcopmaummn B 6ecnpoBOgHbIX CETAX» TEOPETUYECKOro Nocobus.
Usyunte pasgen 2.8 «Ytunura WepAttack».

BkntounTte TOYKy OOCTyna, HaAcTpowWTe KaHan M uMms cetu. Bkniounte BHyTpeHHun DHCP-
cepsep. Bkntounte wndposanne WEP, ncnonbsyst 40-OMTHBIN KNHOM.

Accouuunpynte 2 HOyTOyKa C 3TOM TOYKOW JoCTyna.

3anycTtute Ha TpeTbeM HOYTOYKe yTunuty «Airodump-ng» ansa nepexesarta NakeToB.
BbinonHuTe B3aumogenctane mexay Hoytoykamu 1 un 2.

Y6eputech (No akpaHy airodump-ng), 4TO HECKOMbKO NakeToB C AaHHbIMK ObIfO NepexBayeHo.
Wcnonbaysa ckpunT keygen B katanore «/root/Desktop/Scripts/», creHepupynTe cann cnosaps,
cogepxallmim HEeCKOMbKO NPON3BONbHBIX KNtoven n obasbTe B KOHEL, hanna 3agaHHbIN Ko,
[nvHa cnoeapst AomkHa O6biTb He MeHbLue 10000 3anucein.

Mcnonb3ys nonyveHHbI CnoBapb M MepexBavyeHHble nakeTbl BbIMOMHUTE ataky Ha daunn ¢
nepexsavyeHHbIMN NakeTamMu ¢ NOMOLLbIO yTUNUTbl «WepAttack».

BbinonHuTe 3TK Xe OeNCcTBUs, 3MEHSA ANVHY KIoYa Y UCNONb3ys B Ka4ecTBe nepexBaTymka
Kismet Bmecto airodump. Bapbupynte pasmep danna cnosaps, gobasnas wunu ygansas
3anucu. Caenavite BbIBOA O BAMSHUM ASIMHBI KIHOYa M pa3mMepa CrioBapsi Ha CKOPOCTb aTaku.



HIMM «YuTex-Mpodu» — BecnpoBoaHble KOMMbIOTEPHbIE ceTh — J1abopaTopHbI NPaKTUKyM

Na6opaTopHasa pa6oTa Ne 8.

O6HapyxeHue aTak guccoumaumm ¢ ucnonb3osaHmem OC Linux.

Llenb paboTbl:

N3y4yeHune paboTbl 1 BO3MOXHOCTEN yTUnuTbl Kismet.

[MopsiaokK BbINONHEHUS paboThl:

1.

© N O

10.

11.
12.

13.

MocTponTe ceTb, TONONOIMNSA KOTOPOW NpeacTaBneHa Ha pucyHke 17.

PucyHok 17.

N3yuunte rnaey 7 «3awmTa nHcopmaummn B 6eCcnpoBOaHbIX CETAX» TEOPETUYECKOro Nocobus.
U3yuute pasgen 2.5 «YTunuta Kismet» n pasgen 2.6 «Ytunura MDK3».

Bkniounte n HacTpomTe 2 TOYKM LOCTyna Ha pasHble KaHanbl U MMeHa ceTen. Bknwounte
BHyTpeHHUn DHCP-cepBep To4km goctyna.

Moakntounte 2 HoyTOYKa K pa3HbIM CETAM, Kak NOKa3aHO Ha pucyHke 17.

3anyctute Kismet Ha 3 HoyTOyke. lMpocMmoTpuTe OOHApPYXKEHHbIE CETMU.

Onpegenute kaHanbl, Ha KOTOPbIX pacnonaraTcs TOYKM JOCTyna.

MocmoTpuTe, KakMe TUNbl NAaKeTOB NepexBaTbiBalOTCA, Korga HOyTOyKM accoLMMpPOBaHbI, HO HE
aKkTMBHbI. HabntoganTe 3a rpadhkoM KONMYeCcTBa NepexBayeHHbIX NAKeTOB B CEKYHAOY
Mogkntounte K HOYTOYKY 3 AononHuTenbHbI GecnposBogHonm uHTepdenc DWA-120 u
accoLmMMpynTe ero ¢ o4HOM U3 TOYEK 4ocTyna.

BbinonHute B3aumogenctene mexagy 2 HoyTOykamu, HaxogAawMMmMca B OOHOW ceTu
(Hanpumep, ckonupywnTe ann ¢ ogHoro HoyTbyka Ha Apyron ¢ noMoLbio scp). Kakue Tunbl
nakeToB NOABMIUCH B acpmpe? Kak nameHunnca rpadmk?

Onpegenute KNMEHTOB OOHAPY>XEHHbIX CETEN.

3anyctnte Ha ogHOM M3 2 HOYTOYKOB, MOOKIOYEHHbIX K OAHOW CETU, HEMNpepbIBHYIO aTaky
Anccoumauunmn Ha BTopyto ceTb (¢ nomolbio MDK mnu ¢ nomousto aireplay).

MNocmoTpuTe Ha peakumo Kismet.



