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BBeageHue
[lenb paboThI: TIOMy4YeHHE TeOPeTHUeCKUX M TIpaKTUUeCKUX CBeJeHUd 006 yaanéHHOM
ynpaeiaeHuu linux u Windows cepBepamu, a Tak ke KonvpoBaHHUsi (paiiioB mexay Windows u

Linux.
Bpewms BbinoiHeHus - 4 yaca.

CepBepnl pacriosiaratoTcsi B CepBepHOM. TaMm co03[jaHbl Bce YCJIOBUSL s cepBepoB. K
COKaJleH!to, [ijis JIIo[iel 3TH YCAOBUS Majo TIpUrofHbl. B cepBepHOl OYeHb IIIYMHO, OueHb
XOJIOJHO, Maj/leHbKUI MOHUTOD, Heylo0OHasi KinaBuaTypa u paborars ripuxoautcs crosi. K cuacTetio,
cpady mnocie uHctamsauuu OC, ¥ HacTpPOMKU CeTeBbIX HHTEP(eiicOB MOKHO TMOKWHYTh 3TO
HEeroCTerpurMHOe MeCTO U MPOZ0/DKUTh HACTPOMKY cepBepa 10 CeTH.

Tak >ke Jierko, HaxXoAsChb B MOCKBe YCTAaHOBUTb WM HACTPOUThH pa3paboraHHyro Bamu
nporpamMmy B HikHem Hosropoze, BnaguBoctoke, AMepuke — B Jito0OOM MecTe TZe AOCTyIeH

NHuTtepHer.

YpanéHHoe ynpasneHne Windows

Umsa komnbromepa
[na Havaa, onpefie/IMM UMs Haulero kommetorepa. Haxxmure KHONKY «IIyCck» U BbI30BUTE

npaBoﬁ KHOTTKOM MBIIIIM KOHTE@KCTHOe MEeHI0 Ha 37eMeHTe «Mok KOMITBHOTED», BLI6epI/ITe IMYHKT

«CBoticTBa»
: !I Mol KOMNBHTEP OTKpHTE
@ BABSHET o MpoEoAHKE
‘:g CeTeB0e OKPYHEHHE HariT. .
Pl 3L lient: | ¥nNpaeneHWe
9 MaHenks YNpasneHHa
E i MoAKNHDHHTE CETEBOR AHCK. ..
WIEE Far.exe @' Biifiop npor par no OTKNHYMTE CRTREOR AWCK. ..
e WMOYEHHHED
S0l Server Configuration J__:é MEHHTERE M dakcel OtofipanaTe Ha paboqen cTone
Manager - MeperiMeHoBATE
Lj Cpeaa 3oL Server t!j} CMPAEKa K NoaAepsEa CEOMCTEA
'ﬁ* Management Studio Express |
I’) Momck:
Btenporpanmsi D 7] BeINonHHTE. ..

; —
| BEIx0A M3 CHETEME! | 0] | Bl nHoYEHHE



[TepeiignTe Ha BKIaAKy «VIMsl KOMIIbIOTepa». 3aHeCHUTe B OTUET UMs Balllero KOMITbioTepa U

JoMeH Wi pabouyto rpyrmy. [To3ke Mbl OyzieM 00paraTbCsi K 3TOMY KOMITBIOTEpPY T10 CeTH.

BoCCcTaHOENEHME CHCTEMBI
ABTOMATHYECE D8 DOHOENEHHE YpaneHHeIe ceaHck
Dawue HrA komneroTepa D AopynoEaHHE HononHurensHo

| HkazaHHBIE HMHE CEROEHMA HCNONE3YWTSA 007
=
’ ]JJ HOEHTHPHEALWA EOMNBHOTERS B CETH.

O nucanme:;

Hanpuraep: F.omMneoTep B rocTHHOE' MM
"K.ornetoTep AHLpeR'.

ManHoE WrA; FEL-MHTS.
Patouan rpynna; WORKGROURP

YoanéHHbil paboyuli cmon

[TostHBIe BO3MOKHOCTM 110 YIIPaB/IE€HHIO Y[AlEéHHBIM KOMIIBIOTEPOM MpeZAoCTaB/sieT
nporpamMma «ITogkroueHue K yareHHOMY pabouemy CTOy».

3apaHee, HaJ0 HACTPOWThH yAanéHHbIM KommbioTep. Ilyck — IlaHenb ympaBneHus —
Cucrema.

Ins Windows XP Professional — Ha BK/afike «YjanéHHbIe CeaHChI»

[nsg Windows 7 — «/lono/THUTe/IbHbIe NTapaMeTpbl CUCTEMbI» — YIaN8HHBIA JOCTYTI.

Hns Windows 10- «HacTpotika yganéHHoro AocTtyna» — YAaneéHHBIM JOCTYI

Cnenyer oTMeTUTh «PaspelnTs yjanéHHbIN JOCTYII ...» U HaXKaTb KHOMNKY «[IpuMeHHTE».

B Hactpoiikax OpaHamayepa OyzeT OTKpeIT TopT 3389 U 3amyieHa C1y»KbOa
JVCTAHI[MOHHOTO YIIpaB/ieHHs pab0YrM CTOJIOM.

AJMUHUCTpPATOPbI KOMITBIOTEPA U [JOMeHa TOoIyvatoT JOCTYIl Cpasy, APYTyX I0/ib30BaTesen
Ha/|0 100aBUTh, HAa’KaB KHOTIKY «BrIOpath 1osb3oBaresneii». Bcem mosnb3oBaresisiM, KOTopeie OyayT
TIOZIK/TFOUAThCS K yanéHHOMY paboueMy Ha/l0 3aZiaTh MapoJib.

O6s13aTesTbHO HACTPOUTE yAaNEHHOE TOK/TFoUeHre, OHO HaM T03)Ke TTIOHaZl00UTCSl.

Ha cBoém J/0KanbHOM KOMIIBIOTEpe ciefyeT 3amycTuTe Ilyck — Bce mporpamMmel —
CraHgaptHeie — [TogKIrOueHMe K ylaqeHHOMY pabouemy CTory

B none «Komrmslorep» cnenyer BBecTM uMs wiv [P azpec cepBepa M HaXaTb KHOIKY

«HO,Z[KJ'II-O‘JI/ITB». 3aTeM BBECTU UMsI T0O/Ib30BaTeNs U MapoJib.

O6wuii docmyn Kk narike
Ecmu TpeOyeTcsi CKOMMpOBaTh [aHHbIE HA YAAJEHHBIM KOMITBIOTED, MOXXHO OTKDBIThH
y,[[a]'léHHLIfI AOCTYII K IIaIlKe 'ELJIH 3TOro B IIPOBOJHHKE BBI3OBHUTE KOHTEKCTHOE€ MEHIO IIe/TYKOM

TIpaBO¥ KHOTIKM MBIIIM Ha HY)KHOU Tiarke, BeiOepute kKomaHay «OOmui gocTymn U 6e30macHOCTbY,



BbIOpaTh «OTKPBITH OOIMI OCTYI» M BBECTH WUMS, TI0, KOTOPBIM Tamnka OyzieT JOCTyIHa 110 CeTH.
Ecnu TpebyeTcst pa3peluTh 3armich HaJi0 MOCTaBUTh OTMETKY «Pa3pelnts u3MeHeHue (aitioB 1o
cetn». B mpocropeunu 3Ta omepaiius HasbiBaeTcsi «Pacmapute marky». Terepb, Ha JIOKaTbHOM
KOMIIbIOTEpe B CTpPOKe ajpeca IIpoBOoAHMKA cienyeT BBecTH «\IP_agpec» wmm «\MIMSHA»
YA/IEHHOTO KOMITbIOTEpa U Yepe3 HeCKO/IbKO CeKYH/] OTKPOEeTCSI CITUCOK JOCTYITHBIX CeTeBbIX MarokK
3TOro KommbioTepa. Ecid  Bbl  3HaeTe MMsi CeTeBOM MarkW, Jiyulle cpa3y yKasaTb
«\KOMITBFOTEP\ITATTIKA». Tak mnarka ObiCTpee OTKPOeTCSl.

Cospaiite manky «exchange» ¥ OTKpOMTe K Hell JOCTyI Ha 3anmuch. OTKpOTe NMPOBOAHUK,

BBeauTe B CTPOKY azpeca «\\127.0.0.1» u Haxkmure «Enter». B crmcke A0/DKHA MOABUTCA Marka

¥ 127.0.0.1

Mavin  Mpaeka Bua  MzOpaHHoe  Cepexc Cnpaeka

) Hazan - | ir ) Momex Markw -
€ J / ]

sapect | o 14127.0.001

«exchange».

A0 lma
Fa "
CeTeBbie 3a8aqu = i exchange
) - SharedDocs
o AOBSEHTE HOBEIF 3MEMEHT & "f;
CETeE0e OKDYHEHHE JHasHaeHHbIE 3343HHA

Ho,qKn}OquHé K TarnKaM Ha y[aJéHHOM KOMIIBIOTepe OCYLLeCTB/IsAeTCs 10 IIpoTokony SMB.
B pannux Bepcusix Windows wucronb3oBaicsi SMB niepBoii Bepcuu. Iloce mosiBieHus: reyvanbHO
3HAMEeHUTOro CeTeBOro 4epBs «WannaCrypt», KOTOpbIM ropasu/ 520 ThICS'U KOMITbIOTEPOB, B TOM
yncie, JHepreTuyueckve KomraHuu VicranwM, O6osbHUIBI Benukobpuranuu, MBJI Poccum,
Microsoft cpouHo BbITycTHIa 0OHOB/IEHUST 0€30MACHOCTH, B TOM UHC/e JJisl He TOAJep>KUBaeMO
6onee Windows XP.

Ecnu B He ycTaHaBMBany Ha Bal Windows o6HoBieHust ¢ Masi 2017 roza, obsi3aTenbHO
yCTaHOBUTEe OOHOBJIEHHE JJIsI 3all[UThl OT 3Toro Bupyca (Windows Server 2003 SP2 x64, Windows
Server 2003 SP2 x86, Windows XP SP2 x64, Windows XP SP3 x86, Windows XP Embedded SP3
x86, Windows 8 x86, Windows 8 x64)

HexkoTopble afMUHUCTpPATOpPhl BOOOILe 3arpeTH/IM MCM0/b30BaHUe mporokosa SMB. Eciu
VCTIO/Ib30BaHUE  CEeTeBOM Manku HEeBO3MO)XXHO, MOXKHO  BOCIIO/Ib30BaThCsl  MPOrpaMMOi
«[TogknmroueHre K y#aseHHOMY paboueMy cTomy». B 3TOM (/lydyae Hafio HaXKaTh KHOTIKY
«[TapameTpbr>>» U Ha BKJafKe «JIOKajbHBIE PeCypChl» Ha)kaTb KHOTIKY «IlogpoOHee», pacKphITh
3/IeMeHT «YCTPOMCTBa» U OTMETUTb OTKpbIBaeMbll JIOKa/JbHBbIA [JWCK Balllero KOMIbioTepa. [lis
0e30I1aCHOCTH PEeKOMEH/IyeTCsl HCI0/b30BaTh (reliky. B 3TomM ciyuae, ¢aiinbkl Hafo CHauaaa
3amMcaTh Ha JIOKaJbHOM KOMITbIOTepe Ha (UIeliKy, a TIoToM 3abparth C y[aaéHHOTO KOMIbIOTepa.

BoiOpaHHbIH AXCK OyZeT AOCTYIIEH Ha yaiéHHOM KOMIIbIOTepe uepe3 TIPOBOHUK.


https://ru.wikipedia.org/wiki/Server_Message_Block
http://www.microsoft.com/downloads/details.aspx?FamilyId=b08bb3f1-f156-4e61-8a68-077963bae8c0
http://www.microsoft.com/downloads/details.aspx?FamilyId=6e2de6b7-9e43-4b42-aca2-267f24210340
http://www.microsoft.com/downloads/details.aspx?FamilyId=a1db143d-6ad2-4e7e-9e90-2a73316e1add
http://www.microsoft.com/downloads/details.aspx?FamilyId=a1db143d-6ad2-4e7e-9e90-2a73316e1add
http://www.microsoft.com/downloads/details.aspx?FamilyId=7388c05d-9de6-4c6a-8b21-219df407754f
http://www.microsoft.com/downloads/details.aspx?FamilyId=5fbaa61b-15ce-49c7-9361-cb5494f9d6aa
http://www.microsoft.com/downloads/details.aspx?FamilyId=350ec04d-a0ba-4a50-9be3-f900dafeddf9
http://www.microsoft.com/downloads/details.aspx?FamilyId=350ec04d-a0ba-4a50-9be3-f900dafeddf9
http://www.microsoft.com/downloads/details.aspx?FamilyId=d3cb7407-3339-452e-8371-79b9c301132e
https://ru.wikipedia.org/wiki/WannaCry

MopaknoueHune K Linux us Linux

YctaHoBKa cepBuca sshd

Yrobbl MOAK/MIOUMTLECS K KoMmrbioTepy ¢ OC Linux Ha yganéHHOM KOMIbIOTepe Hajo
yCTaHOBUTL cepBUC «sshd». DTOT cepBuC obecrieurBaeT AOCTYIT K KOMITBIOTEDPY IO TPOTOKOTY
«SSH» (Secure Shell).

Maiite KomaHay «apt-get install ssh»

oot@Pavel:”# apt-get EInstall ssh
TEHHE CNWCKOE NAKETOE.. TOTOBD
MOCTPOEHWME JSPEEa 3IBNCHMMOCTER
TEHNE MHSOPMAYMA O COCTORAMMA.. MOToOmO
YAYT YCTAHOBNEHM CASAYNWHE A0NDAHHUTEALHME MAKETH:
openssh-server openssh-sftp-server
MoeanAr AeMse NAKETH
ssh-askpass rssh molly-guard ufw monkeysphere
QEME maxeTw, KOTOpME DYaYT YCTIHOBASHM!:
openssh=-server openssh-sftip-server ssh
GHOBAEHD O, YCTAHOBMNEHD 3 HOBMX NAKeTOE, AAA YAINEHWA OTMEWYEHD O NAKETOB, W BE
axeToe He ofHoBAEMO,
eofx0AWMMO CEAYaTE S32 KE apxusos,
MocCAe A8HHOW ONEPaUMK, 00BEM IGHATON0 AWCEOBOrD NPOCTRAHCTES BOIPaCTET Ha 1 285
B.

OTHTE NO0A0AXNTET [4,H]

BynyT ycraHOB/eHBI MakeThl cepBepa ssh u 3aryiieH cepBuc «sshd»

HecMotpsi Ha TO, uro Bech Tpaduk mmdpyercs, U3 coobpaxeHuil 6Ge30macHOCTH, B
HaCTpOMKax 3ampelieHo MOJK/IYaThCsl M0 CeTH IMoJ/ib30BaTesieM root (c ayTeHTHM(UKaLMed 0
naposito). Ho MOXXHO MOJKIFOUMTBCS THOOBIM APYTHM TI0/Ib30BaTe/ieM, W UCIIOh30BaTh KOMaH/IbI
sudo, WM su As MOJyuyeHus] TIPUBWIETUN CyTepriosib30Baresisi (KOTOpoe B CBOKO Ouepe/ib HaZlo
pa3peluuTh B (aiisie /etc/sudoers).

Bo BHyTpeHHeli ceTH, eC/d Y BaC CJOXHBIM TIApOJb U BBl €r0 Ha/lé)KHO XpaHUTe, MOXKHO

PUCKHYTb paspelluTb MpsMOe MOJK/II0YeHHe CyIepriosb3oBaresieM Mo ceTH. [ns 3Toro, Hajo B

(atine «etc/ssh/sshd_config» Haiitu mapameTp «PermitRootLogin» u 3amath «PermitRootLogin

yes». 3aTeM HaJ]0 PeCTapTOBaTh CEPBUC KOMaH oM «service sshd restart».

YoasnéHHoe B8bINno/IHeHUe KOMaHo
Linux, kakx u Windows, Tm03BO/sieT MNOAK/IIOYATbCS K YJaJl6HHOMY KOMIIBIOTEpY B
rpapuueckoM pexxume. Ho TMOCKOIBKY TEKCTOBOTO peKuma JJ/si aJMUHUCTPUPOBaHUS cepBepa
JI0CTaTOUHO, a Harpy3Ka Ha CeTb 1 Ha CepBep Ha IMOpsiIoK MeHblile, YeM B TparuecKriM pexxruMe, TO
noziaBsisitoriee OO/BIIMHCTBO a[MUHUCTPATOPOB Linux MCI0/Ib3yeT IMEHHO TeKCTOBbIN PEXKUM.
[TockonbKy Hallla BUpTyasibHas MallliHa He MMeeT TOKa JOCTyIa K APYrMM KOMITbIOTepaM,
[JIs Hayajla YCTaHOBUM ceTeBoe coefuHeHHe C localhost — 3HauuT CcO CBOeil - ke BUPTya/bHOU

MariHoi. Ho paboTa ¢ yzjanéHHbIM KOMIBbIOTEPOM Oy1eT MPOUCXOANUTh TaK XKe.


https://ru.wikipedia.org/wiki/SSH

Maiite komaHzay «ssh root@localhost»

rootddeblian:™ & ssh roofdlocalhost

The authenticity of host 'localhost (::1)' can't be established.

ECDSA key fingerprint is d4:37:e3:d7:31:de:fe:fe:cc:fS:2c:14:8e:10:04:73.
Are you sure you want to continue connecting (yessnol? u

Flease type 'yes' or 'no': yes

Warning: Fermanently added 'localhost' (ECDSA) to the list of known hosts.

[Tpu mepBom oOpallieHHU K HOBOMY CepBepy, KOMaH/a Ssh cripaiiiviBaet, joBepsieTe Ji Bbl
3TOMYy cepBepy. Ec/u mo3ke 3/10yMbIIIIEHHUK TOK/TFOUUTCS K CeTU C UIMeHeM Balllero cepeepa, ssh
He JIaCT MOAK/TOUYUTHCS K STOMY CepBepYy.

3amuTa 310 Xopoio. C Apyroil CTOPOHBI, eC/M Bbl 3aMeHUTe cepBep (HarmpyMep, Ha Oosiee MOILIHBINA), U

AagnuTe emMy TOT Ke aapec, ssh YBUIOWUT, UTO OTIIEUATOK W3MEHW/ICA W OTKaXKeTCd C HUM pa6OTaTB. ,Z[J'IH yaaneHus

oTrneyaTKa HaJio 1aTb KOMaH/[y, KOTOpast IPUBOJUTCS B CO00IIeHNH 06 o1moKe.

3areM 3anpallvBaeTCs MapoJib MOIb30BaTe s, YKa3aHHOTO B Hallleld KOMaH e

root@localhost's passward:

The programs included with the Debian GHNUALinux system are free software;
the exact distribution terms for each program are described in the
individual files in susr/sharesdoc/*/copyright.

Debian GNUALinuwx comes with ABSOLUTELY MO WARRANTY, to the extent
permitted by applicable law.
Last login: Thu Mow 17 22:34:28 2016
root@debian:™#
Yrobbl yOeJUTHCS, UTO MBI TTOJK/TIOUM/IHCE eHCTBUTEIBHO 110 Ssh faiiTe KoMaHAy «pstree»

root@debian:™# pstree
systemd—T—acpid

—atd

—cran

—dhus-daeman

—ex[dhclient]

—eximd

—login—hash——ssh

—rpc. idmapd

—rpc.statd

—rpchind

—rsuslogd fin:imklogi
fin:imuxsocks
frs:main O:Reg}
sshd——sshd——hash—pstree
systemd-journal
Msystemd-logind
—systemd-udewd
root@debian: V& _

Ms1 B cTpoke login—bash—ssh MbI BUgyM, 4TO BhIMOMHSETCS KoMaHJa ssh B KOTOPOUMl MbI

BBOAUM KoMaH[bl. KaKablii CUMBOJ, KOTOpPBI Bbl BBOAWTE B TepMHHA/e Ha JIOKAJbHOM
KOMITbIOTEpe TOCTyTMaeT B CTaHAApPTHBINM MOTOK BBoa (stdin) komaHzwl ssh. [anee 3TOT cUMBOJ
niepefaércs o cetu cepBucy sshd Ha yganéHHom komrmbiorepe. CepBuc sshd 3aHocUT ero B
CTaHJApTHLIA TOTOK BBOAA. VHTepriperaTop KomaHz «bash», 3amyiiieHHbI cepBUCOM «sshd» B
pexxruMe KOHBelepa, uWTaeT CMMBOJI W3 CTaH/JAapPTHOTO TOTOKa BBOZA, 3allOMMHAeT BBe/|EHHBIM
CMMBOJI M BBIBOJUT €ro B CTAHAAPTHBIM TOTOK BBIBOJA. BbIBeleHHBbINM CHMBO/ TMOCTyMHaeT II0

KoHBeliepy cepBucy «sshd». CepBuc 1o ceTu repefaéT CUMBOJ Ha JIOKa/IbHBIA KOMIIbIOTEpP KOMaH/e



«ssh», KoTopasi BLIBOAWUT CUMBOJI Ha 3KpaH JIOKaJbHOTO KOMIIbIOTepa.

IIpu HeycToWuMBOM paboTa CeTH, MOXXKHO 3aMeTHTb, UTO BBeJEHHbIE CUMBOJIbI HabUpaeMoi
KOMaH/Ibl TOSIB/ISIIOTCS uepe3 Mapy CeKyHJ, Mocje uX BBoga. B 3Tom ciydae, BCiemyr BBOJUTE
KoMaH/Ibl. B ouepeiHoM TakeTe OyzieT mepejaHo TI0 CETH Cpa3y HeCKObKO CHMBOJIOB.

Haxkonerr Mbl Habpamu komaHay u Haxanu «ENTER». Koa knaBumm «Enter» miepeiaétcst Kak
00bIuHBIA CUMBOM C KogoM «0xD» 1o ToM ke 1jerouke. Ha ymanéHHOM KOMITbIOTEpE, KOMaH[a
«bash» monyunB kof, «0xD», Tak >ke Kak U IPU BITIOTHEHUH KOMaH/[bl Ha JIOKaJTbHOM KOMIIbIOTepe
BBLITIO/IHSIET 3Ty KOMaH/y. B Hamem ciyuae 310 «pstree». KomaHza «pstree» BBIBOJUT TEKCT B
CTaHJApPTHBIN TIOTOK BBIBOZQA, KOTOPHKIM MO KOHBelepy moctymnaeT cepBucy «sshd». CepBuc «sshd»
repeiaéT TEKCT MO CeTH KOMaHJe «Ssh» Ha JIoKa/lbHOM KOMITbIOTepe, KOTOpasi BbIBOAUT TEKCT Ha
9KpaH.

Bce koMaH/ibl pab0OTarOT CO CTaHAAPTHLIMU ITOTOKAMU BBOZA U BBIBOJjA M HUUETO He 3HAIOT, O
TOM, UTO OHU BbI3BaHbl AUCTAHLIMOHHO.

TouHo Tak >xe paborana Obl KOMaHza, W ecid Obl cepBep ObuT JlasekKo OT Hac. Bce
riepe/iaBaeMble JlaHHbIe MKU(PYIOTCS, TaK UTO yAaaéHHOe aJMUHUCTPUPOBaHKe Oe301acHo.

ITo ssh mpekpacHo OyayT paboTaTh ¥ MHTEPAaKTHBHBbIE KOMaH/bI, paboTaIye B TeKCTOBOM

pexxuMe. [Insi mpuMepa yCTaHOBMM TeKCTOBbIM (ailyioBbiii MeHemxkep «Midnight Commander»,

KoMaHzol «apt-get install mc». U 3amycTum ero KoMaHZOM «MC»

) Tamn KoMaHaa HacTpoWkw
r<— B S I el NS
. MMa PazMep |BpeEMA NpaBk . HMa FazMep |[BpeMa npasrK
L -BBEF X - ] L A -BBEFX-|CceH &8 2Z2:04
/.cache 4096 (ceH 8 22:40)||/.cache 4096 |ceH 8 22:40
dooconfig 4096 |ceH 8 22:33| |/.config 4096 (ceH 8 22:33
J.olocal 4096 |ceqH 8 22:33| |/ .local 4096 (ceH 8 22:33
/£ .s5h 4096 |Hos 17 23:01||/.ssh 4096 |Hoa 17 23:01
Aowam 4096 (ceH 8 22:44 | |/ .w3m 4096 (ceH 8 22:44
Hauthority Olcen 8 22:49 .Hauthority Ofcen & 2E2:49
.bhash_history 68 [HOoA 17 23:38 .hash_history 68 |HOA 17 23:38
.hashrc S68|(cen 8 22:34 .bashrc S68|ceH B 22:34
.profile 140 |HOoa 19 2007 .profile 140 |HoA 19 2007
.selected_editar 72 cen 8 22:33 .selected_editor 72|ceH 8 22:33
.xsesslon-errors 1232 |ceH 8 22:45 .xsession-errors 1232 |ceH 8 22:45
-BBEEFX- -BEEFPH-
B512M/7555M (BEE) — B512M/ 7555 (BEXE) —
COEEeT: Ha MEAAEHHBX TEPMWHAaAaX HOXET MNOMOYe dAar -sS.
root@debian: ™% _ ("]
T oM oo b M 2 H 1 Mo~ ToaTpaekal@konna E&Ten “ocllHer “or &y aa ™ TeEMeHOMC RSB L < 0 A

LBeT, pamku! U Kak BCé 3TO MpoxoAuT uepe3 stdout?



HNeno B TOM, uro TepMmuHan obpabareiBaer ESC  mocsesoBaTebHOCTH.  JTO
10C/Ie[l0BaTe/IbHOCTH  CUMBOJIOB, HauvHawomuyecs ¢ cuMBona ESC  (335), ymnpasnsomye
TepMmuHaioM. Harmpumep, komanga «echo -e ™033[42;33m Hello"» BriBeger TekcT «Hello»
KpacHbIMM OykBamu Ha 3enéHoM (onHe. EcTb ympapmstoiie 1oc/ie[0BaTelbHOCTH ISt
nepeMellieHUs1 Kypcopa B Hy>KHYHO MO3ULMI0 TePMKHAaa, OYMCTKY SKpaHa U Tak Jaree.

Ho Bepnémcs K mc.

[Tepeiiiém B KaTasor «/etc». [ 3TOT0, UCIIO/b3Ysl KJIABUILLM CTPEJIOK BBEpX U BHU3 BbiOepuTe
KaTasor «..» U HaxxMmuTe «Enter». Mbl nepelyii Ha ypoBeHb Bblllle. B HallleM ciydae 3TO KODHEBOU
KaTaJsioT. MCIOo/b3ysl K/IaBHIIM CTPeJIOK BBEPX W BHU3 BbIOepHUTe KaTasor «..» U Hakmure «Enter»
TeKYIIMM KaTajloroM CTasl «/etC» U Mbl BUIUM €T0 COZiepXKUMOe.

«Midnight Commander» 1mo3BossieT BBOAWUTbH BBINOMHATh KOMaH/bl, TakK, UTO /i INepexoja
MO>KHO OBbIJI0 ObI BOCITIO/Ib30BaThC KOMaHA0M «cd /etc»

Ctrl+O — CkpsiBaet nanenu. B 3Tom pexxuMe y00HO BBITIOHATE KOMaH/[bl KaK B TEPMUHAJIE.
[ToBropHOe HaxkaTre Ctrl+O — mokas3bIBaeT MaHesu.

C noMolpl0 «mC» MOXXHO KONMPOBAaTh M MepemellaTh (pailibl M Karanaoru. [ns storo
niepeiiuTe Knapuieid «Tab» Ha BTOpyo maHesb, BbIOEpUTE HY>KHBIM (haiiyl B HY)KHOM Karajiore u
HaxkmuTe «F5» nmm «F6» (mopckaska B HUOKHEM CTPOKe).

Knasuita «Ins» 1o3BosisieT BblleTUTh HECKOBKO (aii/ioB U KaTasloros.

KnaBuia «F8» ux yzaanut (oCcTopokHee)

KnaBuiiia «F4» OTKpbIBaeT J0BOJIbHO MOIIHbIN PeIaKTOP C MPUBBIYHLIM UHTep(ecoM.

Knasuia «F9» BbIBe/leT MeHIO B KOTOPOM MHOTO IpYyTMX KOMaH[,.

E.c/i puBBIKHYTh, TO PabOTaTh TakK >ke yJ00HO, KaK U B rpaduueckoM (ailjloBOM MeHe/Kepe.
[Tpu 3TOM, Harpy3ka Ha CceTb U MPOLIeCCOP MUHHUMAJIbHas,

s BeIXoga HaxxmuTe KinaBuity F10

Jlnist 3aBepirieHust paboOTHI C yAaIéHHBIM KOMIIBIOTEPOM /laiiTe KOMaHAy

exit

Modknro4yeHue ¢ aymeHmudpukayueli rno Karo4vy

Ecmu BaM TNpUXOAWTCS MHOTO pa3 B JieHb TOAK/IIOUAaThCS K Pa3HbIM cepBepaM (M 10
HEeCKOJIbKO pa3), yZ0OHO MOXXHO HacTpouTb ssh Ha mogkmoueHne Oe3 BBOfa maposisi. MoXeT
TI0KAa3aThCsl, YTO 3TOT MOJX0A — Jbipa B Ge3omacHocTu. Ho He 3abbiBaiiTe, UTO, BBOJUMbIN BaMU
napoib OyzeT TiepefaBaTbCs MO CeTH (MyCTh W 3alTMGPOBAaHHBIM), a €CIM 3/0YMbIIIEHHUK
nozi0epéT Tapoib K BalleMy KOMITBIOTEPY, OH CMOKeT TepexBaTHTh BBOJWMMBIA BaM{ TapO7ib.
[MopK/FOUaTECS >KelaTebHO He Troot, a OOBIYHBIM TIO/b30BaTesieM, NMpU HeoOXOJUMOCTH MOXKHO
TI0/TyUMTh TIOJTHOMOYMSI CyTepIio/ib30BaTesisi KoMaHzouM sudo.

CHauasna copMHupyeM Ha BaiieM paboueM KOMITbIOTepe Tapy K/rouei KoMaH/I0k:



ssh-keygen
[TyThb K (baiiy maposisi 0CTaBUM T10 yMoJTuaHuI0 (HaxkmuTe Enter), maposib He 3a/jaéM.

Generating public/private rsa key pair.

Enter file in which to sawve the key (sroots.sshsid_rsal:
Enter passphrase (empty for no passphrase):

EFnter same passphrase again:

our identification has been saved in Afroot/.sshsid_rsa.
our public key has heen saved in /sroots.sshs/id_rsa.pub.
The key fingerprint is:
Bo:fl1:9d:2f:49:27:73:52:h0:55:9d:42:f0:b3:8d:hS root@debhian
The key's randomart image is:

H—--[RSA Z0d48]----+
| .o, +|
| ..o0.]
| oo, |
| L0 oz |
| 5 . +0.E |
| .o
| * o+ |
| 0 B |
| . |
e —— +

[TepegainiM OTKPBITHIN K/THOU Ha yAa/JEHHBIA KOMIBIOTEp (CHOBA ZIJisi TPDEHUPOBKU TIOAOUIET
Hallla >)Ke BUpTya/ibHasi MaiiiiHa localhost)
ssh-copy-id userl@locaslhost

HOCJIQ,Z[HI/If/’I pa3 BBOAWM I1aPOJIb T10/Ib30BATeJIA userl

root@debian: ™% ssh-copy-1d userl@localhost

Jusrsbindssh-copy-1id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusrsbindssh-copy-id: INFO: 1 key(s) remain to he installed -- if wou are prompt
ed now it is fto install the new keus

userl@localhost's password:

Mumber of keyis) added: 1

Mow try logging into the machine, with: "szh 'userl@localhost
and check to make sure that only the kewyi(s) you wanted were added.

Terepp komaHzga «ssh userl@localhost» ycraHoBuT TOAK/IIOUEHHE OT WMEHH

T10/1b30BareJis user be3 BBO/Jd ITapoOJis.

KonuposaHue ¢haliznos Ha yOasiéHHbIU KOMNIbOMep

Cepsuc sshd no3BosisieT He TOJBKO BBITIO/IHATH KOMaH/bl, HO 1 6e3011acHO KOMMPOBAaTh (haiibl
Ha yZlanéHHbIN cepBep. [I/1s1 3TOro UCIosb3yeTcs KOMaHza «Scp» (secure copy).

CuHTakcuc 3Toi KomaH bl «scp [[userl@]host1:]filel [[user2@]host2:]file2»

Haripumep, 11 TDEHUPOBKH, CKOMUPYeM (hailT «XX.txt» Ha Halll )kKe KOMITbIOTep (HO 10 CETH)

scp /root/xx.txt userl@localhost:~/yy.txt
B [gaHHON KOMaH/le KONHMpOBaHWE OCYIeCTBJSIETCS OT MMEHU TMO/b30BaTess userl B ero

JIOMAIITHUM KaTasior, B YéM Mbl MOXKeM yOeauThCs jaB KoMaHAay «ls -1 /home/user1»

Ecmm Hafo CKOMMpOBaTh HECKO/IBKO (PailjioB, MOXKHO HCMO0/b30BaTh 3HAK TPYMIIOBOW



ornepauuu. B kauectBe file2 ykaxxure karanor. Harpumep,

scp /root/*.txt userl@localhost:~/
ECJ‘II/I HOHa,Z[O6I/ITbCH CKOHPIpOBaTb Karajaor cC HO,Z[KaTaJIOFaMI/I, MO>XHO BOCIIO/JIB30BATLECA

KOHBeliepoM ¢ KoMaH/ioH tar. Pa3beputech, Kak paboTaeT cieayroras KOMaH/a:

MBP-Ekaterina:~ ekaterina$ tar —c /Users/ekaterina/Desktop/cat.jpg /Users/ekaterina/Desktop/wall.jpg | gzip -c - | ssh kate@l1@.37
.129.6 'gunzip -c | tar x'

tar: Removing leading '/' from member names

kate@l10.37.129.6's password:

tar: Removing leading */' from member names

Pe3ep3Hoe KornuposaHue 60/1bWIUX KAMasi0208
[Ipy HeoOXOAMMOCTH KOIKMPOBaTh MHOTO (ailyIoB Jyuille BOCIIO/B30BaThbCSl  MOIIHOM
KOMaH/I0N «Isync»

apt-get install rsync
CkonpyeM ¢ pabouero KOMIbiOTepa KaTasioT /root Ha y/anéHHbIN KOMIIbIOTep (CHOBa IS

TPEeHUPOBKHU MOJOU/IET Hallla >)Ke BUPTyasbHas MalivHa localhost)

rsync -vrtplze ssh --progress --stats --delete /root
userl@localhost:~/backup
Pa3bepure 110 JaHHOMY MOCOOMIO U/ TI0 CTIPaBKe «Man rsync» OMLMU 3TOM KOMaH/bl

roots, configdfmesmoedits
roots, locals
roots, local Sshares
roots, local Sshare/me’
roots, local /zhares/me/Filepos

122 100 7. 94kBA = Q20000 (=Fr#413, to—chk=5/32)
roots, local/zhares/meshistory

400 100%  29,62kBAs Q20000 (=Fr41d, to—chk=4/32)
roots, local/zhare/me/moedits
roots, 2=k
roots, zsh/id_rsa

1,679 1008 109,31kBs 020000 (xfr#15, to-chk=2/32)

roots, zzh/id_rsa,pub

393 10F  25,.59kBAs 020000 (xfr#lB, to-chk=1/32)
roots, g2shdknown_hosts

222 100%  14,45kBAs Q0000 (xfr#4l7, to-chk=0/32)
roots Wi

Mumber of files: 32 (reg: 17, dir: 15)
Mumber of created files: 32 (reg: 17, dir: 150
Humber of deleted files: 0

Humber of reqular files transferred: 17
Total file size: 9,718 buytes

Total tranzferred file size: 9.718 buytes
Literal data: 9,718 bytes

Matched data: O bytes

File list zize: 0

File lizt generation time: 0,001 seconds
File list transfer time: 0,000 zeconds
Total bytes zenti 6,853

Total bytes received: 414

zent 6,358 bytes received 414 bytes 14,544,000 bytes/sec
total zize iz 9,718 speedup iz 1,34

Ecmu Mbl TOBTOPUM 3Ty KOMaHZY, OyZleT CKOIMpPOBaHBI TOJIBKO HOBbIE M M3MEHHBLIMECS

(aiinibl (B OT/IMUMKM OT KOMaH/bI SCP).
[y KOMMpOBaHUSI BPYUYHYIO 3TOTO JOCTaTOYHO. A BOT eC/M MbI 3aXOTHM HaCTPOMUTb
e)KeJHeBHOe KOMMPOBAaHHE 1|eHHOTO Karasora, Nmpo0sieMoil CTaHOBUTCS TO, UTO B TpHBeEHHOM

(opme koMaHza 3ampaiivBaeT naporb. CMOTPUM CIIpaBKy. B crvcke omiuii ecTb mapamerp «--



password-file». Co3naém caiin c maposem rosib30BaTesisi userl ¥ MOBTOPUM KOMaH/ly KOMTMPOBaHUSI:

echo "user1">~/.ssh/rsync.passwd
rsync -vrtplze ssh --delete --password-file=~/.ssh/rsync.passwd
/root userl@localhost:~/backup

:~$ echo "userl=userl"=~/.ssh/rsync.passwd

:~$ rsync -vrtplze ssh --delete --password-file=~/.ssh/rsync.passwd /root userl@localhost:~/backup
The --password-file option may only be used when accessing an rsync daemon.
rsync error: syntax or usage error (code 1) at main.c(1400) [sender=3.1.2]

He nonyumiock. TTpugETCs MOAKIHOUUTBCS K «YHAJTEHHOMY» KOMITBIOTEPY W HAaCTPOUTh
cepBHC «rsyncd»

ssh root@localhost
mcedit /etc/default/rsync
Haxogum mapametrp «RSYNC_ENABLE» u 3ajjaéM 3HaueHue «true». CoxpaHseMm aiin

<F2>, Beixogum u3 pefakropa <F10>
Co3paém (aiin HacTpoexk:

mcedit /etc/rsyncd.conf
3aHOCUM B 3TOT (haiii obIMe HaCTPOKY U onucanue Moay/s «backup-dir»:

log file = /var/log/rsyncd.log
use chroot = no
[backup-dir]
uid = root
gid = root
path = /home/userl/backup
comment = backup folder
read only = no
list = yes
auth users = backup
secrets file = /etc/rsyncd.passwd
hosts allow = localhost 192.168.56.102
hosts deny = *

B mapametpe «auth users» 3aaém rMeHa 10/ib30BaTesiel, KOTOpble MOTYT paboTaTh C 3THUM
KaTtajioroM. JTO He MOJb30BaTeMu linux, 3TO TO/IBL30BaTeNM CIYXKOBI «I'SYNC», TIAPOJIA KOTOPBIX
XpaHATcs B (aiisie, 3a[aHHOM TTapamMeTpoM «secrets filex.

C ocTasbHBIMU TTapaMeTpaMu pa30epuTech 10 ZOKYMEHTAIMU B 3aZJaHHBIX MTapaMeTpax

CoxpansieM (paiin <F2>, bixogum u3 pefakropa <F10>

Cospaém aiin naposen
mcedit /etc/rsyncd.passwd

3anucbiBaeM B Hero CcTpoky «backup:12345» (ums nosb3oBarens=naponb). CoxpaHseM
taiin <F2>, Beixoaum u3 pejgakropa <F10>

OrpanuuriBaeM TipaBa Ha ¢aiin naposei

chmod 600 /etc/rsyncd.passwd
OcTanoch pecTapToBaTh CEPBUC, YTOOBI TPUMEHUTDH HaIlld HACTPOUKU

systemctl restart rsync
systemctl status rsync



i~ mcedit Jetc/rsyncd.passwd

:~% chmod 600 /etc/rsyncd.passwd
:~$ systemctl restart rsync
:~$ systemctl status rsync
® rsync.service - fast remote file copy program daemon
Loaded: loaded (/lib/systemd/system/rsync.service; enabled; vendor preset: enabled)
Active: active (running) since Sat 2019-04-13 22:16:38 MSK; 13s ago
Main PID: 1872 (rsync)
Tasks: 1 (limit: 4915)
CGroup: /system.slice/rsync.service
L1872 /usr/bin/rsync --daemon --no-detach

OTK/IFOUaeMCS OT «y/Ia/IEHHOT0» KOMITbIOTEpa

exit
Ha JIOKAJIBHOM KOMI'IBI-OTepe TOTOBUM q)aﬁﬂ C naponeM M BBITIO/THAEeM KOMaHAy «T" sync»

echo "12345">/root/.ssh/rsync.passwd

chmod 600 /root/.ssh/rsync.passwd

rsync -av --delete --password-file=/root/.ssh/rsync.passwd /root
backup@localhost: :backup-dir

i/var/log$ rsync -av --delete --password-file=/root/.ssh/rsync.passwd /root backup@localhost::backup-dir
sending incremental file list
root/.cache/mc/
root/.cache/mc/Tree
root/.config/mc/
root/.config/mc/inti
root/.local/share/mc/
root/.local/share/mc/filepos
root/.local/share/mc/history

sent 2,190 bytes received 180 bytes 4,740.00 bytes/sec
total size is 11,559 speedup is 4.88

MoykHO KOIMMPOBATH HECKOJIBKO KaTa/IoroB B OAWH MOAY/Ib, [I/id 3TOr'0 I10C/ie UMEHU MOAYJIA

YKd3daTb UM KaTdJjiorad.

rsync -av --delete --password-file=/root/.ssh/rsync.passwd
/home/userl/ backup@localhost: :backup-dir/home-useril
O6paruTe BHUMaHWe, B TIyTH C UCXOJJHOMY KaTaJloTy CTOUT 3aBepiiaroijas «/». CaM Kartayior

«userl» He cO37a/cs, a ero Coflep>KMMoe 3aricanoch B yKa3aHHbIM Katanor «home-userl»

Ecmu TpebGytoTcsi pa3Hble HAaCTPOWKU [/l KOTMMPOBAHUS Pa3HbIX KaTajoroB (Haripumep,
pa3Hble I10/Ib30BaTe/) HaZlo 100aBUTh B KOHGUTYpaIMOHHBIM (aiin «/etc/rsyncd.conf» HOBBIM
MOZY/Tb.

KomaHzy «rsync» yaoOHO WCTOMb30BaTh WM /II1 CO3[j@aHUS PEe3ePBHBIX KOMHU OOJBIINX
KaTasloroB B TIpe/iesiax CBOero KoMribioTepa. KormupyroTcs ToMbKO HOBbIe M U3MEHUBIIUECS (Paiisibl

:~$ rsync -vrtplze --stats --delete /root /home/userl/backup/
sending incremental file list

sent 1,595 bytes received 43 bytes 3,276.00 bytes/sec
total size is 1@,@@@ speedup is 6.11




HacTtpoiika coegnHeHNss BAPTYasIbHOW MalUUHbI C peasibHOA.

[Ipy co3paHuM BUPTYaJbHOM MalllMHBI B TepBOi jabopatopHoi paboTe Mbl OCTaBUTh THII
CeTeBOTO TOJK/IIOUeHUs 10 ymMomuaHuio — «NAT». B 3ToM pe)kuMme Hallla BUPTyasibHasi MallllHA
uMeeT TMOAK/IOUeHHe K VIHTepHeT (Ballero peasbHOTO KOMIIbIOTEPA) HO AOCTYIa K peasbHOMY
KOMITBIOTEPY U JPYTMIM BUPTYyasbHBIM MallliHaM He uMeeT. Tak ke, HeT BO3MOXHOCTH YCTaHOBUTb
coeZiiHeHUe B Balllell BUPTyaJbHOW MalllMHOM M3BHe. [10 CUX MOp HaM 3TOro ObLIO Z0CTaTOUHO.

Terepb Mbl XOTUM HAay4YMTBCS TTOJK/TFOUATHCS 110 C€TH C PeasbHON MaIllMHbI K BUPTYa/IbHOU
¥ Hao0OPOT.

3aBepiivTe paboTy Ballell BUPTyajabHOW MallMHBI (eC/TM OHa 3amylieHa). BoigenuTe Bairy
BUDPTYa/IbHYI0 MAalllMHy W BbIOEpUTE W3 KOHTEKCTHOTO MEHIO0 KOMaHJy «HaCTPOWUThb». Bbigenure
SJIEMEeHT «CeTb».

Kpome NAT, umerorcs ciefyroliyie TUTbI MOAK/THOUYEHUM:

B pexume «CeTeBoii MOCT» BUPTyajibHas MallliHa TOJK/IHOUAeTCs HampsIMyl K CeTH, K
KOTOPOI TIOAK/IFOUEH peasibHbId KOMITbIOTep, TosyuaeT cBod IP azipec M CTaHOBUTCS OJHUM U3
YCTPOWCTB 3TOM CeTH.

B pexxume «BupTyanbHBIN afianiTep XOCTa» CO3JAETCS HOBasl CeTh, K KOTOPOW TOJK/TFOUEHbI
BUPTYya/IbHbIe MAIIMHBI U peasibHbIN KomrbioTep. VirtualBox cam Ha3HauaeT 3TUM ycTpoiicTBam [P
azipeca.

B pexxume «BHyTpeHHsIsT ceTb» CO3/1aéTCsi HOBasi CeTb, K KOTOPOW TIOAK/IFOUEHBI TOJBKO
BbIOpaHHBIE BUPTyasbHble MalllMHbI, HO He CBs3aHHAsi HU C pPeajbHbIM KOMITBIOTEPOM HHU C

peasibHOM CeTbl0. DTOT PeXXUM XOPOLLI [PU HalKMCaHWY BUPYCOB U JPYTUX OINAaCHbIX IPOrpamM.

Tun HJoctyn BM k | Joctyn BM Kk | Jocryn k BM u3 Hoctyn ¢
NMOJK/IIOUeHHNs | JIOKA/IbHOM CeTH | peajibHOMY | JIOKA/IbHOH CeTH peaibHOro
U UHTEepHeT KOMINbIOTEpY KOMIbIOTepa
NAT Ja HeT TpebyeTcs TpebyeTcs
«TIpoOpOC MOPTOB» | «TIPOOPOC TIOPTOB»
CeTeBol MOCT za za Ja za
BuptyanbHblit HeT Ja HeT Ja

aiarirep XoCTa

BHYTPEHHHH CeTb |HeT HeT HeT HeT

Ham Hajo He J/MIIMTBCS [JOCTyrna K WHTEPHETY U IPU 3TOM YCTaHOBUThb COe/lMHEHWe C
peanbHbIM KOMITbIOTepoM. COI/IaCHO TIPUBEEHHOM BbIlIe TAaO/HLIE MOXKHO TOTPOOOBATh PEXUM
«CeteBoil MocT». Ho MbI moiiiém apyrum mnytém. [JobaBuUM BTOpOW CeTeBOM ajanTep Ha Hally
BUPTYa/bHYI0 MallWHy U yCTaHOBUM peXXuM «BupTyanbHblil afanrep xocrta». [ BUPTyaabHOU
MallMHBI 3TO OyZeT COOTBETCTBOBATh YCTAHOBKE BTOPOM CeTeBOM KapThl. Uepe3 IepBbIi CeTeBOi

uHTepdeic Mbl OyZieM UMEThb JOCTYIT B UHTEPHET, a Yepe3 BTOPOM — K peaslbHOMY KOMITbIOTEDY.



BribepuTe B HaCTpPOIKax BUPTYyalbHOW MAIIWHBI BKIAAKY «Agantep 2», TIOCTaBbTe OTMETKY

«BKJTFOUMTE» U BBIOEPUTE THIT TIOAK/TFOUeHUST « BUPTyasibHBIN ajianTep X0CTay.

¥ debian - Hacr poiikn
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CoxpaHsieM HaCTPOVKHM U 3aIlyCKaeM BUPTYa/bHYIO Mall1HY.

Boligurte B crucTemMy Kak «root» U fiaiite komaHay «ifconfig -a»

etho Link encap:Ethernet HHaddr 08:00:27:5f:c6:00
inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.255.255.0
inetd addr: feB0::a00:27ff:fe5f:c600/64 Scope:Link
UP BROADCAST RUMMIMG MULTICAST MTU:1500 Metric:1
R¥ packets:14 errors:0 dropped:0 overruns:0 frame:0
T¥ packets:25 errors:0 dropped:0 overruns:0 carrier:
collisions:0 t<gueuelen: 1000
R¥ bytes:2736 (2.6 KiB) TH bytes:2430 (2.3 KiB)

ethi Link encap:Ethernet HHaddr 08:00:27:c6:99:32
BROADCAST MULTICAST MTU:1500 Hetric:1
R¥ packets:0 errors:0 dropped:0 overruns:0 frame:0
T# packets:0 errors:0 dropped:0 overruns:0 carrier:o
collisions:0 txgueuelen: 1000
R¥ huytes:0 (0.0 B) T¥ bytes:0 (0.0 B

Harm craperii ceteBoit uaTepdetic umeet ums «ethO». Ou monyuwn IP agpec u paboraet. Harm
HOBBIM ceTeBOU HHTepdeiic nonyunn ums «ethl» Ho IP agpec He moayumII.

B debian 9 umena wunTepdeiicor OyayT «ensp0s3» u «ensp0s8». DTW UMeHa CiefyeT
MCTI0/Ib30BaTh BO BCeX KOMaH/jaX ¥ HaCTpOMKax.

HacTtpoum BTOpoii uaTepdetic. [Ins aToro, orpepakrupyeM daiin «/etc/network/interfaces»

ITo ananorum c HacTpoiikamu nHTepdetica «ethO» n06aBUM CTPOKH

allow-hotplug ethl
iface ethl inet dhcp
CoracHo 3To# HacTpoiike uHTepdelic Jo/mkeH OyzeT moayunTh IP agpec aBromatnuecku. Ha

Halllel BUPTYaJbHOW MallliHe, B CETW THIIAa «BUPTYaJbHBIA ajamnTep XOCTa», ajpeca OyaeT
Ha3Hauath VirtualBox.

[Ona cetm B xotopoii Het DHCP cepBepa, (B 4aCTHOCTH, CeTb TuMNa «BHYyTpeHHSs1 ceTb»

VirtualBox), npugéTcst Ha3HaUMTh BPYUHYIO CTaTh4yecKuy aapec. Hanpumep:

auto ethi


https://ru.wikipedia.org/wiki/DHCP
https://wiki.debian.org/ru/NetworkConfiguration
https://losst.ru/komanda-ifconfig-primery-ispolzovaniya

iface ethl inet static
address 192.168.56.102
netmask 255.255.255.0

«[Togaumem» unTepdeiic «ehtl» komanzgoit «1fup ethl»

root@debian:™# ifup ethl

Internet Systems Consortium DHCP Client 4.3.1

Copuright 2004-2014 Internet Systems Consortium.

Fll rights reserved.

For info, please wisit https:/fwww.isc.orgssoftwaresdhops

Listening on LPF/ethls08:00:27:c6:99:372

Bending on LPFAethl s08:00:27:c6:99:32

Fending an Socketsfallback

DHCFDISCOVER on ethl to 255.255.255.255 port 67 interwval 3
DHCPREQUEST on ethl to 255.255.255.255 port 67

DHCFOFFER from 192.168.56.100

DHCPACEKE from 192.168.56.100

bound to 192.168.56.102 -- renewal in 1780 seconds.

[Haiite komaHgay «ifconfig»

Ethil Link encap:Ethernet HHaddr 08:00:27:c6:99:32

inet addr:192.168.56.102 Brcast:192.1668.56.255 Mask:255.255.255.0
inete addr: feB0::a00:27ff:fech:9932/64 Scope:Link

UF BROADCAST RUMMIMG MULTICAST MTU:1500 Metric:1

R¥ packets:37 errors:0 dropped:0 overruns:0 frame:0Q

T¥ packets:10 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgueuelen: 1000

R¥ bytes:6981 (6.8 KiB) T¥ bytes:1332 (1.3 KiB)

B 6noke «ethl» Mbl BUAVMM, Kakod afpec MOSy4Yn/I Halll ceTeBOi UHTepdeiic - «inet addr» =
192.168.56.102

ITo 3TOMY a/ipecy MbI TIOJIyYMM JJOCTYTI C peasbHOM MallIMHBI Ha BUPTYa/IbHYIO.

Ecnu afpec apyroif, He 3a0y/jpTe MEHSITb €ro BO BCeX KOMaH/jaX 3Toi labopaTopHOM paboThI.

[TepeksrounTeCh B Ballly peajibHYI0 MalllMHY, 3allyCTUTe TEPMUHA/ U 1aiiTe KOMaHAy

ping 192.168.56.102
.

Hicrosoft Mindows [Version 6.1.7681]
{¢) Kopnopauwa HamkpocosT (Microsoft Corp.). 2089, Be Mpana J8mHueHb

Awindows\system3omd.exe

C:\Users\Pavel>ping 192.168 56 182

O6xen nacetadd © 192 168.56.102 no ¢ 32 DafiTand paHHbLX:
OreeT o7 192.168.56.182: yncno DaiT:=32 speMAadinc TTL:6Y
OroeTt o7 192.168.56.102: uywcne DaAT=32 opewadimc TTL:=6Y4
OveeT ot 192 168.56.182: uncno GalT:32 spemadinc TTL:=64
J0ToeT o7 192.168.56.182: uywcno BenT:=32 opemaline TTL=64

CraTHcTHes Ping ana 192 _168.56.182:
MaceToB: OTNPEENEHE 5 4, NoAyYeHo 3 4, noTepAHo = 0O
(8% noTeps)
NpubnHanTensHoe BRPEHA NPHEMA-NEpeNaqYH B MC:
HurmHaneHoe = Bucex, HaxcwHanewmoe = B woex,. Cpegmes = 0 Hoew

JC:\WUsers\ Paisel >

OTBETHOHYHEH,3HaqHTCOEAHHeHHGECTh


https://losst.ru/komanda-ifconfig-primery-ispolzovaniya

MopgkntoveHune K Linux us Windows

YoasiéHHoe BbINnoJ/IHeHUe KOMaHo
HOns mnopkmoueHus K Linux 1o mpotokosny ssh w3 Windows wumeercs cBoOOAHO

pacripocTpaHsieMast rporpaMmMa «putty». Ckauaiite

(9]

é co CTpPaHULIbI

«http://putty.org.ru/download.html» (JKmure He GosbIIyt0 3€/IEHYIO KHOTIKY, @ HE3aMETHYIO CCBIIKY

«Ckayvatb PuTTY») 3arpy3urcs apxuB PuTTY-0.66-RU-16.zip pacnakyiiTe ero B 0JHOUMEHHYIO
TarKy ¥ HavauTe putty.exe (B mpuHIHITE, MOXKHO OBIZIO CKaYyaTh TOJBKO €ro U puttygen.exe)

3amycTtuTe «putty.exe» U BBegute IP afipec Hallleli BUPTyaTbHOM MallUHBI.

[>2 HacT poiikn PuTTY E

Pasgene:

[=]- Ceanc | OcHoBHEIE HECTPOWKK ceanca PuTTY |
- HypHan

KommeHTapuiA
E>- Tepwurian Wrn xocTa fmnn IP-anpec) Mopt

- KnaswaTypa [152.168.56.102 [22

- ¥EEgoMNEHUA Tun coemMHEHMA:

- DcoBeHHOCTI . Telnet {* 55H e Raw i Rlogin e Seqal e Cygtem
[=)- Cwro

- BHEWHWA BMA
- Pan || OuncTTs
- MNoEegeHwe
- Kogupoera
- BelgeneHue CoxpanTs
- LlgeToBan cxema

- [ANEpCChINKK VamTs
- MioHKK
B~ Coemrrenve Hoean nanka
- [aHHbIe
- [pakcwk
- Telnet
- Rlogin
- 55H

- ZModem Manka Default
- Serial

r YicawuTe aipec, K KOTOpPOMY XMOTHTE NOAKNHOYKMTECA

_YI'IFIEEJ'IEHHE CeaHCaMK1

Default Settings JarpysuTs

¥oanMTe nanky

YpoBeH: Bhiwe

AR

- Cygterm 2EKPLIEATE OKHO NPW BEOAE:
Bcerpa " Huxorga % Toneko spyuHyio

O Mporpamme | CoemHWTLCR I B HoBOM oKHE | OmaeHa |

B Gyaymewm, ecu Bbl OyzeTe paboTaTh C HECKOTBKUMH CepBepamMu, YToObl He BBOJWTH afipec

KOKAbIM pa3 BBeJuTe HMs CepBepa B TOle «YMpaBieHWe CeaHCaMHW» U Ha)XMUTe KHOMKY
«CoXpaHUTb».

7151 moiK/It0ueHNst HAXKMUTe KHOTIKY «CoeJUHUTBCS».


http://putty.org.ru/get/PuTTY-0.66-RU-16.zip/from/a/mirror
http://putty.org.ru/download.html

53 192.16B.56.102 - PuTTY

Togin as: userl
userl@ls?.168.56.102 " 's password:

The programs included with the Debian GNU/LInux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr//sharesdoc/* copyright.

Cebian GHULinux comes with ABSCOLUTELY MO WARRAMTY, To the extent
permitted by applicable Taw.
Last Togin: Thu Mow 24 23:33:14 2016 from localhost

TouHo Tak ke, KaK B KOMaHfle ssh Mbl BBITIOJIHSEM KOMaH/bl Ha y[aJléHHOM cepBepe, a

pe3yJ/ibTaThl 0TOOpaXkatoTcst B OKHe riporpammbl PuTTY.

AymeHmuapukayusi rno Ksiro4y.
B ToMm e karasnore, rae nexut «PuTTY.exe» neXXuT riporpamMma «puttygen.exe» 3arycTure eé

Y HOKMUTe KHOTIKY «['eHeprpoBaTh».

& [eHeparop wawuel PuTTY b_<|

dain  Knoy  KodeepTauwa  Cnpaska

F.koy
OTEPRTEIA KNy 007 BCTABEKW B $alin authorized_keys ¢opraata OpenSSH:

zzh-rza s
At n B3N zaC po2E At A B Cas A EAgyFdiM sl S TvBLVPOS zgf 30 jsFacHo @ +dla
rM8s1 4fpLNhad5Panlc+ 747 02E [BrwhB Lu b CoThrg2BR =090 FEObum1 D OmY =
TEd 2C80wS xph0 gzB R eFykihG s 3y sU QR wv D ed BOuGEEH Udjseezk) aqBud pPiw

RUBh/ v /BvdhEzBE sl ch3xgi DL M 515k k0 Lel A s5xK O Yrdl jcxadzal/pkBY 1] %

OTneyaror knmoda |ssh-rsa 2048 73:01:52:0d:60:47:6b:f: db44:1 & Faf2 02 P ae

k. OrrEHT apii; | rea-key-20161125

MNaponeHas ppaza: |

MoETOpMUTE Napoe:; |

HefcTEna

EeHEPHPOESTE KAKYEEYD Napy [ [eHEpHPOEATE l
2arpyzHTE CYWECTEYRWME ®ain AWMYHOND KAnya [ BarpYSHTE ]
CoRpaHWTE CreHepHPOEaHHEIE K AHHM DTepemeIi oy ] [ TTH4HEIE Koy ]
Mapar4eTpel

Tun kk¥a 007 FEHERaLMM;
() 55H-1 [RSA) (¥) 55H-2 RSA () 55H-2 DSA

I Ha reHepUpUEtora Enka4a [B G9Tax); 2048

Vcnonb3yst KHOMKU «OTKPBITBIN K/IOU» U «/IMUHBIM KMH0u» co3zpaiTe (aiiyibl OTKPBITOTO U

3aKpPBITOTO KJ/TI0Ua. A elljé CKOMMPYHTe TEKCT OTKPBITOTO K/TF0Ua U3 BepxXHero 1osisi B Oydep obmeHa.
Bosppamjaemcss B okHO «PuTTY». OTKpbiBaeM @aii «» M3 CKPBITOro Karajora «.ssh»

JOMalIlIHero KaTrasiora I10/ib30BaTe/isd KOMEIH,I[OI‘/JIZ

nano ~/.ssh/authorized_keys



ETTE

/home/userl/.ssh/authorized

GNU nano 2.7.4

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDOzM+u05388Qr7MIaaSF
rsa-key AAAAB3NzaClyc2EAAAABIQAAAQEAqYKdjMsI5Xr9YBLVPO®5]zg

BcraBbTe B KoHel] (hatina OTKpBIThIN Karou u3 Oydepa odmeHa (Shift+Ins)
Coxpanure aiin (Ctrl+O)
Beitigute u3 pepakropa (Ctrl+X)
3akpourte PuTTY u cHOBa 3amycrture ero.
B neBom okHe packpoiite 3neMeHTbl «CoemuHeHue», «SSH» u BbIOepUTE 3/1EMEHT
«AyTeHTUUKALUSI» U 3a/laiiTe (Paii TMYHOTO (3aKphITOro Ktoua). CoxpaHuTe KOHPUTYpalHIo.

3

>~ HacTpoikn PuTTY

Fazoene:
= Tept1Han S [1apareTpel YynpagneH4a S5H auTeHTHDME aLMEN
K.naguatypa
UeeqamaeHHa [ ] NonHocTem SNoKHpOBATE AYTEHTHEMEALMIO [Toneko gia 55H-2)
0 cofeHHDCTH [Nok.azkIEATE NPEN-AYTEHTHOMEALMOHHEIA BaHHED [Toneko anA S5H-2]
= JKHO
. b ETOakEI SYTEHT K SLLAM
BHEWHMHEA B0
oy MNpoSoEaTe aUTEHTMGIME ALMIO © MCAONES0BaHHer Pageant
1 MNoBeneHHE [ ] Npotosare ayrertydmeanmo TIS v CryptoCard [S5H-1]
K.oaupoera MpoGOESTE SYTEHTUDME LMD C ' MHTERAKTHEHDN KiaeMaTypel [S5H-2)
BrlneneHue

UEeeToEaA CHem
[MnepCckinkM
MKOHEK
= CoBgMHEHE
I aHHEE
Mpokzu
Telnet
Rlogin
—I- 55H
CAreH K
ppoEaHd
= BUTEHTIHEME
G55AF
TTY
=11
TyHHEM
£ >

[ 0 MNporpardarae

v

MapardaTpbl SUTEHT S K AL

[ | PaspewsTe NEpeHaNpaBneHe areHTa
[ ] PazpelwmTe nonkbmey creHs! HMeH NoneE0earend [55H-2]

B AN © MAYHEIM KOO0 00R 3YTEHT DK LA
Dazop...

CAPUT TS pple

CoeguHMTECA ] [ B HoEOM okHE ] [ OTrieHa

Haxxkmure KHOIIKY «COG,E[I/IHI/ITI)CH», BBeAuWTe HMA I10/Ib30BaATeJId. Hapom; BBOJUTH He

MIpUAETCS.



50 mc [useriicdeh
Togin as: userl
authenticating with public key "rsa-key-20lel125"

The programs included with the Debian GHNUALTnux system are free software;
the exact distribution terms for each program are described in the
individual files in Ausr/sharesdoc/*/copyright.

Cebian GHULinux comes with ABSOLUTELY MO WARRANTY, to Tthe extent
permitted by applicable Taw.
Last Togin: Fri Mow 25 01:51:31 2016 from 192.168.56.101

KonuposaHue ¢halinnos Ha yOasiéHHbIU KOMNbOMep
3arpy3ute c cairta https://winscp.net/eng/download.php nporpammy WinSCP (ccbinka
Installation package) u wuHcTamupyiite e€. BBeguTe ajjpec yAaJéHHOTO KOMIIbHOTEpa, UMsI

T10/1b30BaTe/Isl ¥ COXpaHUTe KOHGUTYypaLUo.

FEX)

G HOBOE Mok nHuEHHe C0E AHHEHHE
MpoTokon Nepesa-H:

SFTP v

MMA xocTa: MopT:
|192.153.5&.102 | | 2 & |

KMA NONE30EaTENA: Maponk:
|user1| | | |

BoHTH l’ 3aKkpeITE ]’ Cnpaeka



https://winscp.net/eng/download.php

HaxxmuTe KHOMNKY «BoliTu» 1 BBeguTe naposib. OTKphIBAeTCSI OKHO B KOTOPOM BbI MOJKeTe
KOIMpPOBaTh (paiibl C JIOKa/JIbHOTO KOMIIbIHOTepa (JieBasi MOJIOBUHA) Ha YJa/JEHHBIA KOMIbIOTEp

(TpaBast 1o/I0BMHA) U 0OpaTHO.

aw user! - user1@192.168.56.102 (2) - WinSCP

NokaneHo EBeibop ®afinel KoMaHAbl CoeAmHEHWE HacTpofkn Cepeep Cnpagka

B &5 O3 cvrxporvsaunn.. Bl 6P ] @ S Ouspeas +  HacTpoike nepeaauk Mo yMomHaHHio - -

&= user1@192.168.56.102| [ userl@192.168.56.102 (Z) |_|;_§' Hosoe cosanHEHHE....

Mo acrm ~ (= (] EEAZ % Os-EF BEME >

bl > bl >

C:\Documents and Settings|adminiMom gokyMeHTE Thomefuserl

lma Pazmep  Tun I; lAma PazmMep | lzmeHeHo
lﬁ " PoamTeneckad nanka 07 lﬁ 24.11.2016 25:27.55
[ 5ecurity Manka c hafinati 07| | [C)backup 25.11,2016 00352
[C150L Server Manageme. .. Manka c dakinari 29 1.pub 1KB 25.11.2016 04411
[Cywisual Studio 2005 Manka c darinarA 29

uﬂMDH PHCYHEH Manka c dakinari 30

hﬂMDﬂ MY3BIka Manka © drafnamm 30

< ' 3| >
OBrz0BEBOHsS CEpeITO: 2 O0BW3468BE0KWs 2 CKpbITO: 5

5y SFTP3 0:00:30

KonuposaHue ¢halinos no npomokosly SMB (Server MessageBlock)

B cyuae, Korzia Ha GO/BIIMHCTBE KOMITbIOTEPOB OpraHu3aiyu ctouT Windows, a Ha Linux
cepBepe Hy)KHble BceM (hali/ibl, yCTaHaBIMBaThb Ha Bce KoMIbiOTepbl «WinSCP» u o0yuaTh
T10/Ib30BaTesiell HepeanbHO. B 3TOM ciyuae, Hafo ycraHoBUTH Ha Linux cepepe cepBuc «smbd» u
HACTPOUTB IOCTYN K HY>KHOU Tarlke.

apt-get install samba
ITyctb, W3 o0OIIeAOCTyIHOTO KaTasora «public» mro6oii mosib30BaTeslb MOXKET 3a0paTh

JIOKYMEeHT, U I0/b30BaTe/d, 3aperMCTPUPOBaHHbIe Ha CepBepe J0/DKHBI MOMYYUTh JOCTYIl B CBOU

JOMalllHKe KaTa/I0oI'u.

HacTtpoiika 06LeA0CTYNHOro Karasora

HactpouMm 0011je[0CTyIHBIN KaTajor «public», U3 KOTOpOro /ir000# Mo/b30BaTe/b MOXKET
3abparb JOKyMeHT.

Cospaém Karanor «public» 1 3anuceiBaeM B HETO TeCTOBBIN (Paii:

mkdir -p /samba/public
echo "test'">/samba/public/test.txt
Cpenaem koruto (aiina KoHpuryparmy (4Tobbl BOCCTaHOBUTD, €C/A UTO):

cp /etc/samba/smb.conf /etc/samba/smb.conf.default
PenakTripyeM KOH(UrypalMoHHbIi daiin «nano /etc/samba/smb.confx»:

B pasgene [global] 3agmaroTcs oOipie HaCTPOWKM [/ BCEX KaTaloroB. PaccMoTpum


https://ru.wikipedia.org/wiki/Server_Message_Block

HEKOTOpble HACTPOMKH, C(OpMUpOBaHHbIE TPU YCTAHOBKE, W BHECEM W3MeHEHHs (ITOMeueHbI
>KUPHBIM IPUGPTOM):
# Vms1 3TOro KoMMboTepa B windows (JJOMUILKMTe 3Ty CTPOKY B Hauasio cekuuu) [global]

netbios name = debian

# Pabouas rpyrina UM JJOMeH, KOTOPOMY IPHUHAJIEXXHUT CEPBEP
workgroup = WORKGROUP

# (paiin npoTokoa
log file = /var/log/samba/log.%m
# YpoBeHb IPOTOKO/TMPOBaHUs (4eM Oosibilie, TeM TopoOHeit). B HOBBIX Bepcusix 3aMeHEH Ha «log
level» (meproguuecku BeIJAETCs peAyIpeKjeHue)
# syslog = 1
log level = 1
[obGaBuMm B KOHell ¢aiisia HaCTPOMKY 0CTYyTIa K KaTanory «public»
# B kBafipaTHbIX CKOOKaX yKasblBaeM KMsl, TIO7l KOTOPBIM Kartasor OyzieT Bu/ieH B IPOBOHUKE
[public]

# KOMMeHTapuii
comment = 06WeAOCTYNHLIA KaTanor

# MyThb K KaTanory (Ha cepsepe)
path = /samba/public

# pa3speliiaeM TOAK/IIOYATHCS Oe3 ayTeHTU(PHUKALUN
guest ok = yes

# 3dlipenjdaeM 3alicChb B KaTajior
read only = yes

CoxpansieM (aiin (Ctrl+0O)
[TpoBepsiem NpaBU/IbLHOCTh KOMaHZoU «testparm»
Breimonnsiem koMaHgy «/etc/init.d/samba restart»

OTOT clieHapHUi pecTapTyeT CepBUCHI:
* «nmbd» - cny>k6a umén (NetBios)

* «smbd» - pefocTaBseT AOCTYN K 3TOMY KOMIIbIOTepY 10 npoTokony SAMBA

B Windows oTKpbiBaeM MPOBOAHUK BBOJUM B CTPOKY afpeca «\\debian» u HaxxrimaeMm Enter

¥ Samba 4.5.16-Debian {Debian)

Marin  Mpaeka Bwa  ksBpanHoe  Cepevc  CnpaBka

. Hasag - ir - ) Mok MarH -
€ J / [

Aapec: j 1\Debian

I mA F.OMMEHTapHFA
e a
\ CeTeBbIe 328844 - i public OfWLEADCTYNHEIA KaTanor
A MpHHTEpLI H thakcbl OTobpakasT yHe YOTAHOEMNEHH, .

.*Z A0B3EMTE HOBRIF 3NEMEHT B
CETEEOE OKDYHEHHE

OtobparkaeTcst CITUCOK CeTeBbIX PeCyPCOB, B TOM UHMC/Ie Hallla rarnka «public»

OTKpoiiTe 3Ty NarkKy 1 yoeAnuTech, uTo (aiia YuTaeTcsi, HO U3MeHeHHe ero 3arperieHo.



HacTpoiika kaTasnioros, orpaHMYeHHOro AocTyna
[anum 1osib30BaTestto «userl» JOoCTy K CBOeMy /IOMalllHeMYy KaTasiory

CHoOBa OTKpbIBaeM KOH(PUIypal[MOHHBIH (haitn «<nano /etc/samba/smb.conf»

PaccMOoTpuM  HeKOTOpble HAacTpPOMKH, C(HOPMHUpPOBAaHHbBIE TPU YCTAHOBKe, U BHECEM
Vi3MeHeHUs1 (TToMeueHbl )KUPHBIM LLIPU(PTOM):

# Ponb cepBepa: KoHTposinep joMeHa, uneH JioMeHa, OT/e/bHbIN cepBep (standalone)
server role = standalone server

# Ilonb3oBatenn SAMBA xpauarca otfenpHO. [Ipy usMeHeHuM mnaposia rnosb3osaresis SAMBA,

6y,qu aBTOMAaTHUUeCKU U3MeHEH MapoJib I10J/Ib30BaTeJId linux
unix password sync = yes

# Bx/rouaeM TIpOBEPKY Tapoist IO MPOTOKOMY «ntlm» (100aBbTe 2 CTPOKH)
ntlm auth = Yes

client ntlmv2 auth = Yes

# Eciv nosib30Bare/ib He TIpoles ayTeHTU(HKALIUO,

# OH MMeeT TOJIbKO TOCTeBOM AOCTYII K 0011[eI0CTYITHBIM KaTaioraM

map to guest = bad user

[TonHBIN CITUCOK HACTPOEK MOXKHO MOCMOTPETh KOMaH 1ok «man smb.conf»

Wiem paszgesn [homes]. TOT pa3gen HacTpauBaeT M0JIb30BaTesiM, 3aperuCTPUPOBaHHBIM Ha
JJaHHOM CcepBepe, OCTYI K CBOMM [IOMAllIHUM KaTaioraMm.

#2OnemeHT «homes» He 0TOOpaXkaeTcsi B IPOBOJHUKE
browseable = no

# [laém nonb3oBarento NpaBo U3MEHSTh Karajior (M3MeHHUTe 3TOT apamMeTp)
read only = no

# username 13 CTPOKM aZipeca «\\server\username» eJUHCTBEHHOeE JIOITyCTMMOe UMl [10/1b30BaTe/Isl
valid users = %S

# Ha HoBbIe (bailyibl ¥ KaTaJloru UMeeT MpaBa TOJIbKO Braesiel]
create mask = 0700
directory mask = 0700

Mo)xHO B06aBUTH KaTasior ¢ JOCTYIIOM K HeMY T'PYIIIbI I0Jib30BaTesieii «exchange_group»:

[exchange]
path = /var/exchange
valid users = @exchange_group
force group = exchange_group
create mask = 0770
directory mask = 0770
writable = yes

CoxpansieM aiin (Ctrl+0O)

[TpoBepsiem NMpaBU/IbHOCTh KOMaHZoU «testparm»
Beimonnsiem komaHgy «/etc/init.d/samba restart»

Y SAMBA cBou nosib3oBarenid. O0s13aTeIbHO HAJ|0 CO3/aTh I10/1b30BaTe/ sl KOMaH 01

smbpasswd -a userl
CIUCOoK Cy1iecTBYIOIIUX Mosb30oBaTesiei SAMBA: «pdbedit -L»



[Tocmotpum, uto nosmyumnock. B Windows oTKpeIBaeM NpOBOZHKK BBOJJUM B CTPOKY ajpeca
«\\debian\userl». 1 Hakumaem <Enter>, BBOAUM HMs TO/Ib30BaTe/si (3aperMCTPUPOBAHHOIO B

SAMBA) u naposib

Marn  Mpagka Bua  MsOpanHoe  CepeMc  Cnpaeka

.\__) Hazan \_.:,l l? 'ﬁ] Makck: H_ NarnkH L

5& 1 debianiuser]

Mogxawye Hve k debian?5

=)
N%

Moakniodenke 1 debian u
Monks0EaTEN:: | £ usert w | K,
Napone: | senng | o«

[ | CoxpaHkTE napont

[ QR ][ OTHEHS ] wh,

Mpunmepsli linux, docmynHbie u3 Windows
YcTaHOBMM BUPTYasibHBIN NpUHTEp 1 niedatd B PDF daiin u caenaeM ero AOCTYMHBIM C
koMmrbtoTepa ¢ OC Windows.

YcranaenuBaeMm PDF nipuHTep U ripoBepsieM ero paboTocriocoOHOCTb.
apt-get install cups-pdf
systemctl restart cups

CMOTpHUM COCTOsIHHE Ouepe/iu reuaTu

lpstat -p -d
Tenaem npobHyo mevats «1p UMA_PANRNA» umm

echo "tekcT gna nedatn" | 1lp -d PDF

ootodebianth:~g systemctl restart cups.service

ootedebian95:~$ lpstat -p -d
npuHTep PDF ceobopeH. BknwyeH ¢ MoMeHTa Bc 12 man 2019 15:30:06
Ha3HaYyeHWe CUCTeMel No yMnnuaHum PDF

jot@debian®sing echo "TekcT gna neyatu" | lp -d PDF
ld 3anpoca PDF-1 (0 da#n.)

tedebian9h:~$ 1s ~/PDF/
_stdln_.pdf

B karanor «PDF» nomaiiHero karasnora nosb3oBarens 3anvcancst PDF daiin ¢ 3agaHHbIM

TEeKCTOM.



CpenaeM Halll IPUHTEpP AOCTYIHBIM I10 CeTH.

nano /etc/cups/cupsd.conf
V3meHsiem 3HaueHHe rapameTpa «Listen»

Listen 0.0.0.0:631
N3mensiem snemenT «Location /»
<Location />
Order allow, deny
Allow From 192.168.56.*
</Location>
CoxpaHsieM (paiis 1 pecTapTyeM CEpBUC

systemctl restart cups
B windows OTKpbIBaeM Opay3ep u repexoum o ajpecy

«http://192.168.56.101:631/printers» (CKOppeKTUpYHTe afipec)
B crnucke gomkeH oTpakatbcs Hail mpuHTep «PDF». IlepeiiiuTe MO CChbIIKe Ha 3TOT
TIPUHTEP, MPOCMOTPHUTE Ouepe/ib MeuaTH, HaJkaB KHOMKY «[1oka3aTb Bce 3afjaHust».

OTU Ke AEﬁCTBHH Hao0 Cae/aThb, YTOOBI OTKPBITh JOCTYII AJId 1e4aTH U3 linux

OTKpbIBaeM /IOCTYT K MPUHTEPY U3 windows, A1t 9TOro oTpeakTipyeM daiin «smb.conf»

nano /etc/samba/smb.conf

Iobasnsiem B cekruio [global]
printing = CUPS
cups options = raw
#--show add printer wizard = yes --M0 yMOJ4YaHWUO
#--printer admin = userl -- ycTapeslee
#--security = SHARE --ycTapeBlee

B cekuun «[printers]» HacTpauBaeTcst JOCTYN K npuHTepaM. [Iisi TPEHUPOBKU AaJyM

IMpaBa IevaraTtb /11 BCex:

browseable = yes
path = /var/spool/samba
printable = yes
guest ok = yes
read only = no
create mask = 0700
guest only = yes
U B cektmu «[print$]» maaum mpaea s 3arpy3Ky JipaliBepa MpHUHTEpa M0/b30BaTesto

«userl». [Ins 3Toro fo6aBbTe CTPOKY:

write list = userl
U nomenstiite «read only» Ha «no»

CoxpansieM aiin

B Hactpoiike «path» 3aman myTh K Katanory c jpaiiBepamu sl YCTaHOBKM Ha windows

(/var/lib/samba/printers). [dagum monb3oBatento «userl» MpaBo Ha 3amuMcCh B 3TOT



KaTaJior

chgrp -R userl printers
chmod -R g+w printers
Pecraprtyem cepBuchI

/etc/init.d/samba restart
B Windows oTkpbiBaemM MpOBOAHUK BBOJUM B CTPOKY afpeca «\\debian» n Haxxrmaem Enter

amba 4.5.16-Debian dehian
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MopgkntoueHue K Windows u3s Linux

lModknroueHue K yoasiEHHomy pabodyemy cmosy Windows
HOCMOTpI/IM, Kakue KimeHTbl RDP umerorcs B CTaHAapPTHOM PDEIO3UTOPUM:

apt-cache search "rdp client"

:~% apt-cache search "rdp client”
freerdp-x11 - RDP client for Windows Terminal Services (X1l client)
freerdp-x11-dbg - RDP client for Windows Terminal Services (X1l client, debug symbols)
libfreerdp-plugins-standard - RDP client for Windows Terminal Services (plugins)
libfreerdp-plugins-standard-dbg - RDP client for Windows Terminal Services (plugins debug)
libxfreerdp-client-dbg - RDP client for Windows Terminal Services (xfreerdp-client debug sy
mbols)

YcranaBnuBaeM «freerdp-x11»

apt-get install freerdp-x11
[TycThb, yTO Ha BUPTyaJbHOM WK peanbHOM KommbioTepe ¢ OC Windows 3aryiieHa ciy»x6a

RDP. Azpec storo kommerorepa «192.168.56.102». 3anyckaeM kiveHT RDP:

xfreerdp /v:192.168.56.102:3389 /size:640x480
W Mpunokenna L uxterm A FreeRDP: 192.168.56.102

A

FreeRD BTS2 160,500 102

Bxog e Windows

Monb30EATEb:

[apane:

[ oK H (OTHEHA HI‘I@aM&Tpm ::::]

[Tocmortpurte cripaBKy 1o «xfreerdp» u nogkatourtech K RDP B 110/IHO9KPaHHOM peXXUMe.

KonuposaHue ¢patinos 8 nanku Windows no npomokosiy Samba
BeIBaeT, Hajj0 3abpaTh WM TIOJIOKUThH (aii1 B Manky Ha komrbiotepe ¢ OC windows. B

paszene «YaanéHHoe ynpapaeHue Winwows» Mbl co3jany nanky «exchange». [Tonyunm poctyn K

Hel u3 linux.
YcranasiviBaeM rakeT

apt-get install smbclient
[TocMOTpUM CIHCOK pecypcoB, [OCTYIHBIX I0/ib30BaTe/t0 «admin» (rofcTaBnsiiTe B

KOMaH/[bl CBOM UMeHa KOMITbIOTepa U TI0/Tb30BaTe/Is):

smbclient -U admin -L //MEL-MHTS



:/var/log/samba$ smbclient -L //MEL-MHTS -U admin
WARNING: The "syslog" option is deprecated
Enter admin's password:

0S=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Sharename Type Comment

IPCS% IPC YpaneHHoid IPC

SharedDocs Disk

exchange Disk

ADMINS Disk YpaneHHslid Admin

C$ Disk CTaHpapTHLIM 0bwM pecypc
0S=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Server Comment

Workgroup Master

:/var/log/samba$ Ji

[MoakmrourMces K 00IIIe0CTYITHOMY KaTasory «exchange»

smbclient -U admin //MEL-MHTS/exchange

:/var/log/samba$ smbclient //MEL-MHTS/exchange -U admin
WARNING: The "syslog" option is deprecated
Enter admin's password:
0S=[Windows 5.1] Server=[Windows 2000 LAN Manager]
smb: \>

O6paTuTe BHMMaHHe, UTO T0/ICKa3Ka KOMaH/bl M3MEHWIACch Ha «Smb:\>» Terepb KOMaH/bI
BBITIO/THSIET «smbclient» 1 koMaH/bI y HeTO cBOM. ITorpoOyeM HEKOTOpbIe U3 HUX:

CospmaguM cBOM Karaior «mKdir XXX»

Y 1oCMOTPHM UTO TOTyUM/IOCh KOMaH/IOM «d1r» - BBIBECTH COZEPKMMOE KaTajiora

Ins BeIXOMA U3 «smbclient» jaaumM KomaHgy «eXit»

:/var/log/samba$ smbclient //MEL-MHTS/exchange -U admin
WARNING: The "syslog" option is deprecated
Enter admin's password:
0S=[Windows 5.1] Server=[Windows 2000 LAN Manager]
smb: \> mkdir xxx
smb: \> dir

D @ Sat Apr 20 21:41:59 2019
. D O Sat Apr 20 21:41:59 2019
XXX D @ Sat Apr 20 21:41:59 2019

2618587 blocks of size 4096. 324772 blocks available
smb: \> exit

:/var/log/samba$ [




[Tocmotpum B Windows coziep)kumoe narnku «exchange»:

& exchange

Marin  MpaBka Bua  WsOpanHoe  Cepevc CNpaBka

QHa3aﬂ < _,f" lj]" f..\JﬂDHEK .7 MankK E

Aapec: |_J Cexchange

A

3amaun ana darnos W nanok A o

j Z034aTE HOEYHD Nanky I

B CnefnenRATe naney & Refie

Ho npopomkumM ocBoeHue «smbclient». KomaHzia «?» BBIBOJUT CITUCOK JOCTYITHBIX KOMaH/;:

smb: \> ?
? allinfo archive backup
blocksize cancel case_sensitive cd chmod
chown close dir du
echo exit getfacl geteas
hardlink help losize led
Link lock lowercase 1s 1
mask md mkdir more
mput newer open posix
posix_encrypt posix_open posix_mkdir posix_rmdir posix_unlink
posix_whoami  print put pwd
q queue readlink rd
recurse reget reput rm
rmdir showacls setmode scopy
stat symlink tarmode timeout
translate unlock vuid wdel
logon listconnect showconnect tcon tdis
tid logoff !
smb: \> |}

[/ IoNy4yeHus1 CIIpaBKH M0 KOMaH/ie Hazio Habpath «? KOMAH/IA».

smb: \> ? put
HELP put:

<local name> [remote name] put a file

Jl71s oTnipaBKY (paiisia Ha yAaéHHbIM KOMIBIOTED MCIO/b3YeTCsl KOMaHia «puty

smb: \> put /home/userl/test.txt test_linux.txt
putting file /home/userl/test.txt as \test_linux.txt (0,0 kb/s) (average 0,

J1J1s1 monyuyeHusi C yAaléHHOTO KOMIIbIOTepa KOMaH/1a get

smb: \> get test_win.txt /home/userl/test_win.tx
getting file \test_win.txt of size 6 as /home/userl/test_win.tx (1,2 KiloByt




Ecmu ycraHoBneHa rpaduyeckasi cpesia, MOXKHO BOCIIO/IB30BaTbCsl OOBIM  (haiiyIoBBIM

MeHekepoMm. [lepes; iMeHeM KOMIbIOTepa Haflo yKa3aTb «smb://»

= smb://MEL-MHTS/

@aiin [paeka Bwgo 2aknagkw [NepelTw MHcTpyMeHTel Crpaeka

AlC. @&~

To4KK BXxoOa - = [= = =
[T Pabo4wii cTon ADMINS C$ exchange  SharedDocs

ﬁ KopanHa

D MprnoxeHWA

|5 [smb:MEL-MHTS/

Ho naket «smbclient» Bcé paBHO HY>KHO YCTaHOBUTb.

MOHmUpOBaHue yaaﬂéHHle Kamasioeos

OmucaHHbIe BbIIIE CIIOCOOBI Y/Ia7IEHHOTO B3aMMO/IEMCTBUSI He TIPUTOAHBI, /i AOCTyIa K
yAanEHHBIM (hakisiaM MporpaMMbl, B KOTOPOI He TIPeZlyCMOTPEHO HMCIOb30BaHHE COOTBETCTBYIOIIUX
npoTOKO/IOB. K cuacThio, B Linux MMeeTcss BO3MOXXKHOCTh CMOHTHPOBAaTh Y/ja/éHHBINA KaTasior, Kak
00bIuHBIH KaTasor Linux

YcranaBnvBaeM nakeT «C1fs—-utils» (B paHHUX BepcHsix MakeT «Smbfs»)

apt-get install cifs-utils
Co3paém MycToi KaTajsor B KOTOPBIM OyzneT oToOpa)kaTbCsi yAanéHHbIN Katasor. OObIuHO,

KaTajlord MOHTHDYIOT B KaTasor «/mnt».

mkdir -p /mnt/exchange
Haxkoner ocymiectsnisieMm MoHTHpOBaHue. (IlogcTraBbTe cBOU MapameTphl)

mount -t cifs
-0 user=admin, password=admin, workgroup=WORKGROUP, iocharset=utf
8 //192.168.56.103/exchange /mnt/exchange

O3HakoMbTECH C Ppa3fenamMd crpaBkk mount w  mount.cifs wu Bxmouute
pacirdpoBKy rapameTpoB KOMaH/bl B OTUET.
[TocmoTpUM, UTO MOMYUYMIOCH

1s /mnt/exchange

:/$ mount -t cifs -o user=admin,password=admin,workgroup=wWORKGROUP //192.168.56.1@3/exchange /mnt/exchange
:/% ls /mnt/exchange/
test_linux.txt test_win.txt xxx

B karasiore orobpaxxaroTcst (aiiibl ¥ Katajaoru Komristotepa ¢ OC Windows.

YT0OBI AE€MOHTHPOBATH HAlll CeTeBOM KaTasior ,qai/’ITe KOMaHAY:

umount /mnt/exchange
Yro0Obl Karajgor aBTOMAaTUYeCKU MOHTHPOBAJICA TIpHU 3darpy3kKe KOMIIBIOTEPAd, 00BIUHO

pekoMeHAyeTcst 00aBUTh B KOHeI] (paiina «/etc/fstab» cTpoky Turma:

//192.168.56.103/exchange /mnt/exchange cifs
username=user, password=passwd, iocharset=utf8 0 0



Ecmu nipy mepe3arpy3ke Hallero KOMITBIOTEDPA, YAA/JEHHBIA KOMITBIOTED OBLT HeJOCTYIIEH,
MOHTHUPOBAHUS He TIPOM30MET. B 3TOM c/1yyae Haslo MOBTOPXUTE MOHTHMPOBaHKEe KOMaH0M

mount /mnt/exchange
O6paTI/ITe BHMMdHHE, UTO YyKa3bIBae€TCA TOJ/JIBKO MM KaTajora. OcTanbHbIe napaMeTphbl

6epyTcs u3 datina «/etc/fstab»

Ho wmbl modaém gpyrum mnyTéM. XoueTcs IIOKasaTb JApyrod criocod aBTOMaTruyueckKd
CMOHTHPOBaTh CETeBOM KaTasor, Jja W BOOOILe BBHITIOJIHUTE HY)KHYIO KOMaH/y TIpU 3arpyske
KOMITbIOTEpa.

Co3pmaém KOH(pUrypaLroHHbIM (aii cepBurca, Hallpumep,

nano /etc/systemd/system/mount-windows.service

U 3amuckiBaeM B 3TOT aiin TekcT ([TofcTaBbTe CBOM MTapaMeTphl):
[Unit]
Description=MoHTMpOBaHMe cepeBOro kKartanora Windows

Wants=network-online.target
After=network.target network-online.target

[Service]

Type=idle

User=root

ExecStart=/bin/mount -t cifs -0 user=admin, password=admin,workgrou
p=WORKGROUP, iocharset=utf8 //192.168.56.103/exchange /mnt/exch
ange

ExecStop=umount /mnt/exchange

[Install]
WantedBy=multi-user.target
3mech «Wants» u «After» roBopsar cucreme, uTo 3amyckaTh CEPBHC HaJ0 TIOC/IE 3aIycKa

cereBbIx Cayk0. «Type=idle» - 3amyctuth u 3abbITh. «ExecStart» - KoMaHJa, KOTOPYH Hafio
BBITIO/THUTG. E.C/TM Ha/[0 HECKOIbKO KOMaH/I, Zo0aBbTe HeCKOMBKO CTPOK «ExecStart».

«WantedBy» - 3aBUCMMOCTH OT Hallero cepuca. EC/IM KakoMy-TO CepBUCY HY’)KEH Halll
CeTeBOM JUCK ero cjeflyeT yKas3aTb B 3TOM IapameTpe.

3aryckaeM Halll CepBUC U TPOBePsieM COZIep’KUMOe KaTasiora:

systemctl start mount-windows.service
1s /mnt/exchange
(baf/'mm ectb. Ocranochb pa3pelnTb aBTOMAaTHUY€CKHU 3dITyCKAThb 3TOT CEPBUC:

systemctl enable mount-windows.service
Hepe3any3HTECb U TIpOBEpPbTE COAEP>)KMMOE KaTdJ/iora:

reboot
1s /mnt/exchange
Ecmu yaanéHHeld KOMIbIOTEp ObUT HEIOCTYTIEH TIPU 3arpy3ke, TOBTOPHUTH TOZAK/IIOUEHHEe

MO>XHO KOMaH/I0M:

systemctl start mount-windows.service



MpunoxeHunna

TekcT sToro pasjena mipefcraBiser coboil repeBoj ¢parMeHTOB CIIPaBKM U3 KOMaH7bI
«man», OTHOCSILIUXCS K Marepuanay JAaHHoro yuebHOro mocobus. JlaHHBIA Marepuan [aét
paciIMpeHHY0 UH(OPMALIMIO TI0 paCCMOTPEHHBIM KOMaH/aM, a Tak »Ke MOKeT UCIOIb30BaThCs [I/Ist

BBITIO/IHEHUA 3aAaHHﬁ, HpI/IBe'E[éHHLIX B TEKCTe.

sshd

Cepauc «sshd» obecrieunBaer:

*  3anMIéHHOe M(PPOBaHHOE COeIMHEHNe

*  YnanéHHoe BbITIO/THEHKe KOMaH[]

» [Ipobpoc craHAapTHBIX TOTOKOB BBOJA/BbIBO/IA

* KonupoBaHue ¢aiisioB MeX/ly JIOKaJbHbIM U yaléHHbIM KOMIbIOTEPOM

*  MoHTUpOBaHUe yanEéHHOU (ailioBOW CUCTEMBI

* IIpobpoc mopToB (TIpsiMOi ¥ 0OpaTHBIN). ITO AAET BO3MOKHOCTH 0€301aCHO HUCTIOIb30BATh
MPOrpaMMBbl, UCTIO/Ib3YHOIIYe He3allUIEHHbINA POTOKOJI epe/jauk JaHHbIX.

e TIIpobpoc X-cepBepa. ObecrieunBaeT yAanéHHOe TIOAK/IIOUEHHe K Tpaduueckomy
uHTep@eiicy Linux

* YmpaB/eHue KIH0uaMH HM(ppoBaHusl.

[To ymonmyanuto cepuc «sshd» ucrionssyer TCP nopr 22.

ssh

ssh [options] [user@]host [command]
Komanga «ssh» ucrionb3yercst A/isi yaanéHHOTO MOJK/IIOUEHUs K Y/jaléHHOMY KOMITBIOTEpY U

BBITIOJIHEHUST KOMaHJ, Ha yAanéHHod MmammHe. OHa obecrieunBaeT 3alljyiljéHHOe IM(pPOBaHHOE
CoeJMHeHue.

Komanga «ssh», B3aumopelicTByeT € cepBucoM «sshd», 3amyieHHOM Ha yAaaéHHOM
KOMITbIOTEpe.

[TapameTpsi:

«host» - ums unu agpec yanéHHOro KOMITbIOTEpA.

«user» - ums nonb3oBarens Ha yAaJléHHOM KOMITbIOTepe

«command» - komaHza, KoTopasi OyzieT BBITIO/IHEHA Ha Y/a/JéHHOM KomrmbioTepe. Ecim
KOMaH/la He 3a/jaHa, 3allyCKaeT Ha yJaJéHHOM KOMIbKOTEpe HWHTeprpeTarop KOMaH[ B KOTOPOM
MOYKHO paboTaTh Kak Ha JIOKaJTlbHOM KOMITbIOTepe.

OCHOBHBI€ OILIMU:

-C - BK/IIOUHTL CXKaTHe Bcex nepeaBaeMbIX AdHHBIX.



-E log_file — /To6aBnstb otnagounyto nHbopmanuio B «log_file» Bmecto stderr

-e escape_char — YcraHaBnuBaeT Ha BpeMsi ceccuM «escape_char» B KauecTBe
yripasssitoijero ESC cumBona. 1o ymomyanuto «~»

-F configfile — 3agaér anprepHaTuBHBIA Qaiin koHurypammu. Ilo ymomuaHHIO
ucrionb3yercss  Gaiin  KoHQUrypauuu  mosb3oBarens  «~/.ssh/configy  wim obmwmit
«/etc/ssh/ssh_config»

-L.  [bind_address:]port:host:hostport — mnepecbulath (mpobpackiBaTh) [laHHBIE,
Hampap/sieMble Ha TOPT «pOrt» JIOKAJIbHOTO KOMITbIOTEpa Ha MoOpT «hostport» yaaneHHOro
KoMIIbtoTepa «host»

-R  [bind_address:]port:host:hostport - mepecbiiath (mpoOpackiBaTh) /laHHbBIE,
HarpaBsisieMble Ha TOpT «hostport» yianeHHOro KomribioTepa «host» Ha MOPT «port» J0KaabHOTO
KOMTIbIOTEepa

-g - Tlo3BosisieT yjaneHHBIM KOMMBOTEpaM TIOAK/IIOUAThCS K JIOKA/IbHBIM TTPOOPOIIIeHHBIM
TOpTaM.

-i identity_file - 3amaét daiin 3akpbiToro kKmoda. Ilo yMoO/M4aHHIO UCMO/b3yeTcs
~/.ssh/id_rsa

-v -vv -vwv — BbIBoj oTnagouHoi uH(popMaiuu. Yem Oonblile «v» TeM TopoOHee
uHpopmarus. [TomoraeT HaiiTi PUUMHBI TTpobJIeM Tpu paboTe C 3TOM KOMaHZOM.

-y — 3anuchiBaTh WH(OPMALIMOHHBIe COOOIIeHHsI JaHHOW KOMaHbl B Syslog BMmecTo

«stderr»

ssh-keygen
Komanga «ssh-keygen» ncrnonb3yeTcs s ynpaB/ieHusi ayTeHTU(PUKALIMOHHBIMUA KJTFOUAMH.
OcHoBHbIe (OPMbI 3TOM KOMaH/IbI:

ssh-keygen [-q] [-b bits] [-t dsa | ecdsa | ed25519 | rsa | rsal] [-N new_passphrase] [-C comment] [-f
output_keyfile]
Co3mare HOBBIM Kou IMdpoBaHMsA U 3amucatb ero B (daiin  «output_keyfilex.

new_passphrase — naposib iJisi 1OCTyTa K K/THOUy.

ssh-keygen -p [-P old_passphrase] [-N new_passphrase] [-f keyfile]
CMeHUTh 1apo/b Ha JOCTYII K K/ITHOUY

ssh-keygen -i [-m key_format] [-f input_keyfile]
CurtaTh He 3amM@poBaHHBIM (aiin 3aKpeITOro (WIKM OTKPBITOrO) Kiawodya B Qopmare,

3a/laHHOM TMapaMeTpoM -, M BbIBeCTHU COBMeCTUMbIA ¢ OpenSSH 3akpbIThbil (MM OTKPBITHIN)
K/IFOU B CTaHJApTHBIN IIOTOK BBIBOZA. JTa OMNLMSA [103BOJISIET UMIIOPTUPOBATh K/IOUU M3 [IPyroro

nporpaMMHOTo obecrnieuenust, @opmar uMmopra o ymoauanuto - «RFC4716».



ssh-keygen -e [-m key_format] [-f input_keyfile]
CuuTarh 3aKpbIThIA WM OTKPBITHIN Ktou OpenSSH u BbiBecTH K/itou B opMare, 3a/laHHOM

napamerpoM -m. [lo ymonuanuto wucrnosnb3yetcss ¢opmar "RFC4716". Orta omnuus Mo3BoJisieT

9KCropTUpoBaTh Kiarour OpenSSH /151 ucnosib30BaHUs APYTHMU MTPOTPaMMaMU.

ssh-copy-id

ssh-copy-id [-f] [-n] [-1 [identity_file]] [-p port] [-0
ssh_option] [user@]hostname
YTunura Asisi KOMMpoBaHUs OTKpBITOrO (TybsimuHoro) Kimoua «identity_file» Ha ymanéHHbIiA

KommnbioTep. 1o yMonmuanuto konupyetcsi «~/.ssh/id*.pub». OTKpBITBIN K/THOU 3arUChIBaeTCst B aidn
«~/.ssh/authorized_keys» B pomalllHWI KaTa/lor I0/Ib30BaTesisl «UsSer» YAaaéHHOro KOMIIbIoTepa

«hostname»

scp

scp [-12346BCpqrTv] [-c cipher] [-F ssh_config] [-1 identity_file]
[-1 1limit] [-o0 ssh_option] [-P port] [-S program]
[[user@]hostl:]filel ... [[user@]host2:]file2
KonupyeT ¢aiisibl MeXXy KOMIIbIOTEPAMHU B CETH.

ITapameTpsl:

«hostl», «host2» - wmMa Wi azpec ymanéHHOrO KoMIbioTepa. EcaM He yKasa,
NI0Jpa3yMeBaeTCsl JIOKaIbHbIN KOMITbIOTED.

«userl», «user2» - umsa nosb3oBartens Eciv He ykasaH, Mojpa3syMeBaeTCsl TeKYLUH
TI0/1b30BaTe/Ib.

«filel», «file2» - abconmOTHBIN WM OTHOCHUTENBHBIN MyTh K (haitny. MO)KHO HMCIOIb30BaTh
T0/ICTAaHOBOYHBIE 3HaKU (*,?,[])

-i identity_file - 3agaér ¢aiin 3akpbiToro kmoda. [Io ymMoIuaHWIO UCIOJB3yeTCs

~/.ssh/id_rsa

rsync

rsync [OPTION...] [USER@]JHOST:SRC... [DEST]
rsync [OPTION...] [USER@]JHOST::SRC... [DEST]
rsync [OPTION...] SRC... [USER@]HOST:DEST
rsync [OPTION...] SRC... [USER@]HOST::DEST
ISync - 3TO OBICTPBIM M HeOOBbIUAaMHO YHHBepCalbHBIH MHCTPYMEHT [/ KOTIMPOBAHHS

¢aitioB. OH MOXKeT KOMMPOBaThb JIOKAAbHO, WM C Y[aJE6HHOTO KOMIbIOTEpA Ha JIOKasbHBbIN
KOMITBIOTED WM C JIOKQJbHOTO KOMIIbIOTEpPA Ha yAaJéHHbIM KomnbloTep. KommpoBaHue
OCYILeCTBJISIETCST uepe3 y/aleéHHbIA cepBUC «Sshd», WK yanéHHbIA CePBUC «ISYNC», WK H00YI0

JPYTYyH0 ynaneHHyro 06o0souky. KomaHzia nMeeT 60sibIioe KOJTMUeCTBO OIHM, KOTOPbIe TO3BOJISIOT



oueHb TMOKO 3a7aBaTh Habop ¢hailyioB s KomupoBaHus. Vcrosb3yeTcs fenbTa aaropyuTM
riepe/jaui, KOTOPbIN yMeHbIlaeT 00beM Tepe/jaBaeMbIX MO CeTH JaHHbIX. OTMPAB/SIOTCS TOJBKO
pas3Inuus MeX/y UCXOAHbIMU (haiinamu U aiinamu, CyleCTBYIOIIMMH B MyHKTe Ha3HaueHMs..

Rsync 1mupoko ucIionb3yeTcst [ pe3epBHOIO KONMMPOBaHUS U 3epPKa/IMpOBaHHUsl, a Takxke
Kak y/ydllleHHas KoMaH/ja KOIMPOBaHUs /11 TOBCeJHEBHOI'O UCII0/Ib30BaHUsl.

Cy1ecTByeT ABa pa3HbIX criocoba /st CBSI3U ISYNC C yjaJeHHOU cucteMoii: Ecu Mexay
MMeHeM KOMITbIOTepa U MyTéM YKa3aH OJWH CHUMBOJ «:» - WCTONb3yeTcs yjanéHHas 000/0Yka
(nanpumep, ssh wiu rsh). Ecmm ykaszaHo «::» - HCIOb3yeTcsi oOpaitieHre K yAaJéHHOMY CepBUCY
«rsync» HarpsaMyto uepes TCP. ITo ymonmuanuro ucrnonssyercs TCP nopt 873

Onuum:

-V, --verbose — BBIBOAUTCSI COKpallléHHast MH(GOPMALIMIO O TIPoLiecce KOMHMPOBaHUS

-VV, BBIBOAUTCS 1opoOHast MH(OpMaLKIo 0 MpoLjecce KOMMPOBaHMUs

-VVV, BBIBOJUTCS OT/a/j0uHas UH(opMarus

-a, --archive Pexxum apxuBa. JKBUBasieHTHO Habopy oriuii -rlptgoD 310 OBICTPBII CIOCO6
CKa3aTh, UTO BbI XOTHUTE PEKYPCUBHO CKOTIMPOBATh MOYTH BCE.

-q, --quiet MO/IaBUThL COODIIeHHS, He CBS3aHHBIE C OIMOKaMU

-c, --checksum - ornpefienifiTh U3MeHWICs 4 (aill Ha 0CHOBe KOHTPOJIbHOM cyMMbI. be3 sToi
OTIL[MM aHAU3UPYeTCs Bpemsi U pa3Mep.

-T, --recursive — Karaioru KonvpoBaTb PeKypCHUBHO

-R, - Otkmouaet (!) ucnosb30BaHUe OTHOCUTE/NbHBIX MyTel K (paiiam. Ecnm 3amaHa 3Ta
ornuus, U B napamerpe SRC koMaH/IbI 33/laH TOJIHBIN MyTh, Nlepe/latoTCs TOMHbIe MyTH K ¢aiinam, U
B L|eJIeBOM KaTajore CTPOUTCS COOTBETCTBYIOLee [epeBO KaTajaoroB. Harpumep, 1o Komasze
«rsync -rR /home/user/work/src/ dest/» B kKatasore «dest» OyayT co3maHbl KaTtanoru «homey», «user»
U T.[.

-b, --backup fenartbs pe3epBHbIe Komvuy (ailioB, UMEIOLUXCS B L[eJIeBOM KaTajiore repej ux
yAajeHheM WA u3MeHeHuWeM. Mcrosb3yeTcsi coBMecTHO ¢  «--suffix» u  «--backup-dir».
--suffix=SUFFIX — 3amaétr npedukc Ay pe3epBHbIX Korui (aiinoB. --backup-dir — 3agaér
KaTaJsior Jijisi pe3epBHBIX KOMUM (aiiioB.

-u, --update MpomnycTUTh (paiisbl, KOTOpble HOBee B 1leJIeBOM KaTasiore

--append 100aBUTH /laHHBIE B 60Jiee KOPOTKYE (aiiibl

--append-verify Kak --append, HO CO cTapbIMM JJaHHBIMU B KOHTPOJIbHOU cymMe (hatina

-d, --dirs mepeHocsaT Karasoru 6e3 pekypcuu (6e3 1o [KaTaaoroB)

-1, --links konupyeT cuMBO/IMUECKHE CCbUIKU KaK CUMBO/IMUECKHe CChUIKU

-L, --copy-links npeobpa3yeT ciMBOIMYECKYIO CCBITIKY B pepepeHTHBIH (haii Ui Kataaor

--copy-unsafe-links mpeoOpa3yroTcsi TOTIBKO CHMBOJIMYECKHE CChITIKM «unsafex»



--safe-links UrHOpUpYIOT CUMBONMUECKHE CChIIKK, KOTOpble YKa3bIBAlOT 3a Tpejesbl
MICXO/IHOTO JlepeBa

--munge-links munge o6patuMo mpeobpa3yeT CUMBOJIbHbIE CCBUIKHM, 4TOOBI CZiesiaTh HX
Gonee Oe3oracHbIMK (HO HENPUrOAHBIMHU /ISl HMCIIOb30BaHMs). OTO TIO/NI€3HO, €CIU Bbl He
[loBepsieTe UCTOYHUKY JlaHHbIX.

-k, --copy-dirlinks mpeo6pa3yeT cuMBO/IMUECKYIO CCBHUIKY B KaTasior B LIeJIeBOM KaTasiore.

-K, --keep-dirlinks o6pabaTbiBatoT CHMBO/IbHBII KaTalor Ha MPUeMHHKe KaK KaTasor

-H, --hard-links coxpaHsitoT )KeCTKUe CChITKA

-p, --perms coxpaHsThb [paBa J0CTyIa.

-E, --executability coxpaHuTb npr3HaK KcnonHseMoro ¢aiina.

--chmod = CHMOD 3azaBats npaBa fjocTyna K (aiiny 1 / Uiau Kataaory

-A, --acls coxpansite ACL npaBa gocTyrna (mogpa3syMeBaeT HaJluue --perms)

-X, --Xattrs COXpaHsTb paclIMpPeHHbIe aTPUOYThI

-0, --OWNer COXpaHATh Bajesblia (paiiioB 1 KaTanaoros (TOMLKO JJist CyIeprio/ib30BaTeisi)

-g, --group COXpaHsTh IPyIIIy

--devices coxpaHuTb (hailyibl YCTPOUCTB (TOMBKO JJIs1 CyTIepIio/ib30Bareris)

--copy-devices KOMMPOBaTh CO/ieP)KUMOe (PaiijIoB yCTPOKCTB KaK OObIUHBIN (hatiibl

-D 10 ke, uto --devices —specials

-t, --times cOXpaHUTb BpeMsi MOAUGbUKALIUU

-0, --omit-dir-times rporyckarb KaTajoru u3 —times

-J, --omit-link-times mpomycuTh cCUMBOIMYECKHE CChITIKM U3 —times

--super TOBOPWUT TIPUEMHUKY UTO OyAyT BBINIOMHATECS [€MCTBUs, XapaKTepHbIe [ist
CyTiepriosib3oBaTeJisi (CMeHa B/a/ieiblia U TPYTIIIbI)

--fake-super xpaHuTb / BOCCTaHaB/IMBATh IPUBU/IETPOBaHHbIE aTPUOYThI, UCIIOb3Ys Xattrs

-S, --sparse 3¢ hekTHBHO 00pabaTbiBaTh pa3pekeHHbIe (haliibl

--preallocate BeiieUTh (aiiibl dest Tiepes 3anMChi0 UX

-n, --dry-run BbITIOJIHUTH NMPOOHBIH 3aryck 6e3 u3MeHeHUH

-W, --whole-datin konupoats aiisb 1je koM (6e3 anroputMa delta-xfer)

-X, --one-file-system He mepecekatb rpaHuIIbI (haiioBoOIM cUCTeMBbI (TIpH 00pabOTKe CChINIOK)

-B, --block-size=SIZE mnpuHyauTeNbHO YCTaHOBUTh (UKCHPOBAHHBIA pa3Mep Osoka
KOHTDPOJIbHOM CyMMBbI

-e, --r1sh=COMMAND yka3aTh ygaseHHyl0 O0O0OJIOUKy /s WCIOJb30BaHUSI M 3aJaThb
rapaMeTpsbl e€ 3arycka.

--rsync-path=PROGRAM yka3arb BbINIONHseMbINA (ails1 rsync J/s 3arycka Ha yzaaeHHOU

MalllrHe



-existing - 3arpeTUTb CO3/laHKe HOBBIX (Pail/IoB Ha MPUEMHUKE

--ignore-cyIiecTByOIL[He TPOIMYCTUThL 0OHOB/IEHUs (DaiiioB, KOTOPbIE Y)Ke CYIIeCTBYIOT Ha
TIpreMHUKe

--remove-source-files sender yznansieT cMiHXpoHHU3UpOBaHHbIe (aitibl (He-dirs)

--del - iceBgoHuM A1s1 --delete-Bo Bpemsi

--delete - ymanuTh U3 1jesieBoro Karasnora Te (aiisibl, KOTOPBIX HET B MCXOJHOM Karasore
(ynmHMe aiisbl)

--delete-before ymansaTe viHMe daiiiel TIepe] riepefadueii, a He BO BpeMst

--delete-during — Ynanuth nuiiHue daiibl B poljecce nepeaaunt

--delete-delay — HatiTu B mporjecce nepefiauu JiuiiiHue aiisibl, U MOC/e yAaauTh UX.

--delete-after — Ypganuth uiiHMe Qaiiibl IOC/e repeaun

--delete-exclude - Takxe ynansieT daiinbl, 3a/jJaHHbIe OMLUeN «--exclude»

--ignore-missing-args UTHOPUPOBATh OTCYTCTBYIOIIME UCXOJHbIE apI'yMEHThI Oe3 OImboK

--delete-missing-args yganuTh OTCYTCTBYIOL{ME HCXOZAHble apryMeHTbl U3 IIyHKTa
Ha3HauyeHusl

--ignore-errors - yaassiTh, Ja’ke eC/I eCTh OIIMOKN BBO/ja-BhIBOZA

--force - mpuHyAUTeNBHO yAAMIUTE KaTalory, 1aXke eC/id OHU He MYCThI

--max-delete = NUM He yganstsb 60sbiiie uem NUM catinos

--max-size=SIZE He nepezaBath (aiiibl pa3mepom 6osibiiie SIZE

--min-size=SIZE He nepenaBaTh ¢alisbl pasmMepoM MeHblile SIZE

--partial coxpaHUTb YaCTUUHO Tepe/iaHHbIe (haii/bl

--partial-dir=DIR nomecTuTh yaCTUYHO NepesiaHHbI (aiin B DIR

--delay-updates moMecTUT Bce 0OHOB/IeHHBIe (haiiibl HA MECTO B KOHI[e Tiepeiaun

-m, --prune-empty-dirs ybpark mycTble LIeTI0YKH KaTaJo0roB U3 CITUCKa (aiiioB

--numeric-ids He oToOpaskaeT 3HaueHus uid / gid Mo ¥MeHU MoIb30BaTesIst / TPYIIIbI

--usermap=STRING HacTparBaemoe 0TOOpakeHHe UMEHH I10/Ib30BaTesIst

--groupmap=STRING nosib30BaTe/IbCKOE COMOCTaB/IeHUEe UMEHU TPYTITIbI

--chown=USER:GROUP conocTtaBneHre NpoCTOr0 UMeHU M0/Ib30BaTe st / TPYIIIbl

--timeout=SECONDS ycTaHoBUTbL BpeMs 0K aHUs BBOJaA / BbIBOJA B CEKyH/ax

--contimeout=SECONDS ycTaHOBUTL BpeMsl OXWUAAHUS TIOAK/IIOUEeHUS] K YIaJIEHHOMY
cepBuCy (B CEKyH/1ax)

-1, --ignore-times He mpomnyckark ¢alibl, KOTOpble COOTBETCTBYIOT pa3Mepy M BpeMeHH!

--size-only mpomnycTuTh ¢aiiibl, KOTOpble COOTBETCTBYIOT 10 pa3Mepy

--modify-window=NUM cpaBHUTb BpeMsi MOJU(PUKALIUN C TIOHWKEHHOW TOYHOCTbHIO

-T, --temp-dir=DIR co3z1aBate BpeMeHHbIe (aiisibl B Katanaore DIR



-y, --fuzzy HaiiTu moxoxwuii ¢haiin asist 6a3bl, ecm HeT (atina dest

--compare-dest = DIR Tak>ke cpaBHHBaeT rojiyueHHsle ¢aiiibl oTHOCUTenbHO DIR

--copy-dest=DIR —//-- 1 BK/ItOYaTh KOMMW HeM3MeHeHHbIX (halisioB

--link-dest=DIR >xecTkast ccbika Ha ¢atinbl B DIR, ecii 0HU He M3MeHeHbI

-Z, --COMpress CKaTh JjaHHbIe (paiisa BO BpeMs repejauut

--compress-level=NUM $BHO yCTaHOBUTb YPOBEHb CXKAaTHsI

--skip-compress=LIST nponyctuTe ckatve ¢ainoB ¢ cyp@ukcamu, Nnepeyrc/ieHHbIMUA B
LIST

-C, --cvs-exclude aBTomMaTryeCcky UTHOPYPOBATh (aiisibl Tak xe, Kak CVS

-f, --filter=RULE n06aBuTh rpaBuio ¢GuabTpayuu (aiios

-F 1o e, uro —filter="dir-merge/.rsync-filter' u —filter="-.rsync-filter'

--exclude=PATTERN wuckntouuTts aiinbl, coorBeTcTBytOIMe PATTERN

--exclude-from=FILE uckmounts daiiibl, mabaoHbI KOTOPBIX NepeurcieHsl B (daiiie FILE

--include=PATTERN He uckstouats ¢aiiibl, coorBercTBytoie PATTERN

--include-from=FILE He uckstouats ¢haiisibl, 111a610HbI KOTOPHIX repeuniciensl B FILE

--files-from=FILE uuTath CIiicoK MMeH UCXOJHBIX (haiiioB u3 FILE

smb.conf

@aiin smb.conf siBnsiercss dalinom koHpuUrypauuu s raketa Samba. [TosHoe orvcaHue,
COOTBETCTBYIOIIlee Bailleli Bepcud Linux MOXKHO MOMy4YuTh KOMaHAoW «man smb.conf». B ganHom
pasziesie TIPUBE/IEHO TOMBKO 00IIjee OmMrcaHWe CTPYKTYPhI ZaHHOTO (haiina. OCHOBHBIE TlapaMeTphbl
TakK ’ke MpUBeZieHbl B pa3zene «KomnvpoBaHue (halinoB 1o nporokony SMB» 1aHHOTO PYKOBOZCTBA.

daii1 COCTOUT U3 pPa3ZiesioB U NapaMeTpoB.

Pa3fen HauMHaeTCs C Ha3BaHMS pa3jiefia B KBaJpaTHBIX CKOOKax M TIPO/I0/KaeTcs A0 Hauasaa
CleyIOLIEero paszera.

Pa3zensl copepykaT napaMeTphl B hopMare: «uMMsl = 3HaueHHe»

Nmena pa3zenoB v rapaMeTpoB He UYBCTBUTE/IbHBI K PETUCTPY.

TonbKO MepBbIl 3HAK PAaBEHCTBA B TlapaMeTpe SB/IeTCS 3HAUMMBIM. TIpoben o wiv mocie
TIepPBOTO 3HAaKa paBeHCTBAa OTOpackiBaioTCs. HauasbHble, KOHeUHble W BHYTpPeHHHe Mpobesbl B
MMeHax pa3/ie/ioB U TlapaMeTpOB He UMEIOT 3HaueHus. Beyiuii 1 KoHeuHble TIpo6esbl B 3HaUEHUH
rapameTpa OTOpachIBatOTCs. BHyTpeHHU npobes1 B 3HAUEHWH TTapaMeTpa COXPaHSIeTCsl.

Jlrobasi CTpoOKa, HAUMHAIOMIASACS C TOUKM C 3amsTOM «;» WIM CHMBOJIA Xella «#»,
WUTHOPHUPYETCs, TaK >Ke KakK U CTPOKH, COJIeprKallife TOJLKO MPo0e/ibHbIe CUMBOJIBI.

JIrobast cTpoka, OKaHUMBAOIIASICS Ha «\», MPOAO/DKAETCS Ha C/IeAyIoIlell CTPOKe 0OBIYHBIM

criocobom UNIX.



3HaueHUs, CIeAYIOIe 3a 3HAKOM paBeHCTBA B TapaMeTpax, IMpeJCTaB/siOT co00i b0
CTPOKy (6e3 KaBbIUek), MO0 JIoTMUecKoe 3HaueHHe, KOTOpoe MOXKeT ObITh /JaHO Kak yes / no, 1/0
wii true / false. Peructp He MMeeT 3HaueHWs B JIOTMUECKUX 3HAUeHUSIX, BaK€H B CTPOKOBBIX
3HaueHUsIX. HekoTopble 3/1eMeHThI, SB/ISIOTCS YMC/IOBBIMU.

Kaxeiii pazgen B (haiiie koHburypaiuun (kKpome paszena [global]) ommchiBaer o6rmmid
pecypc. VImsi pa3zena - 3To uMsi 001Iiero pecypca, a apameTphl B pa3jiefie Onpe/esistoT aTpruOyThI
pecypca.

NmeeTcss Tpu crelyanbHbIX pasgena, [global], [homes] u [printers]. [Tpouue pa3zesbl
Ha3bIBAIOTCS OOIUMH.

OOmuii pecypc COCTOUT W3 KaTajora, K KOTOPOMY TIPe/I0CTaB/IsIeTCsl JOCTYTI, U OMUCAHUS
TipaB [I0CTYyTIa M0JIb30BaTe/0 CepPBUCa.

Paszensl MOryT OBITh Ha3HAUeHbI «TOCTEBBIMH», B 3TOM CJiyuyae /s JOCTyNa K HUM He
TpebyeTcsi mapoJib.

[lpaBa pocTyma, TMpejoCTaB/isieMble CEPBUCOM, MAacCKHMDYHOTCS TpaBaMd  JOCTYIIa,
TIpe/IoCTaB/IeHHBIMU yKa3aHHOMY W/ TOCTeBOMY Tojib3oBaTesito Linux. CepBUC He MpejoCTaB/sieT
OosibIlle OCTYyTIA, YeM MO3BOJIEHO MT0JIb30BaTeTIO.

CnenuanbHble pa3febl:

[MapameTpsl B pa3zene [global] mpumeHsitoTcsi K cepBepy B 1[e/lOM WM  SIBJSIFOTCS
3HaueHWsIMU TI0 YMOJTYaHUIO /IJIs1 pa3zie/ioB, KOTOPbIe He OTpe/ie/isitoT KOHKPeTHbIe 37IeMeHTHI.

Ecnu B aiin koH(Urypanuu BK/IOUEeH pasfies 1oJ, Ha3BaHWeM [homes], cepBrc MoxeT Ha
JIeTy CO3[aBaTb PeCypChl, MOAK/IIOYAIOIIME KIUEHTOB K MX JIOMalllHUM KarasoraM. [lapameTpbl
Takoro pecypca GepyTcst u3 paszgena [homes]. Vimsi pecypca cOOTBeTCTByeT UMEHH I10/Ib30BaTeIsl.
3aziaéTcsi MyTh K JOMalllHeMY KaTasiory IoJjib30BaTelisl.

HekoTopbie mapamMeTpsbl:

netbios name - ycranasnuBaet nms NetBIOS, noz koTopeiM u3BecTeH cepBep Samba. I1o
YMOJIYQaHHIO OH COBMajiaeT C IepBbIM KoMroHeHTOM DNS-umeHM xocra. MakcuMmanbHasi [jIiHa
rMmenu NetBIOS cocrasnsgeT 15 CHMBOJIOB.

workgroup - onpeziesnsier, B Kakoii paboueii rpymme OygeT oToOpa)kaTbCsi Balll CepBep IpH
3anpoce kivMeHTaMu. OOpaTuTe BHUMaHKe, UTO 3TOT MapaMeTp TaKXKe YIpaB/sieT UMEeHeM [OMeHa,
MCTI0/Ib3yeMbIM C TTapameTpoM security = domain. ITo ymonyanuto: WORKGROUP

log file - Drta orus 1Mo3BosisieT BaM TepeorpesiesuTh UMs (aiina >xypHasia Samba. Tlo
YMOJ/TUaHHI0 — He 3a/1aHo

log level YPOBEHb KJ/IACC:YPOBEHb KJ/IACC:YPOBEHS ... 3nece YPOBEHbD -
ypoBeHb OTaZiku (1o ymosmuanuto 0 - He mpotokonupoBath). K/JTIACCHI: all, tdb, printdrivers,

lanman, smb, rpc_parse, rpc_srv, rpc_cli, passdb, sam, auth, winbind, vfs, idmap, quota, acls,



locking, msdfs, dmapi, registry

path - karasior, K KOTOpOMY TI0/Tb30BaTesT0 CTyKObI IO/KeH ObITh MpeAoCTaB/eH AoCTyr. B
C/lyuae CepBHCOB JIJIs T1e4aTH, 3TO Ijie JaHHble redyaty OyayT Oydepr3oBaHbI Mepe] OTIpaBKOW Ha
XOCT JIJIS1 TIeYaTH.

server role - 0CHOBHO pe>kuM paboThI cepBepa. auto (3HaueHHe TI0 YMOTYaHHIO) - TIPOCTOMN
(halinoBbIit cepBep, KOTOPLIH He MOK/I0UeH HU K KakoMmy foMeHy. STANDALONE - B aBToHOMHOM
pPeXXHMe K/IMeHT [JOJDKeH CHauajia BOWTH B CUCTEMY C [leHiCTBUTE/bHBIMU UMEHeM I10J1b30BaTesisl U
naporeM (KOTOpble MOTYT ObIThb COMOCTaB/eHbl C TIOMOIIBIO TapaMeTpa «username map»),
MEMBER SERVER - B s3Tom pexxriMe Samba ronbITaeTcsi IpOBEpUThL UMsI [10/1b30BaTe/1s / aposib,
riepesiaB ero B KOHTposuiep foMeHa Windows i Samba, TOYHO Tak ke, Kak 3To c/jesiaeT Windows
Server. O6paTuTe BHUMaHUe, UTO [JOJDKEH CYIIIeCTBOBATh JIeHCTBUTE/IbHBIN T0/b30BaTeib UNIX, u
yueTHasi 3anvchk Ha KoHTposuiepe aomeHa. CLASSIC PRIMARY DOMAIN CONTROLLER —
3arycKaeT K/IacCHUYeCKUWd IepBUYHbIM KOHTpo/utep gomeHa. CLASSIC BACKUP DOMAIN
CONTROLLER — 3anyckaeT K/lacCUYeCKU pe3epBHbIM KOHTposuiep JAoMeHa. ACTIVE
DIRECTORY DOMAIN CONTROLLER - 3anmyckaeT Samba B KauecTBe KOHTpOJ/uiepa JlOMeHa
aKTMBHOI'O Karasora, NpejoCTaB/ss yC/Iyrd BXOfia B CUCTeMy /s KiueHTOB Windows u Samba
ZioMeHa. JTa porb TpebyeT 0cob0ii HaCTPONKU

unix password sync - DJTOT JIOTMUeCKWM TapaMeTp oOrpejesseT, MbiTaeTcsa Ju Samba
cuHXpoHK3upoBath napoib UNIX c maposnem SMB npu usmeHeHuu 3amm@poBaHHoro naposis SMB
B (baiine smbpasswd. [1o ymomyaHuto - «no»

ntlm auth - 3ToT Mapametp ompezenset, Oyzer s smbd TBITaTECS ayTeHTU(GUIMPOBATH
To/Ib30BaTesiel, UCIob3ys OTBeT C 3amM@poBaHHbIM naponeM NTLM. Ecmu sTtor mapamerp
OTK/TIIOUeH, K/IWeHT Ao/bkeH OyzeT ormpaBuTh xouI maposisi lanman win orBer NTLMv2. Ilo
YMO/TYaHHUIO «N0O»

client ntlmv2 auth - Ecnu BkmoueHo, OyayT oTripasieHs! Tobko oTBeTel NTLMv2 u LMv2

(ob6a ropa3szo 6osee Ge3omnacHbie, ueM B Oojiee paHHUX BepCHsixX). I10 yMOTUaHHIO «yes»

guest ok - Eciu 3TOT mapaMeTp MMeeT 3HaueHHe «yes», TO [yIsl TOZAK/IoUeHUst K Ciiyxbe
naposb He TpebyeTcs. ByzeT ucronp30BaThCst MOTHOMOUHS YUETHOW 3aryCH TOCTSI.

map to guest — «Never» - 3ampochbl IOAb30BaTe/lsl Ha BXOZ C HEBEPHBIM Iapojem
OTK/IOHSIOTCs. Vcronb3yeTcst o ymonuaHuto. «Bad User» - BxoJ Tonb3oBaTesisi C HeBEPHBIM
rapoJjieM OTKJ/IOHSIeTCSl, eC/Id TOJbKO MMs I0/b30BaTe/isl He CyLIecTByeT, U B 3TOM CJyyae OHO
paccMaTpuBaeTCsl KakK TOCTeBOW JIOTMH M OTOOpa)kaeTcss B TOCTeBOM yueTHOW 3armmcu. «Bad
Password» - 03HauaeT, UTO JIOTMHBI I10JIb30BaTe/ieli C HeBEPHBIM TapoJjieM pPacCMaTpPUBAKOTCS Kak

rocTeBble M OTOOpaXKarOTCsi B rocTeBou ydeTHoi 3armcu. «Bad Uid» - joruHbI monb3oBaTesieit



yCHelHO TPOLUIM ayTeHTU(HUKALMo, HO He WMEeKT [JelCTBUTENbHOW YyUeTHOW 3aruvcu
niosib3oBaresisi Unix /[o/pkeH ObITh COMOCTaB/IEH C OTIpe/ie/IeHHOM YUeTHOM 3aMrChbi0 TOCTSI.

valid users - crvcok rosb30BaTesiell, KOTOPbIM pa3pellleH BXOf, B 3Ty ciyx0y. VMMeHa,
HauMHaoLecs C (@ 03HauyaroT FPYMIIbI [10/Ib30BaTesien.

read only - Ecimu 3T0T mapameTp uMMeeT 3HaueHHe «yes», TO TIO/Ib30BaTed CIy>KObI He
MOTYT CO3[jaBaTh WA W3MEHSTH (ailyibl B Karasore ciykObl. OOpaTuTe BHHMMaHuWe, 4To C/Tyx0a
neuaty BCEI'JIA pa3peruaet 3anuch B Katanor. [To ymonuanuto read only = yes

writable — rmapametp, o6parHbIii read only

write list - criicok mosib30Bareneld, KOTOPbIM MPeAOCTaB/IeH [JOCTYM [/l UTeHUs U 3alrCH.
NmeHa, HauMHaroMecs € (@ 03Ha4aroT TPYNIbI M0/Ib30BaTe/Ieu.

browseable - OTor nmapametp oripezesnsieT, OyzeT ik 3TOT 0OLMI pecypc 0TOOpaXkaThCsi B
CIIMCKe [JOCTYMHBbIX OOLIMX pecypcoB B CeTEBOM IPeACTaB/leHWHM M B COMCKe mpocMmortpa. Ilo
yMo/yaHuro: browseable = yes

create mask — TIIpu cosmanum daiina, paspemenus Windows mpeoOpa3syoTcs B
paspemienusi UNIX, a 3arem, BbimonHsieTcsi o6utoBoe AND ¢ pa3pelieHUsiMU T10/Ib30BaTesis
UNIX. ITo ymonuanuto = 0744

directory mask - Ilpu co3manuy karasora, paspeineHusi Windows rmpeobpa3syrorcsi B
paszpemenusi UNIX, a 3artem, BoimosHsiercss modoutoBoe AND c pa3spelieHWssMU TI0/Ib30BaTess
UNIX. ITo ymomuanuto = 0755

force group - ums rpyrmer UNIX, KoTopoe OyzieT Ha3HaueHO B KaueCTBe OCHOBHOM TPYIIITBI
10 YMOJTYaHHIO /JIs1 BCEX T0/Ib30BaTesel, TOJKTI0YAI0IIUXCsS K 3ToH cy>kOe. Bce HOBbIe daiibl 1
Katasiory OyayT MpUHA//Ie)XaThb 3TOM IpyTIIe.

printing - OTOT mnapaMeTp ompeZenseT, Kak HWHQOpPMaLUs O COCTOSIHUM TpUHTepa
VMHTEepIpeTUpPyeTCs B Baillell cucrteMe. B HacTosiijee Bpems nogzepkuBaercsi: BSD, AIX, LPRNG,
PLP, SYSV, HPUX, QNX, SOFTQ, CUPS u IPRINT.

cups options - Bam ciieiyeT yCcTaHOBUTBb 3TOT NapaMeTp paBHbIM raw, eciu ¢aiin error_log
Baiiero cepeepa CUPS cozepsxut coobirenus, «HemnogaepxuBaembiii ¢popmar« application / octet-

stream »» TIpU MeuyaTu U3 KiveHTa Windows yepe3 Samba.

xfreerdp

xfreerdp [file] [options] [/v:server[:port]]
[MoakmouaeTcst K yanéHHOMY paboueMy CTOJTy cepBepa «server» 1o rnpotokony X11 (RDP)

[To ymonuanuto ucrnons3yet ropt 3389
Onuwmu:

/v <server>[:port] — 1Ms U1y ip azipec cepsepa, a Tak >ke MopT



/w <width> — 3ayaét mmpuHy pabouero CTosa B TTUKCEJISX
/h <height> — 3amaéT BbiCcOTy pabouero cTosa B TMKCeIX

/size <width>x<height> - 3agaét pa3mepsl pabouero crosa B MUKCeJSX
/f TIOMHO3KpaHHBI peXUM (TaK >K€ MOXKHO HCIIONb30BaTh AJIsi TIepeK/toueHre B

TIOJTHOSKPAHHbIN pexkuM U obparHo Alt+Ctrl+Enter)

/bpp <depth> - rnybuHa 1iBeTa

/kbd Ox<layout id> or <layout name> - [TapaMeTphsI KJaBUaTypPbl

/kbd-type <type id> - Tun KjaBUaTypsl

/kbd-subtype <subtype id> - moaTUI K/1aBUATypbl

/kbd-fn-key <function key count> - urcio ¢hyHKIMOHAIbHBIX K/IaBUILIIEH

/admin — KoHconbHast ceccust (A1 aAIMMHUCTPATOpa)

/multimon — M crnosb30BaTh HECKOJIBKO MOHUTOPOB

/monitors <0,1,2...> - BLIOPaTh MOHUTOP /IJIs1 KCIT0/Tb30BAHKS

/monitor-list - Criicok 06Hapy»KeHHbIX MOHUTOPOB

/t <title> - 3arosi0BOK OKHa

/decorations — odopmieHre OKHa

/smart-sizing - MacirabvpoBaHue yaaneHHOro pabodero cTosa /10 pa3Mepa OKHa

/u [<domain>\]<user> unmm <user>[@<domain>] - ©Msi TI0/Ib30BaTe/Is1 U JJoMeHa

/p <password> - aposb

/d <domain> - gfomeH

/app ||<alias> or <executable path> - 3anycTuTh 3alaHHY0 TIPUKJIAJHYIO MPOTPAMMY

/app-name <app name>- VMsi ygaseHHOTO TIPUIOXKeHHWsl [Jisi  T10/Ib30BaTe/IbCKOTO
vuHTepdetica

/app-icon <icon path> - 3HauoK yjaneHHOro TMPUIOKEHHsl MJi TI0/b30BaTeTbCKOro
uHTepdeiica

/app-cmd <parameters> - [lapameTpbl KOMaH/[HOM CTPOKH Y/laJIeHHOTO MPUJIOXKEHHsI

/app-file <file name> - OTKPBITE (haiis C MOMOIL[BIO Y/IaIeHHOTO TIPUIOXKEHHUST

/compression — Vcnoib30BaTh CKaTue IepejlaBaeMbIX JaHHbIX

/shell AnsrepHaTrBHast 000/10UKa KOMaH/IHOM CTPOKH

/shell-dir — Pabouwuii karasor fJisi 060710UKA KOMaHJHOW CTPOKH

/sound — niepesaBath 3ByK (Audio output)

/microphone - nepesaBats 3ByK ¢ MukpodoHa (Audio input)

/audio-mode <mode> - 3BYKOBO1 pe>KuM

/multimedia — nepesaBaTb My/ibTUMeZia (BUZEO)

/clipboard - mepesnaBats O6ydep obmeHa



/serial:<device> - [lepeHaripaBUTh MOC/e/0BaTe/IbHOE YCTPOHCTBO
/parallel:<device> - IlepeHaripaBUTh Napasie/ibHOe yCTPONUCTBO
/smartcard:<device> - [TepeHarpaBuTh yCTPONCTBO CMapT-KapThbl
/printer:<device>,<driver> - [lepeHanpaBUTh YCTPONCTBO MIPUHTEPA
/usb:<device> - [lepenanpaButs USB ycTpoiicTBO

/multitouch - TTepeHarnpaBieHre My/IbTUTauU-BBOZA

/window-drag — [To/iHOe nepeTacKuBaHUe OKHa

/menu-anims — aHUMalUsI MEHIO

/themes — TembI paboyero cromna

/wallpaper — o6ou

/gdi <sw|lhw> - Penpepunr GDI

/frame-ack <number> - yactora Ka/[poB

/jpeg — kogek JPEG

/jpeg-quality <percentage> - KauectBo cxxatust JPEG

/sec <rdp|tls|nlajext> - MpUHYUTENbHBIN BBIOOP TIPOTOKO/IA 3aIIUTHI
/cert-name <name> - UMs (aiina cepTudUKaTa NMpy ayTeHTUDUKAI[UHY TI0 KTHUy

/mouse-motion — 4yBCTBUTE/IbHOCTb MBILIU

smbclient

smbclient - 3TO K/IMeHT, KOTOpbIA MO)KeT «obiiatecsi» ¢ cepepom SMB / CIFS. On
nipeziyiaraeT uHTepdelic, aHaJIOTUYHBIN HHTepdelicy rnporpammsl ftp. Omneparuu BK/IOUaOT B cedst
Takue orepaljuu, Kak rnepejaua ¢aiiioB C cepBepa Ha JIOKaJbHbIM KOMITbIOTEp, Tlepesiaua (aiiioB C

JIOKA/IbHOTI'O KOMITbIOTEDA Ha CepBep, IT0/IyyeHne I/IHCl)OpMaLII/II/I 0 KaTaJjiorax c ceppepa M T. 1.

smbclient [-b <buffer size>] [-d debuglevel] [-e]

[-L <netbios name>] [-U username] [-I destinationIP]

[-M <netbios name>] [-m maxprotocol] [-A authfile] [-N] [-C]

[-g] [-1 scope] [-0 <socket options>] [-p port]

[-R <name resolve order>] [-s <smb config file>]

[-t <per-operation timeout in seconds>] [-k] [-P]

[-c <command>]
smbclient servicename [password] [-b <buffer size>]

[-d debuglevel] [-e] [-D Directory] [-U username]
workgroup] [-M <netbios name>] [-m maxprotocol]
authfile] [-N] [-C] [-9] [-1 log-basename]
destinationIP] [-E] [-c <command string>] [-1 scope]
<socket options>] [-p port] [-R <name resolve order>]
<smb config file>] [-t <per-operation timeout in seconds>]
-T<c|x>IXFqgbNan] [-k]
HeKOTopble IapaMeTpbI:

W oOHD>»=Z=

[
[
[
[
[
[

servicename - HUMs C]'Iy>K6bI, KOTOPYIO BbI XOTHUTE€ HCIIO/Ib30BdATH Had CEpPBEpe B (l)OpMaTe

«//cepBep/pecypc», e cepsep - 310 NetBIOS umsa cepsepa SMB, a pecypc - 3T0 ceTeBoe UMs



narkd. Obparure BHHUMaHHWe, uTo TpeOyemoe ums cepBepa HE oOsi3aTenbHO sIBisieTCsi UMeHeM
xocta [P (DNS) cepgepa!

-U win --user=username| %password] - 3agaér ums nons3oBaresnss SMB u naposb. Ecim
%maponb He yKa3aH, IM0/b30BaTesto OyfeT MpeAiokeHO BBeCTH ero. Eciu /aHHBIA MapameTp He
yKasaH, CHaua/la KJIMeHT rnposepsieT repeMeHHyro cpegbsl USER, 3arem nepemennyro LOGNAME,
Y, eCJTM OHa CYILIeCTBYeT, CTPOKA YKa3bIBaeTCsl B BepXHeM peructpe. Ecjii 3TH riepeMeHHbIe CPeibl
He HalifieHbl, UCToyib3yeTcst uMst Tiosib3oBateniss GUEST. Be3onacHee UCO/b30BaTh (aii yUeTHBIX
JIAHHBIX, KOTOPBIA COZIEP)KUT OTKPBITHIM TEKCT MMEHM I10/b30BaTessi U maposisi. Ybequrech, uTo
paspelteHus [1s ¢aiisia OrpaHUUMBAIOT JOCTYII OT HEXKeJaTeTbHBIX M0Tb30BaTesIei.

-Al|--authentication-file=filename - 3ta onius 3agaét @aitn AA9 uUTeHUS WMeHHU
TI0/Tb30BaTe/Isl U TIAposisi B opmare:

username = <value>
password = <value>
domain = <value>
Yb6equrtech, uTO paspelleHUs s ¢aiia OrpaHUUMBAIOT JOCTYIT OT HeXKeJaTeTbHBIX

T0JIb30BaTeJsIen.

-L|--list -  OTa omius MO3BoJIsIET BaM IMOCMOTPETh, KaKHe CePBUCHI I0CTYITHBI Ha cepBepe.

-t|--timeout <timeout-seconds> - 103BOJIsIeT 10/Ib30BaTe/II0 HACTPAUBATL BPEMS OXKU/IaHUS,
VICIIO/Ib3yeMoe U1 Kakzoro 3arnpoca SMB. 3HaueHne 1o ymonuanuto coctasnsieT 20 ceKyH/,.

-c|--command <KomaHJHasi CTpOKa> - 3a/IaéT CITUCOK KOMaH]], KOTOPbI€ [[O/DKHBI OBITh
BBLITIOJTHEHbI (BMECTO 3arpoca U3 CTaHJAPTHOTO TIOTOKAa BBOZA). KoMaH/bI MepeuncrsitoTcs uepe3
TOUKY C 3aIATOW. DTy OII[HI0 yA00HO MUCTIONBL30BaTh B ClieHApHUsX.

BHyTpenHue KomaHAbl smbclient:

[Mocsie 3amycka K/MeHTa T0JIb30BaTeJIto Tipe/jjiaraeTcsi MpuIiaiieHue:

smb:\>
Ob6parHast kocasg uepra («\\») yKasblBaeT TeKyL[Wd paboumii Karajor Ha cepBepe U

W3MEHUTCsI, eC/IM TeKyIIuii pabounii Karasnor Oyzer u3MeHeH.

[Topckaska yKasbIBaeT, UTO K/IMEHT TOTOB W OXKHJAeT BBLITIOJIHEHUS I10/1b30BaTe/IbCKOM
KomaHzbl. Kaxzas KomaHza mpejcTas/iseT co00il MMs KOMaHZbI, 3a KOTOPBIM MOTYT CJ/Ie/l0BaTh
napameTpsl, criefjudyyHbIe 718 3TOM KOMaH/bl. Bbl MoXeTe yKa3aTb MMeHa (hailyioB, B KOTOPBIX
eCTb TIPo0eJIbl, 3aK/TFOUMB B KaBBIYKU MUMsI, HATIPUMep «ITMHHOe UMsi (aiina»

[TprBesy 0OCHOBHbIE KOMaH/IbI:

? [command] - BeiBoaut kpaTkoe nH(MOpMaI[IOHHOE COoOIeHre 00 yKa3aHHON KOMaH/e.
Ecnu komaHza He yKa3aHa, 0TOOpasUTCsl CIMCOK JOCTYIHBIX KOMaH[,.

cd <directory name> - EciM yka3aHO «WMs KaTajora», TeKyIMid pabouuii Karajaor Ha

cepBepe 6y,£[€T H3MEeHEeH Ha YKBBHHHLIﬁ KaTtajor. JTa ornepauuda He 6y,E[E‘T BBITIO/IHEHAd, €C/Ik II0



KakoW-In00 TIpUYMHE yKa3aHHbBIN KaTtajor HegocTyrneH. Eciiu uMms karasiora He ykasaHo, Oyzer
BbIBe/IEH TeKYIIUK pabourii KaTaior Ha cepBepe.

dir <mask> - BbeIBoAUT crivcok ¢aiiyioB TeKyljero pabouyero kKarauora, COOTBETCTBYIOLIUX
Macke.

exit — Pa3priBaeT coe/[iHeHNE C CEPBEPOM U BBIXOJUT U3 MPOTPaMMBbl.

get <remote file name> [local file name] - koripyet aiin c umeHem <remote file name> c
cepBepa Ha KOMITbIOTED, Ha KOTopoM pabotaer kmueHT. Ecmu yka3aHo, «local file name» daiin
3aIMChIBAeTCS C 3TUM UMeHeM. OOpaTuTe BHUMaHHe, UTO BCe (aiyibl B smbclient KOmMpyroTCs Kak
JBOUUHBIE.

mget <mask> - Komnupyer Bce ¢aiisibl TeKylljero kKarasaora, COOTBeTCTBYIOLMe Macke, C
cepBepa Ha KOMITbIOTEp, Ha KOTOPOM paboTaeT K/IHUeHT.

mkdir <directory name> - Co371aéT HOBBIM KaTa/lOr' C yKa3aHHbIM MMeHeM Ha cepBepe,
eCJ/I1 eCTh Yy T0JIb30BaTeisl eCTh MpaBa JoCTyma.

mput <MackKa> - KorupyeT (haiisibl, COOTBETCTBYIOIL[E MacKe B TeKyI[eM pabouem Karasore
Ha JIOKaJTbHOM KOMITbIOTepe, B TeKyIL[1i pabounii KaTasior Ha cepBepe.

put <local file name> [remote file name] - konmpyet daiin c umenem <local file name> c
KOMTIBIOTEPa, Ha KOTOpOoM paboTaeT KaveHT Ha cepBep. Ecim yka3zaHo, «remote file name» daiin
3amMMChIBaeTCs C 3TMM uMeHeM. ObpaTtuTte BHUMaHKe, 4To BCe (paiiibl B smbclient KomupyroTcst Kak

JABOHYHBIE.

mount
Bce daiinel, goctynHble B cucteMe UniX, pacriosiokeHbl B OFHOM OOJMBIIIOM JiepeBe,
vepapxuu (aiioB, C KOpHEM B «/».

mount [-fnrsvw] [-t fstype] [-0 options] device dir
MoHnTupyeT ¢aitioByro cucTeMy, Hal/leHHYI0 Ha ycTpoiicTBe «device» (KOTopasi UMeeT THII

fstype) B karanor dir. [Ipegpiayiiiee copepxumoe (€CIU OHO eCTb), Bajienel] U rpaBa CTaHOBSITCS
HEeBU/IMMbIMH, M TIOKa 3Ta (aiijioBasi cUCTeMa OCTaeTCsi CMOHTMPOBAHHOM, TTOKa KOMaH/a umount
CHOBa He OTCOEJUHUT ero.

Ecsmu yKa3aH TOMBKO KaTasor WX YCTPOKCTBO, Mount UIeT TOUKy MOHTHUPOBaHUs B (hatine
«/etc/fstab». JTo 0bMErYaeT MOBTOPHOE MOHTHPOBAHUE.

Crnrcok BceX CMOHTHPOBAHHBIX (Dali/IOBbIX CUCTEM (THIIA type) MOXKHO MOTYYUTh KOMaH/OM:

mount [-1] [-t type]
ManHasi dopMa KOMaH[bl TIOAJEP)KUBAETCS TONIBKO [Jii 0OpaTHOW COBMeCTUMOCTH. [Iist

Oosiee HaZIe>KHOTO Y HACTPAWBAaeMOTO BbIBO/Ia UCTIONB3yiTe «findmnt».
OO6paruTe BHMMaHHWe, YTO VIIPAB/SIOI[AE CHUMBOJBI B WMEHH TOYKM MOHTHPOBAHUS

3aMEeHSI0TCI Ha «?».



BO/BIIMHCTBO ~ YCTPOMCTB 0003HauaeTcss uMeHeM ¢aiia (604HOTO — Crelya bHOTO
ycTpolicTBa), Hampumep /dev/sdal, HO ecTb U Jpyrve BO3MOXHOCTH. Hampuwmep, B ciyuae
MoHTHpoBaHus NFS ycrpoiictBo MoxeT BoirisifieTb Kak knuth.cwi.nl:/dir. Takke MOXKHO yKasaTb
6/710uHOe Criel[asibHOe YCTPOMCTBO, MCIIONB3Ysl ero MeTKy daitoBoit cuctembl i UUID (cm.
[MTapameTtpsr -L 1 -U Himke), unu ero MeTKy paszena uid UUID. Teru Gosee untabesbHbI, HaleXKHBI
Y TIepeHOCUMBI.

OO6BIUHO TOJIBKO CyTIeprio/ib30BaTe/lb MOXKeT MOHTHPOBaTh (pailyioBbie cucteMbl. OfHAaKoO,
korga fstab comep)XuT omuI0 «user» B COOTBETCTBYHOIEH YCTPOWCTBY CTPOKe, 000
T0/1b30BaTe/lb MOKeT CMOHTHPOBAaTh COOTBETCTBYIOLIYIO (aitioByro cuctemy. Harpumep:

/dev/cdrom /cd 1s09660 ro,user,noauto,unhide

HexoTopsblie napaMeTpsl:

-L, --label label - MmonTupyeT pa3znen c meTkoii label

-U, --uuid uuid — MoHTHpYeT pa3jien ¢ yKa3aHHbIM uuid.

-t, --types fstype - wucronb3yeTcs A yKa3aHWs Tuma ¢ailyioBoit cuctembl. [TogTur
orpezensieTcsi cypdukcom «.subtype». Harpumep, 'fuse.sshfs'. Ecnu omius -t He ykasaHa WU
3a/laH aBTOMAaTMUeCKW{ TWIl, mount TIOTMBITAeTCsl yraZiaTb HY)KHBIA TUIT C HCIOIb30BaHUEM
oubmioreku blkid. 3arem mount monbiTaeTcss uMrtarh (aiin /etc/filesystems wmm, eciu OH He
cywectByeT, /proc/filesystems. ByayT npoBepeHbl Bce Iepedrc/ieHHble TUIbI (PaliIOBBIX CHUCTEM,
KpOMe TeX, KOTOpbIe [TOMeUeHbl Kak «nodev»

-0, --options opts — 3a/jaéT MapaMeTpbl MOHTHWpOBaHUs (4epe3 3amsTyio). [TapameTpsl

3aBUCST OT (PailyIOBON CHUCTEMBI.

IluTepartypa

BriBog KOMaH Bl «man»
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